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Met hod and Apparatus for ldentifying, Authenticating,
Tracki ng and Traci ng Manufactured Itens The present

WO pasent1i2on rel ates to nethods and appar at us f oPCT/EP2009/001681
i dentifying, authenticating, tracking and tracing
manufactured itens. In particular, the present

i.pventi reI ads a t us..for

S A B RATD, AR ARG Eliang pnd Tracing
cont ai ner sw tabl e f quafRGfiGLUPed Btely® Or nore units,
and nmet hods and apparatus for authenticating, track| ng

ahhe t peaseny tnvestionin relatesCdat methads aaddc eppamtiiei fomddentifying,
i cant, l.oss_ of r cers.o

autheitiDg” BKG M sPnd ImaRUGkH sk iBLs” Y hagbuar. the present

inventidie reldt@gab Aritodd drlinippargtiubefbrorimsinidhg | MaALfatured items in
quality is detrinmental to the custoner and to the

contaifgrfufegshuentaines gaitahlepios ¢eatainigecwe aainuedHitse and methods and

apparglisfaF plahenMBRnG ddd AAG freck MunBR8IE. ' 7 s
Peshirabdred byidi souetérdeiting eause significartuoss of $wéhwto producers of
tradeJ)har maceuticals, In addition, regulations ar

SopasanIg Mol iawhertinte MPEEveRu e ingalisale fcsaunterfeited
goodsaﬁl‘%nﬂérﬁ)trrd W Wsé%étg"%%gﬂg}ﬁﬂéﬁi?% Qﬁ%ﬁh‘& o 908 ‘fir?arﬂffacturer. Legally

nove' throu e problens o
producmgoabamniay:\attocml ﬂteglaﬂyailmbogedroe trzadedi, dod axérypleqntcafder to evade

taxes 05 BRBORAIERMIALOS. NS st eREicuTasy Bapartantior Rl products, such
as thﬁﬁ‘@éedﬁ'cE%s Ir‘PfadHft@ﬂeijedUIQM §reC|ﬂEFé’ds'W<\;/9 b%ﬁr&d’l?ﬂro@ruﬁeg to require

value, 1 n particular I nternation
manufacmrecs and disthibatorp do fbmalsle tal teattosech gavdsas they move through a
lob Il ux goods in general. So, manufacturers, custoners,
glo acﬁngf butors, inporters, national authorities and

ot & predieRy bﬁ@@nﬂ?@ﬁéﬁ@%nﬂ%ﬁt@ﬁ@iﬁn@kﬁré ;sém&@lbngyacute for goods
easily that particular goods are genui ne and

SubJecatipesnemlrtaxathmcf@s exaniplg takacaeeprasiusts. r Eies peohleans also exist for

many, Egr ggwc% gia&f@?gal é%ghgﬁédgggg{r\%o? %}Vmée%?#@ﬁ)&gﬁ nIB particular for

interngisredly traddd prodUDte Ssuthsas pepluarld, \aleshulgi watcheB Wieluxury goods
of smaller cartons. Each carton may contain one or

in genipb $AMANMAGIUTEAGUSIOMATS p SiStEbWOrS  rRRstass. pafional authorities
and omr%tﬁog%é’d g%ﬂké%%@e@ &8eac%5'e Foaegrlf&aéé’ﬁfgnl?n f%%ﬁtbémé(r goods are

contaln ons carton
genuin@akd to decatda td tragk igovely easrlyalsrtha@asem’ansgoned.l cles.

ﬁgéﬁﬂig?eéggﬁgﬁﬁ@g&@gg&grg wlaiggﬁllylz& in\g/;vI ttort])acco products, are shipped
worldwide in shipping cases. Each shipping case typically contains a number of smaller
cartons. Each carton may contain one 6r more individual products or packs of products.
For example, for tobacco products, each shipping case may contain 50 cartons, and
each carton may contain 10 packs, and each pack may contain 20 smoking articles.

Shipping cases are usually labelled with an identification code. For example,
WO-A-2006/038114 describes a method and apparatus for marking and authenticating
manufactured items, in which the identification codes of cartons do not need to be
centrally stored. Such an identification code may provide information regarding
production, and can be used to track the shipping case as it is transported, and to
authenticate the products contained within the shipping case.
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WO A- 2006/ 0381 14 descri bes a nmethod and apparatus for

mar ki ng and aut henticati ng manufactured itens, in
wanioeh12be i dentification codes of cartons do POIU/EPI®e2001681

to be centrally stored. Such an identification code

may provide information regarding production, and can

CIf 15 Setied PRRVoUsLY midnemd the i Srs33p baplizant, each carton packed
withinCQrgrﬁ;'bgﬁiﬁsy&éé@iw idMifildl DBinG0aCastor détifieReEReH %hipping case is

. previousl'y proposed by the present applicant, eac
identifted tusing s ledipRing heasen identiisrnd\ cestral dataease fsteres each carton

cen, A Ao YABrlBcOMd inugBEcl, L BRldthsEs Soahanpon, dentrier i
linkedd® Bea8€s6Eiaters shippihg aht@NdertEri dncleadRdsifipping case identifier is
shi ppi ng case identifier. In _the database, each carton

linked; taethei agsociated |Gapaddentifiers. Sy6b@a Khewnsyistpngay seimplemented
! A on Lt S e
o tnl 181 @ R PP R sEo Ry PLERG s (A recty, o

onto prckbgimgnarya kebel)seazmett edrtam ekite thig pebdtiction linen¢he Eadn identifier
. carton is applied with a carton identifier (either
is reagj Eagh cartopidentifierds sealiang dtahase stared onsa cgakral server. Then, a

poralfEEE 8153 oA IR HRIUin G, EBENSHEIANG cage o ppplicd wit
shippiagd=selidertifying labebhavingemshippirgecass identifier. As each shipping case

ural i .of .carfons .is. packed into a shipping case.
leave Ui PR 4 Bl SUPRIR a5 PTTIel 1SHPRR ARG RSLds the database.
y I I ', e .
The pdAORD ek WK 2gRons 8 WAGA3H JAT EhBpng case. an
the databage ngn dbem linkdenshipping ¢ase ideatiterdtostbet plucalith ef carton identifiers

dat gbase. Th roducti.on line itors which carton .
of tne; EaRAAS harkef BT T Ghidiing s cHks. o Fadhe caaPYpAde associated
shippiﬁ?rtatsbﬁféd bé kdentifibd IHd) JoCéséh 'snskgpmgfé@s’e,tt@e taB8ociated cartons can
plurality of carton identifiers of the cartons packed

be ideniifiede THls pliowg individualreagons ¢e bealtacked aod, identfied via the carton
and thze:\%ﬂséiﬁée&sa%gmiff&‘ti?’ﬁz&g%gn be identified and, for

ppi'ng - case, oci ated cartons can be

| Thegviel Bikiets allmegdafdronl infistoved Ukt teds aﬁpabﬂus for identifying,
tracked and identified via the carton and the shi pping
authegligatingg Fackingand bacipgdaanufagiired 8eMst s a need for an

| KLY 'i?{”.tep(fﬁsf%gge&oﬁ? %gsinﬁl%tiéﬁje{%'@ %4 gg'ovidgd a method for
aut hent Pcat i ng, tracking and tracing manufacture
identifyingnmanitaoturegidniterhs im containeras pach cohtdimer suitebid femcontaining two

or moffy iR te, DR IGE FRPHSEHS: HEPS O carsPiabiGap A unit with a unique
it ARG UL Rhy GRAALS Bfch IR EITRAR Bk G by 9% contanes
in eaamcontaingni unigdehyt ideindifying ciaghetontaidentfof wach @adainer, determining
one of' rr}xiotré rgrlwglgé)scg l!.qulg ic}evﬁ%fing glp trh% t\lfvr(])i (grsmgpe B%itg % (t)gaitggqo the container;
and storing, in a database, a container identifier for each container, each container
identifier being coupled, in the database, to the one or more ranges of unit identifiers of
the two or more units allocated to the container.

In the context of this invention, the term “identifying” is used to mean the
classifying or categorizing of containers, units or items, for example at the production
line. The identifying is carried out in order to distinguish one container, unit or item from

another and to allow subsequent authentication, tracking or tracing. The term
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in each container; uniquely identifying each

container; for each container, determ ning one or nore
wo arvgess20f unit identifiers of the two or norePCREPR09/001681

all ocated to the container;3and storing, in a

dat abase, a container identifier for each container,

“auth%ﬁ@ggéigtlsa{ugg{ih@dem | fhﬁ?rtﬁ?? Fg\ggg?qlo?? dmlgular unit or container is

autheh€Nihat iier & 14s lohigidated AforAi4 e<_?1é4'ﬂllr‘ié ur&s,ah_d is hdthg counterfeit
container. In the context of this invention, the term

producii dévet teryi mrg’rcking i gged ¢o maean theemﬂrwtgsngpfrigomment location and

ime GERAIAIE R SRR RS e B8 LA Bl pericuaty v

during-thier délilepy brodeserwlieén Lpitdidiid cshthmre Atayc B8 tpaisBRig through various
unit or itemfromanother and to all ow subsequent

shipperst delivary gomnanies, ampioﬁgr%ang ,cgﬁjnhgtorq-ﬁg their way to customers. The
term Er%Emlgta EQEJ itS% 2 thé ?’octé?l?\g 5fose'f&98 %ts%}e&%%ew Fbr example

or ton 'S au
forprodudtlascautl gi nat ed froma genui ne source and is not a
counterfelt product The term "t racki ng% is used

metbogdnfitheinyention alrmsinlividpakupito Qﬁddenm,eohgnd tracked.
This nE} éjmattse\?éﬁjlf‘ﬂ%aﬂ‘ E)Bﬁ ?%8. td @Qﬁ@?ﬁl&qge%‘ﬁteﬂtgro?%ntalners the
Seful Jdur

I's particu ng the
items pancmd;lsbe/\,trenkeml Becaumb each aon@memdgnbﬁaerplaslmkeg only to ranges of

ot R P G RS Grat e I 5T B o,
ldentlf-@?@ i Blorhgé tefSired $n lt'ﬁ@‘éia‘te?o Lls El'?!%ll{apﬂ?éd ﬂgkﬁf)wn  Systems. In

sel ect ed unfts or contai ners, exarrp or pro uct
prior arteystemsThdargs hoohber of Iaeﬂonveemtlfmtlahloodesumdstvbej gtdred for each

shippifi icSer T e gaee; oBPRERE PAPORGS G PHH oo SDiRRIcase typicaly

contaifté Smﬁéﬂbﬁ@ftfhat réGuitd<£ BB (Sé?fbnsfdelnhﬁ@éitldrf 864&s1 to BRCSBPEd for each
each container identifier is |inked onl y to ranges of

shippipgi ¢asedehe methedrf ofr thehdnyaitios allowsibairnequiredtdata storage to be

subste{rﬂ%ﬁg?%cri%éed ﬁﬂ%&ﬁﬂ@g‘vlﬂﬂg X nllH%igttﬁ% %@r\ gﬁcgrn%(t Is&%t%{ri ﬁould be used

for |dentnf|ka§1t¢UWOS¢S¢:Ie pack MWithiv izocartor, sRythiSWeuldrdquiigeeveiaRire storage:
carton identification codes must be stored for each

10 paemldmtlﬂeameo eshfarirachcartast. in gedition terthawrarton and shipping case
|dent|ﬂ’&4%'t|6h <oael a?@aeg's?&eﬁa?gStrﬁthﬁﬁl $f3f m\{eﬁtlgﬁ atBws thi is, because the

cartons, that urres carton | cat1on co
data sterage retqorreme‘ms aeewdadwdudopl’ higlly aa eriof reat Bystbmk dbr dbthenticating

i hventi on al the r red ata storage to
the castyS; i petiip] Cadett Nt UG gPRE GRSk £ HansiiaGAgross a network,
wh|chtrhé‘§f noYei ;E’ér'n@ulaﬁ&tse%\ﬁ?é QHBth%%EfM&eoPﬁ%dmfv@ﬁtlon the actual carton
dentification of each pack within carton,
|dent|fmmou ocodedaas rmlmeemhodoestrena@ﬁtedlo pack
It %cr}b%'ltgﬁeylé??& éﬁ?@ylﬁggtﬁgﬁjf&c He?ﬂtem A?t%gnétkv%ly, each unit may
be a smaller container for manufactured items.

In one embodiment, each unit identifier comprises production details associated
with the respective unit. In an alternative embodiment, each unit identifier is an
encrypted version of production details associated with the respective unit. In that
embodiment, preferably the identifier itself is not stored; preferably, only the production
details and an encryption key used for the encryption are stored.

Preferably, the production details for each unit comprise one or more of:
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identification codes already stored. The nethod of the
invention allows this, because the data storage

w0 ewaiitements are reduced. Thirdly, in prior ar@I/EP2009/001681
systens, for authenticatingtthe cartons, the actual
carton identification code rrust be transrritted across

networ kK, whi icularly cure. |n
produdfiah JEERN o PRSIy BRte: oW OBLREOT s ‘25BF byfounter value of an
increr Bl Ediat.i on code does not need to be transmtted.
Each unit may be an individual manufactured item _
AT In@rnn@dm@l@lrwefedsraremmqmyo leach wmtl Ineerdes o sahigve this, in one

embodiffertP e BridilcHon deidf cofpfPS STieftH Fe0hter S3fik dfitre incremental

count#. t fh tdhe dIRSRSRld \eenbddient tA® plddeictiehi details comprise only the
enbodi ment, each unit identifier is an encrypt ed

produgtiers time. dﬂow;e&rum Roprefierred lesnbodimentiteg RiodHCtoR: details comprise

e R oL b Ao SRR B S B A gpurtr v

of thepdnorméntan coehter. i that embadigieypt theninkesmented cf)thetrhﬁay be reset
encryptl on are stored. Preferably, the production

each tiree §are@dt or each unlt conpri se one or nore

ofheo"pﬂgdé(f;ﬁfo?inlot: er f cBh@ﬁHgtdrféﬂoP%ﬁT ?Pfrféggﬁt}r%u%ﬁon centre and

a cou an increnenfa
the spEedicopradiuctiontindebaithe Code Gengratot tderdification.t Thé iCode Generator

Identifiaioncss on Heriiarsunisieht HERGNNG e Rt ters dhaaint identiier s
ener{a ' n%g@”‘?BF %xgﬁ%f@t 80 260610384 WM‘at'l*h‘ée Ip SHRQAIFRE Bime may be

e production details conprise only the production
speciftadmas &oownately as despedf and eiblsemnlbcpm’eably dépend on the speed of

o B P ST B8 b L5351 i oo
hours wtﬂftel‘f@lﬂ\)@lﬁloﬁhé 'b?od@@fo?l"'ﬁrﬁhbaﬂna?%@ts%bcmbﬂ ihh@kms of hours and
di ment e increnmental countér rmay be reset each

minutes. tesaativaly. theepioduation tiore mayabe speatfipddorerms ef dwers, minutes
and s <¥o th of the production centre and the specific
% ¢tion line, or the Code Generator Identification.

ThheeGadp dﬁe.l‘rﬁ?di@él?rdérdﬁﬂhgfééw uSiD may 8dmbprestrhafkitig each unit with
uni quely identif oi nt where the unit

the ung@npﬁe@rAltegng’ré\f@y ath@dum g@ay be dniguelpdentifigd based on the unit's
0084 f .
insfOBREEHES 1F ol PR At R, BRbeeg PORL Bt f uriuey

|dent|f9lmgt Ieaclapemtaoferpn'@@ucbnmmsef midrkingneaesh cEmtaméarmiﬂe a container
oducti on t};lme may be specified in ternms of hou

'dent'ftﬁn yg'rt%nta@v%at. 81 \ForidiBen Makc bPoMNIqURLY nideniiied based on the
contaifBP§ irfthifSic PlopEMiEE, fr A@Hipte PAYsical or chemical properties.

The method may be incorporated into the production process for units and
containers. The step of allocating two or more units to be contained in each container
may comprise packing two or more units in a container.

In one exemplary embodiment, the container is a shipping case for tobacco
products. In that embodiment, preferably, the unit is a carton for tobacco products. Each
shipping case may be arranged to hold 50 cartons. Each carton may be arranged to
hold 10 packs of smoking articles. Each pack may be arranged to hold 20 smoking
articles. Preferably, each unit identifier is a 12-digit alphanumeric code, which is an

encrypted version of the unit's production details. Preferably, each container identifier is
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m nutes. Alternatively, the production tinme may be
specified in ternms of hours, mnutes and seconds. The
wae@p/1af20uni quel y identifying each unit nay coPEI/EB®09/001681
mar ki ng each unit with the finit identifier.
Al ternatively, the unit may be uniquely identified
a ed on the unit's intrinsic properties, for exanple
a40-cﬁwygpg1gq For chemical properties. The step of uniquely

| AeBriing t@)gth%fﬂr@t a8pe& mheWﬁVerﬁiHmee‘ié iSTBIde poviRizeNa method for
containér wwth a container identifier. Alternatively,

identifying cartans efesmekingasticles dgushippintkeasds, eachshinping care suitable for

contafi 8 A8k 30 BFEL 85 BRES i o, 55 B8P GaPY B parto i
a uniqud eartd\® idurniee! likiguelyoieentfyiry edth lcartand al6dtRig80 cartons to be
he step of allocating two or nore units to be

contaipgdt i Aaeh iShiRRIDE CIFE; aum@uelwawe@tjfvmg @@cbaslwpﬁ@g wese; for each

Shlpplﬂg_bé%r 'E'érhﬁﬂfn'& gfl?tn@ 'far%ée[%n g éﬁcas@ﬁ%&s’ of the 50 cartons

allocateabcthe ﬂilpdid@tciasel Iantjfwtbrlﬁgbmch datdbasel afshipgpihy . caskeidentifier for
unit is a carton for tobacco products. Each shlg
each %*aaemeéaasseeaph éﬁ&&ﬂng sape ideriies heingneountading etd@%abase to the

one Iy SaSGER AR EAED LA | Fisiping cose

mcwwdadgl to amﬂmndna!;pecdeasftthbl mventom tt@feiuglprowded a method for
nmeri.c. code, is an encrypted version of

tracqugh@ HHI c%rwtﬁmggugf Ifgr,qngré\f soplained within @ )poné%geﬁr for manufactured
items mﬂtﬁsbaeéccbﬂﬁng ithitge rﬁémoé%f%e'frrsw?:%s&& ﬁ@fﬂw@n@ignf the method
of there is

first aspe e I nvention
comprising itbie stepsret: weddingra iutéridentfiergre the onig; arid seolinggdetails of the

unit B fGH1B% pis RPN S80eS  ons. [he et hod

CPRIEAEiably) dhé MRsE tseﬁﬁaﬁ?ed 36 $8reahbNEcRMof e QRit vmeté‘rmmed from
a unique carton identifier; uniquely identifying each

the regdindoe the uait adentifiesoPrefetaiiy th@ hestosrareangsd tnsteaetat least one

prewo@g'lggétﬂg} of gfen ugﬁcgegghémggefgéhg%tt @?ﬁf ﬁﬁ% é)?gwgﬂgr}%ﬁgpg of the unit

identifindéts a6 savamageéoenthddarice tHe timdividdar ainitenéan be tracked from
all ocated to the ship case;_and storing, in a

|°Cat'QithhB¥§@é'0naU§WQp%‘ﬁn@n'géF§,@tlf'§éﬁ1tTh¢ apst mayeal@ﬁ keiasignggd to store
detaﬂ{%?%d% {ﬁgzg\&rﬁgﬁf& p%eﬁﬂﬁefdrd&gﬁ'nﬁl'ee{heb%u@ IbS/dt’ne Uhit between

one Or ‘nore ranges O cart

locatiorde iheé ftines shefunithwadGocse foursd at IaOpa:ttledIatrdot:dit&)n, and other details
shigs 8 case. According to a second aspect of the
usefulifaEAEKIBE. there is provided a method for tracking a

(L:F(";r"rﬁf%ri‘é%g}r, QPE%EER?; giﬁﬁlﬁrgé‘orﬁﬁﬂééé' ARl Stbp W eBeiving, from the host,
details of the at least one previous location of the unit. The method may further
comprise the step of receiving, from the host, details of the movement of the unit.

Preferably, the host is arranged to determine, from the received unit identifier, the
range in which falls the unit identifier of the unit and, hence, the container containing or
formerly containing the unit, and preferably the host is arranged to store at least one
location of the container containing or formerly containing the unit. The host may also
be arranged to store details of the movement of the container containing or formerly
containing the unit, for example the route taken by the container between locations, the
time the container was to be found at a particular location, and other details useful for
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itens identified according to the nethod of the first
aspect of the invention, the nethod conprising the
wee@pa1d7 reading a unit identifier on the unPCT/ER2909/001681
sending details of the unitéidentifier to a host
i ncluding the database. Preferably, the host is
trackiﬁranged to store the location of the unit determ ned
omthe reading of the unit identifier. Preferably,

chl%fék@fbl | theamedide fLtiersterhprigés k@ stePtf reeeNing)Srom the host,
| ocati on of the unit determ ned fromat | east one

detailppbthepaklenshane dpasationtef thaicontajear centaininger fornaerly containing the

unit. 'I?%\é@iétt@@? *ﬂg@g&%{fon pﬁs+ Ocalélié;ryglf lﬂé’éUHwﬁ C%lrﬁn’iﬁ%e host, details of

the movEnéent ofethe. coﬁtanéloeéntmngibsmrhmrbyrcrcﬁm@nadwg thesurdt. e
details of the rmvement of the unit, for exanple th

rAesadingierthgysecrpd aspechet thecinvetion i thaee ist Eﬂéotﬂr%ded a method
for trauaﬁg UNESnidfer K8 Rin P et néfEQ?cfédt@%aéccbgqﬁﬁb 't? Bhe Ahod of the
ot u 0 yy the

detalls use rtr rng. Prefera
first aspedtonf ther mlventlmm,nmel seshadheortpeising theesteps ofy,reddimg a container

. .1 he host, tails of the at |east n previ ous .
dentifedcat DR eAMeReryANY. SSRGS iy e FOREMSIoMsfGey to a host
includindgthelRilaisd.ecei ving, fromthe host, details of the

nmovenent of the unit. Preferably, the host is arranged

tAcatgdimgnian@, thirdbasphet oédbe viadention, thisatisf pravidedha method for

range in which fall.s the u entifier of the unit .
authe ARG .o Uni 1 GoBAIRad e LURADA SRBIReror PRy & container for
manuféefifrad Nité@st RRentned . addBidigERE T Rl Yndth8d heBtthé Sfirst aspect of the
arranged to store at |east one |ocation of the

inventiomtiag meethed moaprisiag dhe stenscel: yeadinga unrtgdemtélanmrt the unit; and

sendig B br B vfik Mbsiter i AMESh g s Opteest, ) *

CRiiefe@xiabiy) thé hestusidrrariged t@%’(@hﬁlnbhﬁohpwieereb@%ﬂ Uit identifier, the
the contai ner between | ocati ons, the time the

range Wit Ells,ih unit ifentifriel the uniband.i hences theeantasmer containing or
forme%tgﬁggﬂ?hg LajdiS #e€ éﬂad{x%ﬁ Eé?%é 'E?scaﬁ%gftﬁé %?&.quygf%ﬁmts can be

er conpri ses receivin
authemtithSmslngehalum ldbntm\ersahslm@ltmtmgﬁr’omat gemuné dont¢ainer. If the
b al ner ai n|n or fornmerly containj t he unit
unit 'd?ﬂ 3>§y

recoppier RN de mat qheébtoog qoa&%n@rl fgere may be
a supﬁdé?t‘iﬁr} ﬁ'%t'ﬂ?éhmt@seﬁéﬂ dénihel he movenent of the

contal ner containing or formerly containing the unit.
Rreterdbhy the mbethak fwthkraspraptisesd théestepvafnteceiving Heme the host,
ed a rethod for tracking a con

is..also i ner, for. .
confirhifh TP STt ALK TrearEearan iEaY STyEE ABHRGgaton of the
contaifér Etalring br RSTRRGy WntaiRfhg t'h\éelmlt on, the nethod

conprising the steps of: reading a container

According to the third aspect of the invention, there is also provided a method for
authenticating a container for manufactured items identified according to the method of
the first aspect of the invention, the method comprising the steps of: reading a container
identifier on the container; and sending details of the container identifier to a host
included in the database.

According to a fourth aspect of the invention, there is provided a method for
tracing units contained within a container for manufactured items identified according to
the method of the first aspect of the invention, the method comprising the steps of:

determining the unit identifiers of the units to be traced; determining, from those unit
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identifier on the container; and sending details of

the container identifier to a host including the
walaa0abseer According to a third aspect of the PCI/EP2009/001681

invention, there is provided a nethod for

aut henticating a unit contained or fornmerly contained

identif\égcr%,g{rm ﬁ@g t%gtrﬁhr%efﬂg{g%%qo 'f'n'E aﬁ&r#l%lggst fn&@ﬁ@:& Pailntwpf i%eudnit identifiers;
deterrhifUR tftsA thbSE rﬁﬁ@é@Qhé%ﬁﬁtbﬁbF‘%r%ﬂtéhé&sc@ﬁtalrrﬁ@dh?%mts to be

aunit identifier on the unit; and sending detail
traced; mpdUecatingibetdeteenined contaiser oheomtamega he dat abase.

HE F88 Jutpeifind” B BB Feh Bk S Ptiiogs Thpy comprise

readln*ghefréahﬁh| ta i gtBbaSeé eldelilVetyhaindnidestindtiomeds®ilst it the container or
container containing or fornmerly containing the unit.

contaiMAfss | s advant ageous because the individual units can
bﬁcc%%fﬁ@%'tﬁgtfﬁgt‘ aé’bséé:ﬁ %f ‘;]r'ielee {:nyr%b ulaﬂﬁ,gtﬁr&(% E ?Iﬁé’purﬁ?itded apparatus for

ndennfyrd\grrhahuﬁctm@dntnmbm cen@rerscdact contaividr diftabid fzhe@bntalmng two
to a_container, there may be a supposition that th
or moggunitss eash Yikihbeing. assediatedpyih a Heidve: woll iqelptifieés the apparatus

compr‘?é?ﬁ?l r%%ﬁstfgleuﬁh%ghﬁfdernﬁﬁﬁﬁq e%h‘c %#ﬁﬁ’tallocatmg two or more

mat I on t e uni't Ys aut eht
units toobé icontetinexh imepch nohtaireqmeants farturdquelly ldhnufylng each container,
ner .cont ai ni nﬂ? or formerly contai

n
means el AeRGITA0 GRE PhITGTeA3PBEE Siuri@epe bl s more units
allocatedtl @ % %?Wélﬁ@ld drel Bgf}ﬂga%é ﬁyté?gm GAELRGiRer id ntlfler for each

cont ai ner act ured itens | de i fied accor
contalner tdm:hmritememﬂdemtéle‘rlb&tmg asppled, of thehdatabaset rtco)r(he one or more
t S|n the ste of: reading a .
range; gF pA IR Bl (e ks BBfe SlloedtS %0 Bnntainer
dRécHUse Shch %nfé?ﬁ‘élaldéﬁh'tlﬁéﬂi%nhhlfé(ﬁbntyotcﬁréﬁgsés bﬂ@lhﬂqagntlﬁers for
i n the database. According to a fourth aspect of

units [t ncameinen rathesrtbansto el vinge individealhdaits’ oudentl&@rSnghe “data storage

requirtehis TR AT P afnGSBS R rothod of che frs:

aﬁRﬁfé effbddiraent) \eehi @it idemeifige to@prisesprbdudtibri Bétails associated
ps of: det er ni ni ng the unit identifiers of the

with tbﬁ| f%sp[e@tlb% wlgcgu arueqlt@rﬁaﬁmqqgamchjjmemoggch unit identifier is an
encwéigg:]'?rsmd f'feﬁrﬁ Ci ?ﬂff?lﬂ{ a'gg{)&afé?{‘g\ﬁﬁ e l1‘Q's,¢>ectlve unit. In that

lers in hose uni I dentifie

embodietent nprafergbly ﬂ'mndbhtlﬁer itselfyssnott sterexh mirefenablyponly the production
contai ners containin &Ohe units to be traced; and

detaily gd AN RN YRR HP S EPTdBR EACRMtiopraresieEther s. The
referabl gj Offfat 'd?Sd&&ﬁ)nd‘?fe?éliQ 166 &RA! @nftetoRprise one or more of:
contal ners may conpri
production location, production date production time, and a counter value of an
incremental counter. The production details are unique to each unit. In order to achieve
this, in one embodiment, the production details comprise only the counter value of the
incremental counter. In an alternative embodiment, the production details comprise only
the production time. However, in a preferred embodiment, the production details
comprise the production location, the production date, the production time and the
counter value of the incremental counter. In that embodiment, the incremental counter
may be reset each time period.

The means for uniquely identifying each unit may comprise means for marking
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readi ng, from a database, delivery and destination
details for the container or containers. According to

wo bmofiizet aspect of the invention, there is aPGDEP2009/001681
provi ded apparatus for idemtifying manufactured itens
in containers, each container suitable for containing

t u h unit in asso ted w
each i yilh R Henfiart 2he Pens furadey SSsBHvEarach Eontainer may
compr"%aﬁl%ahgrfoﬂﬁia@ll’dﬁb )éa'cﬂ%ﬁritélﬁéf‘ﬁntﬁ@ﬁ@ cHHtaﬁner"ﬁBéﬁﬁF ror
allocating two of nore units to be contained in each _
cbme apparatusiraais btadncgrpqqa@dymtqjm pfoduniiopaapparatus for units and
ni ng one or.pore, ran

contaiffs “TREERRE B oIS, B, S e A e PECERifRs in each
contaihBEnflBcthpiese niahsdor phaking ewb Or nsdrer hAlEs i & eoWh AN

identifier for each contai néer, each contai ner
i Aegardingde theifiret asngst ofi the inventiodathere iealsp providedrapparatus for

|dent|f8 rgqr]rsaﬂggﬁ‘?ﬁ%l%g %&Ieéiﬁ?éﬁp&ﬁnﬁé g Csatgggh ésﬁ@;rp%g €B5E suitable for

contaifinet ia(I) eartohseaadH cartoh Hdingkesocialed with baungigee Warton identifier, the
identifiers for units it cont ai ns, rather than to all

appargiys ¢%Pﬁﬁ'69a'rne@ﬁ§tf§r UNigiely ﬁe@pg/mg racligagtos; means for allocating
50 caft@rqé‘ (%Hrﬁalﬂ% r@%éheéhlhpﬁ'@l b MRNE S Yot tdelgr]dBHﬁfylng each

eac er conprises pr
sh|pp|dgtcmlsbsnmeo‘oadetﬂarmlmhgtdne orespee rangesiof d:artdmlcmmtlflers of the 50
alternati ve nbodi nent, each ynit identifier is

cartonsnaliggsted tocthe; BWPBf"quaa%c?P A fiatabase i‘érs§t9r¥§'9ea shipping case
|dent|fY&'!rti*E‘>rt h' §SiBBirlg ¥8sé!Nehch 's‘ﬂ sdéﬂ?é c2RBoHRR M Belng coupled, in the

preferably the rdentifrer i'sS not stor
databasexfterthelone ommpre hrenges;d»ﬁcarton identifiers ofitlie &0 cartons allocated to
th hencr%Btl on key used for the encryption are stored.
€ SRR ﬁﬁ?y the production details for each unit

CAEIITHRG t@rtﬁe%cﬁﬁﬂ Qspbct 6f HAURVEMIbA, Werel i8Mlso prowded apparatus
production date, production tinme, and a counter val ue

for tra@klngrandwautétﬁahc@nng:emnlantam@dmrdounerlm igootained avithie a container

or mARR R0 0 Bt 19 85 DRBL B o PR BEpectof e

mventtdwﬂhérappairal@soéombﬁsmgchﬂ@ﬁfeﬁ'foﬁ%&dlﬁg -a URitaBentifier on the unit;
alternative enbodi nent, the production details

and & diansmitéero fory sepdingr @@tmﬁ 6h thenwt Helewrtifiar tq @ Host including the
datab %eef erred enbodi nent, the production details conprise
€ production Iocat| on, the production date, the

Preferablyorthé i appaaatlist ﬁmmmdmpriséd aereekiviehdor receiving messages
i ncremental counter. In that enmbodi nent, the

from t‘"“ﬁg‘Péhent al counter may be reset each time period.
According to the invention, there is also provided a container for manufactured

items identified according to the method of the first aspect of the invention. According to
the invention, there is also provided a container identifier for such a container.
According to the invention, there is also provided a unit contained or formerly contained
within a container for manufactured items identified according to the method of the first
aspect of the invention. According to the invention, there is also provided a unit identifier
for such a unit.

Features described in relation to one aspect of the invention may also be
applicable to another aspect of the invention.

The invention will be further described, by way of example only, with reference to
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The neans for uniquely identifying each unit may
conprise neans for markingeach unit with the unit
WO d@ottif2Der . The nmeans for uniquely identifyi NBCEERI09/001681
cont ai ner may conprise nearfs for marking each
container with the container identifier. The apparatus

. c orated into the production apparatus for
F'gur({%&hgga% @8ﬁt ainers. The neans for allocating two or

Figurd®r e WHdwes taosﬁ?pﬁ@;nb%@%\hrﬁg efC [erinfing N@belMtluding a shipping
conpri se means acking two or nore units in a

cont ai¢Rse. idaplfiardi ng to the first aspect of the
Figuré gven_t#h%r\}vs Lﬂ%ﬁbé&n?dfrﬁ%f%&‘fﬁ&ggg%ﬂﬂé%y&L for applying carton

entiTylrng cartons icles

cases,identiffers Ianﬂrsmmngsesewémmgas hotheﬁpmlcﬂOﬁmnéO
cartons, each, carton being associated with a uniq

Figuredr t orshansn@ifirleexample abeanten peodustion @m@lchﬁesn@wrmon may be
uni qug Iérﬂ@ﬂf if ying each carton; neans for allocating
50 cartons to e contained in each shi ppi ng case;

Figure@ans dhmwsuaisgeehy exadenple fofi cagtomapriodsibtippimgvhiets the invention may
nmeans for determ ning one or nore ranges of carton
i dent 17§ EPRlegented cartons allocated to the

FiguresHi pp'é?ﬁ)vs?sa§thr@@a%ég%tﬁ?*&ﬁ%nfﬁbdﬁétﬂd ﬂﬂwﬁwﬁ"lﬁ@%?@ntlon may be

case identifier for I ppi'ng case, eac I ppl n
case iiophermentad. bei ng coupl ed, in the database, to the

f fi f .the 50
Bt "3 s8Rt oL SR 5 iR s 105. Eacn

shlpplhﬁ%a§éc1@3jls%iﬂ%le for Cbh%lhlﬂé%' &r}noFé‘Géﬁoh:@mH SPach carton has a
provi d {oparat us for tracking and authenticating a

cartomldentlwn‘[(a ahdd this @@mtﬁarwembndunemdtm shipping case identifying label

105 SR AERShd B PR 4L S D GER8 107 ano o

humai-headgipeshipping ea9s iddrifier a0geader for reading a unit
identifier on the unit; and a transmtter for sending

detthisi embedimentyiie hur@éﬁtrneedeblet@I@plneﬁasendeuﬁﬁe@ Qshe a 40 digit
numbé”ratﬁ%aﬁ@ d@{terﬁﬁﬁ@é}‘ % eh Q5P RS U EA fr\‘l‘r1:2§e( F%wﬁegs GS1-128)

receiver recerving nessages
barcod’e: wdich figrno theéh endamiresréadablé shipping ca_bsgdenﬁﬁerdm .alhe identifier

t er fo ufactured jtens identified according
109, 476/ eRCeen GerBet AG f AF HNigeiser eachirasticwae Ahipping Case 103. In
this erﬁBBan‘i’éﬁigtﬁé’lo‘elﬁﬁpéféVﬁ?‘f laRg: 1q1d1§fp?cd"? i ﬁﬁyﬁifb\‘ﬂn‘eggn%cluding, but
container identifier for suc cont al ner ccording

not linited He, threy emoduationt Hatee (Y&’I\/El\l/l@ﬁ))pﬂmumtedualammme (HHMMSS), the
cont ai ed or Former \H/ cont ai ng \Alithl n .a contal ner
8 WPOSEc

I .
produfiiit, Perife te IHeLFESs Harketr FutbSE i P HRiOFITTRePHItRS dhe shipping
case by tdiso Berlééntlfled if already known. Since the identifiers 107 and 109 identify

the same information, but simply have a different form, they will be referred to
generically as shipping case identifier 103a.

As discussed above, the shipping case identifying label can be used for tracking
the shipping case. For example, a customer order may be linked to the identifying label
or labels of the particular shipping case or cases containing the ordered goods. This
allows the customer, the manufacturer and any intermediaries to constantly track the
location of the required goods. This may be achieved using scanners for scanning the
identifiers 103a and communicating with a central database. Alternatively, the identifiers

can be read by a human, who can then manually communicate with a central database.
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aspect of the invention. According to the invention,

there is also provided a unit identifier for such a
waeiob/11ent ures described in relation to one aBEEEP2009/001681

the invention may al so be applicable to anot her aspect

of the invention The invention will be further

scri bed exanple only,, with reference
Sting S5 SoePNAG CRoS G s e, bg istmgrs. nationa
authoﬁ%@ahé\ﬁtﬁér PArtiede S '\/EMfWﬂ\dt aPphrticORr Whipling c%@blﬁtﬂidlﬁms genuine
case identifier; Figure 2 shows an enbo iment of
articlese oo dexsmplee a pasyt May, usera @ppnyemgo craadotihe |dent|f|er 103a on a
identifi

siop Al 11 b RS 385 ) i o8 bbges above). The

ldentlﬁ‘e’ﬂdétalwf @)bl S¥hti to thiel 6éntrdleddtangsy.i Pihe f&)‘\tr’@ﬁ database can then
npl enent ed; Figure 4 shows a second exanple of carton

Iookuwfwmrﬁtﬁwnd@t . deterainenthenshippingegasse Proficdipandetails and send
those Bkl R eriRFaRretY PRERBTER ey 00 ths shingina case, and
the prbdgetsecchtsihedsheredt) apgeguines i tHeSevaitithgt the central database does
identifying |label 105. Each shipping case 103 is
not reggopiss| é‘ef glentifat. othe; H@“vaabrs%ﬁpéectﬁ'ﬁi dhe artigles ipaguestion are
count&%ﬁon has a carton identifier 10la. In this exenplary
odi ment, the shipping case identifying | abel 105
c‘bmmshtmmg vase atdntifyisg Iabehmby atsar badskeos riagimgnshipping cases.

For exainle 1o MAssIactiar feods GJRERLHIE PRILCIRTRRLS S8lpsirGnumber of
shlpplﬁg cgi@éggt%@é %hipﬁﬁﬁ’é chs&s céﬁ%e' tPackdisifl '\9 Mdir Eﬂgﬁg?m%%ls

I't nunber |s encoded into an EA
aAs mum@c) plmmmﬁlxe, t\hbu prbsémiranphchet mlalready erafaised a method of
.. Shi ppi.ng. case iden 107 The entifier. 109, and
inking; e Sh PRt i (BRLen By tnefanqry euiasisd il e sifbing case. In
that md@hdd, CSHH cér{brpnmrmméaﬁeaylt%%a 121d1d‘ﬂ SpRERGReRRHodel [Th the carton
i dent’ifiers 107 and 109 typically I dentify information

itself, Ihﬁ:nacﬂlg@ alphanumeria code srpy be coledpntedadl darendesin the form of a

datamiplt Y IRY. 1R Q5L 120 ol e e oric i QR s atreaay

mentideed, [Waehtshibpihg asbiigentifier easea M@ydiglt sRiniser. dent i f i ed
if al ready known. Since the identifiers 107 and 109
i ty, ifeg that system, data storage in the database might be as shown in Table

CARTON IDENTIFIER 101a SHIPPING CASE IDENTIFIER 103a

L73Q2M5JQC47 0107623900507450200411071123100215222123
7S6UAJBL3UG2 0107623900507450200411071123100215222123
4XJLKTND82CH 0107623900507450200411071123100215222123
CSY6KVHK4AMTC 0107623900507450200411071123100215222123
C6SY9V53CXB6 0107623900507450200411071123100215222123
HVD31USQOUOV 0107623900507450200411071123100215222123
DBJ2UBX5RWCC 0107623900507450200411071123100215222123
ELQUA4CJINALS7 0107623900507450200411071123100215222123
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the same information, but sinply have a different

form they will be referred to generically as shipping
wea®e/1identi fi er 103a. As di scussed above, thePGHEPNQP1681

case identifying |abel canlbe used for tracking the

shlpplng case For exanple a custoner order nay be

ol 4+ ~

PWASE TG < ppi ng casko) eelDe0sA0 0P AL {Pi23100215222123

gUB9AKEEEGF@Oo0ds. Thi's all PpsoTaE3atBiords02008€1071123100215222123

manufacturer and any internediaries to constantly

U26VEYKE8WEE | ocati on of t n61®§612690ﬁ550§é5620041ﬂ &71@31@@215222123

or o or opoAanNnt e

chi aod nn +ho dont : £
acrtevet uolny SEanRnRetrSsS IUI ScarmiTTg tAe—+Gaentt++1+efsS

103a and conmuni cating Wi'tth a central database.

ATernatively, the identifiers can be read by a human,
who can then manual |y comuni cate with a central

dat abase. The shi ppi ng caseTahlent i fyi ng | abel nmay al so
be used by custoners, national authorities and other
parties, to verify that a particular shipping case

W@'é&:&@éﬁ%ﬁ@dé’fth’eﬁh@% moRhigx gl § 123d|@ﬂréliéhﬁmmerlc code) is
use a scanner to read the.identifier 103a 6n a

linkedstei g idprdiice 103a ehthe ebipping easedin Meisrease By4Qrdigit number) to

whichdt REBigc8ied R8T SRR Kivg idklinef iBoadhe PP bR the carton
identifieas 1t0Naroflaicake karonsi sbandingd i tHeskibpig ¢tRlecr m ne t he
shi ppi ng case production details and send t hose

deeasidsr the aheve ggsnebed exammy used dar ipacse predugts: on this case,
each \éﬁféﬂlpflry%tcléges%?@o'?\gaﬁgsgq c"?ﬂ?)n%hfofL %Bﬁt&lééﬁp‘?%@éﬂ 103 has an

as genuine h€ eveén
identifékat ‘Bowwhﬁxbeeomphseetaomld@t tode.i ldedrie bxampld,sedqaaiskyof repetition

of cergglx fs? an ré%%@ﬁ%rép&% ! esgégltsdéﬁg@g?fgg%;lgwrp%) this can be
compé#té@ ko ¥ éé)roftétBFé §leﬂ’@é§§1 C38§Sha& ?&uﬁ%ﬁﬁllreg +101a which

he manuf'act ur er eds o re the pr
compsesxhet2-eibin ambmnuoiergh cogéngachsaphanirosdc shigippeqgires 1 Byte of

worn 88 S et S o1 Ll FADD Sl s, s
shupp@%r&%@\’réé]b%@ﬁﬂxqmm RYE 9H0 IHYed %k rik@y’t"é‘'oIP%‘tcﬂ%géa(%ﬁ"lce the 40

o entifier to the cartons contai'ned with
digit cotleppistereddoe every alpaanumelmot;od@cﬁlm thmhwgmnumbeass of smoking

artciefaiodt o, ofe MR e FEOBinstoibhY B0iay

l mttﬁe@ragérhaﬁmﬁ&m lthé FeqdiRindsth stordeasbhiiderdbly reduced
12-digit code may al so be printed onto the carton.

dnr%ewhﬁﬂweaha@chmtprs epifiegiscars enraetad Wﬁ@rloﬂrﬁf/thﬁ following
mform%?oﬂhe dapagbaién%g{bﬁfl%gﬁegsé Or\%nf‘éélsn%rnggﬁqgt ﬁesbpéﬁﬁz?lon date and

time, and an incremental counter reset at the start of each minute (see, for example,
WO-A-2006/038114, already mentioned). That is, in this embodiment, each carton
identifier is an encrypted version of production details of the respective carton. Thus, the

carton identifier information might be as shown in Table 2.

CARTON CODE PRODUCTION COUNTER
IDENTIFIER GENERATOR ID DATE & TIME
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1. Table 1 Thus, each carton identifier 10la (in this
case a 12-digit al phanuneric code) is linked to the
WO deottif2per 103a of the shipping case (in thi SPCHBR2089/001681
40-digit nunber) to which i12 is allocated. Each
shipping case identifier 103a is, in turn, linked to

C73QRMBIERHTT [T o ppi ng. caq@d CHAODGAD The 186ve

7S6UABESUB2d exany e used Tor [ abagefophpdecis. T@871Nis

case, each dhipping case 103|contains 50 cartons 101 .

4 XJLKHNR82GiIHpi rg11c6ase 103 has an Z3d‘e‘r{f2007é0 11‘03a 8iBi ch

GOy AN B 4 6oy T o | 2 V2O ol eyt o

d
CGSY@VSBE&B@“ ' ror thrs F’Uf%?ﬁilng’ﬁ 19.£AN by
conpacted inNto 8 Bytes of storage. ach carton 01 has
HVD3&hJS®[ézldDVfi ert1B0la whi ch conpr23¢t200730H it | 1
al nhantimari a ecodaoa l:gr\h al nh nilperi o r~|| alt r-e ac l

DBleE?ngCQo aﬂéretSWSo each, car @&Aﬂfaéﬂ? 1@#@ 1(% o
|

T 12 S of storage. ” Ny Ccase
ELQUﬁ%$L§7 50 t’Mﬁz + 8) = 1000 mgoqﬁﬁ&fé}e 3storaqe

PWAZERRTTEECYWHE 4011@ git code is s e2007 1&vi2y |4

ACA-ACACY | ot

9U895§ﬁ@@:§pr cd”@ed vvorI dwi de, %nggggg‘é?ef?srzeﬁ

al phanumeri g code) Gven—the huge nuibers—of shoki ng

U26VEGRESFEHT 1T fg enormous. 2‘3*/‘131/506?%‘12”" BT O,

e required data storage i s|considerably reddiced. In

an enbodi nment,,. each carton identifier is an encr.ypted

version of tlhe followng infornation. the code

generator I D that generates the code, the production

date and tine, and an incr-e{mgtzal counter reset at the

st art of each mnute (see, exanpl e, WO A- 2006/ 0381
aI ready ment i oned) That is, in thi S errbodi ment ,

tifi i'sS an enc rsion of
S@ 3 Jatie atans e FanfeEbeeartheoanCYRiRs! carken identifier
and tﬁé‘rér%ﬁiubﬁ@ﬁ‘tdétb% 'S‘ﬂ'ider MR 'tl'QE BBl n}i’é‘ntastnéheé%h Ndentifier is the
e 2. Table 2 Note that Table 2 ovvs the connection
produbimrwdetailshm @mryptﬂief@rmatheja is aiiemleéd tor stonel boltke the carton identifier

and 1§, PRRiflcRB isthite, 55 L aSnBak kAT dt SnPYPHPR 1S known (see, for

exam§IBC WOL&S008/088 1S IArdadly YAeRBEed 0 THUR! a—dm B BBSS not represent
carton identifier and the producti‘on defails, as [ong

what ig actuallykdgregsindhe slatalpaseypt i on is known (see, for

HEIS o e S eE L B Gt BhRALK A Bab R0 34 aue, oven
severéllardasalragfoduced each minute.

Each carton is then allocated to a shipping case. Depending on which cartons
are allocated to a shipping case, ranges of the production details of the cartons
allocated are defined. For example, if the 11 cartons identified in Table 2 are all
allocated to a single shipping case, two ranges are defined. The first range will be
cartons produced on date 23/11/2007, at time 10:11 on the Code Generator 116, having
Counters 86 to 90. This will cover the first five cartons. The second range will be cartons
produced on date 23/11/2007, at time 10:12 on the Code Generator 116, having
Counters 1 to 6. This will cover the final six cartons. Thus, for a shipping case

containing these eleven cartons, only two ranges would need to be stored, as shown in
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Because of the counter, the production details for

each carton are unique, even if several cartons are
w@emdacedr each m nute. Each carton is then al | BCERERTHOY/@1681
a shi ppi ng case. Dependi ng1dn whi ch cartons are
all ocated to a shipping case, ranges of the production
etails of the cartons allocated are defined. For

anple, if the 11 cartons identified in Table 2 are
all allocated to a single shipping case, two ranges
are defined The first r noe wll be cartons qrndurpd

Table

SHIPRING &ASE3/CORE2007, at tiHFRODYGTION PAHe TO

IDENEEIER, he | FPNERATARIE I B EMER <econ: ?T?%W'%R FOUNTER

010..9@stons pradeced on date [2%){1/2089Q0:1Rt ti®e 10: 12 ¢mo

t he Code (enerator 116, having Caounters 1 flo 6. This

010..M#BlI cover 1Be final six é-’é3|/1172907'l1lﬁ)u‘52 f o 1a shi ppi T@

case—cont lﬁTi'ig these—eteven—cartons; umy two—r-anges

woul d need to be stored, as shown inTable 3. Table 3

Because the production detpapla §or each carton are

uni que, each range defines a precise range of cartons.

| Begayse theserodupkon detailstiopradcantps ateainiqieyrach range defines a

rocsBEEPRC ot hl EDSE Bl BB Tnilbecause, for

cartorisnsrodread avithio Whé ame niieste! tiesidcrement#. cobmiter isl diffeérent, and the
di scussed further below, on average a shipping case

incremgntal gaymtar is reset eastyBYNYe. cartons, if the production
ded i Pea&]gcuéé&eﬁ:rﬁ{gg nb%‘lﬁ?\li/aghya\%% d%h @lp@eé&freewm contain two

each shipplrng case | Ier reqU|
rangestofrcagtené; if tbeqaredlbctdamdetansranmraﬁgesmrbasmtaihhgdbﬂned £EAs before,

each $aREM0PS HFrBteG e isead e et ehugbedisPas Gmpesiment in which
certaif %wsrz?ré rép gﬂkﬂ%%dghaaﬁgqh@%fdﬁﬁh%g%ﬁ ﬁrﬁ%‘t‘?é@ﬁes 2 Bytes

te of Storage an unter requires
of stopdigsst theafodeThieneratacHDr sequireseduBytes 8f a}mnageofthe From Counter

i B of Esag 6 B0 P CALeTEE BRI (LRI T, oo
rangeﬁéél\h'ré’éls Byes %mstdrbgé TRSs,Fastrcstpping (ﬁs@r&gﬁvér%@@ r'é%ﬂlres 2x(8

from 1000 Bytes to Bytes: a vast reduction. gure
+ 8) 2 32nBykesaof slosage anmmradctoﬁbe preyiausesystam., tthISShaS reduced the

storec AR lor s 0B BY B e Byl DsullpRbEA T, | e

Ioigard i $Hevs anr @edrhiylady nesthed FOE kdpleRderitingathigleedbodiment of the
) As each carton 101 exits the production
invention at the production line. Each carton 101 is applied with a carton identifier 101a
(either directly or onto packaging or a label). As each carton 101 exits the production
line 201, the carton identifier 101a is read. Each identifier 101a (or more likely the
production details associated therewith) is sent to a database 203 stored on central
server 205.

Then, a plurality of cartons 101 are packed into a shipping case 103. Each
shipping case 103 is applied with a shipping case identifier 103a. As each shipping case
leaves the production line, the identifier 103a is read and sent to the database 403. The
production line monitors which cartons are allocated to which shipping case. Once the
cartons associated with the shipping case have been established, one or more ranges

of production details can be stored for that shipping case. That is, at 207, for each
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line 201 , the carton identifier 101 a is read. Each

identifier 101a (or nore |likely the production details
waz®oairded therewith) is sent to a dat abase 2PGI/BPwWoEE)1681

on central server 205. Then4 a plurality of cartons

101 are packed into a shipping case 103. Each shi ppi ng

o SRS Be iR S b AP BEE SRy e s o
shlpplhgngasé h@ehtﬁfé?t HOB@rlslﬁﬁéled To' @R appfopTRite lta‘hgbhér ranges of the

dat abase 40 The production Iine nonitors which
produgtion detailsr @f tiel oardoRrs! packesiie the rihipping aasee Thenoembee of ranges

. cartons associated with e,.Shi ppi have been

requirgd i B RaRa R tpRe ot il AR A e BB sor ot <
CORcOahst sHigpingotaddyrtng hc:mtbrrsg h&d& See#eritifiedahs H&bcribed with
for eachshi pping case identifier, the ranges are

referenge e Figuse Zainsividuakeartonsean ba autkentt deackgd and traced as will
Jcase identifier 103a is linked to the
now bgme%g%plgate range or ranges of the production details

QJ\ dutorner, tdisteibptac kratiormal tauthodity i dtbeca&thor%bd ;mrr;bcan read the
ranges required . in certain cl rcumst ances,

'de”t'ftﬁrs%%% erriferThiRIcafionddestifiere 1813 ﬁann@eea%§eahao the central
datab??(-fK b88SFRHi&h g%%?aﬁé:g?“thé %go F#)e PPpﬁdcﬂget @%ne be identified. This

eterence to Figure 2, n_IVI ua S can
can bauntsbdmo iattherticate that dlde aadohnagedum and hasivddegl originated from a

cri bed. A custopner, ribut nati onal .authorit .
ge"“"&‘? SSPFF@r andwWas PQ@H‘aHXrR i@Qn‘” aogqnvém? $OIRAING Lasgn O course, if

the cdridnt i@@nﬂiﬁ’e%r is n&'@cf@@%%le‘ APt éﬁﬁotllgélﬁnﬁé’(ﬁ‘ td Beéhlﬁﬁlng case, the

sent to the centr at abase 2 From t he dat abase
supposhionamay dieathadl thdicpgongs mueterﬁaﬂ tbre aidddioni, foretdackiing :purposes the
t he car

locaticifff i S5 sAnCP? GatsEoaNEn o SR RRBILT S aeTi g the database

203 an@hR d8tanadn ben%étﬁfb kAR tAe HABVEMEnt B B eartsﬁSfbr &Xample, the
course, if the carton identifier is not recogni sabl e

route dakerf byt theasagenbd hat rirfsdmation ean Bsn Pec ase fphetracmg individual

cartor AR W eSel Bar poses, the 1 ocati on of ihe.

CHiireenegamples of gifrtdcuae rcitduenstanday) indwmidH itké inFention may be
sent to the database 203 and this data can be used to

appliedy wlknew beRRASHBRE- of the carton, for exanple, the
EXAMPIE §: t aken by the carton. That i nfor mation can al so
e used for tracing individual cartons, for exanple

fE)xarpplreduoliustﬂnadi Isché&hratieakty mnigase Bf ispeat examphy i ||n wro1||ch individual
t h th tion may be a e
cartor% q:x?t?q%ﬁ‘q@éreqsg%@égp \é\lglgcare paeckle Vlﬁtrg) elaoshlpplr){g case l?rEJ the same order in

which the carton identifiers were applied. Carton identifiers are applied at 301 and read
at 303.

Within the context of this example, the case when 50 cartons are packed into a
shipping case is now discussed. If at least 50 cartons are produced each minute (i.e.
there are at least 50 counter values for each minute of production), each shipping case
will only need to be linked to 1 or 2 ranges. If all the cartons in the shipping case are
produced in the same time period, the shipping case will be linked to only a single range
of production details. If the cartons are produced across two time periods, two ranges
will be required in this example. If fewer cartons are produced each time period, of

course more ranges will be required, requiring more storage. Thus, the precision of the
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EXAMPLE 1: Exanple 1, illustrated schematically in
Figure 3, is an exanple in which individual cartons
we@x00itngot he production |ine are packed into aPGIEPPIP1681
case in the sane order in which the carton identifiers
were applied. Carton identifiers are applied at 301
. and read at, 303. Wthin the context of this example
time pipd GEEb8 farsan dEhr g A e AR hprorustions i iffmie the storage
requiré@se i s now discussed. |If at least 50 cartons are
produced each mnute (i.e. there are at |east 50 o
dRefereng Jalthesstpeagee rrquiraments discysseguabows) if eacbhshipping case

oS Tt AT A I B i, ven 1 o
shippiRg Qﬁls@er@férent:@msaan?éé,rmisowmi oly refeirs B2oBytes ofadsrage. This is a

wWIll be linked to only a single range of production
vast irgpoyiement,on stpeagerfaasiremants i iRRERS atr oss two time
p/ﬁ_qr' ds, two ranges will be required in this exanple.
EXA f I—'_1tg\'/v&=:r cartons are produced each tine period, of
cExaraplemey dlustrages sghematieallgdni Figdre dgaei am rexample in which the
Thus, the precision of thetinme period can, be

st or age. _ . N
cartor@h@gg%g d@%éﬂ@i’H@t'Q{h 'Pﬁ@'ﬁa’f‘@‘e@f UBrQﬁfQ'_Eﬁ pging packed into a shipping
case. BdHIA RientifErsSaRy Qgﬁli%iegf‘hb?dac[ﬁ?géﬁ Gt .91?3? erh%h&qhnons are mixed at

storage requi renents di scussed above, if each shipping
405. Tdus eneaiethat castoas Hiaviig consemitivehiaston identifiers arequotr packed into

16 Bytes of storage en.if each shipping case . . .
the SHIEPIBECTRSS CRBSTRTEY: LT 45 1A Fealie, STaTgaRy S ifigual cartons
may vll 15 PERBGed TaH Gudlfy Bhda&! a'n%dﬁé@%hicﬁﬁe%“dﬁrﬂﬁ@ cartons, may be
requirenents in the prior art. EXAVMPLE 2: Exanp e 2,
provided| betwesne gragtietiontlines! apd i padkinguoe between sstagesiipltbe production
in which the cartons exiting the production |ine are
m xed up before being packed into a shipping case.
GatithimtHededviteki 6f thigleRamipind | the cisetWheABb E8AGNS aré'®acked into a
. The cartons are m xed at 405. This neans that cartons _
shippipg\Gasg sonewdiscuasedarln ananyi situations, snacbange tpdbre@nges will be

b ot BB AR T SE I 4 Bt g oro sappes
the original eamye avill still bealdlily bebawdes catntls Bubf4endll stithalt be included in the

. reorder the cartons, may be provided between )
shipping aget Hewerehdkcatrnspaieciemevd ermpletely serifiescartpnsare mixed up

more ?EB&%%W‘ 4 h@glor Cge{]ig%g; H@e&qgé egtalq{netog r]'gsths)‘ﬁgi%lt ¢ase scenario,

e case ‘Whe are p
that is, with maximum mixing, each shipping case will need to reference 50 ranges. This

line.

corresponds to each carton in the shipping case falling within a separate range (that is,
a separate minute of production or non-consecutive counter values within the same
minute). However, less mixing is likely and the shipping case may then reference a
small number (but greater than one) of ranges. '

Referring to the storage requirements discussed above, even if each shipping
case references 50 ranges, this will still only require 50 x (8 + 8) = 800 Bytes of storage.
This is less than the 1000 Bytes required in the prior art. And, in most circumstances,
the number of ranges required will be less than 800 Bytes.

EXAMPLE 3:

Example 3, illustrated schematically in Figure 5, is an example in which a

shipping case contains cartons from two separate production lines, A and B. Carton
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shi ppi ng case is now di scussed. In many situations, no

change to the ranges wll be required. For exanpl e,

wo e00oficazn7 cartons 1, 2, 3 and 4, if cartons 2 BOMEB2089/@1681
swapped, the original rangaéw || still be valid,
because cartons 1 to 4 will still all be included in

identifd}® FLBPIOT o BT SBYTE: i prRALITIRLE LSRR B fspectively, and

read B0 Ith@it any midieyY tha el rréam.r@etﬁé shibpiRg thsk té deferénce at least
t he wor st case scenari o, that W th maxi num m xin

two rangsis: afiepfriony pradectian I|Inﬂe‘édartd) oner ipem prodimtioantipg B. Even with

i R i, SR8, L Bk, RO o Fmum o o

range§1aBUh Ex@mmeduct i on or non-consecutive counter val ues
wWithin the sanme mnute). However, |ess m xing
| Refergna e &hﬁes@ﬁawrﬁguwag@nﬁ%@w@ﬁeﬁe@lm\@ac@ the shipping case
t f
refereEB% L rQHgQ Honf A hel)dl?&ﬁfﬂ ISﬁ\ree&q%ﬂch@ fa&@?gr%%ugtlon L|ne B, this will
require Va3 Bﬁesaﬁhstsragml On tras othiaf BaadxcésthEOsh@pg@s cat;éneference 50

W|IIst|IIonI require 50 x (8 + 8) es of . .
rangeg §P§I§e frohRroducliga dLinaA 2nd e ngmeg 'PF‘eEI'WenB this will

e
reqmr&?I rang Ses?ggusltcrﬁ’eég; Wsl'ﬁfl"i%%ltgéé é’rggr‘gﬁglré}?\%nwm bractice, the
amouiba@\dtbiage: wibtmnpdrae@heré betveen ﬂfrdasedh/enmluesal ly in

Figure 5, is an exanple in which a shipping case

contains cartons fromtw séparate production |lines, A

AA4hB- ab@@étdﬁﬁc‘?lﬁﬂbhfé%rﬁp@'s s&ifludéd Wq\lhﬁ:rﬁégcﬁgﬁﬁ)ping case

B, for production |Ines B respectively, and rea
contaigs HDsartowns,hwlt tr@nghlppmgwgase lcosldv\u:mtarrequy meinaley of cartons. The
. shi,ppi. case ., to reference at east ran one .
uniqu§ ERIS o She) deesTRed fxdheleR; siohP it Ak 7 fngbe defined
appro&\i@t@w\uébemmng BHMHE Kuber OReafbhs b be sackedMn éaémllepplng case
to reference a maxi num of 50 ranges as in Exanple

and the ratezeffa&rpdu@thrb aohas 40 dniaijeisecdnin istpragesregiuyemantel The principle

could 3R pbRicd oGS B bASKs, o SR IRGT S Rei Rlsqd g cartons. The

principleicoutd blsor l@@lappﬁeéio Pydlless ahd Shippitf cades.tpefaet, hhé prlnC|pIe may
hand, if the _ship % case reference 50 ranges,
be apP'n'Q%WbPEﬁJI@BY |'t§ﬁ‘51_~? igeStareth i QAR CPF‘@WGF"FSOG%W PBWhL‘?hwéonta'"s more

thanoﬁﬁléﬁ%r‘@rﬂéll SH{eﬁﬁéjrSS&Qttemé es of storage, still Iess

I Or ar requir emen In practice, the anmpunt

oThesurweigmnV\pﬂdwdm aavember of hdvastagesh Eﬁretly was \adready . discussed,
the ampeﬂ%égg{vgﬂgg%ﬁe;agtggg%d |se Xcamlcferagl?/vgm% er tHgne Olhe data storage
required in prior art systems. Secondly, the reduced data storage requirements mean
that the system of the invention could easily be applied to identification of smaller items,
for example each pack of smoking articles within a carton or even each smoking article
within a pack, without excessive storage requirements. Finally, the carton identifier only
needs to be transmitted through a network when it is being checked. At all other times,
only the range or the key of the encrypted range, needs to be transmitted, and not the

carton identifier itself. This means that the system is potentially more secure.
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contains 50 cartons, but the shipping case could
contain any nunber of cartons. The unique identifiers
W0 2000/1192¢7 descr i bed exanpl es, producti on det ai PGI/EP29891001681

be defi ned appropriately dépendi ng on the nunber of

cartons to be packed in each shipping case and the
CLA“vgte of production, so as to mninm se data storage

qui renents. The principle could also be applied to
cartons and packs, rather than shipping cases and
cartons. The principle could also be applied to

1. p& Ineethodnfers denbifying caeasfadturedaemst e gantaibeps.eeasly container

sutaeiE R Ao AP LAFE, 58 St B sepof
Odissocidtingr eautiait withsa ghiqub et idéhgfidrpvent i on provi des

a nunber of advantages. Firstly, as already discussed,
t WUy identfyingAachsikage required i s considerably

t i of i i o art
SRicefiho "By i AN, ] 5 ReRRAL i ] Comalh; <
remjquelgridentifyimgeeachhedntainer;syst em of the invention

coul d easily be lied to identification of smaller
1P sEch Nt IRg Ao BRBING 48R QSmeFIaNassaet yaif identifiers of the two
or mot¥ hHi&é‘sMﬁ’?cﬁa(ﬁ)%é@é‘tr%c@nYt%ﬂwe?aéﬁdsmk' ng article within a

pack, t excessive storage requirenents. Finally,
tsteriogr inoa databasd,i @ cootdipenmemtifien fdreeachacentainar each container

identiftgja?rﬁgqtfrghicﬁﬂEI‘?atci\g:?nr &qmﬁgtgpétﬁsgt%o&a%& §E§$q§gdrpﬁétes %lf Iunit identifiers of
the twBBH HBteSdnitRalSaté@ &lthed Somiirleransm tted, and not the
carton identifier itself. This neans that the system

is potentially nore secure. CLAIMS 1. A nethod for

2. Arineitiod aPRie 36; dpRl o1 SFRrdiG ER8! SririsRotGRF i an encrypted
versiohhsf predhetibredetils aissacibtedl witle lise fdspertig@ein@t | ng each
unit with a unique unit identifier; uniquely

identifying each unit; allocating two or nore units to

3. R r‘ﬁgf}{o%[ Bﬁgohfihqe%hclﬁf?ﬁt?' @vﬁfereiH%gué{dﬁdcﬂSHtdéﬂéhg%r each unit
each contai'nér; Yor éach ‘Contal ner, determning one or

comprige eneasrgeere fof upidduictientiodations ppddudtion dateg production time, and a
units allocated to the container; and storing, in a

countefyalue of andnerementaksouieht i fi er for each cont ai ner,

each container identifier being coupled, in the
dat abase, to the one or nore ranges of unit
4.  iAlenethbdefios trefckingeatumit oontaines oniforserly oortadted withirea container

for mgrqma%'tunrga' items identified according to any of claims 1 to 3, the method
comprising the steps of:
reading a unit identifier on the unit; and

sending details of the unit identifier to a host including the database.

5. A method for tracking according to claim 4, wherein the host is arranged to store
the location of the unit determined from the reading of the unit identifier.

6. A method for tracking according to claim 4 or claim 5, wherein the host is
arranged to determine, from the received unit identifier, the range in which falls the unit

identifier of the unit and, hence, the container containing or formerly containing the unit,
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2. A nethod according to claim1, wherein each unit
identifier is an encrypted version of production

wa@ledoaili®onssoci ated with the respective unit. BCT/EE2009/001681
met hod according to claim 23 wherein the production
details for each unit conpri se one or nore of

ond IO SPGB SR BHRCKERAB] 1 e conaner

conta.ﬁmdmofrmbrlyrc@ﬁi@.ﬁﬂgéthémmt cont ai ned or formerl y
contained within a container for manufactured itens

identified accordl ng to any of clains 1 to 3, the

7. RRBMEEIB, b sind' SN cnplff Rt epptained wittin 2

containBr tfof dﬁéﬁufbbﬁfre(ﬂ Gt agbntifisd WdcBatindeodah mﬁbﬁsélairﬁs fto 3, the
nmet hod for tracking according to claim 4, erein the

methagdoeampesipg the §taPst@: st ore the | ocation of the unit
i%r%rea @O%ﬁﬂgr,&?,?ﬂgfek%n fadie % the unit identifier. 6.

i'ng SCCor |ngto claim4 or claimb5,

véerdingn detadis lod e usitadenrtifige to athodtiriuding thé databidse.
received unit identifier, the range in which falls the
unit identifier of the unit and, hence, the container

8. fﬁgﬁﬁheb 18r 2hthEATiERS Oﬁq/ é’c%}g?'ledq o”&?ih*ﬂ‘? Wﬂe'felf\riﬂe‘ﬂb%ﬁ?é ?rranged to

ost I's arrange east one | ocation
deternine, from thenezceivied anitiidentiier ihenangy in avtiieh faliggtHehenit identifier of
unit, 7. for henticagting,a unit  contained
the urtand, e, e inga CaMIHO ST CRRShEATtpHNG the unt
manuf actured itens identified according to any of
claims 1 to 3, the nethod conprising the steps of:
9. r/éadeiiln@dafomrt'racir'ngalelnitSfdcmtaioadtvw'ﬁlinra' contanerstondnagufactured items

el i aPb oo ) ol 336 5, e e Bilpelibch e gon 8t
Cdétbfﬁﬂund\ﬂfé" @mmdefmﬁf.eﬁs%f the uitsap BRArdcediet er m ne,

fromthe received unit identifier, the range in which
fdgteEmining, from thaseunitiidentifiers,tbelorie ommere iianges of vt identifiers

i whigf EUABER AP RAE; 0 Lni (e contained within a

cdute ahimirig, ffrom rthosé ashges dhetsomainge bt cbhen&ecasrihingng the units
to any of claims 1 to 3, the nethod conprising the

tobeg@% " determining the unit identifiers of the
Y84 thePFetbRfRS cstftbfilbpoBtaifdiam  hose unit

ent| I ers, ges of unit

|dent|f|ers
10. Apparatus for identifying manufactured items in containers, each container
suitable for containing two or more units, each unit being associated with a unique unit
identifier, the apparatus comprising:

means for uniquely identifying each unit;

means for allocating two or more units to be contained in each container;

means for uniquely identifying each container;

means for determining one or more ranges of unit identifiers of the two or more
units allocated to the container; and

a database for storing a container identifier for each container, each container
identifier being coupled, in the database, to the one or more ranges of unit identifiers of

the two or more units allocated to the container.
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in which fall those unit identifiers; determ ning,
fromthose ranges, the container or containers
wa@emwbaiadng the units to be traced; and | ocat i PQI/EP®09/001681

determ ned contai ner or confainers. 10. Apparatus for

i dentifying manufactured itens in containers, each

container suitable for containing two or nore units,

each unit being associated with a uni que unit
11. 1 Asparatieior thdtkirtPBAd HutleRERiINGS DRt dBRRaIRed r formerly contained

uni quely identifyling each unit; "neans for allocating
wuthlnta/v@ootalmﬁjrf@r mnanufackired iteors identified racsarding datanynef claims 1 to 3,

yely identifying each container; neans
the ap?)%? g’mﬁ% one or nore ranges of unit i dentifiers

of rééuesrtf@preydmgné@rﬂptﬂdéﬁtufﬂérld?mteaﬂut @nghe cont ai ner;
and a database for storing a container identifier for

ehdransonitter fer seadivl detailai alethe quilt ideindifiebde gy host including the
datab&é’éjpl ed, in the database, to the one or nore ranges of

{i't identifiers of the two or more units allocated to

the container.11l. Apparatus for tracking and

aut henti cat i n& a unit contained or fornerly contained
2. \(RRATAIUS JBRt BRRIINGT gndmatiienticatie aceprdingicta iglaigy 11, further

compr?éiﬁg%dr'eeglvﬁpfcﬁ'%cé*(/ ﬁ?\'e%a%e flomh thetfpedppar at us
co ising: a reader Sfor reading a unit identifier on
the unit; and a transrritter for sending details of the

dent ier t ne t he dat abase. 12.
13, W isaplaitel fasmenuBeRgd diema ateien Aecorinado dhamgtiod of any of
claimsct & ® 11, further conprising a receiver for receiving
nessages fromthe host. 13. A container for
manuf actured itens identifi ed accordi ng to the nethod

14. f%FOF ﬁ?’iﬁ'fnsrf"'ﬁ‘ ng.{}tmnfgof C%@“allAiwum itdgcr;:]it ;: (ra]red

or forrrerly contai ned within a container for
manuf actured itens identified according to the nethod
15. & uaﬁwcmﬁalaeduqmonneﬁy gontegnedhwithin aiapatainer far rmanufactured items

identiffddf 4crdi %%&Zﬁethod of any of claims 1 to 3.

16. A unit identifier for the unit of claim 17.



