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Pat ent Application Serial No 61/193,908, filed January 7, 2009 and entitled
ON- CARD | NTERFACE & METHOD FOR. ACTI VATI ON OF A SECURED DUAL- | NTERFACE
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5 REFERENCE TO RELATED APPLICATIONS

Reference is hereby made to U.S. Provisional Patent Application Serial

No. 61/193,908, filed .Tanuary 7, 2009 and entitled ON-CARD INTERFACE &
METHOD FOR ACTIVATION OF A SECURED DUAL-INTERFACE SMART

10 CARD MICROCONTROLLER, and to U.S. Provisional Patent Application Serial No.
61/202,182, filed February 4, 2009 and entitled ON-CARD INTERFACE FOR A
SECURED DUAL-INTERFACE SMART CARD MICROCONTROLLER WITH A
SINGLE INPUT/OUTPUT PIN, the disclosures of which are hereby incorporated by
reference and priority of which are hereby claimed pursuant to 37 CFR 1.78(a)(4) and

15 (5)4).

FIELD OF THE INVENTION

20 The present invention relates to -smart cards generally and more

particularly to smart cards based on secure smart card chips.

BACKGROUND OF THE INVENTION

25
The following publications are believed to represent the current state of
the art:
U.S. PATENTS: 4,667,087; 5,478,994; 5,485,520; 5,590,038; 6,202,927;
6,247,129; 6,595,342; 6,641,050; 6,769,607; 7,128,274 and 7,530,495.
30

U.S. PUBLISHED PATENT APPLICATIONS: 2005/0231490;
2006/0242698; 2007/0235539; 2007/0241183; 2008/0011833 and 2009/0255996;

1



NXP 1:al blicatiaanmonitoua :1n:: thetnavk avail abe txr thc Thbatuot at th
ORE hap: | Nowwai npab. coh: etuil b, at upai gnsi caatanli adc: x. htful 5PeWri a
bubliaation "Vista Thyu.with Crdft. Crd Dp'ay".a;: Iwo* i-e.r.)::tenw at

clin URT, ti:ww ?2ZWC$rld.c)ni. Public:a:ionrdl card fratun5 Jtlnkoln or 10
tha I ntof atO2t'"{"R¥STORE wsizi rwonganu ,c card-van SUMERWIOROOPHE
| NVENTI ON The present invention seeks to provide an inproved

smart card based on a secure smart card chin. 5There is thus provided in
accordance with a preferred enbodi nent of the present invention a
retrofitted credit card including a certified smart card chip, a display
and rtirolitted enulation circuitry operative to enable the certified smart
card chip to communicate information to the display notw thstandi ng that
the certified smart card chip is configured for comrunication only with an

external readiwite dev &@iicatidn @ THCEBolsHnahsSRoRY QWi R BEGR%E dance with
anot her preferrggégnbod|nent of Me present invention a retrofitted debit

card i ncl udiBhg® YRCAHpT/Frad e A IRy GUERER LGS Y and retrofitted
enulation circuitry operative to enable the certified smart card chip to

communi cate information, ta the displ not wi-t hst.andi ng that. the certified
smar t ca?% chipis céﬁEYﬁ@P8%“?8P g%%#ﬁhﬁ&ﬁ?ﬁghkﬁﬁﬂvpafﬁﬁvﬁﬁé%xternal,
read/ wite deviedeernet at the URL :

hitp://www . pcworld.com/article/115910/visa toys with credit card displays.html

Publication "Anti-fraud credit card features E-Ink display" available on
10 the Internet at the URL

http://www.gizmag.com/emue-credit-card-visa-fraud/13374/picture/1 05352/




1.5 There is huller provided in accordance with yet another preferred
enbodi nent of the. present invention a retrofitted. smart card including a
certified smart card chip, a display and retrofitted emulation circuitry
operative to enable the certified smart card chip to communi cate

i nf or mat i onWP3 e &t spl ay notwi t hstandi ng that the cerRGHieH8iit+ card
chip I's configured for communication only with an external 20read/wite
devi ce. There is yet further provided in accordance with, stil
anot her preferred enbodi nent of the present invention a retrofitted smart
card including a certified smart-card chip including secure access
circuitry permtting conmunication exclusively with a certified smart card
chip reader, a display and retrofltted C"§¥§5¥ operative to enabl e 25t he
certified smart card chip t N Y the di splay and also to
communi cate with the certified snart card chip reader. Preferably, t he

retrofitted card al S?FI ncl udes a gener al | \Xc%ecr edit- gsﬁ éubstrate

supporting the certif eleSHEPT EEre S KBV ¢HE TSP eslmaréﬁa & fetrofitted

circuitry. Addutisomatdryciap. al ternatively, the ret rofr tted card al so

i ncl udeséan el ectri C%L%@g ﬂ&?}e%gldg% {daﬁg%@ta@ye?mfeggmg wering,d he

certified smart card ted circuitr the di spl ay.
Al t er nat i vebyseot ingdtet ¢ @tralﬁttcsi crefliperrd le@\d@ﬁé g egdice apa Catdsfblpr heékritles  power

managenent QﬁJﬁﬁ'éﬁtfeX <RBEKa! alrrﬁtr}q J?a[tx%“tcﬂ%a@lle%meﬁﬁled REWEE.:d it e certified
smart card chip a gener al %/1 at non-over| appi ng_ ti nes.

I n accor dané(énwf'ﬂ%tea}nfﬁ’ﬁé@@}a r*QeH‘e éirrﬁléﬂp?ﬁé(ﬁlfsw@ ng {§t F 65ERTY HVeTitd on t he
substrate hasyacthigekn Qa?%or\“ﬂbrﬁ&n@p&%/ et an@xe 88 ded/vBitddbice. I'n

accordance wrth a preferred enb ment of th resen ntjon the
retrofitifed card al sﬁhﬁr%’élalﬁﬂlé@v’ﬁ‘gﬁ? BIPERF §A gﬂg fer Pr8$m8ﬁgeé?ebé’fli“??§t t he
certified somht peahdinvakibpa &Eroﬁﬁaﬁ&l&bﬂ qard heudbse neeied imam cex tigp,nal

read/ wite he re itry

| nal udes. hab B U LTS RAFT VS PRICUE] G o CRalT PRSPPI A 11 onai |y
or al t er nat thieloypmivheicge irtfarfapted tsmadﬁplwmlﬁhﬁamlmghéa the certlﬁed smart
card chip is configured for communication only with an external read/write device.

15 There is further provided in accordance with yet another preferred
embodiment of the present invention a retrofitted smart card including a certified smart
card chip, a display and retrofitted emulation circuitry operative to enable the certified
smart card chip to communicate information to the display notwithstanding that the
certified smart card chip is configured for communication only with an external

20  read/write device.

There is yet further provided in accordance with still another preferred
embodiment of the present invention a retrofitted smart card including a certified smart
card chip including secure access circuitry permitting communication exclusively with a
certified smart card chip reader, a display and retrofitted circuitry operative to enable

25 the certified smart card chip to communicate data to the display and also to
communicate with the certified smart card chip reader.

Preferably, the retrofitted card also includes a generally credit-card sized
substrate supporting the certified smart card chip, the display and the retrofitted
circuitry. Additionally or alternatively, the retrofitted card also includes an electrical

30 power element operative for powering the certified smart card chip, the retrofitted

circuitry and the display. Alternatively or additionally, the retrofitted card also includes



| C? smart card chip which is operable to communicate data only with an
external read/wite device and with the display. I n accordance
with a preferred enbodi nent of the present invention the retrofitted card
al so includes at | east one of a contact interface and a contactles.s
interface nBUARAPEA U t he substrate. Additionally or al t%&TWaeI0E1014 t he
certified smart card 15chip is enployed in t3. retrofitted context to
operate in a manner other than its intended manner of use.

Preferably, the retrofitted card also includes a bus which interconnects
the certified smart card chip with the contact interface. Al ternatively,
the retrofitted card also includes a bidirectional connection which
interconnects the certified smart card 20chip with the contactless
interace.  Power managemynhcidEEoaaReE WhpHeE retleprede énsodfivremtartof t he

present inventd Qi mbe helit 0l ktediycard adsmihdghddes a manual Iy operabl e
di sc/lay control swtch. eferably, the retrofitted circuitry includes
control logic circui t'Py SRR "i“g‘caefi’r?/fé%edeqn@%}qlwlﬁéfthﬁ(ﬁ%éﬁm Y WP BRer

managenent ciubCtaicthbya thidkekd wioshadokymot td@dpawer. managenent circuity incl udes

a 25switch actuation .sensor whi.ch is. caupled t e display control swtch.

Pr ef er abl 3 the switch ac d[ajuéfteiv‘(’)lﬁX JERHEE] e%:b%‘g?lﬂgé’%g'e QW?‘EWV‘%‘@%Qﬁ on out put

to first andes@tiondrt kaiyclebntetrofit foinmewifdr sperAnditteicanadd ynarttche chipr st rel ay

control circyid, i hé)ﬁ‘één@é;&f"aﬁe%t‘é'm&‘?(?aﬁ&?i?cedé%&the switch actuation output to
[ tot ifie 1

provi de el ectrical Power e certified smart card chip. 30lIn accordance
with a preferred enbddifereiy. bf rethéiipr exent ingwdenhidnat Fategelconder el ay

control ci I Clltsed mPRGKALLYRadifork RORANGRAE, (IR SibI ShhuAGHUALIiOD OUtPUL to
WO 2011(079483PCTI LL2010/000c)f 4 provide el- tidal power to the control
| ogi ¢ ci Feui ¥ cart 613 Vaics b1 R elF FAermaner 't el Heetovalernal read/write
Preferably, dthe: fetigticnediagard al so includes real time clock circuitry
providing real tinme ?ne accléglldgx}ée %v(l)tgea p e?enrree5 grtn{)o%?rﬁent of the present invention the
retrofitted card also includes at least one of a contact interface and a contactless
interface mounted on the substrate. Additionally or alternatively, the certified smart card
15 chip is employed in a retrofitted context to operate in a manner other than its intended
manner of use.
Preferably, the retrofitted card also includes a bus which interconnects
the certified smart card chip with the contact interface. Alternatively, the retrofitted card
also includes a bidirectional connection which interconnects the certified smart card
20 chip with the contactless interface.
In accordance with a preferred embodiment of the present invention the
retrofitted card also includes a manually operable display control switch. Preferably, the
retrofitted circuitry includes control logic circuitry which receives electrical power from
power management circuitry. Additionally, the power management circuitry includes a
25  switch actuation sensor which is coupled to the display control switch.
Preferably, the switch actuation sensor provides a switch actuation output
to first and second relay control circuits. Additionally, the first relay control circuit is
operative in response to the switch actuation output to provide electrical power to the
certified smart card chip.
30 In accordance with a preferred embodiment of the present invention the

second relay control circuit is operative in response to the switch actuation output to



5There is also provided in accordance with anot her preferred enbodi nent of
the present invention a nethod of providing a credit card with a

card- nount ed di splay function including providing a certified smart card
chip, associating a display with the certified smart card chip and

enmul ati ng anoeRverHadl read/ wite device to enable the J&ILLII8HSHart card
chip to communicate with the display notw thstanding that the 10certified
smart card chip had originally been configured for secure conmuni cation
only with an external read/wite device. There is further

provi ded in accordance with yet another preferred enbodi nent of the present
invention a nmethod of providing a debit card with a card-nounted displ ay
flit-lotion including providing a certified snmart card chip, associating a
15 di spl ay wrptide bectierer pdvier édths reartrol degicdeiching farmddienay| tvemepdan ext er nal
read/ wite dguhgeito enable the certified smart card chip to comunicate
with the display notw thstanding that the certified smart card chip had
original Iy been confifgufedyf6s rSeéiitecabruAireatieon Bl Yok tivuan ext er nal
read/ wite dewiGes rreal time security code agdr@iohS oven further provided in accordance
with still another preferred enbodinent of the present invention a nethod
of provi d% ng a smart Tg‘érf’ds %Otpﬁm’éfggéﬁac?-cmﬁet%‘a“ %F‘éﬁlpé%erfedﬁg’gf’%ﬁe’itncl udi ng
provi di ng a «ehd picicedinsergint acatttbdchi povidéiss acidtticag aittdk spldayouteth t he
certified snar ard chip.,.and enulating an external read/wite device to
enabl e the g%rp ka?/%f nédonslr%l{r??m%%{ro ‘é‘ggélﬁiaﬁertt%wg%l}ﬁnmcﬁf ccgfpéassvfctl%n% e E1%Epl ay

not wi t hst andiitight ¢ratfied shet cet thilf inddmghtirg ancardalotidprrhadevoritgimalk | y been
configured f i i i : Iwite
ovi con o B L B i 1 v
anot her P efeatifiegsmsnsedichened ofsitaie bippssentre fy entic spmavwetinoonlf or

provi di ng a vaimahbuasad kWit ayigar d- nount ed di spl ay auction including
providing a certified smart card c_hié) i ncl udi ng secure access circuitry

d .
pei mitting communi cat 'oh exEhsPreldy? W eHoxaEr Vi Ve ersiver Preéaed 30 chip
reader, aﬁseﬁ{badhin?_@ ogthdip&@éxﬁmv&&iéiohﬁ_tAS%o%fbjofviidﬂgl aSHBIE tar€ it aQﬁi’ﬁp ghd |
causing the certif. mart.card chip. to copmuni cat ata to the display
oGl %0 t oo RS Bt e Eas DOV RinES S T S 4 e PUtler
Pr ef er ablsy, displey wel the derafisiomimcdrd digs andunmniarige anekeobi tadidiavare t6 esi di ng on
the certifi r.d_chip.for erating the certified smart card chip
at | east i ng%ggér%{)éag%%g "0 ﬁﬁ%decﬁq(?et?ﬁ% A /%E%‘ eeglapek\llyi (o) ﬁﬁgigﬁf‘% onally or
al ternati vekyt thheemBthodadl sol i gl bdesrignalsi diag cenfigwied chir asetwat i on.
si gnal when g, USelL«ac ﬁisan%ﬁg}nﬁﬂjeﬁixwrﬁf)ggv{cgl switch and responsive to the

y

switch actuation signa ,_Isupp ing a voltage to the certified smart card
chi p and si nul t aneou$her Aeraidtitng raviesoe keosieik vab orll eiehrbegal s to

provi deza ckaskisnghahe bQsea: d0GKot erHihp@br Rbvikifte, ¢eft bfd ey swREE card chip.
In accordance with a preferred _enbodi ment of the present invention, the

met hod al so™PHETUEWEY SUispryPHadias wer'tiage ceoiveee 6+t FFPedssHarae card chip
enabl i ng t heisflQ wiarthd fektetd SARE tar€ &iflanCRinplati 4h UReh&trEQfvirtte fdvicawar e

installed thereon i din e of operation, identification functionality,

whi ch enabl S8 1 Bt FraA-ER e % et o 6 Sl Hgtr S Be e

oper ati on i thatc deueriiGeit isomt Wiatd caip_cbmeﬁgihgﬂgbemom@mre@rfwczaduaa:ti ess smart

card reader ; n?cgt%ﬂ%hﬁlv%ﬂea operation, . Additionally, the nmethod also
and-al one node of t

i ncludes the s operation enploying at |east sone of the
sane data 15t er m nal Sewhi ¢hil drgeruseddsfior awonast and-yal @nécopekatd on.

embodiment of the present invention a method for providing a smart card with a card-
mounted display function including providing a certified smart card chip including
secure access circuitry permitting communication exclusively with a certified smart-card
30  chip reader, associating a display with the certified smart card chip and causing the
certified smart card chip to communicate data to the display and also to communicate

with the certified smart card chip reader.



Preferably; the nethod Mao includes the node of operation iiiimatification
functionality sensing whether the serial data termnal of the certified
smart card chip is in a positive or zero logic state, wherein a positive
logic state indicates that a conventional contact smart card reader is

gal vani cal | YOgoninéuted to the certified smart 20card cHi{I/TAAH2EPB | ogi
state indicates that the certified smart card chip is connected for
operation in g stand-al one node. In accordance with a preferred
enbodi ment of the present invention, the nethod al so i ncludes that when the
certified smart card chip operates in a stand-al one node of operation, at

| east one of the follow ng steps occurs: 25l.retrofit falai:wre controls

comruni cations to and fromthe c gd;lfl ed smart card cg ;. the retrofit
firmware enpl oys the Pé?fﬁr&‘?@y’stf’@ﬁlé PR BPE TP B o8 BSEF St or ;

fur.the retrafthd oe&[ﬂemreca&p@mpafme@eiah@ @@ Edriiffeti @darﬁéﬁ&fcﬂnp:zaﬂdﬂstﬁlhthp for
processing 30and %i ure. d%%% or the pe Iyétge retrofit
firmware conftigtt ”8%‘%16?3&5” g TVEF 4G GrEBIRY f“ﬁév eHGrETHEER° o
03PC1711, 20 itcl@Ds tprogidinyi d svetch ettnaion skhd3xA&Veustreictuates ed@éptaatcattMIit t dur ati on
on a ti MBS . switch and responsive to the switch actuation signal, supplying a voltage to the certified
smart card chip and simultaneously actuating a clock oscillator which begins to provide
a clock signal to a clock terminal of the certified smart card chip.
In accordance with a preferred embodiment of the present invention, the
method also includes supplying a voltage to the certified smart card chip enabling the
10 certified smart card chip to run retrofit firmware installed thereon including mode of
operation identification functionality, which enables the certified smart card chip to
distinguish between operation in communication with a conventional contact or
contactless smart card reader and stand-alone operation. Additionally, the method also
includes the stand-alone mode of operation employing at least some of the same data
15  terminals which are used for non-stand-alone operation.
Preferably, the method also includes the mode of operation identification
functionality sensing whether the serial data terminal of the certified smart card chip is
in a positive or zero logic state, wherein a positive logic state indicates that a
conventional contact smart card reader is galvanically connected to the certified smart
20 card chip and zero logic state indicates that the certified smart card chip is connected for
operation in a stand-alone mode.
In accordance with a preferred embodiment of the present invention, the
method also includes that when the certified smart card chip operates in a stand-alone

mode of operation, at least one of the following steps occurs:

25 L. retrofit firmware controls communications to and from the certified smart
card chip;

II. the retrofit firmware employs the clock signals received from a clock
oscillator;

II.  the retrofit firmware operates the certified smart card chip for processing
30 and displaying secure data on the display;
IV.  the retrofit firmware configures a display driver to display the secure

data;



the remt:: | mVS iUzZSIflgiZ mdUCttUn whit:fl re:he seetratace inditated
below. the. supply 3)1 electticat power wthe tertitied smartp term nated,
t hus di sa&higtitatawate; and once the supply nf eramrieal pitwer to the

certified smart3 chip has been terminated and the retwat firmvare has been
di sabl ed, tWe:divaplédy driver ODAWS t he disptay to di splf&y/HAEV/EEEUr e dat a

ft3r a pradeterm ned tinme duration; and at the end of
the patidetettained tune duration, the stipps. of eleutricra powerV is
tenni nated BRI EF DESCRI PTI ON OF THE DRAW NGS The present

invention will be understood and appreciated nore fully fromthe foll ow ng
detail ed description, taken in conjunction with the drawi ngs in which:

Fig. 1 is asinplified pictorial illustration of a scenario denonstrating
typi cal use of a !debithecard! fewrst riict Beicardnohberatyyenion sadeerdance with a
preferred enbodi ment@f-the present invention; Fig. 2is a
sinplified pictorjal illustration or a scenario denonstrating 10typi cal use
of a credit card,” con$f reYEdBHYS SHEF 4t IS IHTHCRLPEEACE T this preferred
enbodi ment of the presentcd ipdentdibeiRy: Fig. 3is asinplified
illustration of a smart card constructed and erative in accordance with a
preferr edg enbodi nent of t?hé3 Sﬁ?pe)’stééﬁleclnIr‘lﬂ‘e\ﬁéjﬁwlotﬂ?]f%no(?’lt{qa‘%lﬂléfmacaﬁgﬁﬁ'ﬁ Kg industry
certificati onmrstdmdandss:oomngphd rantfit Smavde;eard chip retrofitted to work

15with a display in a st aBQfﬂLQQ&ﬂ%‘P%}e&Ecaﬁ’Q»%?rttEQi%; certified smart card
chip has been terminated and the retrofit firmware has been disabled, the display driver

causes the display to display the secure data for a predetermined time duration; and
10 at the end of the predetermined time duration, the supply of

electrical power to the display is terminated.



Fig. 4is a sinplified electronic diagramof the smart card of Fig. 3;
Fig. 5i1s asinplified electronic diagramof control logic circuitry

fonning post of the circuitry of Fig, 4; Fig. 6is a
sinplified el ectronic diagram of power managenent circuitry 20form ng part
of the circHPRYYOBHSFig. 4; and Fig. 7 is &E/plppicett gener al
flow diagramillustrating retrofit-enabled operation of a preferred

enbodi ment of the present invention, DETAILED TYFSCRI PTION OF A PP
F1F-1P. R F1) | nvI BODI MENT Ref erence is now made to Fig. 1,
which is a sinplified pictorial illustration of a scenario- denonst-ating

tydical use of a smart debit card, constructed 5 and operative b accordance
with-a preferred enbodi nent of t he L.nv ion. The term "smart debit
card" as used throughout BRUgT BF @PE%&Z%Q%?PE@%G%@MMQ a certified
smart card chip and is retrofitted for stand aI one operation.

The term"certified rt card S d r chi p which
is ordinarily oper ab?gBRﬁeFBthqu ?vénh& a on ama %aegﬁd[ggxr{%gﬁig read/ write
10 devi ce. from the followingRicefler d@dirgxanyieasn @fanmehcm fiitle thestrawwingscar d chi ps are
chi ps whisch &@ply with one or both of the tilowing certification

st andar ds 1’86’1 EC 7E16 and 130/ 11PC 14443. Such chi ps nrefetably conply
with additional stanbard$ 2 suehidsiCothBisCEPT af ¢ aFeBAPAFTPIsEAINEs (| SO TEC
15408Thr mat p?faaﬁlﬁgBPQ'dQchaﬁﬁ%M{sh&cyedta%@fapér%@% acooEM@k Uah iaOnetkddt eria for IT
security pa -2 level 3 and 4, TSOLIEC 7816 ldentification
cards - 1nt @g‘?oétn@@?ﬁﬂ?ecﬂﬁ?sﬁmé‘é(?fﬂ‘én=parts 1-5, R30/113(2 4443 ldentification
cards -- Contactles SFlgm eoy %ﬁﬁhe@lﬁicﬁ&lat il@afaelsn of a E?j’eﬁb)ﬂomehynmatﬁrgs parts 1-4,
and FV\D) As seen in consi deri.n 88 1cb pur chase,
queri es 120 PRE DAt cﬁﬁghﬁﬁr‘?\lcﬂﬁﬁbﬁedhaél BHRFE ”H@‘ﬁ?rtdarg%rw fat° fr{/(%l cally by
pushing a buﬁﬁoaﬁmei;{)&thetﬂméremyerﬂeﬁl vating a display 104 which displays her
debit card bal ance. LS. ul.ar a t_i.nvention,
that by virtue of th P 1rs1d1 i B}rﬁle%om%s’rtrﬁ{l? o%yofsnf%heéagﬁrra SE%%E %ndcard t he
consuner rragpemhtz@mmaamrdanwdmhatpmﬁmedfembdrd@mmbﬂ’ the prasen ibahtandeslaingany | ocati on
and not onl . a. ated t hat
the 25 di S%Faahnﬁﬂﬁg%)@]Cgré&%lgﬂet%ld%ﬁg (%%t%éq?ﬁg%@ %}g Irelgggtgete%\g/gﬁkon activity,
such asla. wslmdlsé@unesthndmi%@moée@r@%“ﬁté’@tl on with the user or the entry of

a pin code. Fig. 415Jgﬁplﬁﬁegl‘é&%rcdﬁ@ﬁhﬂﬁtlﬁ@ﬁ&ﬁ&a&ﬁoﬁ@@)!’;t card bal ance
is insufficient fir the contenpl at ed gurchase goes to an ATM 100 to add

value to the snmart débif I&zirﬂmplifted@ec Pt é@lc”’é‘fneﬂf EHSP! {BE FIHEYi on of

addi ng or stbtih@gdd d¥heabiie &Rep. the smart debit card is highly secured in
accordance with one or rmre Cgétl i cat.i gn stagdar ds corrrmgfl}cg used in the

banki ng i ndustry, suh %S 2tHBLE G APEPERCAT ROV ARA L Tot 4 ¢essi bl e to
t he hol der efmibhearsitatetcirclebi df Fepas;tnd

Fig. 7 is a simplified general flow diagram illustrating retrofit-enabled

operation of a preferred embodiment of the present invention.



WO 20Th/ 079483PCT/ 11, 2010/ 000014 The consuner confirnms the
updat ed debit card bal ance by stand-al one operation of the smart debit card
and then proceeds to nake a purchase. Follow ng the purchase, the consuner
confirms the updated debit card bal ance by using the smart debit card in a
st and- al oneWABde/0df48oper ati on. 5Reference i s now nmade tRETALG1020000hi ch is a
sinplified pictorial illustration of a scenario denonstrating typical use
of a smart credit card, constructed and operative in accordance with a
preferred enbodi nent of the present invention. The "term"smart credit
card" as used throughout refers to a credit card including a cettified
smart card chip and is retrofitted for stand-al one operation. The physi cal
di mensi ons of 10the card are referabhg in conmpliance with the above

st andar ds. DETAU4¥?E§§§%HﬁHOEFEl §$E§¥R§§%§ﬂﬁ%?Pm@aﬁgidering a
possi bl e purchase, queries the amount remaining on his smart credit card

200 typically by pushi a hutton 202, thereby. activati a_.di splay 204
whi ch™ di spl ays remai meﬁegenﬁ%tlﬁ(?f"ivzré@ectf’e Ft li’a tht's # %‘mPlté}%& %%?rf{?cul ar

feature of tiletpiesentscimuedthanyatibhabiclyusybf 4 srearofebtt herdstcaridie@ti one

operation f . smar i ) 0. an
i ndi cati oSn (1333 d t(8 %eééggﬁﬁgﬁ?rﬁﬁgéﬁ?ﬂ%?r?@% etr:r%bgg‘fn% &g? %gﬁ%siggﬁlz‘i%%% Tg?]d not only
at a point ofrrs'amert delindardéllas oved AFMehout rifgs appiedticat eebludhvate enigiedi spl ay may

be activat edserM ceﬁ@XhiPEﬁqg re%%&eapdr@taszgélén\é%ﬁé-ré?ﬁn.am ivity, such as a
user-secure bronetric interaction wth the user or the entry of a pm code,

The consmi m noting thaterhi Seiirariing athinof 2@ ¢ edint™™ $"sHfif i cient 20
for the contenml ated.Pu chase, ot RemuRtasaedsnloy ke cacpurchiase:. Fol | owi ng
t he purchase, the consunmer confirnms the updated renmaining authorized credit

card anottht %Y°using the smart credit card in a stand-al one node of
operation, thereby reasstticgpldher eansuerirt dahbdhifdshe Bk weck camount was

charged to hi.s credjt card.. Jris appreciated t ebi.t and credit
car dgdescri BN% OH%P%F%BE&% fdgg’"‘ﬁlicflﬁﬁ?a 1%%%%&9&{1%6@%28]% aél%sg(?%érje exanpl es
of smart carldsi3const rhuct pdfcahld ©pelyatity eddittrnaceorddncechwis Rotuen pr esent

I nvention. @her §§E@'/9§AL§‘+C'A}§%%ES el eehk Oﬂka%nétgﬁn{e%glgg}t '0-9 Ie&ﬁ‘f s and

ei ectroni c access control cards. Reference is now g. 3, whichis
a sinpl i i edechiiqugs t-riatiuefpnofitega for IT sepgytracal-@) 3005 ¢ohsicvedctad 4and

operative i Rs@acordanga:Mitith 8 Qe d@g{a@e@l cﬁéﬁﬁ%ﬂxjdgﬁ?% 19f 1301the present

invention and including a certified smart car ), retrofitted to work
with a di spfaytifetien standCalshes mdetearirgpeies rooximity cards parts 1-4,
and EMVCo.

As seen in Fig. 1, a consumer, considering a possible purchase, queries

20  the amount remaining on her smart debit card 100 typically by pushing a button 102,
thereby activating a display 104 which displays her debit card balance. It is a particular
feature of the present invention, that by virtue of the stand-alone operation of the smart
debit card, the consumer may obtain an indication of the debit card balance at any
location and not only at a point of sale terminal or ATM. It is appreciated that the

25  display may be activated by any other suitable activation activity, such as a user-secure
biometric interaction with the user or the entry of a pin code.

The consumer, noting that the debit card balance is insufficient for the
contemplated purchase, goes to an ATM 106 to add value to the smart debit card. It is
appreciated that the function of adding or subtracting value from the smart debit card is

30  highly secured in accordance with one or more certification standards commonly used
in the banking industry, such as those referenced above and is not accessible to the

holder of the smart debit card.



WO 2U101079483PC1711, 2010/ 1100014 The retrofitted conventi ona
smart card of the present invention may be enployed as a debit card or
credit card as described herei nabove with reference to Figs, 1 igs 2 or as
any ot her suitable secured card which neets the above-referenced

certificati¥h 28&AASY ds. As seen in Fig. 3 PEmartioedptt 300
conprises a conventional smart card substrate 302 on which is nounted at

| east one and possibly both of a contact interface 304 and a contactl ess
internee 306. A certified smart card chip 308, which includes a secure
communi cations controller, is nmounted on substrate 302 and is enployed in a
retrofitted context wherein it operates in a manner other than its intended
manner of use. 10Cbrt¢f|ed smart cargﬁchugﬁé$03 ar desi gned for

communi cation of secuf® FATRSEOFEE oA A it ey al@&?‘élbﬁéﬁa%f‘@new th a
certified smapdatioaptiht eadedebit card and then procea'd‘SEO ﬁlelfetd ;fuk@ﬁkesmﬂlbivm@aﬁed chi p that
is enpl oyed h Ie d bed herej r A190 3636CFT,
coninerC|aII§Qgﬁgiﬁgb FBﬁ?l E%?%dfg'cm %§§% O'CRarE Pdkway San
Jose, CA USAdﬁm§mﬁguﬁ@mﬂwﬁmem0¢nﬁppw@and chip 308 preferably contains
secure data, such as 1@&&&9@% ﬂo%pfaaef lCal o Ad AGCOHRNGlAL R, RS Vel | as
secure access circuitry, erab mbodi ed in a conini ions controller
and in fir mé%u%ratl@e%ﬁag%s@&n@ éerp@ﬁmtmg CoivALING eat Font ofditdel, seeurceddat a |

excl usi vel y widtoRerive @l fdcbrifde SARE brefRtdetiRALRE: of%e%erﬁmeﬁt%l?'ﬁ%' l'y
interconnects the certified smaréd_ card chip 308 wth 20 contact internee

304. Cont act PESSPHEEHY 8¢ 306 Ot‘%}‘ﬁ?tééfﬂsy}o toRtiecteaciEncerrifiled smart
car]g chip 30ﬁmavucarda;hilplanﬂlsgﬁfo&]ﬁaﬂ@k stmramﬁ@bpe@ﬁloﬁlfrhg phygiaalam&él@ihsmdfce with a
preferred, enbo e inventio 1.2 is nounted on
subshateg%ogB%%1r Mep?%ﬁ% gTFVlﬁgﬁﬁ ggﬂha%wgﬁgﬁﬁﬁfay driver 314 to a bus
316, Optionally a keyboardn31ly 2andiroumaarcoatdiios & pansdypcehasdkdeand/ or a real
tinme clock 319, may, r%!néﬂmb%n%g%aﬁ c?rr‘.’il %Pltcallz ﬁgelflpu%}u aTF]LEt v\g‘rcr ul ar

feature of the present | nvention e 320 is

provi ded, t yipireRal by aiing %@mhyrﬂoéazthmrdlsmarsrrerbu@eg agik@zandedd k6ouftolt_enabl i ng

retrofitted ;sg uh ﬁﬁﬁre%@ﬁfe %;ekéﬁpm%fntl&me{hHg | Gte %ﬁtﬂgg %aa'io%e ngklr@.o? 08. 1t is

also a part|cu ar feature of the present ﬁVent|on t ret firmar e

322 is phovidél, suariseedly Eﬁr‘éa'th yonswn%rorﬁmeht@atan drrﬂlwwmofaﬁls 1810ning i n

orient:ph, ladhbitt &Gdlﬁﬁ%& 12 60hQ 0308 & BoiQyr agseehiahi-PATM. ths di spl ay
:312. Retrofit f|rnFa §I$ preferably resides on certified smart card chip

Vel ey

303 but al t SPHEEA" S eersal é?émbﬁh?ﬁngEﬁﬁ“GwﬁlM%thttecy 124
is al so provideda us&t—&burabioﬁleifrﬁﬁnt@&w{ WiQrhé her (ﬁ‘ltlﬁap:h@}yof%% cobi@€t r Of It

emul ati on hardware 320 de cer ed .snmart . car |p§§ ﬁ%é

appreciated that retrofit enul'd F% THEY BRArE e 0?‘@9 ¥ &t ‘ile\?él y he
enbodi edli nfa thr ogramisbl eurdewd,cben proceeds to make Apmwmmuamﬂwwm@ahable di spl ay
cornet sw ! GihoRed ule2oRLELEIARLY, PRI Qi AeLndih RIALELAY: S §5L.LY coupled to

retrofit enu tion hardware 3
by using the smart credit card in a stand-alone mode of operation, thereby reassuring the

consumer that the correct amount was charged to his credit card.
It is appreciated that the debit card and credit card described hereinabove
25 with reference to Figs 1 and 2 are examples of smart cards constructed and operative in
accordance with the present invention. Other examples include electronic identification
cards and electronic access control cards.
Reference is now made to Fig. 3, which is a simplified iltustration of a
smart card 300 constructed and operative in accordance with a preferred embodiment of
30  the present invention and including a certified smart card chip, retrofitted to work with a

display in a stand-aJone mode of operation.

10



5Reference is now fdaae to Figs. 4; 5 and 6, which together are a
sinplified electronic diagramof the smart card of Fig, 3. As
seen in Fig. 4, the following termnals of certified smart card chip 308
arc connected to bus 310: \TCE and RST, both via an EXTly-wT line; CLIC via
an | SQ C1X Wioryet0/01933 via an SCE line; :Ind 100 via an SDA/ILz#@/00000Cont act
interface 304 (Fig, 3) is connected via bus 3 10 to certified smart card
chip 308 Contactiess interface 306 (Fig. 3) Is preferably
enbodied in a parallel connected inductor 402 and. capacitor 404, which

t oget her define an antenna. The contactiess interface 306 preferably is
connected between the 18121 and | CH terninals of 15the certified smart card

chip 308 via bi-directicanii commption 311 Flog Turni ng now
to the retrofit enul at’f &ORE dRAKEISsepcgrd oByhe PifﬁtseﬂF §vgsion njag bE| g. 4 that

the retrofi temmiyed atadden: har dwate ca?z&@s deBshudesieont h rdiogice t&FlE&CUI ty 4.06

whi ch recei ves, gl ectri cal ‘{%owecr ) from ow%r nagenent circuitry 408, which
inturn is connacted 15 B tséﬁ}’%ﬁ?fuie gy gﬂ 2‘6’;@@ SediP\pareredtarly in
Figs. 5 and certlﬁp@mstandadagerrent circuitry 408 preferably includes a switch

actuation; sensor 410 ,ahl g, i3 'Fsg goéﬁpaktechﬁtﬁo%g\#ntrggs 9265%9%2)61%%mfar¥/“ ;CEUS 316

actuation sensor 410 provides & swtch actuation
(Pig. 3) to SHisHge 3Eng wedonaoredday lesnns old poisiuictisofaT4nandntdt6; whi ch form

part of thepower, ﬁﬁéﬂ%ﬁﬁt@ﬁa&@b@% Ld¥rie éaﬁaﬁea5§1@¥0§%§}cp (?ncl %I reuitry 414

turns on a PET 418 when switch Is a uncttons as a
rel ay such t£HaE WDIF@W%@B@@W&R@WWH eheetriléand powetoytd om battery 324

is suppli ed réﬁloﬁtt&ll-bSnt&t kvh&eﬁ)@t B&hkd his@dnsmant, cand ehhd 113’9@61‘ ?ugehe VOC powver
termnal g%égrls %?L rence to the RST term nal thereo

The out put f SR %aé%%ﬁllgi‘eéldcor\ﬁoﬁmémﬁaé‘gi‘ st6rurade: stered fus 316
30(Fig; 3) tasm&eafabthexdssn&l)pukﬁa-ddmﬂe@ghaﬁ'td’aﬂfr&’danCe vol t age. Rel ay

control circuitry 4 turns, on a F ch 326 js actuated, PET
e _CEertl

422 fbnctions as a relay such that etrqatlf"Eelmpj‘ﬁ'fi &1‘? arEEcRsratect i cal
hereinbelow is AT90AZ3 636CFT, commercially available from Atmel Corporation
2325 Orchard Parkway San Jose, CA USA.

15 The certified smart card chip 308 preferably contains secure data, such as
customer identification and account data, as well as secure access circuitry, preferably
embodied in a communications controller and in firmware, designed to permit
communication of the secure data , exclusively with a certified smart card reader.

A bus 310 typically interconnects the certified smart card chip 308 with

20 contact interface 304. Contactless interface 306 is typically connected to certified smart
card chip 308 via a bi-directional connection 311. In accordance with a preferred
embodiment of the invention, a display 312 is mounted on substrate 302 and is typically
coupled via a display driver 314 to a bus 316. Optionally a keyboard 317 and/or an
audio transducer 318 and/or a real time clock 319 may also be coupled to bus 316.

25 It is a particular feature of the present invention that retrofit emulation
hardware 320 is provided, typically in communication with buses 310 and 316, for
enabling retrofitted stand-alone operation of certified smart card chip 308. It is also a
particular feature of the present invention that retrofit firmware 322 is provided, also
typically in communication with bus 310, for operating certified smart card chip 308 in

30 association with display 312. Retrofit firmware 322 preferably resides on certified smart
card chip 308 but alternatively may reside elsewhere on the card 300. A battery 324 is

also provided inter alia for powering the display 312, retrofit emulation hardware 320

11



power frombattery 324 is supplied via an M PWR |line to control |ogic 406,
display driver 314 (Fig. 3), and to an interval tinmer 426, which forns part
of the retrofit emulati on hardware 320. Battery power is directly supplied
irrespective of the actuation state of 3 switch 326 to optional neat tine
obit circui¥PyoBPP483 1Fig. 3). Real tine clock circuit rRE13101p0ENer abl y
includes a crystal oscillator 432 which provides an output to a real tine
clock chip 434, preferably an RV-8564-C2, commercially available fromMcro
Crystal AG MIlinestrasse 14 01-1-2540 &enclitic:, Switzerland. The out put

of read tinme clock chip 10 434 may be supplied to certified smart card chip
308 at the 100 and 101 term nals thereof via bus 316, control l|ogic 406 and
bus 310. Real tine clock circuity 319 is useful for real me security code
gener at i on. 2SuErifleg anart sarferhien riatsstPr et ript P B des anel eV Y ayed to a
user on di sphayitedhadvand. en%m}édqy@gmg@ﬁzmtamam@&etl on aut hentl cati on TOO and
JOT termnals of certified smart garld ch %] e co ted |2
15respective SDA. and negplly | opprade lﬁp?:yo?or“ p%’ﬁ %lf 8rre I%ro‘fi ““cont r ol

circuitry 44 prathieighdty®mupal b réfoficoniatioh hdrogire326i rcui try 406.
Cont r ol gi rcuitry 441%?;1 nccleultsj%%wco g%pAé terp tftvbl{?& {ougcﬁér Qnal ity which

directs outputs rece &q™al ong the” “and ines fromcertified snmart
card chi p 308ptideivetraic dagrae crfﬁhetstmert fad PioWi-Ag el ements of the retrofit

emul ation har dwar e 22?%%&@% thhetﬂaﬁouqz&ost%%ls%w@ﬁed%éﬁ cdhELdysgont r ol

circuitry 412 via bus control circuitr via bus 316 and
i nterval tifrercogpged to bus 310: VCC al@o]ﬁﬂ gPthcyis eufEy. AM& ha? <% Hglaides acti ve

pul | - down CistLHi khive: M,6H; GOUPLESIitNS DAk binepangt. t hus the 100 terni nal
of certified smart card chi p 308 via_a resistance % tgrou d when contr ol

circuitrty 442 is powet&dt mt?@ﬁé?’%‘f ercd) i SREI Inddes YU SR ch i s a
sinplified generadosf | ow d| agram illustrating retrofit-enabled operation of

gper’);ter g::]r ed embodi rTgon’cact ess 1nterfape O%e(elg 5)n1\s/%lrelf66rgaly eﬁbo%legtn?gdpa%lqne mode of

connected inductor 402 and capacitor 404, which together define an antenna. The
contactless interface 306 preferably is connected between the RF1 and RF2 terminals of

15  the certified smart card chip 308 via bi-directional connection 311 (Fig. 3).

Turning now to the retrofit emulation hardware 320 (Fig. 3), it is seen in
Fig. 4 that the retrofit emulation hardware 320 includes control logic circuitry 406
which receives electrical power from power management circuitry 408, which in turn is
conmnected to battery 324 (Fig. 3).

20 As seen particularly in Figs. 5 and 6, power management circuitry 408
preferably includes a switch actuation sensor 410 which is coupled to switch 326 (Fig.
3). Switch actuation sensor 410 provides a switch actuation status output via bus 316
(Fig. 3) to first and second relay control circuits 414 and 416, which form part of the
power management circuitry 408.

25 Relay control circuitry 414 turns on a FET 418 when switch 326 is
actuated. FET 418 functions as a relay such that when FET 418 is turned on, electrical
power from battery 324 is supplied via bus 310 to certified smart card chip 308 at the
VCC power terminal and as a logic reference to the RST terminal thereof.

The output of FET 418 is also supplied via a resistor 420, to bus 316

30 (Fig. 3) to serve as a pull-up logic reference voltage.

Relay control circuitry 416 turns on a FET 422 when switch 326 is
actuated. FET 422 functions as a relay such that when FET 422 is turned on, electrical

12



Refenring to the exanple illustrated in Figs. 4, 5 and 6, when the user
actuates switch 326, this provides a. swtch actuation signal, which is
sensed by a swilch 30 actuation sensor 410, terming part of the. retrofit
enul ati on hardware 320. An output of switch actuation sensor 410 causes
relay contre210¢uBiry 414 in the relrofit emul ati on HVAAIEIB20 t o
supply a voltage frombattery 324 sinultaneously to the VCC and itST
termnals of certified smart card chip 308. The out put of
swi tch actuation sensor 410 al so causes relay control circuitry 416 in the
retrofit erulation hardware 320 to supply a voltage frombattery 324 5to
si mul taneously actuate clock oscillator 428 and control circuitry 442 in
the retrofit emul ati on hardware 320. Cl ock oscillator 428 begins to provide
a cl ock si gnadwer omietiey aekistamhidiad an(IMK_BFVRtlhe tcenitdl fiagediOsndistiaycar d chi p

308. 1 cert bijied,eme tycarduchl RS0 0L DAr L BRRADS,ATIONT AGROCET chip

are enpl oyed, speci timng requirements for supp of voltages to the
power, reset @& &iBER3Eerminal s or such chips may be required to be net

by retrofit emul ationgha Ris3%otly supplied irrespective of thelaSu@RRIEE &t ed that
K button as illustrated in Figs. 1 arid

EWIOE Cgl ? g ngia"%/“i?ES%ﬁe %g%g ﬁ’lﬁgﬁ“gac ‘ﬁ‘gi CEEH bl d By pel Gt TSGLPENCEYEN as an
optical, tough, praugipinohd@thefstaswllighr 430 vt orRideain @fput ereofine

clock chip 434, preferably an RV-8564-C2, commercially available from Micro Crystal

AG

Mihliestrasse 14 CH-2540 Grenchen, Switzerland. The output of real time clock chip

10 434 may be supplied to certified smart card chip 308 at the IO0 and IO1 terminals
thereof via bus 316, control logic 406 and bus 310. Real time clock circuitry 319 is
useful for real time security code generation. Such real time generated security codes
may be displayed to a user on display 312 and employed for transaction authentication.

IO0 and IO1 terminals of certified smart card chip 308 are connected via

15  respective SDA and SCL lines to corresponding terminals of control circuitry 442,
which forms part of control logic circuitry 406.

Control circuitry 442 includes command interpretation functionality
which directs outputs received along the SDA and SCL lines from certified smart card
chip 308 to one or more of the following elements of the retrofit emulation hardware

20 320 and of the display driver 314: relay control circuitry 414 via bus 316, relay control
circuitry 416 via bus 316 and interval timer 426.

Control circuitry 442 also includes active pull-down circuitry, which
couples the SDA line and thus the IO0 terminal of certified smart card chip 308 via a
resistance to ground when control circuitry 442 is powered.

25 Reference is now made to Fig. 7, which is a simplified general flow
diagram illustrating retrofit-enabled operation of a preferred embodiment of the present
invention in a stand-alone mode of operation.

Referring to the example illustrated in Figs. 4, 5 and 6, when the user
actuates switch 326, this provides a switch actuation signal, which is sensed by a switch

30 actuation sensor 410, forming part of the retrofit emulation hardware 320. An output of

switch actuation sensor 410 causes relay control circuitry 414 in the retrofit emulation

13



i The provision of voltages to the power WC, reset RST and cl ock CLK
termnals of the certified smart card chip 308 enables certified SMth card
chip 308 to run retrofit firmvare installed thereon including the retrofit
firmvare 322. The relief: firmvare 322 includes node of operation
identificatVer'®amesi onal ity, which enables the certifi¥Ed/$AHAVWEr d chip
308 to distinguish between operation in comunication with a 20conventi onal
contact or contaotiess smart card reader and stand-atone operation in
accordance with the present invention. The foregoi ng
functions are functions which were not originally enabled by the certified
smart card chip 308 but are enabled by the retrofit provided in accordance
with the present invention. Mre specifically, the retrofitted
functi onal i t y2enabbEs0 selvceittisiled bshmr t24cardachiyy 808 (& opdtdte in a.
st and- - al onemAes Of-@Pel &t40Qn-iepployi ng the sanme data term nal, 100, Wi ch
is used for non4stand-al one operation. . Preferably the node of
operation identificati&nFRINCK e PEA ISR EEE AMAStRSAIEheEetEP! dat a.
Iterrri nal RN ofrcutt@awmrmeirlf:ﬂraﬂ eSiBfidn h@rﬁWQeQiﬂt@sﬁ@ﬁ aivsnaigeframm@f&irymia or zero
ogi c state. A. itive |ogi tate indjcafes that .a conventional contact
smart card 30 “5@%&%’?% %cnéagei @8 '%S%%ﬁzft?f %gﬁ?] EPey Ct‘%“‘%é cBrt ?feflgﬁt smart card
chi p 308 vi acredutoadirdvnt 81(f ac eCldaQdosAllzer @ 8ltoghctostrat® 4 cidikcadrestot hat t he
certified snﬁghoﬁ@tg&i&p{% iﬁﬁhg%{gﬁ%tﬁ%é&‘{f}l cation in a stand-al one node.
ar e provi de

The retrofit enulation hardwar _ a zero | ogic state
connection to the dat & ce@ifipd pradrt ®O0chim ShethabrenteAbi0AZAcExTérchal reader by

means, of acki gyl Iggﬁ\@ Gl o GLH b Yot i r i iLtry 442.
In the pr esenrce %P”ggnt;pext ePneIIID %Hggd%in,sq%ﬁ%sﬁc!}éf?i@@% ti#gﬁo@vgﬂ;? gtchi p 308

may commifi cHESIGH EHT{TRE Wxter Fals Paaferdwica [ ohtae by rHPET fadeicso4. as i f
the retrofithfdw.ravane and hardware was not present. if a contactless reader
i s enployed, the comntnunicatio be_via contact|less interface 306. in

nay . .
either case, switch 326 EPQGHGFQQ&%%’V&%?%HH oL troP S PRETi ry 442 s

not power ed Midhed heigsesaldt dr Aadmatihey asticvwey pudrlsnichomype bf Sich Eyehi S Not
operati ve. ia:[sai S tlrclgttgl%hta%t thtg ex}aqjeol e de%cr.i bt%d t}er ein with reference to
Figs. 3 - 6 T&f&rs 18" Coimint AT 8R° A A “ oAt “"ft'er f ace 304, it being
10appr eciated t hat f Uihe pioonah iof yolbas ediho poveo MildhrcatkiSonny blaciconkt ac. t | ess
interfa ce 306.MRY%: R Bhiced Gald Y8l YuPi@d ARl by Lkl QS APREAGT at ed L hat

the present 1nvention providesretro smart car uding a certified
smart card c¢hi prifidlhudrngnssdledibercac welsgngie cwiofit froperem2f t Thegetedimuni cat i on

excl usi vely aMntRe8oC8kbde de SPREL: SARLHEREM £.6808 iy, Bndl SRLRY e

certified smart card chip 308 to distinguish between operation in communication with a
20 conventional contact or contactless smart card reader and stand-alone operation in
accordance with the present invention.

The foregoing functions are functions which were not originally enabled
by the certified smart card chip 308 but are enabled by the retrofit provided in
accordance with the present invention. More specifically, the retrofitted functionality

25  enables the certified smart card chip 308 to operate in a stand-alone mode of operation
employing the same data terminal, 100, which is used for non-stand-alone operation.

Preferably the mode of operation identification functionality senses
whether the serjal data terminal IO0 of the certified smart card chip 308 is in a positive
or zero logic state. A positive logic state indicates that a conventional contact smart card

30  reader is galvanically connected to the certified smart card chip 308 via contact interface
304. A zero logic state indicates that the certified smart card chip is connected for

operation in a stand-alone mode. The retrofit emulation hardware 320 provides a zero

14



15 and retrofitted circuitry operative to enable said. certified smart
card chip to communicate data to said display and also to comrunicate with
said certified smart card chip reader. Once the node of
operation identification functionality indicates operation of the certified
smart card WRIiZPLOA48 st and- al one nbde of operation, theQULNPOEWRY t akes
pl ace: A optionally the retrofit firmvare 322 &coupl es the serial
data termnal 1:00 fromthe conmunications controller which is built into
the certified smart card chip 308; alternatively, the
retrofit firmvare 322 enpl oys the comruni cations 25controller which is
built into the certified smart card chip 308; whet her or not

the retrofit firmvare 322 decoupl es e ser term LOG fromthe
conmuni cat i OW TBNEFBIHST Ovik %F?‘i"'gm’ﬁfu? §4 n; ﬂ?ﬁ%sel“ﬁ c’:‘ér‘a‘fmfn leraaa&%@rt card chip
308, ther etn{e@ﬁsloﬁ‘acftlk/d‘Wo@nBﬁ&lmﬁéaEe@hﬁcoﬁtmmltwaMi ons to and fromthe

certified smart car dglcgi 5 308 via d reaJeP‘th@%em%Qgsmart Cdd?lg) s@ptionally,

the retrofit firmar t?}'ﬁf%‘fleso nex fock™s] S recelve rom ¢l ock
osci |l | at or 428;communicate with the exﬁhra]enen’at vw@d)ryact inkvelageatOf Gif iift the ratmfiiar e enpl oys

clock si gnalﬂﬁl}l\;‘lg‘gggal %grdt’vgrgr%@ fh %Q&Gnqsﬁ ' I !:o%agﬁesp%lahér ib r&n‘ﬂ]o&&ﬁ ertified

smart card C retrofit firmvare 322 ogerates t he
certified sﬁ@mmlﬂewl@h chi B ‘BQSOIF@?ICSEJFY%%@S?lOﬁdnéﬁ}éPT @8 pl"ayi ALY $éure data on

the display,3l2.q Dk Mk REnRxanmphg anas Q&%&/e@@m deseduiched theseinabove with
reference to Fig. 1, the retrofit firmvare 322 retr.i eveg the current debit

card bal anc8UfOHh ARvrhiserhareraigh Ve rgeq g hrewaryle §rCE e PEBIt Y ed smart
card chip 3@8:-and (Ouizput s cirkfeMita cdﬁin&m&aﬁ&r {/1Ia\l:ai1tac'i01€ierfas&)[384 316:iand bus 316

;[jg s glr ISE ﬁy hg{?‘plé%/cﬁgﬂ dcéaé fwcflﬂlaptgf I@Peéin%leco{ngmmcamon v1ae?:(oerlln‘8tless mterf%ce E&d it card

may be alternatively provided.

It is thus appreciated that the present invention provides a retrofitted
smart card including a certified smart card chip including secure access circuitry
permitting communication exclusively with a certified smart card chip reader, a display

15 and retrofitted circuitry operative to enable said certified smart card chip tfo
communicate data to said display and also to communicate with said certified smart card
chip reader.

Once the mode of operation identification functionality indicates
operation of the certified smart card chip in a stand-alone mode of operation, the

20  following takes place:
A. optionally the retrofit firmware 322 decouples the serial data terminal
100 from the communications controller which is built into the certified smart card chip
308;
alternatively, the retrofit firmware 322 employs the communications
25  controller which is built into the certified smart card chip 308;

whether or not the retrofit firmware 322 decouples the serial data
terminal 100 from the communications controller which is built into the certified smart
card chip 308, the retrofit firmware 322 controls communications to and from the
certified smart card chip 308 via data terminal JO0

30 B. optionally, the retrofit firmware employs the clock signals received from

clock oscillator 428;
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10Fig. 2, the retrofit firmvare 322 retrieves the remaining avail able
credit anmount froman internal non-volatile nenory of the certified smart
card chip 308 and outputs it to display driver 314. D. the retrofit
firmvare configures the display driver to display the secure data; 15E.the
retrofit fiwmiewe’sets a predeterm ned tine duration orPGIHé21pP@PAal ti ner
426; the retrofit firmvare 322 issues a single instruction
which results in the sequence indicated bel ow,

the retrofit enulalion hardware 320 term nates the supply 20of electrical
power to the certified smart card chip 308, thus disabling the retrofit
firmvare 322; and preferably once the supply of

el ectrical power to the certified smart card chip 308 has been term nated
and the retrofit firntareirasihpeepiidirgyprsar oy echrgpisdscetet Var 8314 causes

t he di splay 332 kaudirspii@ayo thheersReumert 8ad enif W8; t he 25predet erm neﬂ ti m; f
the end o

duration set on interval tiner 426; . . at
the predeterm ned ti eHﬂ?éﬁ? ?mfﬁéogﬁﬁﬁﬂvaSwﬂgﬁé??FF%QFhEdﬂgﬁ”to t he
di spl ay dri vepcedda,ant hiepldiigptay Bb2p tiehiespientier val timer 426 and the control
! O.gl ¢ Ci r§ uitry 406 Il‘g tﬁee{%(gpnr}ea‘tog 9 'd?blitt ca}lt\i1 c!elscrilgc% }?épeg)l{agc)c{lle a\‘&;i&ldreg)/en&et%sons
skilled in the art that the %resen
Fig. 1, the retrofit firmware 322 retrieves the current debit card balance from an internal
non-volatile memory of the certified smart card chip 308 and outputs it via data terminal
100, bus 310 and bus 316 to display driver 314.
In the example of a credit card described hereinabove with reference to
10 Fig. 2, the retrofit firmware 322 retrieves the remaining available credit amount from an

internal non-volatile memory of the certified smart card chip 308 and outputs it to

display driver 314.
D. the retrofit firmware configures the display driver to diéplay the secure
data;
15 E. the retrofit firmware sets a predetermined time duration on the interval
timer 426;
Bl the retrofit firmware 322 issues a single instruction which results in the

sequence indicated below:
the retrofit emulation hardware 320 terminates the supply
20  of electrical power to the certified smart card chip 308, thus disabling the retrofit
firmware 322; and
preferably once the supply of electrical power to the
certified smart card chip 308 has been terminated and the retrofit firmware has been
disabled, the display driver 314 causes the display 312 to display the secure data for the
25 predetermined time duration set on interval timer 426;
at the end of the predetermined time duration, the supply
of electrical power to the display driver 314, the display 312, the interval timer 426 and
the control logic circuitry 406 is terminated.
It will be appreciated by persons skilled in the art that the present
30 invention is not limited by what has been particularly shown and described hereinabave.
Rather the scope of the present invention includes both combinations and

subcombinations of the various features described hereinabove as well as modifications
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30 invention is not Iimted by what has been particularly shown and

descri bed herei nabove. Rather the scope of the present invention includes
bot h conbi nati ons and subconbi nati ons of the various features described
her ei nabove as well as nodifications there,of which would occur to persons
skill ed i n wheo@or4gpon, readi ng the foregoi ng descri pti@nLandowhi«ch are
not in the prior art. Cains Aretrofitted smart card conprising: a
certified smart card chip; a display; retrofitted emulation circuitry
operative to enable said certified smart card chip to COVWUE!l i Cat e
information to said display notwthstanding that said certified smart card
chip is configured for communication only with. an external read/wite
device; and retrofit firmvare for operating said certified smart card chip
at | east in thhreof gtisdneeldbecantoedetsersndllied éndevirt tren deding & farrdoias di spl ay
control swi tgh; i Whehekiicn YRR 86t Hakben of the display control switch,

vol tage is suppFied to the certified smart card chip thereby enabling the
certified smart card chip to run the retrofit firmvare, wherein the
retrofit firmmvare can distinguish between operation in COVETtlinication
with the external read/wite device and operation in a stand atone node;
wherein when the retrofit firmvare detects operation in the stand-al one
node: 1)the retrofit firmvare controls comunications to and. fromsaid
certified smart card chip: li)the retrofit firmmvare enpl oys cl ock signals
received froma clock oscillator;

17



the retrofit firmvare operates the certified smart card chip for processing
and di spl ayi ng secure data on the display; IV)the rch'ofit firmare
configures a display driver to display said secure data,; the retrofit
firmvare sets a predetermned tinme duration on an interval tiner; or Vi)the
retrofit firmvare issues a single instruction which results in the sequence
i ndi cated below. a) a supply of electrical power to the certified smart
card chip is termnated, thus disabling the retrofit firmware; and b) once
the supply of electrical power to said certified smart card chip has been
term nated and the retrofit firmare (Rlasmbeen di sabl ed, the display driver
causes the display to display the secure data for a predetermned tine
duration; and at the end of the predetenninedtinme duration, the
suppl > of electrical power to said display is telmnated. 2. Aretrofitted
card accordi i ‘S0..conprising a substrate supporting said
certifi%d. éﬂg?%ﬁggiﬁh%t%%@@saﬁgﬁﬁ?splay and said retrofittegpcircu?try,
sai d subst r atcertHadismgrtaatdvhgkness whi ch does not exceed 0.8 mm A
retrofitted card according to claim1 and al so conprising: an electrical
power eleneﬁtl%%%?ative for powering said certified snmart card chip, said
retrofitted retdfBut thylaand csaiity dpsphayy eadnde ot fimnagenend cldpreui try

operative to provide electrical power to said certified smart card chip and
to said di sﬁP’é‘i}“@éﬁ“]@r‘%%"P}}atéf’cn tﬂéﬁgmwéﬁmlﬂﬁfaflﬁ%&? ﬁ?lgﬁe%§ SR, f’%rg card
accordi ng t QngliabMguaRdovherRiNc8RhnlalHiold &ii@dalGEdoHitrdtvicBCdnddes
hardware external to said certified smart card chi 5. Aretrofitted card

. . . | p. .
accor di ng t octedf@ifimmvazerfdr arrsrtsigraisaicdilice smpfticad SipatitcasindheHispriesian smar t
card chip w%k&ﬁmigmgﬁgﬁggﬁﬁx;9%9onnunicate data only with an external
Wi sal

read/ wite device an di spl ay.
a display control switch;

wherein, upon actuation of the display control switch, voltage is supplied to the certified
smart card chip thereby enabling the certified smart card chip to run the retrofit firmware,
wherein the retrofit firmware can distinguish between operation in communication with
the external read/write device and operation in a stand alone mode;

wherein when the retrofit firmware detects operation in the stand-alone mode:

D the retrofit firmware controls communications to and from said certified smart
card chip;

II) the retrofit firmware employs clock signals received from a clock oscillator;
11I) the retrofit firmware operates the certified smart card chip for processing and

displaying secure data on the display;

V) the retrofit firmware configures a display driver to display said secure data;

V) the retrofit firmware sets a predetermined time duration on an interval timer; or

VI) the retrofit firmware issues a single instruction which results in the sequence

indicated below:

a) a supply of electrical power to the certified smart card chip is terminated, thus
disabling the retrofit firmware; and

b) once the supply of electrical power to said certified smart card chip has been
terminated and the retrofit firmware has been disabled, the display driver causes the

display to display the secure data for a predetermined time duration; and
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6. Aretrofitted card according to claim2 and al so conprising at |east one
of : a contact interface and a bus interconnecting said certified smart card
chip di said contact interface; and a contactless interface nounted on said
substrate and a bidirectional connection interconnecting said certified
smart card chip with said contactless interface. 7. Aretrofitted card
according to claiml and wherein said certified smart card chip is enpl oyed
in a retrofitted context to operate in a manner other than its intended

manner of us : retrofitted card,acco al so
conpri si ng: ower ﬁﬁ%&ﬁ@ﬁt cdf‘l“r gnlntedﬁmiergéfau&l thehupé’vﬁ? e#C?n ?W%rntosensor
whi ch is coufldedlsdl®y isairehidhikesipl ay control switch; and said sw tch actuation
sensor providing a switch actuation on outpt ' to first and second rel ay

control2.cir cAlidisfittedcir@tabt@fdihg efcigial daracges @ini@istng aClubitiSsupportnierigi n said
retrofitted crrcurtry conprises control logic circuitry which receives

el ectrical poWERIPHGH % “cllllfpé%éﬂlméﬁéﬁ%ﬁfet’&ﬁﬁ%@lﬁwr% tord spbyiG ifing ed
card accor d'eﬂﬂm&ﬂes@'vu%dﬁ‘d%e?ﬁkﬂ wherein,said first relay control circuit is
al

operative in response to s sw tch actuation output to provide electrical

power to saigd r&%%& L&d aém}h%co %mc{t rRialgolconfpr{sﬁl%r ofitted card according

to claim9 and erein sald s re ay contr ircuit is operative in
response to saildtsw poherattnat omtwtfqanweonplsmdpdeﬁed gotnt codlchpowed t o

said control cir. urtr play driver and to an interval tinmer.
A retrofi tter&tr%fg% HE P’&Pﬁéﬁlté}‘st@ % , and al so conprising real time

cl ock cir cuigoigr plafMicticAtcifcaaty dpemews ex:pmfﬂy cogiealgener atdadhcertlBed #dret hod
of providing a snmart card with a card-nounted display Unction conprising:
provi di ng a G&r iR pldo S i sPEarednERipat I8 NYET H Y BSdi spl ay with said
certified smart card chip; enmulating an external read/wite device to
enabl e Sai d A&rtififtFéarrs perordipaarle pardovedrini ¢t EllE CHOSHY dndidspl ay

not wi t hst andj,ng, L. hatSaid <S8 El'uffeggm%?’é&{i cﬁ?,rhd chip had originally been
W

configured for secure comuni cation onl y an external read/wite

devi ce; 5 A retrofitted card according to claim 1 and wherein said certified smart card chip is a
smart card chip which is operable to communicate data only with an external read/write

device and with said display.

6. A retrofitted card according to claim 2 and also comprising at least one of:
a contact interface and a bus interconnecting said certified smart card chip with said
contact interface; and
a contactless interface mounted on said substrate and a bidirectional connection

interconnecting said certified smart card chip with said contactless interface.

7 A retrofitted card according to claim | and wherein said certified smart card chip is
employed in a retrofitted context to operate in a manner other than its intended manner of

use.

8. A retrofitted card according to claim | and also comprising:
power management circuitry including a switch actuation sensor which is coupled to said
display control switch; and
said switch actuation sensor providing a switch actuation output to first and second relay

control circuits.
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running retrofit firmvare residing on said certified smart card chip for
operating said certified smart card chip at |least in the absence of an
external read/wite device; providing a switch actuation signal when a user
actuates a display control switch; and responsive to said switch actuation
signal, supplying a voltage to said certified smart card chip and

si mul taneously actuating a clock oscillator which begins to provide a clock
signal to a clock termnal of said certified smart card chip. 14. A nethod
for prayidin t card. .With - ' - ccordi ng
to ol ain 13 2RoRE ek At bRl RSB rlo TR L B0uBEEE
access Cir cubhtiyl 1pge pirditrnghebreashice alettonalgxolcufomeahiyl pwchmangentent | ed
smart card chip reader; and said nmethod al so conprises causing said
certified séft'"®ard chip to communica e data to said display and also to
communi cate with said certified smart card chip reader. 15 A nethod for
provi diffy a %éﬁt@ﬁﬁ%?ﬁréaccar@w W??l@rﬁz%qdo‘ﬁheé%‘ﬁéﬁ@ﬁﬁﬁ ré(?['t‘)" WHChF IR ERd wher ei n
sai d suppl Yijgr.avvQlt8g8sd @8 s§iﬁ's@it@?ﬁctu'ldcti_oﬁ@uﬁﬁﬁfotprgﬂﬂgelﬁai‘ié)al?@@Q} RSsagAl d
certified smart card chip to run retrofit firmvare installed thereon

i ncl udi ng noddifiefl sopercardicow-i dentification finictionality, which enables
said certified smart card chip to distinguish between operation in

communi ldat i owraniofiHedicard ascentinowallaivdhiralcrheansin sod serond eday ewdnot cicarids r eader
and stand-al one..operation.. 16.A nethod for providi - ni ed. di spl a
Fnct| o accBralg s erg: g T tndrn e BLELIE: B SREAETRERL " =P
oper ati on enph®ysodt ckreast, tsedBphf diihe Sdneadatavileimdrnal s which are used
for non-stand-al one operation; and said node of operation identification
functi omal i tyresengescaetddearing helseri ald dat@nipeikin nall tiofe akdiceitti f i ed
smart card chip is in a positive or zero logic state, wherein a positive

| ogi ¢ st at e FdTiear@sIPRAECUECHNG SRS HHAt contact smart card reader is

gal vanically connected to said certified smart card chip and zero |ogic
state ilddi cat esthofaf Poxidingceypit fasd WararercapantehilisPry W6 HReqBRr Fiog

operation i @r&i&hggqé@%}g@%mg&fic -#]rret hod Vor providing a card-nmounted
t [ al

di splay function according to c 1 16 and wherein when said certified
smart card ckiopiabper diselsyiwithaasit@ridicdlsons capidéimf operation, at | east one

o e ol o0, SLeR ST Sk AL LR Ly gL R 85
communicate with said display notwithstanding that said certified smart card chip had
originally been configured for secure communication only with an external read/write
device;
running retrofit firmware residing on said certified smart card chip for operating said
certified smart card chip at least in the absence of an external read/write device;
providing a switch actuation signal when a user actuates a display control switch; and
responsive to said switch actuation signal, supplying a voltage to said certified smart card
chip and simultaneously actuating a clock oscillator which begins to provide a clock

signal to a clock terminal of said certified smart card chip.

14. A method for providing a smart card with a card-mounted display function according to
claim 13 and wherein said:
certified smart card chip includes secure access circuitry permitting communication
exclusively with a certified smart card chip reader; and
said method also comprises causing said certified smart card chip to communicate data to

said display and also to communicate with said certified smart card chip reader.
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ILsaid retrofit fin ar '-nploys the clock signals received froma clock
oscillator; said retrofit firmvare operates said certified smart card chip
for processing and displaying secure data on said display; said retrofit
firmvare configures a display driver to display said secure data; y.said
retrofit firmvare sets a predetermned tine duration on an interval tinmer;
or VI.the retrofit firmvare issues a single instruction which results in

t he sequence indicated bel ow. the supply of electrical power to sai d

certifi smart car S | E i troflt
firmiar g§i a?.Rd“ etz fgr ]?rﬁéﬁén&pa ‘iaré un isplagtﬁfn%ﬁon aCC%Fdlgl% Ct(lfp cert |”fd| ed snart
card chi p hashdeenraiieupplnat edzom’gé tb bz&d cetified mharf tardnvlipentidss aeererdiicabl ed,

said display driver causes said displa ay t he secur data for a
pr edet er mi neth't sl eltip 2 ﬁuaﬁetr%fﬁérwafq%st@ff‘& Effr rhl@dﬁfql@a@%@re ABEF2E9The
duration, th@eSURRlidh ﬂﬁctﬁinﬁﬁttyr WERh ePMRIsaldQ el shiasRhAVhiStot @Ak ed.
18. The retrof|tted smart card of Caiml, wieofit firmvare detects

operation i nbetwesngpantioairmempdestion tHé awnrorionaliconipgigacenieaiss shat

conr nuni cat &§d&§&§@ﬂd§§n§§kgéBﬁ§8ﬂ§ﬁart card -hip; Aretrofitted smart
card conpri ‘

16. A method for providing a card-mounted display function according to claim 15 and
wherein:
said stand-alone mode of operation employs at least some of the same data terminals
which are used for non-stand-alone operation; and
said mode of operation identification functionality senses whether the serial data terminal
of said certified smart card chip is in a positive or zero logic state, wherein a positive
logic state indicates that a conventional contact smart card reader is galvanically
connected to said certified smart card chip and zero logic state indicates that said certified

smart card chip is connected for operation in a stand-alone mode.

17. A method for providing a card-mounted display function according to claim 16 and
wherein when said certified smart card chip operates in a stand-alone mode of operation,

at least one of the following steps occurs:

L said retrofit firmware controls communications to and from said certified smart
card chip;

II. said retrofit firmware employs the clock signals received from a clock oscillator;

I11. said retrofit firmware operates said certified smart card chip for processing and

displaying secure data on said display;
IV.  said retrofit firmware configures a display driver to display said secure data;
V. said retrofit firmware sets a predetermined time duration on an interval timer; or
VL. the retrofit firmware issues a single instruction which results in the sequence
indicated below:
the supply of electrical power to said certified smart card chip is terminated, thus

disabling the retrofit firmware; and
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a certified smart card chip; a display; retrofitted emulation circuitry
operative to enable said certified smart card chip to comruni cate
information to said display notwithstanding that said certified smart card
chip is configured for conmunication only with an external read/wite
device; and retrofit firmvare for operating said certified smart card chip
at least in the absence of an external read/wite device; a display control
swi tch; power nmanagenment circuitry including a switch actuation sensor

which is ¢ 0.‘63&@%&9%5\,\?%9 19&3?41 g%gwgrocgtsgiglcer%i\ﬂie& Q{ﬂm %é}jd%h%"ﬂag B0eACHHALQN
sensor providing a tch actuati on output to first and second reﬁay
control ci rcuitls remhi@rfehmwaraiporbecac divat ¢ raidflisphe ddiveplaayes sodtdisplayswi t ch,

voltage is s lied to the certified snpart card chip thereby enabling the
Cor T ed s TAPRSE bt G G OE R PaY F0F PR PP Mr o wher ei n-the
retrofit firpwareedeaiher&licRgihcs inRetuneien, aparmty @mldchicad iteadiion with
the external read/wite device and operation in a stand al one node; wherein
sai d retrof i%t&y igiedieictly conprises control logic circuitry which receives
el ectrical power from said power managenent circuitry; and wherein said
second el aylhearitaivled sinpd gpad df Elopel. athieween wherr &8 p%wﬁyé figrgwaigi dgtesigi t ch

actuation OQ%QMB%ﬁﬂnﬂQQXﬁ-ﬁoﬁéﬁﬁﬁéical power to said control logic
to a display dr

circuitry, rver and to an interval tinmner.
the retrofit firmware controls communications to and from said certified smart card chip;

19. A retrofitted smart card comprising:
a certified smart card chip;
a display;
retrofitted emulation circuitry operative to enable said certified smart card chip to
communicate information to said display notwithstanding that said certified smart card
chip is configured for communication only with an external read/write device; and
retrofit firmware for operating said certified smart card chip at least in the absence of an
external read/write device;
a display control switch;
power management circuitry including a switch actuation sensor which is coupled to said
display control switch, said switch actuation sensor providing a switch actuation output to
first and second relay control circuits.
wherein, upon actuation of the display control switch, voltage is supplied to the certified
smart card chip thereby enabling the certified smart card chip to run the retrofit firmware,
wherein the retrofit firmware can distinguish between operation in communication with
the external read/write device and operation in a stand alone mode;
wherein said retrofitted circuitry comprises control logic circuitry which receives
electrical power from said power management circuitry; and
wherein said second relay control circuit is operative in response to said switch actuation
output to provide electrical power to said control logic circuitry, to a display driver and to

an interval timer.
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