1 PEER- TO- PEER COMMUNI CATI ON | N W RELESS SENSOR
NETWORK THROUGH DELAY RESPONSE BETWEEN PACKETS FI ELD
OF THE | NVENTI ON The present invention relates to a
wirel ess sensor network and nore particularly to a
wirel ess sensor network with energy efficient
peer-to-peer virtual communjcation though del ay
response between packets. BACKGROUND OF THE INVENTION
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FIG. 5 shows a timeline 30 for the transmitting from the transmitter node 32 and receiving at the
receiver node 34 the control packets as described in Zhu et al. A start packet of two bits is
transmitted 36 by the transmitter node 32 to initiate the timer at the receiver node 34 upon receipt
42 by the receiver node 34. Upon counting to the intended value 40 of n counts, the transmitter
node 32 sends 38 a STOP packet of two bits to terminate the timer once the stop packet is
received 44 by the receiver node 34. The numerical value counted by the timer is accepted as
the transmitted information.



2 The communi cation nmethodology in Zhu et al. is
referred to as virtual communication through del ay
response (VCDR). The primary notivation for VCDR is
ener gy saving because no real information is
physically transmtted. The power efficiency in VCDR
is due to data suppression., By using nerely start and
stop packets, two w reless sensor nodes can exchange
data wi t hout having to transmt the data bits
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has several critical drawbacks. A first
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new and unknown communi cation techni que, existing
error control techniques are insufficient. Still

anot her drawback of VCDR is packet |oss. For exanple,
the |l oss of the stop packet can cause the receiver
node to count excessively or indefinitely and in turn
consune excessive energy. There is thus a need for a
met hod of communi cating between nodes in an energy
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The first node may append padded bits to the data and
stop the first counter and then send the second node
the stop packet in response to the first node

determi ning that the nunber of accumul ated first
counts corresponds to the data and the padded bits,
and the second node may detgrmine the data and the
padded bits based on the nunber of accumul ated second
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and non-acknow edge packets, thereby conserving power

at both the first and second nodes in the event a
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features and advantages of the present invention wl]l
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BRI EF DESCRI PTI ON OF THE DRAW NGS Enbodi nents of the
present invention nmay be fully and nore clearly
understood by way of non-limtative exanples fromthe
foll owi ng description taken in conjunction with the
acconpanyi ng drawings in which Iike reference nuneral s
designate simlar or corresponding elenments, and in
which: FIG 1 shows a wirel ess sensor network wth
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Another advantage is that the first node appends the padded bits and the second node sirips the
padded bits, thereby introducing redundant bits that improve error control, As a resuit, the

second node is less susceptible to data errors that exceed a clock cycle.

Another advantage is that the first and second nodes engage in a handshaking protocol using the
acknowledge and non-acknowledge packets, thereby conserving power at both the first and

second nodes in the event a start or stop packet is lost.

These and other objects, features and advantages of the present invention will become apparent

to those skilled in the art in view of the detailed description and drawings that follow.
BRIEF DESCRIPTION OF THE DRAWINGS

Embediments of the present invention may be fully and more clearly understocd by way of non-
limitative examples from the following description taken in conjunction with the accompanying
drawings in which like reference numerals designate similar or corresponding elements, and in

which:

FIG. 1 shows a wireless sensor network with nodes using peer-to-peer communication in which

the present invention may be employed;
FIG. 2 shows a node within the wireless sensor network;

FiG. 3 shows a communication session between two nodes using virtual communication through
delay response (VCDRY) in the wireless sensor network;



FIG 9 shows a flow chart of a conmunication session
bet ween the nodes using start, stop, acknow edge and
non- acknow edge packets in accordance with the present
i nventi on. DETAI LED DESCRI PTI ON The present invention
is illustrated as a peer-to-peer data conmunication
techni que for nodes in a wigeless sensor network based
on virtual comunication through delay response
(VCDR). Two key advantages of VCDR are energy savings
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Error protection provides an extra |ayer of safety to
ensure data accuracy. Error protection adds to the
original data a string of redundant padded bits. The
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the receiver node has derived this augnmented data
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present invention provide techniques that enhance the
ability to tolerate delay variations and inprove data
accuracy. Tinme Shift Gven that the actual data being
rel ayed depends on the start and stop packets sent by
the transmtter node, the accuracy of the data is
highly sensitive to the tinme these packets are
received by the receiver node. The tine it takes for a
packet, e.g. the start packet or the stop packet, to
reach the receiver node fromthe transmtter node can
be divided into a propagation delay tp and a



FIG 6 illustrates the tineline 100 for a transmtter
node 102 and a receiver node 104 when conmuni cati on
occurs in accordance with the present invention. A
vertical line segnent ended with bl ack bubble
represents one count. The time duration 50 and 110
between each count is givengby ts. The transmtter
node 102 transmts 36 the start packet at tine t1 and
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of th(eg;ata and"adjusted such that the data can further tolerate counter overshooting and
undershooting errors. Once the receiver node has derived this augmented data through time
counting, it strips the padded bits to obtain the original data. Although the padded bits increase
the length of data to be sent, they protect the original data from a higher degree of delay
variations in sending and receiving the start and stop packets.

Count limit safeguards the transmitier node and receiver node from excessive or indefinite time
counting if the start or stop packets are lost. The start and stop packets may be lost due to
packet collision or unforeseen signal attenuation. The count limit maintains an upper limit that a
counter can count to before it is terminated automatically. Thus, once the upper limit has been
reached, it informs the nodes that the signal is lost and retransmission and optionally a

transmission power increment may be needed.

The present invention improves conventional VCDR. Given a pair of wireless sensor nodes
which are engaged in wireless communication, the transmitter node initiates a communication
session by sending a start packet 92. FIG. 4A shows the structure of the start packet 92. It
consists of two of bits data with binary value 10. Similar to the start packet 92, the stop packet 94
also consists of two bits data with binary value 11. FIG. 4B shows the structure of the stop
packet 94. In this embodiment the start and stop packets consist of two bits of data, but it will be

appreciated that the packets may contain different numbers of bits

Once the transmitter node has sent the start packet, it will start its own counter with resolution £;,
denoting that the counter will increase one count 112 every ¢, as shown in FIGS. 5 and 8. Upon
receiving the start packet, the receiver node will also start its counter with the same resolution £,
if the data to be sent is a numerical value n, the transmitter node will send a stop packet to the
receiver node at time nf, after the start packet. The receiver node will stop its counter
immediately once it has received the stop packet and derive the data from its current counter
value. A communication session is completed by the receiver node sending an acknowledge
packet, ACK 986, to the transmitier node.

i retransmission is required, the receiver node may transmit a non-acknowledge packet, NACK
98, to the transmitter node. The ACK 96 and NACK 98 packets are discussed in further detail



nr = (2) te In order for nr = no= n, the nunmerator in
equation (2) nust satisfy the followi ng inequality,

nt, 5 nte +tep -t, <nt, +1lc, or 0 <t - <t eP The
over shooti ng and undershooti ng events at the receiver
node 104 are defined as, - tee tenr > n,

overshooting. (4) tep -tes <@nr <n, undershooting. (5)
Time shift mnimzes overshooting by assigning te with
belawl ﬂﬂ»g@gh&ms)p@mo%leﬂ@;mmmiaaﬂoh edendique id Q@rgﬁmkuér@ tierack®Soy of

theﬂ%té%g Pf_%hli S%stit%\ll[a ?o tp?] Qeafsa/ vanagio?s in {eﬁgwl[}%ﬁé rs?ﬁ 86({ ?t?Pd)agvgﬁﬁy the
receiMenads. of hﬁ%’ Ctﬁlav sariatiqng ﬁW"bWUGQ/@P timero eveashpd-orynderdedoblyy one
coudit ortrftee, p:ﬁi&lkﬁﬁl cbrhRBGied ﬁi]S lde belh@retab&i ﬂ'h@r%\%l‘bt th'e B?«é@éﬁt inQ&htion

proalcigr%c% ues tha e%ﬁeg%g ﬁ\e atdl toa}gliérlfalfe d%llan rﬁnaf“ ons% i{npioven%at% uch

recer ver S €O
aCUREY- t he nunber of counts at the receiver node 104 is

systenatically | ower than the intended count by one,
Tindsdik = n- 1. FIG 6 illustrates the introduction of

an artificial delay 106 tf to the receiving node 104.

Given that the actual data being relayed depends on the start and stop packets sent by the
transmitter node, the accuracy of the data is highly sensitive to the time these packets are
received by the receiver node. The time it takes for a packet, e.g. the start packet or the stop
packet, to reach the receiver node from the transmitter node can be divided into a propagation
delay f, and a transmission delay ¢. The propagation delay is the time interval for a packet to
travel from the transmitter node’s antenna to the receiver node’s antenna through wireless
communication. The transmission delay is the amount of time required to transmit or receive the
packet to or from the wireless medium. Thus, the end-to-end delay 46 and 48 experienced by a
packet is given by f. = f, + f. This delay is shown in FIG. 5.

FIG. 6 illustrates the timeline 100 for a transmitter node 102 and a receiver node 104 when
communication oceurs in accordance with the present invention. A vertical line segment ended
with black bubble represents one count. The time duration 50 and 110 between each count is
given by f.. The transmitter node 102 transmits 36 the start packet at time ¢, and the stop packet
at time &, where £, = t; + n, » .. Thus, the number of counts at the transmitter node 102 is given
by,

n, =2—L (1)

At the receiver node 104, the start packet is received 42 at time tsyarr = #; + f5s whereas the stop
packet is received 44 at time fgrop = t; + t,p. The number of counts at the receiver node 104 is
given by,

n = Lsrop — Lstarr _ L=t +1, —1,
t t

< [




As an exanple, for the specific case in FIG 6, the
transmtter node 102 wants to relay a nunerical val ue
of 2 to the receiver node 104. The transmtter node
102 will transmt 36 the start packet at tl1 and
transmt 38 the stop packet at t2, where t2 =t1 +
2te. Al though the receiver fqjode 104 receives 42 the
start packet at tSTART = t1+ tep, its counter only
starts ,}0f.after If seconds 106 later. This artificial
del ay =165—+%—=afj usted such that the stop packet is (2)
recei ved 44 between the count ci 114 and the count c2
116. This enables the receiver node 104 to tolerate
vari ations of end-to-end signal delay and overcone
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As an example, for the specific case in FIG. 6, the transmitter node 102 wanis to relay a
numerical value of 2 to the receiver node 104. The transmitter node 102 will transmit 36 the start
packet at t; and transmit 38 the stop packet at &, where £, = ¢; + 2¢,. Although the receiver node
104 receives 42 the start packet af fszarr = £ + £, its counter only starts 108 after ¢ seconds 106
later. This artificial delay 106 is adjusted such that the stop packet is received 44 between the
courtt ¢ 114 and the count ¢, 116. This enables the receiver node 104 to tolerate variations of
end-to-end signal delay and overcome overshooting and undershooting problems. In order for

the receiver to systematically abtain n, = n — 1, the following inequality is satisfied,

nt, —t, teop _(fsmer +tf)< nt,, or



are padded, then the original data will beconme it x

2". This augnented original data will be relayed to

the receiver node and the padded bits will be stripped

afterwards to obtain the correct value. In order to

effectively protect the data, the padded bits are not
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protocol ensures that data is relayed successfully
fromthe transmtter node 202 to the receiver node
204. Gven the data to be relayed, the transmtter
node 202 will send the start and stop packets 210 and
214 regardl ess of the receiving outcone at the
recei ver node 204. In this respect, there are four
di fferent possible scenarios at the receiver node 204,



1. Start and stop packets are received successfully.

2. Start packet is received but stop packet is lost in
transm ssion. 3. Start packet is lost in transm ssion
but stop packet is received. 4. Start and stop packets
are lost in transmssion. If the start and stop
packets are received successgfully, then the receiver
node 204 derives the data being rel ayed. Upon
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respagtivelyr ansmtter node 202 to denote that the data is
recei ved successfully 222 to conplete the session 224.
c°;§;ic unter of the receiver node 204 starts counting
'Wgon receiving the start packet 250, and continues
counting until a stop packet is received 260 and 262
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15 Wil e enbodi nents of the present invention have
been described and illustrated, it wll be understood
by those skilled in the technol ogy concerned that many
variations or nodifications in details of design or
construction may be made wi thout departing fromthe
present invention. 16 CLA4MS: 1. A nethod for
transmtting data between first and second nodes in a
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For the scenaric that the start packet is lost in transmission, the receiver node 204 will not be
aware that the transmitter node 202 has initiated a data transmission. Thus, the receiver node’s
counter remains inactive and no energy associated with counting is consumed. However, if the
receiver node 204 detects the stop packet subsegquently 260, 262 then it will conclude that the
start packet is lost and it is not able to derive the data being relayed. Under such an event, the
receiver node 204 transmits a NACK 272 to the transmitter node 202 immediately to initiate a
retransmissicn 210, 212, 214, 216 and 218.

In the event that both the start and stop packets are lost, the receiver node 204 will not be aware
of the transmission session and no NACK will be sent to the transmitter node 202. The
transmitter node 202, in anticipation of an ACK or NACK, will wait a short period of time 218
before retransmitting the start and stop packets again 210, 212, 214, 216 and 218. However, for
a sensor network that updates information regularly, the retransmission may not be necessary if
the receiver node 204 emphasizes the most up-to-date information. By the time the transmitter
node 202 initiates a retransmission, new information may be available which renders the previous

information irrelevant.



the second node stopping the second counter in
response to the stop packet and determ ning the data
based on the nunber of accumnul ated second counts,
thereby determ ning the data based solely on the tine
interval between the start and stop packets, wherein
the delay tinme is |ess thansthe count tinme. 2. The
met hod of claim1l, wherein the first node does not
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detgilg| of desigh @r edvelriclianriory be ivade wifpulrisekriing from thérressatiovedtion.
node in response to the nunber of accunulated first
counts reaching the first count val ue; and t he
second node decodes the nunber of accunul ated second
counts into an internedi ate value and then increnments
the internediate value by one to obtain the data. 4.
The nethod of claim1, wherein the nunber of
accunul ated first counts is one greater than the
nunber of accunul ated second counts. 5. The method of
claim1, wherein the delay tinme is 40 to 50 percent of
the count tinme. 17 6. The nethod of claim1l1, wherein
the delay tine is about 50 percent of the count tine.
7. The nethod of claiml, wherein the delay time is 50
percent of the count tine.



8. The nethod of claim1l1l, wherein the delay tine is
greater than a propagation tine between the first node
sendi ng a packet to the second node and the second
node receiving the packet fromthe first node. 9. The
met hod of claim1l, wherein the delay tinme reduces
error sensitivity of the second node determ ning the
data due to variations in a gropagation ti me between
the first node sending a pa& et to the second node and
ciaigs.second node receiving the packet fromthe first
“node. 10. The nethod of claim1, wherein the start
and stop packets are each two bits. 11. The nethod of
1. ¢l aiAmdihodibraresmitting deea bétwadn fino died sep@reimdsesnad dedom| domprising:
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pag(ga&%r it length than the start and stop packets.

the second node stopping the second counter in response to the stop packet and
determining the data based on the number of accumulated second counts, thereby determining
the data based solely on the time interval between the start and stop packets, wherein the delay

time is less than the count time. .

2. The method of claim 1, wherein the first node does not communicate with the second
node between the start and stop packets. '

3. The method of claim 1, wherein:
the first node encodes the data into a first count value and then sends the stop packet to
the second node in response to the number of accumulated first counts reaching the first count
value; and
' the second node decodes the number of accumutated second counis into an

intermediate value and then increments the intermediate value by one to obtain the data.

4, The method of claim 1, wherein the number of accumulated first counts is one greater

than the number of accumulated second counts.

5. The method of claim 1, wherein the delay time is 40 to 50 percent of the count time.



15. The nmethod of claim 11, wherein the padded bits
reduce error sensitivity of the second node
determining the data due to variations in a
propagation tine between the first node sending a
packet to the second node and the second node

recei ving the packet fromthe first node. 18 16. The
met hod of claim 1, wherein: t he second node
sends an acknow edge packet1¥o the first node and
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response to the nu er Of “accumu! at ed second  count
being |l ess than a predeterm ned count limt; and
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first node and stops the second counter and does not

detern1ne the data in response to the nunber of
- acc URtiMgthad olasin Adviesimbe deladttnng ingreptadhan prepagatigntime
betvéen b @rstmidh eehddly aqlasitantolits seadr@meddaridtee $dcbrst nod® A eiving the

Lesrhdge iREhshart and stop packets to the second node
pa|n respgnsento t he non-acknow edge packet. 18. The

met hod of claim 16, wherein the first node enters a
9. powdhe sathed oftothén it 'wheedrpibe Setayt tmwearemmmgrdr benskitigpf paskehd
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a ppgket tpihe ??é?'ﬁ‘dl?d%?“ddf‘%\?ﬁ’ff”id nogp, ?F%'Y'PE e 83?"F‘rf§¥“ taﬁﬁrst node.

second nodes are notion detectors and the network is a
10PEEIhE RiePBE bt Mirh € ARReirPRE SO el Kkets 49 cadh tiBLROM

for transmtting data between first and second notion
detection nodes in a peer-to-peer wreless sensor
11net vibe kogthedofiains itneherdime first node sending a start

pac ltfirdt Aode pp&fs PRGHeA BRE L the data;
the first node stops the first counter and sends the second node the stop packet in
response to the first n‘ode determining that the number of accumulated first counts corresponds to
the data and the padded bits;
the second node determines the data and the padded bits based on the number of
accumulated second counts; and

the second node determines the data by stripping the padded bits.

12. The method of claim 11, wherein the padded bits have a predetermined value that is

about half-way between a maximum value and a minimum value and is independent of the data.

13. The method of claim 11, wherein the padded bits have a most significant bit set to a first
binary value and remaining bits set to a second binary value, wherein the most significant bit is
the leftmost bit of the padded bits.

14. The method of claim 11, wherein the padded bits have a greater bit length than the start
and stop packets.

156. The method of claim 11, wherein the padded bits reduce error sensitivity of the second
node determining the data due to variations in a propagation time between the first node sending
a packet to the second node and the second node receiving the packet from the first node.



the first node starting a first counter concurrently
wth to sending the start packet, wherein the first
counter adds a first count a predeterm ned count tine
after the first counter starts and then adds anot her
first count the count tine after the nost recent first
count to accunulate first counts while the first
counter is running; the fir§% node encoding the data
into a first count nunber e second node starting a

6t | Moo IREESRRRTS, iidrdilie Start packet; the

second node startln a second counter in response to
£ he 5 SPEMAnaTE AeAEE FAeKePWRAGR BRI HE dretdagnd FipRs e second
coute@raed detérmines éeaint i @spiined toaltkdtimbersd acnchulated Bécohtl €ounts being
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ds anot her second count the count tine th
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coliffSrRaliyihd L6nGiRyNt time and the nunber of accumul ated
first counts is one greater than the nunber of

accunul at ed second counts; the first node
17st ofgpe mgthbthef claim 3&, whereimt e firstmddesreseaids the atagtaopstpapdoéts to the

seddhd hb&R iS REPHde &qg@ndnrhckmgé%cka the first node

determ ning that the nunber of accunul ated first
counts has reached the first count nunber, thereby
18t r arfsaimethpdh of dalive 168l atherechefirst nade antdrs arpowansaveviadde in response to

semgv’lﬁ@ﬁoﬁ ﬁa%keﬁ'éﬁ:f bxite M pe bR aRAGkRSresNEe 10} &keiving either Bhﬁe
second counter inr esponse

aCWﬁﬂﬁﬁ? dﬁﬁ%ﬁ%Tg@ﬁﬂgﬂﬁgﬁ*%1nlng the data based on

decodi ng the nunber of accunul ated second counts to

190 bt aih@ m@fhod'i Bftcﬁ‘rﬁfﬁ? d.br%?éih talidand Rekohf Fdlel BRI AABN L EGort BRI the
§te val one.to obtain the data, wherein
ne ork |s a Peer etsf ééré

e de TR Of'heé“ﬁm% he count tinme. 21. The
met hod of claim 20, wherein the first node does not

20C OMUREtRARLTEr thehédhitih§) Bats BEAESH iR e LBEMBRAIoh B&testibRhddea Mth
oog PRI Sy REBHIRE, O L 20 el e
The ﬂweftrﬂ aedegendngd #ﬁrﬂzeackmm peroptieoddel ay time is
abolgie fHél npRY sty affrst chi@itas @sHUrrdnkiyWith te sending the start packet, wherein
the first counter adds a first count a predetermined count time after the first counter starts and
then adds ancther first count the count time after the most recent first count to accumulate first
counts while the first counter is running;
the first node encoding the data into a first count number;
the second node starting a timer in response to the start packet; _
the second node starting a second counter in respanse to the timer running for a
predetermined delay time, wherein the second counter adds a second count the count time after
the second 6ounter starts and then adds another second count the couni time after the most
recent second count to accumulate second counts while the second counter is running, the delay
time is less than the count time and the number of accumulated first counts is cne greater than
the number of accumulated second counts;
the first node stopping the first counter and sending a stop packet to the second node in
response to the first node determining that the number of accumulated first counts has reached
the first count number, thereby transmitting the data solely as a time interval between the start
and stop packets; and



24. The nethod of claim 20, wherein the delay tine is
greater than a propagation tine between the first node
sendi ng a packet to the second node and the second
node receiving the packet fromthe first node. 25.
The nethod of claim 20, wherein: the first
node appends padded bits to the data, wherein the
padded bits have a predetern%ned val ue that is about
hal f -way between a maxi mum val ue and a m ni num val ue

and tﬂe%ekﬁgﬁgmtng QrTe JeliadBrRer i m response to & tdplpadilet £H21d e

stops the first er and send cond node
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int¢rinatiate Radumandtiem infergantngthe tteerdediate sluedyont ® obtain the data,

whgl%rnrtﬁ‘es@é?é}%ﬁw |s0|e§shﬁanqﬁé &ufiifhet Ne padded bits;

the second node determ nes the data and the padded
bits based on the nunber of accunul ated second counts;
and the second node determ nes the data by stripping
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. %$ qﬁ éts have atnnst significant bit set to a
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bi nary val ue, wherein the nost significant bit is the
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cl ai m 20, wherein: t he second node sends an
acknow edge packet to the flrst node and stops the
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t he nunber of accunulated second counts being | ess

t hanl'he m%{h 9 eft cﬁatmmzis] W ereln he de,!ia{yq;lmte'is grgaQer than a propagation time
between the first node sending a packet to the second node and the second node receiving the
packet from the first node.

25. The method of claim 20, wherein:

the first node appends padded bits to the data, wherein the padded bits have a
predetermined value that is about half-way between a maximum value and a minimum value and
is independent of the data;

the first node stops the first counter and sends the second node the stop packet in
response to the first node determining that the number of accumulated first counts corresponds to
the data and the padded bits;

the second node determines the data and the padded bits based on the number of
accumulated second counts; and

the second node determines the data by stripping the padded bits.

26. The method of claim 25, wherein the padded bits have a most significant bit set to a first
binary value and rernaining bits set to a second binary value, wherein the most significant bit is
the leftmost bit of the padded bits.

27. The method of claim 20, wherein:
the second node sends an acknowledge packet to the first node and stops the second
counter and determines the data in response to the number of accumulated second counts being

less than a predetermined count limit;



t he second node sends a non-acknow edge packet to the
first node and stops the second counter and does not
deternmine the data in response to the nunber of
accumnul ated second counts reaching the count |imt;
and the first node resends the start and stop
packets to the second node in response to the

non- acknow edge packet. 28, The method of claim 27,

wherein the first node entefs a power save node in
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28. The method of claim 27, wherein the first node enters a power save mode in response to

sending the stop packet and exits the power save mode in response to receiving either of the

acknowledge and non-acknowledge packets.

29. The method of claim 20, wherein the sensor network is a perimeter fence that triggers an

alert in response to either of the first and second nodes detecting motion of an intruder.



