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Institutions in distributed ledger network transact on a
second network
(205)

v

Institutions train local machine learning models using
transaction data
(210)

!

Institutions submit parameters for local machine learning
models to distributed ledger network as private
transactions with trusted entity
(215)

v

Trusted Entity receives parameters for local machine learning
models and aggregates them into an aggregated model using
secure aggregation protocol
(220)

A 4

Trusted Entity shares parameters for aggregated machine
learning model with institutions
(225)

v

Institutions take one or more actions using the parameters for
the aggregated machine learning model
(230)

FIGURE 2
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Transaction conducted between two nodesin a
distributed ledger network
(305)

v

Each node generates an anomaly score using its local
trained machine learning model
(310)
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Does either YES
anomaly score exceed
threshold?
(315)

Node(s) take appropriate action
(320)

Trusted node generates receives metadata for the
transaction
(325)

v

Aggregated machine learning engine at trusted node
generates anomaly scores for each node and for the
pair of nodes using metadata for transaction
(330)

A

Real-time anomaly detection engine at trusted node
generates anomaly score based on scores from
aggregated machine learning engine
(335)

YES

Does real-time
anomaly score exceed
threshold?
(340)

Trusted node takes appropriate action
(345)

Trusted node takes no action
(350)
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