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Title Substitution boxes Field of the invention The
present invention relates to the arrangenent of
wa@adpssIous i on boxes, sonme enbodi ments of whi chPEr/E2005/003104
efficient in hardware and sonme enbodi ments of which
are efficient in software. Background of the invention
The present application claims priority from our
Titletral i an provisional patent applications 2004905507
FubdiRGidibosds Sept enber 2004, 2004906543 filed on 16
Novenber 2004, 2004907361 filed on 30 Decenber 2004,
2004907374 filed on 3 1 Decenber 2004, and 2005902136
filed on 29 April 2005, the contents of all of which
are incorporated herein by reference. In this
Fsﬂé@ffhedmlmqn including the clains, the terms:
The PEREA %ﬁ%ntlﬁﬂglateg YR bthf S meRt & sﬁ'&ﬁgmtoﬂ bR Solné BB diments

presence of stated features, integers, steps or

of BisBreiEcigniin Beydware apd seme emabadinensy @fs\éhielearg efficient in
s8@diti on of one or nore other features, integers,

steps, conponents; and 'index position' P,- of a bit i

is used to indicate the position of bit i within the

set of a contiguous input bits. In this specification

the term obabi | istic process' is used to indicate
B@@k&f"“ﬁ'&ﬁﬂ@lﬁmmw pseudo random processes incl udi ng

TYYQ BfcRer Qﬁplﬁzﬁmmﬁﬂg Qfoﬂf S.Adsﬁal@dntﬂ?ﬁ?\ﬁswﬁﬁ? }ﬁtgnt agﬁhcations

"seeded' "W th a con mat eri-a

2090850 led o4 24 Senksmhes 2004 304065 tertion FaNdsmber 2004,
2@&)%'7361%@6&3@5@&&%@{ Y004"50045629 R dﬁ ﬁe%@ﬂgé}‘ 2004, and

enerator or a strean10|pher can be use
2041992 biﬁfﬂeféen 29 Apwak 2008 tbe contentsifallnf edidhi acQachIpommd derein by
rétldeshed docunent is not to be taken as an adm ssion
that the contents of that docunent are part of the
common general know edge of the skilled addressee of

mmfssgaaﬁmbn%ﬁasalﬁ%&l@uaﬂﬂs h{éte{)n%er that the inventive

features of our ention nmay be nore readily
di scapmpaseshands'eempyising hes u‘seﬂ toowkaify thepisenge ofistatahfeatures,

P eVingssisy stepdRk bohfshe O ST Hob pfefludl il Bresnck B} S of one

or more other features, integers, steps, components; and
‘index position” P; of a bit i is used to indicate the position of bit i within the set of

a contiguous input bits.

In this specification the term ‘probabilistic process’ is used to indicate both ‘random’ and
‘pseudo-random’ processes including where the pseudo-random process is either ‘keyed’
or ‘seeded’ with a constant or key material, and where the source of randomness and the
pseudo-random algorithm are arbitrary. Any known pseudo-random number generator or

a stream cipher can be used for this purpose.

A reference in this specification to a published document is not to be taken as an
admission that the contents of that document are part of the common general knowledge of

the skilled addressee of the present specification.
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Definitions of confusion and diffusion were first
publicly introduced by CE. Shannon in his paper

WO Gwasaoitati on Theory of Secrecy Systens' in BOHBB2005/003104
Substitution boxes (s-boxes) receive a digitally coded
i nput and convert that input into a differently coded
digital output, thus provid2ng confusion. Pernutation
To oxdes thapths inceaiive featates of @urdmgnmn ingy boatert readilytdisaerded, we set
e iHdrBIdviRe SRR og Soifi® s% HRAL RLfl eﬂtyretltgﬁg to this art.
val ues but permute P%us provi di ng
di ffusion. The Ayalanche effect descri bes a
ISERHRE Y bARSHAGsidH eﬁlﬁ%ﬁjﬁ}éhmrg fiksP! ﬁbth% t%’du%%f l? 'E{Tbﬁlannon in
single bit change in the in o roun unc
hispapex Compnyyicatien dheqry Pﬁ\ﬁﬁctﬂcy Sastang én ﬂ%& he output. It
was i ntroduced as a required characteristic for
substitution boxes by Horst Feistel when describing
Suhatitpiiondxes @Poses) icsive i digitelly eodedinpyt ayrcapyert thadnput into a

| C [
a0 gl b SR B il v
reqeinte aigitatyicedad lamyanfbreeny ttwbme bitsias mpm,omhmbmbm thyr values
tﬁ@ﬁ@rﬁt\d‘e@ilﬁ QIrdC} ﬁ{ug T %%&ffﬁ%onsas 128x128 due to

t echnol ogi cal ta equently the non-Ilinear
sboxes were selected of a very small practical size

'I(héxﬁ)ale{ngh@é gt d8scRBLstd tgé}gg,\éé%fgg M&Q{r%iits%kmplest form a

fusion and large p-
Sm@teelmc@ﬁn@cm tltehlepum@ thatreundffundtien seshitsdig st feast pnwv bil ehange in

Th
dl g\&}%‘ﬁ r Itqfa% (1: CI Phe d a@salr%ﬁlgvmﬂsggl%rl etr1t§ﬁcag)li] ?&b&hfuug%(l){e? E)y Horst
Frisiel when deppribing the lprapersise of lis cighedh dSmyptographySamdatantuter
P?ﬁ%‘%lg p&ﬁ%h@f@'s%hﬁhhc ‘1Ea§xh@(§i 588 ﬁ[‘ft{% g%Ztg'd Slﬁa?rsl 973. This

stitution BOX In CoORDI
Ppiear sl vest thafra coppiede anyrio-apy sifbstitwtion coudd n(ﬁzbe :acma@a foi lhige s-
enent d _usi.n
b3k fieifsTROIBMES BfBRAAPHinhlioRE, CORESIRD B s 1iachr s
bexnspsreselestedfof aysty sEailprastica] yize (4114) ®provitie mituﬂebsﬁmbn and
M@iﬁt’@ffﬁm&ﬂ f}gigg%s @E}f&x@st \Dﬁ'@ s&iL cbe%?i[ 13 %5%@91’1 AhL O oxftputs ¥ §fthe s-boxes

T ey are a ncr
t@ﬂ@ﬁdaﬁdﬂﬁiﬂﬁﬁw@nSEHd@edbwﬁhmmenus pat ent 3 958, 081

(Ehrsam et al.) published 18 May 1976. The DES ci pher
becanme a US Federal Standard in 1977. It is noteworthy
Thefipst digitalgthecktcipher isivadgy Zlitrdmmd)d:e $lovee Feistehr Bfewlldck cipher as
dﬁ@lbfe‘atlﬁ‘ gJS éﬁle?lp§ 95@35?&@'%1 n;gﬁ ﬁ’ lfs'hg(p ﬁ F/fg c‘iil%vﬁ uges a small 4x4

t1on using orla gic

Slﬁtsté@éﬁwbwgml cnptomaam thh ytpmmgmap hparatnms penfmrmeti overlA@nn28
ti.on r ati.ans .of
bft@ %ﬂ%gléﬁgiﬂgkgse\ﬁéer?g neIi |t Eeﬁ usmg\rcf) Wgtpp%ﬂoglc.

operatlons
S-boxes and p-boxes are used as components of most Feistel-type or so-called Feistel

Network ciphers and other cryptographic primitives. They are also used in the public
Data Encryption Standard (DES) disclosed in the US patent 3,958,081 (Ehrsam, et al.)
published 18 May 1976. The DES cipher became a US Federal Standard in 1977. It is
noteworthy to highlight that the 6x4 s-boxes were carefully selected to ensure their
efficient hardware implementation using combinatorial logic while preserving important

cryptographic criteria not known to the public at that time.
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such as, but not limted to, addition, multiplication
and exponentiation are often used instead of, or in

W@ owp/083013 on Wit h non-arithmetic s-boxes. PCT/IB2005/003104

Substitution-pernutation networks based on such

conbi nation of arithnetic operations and

non-arithnetic s-boxes are-&fficient in word-based

processor architectures. An exanple of this type of

GRSsh MG fAaR&Ed 4, X!

(Adl er) 3 S%Plo gss%d 10 I\/éa}r8 g%ﬂeﬁﬂlg gogiﬁ{sﬁ%%ﬁ ng a g'l}él?‘nperauons

sHph #sh bt geslimited tongdditiongmgltiplieation ﬂn%@mn@matl@narmoﬂen wed

1§steadrb'fk8rtm Wrihodf6Rwith hat bGPt LBk MYtk b0 5-pBlitation
bit key-dependent rotation operations. Plona

H@EW@kSr hased @h%lcb pombipgticarof arithmetic gpasatihos end hadarithmelfs s-boxes

baka I
a?@éfﬁ@itent‘in %?d B453d br 5?29&111&&[11;3@9 482}7 g#gél ?P@g tg% ot

January 1991 and I n US patent
canstuCHRILiS rigwelbednnAﬁ paten 49358 (Adkmkputdlsm W Mashdosl

mrbsing a%@ghep@ﬁeﬂhgee At ﬁﬁ/%@a‘?ﬁoﬂ & sﬁﬂﬁla%g@ fn%ﬁlﬁ'o 6n NagiNwide

functions such togra
X%&a%w-laépqﬁ@g@npmd nrbit eg- mﬁmﬂtdmrn eperdftions. Additional

GQMﬁEmns%ﬁ%Jml ol ea%é’ crbéa Beds ﬁhtgﬁ% 982438 é'?a]{)a?a)gp U al.)

gni ficant pub researc er mut ati
Pclbh-‘?@é@( éégnuawﬂ 980k and ia Yepateni 5,10B47% é"@kgtlaem etsal )l peldished DApril

1204 Aﬂthﬁﬁﬁ&t; woftEbe®hén- ﬁ%ﬁ:ﬁoﬁ Eé'?lrm é'pﬂ%?a th has

randomy chosen. Feiste
fancgignshivah ayinfthaMDSenytperahig ask ﬁmammaseiembcth i @e

RekOBRAEndalo B2 Co 1?21dA ffd@ %ﬁ']ﬁ%?s to the

di ffusion. An exa e of g the T1 near conbiner
(XOR) with a non- I|near arlthmatlc operation with a

ﬂhﬁh@ﬁo F] ﬁ&'eﬁl't fbifsRd e%q%h%ﬁlli) Qm'nri)of(&gg%%x s?lglllﬁal are left

omen tlona vi e ureéau
ab!he Q@Sama B dsscrellwf @ﬂrmmwwams@mm@eIMe@m are randomly
4Rt ogr aphi ¢ Protection; Cryptographic Al gorithm
GCST 28147-89, 1989. The GOST cipher is also an
exanpl e of a cipher using word-based rotation

F@ﬁgf RE0RR &i %ghé%: glk(? ME1ndl Ilf:éiﬁﬁlgﬂ ?Jncﬁbgl th thllj X\ﬁl% ure which is

OXEs. conpl et eness of I terl on
liggas jin mpttlcysed efid whigh Wnttlbiléeqia plmdlfft&wm rAchmPI[assf irgplacidg the

11§U£ %f)ﬂél&l'ﬂ%f K Qi %%E?Hgﬁ With létshl%%:f mffggon rate

- ransactlons on
cnobe foend ipglye sqacaﬂgtr 60SH\ciphehrec@nmigded zbm aheeémogel Soviet Bureau

f
P88 B9 AR L AONE OUTBLAM e SOEPE gy
Algarishm AG&SEH@MZ;&?A 1989.i Hlap GOST ciphyp ie tlon es exapipld effa aipher
ublﬁg {BHDshskdrotiBn Uﬁer%netg behieve diffusion of bits between s-boxes.

I~

The ‘completeness criterion’ is first explicitly defined in the paper ‘Structured Design of
Substitution-Permutation Encryption Networks’ published in IEEE Transactions on
Computers, Vol. 28, No. 10, 747 in 1979, by John B. Kam and George I. Davida. A
cryptographic transformation is ‘complete’ if each ciphertext bit depends on all of the
plaintext bits. A cipher satisfying the completeness criterion is found in the US patent
4,275,265 (Davida, et al.) published 23 June 1981. The completeness criterion requires
MXxN s-boxes to be of the form such that N instances of M-input single-output Boolean
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4,275,265 (Davida, et al.) published 23 June 1981. The
conpl eteness criterion requires MKN s-boxes to be of

wao b@efsaoms such that N i nstances of f-input PCT/IB2005/003104
si ngl e- out put Bool eanfunctions nust each take as i nput
the complete set of Minput bits. In the 1982 paper
'Are Big S-Boxes Best', J.-4Gordon and H. Retkin
funepesmagst each takeys iyt e spaplstedpied i Epubhitss- boxes when
the contents are chosen as a random pernutation of the

set of all possible outputs. The paper concl uded that
Ipthe 1983 naaaeye\zceﬂikg §Boneess, b ovart e i Rt epjored the

%%ﬁig'fzfi‘xﬂc%r&ﬂeyﬁgs BP5-BOKs wHRh %%Bﬂeﬁé aércﬁoéenls@wadde gﬁrmutauon

und i n such a randomy chosen s-box 1f the nunb

opthe seted all possileyutars ubie. Paperrcopelydediiha preé@gnarh sierloseempdhto
s@ﬁéﬂa@@%ﬁoﬂ@%ﬁ@&%ﬁﬁ!ﬁﬁ@b&b&u@@e 8k 48?935% 004  such a

contain an exploitable [Tnearity paper
rangpmbaghiopansy hax iEHapBber s gatrigs is large enough For instance less than
oA GG oRRI AT AL LSRG kORI EWREH Sn e)ggﬁgﬁle
Proceedi ngs, 129(5) 195-199 by F. Ayoub concl

lipepsity.r ecent research at the time had shown that, under
certain conditions, the substitution function can be

deS| ned by a r andom choi ce as a proof for their
The & ¢t ‘Brababilittic ageplatences of seksb rutiomFpernptigion eapryption

neSRAL! OPHE FDALeaile TadBR 1901506 7k | Bdub Borthitfla 72 RELRY
r and om 1.e. user ye , the resul tln net wor

rqsgqrgh #ighe e hadgshowp yhamugﬂermeﬁgg spnditiaps, th(h gubstitution function can

b€ 9«?}52%11%@1 & §§e§1d9ﬁ1%ﬁ§i§:{: Xs a ‘Iﬂaéf fot Fheir@¥Eaom ﬂH{nh RYeli értclteltég\o or.

I on” of | nput refer to ove

Tb@p@es al»mé%crabeldémtnghea thmmmmmswoe*ele@%mmom, ie. user
k@;ﬁé&%b Pég&ut.gﬁentezgfk Mslnsswmé eay high Fﬁ:@&bgﬁfer o ecﬂe%s

Boxes'

PWWV%YeEm“Ebﬁ%WXW%ﬂﬂbﬁﬂSEﬁ@@@mﬁ@%ﬂiﬁm@bﬁ%er|ng, Queen's

Uni versity, Kingston, Ont. Canada, published in LNCS

no. 218, pp. 523-534 (1986), the authors explicitly

W fer &0 ihp above twe papess henradlpwingra rerdomnehioiqe Sh %pole%@HMS for
osimiespbhat each ciphertext output bit should change

with a probability of exactly one half whenever a

single input bit is conplenented. This thesis

@S ﬁ{ag@ﬁshésﬁeoﬁwm&i%@fw&@ Sban,g gfd %%sé?m Ehfvares,

s-boxes that satisfy SAC an
Depastyeqnt 9f Elgetrited Kopiaesrimgi Quden’ s Urdegysityd Kingston, GiteCanada,

ﬂﬂﬁﬁ&ﬁﬁ Ll%ﬁ%' i 2?8/ I’?@ %2%9—%339 9@!5)' thtetﬁﬁ%hgﬁt gl‘idétﬁ Jiéﬁne éhe strict

|nvert|ble 4x1 t1ons t at satis
avadanshariierianh €A QD). dlibe S AQ states @atmaddupberwxmtsmb bit |shcuﬂd change

wRR%PRobabifitl 5 RRGHy JAE HALF b ELORAHSE: B S complemented.

This thesis describes the heuristic process used to select 4x4 s-boxes that satisfy the SAC
and an additional property ‘avalanche variable independence’. The process begins by
selecting all the potentially invertible 4x1 functions that satisfy the SAC, and combining
them 4 at a time to produce 4x4 substitution boxes. Additional heuristic techniques are
described in the thesis, like optimizing the search process by selecting 4x1 Boolean
functions from a limited number of families that produced ‘perfect’ s-boxes in the earlier

steps.
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described in the thesis, |ike optim zing the search
process by sel ecting 4x1 Bool ean functions froma

wo ez 1Inunber of families that produced ' perP@UDiB2005/003104
s-boxes in the earlier steps. This thesis highlighted
how t he ci pher described in US patent 4,275, 265
(Davida, et al.) did not nméet the SAC and val i dated a
potenti al weakness in DES that had previously been

iuﬁ ﬁ{gsfls flﬁg%ﬂgf?&éd R ELe ¢ g%%ﬁ@efs&%ﬁ% UktpathS0274 53 (ngig Q:t al )

0SSi e to convert a construction th

dld@'@émﬁ@tth%é&x(: 9&5 validategApoieptial wealiepsinEY, thafhad mmy@lefé)een
ide Rk Ay r R n%é‘gcﬁ&‘s i ﬁ@&gﬂ%ﬁé&%ﬁ%s}r BCdsGhle cecv&rnvert a

several IS nor kely that” this can
coshnaion thaidessaot $adsly Gres¥AG &t 8 ﬁonsgu@tl@ub@tdp@wtlﬁm the SAC by

n&%ﬁrggkh@%xﬁeu%&lvwmev@m B € TREFBH 1EelyARar i EMBbe Rhieved

ran erfect nonlinearity criterion for s-boxes

whers the qogstrt@égmsu asabptifyion mernn%@nwmk where|theregmptation wiring
idoff i@ for Cryptographic Functions.' Advances in
ypt ol ogy -- EUROCRYPT ' 89. 549-562; the authors

Mei er and Staffel bach. The authors state that the

Tﬂeeﬁérfeeﬁn ?Hédn%?@r&éﬁ% £6F 4 b&lek Qs Afst 8GEIbedith ftﬂésl'99§‘ 9 pa d

s In a nhuch stronger requirenent
Nm»émqmchm@rfor Csiptogmphis Fyncagm n@dvamqqafrr(fa}m?l@yam r's
Eﬁyabfc%ﬁe{ 89’3" 54@5\6911*3@ @hﬂ&g §/Ieler aﬁ& SfafRibh Q! ﬂ{g%&%&' sk that the

Letters, vol 2, pp 7/-8
peziect mmhewnmmsompéﬁéﬁs |dbfé§1q1itemddti§ i facg%méﬂaftttqnger
s-boxes that are immune to differentia
%ﬁ@%ﬁ%ﬁaa§§9§? US patent 5,796,837 (Kim et al.)
publ i shed 18 August 1998 di scl oses a process for

. . S, i . . .
TR T ORGP e NN afa SEER s ITIUORiA Eol gt
Infoxeiation P@pe%ing)Lemml viok HédFeZ’914;éB% @py 728000 Ghilistd Ms ddams
G PR O B S PR B a6 i i
mWn@n@ﬂ%mtal process (simlar to technlques descri bed

by AL F. Wbster and S. E. Tavares, in the thesis 'On

t he Design of S-Boxes' referred to above). Fromthe
Up petsatld, 7R, &4T(Kym. e albfpuplisfiedl 4 A darenwitl89§ dibclosgea progess for
GO PRt AR it M OTRSE AL LA p Rl NOT L RN . Us
paterti 084,91 & (Aldapisdet@l bpblislad 20Hicbmaryc96 Idisclosesthherisgint |,

te@lﬂ'ﬁ@lex f&%‘eﬁ&ﬁ&%ﬁtf s-%gfémpiﬁ’éﬂ S EGn S othQ G ieria rapidly in an

incremental process (similar to techniques described by A. F. Webster and S. E. Tavares,

is

in the thesis ‘On the Design of S-Boxes’ referred to above).

From the preceding analysis of published material, we can conclude that the general
direction of non-arithmetic s-box research and the generation of non-arithmetic s-boxes is
divided between three schools of thought, namely selection of reasonably large s-boxes
with all possible outputs randomly permuted, the generation of key-dependent s-boxes
from s-boxes that are known to be strong, and finding newer and stricter heuristic criteria
for ensuring desirable cryptographic properties for fixed s-boxes. In all cases, the three

schools of non-arithmetic s-box generation are in agreement that s-boxes must at a
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with all possible outputs randomy pernuted, the
generation of key-dependent s-boxes from s-boxes that

w@e@eksomh to be strong, and finding newer andPGI/IB2005003104

heuristic criteria for ensuring desirable
cryptographic properties for fixed s-boxes. In all
cases, the three schools of6non-arithmetic s-box
nyainem ensyre the eompletaggse eniterion witlahigh phabrbiditynust  at

am ni mum ensure the conpl eteness criterion with high
probability. We note the foll ow ng properties

Wenete thei foowiog peapettiesredricerniiginor-a@sithmetib atbaresed M|

Bool ea

el cor S APEE BT Bobflin fpRs K333k UGB Gp B peisipa o
randomrbaloamced Mkl Bool ean functions and then

heuri st d to sat i sfy -SAC

can be débg]?ect ed r%ﬁ 8¥8 Vepern X?lfuhcﬁda xfll\é(koé)(lf A E‘P}Cﬁ%’fs and
per nmut a:hm)lmunstlcallsnmgbmdrtowdfyoSA@ cr ypt ogr aphi c

substit SP) ne ui_ |
from or{gbg?%ﬁg%eg}%ggdea bﬁ 2m<€ %gernac P %ﬁlmé\’?f
i ndi vi cheahiitgtiomt | Sfl es the SAC V\,hl | e the SP network

' | f SAG d while.. gl

Ir f)aﬁ d r%ggl%%% og r rg to%ra ic SllUtbv\fC 1&1’1 peglglutgpg{l/ f%ﬁ gfzty%vork can be
descri badf fromyone ot memtungfuy MxNes-BXEs edchef ehivhliadieidGRy

net wor ksa ﬁx%tﬂftcé thlk—b fe §ﬁ%eta l? }tse f‘rl\rg%)? r;oé 57 {sgi ti\g HRQ‘? and

of itera n I'n"évery case e
s- box eSNhAletamngli@wlun@hiémayptegmlﬁm 8B netwolk, aspiehieudly désested,

achi ev n e ighest achi eva

al gebr g‘?%’ eggrhgl-@' di SAF he %tsq;]a%eﬁf'%gmy esaté%?%ﬁﬁl’?@ﬁ: after
are chawermrfrmremusdxbﬁteﬂaudm,on pernmutati on network to
approxi mate an ot herw se technol ogi cally inpossible

| arge strong s-box. In software or in word-based
Iperessosmali phacticat fivy e€boxieh witb idend dhiaxaeteBeatis @@dh ds digd lighest

&ﬁéﬁgfel 2 nshngz Al\t'}Q the'vg\éz/hegt %Tgl.} lg? %ébralc Negrefls\loﬁ the fastest achievable

asdlagheate mhbseu cfdm aonubstinbtionpleanwtatian reBUdvdro apedxamatenan otherwise
te%&ﬁ?%ggg%%gssﬁ)?r ﬁlﬁgtgl %?St rul ctured parallel Nbit w de

&’ ®onsi der a 32-bit general
pur pose processor such as the | BM Power PC or Intel

[C ect t he Boal n AND..i nstr.uc rf.orns
A i S bR SSRGS R e PRt it oei o
operptitins SANPL, MV - move/copy, NAND, NOR, NOT, OR, XN OR, XOR, etc.) are a

form of a single-instruction-multiple-data (SIMD) operation executed over strictly

structured parallel N-bit wide inputs. For instance if we consider a 32-bit general purpose
processor such as the IBM Power PC or Intel x86 architecture, the Boolean AND
instruction performs 32 individual bitwise AND operations on the 64 bits of input supplied
in 32-bit wide register blocks, releasing 32 bits of output.

All MxN s-boxes and Mx1 Boolean functions are implemented in software either as look-
up tables or through a suitable selection and arrangement of the primitive SIMD
operations. An example of SIMD operation use in cryptography implementing 32
concurrent software efficient two-to-one multiplexers is found in the cryptographic hash
function MDS5.
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in 32-bit wde register blocks, releasing 32 bits of
output. Al MN s-boxes and Mkl Bool ean functions are

wo pbesmns ed i n software either as | ook up tabPEFIE2005/003104
t hrough a suitable selection and arrangenent of the
primtive SIMD operations. An exanple of SIM
operation use in cryptography inplenmenting 32
concurrent software efficient two-to-one nmultipl exers

The Iﬁo@m&lﬂcﬂc}m@teﬁgtyo%fcsqmmg&u&a&m {HRGHA P Bari¥isdP Each bit of

nost distinct characteristic of SIMD instructions IS
ep¢haipput segistertonpysaffectséhg kitin thesammelposition indhe putpwputhe least

S[¢RECREH Bhoh iRl Pl dify Bickluft 1b4ACSARBark BR of 18 Bulolle, the

e out put - | east significant bi each 1 nput
mashsigniBeanppif yf %PIF appiregisisr ply gffects e mb%sﬂlﬁ@mt bipef thre

ogffﬁlp Wi Su?}iao *o%lﬂvﬁéﬂ 1ftér§t§<[‘$r %}bﬁpeﬁ ko ﬁﬁpwitﬂﬁwﬁse ?f (flig]ed or

ster onl ects th Sl gnl I cant
q}b@)tmta@?fb bytslat‘fhpmwrattheé ﬁ@iemé Marjable) Reramtasiongrubsetépn or

ahﬁﬂﬁeht:‘ %f)ermang QH Botucﬁﬁwcgacl( I)f the€ gutEIEt biie 'Ed l?é)alfﬁe):teﬁ ‘BSI MdrOfhan one

yt e sSwap % ot her f1xed vari ab
i

biyof pashef ith@d\’ M@@tmplutreg;ﬁerer Thareforerfisted @r weqb@trp@ﬁgn, date
s@z%pn?% +1 é ‘?ﬁ"ﬁd%fr V!ﬁh%l@ ‘lﬁt@i&% p@ﬂﬁﬁlﬁatfoﬁ lﬁﬁm?g guggﬁtﬁtﬁjom

an one bit of each o w de | nput
arifhglesie epeyatiop ereaP@ried g joadduse ﬂwpahffamrebthem dlff«rrenttwts ef each

%amgis&g vJB[chQ{)&gént&f Mglg, Bra giu g@;cggimg. twi se

nmut at i on Itwse s t|o or arithnetic
operations are required to introduce the diffusion

TRE bR/ %dﬂeéﬁn?c{uﬁg‘ hre RibdBin Q\{]o,r@ 2854 Fﬂﬂﬁgcn{rgﬁtb %Eﬁ&n&{‘&iuﬁ@e I's
essenti cryptographic catl ons
peEtEign pgerRdersnbanred taingodpse an |dﬁfumd based
archit %‘:ﬁdﬁﬁ %sﬂa‘ﬂiy glﬁfﬂfeﬂl@ﬁ[ﬂe@ hd 19bs fip Bdﬂeg‘gﬁf%dn%ned w1th s-boxes;

oper atrons requi to I ntroduce usi o
p- boxedixed bmmse yotatingl oparatiensds fend doOSF staatldaré§8é47d89

conbi negyihbhiSrdRexes; - fixed bitw se rotation
oper at ?)gns aslfoun in GOST standard 28147- 89,
publ i stker+dependge bitwise ketgtiadeqperations as idisclasesin test abovoreferenced

oper at i rrenced US
patent 4, é%ﬁg%S?Lg%A erl?BuﬂhEFeda]hW% %?%glrch 1981 ; -
dat a- d@p@rﬂ&eqrndentdp@tlorome@@@nms disetosed indil'$ Bhtowteld 37 5¢S
Pat ent ﬁeékéé ﬂ§l4sh(3 gg‘lﬁperl)g’lélubl i shed 5 June 1979; -

bitw se |ng operati’ons conbined with bitw se
r ot at i ditwisganasking ANIA aperationk cerobibédwvitly bivpise ettationoperatidns

as R, amthgfxm@igag%@faﬁ&s%ﬂ& Z0R, XOR, or ADD operations as
disclosed in US patent 4,888,798 (Earnest) published 19 December 1989, and
in US patent 5,168,521 (Delaporte, et al.) published 1 December 1992;

- permutation instructions such as Group Operations proposed in ‘On
permutation operations in cipher design’ by Ruby B. Lee, Z. J. Shi, Y.L. Yin,
Ronald L. Rivest, M. J. B. Robshaw, such as PPERM and CROSS operations
described in the paper ‘Efficient permutation instructions for fast software
cryptography’. IEEE Micro, 21(6):56-69, December 2001 by R.B Lee et al, or
such as BFLY operations described in ‘Arbitrary bit permutations in one or two
cycles’ in the Proceedings of the 15™ International Conference on Application-
Specific Systems, Architectures and Processors, pages 237-247, June 2003 by
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di scl osed in US patent 4,888, 798 (Earnest) published
19 Decenber 1989, and in US patent 5,168, 521

w@ Debagors e, et al.) published 1 Decenber 1992PCF1B2005/003104

permutation instructions such as G oup Operations
proposed in 'On pernutation operations in cipher

design' by Ruby B. Lee, Z.-8-. Shi, Y.L. Yin, Ronald

L. Riv_e%-t hi fhal.] . ~B. Robshaw, such as PPERM and CROSS

oper at i 9N WEIGHHRRGicl e SnRAD, Sg%, IMI‘J"JL &%) as found in GOST

permnutation 1nstructions war’e
crypt ogﬂ’fmhlyl%l‘lEEﬁEpllthshgdle]RSe; 56- 69, Decenber 2001
R_B C F cribed

T e b E oo R Bpic B e b Abt RS EGRR
in the ¢Rertiendi ngs of the 15th International
Conference on Application- Specific Systens,
Architectures and Processors, pages 237-247, June 2003
S:WJE bitgfise permuthtion andmmismasp,@iam ah d@bmlmedop treaboanmitents are

A7 ‘ggj h%%m %%@dny 3 T@‘g‘tmﬂ“ﬂt éi?t% es“sSe 8g?ﬁrf’6th°nal logic

cyymtry gmp&rsm gf theio prdpesed pp intendad sbfbyiare inpdementgivar Hghamic
bﬂ%e hﬂlﬂe?tlo %&)glfa{l&nSQE&#lﬁg ?ﬁ{eguarﬁﬁm M aQraPma(sga?lg Sdleu%p

t1ons as“descri apove paten

dﬁm@kient@nd bey-dapeirtentiifion abitthnily chbspn asysv\m”catwgs and permutatlons are
d ic.C itr

LA LR Dol 8608 8 PRl i Y

i n’pl enentation. Dynanic bi tvvl se pernutation operati ons

RE
glg 612 ge Tl e@%ﬁ;?l {r];e it a)eﬁe% E o gw ?B?s'pg P errg;ntatzon in
Seﬂmmﬂbéﬁs)i 1p91 @Sultsns rtmitdﬂmplmnhmtanm&x@@&:d in parallel using

OE%']% %%ﬁtﬁgg iACNbd Ir'(‘ﬁ{ gw%o k> U%%? %lﬁl%glct}r%nctl{l%gﬁ ?, Ie (éveé)ger ations.
Agereschave eldnwbEVa, biBisheing does mhmrm@mterkla‘ﬁaﬁdmﬂslww%the thirty

oL ST BB, B 3t Py
seftware uh@equmtmqns veng\dipict ERren@Ro dikBireBaGbie sidd regikters in place

tion shown abqgve,
o s P A0t T, ROSRR e hor CRUF L PRY R BERa & e
sequentiah pxecytiandatenay tenetoyimplearenti fifigle eipherchyp beaking up for the
' ng allows for faster parallelised
réggge%%&gﬁ?a&lp%}é‘n@mr%l ons using direct references to
di fferent N-bit wide registers in place of bitw se

CI ri]l%to i (%rﬁeh 1%1%saalss’oI crz]lge(F a&?&%ﬁggo%ralgon S’st) are prcl?ba‘inhstlc

I NCr eases
algonthms that quickly find a good solution to an otherwise intractable problem. Such a

solution may or may not be optimal, but is considered acceptable for intractable problems
for which finding a good solution or proving that any given solution is in fact optimal is
computationally infeasible. Any of the following heuristic algorithms can be readily
applied to improve randomly or pseudo-randomly chosen wiring permutations or Boolean
functions used in the preferred embodiments of the current invention judged by certain
cryptographic criteria used as a measure of quality: Genetic algorithms, Greedy
algorithms, Random Search, Tabu Search, Hill Climbing, Ant Colony Optimization,
Simulated Annealing or their hybrids and parallel variants. Suitable algorithms are

described in:
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sequenti al execution latency tinme to inplenment a
singl e ci pher, but making up for the reduced

w@eoobosivance in vol une. Heuristic algorithns (BONEB2005/003104

tinmes also called approximation algorithns) are
probabilistic algorithns that quickly find a good
solution to an otherw se it@ractable problem Such a
solution may or may not be optimal, but is considered

acce { S5 'k [ indi

a go%ﬁggﬁﬁ{“%% 1%%%@%\@/? @afﬁg?laany gS? g}ré%@ S oepaé’i}geﬁ&(ﬁ?%rg’
i n f 2001, 8PBNn#H4G-6536GBout at i onal | y i nfeasible. Any of
the followi ng heuristic algorithns can be readily
applied to i nprove randomy or pseudo-randomy chosen

wi r i dgpppeimationtAlgerihos faBOH-kad Pfabtems byrI3.S udechbaum WS

Pr ef SR RORLIBR 908 shRE) G4 bids | nvent ion | udged

by certaln®cryptographi’c critéria used as a neasure of
quality: Genetic algorithns, G eedy algorithnms, Random
Sear . Hi i 1704 .
Opt1 iy soppRarCiEARE Ry b e s O v i sd R S
par alNagli, pphlished isCryptolagidvad XN 1§d¥a 4,H983, prgesd@%etiBbed

i n: Approxi mation Al gorithnms by Vijay V. Vazirani,
Springer-Verl ag, Heidel berg, 2001, | SBN:

3- 540weEBESt Cryplapgy oxefiEranspositdryGipheds bg J PoGidiPaidR dSafavi-

ooe P el REgRAbRR: il aP K TENIS B 7S o

Substitution C phers by WS. Forsyth and R Saf avi -

Nai ni ' ' ogi | .. 199
pagen 505 QP rdion H MR TRNER PN Bla Mgk i By donl ity
Ci phélak byd Brémy Xatetd pulsistiedin I8atuze/NotedNai Gumpupren Skieadeci$41

Tuo- ST O RS SR e e e b Bl can

Functions by John Andrew C ark and Jereny Jacob,

' [ 4 ure Notes in Conmputer Science 1841
S %ﬁ%’é??%ﬂ&%‘*’*i*’ésm 3-540- 67742-9, pages 242- 254,
Iisconitrasty acobrdirgeo one/aspedt the presentdntanten proaidensa diuhipld-impane

> 5 .ipvention provides a multiple-input
wiﬁgg?%&gsul?gﬁiﬁé}%%ggap\?\%ch is adapted: to receive a
cont i guoumlrgceingrmixentghousip ntimbered idput bits 7§, d; tod,, whiderais at least

is at Iea4§tand

to output b contiguously numbered output bits O;, O, to Oy,
the s-box comprising:
¢ primitive s-boxes sb;, sb; to sb,, each of which:
has a multiple-input single-output Boolean function fi, f5, to f-
defining the relationship between the multiple inputs and the single
output; and
is adapted to receive a set of input bits s;, sz, to screspectively, each
such set chosen from the a input bits to the s-box and containing si;,
sly, to sl, bits respectively, so that:
each of the numbers s1;, sk, to sl, is in the range of 3 to (a-
1); and

the sum of the numbers si;, sk, to sl is larger than q,
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4, and to output b contiguously nunbered output bits O
2, to Ob, the s-box conprising: ¢ primtive s-boxes

W@ D00s/033023 t 0 sbc, each of which: has a mul ti pl PET/IF2005/003104

si ngl e- out put Bool ean function fi,fz, to/ c defining
the rel ationship between the nmultiple inputs and the
single output; and is adapt®d to receive a set of

i npuandpin péuckithe lsoutpyidits pEihip sbpk gemprisedbecptpit¢f thee Boolean
chosghcddnem the a input bits to the s-box and
containing sh, sh, to slc bits respectively, so that:
each of the nunbers sh, sh, to slc is in the range of

ABcdr@ng & Qﬁoﬂﬁf‘gspk&ethé B G 1vBRi ARG aByprSdaptiCpratess

I's larger than a,and in which the b outputa%lts of the
whichox conprise the outputs of the ¢ Bool ean functions.

Accor di NGl ﬁ%t)ﬂ?éuo ?ﬁlﬁﬁber&ﬂﬁplﬁ)cr% %‘? I, th v @ﬂ&ﬂe s at least 4,

provi des a cryptographic process which: receives a
conti guowsfly nunbered input bits /;, h to la, where a

is at le ' I ered
out put b?%gpu%b,@%gfg%ﬁ%l,ﬁlb?ﬁggp g%eig?jcbgﬁg?%n ng: c

pri rithe pipeess coRIBpr at i ons sbi, to sbc, each of which:
has a ”Ulctcdrgﬂi v B oq?rﬂﬁhf&b?,%?%tsbc@%%h‘%ﬁ%}ﬁ&f?m i on/
e e rela h

12, tol i ning the at1 onshi p between the
mul ti pl e i nputhgs amaltiplesinpitisiigte-Quipys Brooleamfnckon fadpitak s

a set of inpu tdeﬁ’lixihg‘ th%irﬁla%shih BetwWebP &%%ﬂlﬂ?h }ehpuﬁ A6 the single

such set chosen fromthe a ihput bits to
crypt ogr aphi c ompa@hdn and contai ning sh, sh, to slc

bits respectiye&lYeiveQ sgﬁtiﬁput bits sy, 52, to screspectively, each such set
chosen from the a input bits to the cryptographic function and
containing sl;, sk, to sl bits respectively, so that:
each of the numbers sl;, sk, to sl; is in the range of 3 to (a-
1); and
the sum of the numbers s;, sl;, to sl is larger than q,
and in which the b output bits of the cryptographic function comprise the outputs

of the ¢ Boolean functions.

Brief description of the drawings
In order that the present invention may be more readily understood, preferred
embodiments of it are described by reference to the drawings in which figures 1, 2, 3 and

4 illustrate processes according to preferred embodiments of the present invention.

Descriptions of preferred embodiments of the invention
Figure 1 illustrates a portion of a key-and-data-dependent substitution-permutation

network cipher according to a preferred embodiment of the invention. Figure 1 can be

implemented in hardware directly as a circuit or simulated on a word-based architecture as

shown below.
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each of the nunmbers sh, sh, to slc is in the range of

3to (a- 1); and the sum of the nunbers sh, sh, to slc
WO g00basmes than a, and in which the b output bPCEIR2005/003104

t he cryptographic function conprise the outputs of the

c Bool ean functions. Brief description of the draw ngs

In order that the present -ildventi on may be nore

readily under st ood, preferred enbodi ments of it are

SRS LEASAA A5 AEAN NGRS el 1, 102
1t0§ 1&4@@ ApBdT lmm@@;lorrérlﬂ dllusfratehestatices@antsidnrnf et input. 100 by a
f%é&{fl 3%}518?;?“9;&\%5 & Qgé Tllgp ggfh?%gbtu?bl%f T Rurd BYE M50 Qhtains
por

gure ustrates
fré@ynme&jﬁt?’al d@@é‘i‘iﬂ@ﬁlb‘)@&my thepeiod whisb(k2it, 422 aml 123) are shown

lﬁﬁgrreﬁk Th: BRSt @eerlﬁr@gfﬁe tgtspfﬁf ﬁggst ggiegdd L%n;rhggxl 5

i nventio I gure 1 can
bkl @3 takes auniquecset afiiiinee gwputsifrom mpwdl 08 rmamelythe bisd 68 dnd the

(2%%@31’1&9&%0%1@ 182 m%fbﬁn leeLa? Zgﬁgie?)@t rP]ﬂp ?%50 lelt;eréscl s-box 122

ment 1| ustrate
tiles ¢ unigod set e{three indit bllﬁftommb‘: inp8. 100 ramilyrtbe bio ﬂ]O‘ﬂ.ﬂIﬁi the cyclic
f [ b
P 0 U PN g o B D0 g
unigya setiof thsee impus bits) fremr ttmmp@tcsoemmme bitBe1 ambthe nyadic next

t e
95 g 0P I dhix g PR Rlobut £1° Bl oL B el ouiput
138 issiiredusedby & Bxles-bixt, svhere3ach S.I:B@s red3@&:s alsé‘ﬂofalnde inPbt biffHwm
RS from

1]i:fﬁr% 6‘?@%893%3%@%’3&? eéé%J (i}tﬂi%%ﬁlgut l‘ttS%’e cyc | c net;évto btltS g
chinmon ¥ath aap dthe 06t theyEnesett offgreainpirigise bit out put 135.
The 3x1 s-box 122 takes a uni que set of three input

bits fromthe input 100, nanely the bit 104 and the
Tedividhallyreesdt ofttipplbiality @D oarfenclions indjested by fefigere ahmgdarel 20

u

cBpis it fibh b o Pl e nbur Bl e, ) ¥ B,
eghodiment lﬂmratfbylcil figumd)each Qﬁihfbplmahﬂy()ff sehod fﬂlﬁ:ﬁpns 1nd1cated by

' f .the bit
<SS Pk AR Pulaf gl oSl iy B o
Boglehn Binbiéno. r ecei ves a set  of three i nput bits from
i nput 100, where each of the five sets of three input

bits has no nore than two bits in comon with any
The pesferrsf] embedifrienicofglat @ireht inbention illustnstedort fgure 1 has reduced

wiring redundancy compared with traditional MxN substitution boxes: each of the L-to-1

Boolean functions in the region indicated by reference number 120 has less than L inputs
in common with any other L-to-1 Boolean function in region 120. In contrast all
traditional MxN substitution boxes must have full wire redundancy in order to satisfy the
completeness criterion: the complete M-to-1 Boolean function for every output bit must

share all its M inputs with all other M-to-1 Boolean functions in the s-box.

For the purpose of illustration the s-boxes 123, 122 and 121 are chosen to be two-to-one
multiplexer functions where bits 119, 116 and 113 are the selector inputs for each
multiplexer taking the sets of bits {118, 117}, {115, 114} and {112, 111} respectively as

data inputs. Both the select and the data inputs to the s-boxes 120 are drawn from the
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I ndividually each of the plurality of s-box functions
i ndi cated by reference nunber 120 consists of a
woenslosieenr three-i nput singl e-output Bool ean PCHTR20G003104

In the preferred enbodinent illustrated in figure 1

each of the plurality of s-box functions indicated by
reference nunber 120 perfodds a uni que three-input
ingiuh §00s andrthp sthokes| 120 erech fiotm of datedepeBdant permufagiont | on.

The preferred enbodi nent of the current invention
illustrated on figure 1 has reduced w ring redundancy

e thagpaayetiie winbdditnesstaif thedm‘aﬂntimheuib dlfustreted orfigyox b achdech
et B Dt e on BBl E kiR, BRfiph el B4 00! B ugur i
pempuEtioni it ackmmm prédetermingd éftbréxexpanswn bf Bpot Hina predetermined

I I L1 I
B P Ul A 50 ¥ AL Bl
substitntide A 2Q achigatnigsf Artor heorapragsioatod ﬂesespmdbd atdrpadiatesate 110
oI ean function for every output bit
fﬁmg%ﬁag?e ﬁgoatptﬁsM inputs with all other ikf-to-1
Bool ean functions in the s-box. For the purpose of

Itttu: g&ti)ftital%b?;]feﬁ Bgck in Qﬁ(ee%ga‘tzl%o &g%o@lﬁ%es]cmﬁ Qlfcﬁ %8&1%?5011 as

xer functions
‘d Adth- iredr Mralsmrwmb Lsalﬂlebﬂeeﬂbacki putaspakalel kadﬂack NLFSR’ Ina

o P 0 RGBSR o B8 e e b 100
Thé elfkleﬂlcecd.f banflowheyclicdlly to thoutts dttecto thealepervlonaysof £2¢h tir af the
}qlg A% f &V%sfg&?cu%tts]t? 91 g t I%l{hl%g %xa?n?p)ie lﬁﬁa}(%s alt 'li;rﬁ{n? m of two

reamioth aehlet/e the r&qluaed dlﬁfambn oomplbtebess.s il lustrated in

figure 1 includes a plurality of input bit

expansi on- pernut ati on, nultiplexer functions, and
V%quw thatitht cyitrahpritia tvire haterlcies dmfeiad\/dsthabipﬂ'af eetpet MOzl expected
top%er rr?ﬂ thexfg Or}lsnflgtlgl lgrftuel%( iR LII n% {he 506?32:112 Eén trnagtdw%t%le o ¥igent
inveRtdyn; almmsl anldeldemmg debshttﬂ;mb Hoxdsbasedion hﬁﬂlmmb ioparativgns always

|on of . t e nded d| ate st.at.

’fa[‘TB‘t‘ ‘{nﬁrym n@““é grijeghpal v S?*%u‘%"‘es FFP"t“ Sty flos] yghificant
blts’fﬁehhlﬂnaf:dmnyrmpcrandm i nput 100, we woul d descrl be such

a construction as '"a non-linear shift register with

paral |l el feedback' or 'a parallel feedback NLFSR . In
Figupr 2{llmstraeh acpoloiohi ofelnt bijetti tehvariantrof eﬂtby-hmfemm-ﬂepmﬂm

N f 130.is f back ' .100.
R T N S T
crbbpuinlarfyheofuremiindaiion. Tt hgion WUpIAEnIITES 5 bict inpoio The

reCﬁY?%l irgﬁ &?%ﬁﬁe%ﬁve%@refo 1%{; t0 theqei{ hi‘l mplﬁ)éggp'![‘ﬁe region ilﬂ? Reftifies

twenty-five bits of output. Region 211 identifies 20 bits of output dependent on twenty

five-to-one s-boxes as illustrated in region 240. (It will be appreciated that only one of
those twenty s-boxes, the s-box indicated by reference numeral 241, is illustrated in the
figure.) Region 221 ijllustrates five bits of the input. Region 223 illustrates five bits of the
output dependent on a bijective (reversible) 5x5 substitution-permutation 222 of the five

input bits 221.

Each multiple-input single-output Boolean function 241 in region 240 takes as input a
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rounds to achieve the required diffusion conpl eteness.

W note that the critical path wire |latencies for each
w@boobias3od t s of out put 130 are expected to be POUTBY5/003104

uniformin a circuit inplenmenting the process. In

contrast with the current invention, circuits

i mpl enenti ng substitution-B8xes based on arithnetic

pegsieteamingd set 2BQval/Bveehitsisih as$B1L A3G) 3330 S andi 238 from region 201
ggﬁér%]tiirff:gfgs oﬁfg)‘ilgtlh}é\”f%s? irlg@fc lﬁf‘ﬁ)‘ tﬁélfi&ﬁpé‘dlﬁlﬁﬂér (RBRVRRORD EIB 1g in 250

I gni T can aln of carry operations. ure
gengratingdit 250as ontpplo rlnpu hit @62 istthe tricprdof| thestwodnpunintap?Sla For

egcqy ofF I‘HQQI ﬁo’nqtﬁﬁ’é?p ﬁlﬁnih tﬁé@%&l& 95‘(5,%@\5091%%{{5&&&& iBQ)B an function in

net work ci pher process according to another “preferred
thentiggigh 266 musifre¢eiee inppts ey fiomtbaitegion. to Hedeft effhe secombinput bit
] iof ] i 1.5:.0F i identifies
lftlt\%e%ﬁdf - b%%?’z‘gﬁﬂ?ls}eglgﬁ%h%ﬁ‘?g# ?nto %ih%g%th&rzbg%@iL'The regi on

210 identifies twenty-five bits of output. Region 211
SR ARl 5Pl Ol R UGB o i
finietto-ohres-hpyies 81 nsed dn thh atep divsiratehby pigiant?d eonsie of fve inputs 221

a , - i ndi . f C . 241
P e P B B 3 SRSt L P2 e
B‘q:oi.,egn Hinctorpdefining thewslationshégbadweenaBe i_,npwzil_ls raad e offpyibit, and
Ry R BB 24P R o BRI ) of the
five input bits 221. Each nultiple-input single-output

I [ .
R O B )
pe@dItatpRmetydk 2@Hrdingimarpeefewed aatiodiyesns phithe iy eatgono Uithp data state

. p I
S5 e SR patbnd gl gt yORR AR Eh R itk
depentling ondlecorndativh nidsecanweniéntp UV erd Jiil godsts offore bita 8B, 822, 323,
0 . (0] , 1
R e e
corsistd ofdfivierits 841,3A42.\34Br Hrhan843.egi on to the left of the
second input bit into the conbiner, which region is
marked on the illustration as 201. In the preferred
Theregidmaditillestrateh e stotic expatsiompeempiaton by & festor af 2br ¢hre data state.
s . ] V, - ~ . .
THE RS o0 JSNERE SFT Bt e TR o St PP hen s
illusprated irpthg dtamimglgh 235 used in the step illustrated by
region 230, a single output and a five-to-one Bool ean
function defining the rel ationship between the input
The data atate 360 as Gilicepbits bartijiored dnte dube Watda.nBdd Bafnconsiste af five

bRO9T €852, 39851 ARd 445+ Word SEPSERsRbs EAGIAYS1, 382, 383, 384 and
385; and word 368 consists of five bits 391, 392, 393, 394 and 395.

The illustrated 3x1 substitution function 361 takes a unique set of three inputs, consisting
of one bit 352 originating from bit 344 of word 313, one bit 353 originating from bit 332
of word 312, and one bit 351 originating from bit 325 of word 311. The illustrated s-box
361 generates a single bit of output 385 in word 367.

For all fifteen bits of the state 365 each of the 3x1 s-boxes in 360 exhibit a unique set of
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Figure 3 illustrates a portion of a word-based
key- and- dat a- dependent substitutionpernutation network
w@ewoensionyy to a preferred enbodi nent of the i NRENTB2065/003104
The data state 310 is fifteen bits w de partitioned
into three words (or blocks, sub-blocks or registers,
dependi ng on the notation-fdst convenient). Wrd 311
fewrrinpuss accordirg to éhefgiboye @mplateg22, 323, 324 and 325; word
312 consists of five bits 331, 332, 333, 334 and 335;
and word 313 consists of five bits 341, 342, 343, 344
Thgavondrbaset key-prdyflaitr damodent pubstitutione permutatian petweorpeiplsir on
BEIL R QR SnbaBhBh heniAfioh 1sf B Pl s pllie
dingefangehasm &l ippeayementt offliesiphess sdftwase peafosmiance. t he
drawi ng). The data state 365 is fifteen bits
artitioned into three words. Wrd 366 consists of
iguye4 Hlustatgyan exgmple G AFoftgars impldmemationitiae @pier illustrated in

. . . _ 4 ; _
REF el (bl Yfortirecntfdimel 6t g fiengi 1RO HrodE R or Blfre 4
egemtedpina firpdegsor withadv@st lengies five bits. oWofd AQOtconsist@6flfive bits
U t ree. i . Si st i f )
DRRE B3 MR 85wl MOEHIMIPNE pieCBISUES 419, Ay f01s:
wBEd43} ¢agsigtgof fige PitorAlb#I2, 330 484 andot3d; Buword #d0 oorsisksi df five

bg(? |l719 U481 473472l 495 Riokd &’o%faf g,t Ao gﬂr%e %I&{as tough,

ustrated s-box 361 genera a sin
dggliation intr WwoRBtA0, agrd381 | fifteen bits of the state 365
each of the 3x1 s-boxes in 360 exhibit a unique set
of four inputs according to the above tenplate. The
Wierd 19 issseatichléy peamdted aisiag d epddiadetation 419 towards the most significant

TP e K e )
R b B L S S B e PSR 4.
4232 A3 apd 491 thepectivelyr Tt outpt b 2lthfough #Apare wesdsw h single-

“g% ﬁ?ﬁigug&er' s software performance. Figure 4
[ ?u trates an exanple of a software inplenentation of

the cipher illustrated in figure 1 according to a

f ' ] i 2. rocess_of.
VP08 P G RARORLTAY uhe L Ok IYBR A0on 08 (S PSP G
by ftwe bitdh i Inghis wey it 400 432,188 5434 anfl 485 wre poinmgedloutph0243,

: 0} ' i bits 4 11

98715, YT RgOBE, TR Blouel ¥ B bty pee-
Bl input30 458433, 434 and 435; and word 470 consists of
five bits 471, 472, 473, 474 and 475. Wrd 400 is

expanded to three words through duplication into word
The eegiomrl§04dmtifies a function taking three words of input performing a sequence of

word-based instructions 460 consisting of word based primitive Boolean functions
implementing the multiplexer operations illustrated on figure 1. If we label word 400 as
A, word 420 as B, word 440 as C and word 470 as D we can express the five bit wide 2-
to-1 multiplexer, where A consists of the select inputs, and B and C consist of the data

inputs as follows:
D = (A AND B) OR ((NOT A) AND C)

Region 481 visually illustrates how bit 471 depends only on the inputs 401, 421 and 441.
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Wrd 410 is statically pernuted using a cyclic
rotati on 419 towards the nost significant bit by one
WhRa0s/083013 hi s way bits 4 11, 412, 413, 414 andr@u/BB2a65003104
pernmuted as output 422, 423, 424, 425 and 421
respectively. The output bits 421 through 425 are used
as_a singleword input to 436- Word 430 is statically
Regtonsit gh 48 aillysieate the depentensies 4 dits dia thaenghid 5 mespectively.
significant bit by two bits. In this way bit 431, 432,
433, 434 and 435 are pernmuted as output 443, 444, 445,
Iiwe waredo daspripethg semplgtel five bityeide implemeniation of he progesaigtierms
o9 Bl Sartitbfd AAshd®Si Ngl eword i nput to 450. The region
450 identifies a function taking three words of input
perform ng a sequence of word-based instructions 460
consipst | YN functions
inplgﬁ%%?%ﬁg;?ﬁgtﬂhﬁ??gﬁg§g¥g%perapggﬁgﬁgﬁlustrated on
figure 1. If we |abel word 400 as A, word 420 as B,
I%{‘Q{sgméiéppséﬁ%ogogg qihgﬁr né}lzl%u?j@spﬁV@—bﬁ iSEFORASS the Hput, g}B and

Ive bit” wde 2- - T mul ti pl exer, re A consists
Rthare seannorary ragpstarsandaitig ispouipid, te sasresalgaritigh cathlee wiiaiadly
iy : s- D=l ALAND B) OR ((NOT A) AND Q)
lelgiiﬁgﬁteﬁgllsfugél)%egég’%ﬁ/% ﬁéflé‘?%'r ates how bit 471 depends
only on the inputs 401, 421 and 441. Regi ons 482
thr og@h ARSoide 1§ r ate the dependencies for bits 472
t hrough 475 respectively. If we were to describe the
con‘pR%t%RAiavéRBit wi de inpl enentation of the process
int rq§mg&?$ive-bit variables A and DD D = (A AND (A
ROT li? OR ((NOT A) AND (A ROT 2)) In assenbl er pseudo
code refatadethl purpose five-bit registers RA s
the jwka RPr@nd RC are tenporary registers and RDis
output, the sane algorithmcan be trivially
i mpl BRenRBITRE si x operations as follows: RB = RA
rotate left 1 RC = RA and RB RA = not RA RB = RB

rotate left 1 RD = RA and RB
The above process illustrates how the permutation operations can be cascaded and move /

duplications operations can be optimized away without loss of generality. Other
operations such as byte-swapping, look-up tables and binary masking operations are
readily available in software processors allowing the technician to implement a wide range
of wiring permutations which can be expressed with a short sequence of processor
instructions thus achieving the required software performance without degrading hardware

performance.

In the preferred embodiments of the current invention illustrated on figures 1, 2 and 3 the
internal wiring permutations which include assignments of all the input bits 100, 201 and
310 to the expanded input bits 110, 240 and 350 respectively, as well as the assignment of
all the output bits from the plurality of primitive L-to-1 s-boxes in 120, 240 and 360 to all
the output bits in 130, 210 and 365 respectively, is chosen at random.

In other preferred embodiments of the current invention:

- the internal wiring permutation is chosen using a key-dependent pseudo-
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RD = RD or RC The above process illustrates how the
permut ati on operations can be cascaded and nove /

walabioz®wtd ons operations can be optim zed awayP@i/IBROQF/003104

| oss of generality. OQther operations such as

byt e- swappi ng, | ook-up tabl es and bi nary maski ng
operations are readily availPable in software

pr ocess@hrdomprogsst:ng t he technician to inplement a wide
range he Widrhdl JiRfy nlations sBLEdakaRlifo SRt Rfdal
with a s%ort sequeﬁ@% of progessorainsP%ﬁgtions t hus

achi evifegnulie required software perfornmance without
degr adi fgiRahd R RemlQEGRRG urisiBailyYefiid i
enbodinenfs 6? th%gcur[ent invg%tioﬁn?fLusgsgﬁg%n¥wﬁdmmy1n
f i gur esthd singlegeund dr prydiipleveaupd aplypprpiakiglagenships deivesas input and
whi ch i HEgs.assignments of all the input bits 100,

201 and 310 tO the expanded input bits 110, 240 and

350 resipeintdryad witingpermptationis linkied aecordingriorthe wxiaium allpaved
out put  irhs 1R Ed Mrdilakt @bclt Bp@iioRlidai tive L-to-1
s-boxes 1n7120," 240 and 360 to all the output bits in

130, - 21opwhtd 12851 22e 350241 ngl 3p] areslingitrsisin distance fipmdhg outppts
ot her prsgf pisr gk 65A IBBNLSpeLfivdijie current invention:

- the internal wring permutation is chosen using a
key- de p@ﬁa%meaﬁsmagdmh spros de gegions 20,1240 anch3(0 are selected
Wi ring t.at i ' : Or:d
Tt horet TAa T i 8 PRGSO RpcRikcbil 106 201 2pd 310
i s heuregardiag paoh ontent bibim regionseldc2lOrand @ﬁg zaspsetivelyt he
si ngl e- Ik 30 0l er ko : '
el at | onah et el P E B PRRRE P G2 or 360 e adapred o
i nt er nakecepierdna gr ppluralitiael kew bitsad inpits;ed according to
X dTHEA vluﬁ%’x‘? genr}MthLBﬂ 4 @b&EAGY: é%gﬁ rd%gg gi’@é §1’ph§r 40:Perat10n

circuit optimza - |nEut§ to 1

and 36 widiheoftherdutpag 13t 240 ox 39dediffersmt frove thruwidtht of thamput 100,

134, 1 .respectively; - inputs to each

prinit?%2f€§§g@%¥§§§%& in regions 120, 240 and 360 are

sel ect dbe mtesial Wiringgenoutpdonsarelémivesisv pemmsativhs whishcan be

bits i ' Ui | -

2, IS oSO S SR B GRS
processor instructions;

- the internal wiring permutations are adapted to incorporate byte-swapping and
rotation sequencing as found in our co-pending Australian provisional patent
application 2004905897, filed 13 October 2004, entitled Process of and
Apparatus for Encoding a digital signal,

- asingle Boolean function is used for all primitive L-to-1 s-boxes in regions
120, 240 or 360;

- aplurality of Boolean functions is used for the primitive L-to-1 s-boxes in
regions 120, 240 or 360;

- all Boolean functions used for the primitive L-to-1 s-boxes in regions 120, 240
or 360 are different;

- some of the Boolean functions used for the primitive L-to-1 s-boxes in regions
120, 240 or 360 are chosen using a key-dependent pseudo-random process;

- the choice of Boolean functions used for the primitive L-to-1 s-boxes in regions
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some of the primtive L-to-1 s-boxes in regions 120,

240 or 360 are adapted to receive one or a plurality
w@book@eg3obd t s as inputs; a different wiring perpPet/EB20e003104

is chosen for each round of the cipher operation -

wi dth of the output 130, 210 or 365 is different from

the width of the input 10617200 or 310 res‘ggctlvely

t he i ntl@Pn20 oxi3p9 rﬁdiepreaﬂqv@umﬁmdstoawcbw redpmaagcy i the single-
per mut ghi,0ns ] BIRPLEH AR et
sequencéﬁof é%mgﬁgﬂﬁ%gpgﬁ?b%$ﬁ128-o??bgenefapﬁghgm{m ut
procesd¥s; i nstructions; the internal wiring _

per mut qﬂ@fg F fdofitdd g
and ro?%?ﬁ%ﬁog que ﬁgﬂﬁﬁgéé B% %% i %%%E%%@Hﬂhg
Aust r alspbsgqpmp opesitionsil pat ent appllcatlon 2004905897,

,fAIp)lp)Z(rj a 3agls %‘ttogp E{] Cglg'lgﬁ J &%Cfl l'igllet a & £St|9 gﬁﬁﬁ)legf(orgd?gceﬁsor registers)

Bool earard uned in ia sibseqpeaicbperations; | primitive L-to-1
s- boxe

Bool b/t RSk Hrialdd tofbroclr [t plol e
s- boxesubseqpengppamalion20, 240 or. 360; - all Bool ean

et R b T b 0 S Oy

Bool earbldoligbining9s foviad irf eyr coipending prtent applicatians:

s- boxes i }4£%h

key- depengg%?ﬂ%ggﬁ)o ra %%ﬁf%%g%éQEQB&ﬁﬁ?&%@?%%ﬁb?ﬁmﬁm2004
Bool ean fand00oMH08EBd oo 0 anaagyrI0R thotteentitiedA Merhod of

s- boxes 'Em%ﬁ % 240 or 360 is heuristically
refined to re edundancy in the singleround or

mul ti pl e- hﬁ@mﬁﬂwpleytmmmllca@naM"HwﬂOwOb@B\m@tm HpMiay 2005

and Ot PUinalinlifiea DYl 1,00 DRk ndcDBY DAL 201 e (or
5

processor reglsters e subsequent
operatio n@tenmtlohéébtenbhmﬂmmm mmmwomw@ on 10 May 2005
i nt er medi ¥ALd BBLES of Mo AP IRERTOF EF @3 uSisiar 308
used in the su sequgnt ojf)perf%[pl onss,% n§aesrl§a’

International Patent Application PCT/IB2005/001475 filed on 10 May 2005

and entitled A Method of and Apparatus for Encoding a Signal in a

Hashing Primitive,

.the contents of each of which is incorporated herein by reference.

If choice of wiring permutations and/or Boolean functions used in the preferred
embodiments of the current invention depend on the key material called a ‘family’ key, the
hardware (RFID, ASIC etc.) implementation of such a cipher remains efficient when

implemented as fixed wiring with fixed primitive Boolean logic.

Importantly, the unique limitation of choice of input bits to the primitive L-to-1 s-boxes
201 only to bits to the left of 252, combined with the linear relationship between the input
bit 252 and the output bit 253, operating as shown on figure 2, ensures bijective
(reversible) operation regardless of the choice of Boolean function in 241 or the internal

wiring permutation.
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only the internedi ate vari ables (or processor
registers) are used in the subsequent operations. -
wo bmewstondd of applyi ng s-boxes is al so adapt eRCT/1B2005/003104
i ncorporate bidirectional block chaining as found in
our co-pending patent applications: Australian
Erpvisional appl i cations 2384906364 filed on 5
er 2004 and 2005900087 filed on 10 January 2005,
bot h i : A=ToTefoTe IHTaToR opal ;
IPht ofs b iﬁgﬁp l@zﬁ&(gﬁé’l 9%‘6 F“i’ cat S%%a% @é‘%ow 001499
filed on toorestive oW gaendlyarvmbeied dhpvbbiksolldl: tof L.Evteods isqt least
and DecodjnggData; International Patent Application
PCT71 B2005/ 001487 filed on 10 May 2005 and entitl ed
Process ofo autpt Aspafiguousdy funbeRicaput §itaO5iGpntal @, and
Inte ti nt Applicati on PCT/ EB2005/ 001475
filegﬁ§gk%gﬁk£§§%305 and entitled A Method of and
Appar at usc pomitesdwkersba s&i tgnbd edch of whihhi ng

Primtive, th - ] ' [ .

i ncor por at ed ﬁl}eagg%lﬁgélé F’g];me§g%€ g&fp}lwé: (i%}n(;fgncgfm@, {21 tﬁé‘

per mut ati ons adedfihing tBowslatianshiphetwéenrise mekiglei inputhand the single
preferred e”bQHRﬁRnﬁﬁ of the current invention depend

on the key material called a 'famly' key, the

har dwar e ( RFI Ds adpiad tetrgseive aagslof input kitsi sors2,06 sgesphctively, each
ci pher remain I G j as,. i .
wWiring with f issilglggéé Ehh fr%q%o%@lé‘ﬁaﬁg% P sBbohf bhtaining o1,
| nportant |y, tshetashbiseespeedvelat soghatof choi ce of i nput

bits to the primti - - DOX . ' )
to the left of 252,e¥l‘éqloé’rr%tlﬂér2%‘%n%m{)sz ’ ?%etg ?l% ﬁgglrt% rgl?gebolfg% (a
rel ati onship betwed ade i nput bit 252 and the out put

bit 253, operating o lal . gur

bijective (reversi6ﬁi?ﬁ£pera@#%%ﬁggﬁg%ﬁnggﬁ%%ﬁﬁﬁgn%

choi e infwhdighe & eutpuiltsiof theisrboR 40mpriset the outpite ofithe ¢ Boolean
W ri RgR§imutation. Clains: 1. A nultiple-input
nultlpfe-output Ss-box which is adapted: to receive a
contiguously nunbered input bits 11, 12 to la, where a

2l S aj rluﬁﬁﬁ‘l%—irfput ﬁﬂﬂ'.iple-output s-box as claimed in any one of the preceding

claims, in which the b output bits of the s-box are the outputs of the ¢ primitive s-

boxes.

3. A multiple-input multiple-output s-box as claimed in any one of the preceding

claims, in which a is at least 16.

4. A multiple-input multiple-output s-box as claimed in any one of the preceding

claims, in which b is at least 16.

5. A multiple-input multiple-output s-box as claimed in any one of the preceding

claims in which c is in the range of 12 to b inclusive.

6. A multiple-input multiple-output s-box as claimed in any one of the preceding

claims, in which for each i and j from 1 to a, each pair of sets s; and s; have no
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to output b contiguously nunbered output bits O, Q2,
to Gb, the s-box conprising: ¢ primtive s-boxes sbi,

w@bdenssoshc, each of which: has a mul tipl e-i npRECT/IB2005/003104

si ngl e-out put Bool ean functionfi, f 2, tof c defining
the rel ationship between the nmultiple inputs and the
single output; and is ada ptl@d to receive a set of

i nputmdse thgn win(slg2l)-1 blwmec@p@mm vel y, each such set
chosen fromthe a input bits to the s-box and
containing sh, sl2, to slc bits respectively, so that:
Teac h Aomultiple-inputivenlépleontpyt Shoxt as chiimed in any ondhef theprgeeditig
3to ) ,

a1 o B e WA of iyl B AT RS ke Wil o bt o 1.5
of tM&esapbox conprise the outputs of the c Boolean
functions. 2. A nultiple-input nultiple-output s-box
as clained in any one of the preceding clains, in

8ahi ¢ malkipls-iopit parltipde-0utpst s-baxeas slalirosd inragy pheeolghe pietegling
of 1 Rftinfis ANHIE 4t YEsSR@%ER, 1 dha s Mpkib il PUL

mul ti pl e- out put 0X as a Imed in any one of the
preceding clainms, in which ais at least 16. 4. A

[ ti t '
oul ggﬁltﬁﬁgﬁau% wgh@lp IothQtLg L Rtas R1afe A nf b SFRfle bid. A
16. Slaimg mmcﬂﬁhenmnlpm apud b d@h@@@m pditviser latger then 1 in
C|a'€&ﬂﬁbﬂ any one of the preceding clains in which c
is in the range of 12 to b inclusive. 6. A
mul tiple-input multiple-output s-box as clained in any
ne aqf f
igne al, m%ﬂ%lﬁlgﬂﬁ@% gﬂmgg? GhiBh{ Ehox'a8 giag}iﬁéég nlaflf of A Ind p @0y
t h an chaiog; inswiich g lpgst twanifitke mmmhﬁmmmiz, tJ 5l Axe the same.
mul tiple-input multiple-output s-box as clained in any
one of the preceding clains in which the sumof the
1y b dymulgiple;inpyiy multiplepetputs-hoxrag elainddan claim dQuialwhiah all. & the

ti e Jurdbers s! 1, shp, 10 sl are the same.

12. A multiple-input multiple-output s-box as claimed in any one of the preceding
claims, in which each set s;, s, to s, of input bits is selected using a probabilistic

process.

13. A multiple-input multiple-output s-box as claimed in any one of the preceding
claims in which the process that is used to select at least one of the sets sy, s2, 10 s,

of input bits is keyed.

14. A multiple-input multiple-output s-box as claimed in claim 12 or claim 13 in
which the choice of the sets s, 52, to s of input bits is heuristically refined to

satisfy at least one criterion.

15. A multiple-input multiple-output s-box as claimed in any one of the preceding
claims in which at least one of the Boolean functions f3, f5, to f. is generated using

a probabilistic process.
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8. A nultiple-input multiple-output s-box as clained

in any one of the preceding clainms in which at |east
wWor@6033083 b and c¢c is a prine nunber. 9. A PCT/IB2005/003104

mul ti pl e-i nput mul tiple-output s-box as clained in any

one of the preceding clains in which the nunbers a and

b do not have a divisor Iaﬂ@er than 1 in common. 10. A

mul ti pl e-i nput mul tiple-output s-box as clained in any

e oA nluhifid LiR8e SufhiBbox 4 MALEDiBhy! i

the nunpers %@?ﬁggﬁgetoﬁgfg_%re(%%@'sgheyoﬁgghgéﬁgﬁaing

rmul t ichi@s,iimwhich he progesewhigh putsed togsrerats atleadt weelof the Boolean

cl ai Md@iond fw?g B @kbg of the nunbers sli, sh, to slc

are the samg’” Zﬁ A kﬁftiple-input mul ti pl e- out put

s-box as clainmed in any one of the preceding clains,

170 W FhRRC 1S5ple- Do Bfiml RIS Ly i

sel ect (_eg IEﬁs}(:lC ﬁﬁagﬁ“pﬁ%ﬁé’gﬁ’ﬁ gs?(l) cé:spC ?%Igégg%ﬁai@ 1t5£r cliim 16, in

mul t ivyhich the pheicernflat lepit enefitheiBogledyoknctions fab.rred is hevastically

one Qéfg{eh@o%%g%gieggoﬁé@itgﬁoﬂ.n whi ch the process that

is used to select at |east one of the sets s ,, S2, to

sc of input bits is keyed. 14. A multiple-input

I ti / ' i [ | ai g
B (PN R A o B e e bl Pl
i nputclaigns i whicthaslgaistoane of thefunctibnyye,d>, taf. $st baddngediBoolean

| easty, pRg,Criterion. 15. A nultiple-input
mul ti pl e-out put s-box as clained in any one of the
preceding clains in which at |east one of the Bool ean

foun Ctﬁioli‘ﬂplﬁi@le./-input ot le—&itig.ﬁt s%@d%ﬁs?:%agﬁedﬁic%éh in which each of the

pr oba tiC process. e-1n

mul t ifggictionsut. ffaato /5 islachelaasedBenlemp dunctiomny one of t he
preceding clains, in which the process which is used
to generate at | east one of the Bool ean functions /

20/ 2, A wnltiplerigput aydiiple-0Ttput/s-boxlas iclakneed inpoy one of the preceding

mul ti - {: % ' j |aim 15 or.claim
To, - R AR o Seapuhe BP0 loBS . & B Spoeh i edlc
f uncriudiipd¢xer functiont o/ ¢ is heuristically refined to
satisfy at least one criterion. 18. A multiple-input

mul ti pl e-out put s-box as clainmed in any one of the
2y ec édinwigple-input multiple-output s-box as claimed in claim 20 in which each of the

functions f3, f2, to f; comprises a two-to-one multiplexer function.
22. A multiple-input multiple-output s-box as claimed in any one of the preceding
claims in which at least one of the functions f7, f2, to f- is a unique Boolean

function.

23, A multiple-input multiple-output s-box as claimed in claim 22 in which each of the

functions f3, f2, to f, is a unique Boolean function.

24. A multiple-input multiple-output s-box as claimed in claim 22 or claim 23 in

which the difference between functions f;, f2, to f. is affine.

25. A multiple-input multiple-output s-box as claimed in any one of the preceding
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clainms in which at | east one of the functions/},”, tof
c is a balanced Bool ean function. 19. A nultiple-input

woriosiopdoes out put s-box as clainmed in claiml18 PeT/IBEIN03104

each of the to/ c is a bal anced Bool ean function. 20.
A multiple-input nultiple-output s-box as clained in
any one of the preceding clzéj'ms in which at | east one
of ~ t I§kimghich dyygronfigured at yp-tigezonpri ses a t wo-t 0- one
mul ti pl exer function. 2 1. A nultiple-input
mul ti pl e-output s-box as clainmed in claim20 in which
28ac h Aomultiple-inpycryldpiePptpuy sbox ag/claimedimany ebesofzthe preceding
L VO- R4 RNG LR ALEXGHe of HIRGES QPinpRe s, 10 smélch&@feﬁ akﬂﬂ.%ne.
mul ti pl e-out put s-box as clained in any one of the
preceding clains in which at |east one of the
27unciy Aakblelinputmdl@bie-Outpft @?Mﬂs%ﬁ%n&?ﬂl 28§ 0nd ('J!ﬂﬁ% Rlkding
23. A multiple-input nul'tiple-output s-box as clained”
i n cickims povhih gifheastone o€ hedpnctings fiuh &e fodhrgeonfigpred at yyp-time.
Cc is a unique Boolean function. 24. A nultiple-input
mul ti pl e-out put s-box as clained in claim22 or claim
283 i v Wpltiple-inpe lnlerupels-Yaxanskimedinany opgsofjthe preceding
| S atfaih€in viRch P B | RoRT14-BPL: MUl ti pl e-out put 's-box
as clainmed in any one of the precedingclains which is
r econf i guiedetal sk input hitydo eae primitiyel +Hq¥l sé: is ghasen from the input
mul tiple-gild W 7.SpR0Xx as clainmed in any one of the
preceding clains in which at |east one of the sets of
i nput s si thegelg@onship bptiegethe anpug bib Liandrthe optput Wt is linear.
mul tiple-input nmultiple-output s-box as clained in any
one of the precedi nq clainms in which at |east one of
2Phe Auneltiplsnaput mutiple-peiputs-hox as elabmdd igglaimg 28dn which a sub-set
Fun- b 83 Bits 6r Bbkd: bPh Bd HRVE, Mg&h@bﬁ%‘ ll?,UtB R beeSafiRYo a 7xT
as clainmed’in any one of the preceding clains in |c?1
f or bijeqtiye mappign (c-) to a : the set of sk input bits
to each primtive s-box shi is chosen fromthe input
bits Ii to /,; and the relationship between the input
38i t A mwldpieHiapw multinle-putputj sshaxjag elapmedoig any\one of claims 1 to 29 in
mul ok tb ity MRk (LB 0! Phike F99Xofkfut! 1 Ted 11
claim28 in ich a sub-set

the set of sl; input bits to the primitive s-box sb; is chosen from the input

bits I(i-W) to ] is and
the relationship between the input bit I; and the output bit of the s-box sb; is

linear.

31. A multiple-input multiple-output s-box as claimed in claim 30, where W is in the

range of 2 to (a-1).

32. A multiple-input multiple-output s-box as claimed in claim 30 or claim 31, in

which the W bits I; to Iy are input to a WxW bijective mapping.

33. A multiple-input multiple-output s-box as claimed in any one of claims 1 to 27, in
which in selecting the s/, sl to sl of input bits of the sets of input bits s;, 52, to s,

respectively:
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35

of T=(a-c) bits of the set of a bits / to la, being
the bits | , to It, are input to a TxT bijective

worapiossn13 30. A nul tiple-input nultiple-out put PEFIBMO®3104

claimed in any one of clainms 1 to 29 in which for

every i from(Wl) to a, where Ws a constant: the set

of sk input bits to the pr-i2ﬂi~tive_ s-box sbi is chosen

from t he iimiparcorfiggopshenyrelesad sohaflinpnt bis fvek o Lhthe bit fiuis treated

bit / , a : it Of - RN VR B

31 A b O O AR P | aF NS N Mo 1 B e

i n cl ai m 3oyt b2 s argconkidered ageeing a droutar colletdion Ghits;

A mul tipl g p ' - - | i '

claim 30 G Do} BLAbEe Rt Bl RY, 29T, Befiiileldd a

i nput to SoMRVWRE § set of wimdonpeh bitg w1 3@ wa Avhatel d is il the kamgerbf 3 to

mul tipl e- -hox as clainmed in any one of clains

1to 27, ?ﬁg)\%hld?%: a?n selecting the sl , sk, to slc of

i nput bits of edeh vgedoy ks l¢adingtandh iraiding winde®, baupdaies each of

respectively:i ! [d)r]t&e,;- . [ t

bits 1, to Ia, Qﬁ?ﬁg%glt lgsqlﬂ(ggliﬁ%%sa% af]goesfcﬁ)glmhesmy

conti guous wi t #irqckien b¢twedn primitied $-besss whitahd sthe; fidt |

a-i) sot o i r [ .
E}%ﬁ E%ﬁgh@l&%ﬁl%ﬂgf’edjset & OLE)iuil: gi:ts ? Iﬁ ;bz,ctg Ibc'b, tﬂg f)l? ®b 1S

as being a cir ar ) Ion of .

cont i guoudritehartsirsagnggnoupvith thehit @i assvelllas with thobit Q;.; so
is consid Ih Shn - WM o] 1
to va, wharoi SRpEPHRIQ P By 35} odliallelPHfingh ol

t hat : eackoligcieioef titasandeadi ng and trailing w ndow
boundari e ggﬂ] < Whj 0 ' ingrements by one
bit posi tlfocgg Int g@%%‘%ﬁ@ﬁ?%?ﬁé?ﬁ%en primtive
s-boxes sbi antie siputbits intrihk primitive s-bonsh gompsieyat least one bit
nunbered set o ' - . D] | S
treated as bei %%Ig% %ﬂﬁ%ﬁé O&lﬁ zeav% t% V%‘%(govgf(’tf 1@&?31? (%At/%ﬁgllgha!é]s
with the bit Obindowowt hat the output bits G, 2, to
b, are considered as being a circular collection of

Al S AMple-input multiple-output s-box as claimed in claim 33, in which for each

P—’

primitive s-box sb; at least two of the windows w; to w, are of different sizes.

35. A multiple-input multiple-output s-box as claimed in any one of claims 1 to 27, in
which in selecting the s/;, sk, to sl; of input bits of the sets of input bits s;, 52, to S,
respectively:

in the contiguously numbered set of input bits I;, I> to I,, the bit I, is treated
as being contiguous with the bit I; as well as with the bit I, ; so that the
input bits I;, I> to I,, are considered as being a circular collection of bits;

the contiguously numbered set of input bits I, I, to I, is considered as
comprising a set of contiguous windows of input bits w; to w,, where d is in
the range of 2 to (a/3);

in the contiguously numbered set of output bits 03, O,, to Op, the bit Oy, is
treated as being contiguous with the bit O; as well as with the bit Og.1y so
that the output bits Oy, Os, to Oy, are considered as being a circular
collection of bits; and

the contiguously numbered set of output bits Oy, O,, to O is considered as
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for each primtive s-box sb in the set sbi to sbc: the
input bits into the primtive s-box sbk conprise at

wo emsp3wne bit fromeach of the at | east two WeTB2e05f03104

input bits other than w ndow V. 34. A multiple-input
mul ti pl e-out put s-box as clained in claim33, in which
for each primtive s-box sBB-at | east two of the

Wi ndows weomprisig, 2 st ef contigioup aindews of owput b#s w1 o wa and

mul ti pl e- r&eyéhﬂﬂﬂuhw&smpmep §b)qe>§b%m;h@é %‘esn any
one of clains 1 I'n selecting

sk, to slc of ta m}ll!d%‘{ Qfs)uﬁﬁlt blltﬁewks@mﬂéﬁs thm@uputmttﬁ tl@t
s, to sc respﬁgﬁﬂ e contiguously numbered

set of input b tsu\(,;ggﬁmt(gﬂga the bit | is treated as
bei ng cont i guoths ingut bitstipte tb@mmll{tlvas-b%lfhk cemprijer 4t laateone bit
bit la-i sot

consi dered ashﬁérptﬁg&adﬂc%?%%ﬁ:%é %cl: I g?ffngﬁﬂ%?sog?%t? gh n Wmdow
conti guously nwmbered set of input bits Ij, hto Ials
consi dered as conprising a set of contiguous w ndows

of input bits wi to Wi, where d is in the range of 2

30 ( A @pstriction pemprising % lrasisivp mltipje-inpyt maltiplstouspit sdpoxes as

bits , _

cont (o ant Guobing Eols il fy VEERAEPhiPOL EKPE-ippu
.\ ) mydtiplergutpetisebazes ghatesheirngdis., 2 to b, are

consi dered as being a circul ar col l ection of bits; and

t he contiguously nunbered set of output bits O1,. 2,

Yo OB ¢onsteusHon cerpprebingsat dasphtiveinptiple-tnput mﬂltl@mqt@u atbexes as
w nd t

o o TR in BT D11 vnict s, PGt OF mERGI oy Pt
W ndowpef s-eaxepehardit deastoamef thewdnputse out put bit of that
primtive s-box sbk and the input bits into the

30 ' m& 0Y1§&1§:F1919§s amﬁeﬁ mgﬁrﬁ% & cl:iu%%%tm %fch% fe ;t E\Q?hf the

{
each east two w ndows of bits oth
Wi nd@mlwe-l@m mptiplgrraitug s-bpxas amxmhnsd .ng at |east two
mul tiple-input nultiple-output s-boxes as

39. A construction as claimed in any one of claims 36 to 38 in which input to at least

one multiple-input multiple-output s-box comprises a subset smaller than or equal

to the b outputs of another multiple-input multiple-output s-box.

40. A construction as claimed in any one of claims 36 to 39 in which a subset smaller
than or equal to the b outputs of at least one multiple-input multiple-output
substitution box is further manipulated before it is used as input into another

multiple-input multiple-output s-box.

41. A construction as claimed in any one of claims 36 to 40 in which, for at least two
of the multiple-input multiple-output s-boxes, at least one of:
the number of input bits of one s-box is different from the number of input
bits of the other s-box; and
the number of output bits of one s-box is different from the number of

output bits of the other s-box.
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clainmed in any one of the preceding clains in which no
pair of mnultiple-input nultiple-output s-boxes shares

W0 b@so3ionput s. 37. A construction conprising arCT/ER805/003104

two nul tiple-input nultiple-output s-boxes as clained
inclainms 1 to 4 1 in which at |east one pair of

mul ti pl e-i nput nul tipl eout-P4t- s-boxes share at | east

4ne df corsrietionap chaisned3s claiin d bivswhiglk the amméber of ligpurbits torgach of
cl ai L 3L i t {f th

it 1085 216 Gl Sl b B R Bl SHBhes 0 B g8 atper than 1
39. Aneemmonuction as clainmed in any one of clains 36

to 38 in which input to at |east one nultiple-input

mul ti pl e- out put s-box conprises a subset snaller than

4 eduednstrectiohes Paimedputleinof 1 andaied?2 imwhichghenumign bf output
mul ti - - . . L s .cl.ai_ned
R O LA
smal |deyisarlether than équabmmont he b out puts of at | east one
mul tiple-input nmultiple-output substitution box is
further mani pul ated before it is used as input into

4not Heeonsudtiop beclhimsdtin anyl danepif elatug 4lub 48 ilowhich 4helnumber of

const j [ ' . on f clains 36 1o 40

syl bieP Sk G38 oF 8 ulTBdke bl AR il S bkt s
mul t ilgaiseS0Sumoret than the remberaf inpetisits afitke wilier of the anleaty éwo

of i okt Pk one S- |5 different fromthe

nurber OEFIQ'}l %h?lﬁ%]?{%éougqﬁgﬁgk%t her s-box; and the

nunber of output bits of one s-box is different from

45he duedpstruatibn esitlpioned i 4y ak of bleinot 41 48 ilbwkicl the nkmber of
cons I | gi ' im.4 1] ich th .
manp et} bittFofd U 1l o Fuile g ol s-boes isa
mul t ilgabteS0% pote than the phmebey of putputdits ok the oltey ef the adbast sar

ot he -1 ] 4 A construction as cl ai ned
in cﬁ%lltl@n@%“%’u{o@u@?af mﬂjﬁs.i%‘r)}mvs\hi ch the nunber of output
bits fromeach of the at |least two nultiple-input

464ul t iApdomstonetipubs ailpest ésartyane oficlaniis\A630#5 it wakich hiiaast dne of the

on cqr / copstryctjon cl.aimed in any.one of.

on BE itaslof ML B iy Tl R 0 e
one Oﬁtpﬂmb(aces Isalgfédrent fionmtheé pripitareisriputs siylsbj, pl & ofthp other of
s-b 0%t IedstHo multiple-input multiple-output s-boxes.

47.  The invention as claimed in any one of the preceding claims in which a subset
smaller than or equal to the b outputs of at least one multiple-input multiple-output

substitution box is used as input into another process.

48. A multiple-input multiple-output s-box as claimed in claim 47 in which a subset
smaller than or equal to the b outputs of at least one multiple-input multiple-output
substitution box is further manipulated before it is used as input into another

process.

49. A multiple-input multiple-output s-box as claimed in any one of claims 1 to 40, in
which the sets of input bits s7, 52, to scto the ¢ primitive s-boxes sb; to sb, are

chosen by a heuristic process comprising:
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| east 50% nore than the nunmber of input bits of the
other of the at |east two nultiple-input

woriobiopdoes out put s- boxes. 45. A constructi on aBCTIBE200®3104

in any one of clains 4 1 to 43 in which the nunber of
output bits fromone of the at [east two
mul ti pl e-input nultiple-outdut s-boxes is at | east 50%

nor e t han PEdbebitistiagBy salgctiag £ prderassets Fotto Pref iefle@psitins for
the at le t b¥OdrIh EroR LoitsNPidh séd, kb Pl @5 et l
s- boxes. %?u A cornst ructi olr? as gl ai med’ i %&an%%oén%?mgsb
cl ai ms 36 5kdo4k membgrsi ch at | east one of the primtive
S- boxes shineashos thé e oﬁl@féd Qdis PNB BforihRx @Bsnﬁ&l@sﬂf aﬁﬁ"@vo such
mul ti pl e-i nput mul tipl eout put s-boxes 1s differert

from the PBeth aPntaiYghesampmembenin thessame pogitigh swappingene of those
other of tRgRts d/lﬁ?asntm&é%ogﬂﬁbﬁ kit & pkdWABilistically chosen fro

mul ti pl e- out put s-boxes. . The invention as (fal ne

in any oné®y eft‘ﬁéherfﬁfé@eénﬁ@ claims in which a subset

smal | er thanqoky ﬁ%@éh quhéb&tsbpﬁytvpefﬁdaa‘ Rhiohgast one
mul ti pl e-i nput mJ tipl e-output su stltutlon box is

used as input Heleniging theanmbeirferambergthathe set has in common

mul tiple-input w%leﬁthJf%le%ﬁé?% t@Pbs%%% off%nd%k bﬁﬁ&ﬁ
claim47 in which subset snal han or

the b outputs Eﬁe&thtWémﬂ@WePtﬁnﬂlﬁ?ﬂtbe?WﬂOP of index
nul ti pl e-out pu?o&ﬁb@ﬁtzﬂa% Hve AR am%ar&ﬁuﬁyértt%?ﬁlembers n common,

mani pul ated before it 1Is used as input into another
process. 49. Aroguprging @+ilygmentherstafdl By:out put s-box as

claimed in any one &ﬁm{}g‘tﬁéﬁﬁmﬁnﬁé)(c“ﬁ’setk Bféﬂ@ Qé’csf’hf%l’ into the
sets of input bits si, S2, to ,stC tgrlm

s-boxes shi to shc %td@cxfﬁmmbsyofanmnrm@ﬁ e)plradeés@mmon

conpri si ng: probabi | gt pcal |y selecting c ordered sets
Pi to Pc of index p03|t|ons for input bits drawn from
a bits, each set Pichopsimga ses&pdiont the|(g-2¢ et hitliap theghinimum

sh, to slc nenberS’mfnﬂfergﬁ%nn&ﬁbér@ﬁcgsucoﬁ%lﬁdesetS Pi

to Pc of index positions, if set's’ contain
the sane nenmber in Selestingons I’M@he( thahis comeopitnthe sete Pofnd Pi;
those nmenbers with gn index position that is
probabilistically chosen from another of the sets Pi

to Pc; iteratively swappiagsmnt spectddanenbee with e pigthPmembers of
i ndex positions: the set P,,.

50. A process that simulates the invention as claimed in any one of the preceding

claims.

51. A process as claimed in claim 51 when implemented on a word-based general

pUrpose processor.

52. A process as claimed in any one of claims 49 to 51 that uses binary masking to
perform bitwise permutation operations which comprise at least one of static
bitwise permutation operations, key-dependent bitwise permutation operations and

data-dependent bitwise permutation operations.
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determ ning the nunber of nenbers that the set has in
common wth each of the other Pi to Pc sets of index

w@omesdns; for each two nmenbers Pt and Pk of PEEIR2005/003104

sets Pi to Pc of index positions that have an
arbitrary nunber t of rrenbers in conmon, rearrangi ng

él:.; +I1%/2 menbers of b sordi-ng t he remai ni ng

t s ZoProgess agclaigred nppla%Smai yepbipi nekiag top réon@ the bitwise
NuNb g rftadBRrBpeations) Hosd hiE¥sd E¥Guiatio SPERIdnVMideh tcPébhleve at
choosi ng a set Pm fromthe (c- 2) sets that has th

m ni A¢Ast oNgeiber of its msrrbers in common with Pf,

sel ecti Ng sQERiInERHREMbISS thSsetOWM §,0 the sets Pi and
; ppi NQ t hat I][slel ect edS menbér W th one of the

; and swapp

nmenber s oPeItHH’%nSél’ce opfputssys thee Boodeandungtigg: si nul at es
the '\Jh‘éﬁefkhé BRad Sk 1Bl b ! ﬁ?le@sft ohd)6r 1R ﬁﬁl%@mgg
claims. 51. A process as clained in claimb whe

i npl ement s@igpityisqBaLEeR BPG-INERal pur pose pr ocessor
52. A proggsgeRadét %ﬂﬁgpérﬂmaaxn 9]?@atﬁﬂzns @l M8 49 10 5
1 that uses binary masking to perform bitw se

per nut at i 8aderandent bEyisgppEmtaiomopegionst | east one of
static bitw se pernutation operations, key-dependent
bitwi se pernutation operations and data dependent

Y t wiSRIOpRsp AvTlaimed in elpie 2t ingvhictothe bitwise peraiatian operations are
cl ai ieQiviaf: £ligkdn 52 that uses binary masking to
performthe bitw se pernutation operations, those

bi twi se pernmutation operations used to achieve at
356aS1A H3EesPhs cififlelHl Lifligh 5418 WIRIPRE ﬁalﬁtvaltell isted Bitwise S2
to ,yc; pernuting the outputs of the c iean

fu ncﬂ’P’élﬂgatlom%?l@Utm@fWhﬁ’aﬁ%ﬂQmﬁl@ PP @num of thefamofpr m

at | eRelaibReGRP), it EivERL iV flip network (OMFLIP), PPERM, CROSS
and BFLY operations.

56. A process as claimed in any one of claims 50 to 53 that uses hardware-assisted

bitwise rotation operations to perform the bitwise permutation operations.

57. A process as claimed in any one of claims 50 to 53 that uses hardware-assisted

bitwise shifting operations to perform the bitwise permutation operations.

58. A process as claimed in any one of claims 50 to 53 that uses hardware-assisted

byte swapping operations to perform the bitwise permutation operations.

59. A process as claimed in claims 50 to 58 that performs at least one of substitution

and bitwise permutation operations by using a look-up-table.

60. A process as claimed in any one of claims 50 to 59 that performs substitution

operation by using at least one word-based primitive Boolean function.

61. A circuit comprising a round function of a block cipher, stream cipher, pseudo-
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static bitw se pernutation operations; key-dependent
bitw se pernutation operations; and dat a- dependent

whrios3m®1per mut ati on operations. 54. A processP@BIB2005/003104

claimed in claim53 in which the bitw se permnutation
operations are hardware assisted. 55. A process as
claimed in claim54 in \/\hi‘@?]'t.he har dware assisted

bi t wrandopanplreaeneniatos pehash ftor the EHYIQEAPIG eifauitiggmeprising at
gr OUR.GQRS hﬁﬁtioﬂi@h@flt @i R QetRtibPBox 4Rkmed fnSny of
inverse, the omega-flip network (QOVFLI F_’E, PPERM CROSS
and BlRims bisedn Wi ciT! thereds aownhsokea agihiche garyrlogipychain of
one gof /Gl Ri8% o bRd Adlutiidle HFFIpRAiHIBE GBS eI and the

bitw se rotation operations to performthe bitw se

per movtR of theos daaskqng menltiple-inpat RIGplestRiE SOP%| ned i n
any one of clains 50 to 53 that uses hardware-assi sted
bitwi se shifting operations to performthe bitw se
GBer mitayntegrapipePiwesss idichc 8. A process as clained in
any one Of, Gla mnéguau@yﬁémb%a iﬂﬁ@@itmngmmm@w Stefast 4,
byt e swappi ng operations to performthe bitw se

pernut at i &4 operations. 59. A process as clained in

cl ai ms 50,1058 cbithoRdy hthsBedluh 8 0218, ©f0,,
substitution and bitw se pernutation operations by

usi néhedrocsecomprisael e. 60. A process as clained in any

one of cl 9%&&1&9 sitfdx dferhtids sPE5H,Q% B, Sl ef Whidhi on
operation by using at |east ohe word-based primtive

Bool ean funct il 2 ngiltiple iy single-ouipshpraleandgnciiop fufrcio fo
function of a %ﬁ}ﬁ thd Eﬁﬁfmsh%; BeBAdPnGhdP i Hiple inputs and the single
nunbe

pseudor andom generator or hash function, the
crypt ogr aphi ¢ @itpwtiAnd conprising at | east one

B P AL A A

clainmed in any I ai ns h circu

there i s an unthoswerom thetainpitibis tosthe grypiggiaghie hencHonand
the range zer Odifikifle ANdL! M) WHll Afdirdy,5¥ uper ati ons
bet ween the i nput and Thé out put of the at | east one

mul tipl e-i nput nul teaph ef themynherss/p gk, to gk is ip the range of 3 to (a-
crypt ographi c pr ocess whi ch: receives a contiguously
nunbered i nput bits ’/7“, h to la, where a is at |east

4, and the sum of the numbers sl;, sl, to sl; is larger than a,

and in which the b output bits of the cryptographic function comprise the outputs

of the ¢ Boolean functions.

63. A cryptographic process as claimed in claim 62, in which the b output bits of the s-

box are the outputs of the ¢ primitive s-box operations.

64. A cryptographic process as claimed in claim 62 or claim 63, in which a is at least
16.

65. A cryptographic process as claimed in any one of claims 62 to 64, in which b is at
least 16.

66. A cryptographic process as claimed in any one of claims 62 to 65 in which c is in
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out puts b contiguously nunbered output bits O, 2, to

(b, the process conprising: ¢ primtive s-box
wop@sasioohs sbi, sb2 to sbc, each of which: haBCHIB2005/003104

mul ti pl e-i nput single-output Boolean function/;, /2,

to/ c defining the relationship between the multiple

inputs and the single out pd®; and receives a set of

i nputhesangs of 12 tasb inclugivecr espect i vel y, each such set

chosen fromthe a input bits to the cryptographic

function and containing sh, sh, to slc bits

67 es p AcrVRFeTgPhia BrOEPRa RS claimed imanyr e of ghaises & taI66, igtwhighdfor

sl ¢ LsthliGnd Bomangee, 9<1fch ait Bf dets”s; dokdss; BV nb BRorS 081)-1

nunber s Eﬂ ; sh, to 3IC |§s argsév'r than a, and Fﬁh%?(cﬁ 2

t he bﬂ%mﬂpumﬂmrts of the cryptographlc function

conprise the outputs of the ¢ Bool ean functions. 63. A

cryptographi c process as clained in claim®62, in which

6Bhe I GSYRIPErEDHC Process a3 plaimed dxanyrqaeof elaisus G2, ip 67 gn vhich the

Pr i Mhich Y118 nRRer9RET A LoVASs 1al tfhn O VPRI IEPIEEs

process as almed in claim or claim®63, In whi ch a

is at |east 16 65. A cryptographic process as clai ned

69.” aWcrﬁﬁ@gr hiC hRLIE a?glaﬁ&d%a g‘dﬁe‘@?blﬁﬂns%ﬂt% 68Lin A3 at Teast
ptographi c process as clained in any one

of cp%ﬁ¢ﬁﬂ éznﬂél%ﬁpﬂmﬁvvﬁmﬂh c is inthe range of 12 to

h inclusive. 67. A cryptographic process as clained in

any one of clainms 62 to 66, in which for each i and j

0r omAICTYRIOZIapleQ BIRCESE Y clgitned dn anygjne gh glaimps 09118 vrhtﬁhethe

t han find 5tb hot aVl b SivlsBr AP 1 HPcorfhn

cryp?%gggﬁﬁﬁg procggg as gF rne I'n anyc%neo%f cl ai ms

62 to 67, in which the sumof the nunbers sl , sh, to

| c | . . .
Tyt St A PRl @l AR i fhypnd of LR @10 20 infipich o east
62 t tved, the pumbrresls, ab, toehgte the same.

72. A cryptographic process as claimed in claim 71, in which all of the numbers s/;,

shy, to sl are the same.

73. A cryptographic process as claimed in any one of claims 62 to 72, in which each

set s7, 52, to sc of input bits is selected using a probabilistic process.

74. A cryptographic process as claimed in any one of claims 62 to 73, in which the
process that is used to select at least one of the sets sy, 52, to s, of input bits is

keyed.

75. A cryptographic process as claimed in claim 73 or claim 74 in which the choice of
the sets 57, 52, to s of input bits is heuristically refined to satisfy at least one

criterion.

76. A cryptographic process as claimed in any one of claims 62 to 75, in which at least

one of the Boolean functions f3, f2, to f; is generated using a probabilistic process.
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one of a, b and c is a prinme nunber. 70. A

crypt ographi c process as clainmed in any one of clains
W®200603%9 in which the nunbers a and b do notP¢EIB2065/003104

di visor larger than 1 in conmon. 71. A cryptographic

process as clainmed in any % e of clainms 62 to 70, in

which at |east two of the fddmbers sh, sh, to slc are

the sane. 72. A cryptographic process as clainmed in

T ai A Gyptogmaphib pmhesalah clafmddie anyoHReIT Slasihis 6510, 76, B Whidh fe

the sane. 73.. Ac hi.c proc s.clajined in

iy SREess i ECalB s RRIE R hasP e e rn dncgons i, to £ i
to s&epfd. i nput bits is sel ect ed using a probabilistic
process. 74. A cryptographic process as clained in any
one of claims 62 to 73, in which the process that is

7LSS ed A @'ylstggmpihc piocése as tlaiomed 1@51aﬁ1|i1¢? Sﬁﬂﬁnﬁ' 7, inwhich the%Roice of
t bits ogr aphi ¢ process as
cI ai H@u #?T??‘gga(?rdf“’&‘f"z?f‘% 72" 1% vgistiqalfy refpgd gpsagsty at

t he $@t®n3bnteﬁan. to sc of input bits is heuristically
refined to satisfy at |east one criterion. 76. A
cryptographi c process as clained in any one of clains

762 taA c?ﬁptogrﬂphmpmbesahs tlgiakt IR ¢k of BRINREY 838, in which at least

functlo ene a,
pr ob3B7 i t‘é‘% f“é‘btbornaé’eéstofcfg % '@P@Pﬁ%&g ﬁ“lnéu?ﬂ‘ ocess as
claimed in any one of clainms 62 to 76, in which the

whi dt t t st one of the
Boor BonvH AR P As SR 1 G Esbavtilegachor the functtons £,
Cr ypLogtfaip hibalafided Baofeansunctiad. med in claim 76 or claim
77, in which the choice of at |east one of the Bool ean

functions fi, /2, tof c is heuristically refined to
8sat i afcyyrad grhp&ﬁsﬁrowaeasl‘d’lmhﬁﬂ ir0dhy ofif of Alaigds)RLte 80, élig hfch at least

proces one of clains 62 to 7 i n
whi ¢ ctfﬁ eég‘%‘%‘ﬁg J%%’fto ? ”Hémfpﬂﬁ?tal tEAL9oRe myltipjexer fungtiong
bal anced Bool ean function. 80. A cryptographic process

S cIa| din.claim79.i.n h each of the functions
387 Cp i gahid O toiel ot POt B4 fangpions

cr ypﬁﬁ@fcad@hipﬁs@ra&%&ﬁ-oﬁénﬁlt@ldi&dfuhéhoﬁny one of clains
62 to 80, in which at | east

83. A cryptographic process as claimed in any one of claims 62 to 82, in which at least

one of the functions f3, f5, to f; is a unique Boolean function.

84. A cryptographic process as claimed in claim 83 in which each of the functions I

J2, to f; is a unique Boolean function.

85. A cryptographic process -box as claimed in claim 83 or claim 84.1 in which the
difference between functions f;, f3, to f; is affine.

86. A cryptographic process as claimed in any one of claims 62 to 85, which is

reconfigured at run-time.

87. A cryptographic process as claimed in any one of claims 62 to 86, in which at least
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to/ c conprises a two-to-one nultiplexer function. 82.
A cryptographic process as clained in claim81 in

wohbioslos3warh of the functions/ / , /2, tofc conpeT/E200%003104

two-to-one nultiplexer function. 83. A cryptographic
process as clainmed in any one of clains 62 to 82, in
whi ch at | east one of the-Blnctions fi, fi, to/ c is a
uni qQee eiobe ssinoffinpids §:dms. i8dhangedeat yyt- @@ﬁ aphi C process
as claimed in claim83 in which each of the
functionsfi, f 2, tof ¢ is a unique Bool ean function.
885. A ayptpgopirieplecess ps deised in prsxongf clagnsictois, il veliich at least
83 o [ tween
func?ngﬁ#ghﬁéU&ﬂfmk b %E%mggéﬁgiﬁgﬁ§g?%graphlc
process as clainmed in any one of clains 62 to 85,

ic . ] oqr.
O oc s TREBAAL pELESHs Abnledds by cf ek, 6F SR HARLH fr
mhlchV%Ylﬁ@mdtah@Hbf the sets of inputs si to sc is

h d
CTan0E] i) A AL 208 SRUEETD o o

| east onethgfinpukbits lateckiands/ , , to/ c is reconflgured
at run-ti o=l

any’ one. ofE a7 dtnstipGEcbRLEE RN G aAFRESRD Bl R T
(c a) to a: the set of sli input bits to each

Br i Myt érylﬁogfamggraeﬁg & et olh @ﬁwcﬂ stelhﬁf 100 bits

b|t ere atlons et ween

bit Pltadetia bigu{ipols biing ihe bits hefarlr, agOinpyt to a TxT leectlve
crypgﬁgé hlc process as clained in claim89 in which
a sub-Set of T=(a-c) bits of the set of a bits hto
la, being the bits /;, to Zr, are input to a TxT

td .
BRI Bt bR PR 530 i o
ever yvaryffrgmn(mw a where WiseraonMids: a constant: the set

f sk i t t [
R e O
reIationsﬁmpﬂb@hﬁd&wﬂpﬁﬁwnhput bit Z and the out put

bit of t h&ne ?él!&%skﬁp i)etbv%en the input bit I; and the output bit of the s-box sb; is

linear.

92. A cryptographic process as claimed in claim 91, where W is in the range of 2 to (a-
1).

93. A cryptographic process as claimed in claim 91 or claim 92, in which the W bits I;

to Iw are input to a WxW bijective mapping.

94. A cryptographic process as claimed in any one of claims 62 to 88, in which in
selecting the si;, sly, to sl; of input bits of the sets of input bits sy, 52, to s,
respectively:

in the contiguously numbered set of input bits I;, I to I, the bit I, is treated
as being contiguous with the bit I; as well as with the bit I,.1 so that the

input bits I, I to I,, are considered as being a circular collection of bits;
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linear. 92. A cryptographic process as clained in
claim9l, where Ws in the range of 2 to (a- 1). 93. A

wa@eopposspiaphi ¢ process as clainmed in claim9l PCT/B2803003104

92, in which the Whits Ii to Iware input to a WW
bijective mapping. 94. A cﬁiptographlc process as
clainmed in any one of clar 62 to 88, in which in

sel ect i ngthetrentigupusly pumbesedssetofgnpyt ka1, bite & ineonsidered as
sets of i ppiy nslﬁir%tbasseﬂ)f’ windows &F biS ) &SRS %éﬁé@l i¥in th@rahg@of 310
contiguously numbered set of input bits 1,

the bit |&/3suehtdaft ed as bei ng conti guous Mﬁth the bit

1 as wel | as Wabh wilBwiab 1chdidg had §£ihﬁ£‘€ﬁnd5@%ohﬁkﬁﬁ@s each of
bits 1, to la, are considered as being a circular

col I ection of WhichbeundatiesAnqrenenisbyo isgn fethe gfme

[ nput bi tS ZL iferidiPhebechrit @R I66ESheARORIPEINA ofa

set of windows of bits wto WI, where d is In

range of @ thecquEigmuskypumberedset of aetmuwlﬁdbmpm@% ébmblhgb is
and trail jr0gedVsER CQ&HQEQ&%ﬁ&h%@R*bI% wiiia§ Qith the bit 0, so

boundari es |ncrenents by one position In the sane
di r ect i onthBethouewnutdits (1 Qx &0 @b’ Woawé?rad asdresngstircalag

sb , and &ﬁhhﬁ%{g%ﬂg@g@ously nunbered set of out put
bits O, Q2 o, the bit G is treated as being

cont i guoufr wthpmm@vem pox@perpsionelin the sefi sbhtotshe bi t

Ob-i so that t

consi dered as tggf“%g{ lgwétlltrg (lt:}he%él?u UV%Z%%% ?boe r%?lg? s kecomp iy Zgl least
for each pri miquepd Iepnbench ehthe at leat tue windaws hémB@ttbltS bther
to sbc: the i npytwhiabw w,Nto the primtive s-box
operation sbk conprise at |east one bit fromeach of
the at |least two wi ndows of input bits other than

9N ndéverviiogramhic moeqsy py gjmag n daipy e éxwhigh farleaghmsimitive s-box

cl ai g%e?ﬁwn sB; Ma&hwf) gﬁm@%ﬁh ' It6 'w){ %Iéoﬁﬂffe ?fz@g ion

sbi [ east two of e W ndows are o
di fferent sizes. 96. A cryptographlc process X as

06! al KegyiifbrAfhic ABEsO% aSidnt¥R i Zny Che®8 clall #¥1o%R, thWhich in

selecting the sl;, slp, to sl of input bits of the sets of input bits sy, s2, to s,
respectively:
in the contiguously numbered set of input bits I}, I; to I,, the bit I, is treated
as being contiguous with the bit I; as well as with the bit I, ; so that the
input bits I, I> to 1,, are considered as being a circular collection of bits;
the contiguously numbered set of input bits 1, I, to I, is considered as
comprising a set of contiguous windows of input bits w; to wy, where d is in
the range of 2 to (a/3);
in the contiguously numbered set of output bits Oy, O,, to Oy, the bit O is
treated as being contiguous with the bit O, as well as with the bit O¢.1) so
that the output bits Oy, Oy, to Oy, are considered as being a circular
collection of bits; and
the contiguously numbered set of output bits Oy, 0,, to Op is considered as
comprising a set of contiguous windows of output bits w; to wy; and
for each operation s-box sby of the sb; to sb. primitive s-box operations:

the window of output bits wy, comprises the output bit of that



sel ecting the sh, sh, to slc of input bits of the sets

of input bits si, S2, to sc respectively: in the
weomwbiogpeozisl y nunbered set of input bits / / ,PET/1BR005003104

the bit lais treated as being contiguous with the bit

/| as well as with the bit la.i so that the input bits

7/ , hto la, are consideréd-as being a circul ar

col l ection of Pimiiveshex gismndguous! y nunbered set of

i nput bits //, thégnﬂu@blkﬁnﬂosth&ﬁﬂﬁi'tld@ﬁ 86 5 cBRPRId 2 148 ofe bit

set of contlguous wi ndows of input bits wi_to W,

where d is in o8 cpdipiat lopst swe windgps pf inppt ‘Ilﬁé’ther than window

contiguously nynbered set of output bits Ol, O2, to

b, the bit Gb 1s treated as being contiguous with the

bit Ol as well as with the bit OQL-1 ) SO that the

output bits OL, Oz, to Ob, are considered as being a

circular collection of bits; and the contiguously

nunbered set of output bits O, O, to b is

consi dered as conprising a set of contiguous w ndows

of output bits W\ to WI\ and for each operation s-box

sbk of the sbi to sbc primtive s-box operations: the

wi ndow of output bits W conprises the output bit of

thatprimtive s-box sbk\ and the input bits into the

primtive s-box sbt conprise at |east one bit from

each of at |east two wi ndows of input bits other than

Wi ndow



