CE11363J1250 SYSTEM AND METHOD FOR PREVENTING
UNAUTHORIZED USE OF A DEVICE CROSS REFERENCE TO RELATED
APPLICATIONS 5 (Not Applicable) BACKGROUND 1. Technical Field This
invention relates in general to wearable electronics and more partfealdd§32s0
security for such electronics. 10 2. Description of the Related Art Several
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clothing. For example, a number of mangaeidrers have placed electronic
devices such as mobile phones, global positioning system (GPS) trackers
and video cameras within jackets or other outerwear. 15 Some of these
wearable electradDiRS &R EBBRIENSHR JiOVR EfATRELIAP L ITAT |OdS8ide
access to charge-incurring services. An unauthorized user of a garment that
ifcludes wearable electronics may ha(didsaicablélch information and may
incur charges through the use of these services, which will be billed to the
owner of the garment. 20 As an exam Eﬁ'ﬁp sthi8les of clothing include
ceIIuITr telep}hoReS r:i?bt? ded within them If an unauthorized individual
were 10 acquer% Q&R % rment, this person would have unencumbered
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in thepa@BeamyPiéhsecurity for such electronics.

10 2. Description of the Related Art

Several companies are currently embedding various types of
electronics in articles of clothing. For example, a number of manufacturers
have placed electronic devices such as mobile phones, global positioning
system (GPS) trackers and video cameras within jackets or other outerwear.

15 Some of these wearable electronics may contain sensitive information or may
provide access to charge-incurring services. An unauthorized user of a
garment that includes wearable electronics may have access to such
information and may incur charges through the use of these services, which
will be billed to the owner of the garment.

20 As an example, some articles of clothing include cellular telephones
embedded within them. If an unauthorized individual were to acquire such a
garment, this person would have unencumbered access to the services
provided by the owner’s cellular telephone. Even worse, such an individual

may be able to access sensitive information stored in the memory of the

25  cellular telephone.



25 cellular telephone. 1 CE11363J1250 SUMMARY OF THE INVENTION
The present invention concerns a system for preventing unauthorized use of
a device. The system includes a biometric reader and an 5 authentication

unit. The biometric reader measures a biometric characteristic an@bbi3Hita>0
the measured biometric characteristic to the authentication unit over a
communications link. The device is embedded within a garment, and the
authentication unit transmits an authorizing signal to the device when the

authentication unit biometrgalpvidentittrs pHEeVENTIORE arrangement, the
authentication unit includes a database for storing at least one authorized
biometric sarhplpreBratanvieenticatimeani aaystomfmie tventiegsnsdhorized
biometric characteristic with the authorized biometric samples when the
authetffatisileYifee oSy SRMMRALER RMETiE reREPAGRAISHC from the
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authentication unit. In response to the authorizing signal, the device can
grantResessdinemistiond miRasrhgerhiemeinpivddantified. af @&r‘W@rﬁﬂe&HG
reader can include a transceiver, and the authentication 20 unit can also
includkecalidrestizadon Amiatransnitglanthet tiairog isignaf thendipvietriweadee
can transmit the measured biometric characteristic to the transceiver of the
autheditibanbeatan boiébipwptieakydoaifigsicatisss link. As

10 In one arrangement, the authentication unit includes a database for
storing at least one authorized biometric sample. The authentication unit can
compare the measured biometric characteristic with the authorized biometric
samples when the authentication unit receives the measured biometric
characteristic from the biometric reader. Additionally, the authentication unit

15 can transmit the authorizing signal to the device when the measured biometric
characteristic matches at least one of the authorized biometric samples stored
in the authentication unit. In response to the authorizing signal, the device
can grant access to the user who has been biometrically identified.

The biometric reader can include a transceiver, and the authentication

20 unit can also include a transceiver. As an example, the transceiver of the
biometric reader can transmit the measured biometric characteristic to the
transceiver of the authentication unit over a wireless communications link. As

another example, the biometric reader can be a fingerprint reader.



another example, the biometric reader can be a fingerprint reader. 2
CE11363J1250 In one particular embodiment of the system, the biometric
reader can be incorporated in a garment opening mechanism. The biometric
reader can measure the biometric characteristic when a user opef@dd 361250
garment opening mechanism. For example, the garment opening

mechanism, Ga e aie ARRFAIANEATANE SPGBmT hscHRIRRINE reader Gan

include a first power source, and the authentication unit can include a
secome prvgicatddm ahrusesonshpaingmeetsishan Thargentee it isigeenvesn
source. In one arrangement, the garment opening mechanism can include a
first porasyieatfiadiavetrsf ¢het adtatisiaWi@centactopathtesdee gapuetion
having a corresponding set of second electrical contacts. When the first
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cgar e the ﬁrSttiOWsﬁr source through the first and second electrical
conta 'Ps[?eﬁ%% SN OMVENA8n also concerns another system for preventing

15 unauthorzed seofia dayice IR VS THiRE NGRS A arteniicafion unit

1C
and a controller embedded within a garment. The authentication unit

identifigg ami P ARG A RIcAE anNsIOHS pdiﬁél% %m@éizm@eséﬁaah@ﬂ&ﬁer
controller when the authentication unit identifies the authorized user. In

additisoyrtreecdeibange dmebesideaweithdhegaiment, amahgb@erihereogarotient
receives the first 20 authorizing signal, the controller transmits a second
authd?REAESiGIREhRNA@ eRsvipelude a first portion having a set of first electrical

10  contacts and a second portion having a corresponding set of second electrical
contacts. When the first portion is in contact with the second portion, the
second power source can charge the first power source through the first and
second electrical contacts.

The present invention also concerns another system for preventing

15 unauthorized use of a device. The system includes an authentication unit and
a controller embedded within a garment. The authentication unit identifies an
authorized user and transmits a first authorizing signal to the controller when
the authentication unit identifies the authorized user. In addition, the device is
embedded with the garment, and when the controller receives the first

20 authorizing signal, the controller transmits a second authorizing signal to the
device.

The present invention also concerns a method for preventing
unauthorized use of a device. The method includes the steps of measuring a

biometric characteristic, comparing the measured biometric characteristic with



The present invention also concerns a method for preventing unauthorized
use of a device. The method includes the steps of measuring a biometric
characteristic, comparing the measured biometric characteristic with 3
CE11363J1250 at least one stored biometric sample to determineGE#i863J1250
measured biometric characteristic is from an authorized user and

transiyifing: ARALIBRIZHh RN SN AR GG MipRAfa WEYS ALASHRRL

the measured biometric characteristic is from an authorized user. The

methedsant@listidnsiide the abtstepeoLbansnitingsinetimgasuiethbiemetsignal
characteristic over a wireless communications link, performing the
meadaringestep whbadsledavitbpesageszenjatithennepsuied brassbtigism and
granting access to the device in response to the transmitting step. BRIEF
DES@P@F‘*‘FF@W@FS'WP@ BRAVANGE 5 ahe RATIFE0S GAB PiRSsiEtude the

invention, w JCh are helieved to be na\{g are set forth wit aI’tICU arltélless
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description, taken in conjunction with the accompanying drawings, in the

severga figewesinvyohdirrripranaeidninasadsddentty dkrcelamenporaed

in which: FIG. 1 illustrates a system for preventing unauthorized use of a
devic® ineattansdaniog &t the inventive arrangements. FIG. 2 illustrates a
block diagram of the system of FIG. 1 in accordance with the inventive
arrangements. BRIEF DESCRIPTION OF THE DRAWINGS
10 The features of the present invention, which are believed to be novel,
are set forth with particularity in the appended claims. The invention, together
with further objects and advantages thereof, may best be understood by
reference to the following description, taken in conjunction with the
accompanying drawings, in the several figures of which like reference
15 numerals identify like elements, and in which:
FIG. 1 illustrates a system for preventing unauthorized use of a device
in accordance with the inventive arrangements.
FIG. 2 illustrates a block diagram of the system of FIG. 1 in accordance
with the inventive arrangements.
20 FIG. 3 illustrates an example of a biometric reader incorporated in a
garment opening mechanism in accordance with the inventive arrangements.
FIG. 4 illustrates a first portion of the garment opening mechanism of

FIG. 3 in contact with a second portion of the garment opening mechanism in

accordance with the inventive arrangements.



20 FIG. 3 illustrates an example of a biometric reader incorporated in a
garment opening mechanism in accordance with the inventive arrangements.
FIG. 4 illustrates a first portion of the garment opening mechanism of FIG. 3

in contact with a second portion of the garment opening mechanisfgh1363J1250
accordance with the inventive arrangements. 4 CE11363J1250 FIG. 5

lllustrates appiey frSaRiS Qﬁétl@é?'é‘)%ﬂfg@%?iﬁrﬂﬁ?ﬁ’éﬁﬁ?;r%%@é? nﬁs&‘%%@& in

opening mechanism in accordance with the inventive arrangements. FIG. 6

illustratgsrmeaabpisngntephaitshoinbe @adatsd wpe thikgnbem@ahanism of
FIG. 5 in accordance with the inventive arrangements. FIG. 7 illustrates a

crossasectgamaeniew of a first portion of the garment opening mechanism of

FIG. 5 eng Iged with a second portion of the garment opening mechanism in
accordancefith&@HE ARSI R AN AERIROTERD. & 16 GAIB_M PARETHBY of
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DESCRIPTION OF THE PREFERRED EMBODIMENT While the
specifipating sonsadrRsWHF Rainsripkipino itefeateres wiribrtioe inveatiaant

that are regarded as novel, it is believed that the invention will be better
undergienithdroraca auaside mEttondaitevidhanheng\deserEoangernenfanction
with the drawing figures, in which like reference numerals are
FIG. 8 illustrates a method of operating the system of FIG. 2 in
10  accordance with the inventive arrangements.
FIG. 9 illustrates another system for preventing unauthorized use of a
device in accordance with the inventive arrangements.
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT
While the specification concludes with claims defining the features of
15 the invention that are regarded as novel, it is believed that the invention will be
better understood from a consideration of the following description in
conjunction with the drawing figures, in which like reference numerals are
carried forward.
Referring to FIG. 1, a system 100 for preventing unauthorized use of a
20 device is illustrated. The system 100 can include a biometric reader 110, an
authentication unit 112 and a device 114. In one arrangement, the biometric
reader 110, the authentication unit 112 and the device 114 can all be

embedded within a garment 116. For purposes of the invention, the phrase

“embedded within a garment” can mean at least partially disposed within or on



carried forward. Referring to FIG. 1, a system 100 for preventing

unauthorized use of a 20 device is illustrated. The system 100 can include a
biometric reader 110, an authentication unit 112 and a device 114. In one
arrangement, the biometric reader 110, the authentication unit 11ZbhtB#3e1250
device 114 can all be embedded within a garment 116. For purposes of the

inventiQriiie Riéser rRbeddSitinS a3, F'snl.ﬁ't'eﬁﬂé‘ eREIsRRNg or any
partially disposed within or on 5 CE11363J1250 the fabrlc or other material

or straaitketbheig)capilblel @ ety sl loihing gippayawiitle ihaétampraki®ghan
being worn or wrapped around, for example, a human being, an animal or

even kemacaimeanima gierestdicmestimel 10 can measure a biometric

characteristic of a 5 user and can transmit the measured biometric
characteristid o RINAlhESATCAHHY GAR TERABNE ARIBMAHIM BRSO
If the authen Cthcatlon unit.112 blometrl(ﬁﬂgpéldentlfl s the use

atitheMfdatiSh NP BL A G AR BR OGHL S LRHET '%'lfrt% iice 114
over JNHORE CRIBMIHCALOBTe Rk dhm et dhemaverstng AnakFRg cation

signal from the authentication unit 10 112, the device 114 can grant access to

the ug@itwhe hismeeraIRIGeatHealin ddeatfigd. AiresyRtamnlOficarr alse
include a power link 119 for selectively transferring power from the

autharditathdran@it thbPzimdhsegniaintethe deader 114 @vEheardehverecdivincarcations
any machine or component capable of receiving 15 an authorizing signal
from ik dlitheRtieatibieerikesiDandiNArEspigRatdrame the authentication unit

10 112, the device 114 can grant access to the user who has been biometrically
identified. The system 100 can also include a power link 119 for selectively
transferring power from the authentication unit 112 to the biometric reader
110.

The device 114 can be any machine or component capable of receiving

15 an authorizing signal from the authentication unit 112 and, in response to the
authorizing signal, granting to the biometrically identified user access to its
operation or use. For example, the device 114 can be a cellular telephone, a
personal digital assistant (PDA) or a video camera.

In one arrangement, the biometric reader 110 can be incorporated in a

20 garment opening mechanism 120, such as a zipper. When a user operates
the garment opening mechanism 120, the biometric reader 110 can measure
one or more biometric characteristics of the user. For example, if the garment
opening mechanism 120 is a zipper, the biometric reader 110 can be a

fingerprint reader built into the zipper. When a user places his or her finger on



authorizing signal, granting to the biometrically identified user access to its
operation or use. For example, the device 114 can be a cellular telephone, a
personal digital assistant (PDA) or a video camera. In one arrangement, the
biometric reader 110 can be incorporated in a 20 garment openinéE11363J1250
mechanism 120, such as a zipper. When a user operates the garment
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biometric characteristics of the user. For example, if the garment opening
mechanise dathishazippele tigybipmetiadeadss. 1the bumeeria réagerariat can
reader built into the zipper. When a user places his or her finger on 6
CE118633uzsietheeripfiogerprinhesghenisat ppimihg aimasiamsmciee foe
purposes of zipping up the garment 116, the fingerprint reader, i.e., the
biom@ﬁf@“@ﬁo&%ﬂ ligRAOREBNII thdessEPedinyeRFHIMeSWhe user pulls the
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that make up the system 100 can be built into any suitable article or device

in whigdkd ip desisgblento1msHist BEERMS iNAPH HGHID LB MENbPHevice in
component of that article or device. For example, one or more elements of
the sydiem il 30d&6icdntelte rsitinitacadaptoppquartmuler eleaneetiolacdelpphemeof
to prevent access to the operation of these devices or any information stored
by thétat arégierahgay G eXapeled R AMMRAIStREMG Mkead Ry Stem 500

shown. In this arrangement, the biometric reader 110, the authentication unit
10 can be built into"a laptop computer or a cellular telephone to prevent access

to the operation of these devices or any information stored by them.
Referring to FIG. 2, a block diagram illustrating the system 100 is
shown. In this arrangement, the biometric reader 110, the authentication unit
112 and the device 114 can all be embedded within the garment 116. As
15 noted earlier, however, one or more of these elements may be incorporated
into any other suitable article or device.
The biometric reader 110 can include, for example, a fingerprint
scanner 122, an analog-to-digital (A/D) converter 124, a microprocessor 126,
a transceiver 128 and a first power source 130. Control and data interfaces
20 can also be supplied to permit the microprocessor 126 to control the operation
of and/or exchange data with the scanner 122 and the transceiver 128.
Further, the authentication unit 112 can include a microprocessor 132, a
database 134, a transceiver 136 and a second power source 138. Similar to

the biometric reader 110, the authentication unit 112 can include control and



112 and the device 114 can all be embedded within the garment 116. As 15
noted earlier, however, one or more of these elements may be incorporated
into any other suitable article or device. The biometric reader 110 can

include, for example, a fingerprint scanner 122, an analog-to-digit&E/EpRII250
converter 124, a microprocessor 126, a transceiver 128 and a first power
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microprocessor 126 to control the operation of and/or exchange data with
the seaanstekeRaiie hadranpaaly eabbBsdushandfiteatihestioatiosainih 112
can include a microprocessor 132, a database 134, a transceiver 136 and a
secordgitorertise missoBeceSisoi i3 cancsiomutied tedbledeviBethd4 through
authentication unit 112 can include control and 7 CE11363J1250 data
interfSEB¥EEHRRIHE kidroforeeses 95 TG RIRtFEI IR Ghehatisne Siand /it
exchange data tj; the database 134 and the transceiver 136. In addition,
the mﬁ%?c?ber‘ﬁﬁ‘és\@o 132 can be coupled to the device 114 through
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5 the device 114. In oné arrangement, the fingerprint scanner 122 can be a

capagi¢anfagr.SAaNsRhavnimKAB\WR IR tapatian &abesHadiCessasnandriaetsels
varying levels of capacitance along portions of the skin of a person's finger.

WhenUetpataidnthalcagamittinos stHrenstican g rmisoe difffeyent Wibieagdetected,
outputs that, when 10 summed together, correspond to the ridges and valleys
of thdlih gappatRNseiREAEEEN Kl AP avesitifeleahydinga LU maipIhen

scanner 122 can be _ i _
summed together, correspond to the ridges and valleys of the fingerprint

being scanned. In another arrangement, the fingerprint scanner 122 can be
an optical scanner. As is also known in the art, an optical scanner illuminates
a person’s finger and employs a charge couple device to generate electrical
signals in response to the light that is reflected from the finger. These

15 electrical signals represent an image of the fingerprint. In either arrangement,
the A/D converter 124 can digitize the collected data.

Those of ordinary skill in the art will appreciate that the fingerprint
scanner 122 is not limited to the examples described above, as any other
suitable system for scanning fingerprints can be employed. Moreover, the

20 invention is not limited to scanning fingerprints, as any other suitable biometric
characteristic can be measured. For example, the biometric reader 110 can
also be constructed to perform retinal or iris scans or to capture samples of a

person’s voice.



an optical scanner. As is also known in the art, an optical scanner illuminates
a person's finger and employs a charge couple device to generate electrical
signals in response to the light that is reflected from the finger. These 15
electrical signals represent an image of the fingerprint. In either araRbEeigS0
the A/D converter 124 can digitize the collected data. Those of ordinary skill

in the art withappesiie i aldhedNeRIAENI: Shanteerdsi Enaidimuestdadhe

examples described above, as any other suitable system for scanning
fingefpsintthean besuptarebAMoraevalcribis etz s3ventten Fheahliriirddessor
scanning fingerprints, as any other suitable biometric characteristic can be
measlitédaRdhexaimpsés thee slgitizedocdaiadetnd O azscealen 128 cohsnaidteantde
perform retinal or iris scans or to cagture samples of a person's voice. 8
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transceiver 136 of the 5 authentication unit 112 over the communications link

118. |mRNsuRHINEGSEAPle ST GRRIBYIICRIPRNSIiIBK JhAERaPRAUNEERRS00th
communications link. Suitable examples of wireless transmission standards

incluce BIEEI80th15XAIEEECB0&4 Sady Offe sy deywothesssuidabiheissingiess
transmission standard can be practiced with the invention. It is understood,
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‘15105 th(f:‘he communications link 118 is not limited to a wireless link, as the
communications link can also be a hard-wired communications link.
The transceiver 136 of the authentication unit 112 can receive and
process the biometric data from the biometric reader 110. This data can then
be transmitted to the microprocessor 132. Once the microprocessor 132
15 receives the biometric data, the microprocessor 132 can compare the
measured biometric data with one or more biometric samples that are stored
in the database 134. The microprocessor 132 can be programmed with any
suitable algorithm for executing this comparison step.
As an example, the biometric samples stored in the database 134 can
20  be fingerprint images of authorized users. The microprocessor 132 can
compare the measured fingerprint image that it received from the biometric
reader 110 and can compare this fingerprint image with the fingerprint

samples in the database 134.



communications link can also be a hard-wired communications link. The
transceiver 136 of the authentication unit 112 can receive and process the
biometric data from the biometric reader 110. This data can then be
transmitted to the microprocessor 132. Once the microprocessor 18811863J1250
receives the biometric data, the microprocessor 132 can compare the

measured hioMe il ApId W NS S IHMEFR PRIt RATMPASE MRbR sired

in the database 134. The microprocessor 132 can be programmed with any
suitalgleapdgesitbin foatekesing iisricaapplisetbaigin i aa@xagwisdhie., the
biometric samples stored in the database 134 can 20 be fingerprint images

of authdhieeticatiersumhiliiciwpeticezoidedifiiearn ueenpiie the opeecaasal 132
fingerprint image that it received from the biometric reader 110 and can
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the microprocessor 132 can transmit an authorizing signal to the device 114

over diameyamHpisatiae hdidmidslonibprahdiostigéestian.a hard-wired

connection, it is understood that the communications link 117 may also be a
wireless comhemiic adiceivaskt tieedumphiys sipyasuiteblie e $dissaorgstandard
for operation. When it receives the authorizing signal, the device 114 can
grantageReSs P hesgsdMARR HORIBHIE SlAERERAIGINEL V@Y WRITHERSSUPSR S

‘15161 example, if the device 114 is a cellular telephone, when the cellular telephone
receives the authorizing signal, the user can be granted access to place or
receive calls on the telephone. Of course, if there is no match, then the
microprocessor 132 will not transmit an authorizing signal to the device 114,
and the user will not be granted access to the device 114.

15 The database 134 of the authentication unit 112 can be loaded with
any suitable number and type of biometric samples from an authorized user.
As an example, the microprocessor 126 of the biometric reader 110 and the
microprocessor 132 of the authentication unit 112 can be programmed to
execute an initialization process. During this initialization process, the

20 relevant biometric characteristic of the authorized user can be measured, and
the microprocessor 126 can instruct the transceiver 128 to transmit this
measurement to the transceiver 136. The transceiver 136 can receive the
biometric data and can transfer it to the microprocessor 132, which can then

load the data into the database 134. These loaded samples can then be used

10



10 example, if the device 114 is a cellular telephone, when the cellular
telephone receives the authorizing signal, the user can be granted access to
place or receive calls on the telephone. Of course, if there is no match, then
the microprocessor 132 will not transmit an authorizing signal to tie&EdE368¢1250
114, and the user will not be granted access to the device 114. 15 The

datahgsgoldupidipighs acainp s liskle inalt 85 danEe hitth SanSWGbe

number and type of biometric samples from an authorized user. As an
examgbeythe microprocessor 126 of the biometric reader 110 and the
microprocessor 132 of the authentication unit 112 can be programmed to
execute an Astddatin pastesshe bimgethis iedtisiZEkDogorbedssptpera@d in a
relevant biometric characteristic of the authorized user can be measured, and
the nAiGFB}iBLRRSBINGIBECAR Wt & &13EH ReP 12 8281 PAR SRR
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10 CE11363J1250 to biometrically identify authorized users in accordance

with theodisedssiane doveinSrRRingdERriachiaeshiamedic rapdesdkban
be incorporated in a garment opening mechanism 120. An example of a

garmsre op@meng dparech ameshabziid 20ustratedarzippér, anthbeaangerptint
opening mechanism 120 can be a part of the garment 116, although the
garmePRUIEIAG PhERpSMSIATIEXGAIRE lititeRREbRAGG RGN PO atE88h such

a structure. In this exameIe _ )
10 Referring to FIGS. 2 and 3, the garment opening mechanism 120 can

include a first portion 140 and a second portion 142. The first portion 140 can
include a set of first electrical contacts 144, and the second portion 142 can
include a corresponding set of second electrical contacts 146. As best shown
in FIG. 2, the second electrical contacts 146 can be coupled to the second

15 power source 138 of the authentication unit 112 through the power link 119,
and the first electrical contacts 144 can be coupled to the first power source
130 of the biometric reader 110.

Referring to FIG. 4, when the first portion 140 is forced down until it

contacts the second portion 142, the first electrical contacts 144 can be

20  positioned against the second electrical contacts 146. Referring to FIG. 2
once again, when the first electrical contacts 144 are positioned against the
second electrical contacts 146, the second power source 138 of the
authentication unit 112 can charge the first power source 130 of the biometric

reader 110 through the power link 119 and the first and second electrical

11



the garment opening mechanism 120 can be a zipper, and the fingerprint
scanner 122 of the biometric reader 110 is easily accessible by a user. 10
Referring to FIGS. 2 and 3, the garment opening mechanism 120 can

include a first portion 140 and a second portion 142. The first portiGF 15 SHA0
include a set of first electrical contacts 144, and the second portion 142 can

include 4 £QK¢5RONANT SRl SPSARhRIRETIRAL COMAGS HeBs AR ReptshaBe

in FIG. 2, the second electrical contacts 146 can be coupled to the second 15

powess®uraackddispiratutbandces candniicl i thevugtstiedeorser dirkbelone
and the first electrical contacts 144 can be coupled to the first power source
130 aithwisoatipigeahticbatidiaRefditnydesichd hawenreth ¢hiatsihpditidmower
140 is forced down until it contacts the second portion 142, the first electrical
contaxQ£84 33 I ISE ST REW BgRAHEEIHS S ¥ B P EIaviRE 4P CBRTSCts

46. Referri FIG, 2 in, when the fi lectri 144
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sourcg, 138 Gkthe, mgg%egﬁatwv\)épig&;rgecil%harge the first power source
130 of the biometric reader 110 through the power link 119 and the first and

second eleqigalrkl (FIEN 4886, erninsiRcktahifie ITrenmATaNISIBRING

the second power source 138 can be one or more disposable batteries, and
the firsepbaresredit@ediBDecarsepdnetoor, mastesehaogaabléyfatieden jhdkets
understood, however, that the first power source 130 and the second power

sourc@NdFBhereaRt arpiee] Al it s¥VBho Hpi ESioan Jht s H\eith BREp W er
f’(l)J pp%ggr?aﬁies%el%% tc%enfziirlggpboe%earrt of a garment 116. In this example, the
garment opening mechanism 120 can also include a first portion 140 and a
second portion 142 in which the first and second portions 140, 142 serve as
the two engaging elements of a snap button.
Like the embodiment described in relation to FIGS. 3 and 4, the
15 biometric reader 110 can be incorporated into the garment opening
mechanism 120, with the fingerprint scanner 122 located on the first portion
140 for easy user access. As shown in FIG. 5, the second portion 142 can
include the second electrical contact 146, which can be electrically coupled to
the power link 119. Referring to FIG. 6, the backside of the first portion 140 is
20 illustrated to show that the first portion 140 contains the first electrical contact
144.
Referring to FIG. 7, a cross-sectional view of the garment opening

mechanism 120 is shown in which the first portion 140 is in contact with the

second portion 142, i.e., the first portion 140 is snap-engaged with the second
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source 130 or the second power source 138. Referring to FIGS. 5 and 6, as
another example, the garment opening mechanism 120 can be a shap

button, a fastener commonly found on jackets and other articles of clothing.
Without limitation, this garment opening 10 mechanism 120 can al§&begii250
of a garment 116. In this example, the garment opening mechanism 120 can

also ipGiieR PbrSRReEHITL KHERRIMGSECQIHb Rt hoiflonRigh [ Msittact

and second portions 140, 142 serve as the two engaging elements of a snap
buttowithikectbeceni pditient 4z stehed dndelatien sodrte 338 aad chdhe the
biometric reader 110 can be incorporated into the garment opening
mecHaaigrmviosaittethaCithgenghirtheqeowesr ITR2L It atsttion fires finst gendion
140 for easy user access. As shown in FIG. 5, the second portion 142 can
inclufeHiECS E8RtRER At bal4Dntact 146, which can be electrically coupled to

link 119. Referting to FIG. 6, the backside of the fi iop 140 |
2 usrace BRGARL L A B SR AT ORI Ve G 1
contaefc1 44 Reretag dPihdGhetnB L HRR AR HEISLYSRGAh PE-9BHNE He

opening mechanism 120 is shown in which the first portion 140 is in contact

with themperents RPiHersy<teni. eodheati i Pesianidioissinassenseged with
the second 12 CE11363J1250 portion 142. Referring back to FIG. 2, when

the firdepenttiered<Ghs inveotitacis wihlithéeskioothis pegiot, 542hthateeconthe
power source 138 can charge the first power source 130 through the power
link 1Methed #09 fmash BadPesdisad in any other suitable system.

10 Referring to FIGS. 2 and 8, at step 210, the method 200 can begin. At
step 212, a user can grasp the garment opening mechanism 120 and operate
the garment opening mechanism 120. As an example, if the garment opening
mechanism 120 is a zipper for the garment 116 (see FIGS. 3-4), the user can
grasp the zipper and force it up to zip up the garment 116. Similarly, if the

15 garment opening mechanism 120 is a snap button for a garment (see FIGS.
4-7), the user can grasp the first portion 140 and the second portion 142 and
engage the first and second portions 140, 142 to begin closing the garment
116.

During the operating step 212, the biometric reader 110 can measure a

20  biometric characteristic of the user, as shown at step 214. At step 216, the
biometric reader 110 can then transmit the measured biometric characteristic
to the authentication unit 112 over, for example, a wireless communications
link. At step 218, the authentication unit 112 can compare the measured

biometric characteristic with at least one stored biometric sample. At decision

13



electrical contacts 144, 146. 5 A method 200 illustrating the operation of the
system 100 is shown in FIG. 8. The steps of the method 200 will be

discussed in relation to the components of the system 100 that has been
previously described. Nevertheless, the invention is not limited in s ¥8g3Map0
as the steps of the method 200 can be practiced in any other suitable

Systeflod0367G HAY e fEPmnedNRefcr iR AdhdhR a5HIREAO0 can

begin. At step 212, a user can grasp the garment opening mechanism 120

and apefieigetii @R Mentppaningimechssism 120. As an example, if the
garment opening mechanism 120 is a zipper for the garment 116 (see FIGS.

3-4), the usHrtearugraspcatonippitladdétecaineptiatzibeupaehelgedrhamdltic.
Similarly, if the 15 garment opening mechanism 120 is a snap button for a

garméh%r@fé@rlsfﬁ§ ey afhé%@%?%%ﬁw%ﬁ fiREeh ek A% dhgmenetfard

co ortion 142 and en Irst econ ortions 140

oy f&suagrme%?pff%% AR DA s ik B el
readgy-L0\Gam, f&&%\ﬁ&?n n%'i%‘ﬂé"&&!ﬂ@éaﬂ%“%fﬁc%f B8R HEmBERIYA
at step 214. At step 216, t lometric reader 110 can then transmit the

measpeegRinametitecharaepsistes t6ahBe cudine bt gatiantHeZ R sRyed), idle
example, a wireless communications link. At step 218, the authentication unit

112 cdevicenipdreatihgrareascesd thitraetuih chzedciseistas witbvat Easep2e4.
stored biometric sample. At decision 13 CE11363J1250 block 220, it can be
determifAda0RRSnET desipianblaeddzBnidhir.authentication unit 112 determines

10 that the measured biometric characteristic is not from an authorized user, the
method 200 can continue at step 214. Finally, the method 200 can end at
step 226.

Referring to FIG. 9, another example of a system for preventing

unauthorized use of a device is illustrated. In this arrangement, a system 300

15 can include an authentication unit 310, a controller 312 and the device 114.
In this example, the controller 312 and the device 114 can be embedded
within the garment 116. It must be noted, however, that all or portions of the
authentication unit 310, the controller 312 and the device 114 may be
embedded within the garment 116.

20 The authentication unit 310 can include a fingerprint scanner 314, an
input/output device 316, a microprocessor 318, a transceiver 320 and a
database 322 for storing biometric samples. In addition, the authentication

unit 312 can include a power source 324 and an A/D converter 326. The
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characteristic is from an authorized user. If the authentication unit 112
determines that the measured biometric characteristic is from an authorized
user at decision block 220, the method 5 200 can resume at step 222. At

step 222, the authentication unit 112 can transmit an authorizing sfgrbl363th250
device 114, which can be embedded in the garment 116. In response to the

receipbRirHie BN RIBBR HiG oPFEESSbE AR AF AR AGESEI0 ARG a

authorized user, as shown at step 224. Turning back to decision block 220, if
the aytwestisaliea 881.112 determines 10 that the measured biometric
characteristic is not from an authorized user, the method 200 can continue at
step 214. Fihbélcohsirontidrodrr00pesationdbithstayiZagicRiEdorviny I6HIGT 1. 9
another example of a system for preventing unauthorized use of a device is

llustrizEEnIATIASNS CORFEREIRN A5 SRRFAE of Shedhamatiifereader 110 of FIG.

henticati it 310 ntroller 312 and th ice 114. In thi I

he contliPL2 i VAR RVELS: D e e BHEa e AR e S
116. taqust be natach-Rawevss 1HaLalos BNt Lalip U hANLCAHOD LR
310, the controller 312 and the device 114 may be embedded within the

garmefdablfing ibhremidtBaniediand b 3téhcsn diapiim g teaaednted
scanner 314, an input/output device 316, a microprocessor 318, a
transo@vertBR 0ramdcte ridiahadt 822storestdniogdtitnsatmplsarogiase performed
addition, the authentication unit 312 can include a power source 324 and an
A/D dbribereetiErdicaieniunit B1Q sdemipsgnicroprocessor 318 is programmed

10  with the proper comparison algorithm.

When the microprocessor 318 determines that a person whose
biometric characteristic has been measured is an authorized user, the
microprocessor 318 can instruct the transceiver 320 to transmit a first
authorizing signal to the controller 312 over the communications link 118. As

15  previously noted, the communications link 118 can be a wireless
communications link. The transceiver 330 can receive the first authorizing
signal and can transfer the signal to the microprocessor 328. In response, the
microprocessor 328 can transmit a second authorizing signal to the device
114, which can cause access to be granted to the user.

20 The system 300 can employ other ways of identifying whether a user is
authorized. Specifically, relevant information can be input into the
input/output device 316 and conveyed to the microprocessor 318 to determine
if the user is authorized. For example, the input/output device 316 can be a

keypad or a keyboard, and the user can enter a password. If the
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controller 312 can include a microprocessor 328, a transceiver 330 and a
power source 332. The construction and operation of the authentication unit
310 in FIG. 9 is similar to the construction and operation of the biometric
reader 110 of FIG. 5 2. The authentication unit 310, however, inclGé#dd3paJ1250
fingerprint scanner 314 as well as the database 322 for storing biometric
sampligs Jise486rieB RicspRRNIING PiRmRYG 3R RIeRBRSLERSSHERPEan
comparing the measured biometric characteristics with the stored biometric
sampigsiroanthe paftened 3aahe waibentivatiogtnithdtRing sigieto the
microprocessor 318 is programmed 10 with the proper comparison
algorithnirofigieii thdtmiosi e cetsd 8l 8hedteeniisishzatd péesbio Wi se
biometric characteristic has been measured is an authorized user, the

micropROES4RPSIBRGAH SENFEH A8 HPYREIBIOEP 3B HEAPRR RIPUARG O the
th | to th troll 2 [ link 118. A
8 prRUIORy HRa e ORI T SRt irciess

communicaione i JOe RSN RRCH IRETE A3, B UBOH G ared

signal and can transfer the signal to the microprocessor 328. In response, the
MICTOfACRSSAIH348 iENIt s SradratsacoRM ARSI RILSI0salIaitee. dRvigRrous
114, which can cause access to be granted to the user. 20 The system 300
can empldicatibes vwingsgésentibingsykebstraieseasl agthealzats will occur to
Specifically, relevant information can be input into the input/output device

316 dhascontipedito e Aficrdfhioded60R3ING therBidhminRirif fuluseqns of the
authorized. For example, the input/output devjce 316 can be a keypad or a

keybirae H&‘fﬁ@“l‘,?ge?sc%f@ﬁ PALIBSSRAGRIST (HaImS-
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15 CE11363J1250 microprocessor 318 recognizes the password, the
microprocessor 318 can instruct the transceiver 320 to transmit the first
authorizing signal to the controller 312. It must be noted that the invention is
not limited to this particular example, as other identifying information can be
provided to the 5 authentication un€BAM#Arough the input/output device 316.
While the preferred embodiments of the invention have been illustrated and
deYEREICRPRDIS  clear that the invention is not so limited. Numerous
modifications, changes, variations, substitutions and e ivz%ients will occur to
9 fredyi ah

those skitted intY ﬁmﬂ{&ﬁ?&%’ﬂ}é{}ﬂ#@% H G| %\GB%’ of the 10
present invention as defined by the appended claims. 16 CLAIMS What is

Sing: . . )
claimed is: 1. A system for preventing unauthorized use of a device,

comprising: a DIQIRGHIG KERRT WIRETNN-SEITH HRMEHIE FEader MaRzEss a

biometric characteristic; and an authentication unit, wherein said biometric

readfsiaineBiar &akdisneagHied biometric characteristic to said
authentication unit over a communications link; wherein the device is

embedded within augkentiatiand saidviaute stizhbomenictraagenitsaasmits
authorizing signal to the device when said
said measured biometric characteristic to said authentication unit over a
communications link;
wherein the device is embedded within a garment and said
authentication unit transmits an authorizing signal to the device when said
authentication unit biometrically identifies a user;

wherein said biometric reader is incorporated in a garment

opening mechanism.

2. The system according to claim 1, wherein said authentication
unit comprises a database for storing at least one authorized biometric
sample and wherein said authentication unit compares said measured
biometric characteristic with said authorized biometric samples when said
authentication unit receives said measured biometric characteristic from said

biometric reader.

3. The system according to claim 2, wherein said authentication
unit transmits said authorizing signal to the device when the measured
biometric characteristic matches at least one of said authorized biometric

samples stored in said authentication unit.
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authentication unit biometrically identifies a user; wherein said biometric
reader is incorporated in a garment opening mechanism. 2. The system
according to claim 1, wherein said authentication unit comprises a database
for storing at least one authorized biometric sample and wherein said
authentication unit compares said measured biometric characteristic with
said authorized biometric samples when said authentication unit receives

said medsured BIBASIRTLASFAIBISIRFRM SaeRimeaitHosriricI eqrer
system accorglFPé;’ to claim 2, wh relﬂqsald authentjcation unit transmits said

alRRBRIRRS AdHRIRERHET RO SR\ RN AR CREAR L CRTaRHS AR HAPSERN Rtic
macbes ALleps ne c\)/f ??ﬁ alnesinedioins &'é”?ra MResHored i sayd
authentica |on un 97! Thesystem according 1o claim 1, Wherei sai

b'BﬁBﬁ?&'&uée&%‘?écfé}@i?é'ﬁﬁa?thPaﬂﬁ‘E%%F BRI ARG ARIOVEr a

comprises a transceiver, wherein said transceiver of said biometric reader

traipsnitss Schmaashiieds ikunetric characteristic to said transceiver of said
authentication unit over a wireless communications link. 5. The system

according to claim 1, wherein said biometric reader is a fingerprint reader. 6.
The system according to claim 1, wherein said biometric reader measures
said biorhetric dheraygsteistacoadrdima wsaaiopératbsrsaicsgiarmemetopeaagr

mechanism.
is a fingerprint reader.

6. The system according to claim 1, wherein said biometric reader

measures said biometric characteristic when a user operates said garment

opening mechanism.
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18 7. A method for preventing unauthorized use of a device, comprising the
steps of: measuring a biometric characteristic when a user operates a
garment opening mechanism; comparing the measured biometric
characteristic with at least one stored biometric sample to determine if the
measuredl bionfetniethelsbieideriiirRofihaLatrEzetoRRaf @sdevioed
transmitting an authorizing signal to a device embedded within a garment if
thEIMPESiI 6iSHRRS R characteristic is from an authorized user. 8. The
method according to claim 7, further comprising the step of transmitting the
measured biom RS UH AR 6 AP ERIG LR AR OBR .
The mett}od gﬁcordln%ﬁgncls%m 7, further comprising the step of granting

actess 10 the device in res!pohse to said transmitting step. 19 SYSTEM AND

METHOD FOF%B’%\@%M'%A%%H bR R Rrldrfeltede DY K feast

ABSTRACT OF T CLOSURE A system (100) and method (200) for
PreMeribi@ & BRIz dhsR & etdeiifR (14D nhe Sl ke includes a

biometric reader (110) and an authentication unit (112). The biometric reader
(1dmraeessiie ssarbioraatigtibbaradtasistiaand transmits the measured
biometric characteristic to the authentication unit (112) over a
communicatiortsaliskn{tt@) am laetlevideg signal to a device embedded within a

garment if the measured biometric characteristic is from an authorized user.
8. The method according to claim 7, further comprising the step of
transmitting the measured biometric characteristic over a wireless

communications link.

9. The method according to claim 7, further comprising the step of

granting access to the device in response to said transmitting step.
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(114) is embedded within a garment (116), and the authentication unit (112)
transmits an authorizing signal to the device (114) when the authentication

unit (112) biometrically identifies a user. In one arrangement, the
authentication unit (112) can include a database (134) for storing defdse&L50
biometric samples. The authentication unit (112) can compare the measured
biomegiesshalRRIGHSUE D P SRIBRIZPENIANS R ABRISRIZENUSE OF A
authentication unit (112) receives the yggggred biometric characteristic from
the biometric reader (110).

10

15

ABSTRACT OF THE DISCLOSURE

A system (100) and method (200) for preventing unauthorized use of a
device (114). The system (100) includes a biometric reader (110) and an
authentication unit (112). The biometric reader (110) measures
a biometric characteristic and transmits the measured biometric characteristic
to the authentication unit (112) over a communications link (118). The device
(114) is embedded within a garment (116), and the authentication unit (112)
transmits an authorizing signal to the device (114) when the authentication
unit (112) biometrically identifies a user. In one arrangement, the
authentication unit (112) can include a database (134) for storing authorized
biometric samples. The authentication unit (112) can compare the measured
biometric characteristic with the authorized biometric samples when the
authentication unit (112) receives the measured biometric characteristic from

the biometric reader (110).
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