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ESTABLISH A COMMUNICATION LINK BETWEEN A PLURALITY OF DATA SOURCES AND AN EVENT BUS $602

\. v

Y
IMPLEMENT A MACHINE LEARNING MODEL CONFIGURED TO RECEIVE A PLURALITY OF REAL-TIME
TELEMETRY DATA AND HISTORICAL EVENT DATA ASSOCIATED WITH AN APPLICATION OR A SUITE OF
APPLICATIONS SUPPORTING AN INFRASTRUCTURE OR A BUSINESS PROCESS FROM THE PLURALITY OF
\ DATA SOURCES VIA THE EVENT BUS $604 P

4 Y

AUTOMATICALLY PREDICT, BY UTILIZING THE MACHINE LEARNING MODEL, A PROBABILITY DATA OF AN
AVAILABILITY INCIDENT BASED ON THE RECEIVED PLURALITY OF REAL-TIME TELEMETRY DATA AND THE
HISTORICAL EVENT DATA S606

(" DETERMINE, BASED ON THE PROBABILITY DATA, ASSOCIATED RISK AND IMPACT OF AN AMOUNT OF DATA )
LOSS THAT COULD OCCUR IN AN EVENT OF A DESTRUCTIVE ATTACK THAT WOULD CAUSE A NEED TO
REBUILD AND/OR RESTORE THE APPLICATION OR THE SUITE OF APPLICATIONS SUPPORTING THE
\ INFRASTRUCTURE OR THE BUSINESS PROCESS S608 y

Y

DYNAMICALLY PROVIDE AN ESTIMATE DATA ON OVERALL RECOVERY TIME AND/OR REBUILD TIME OF THE |
APPLICATION OR THE SUITE OF APPLICATIONS BASED ON DETERMINING THE ASSOCIATED RISK AND g
IMPACT OF THE AMOUNT OF DATA LOSS $610

FIG. 6



