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met hod such as encryption or scranmbling and rights
objects allow ng access to theencrypted contents. [5]
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FIG. 1 is a schematic diagram illustrating the concept of DRM;

FIG. 2 is a schematic diagram illustrating the concept of DRM using a secure
multimedia card (MMC);
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Before the detailed description is set forth, terms used in this specification will be
described briefly. Description of terms is to be construed provided for a better un-
derstanding of the specification and terms that are not explicitly defined herein are not
intended to limit the broad aspect of the invention.

- Public-Key Cryptography

Public-key cryptography is referred to as an asymmetric cipher in which a key used
for encryption is different from a key used for decryption. A public-key algorithm is
open to the public, but it is impossible or difficult to decrypt original content with only
a cryptographic algorithm, an encryption key, and ciphered text. Examples of a public-

key cryptographic system include Diffie-Hellman cryptosystems, RSA cryptosystems,
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FIG. 2 is a schematic diagram illustrating the concept of DRM using a secure
multimedia card (MMC).
A user device 210 can obtain encrypted content from a contents issuer 220. The
encrypted content is content protected through DRM. To play the encrypted content, an

RO for the encrypted content is needed. An RO contains a definition of a right to



device are smart nedia, nmenory sticks, conpact flash
(CF) cards, xD cards, and nultinedia cards.
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ri gahn snaves therRQ sothe spare YBYIC@60i Te play Ohacenerysitedycankent, the user
engsyed 26 EORLEM iR 't(pﬂla% IPI%nH@e SQ@(@@MMbQ60taH§ réé%ﬁ)res the right to

devi ce 210 may transfer to a_user device 2
haRiah§rom s ﬁ?%%MMCr?@Oeﬂaf‘r Vst é%w%ﬁo% Kganplay the s%frrv%qi gontent

f{t Wiggehe r@hewqgay akl,e whenegrryfpnkey g Maawhie, Miler g&frming the
avi ction case er. de
o e Palt bRkl oo e MUE R HipS g0 to be
andlowtbtm thoues dehiee BRD gl dllvsvssbe usee ddNE: 28Dto play the aycrypted
£okrypted content, the user device 210 requests a
ri g%t to pla fromthe secure MMC 260 and receives the
ri ghtFI6e3 b1 ablogk dieeraneoisiedayics 0E@comdingthan gsanplagqughodiment

219¢ tﬁ@@rdgglﬁ;{mtéﬂgo@ncr ypted content using the right to

pl ay content, encryption k Meapwhi | e

af t er gﬁmxsmaﬁzg E”E%‘th halig tFH%trP?fﬁX‘%M ASHSEhRTGefneans, but s not
dehmgted 2ha, soith@re&ﬁﬁuf@/a&é\@rﬁlﬁﬁlegﬂ kwhsastaltéel@@rogramenable Gate
noye u nd .a

ety e ot SBhRith SEscdO pB @ KL A5 Sl performs

i sceatapl ashs. di ragduiﬁmafy advama\@eoeslﬁs 00 cafcredi togegide @mthe addressable
exﬁgﬁgé‘ 'hiédﬁﬁﬁp Qﬁjd ngﬁlgfguﬁtfd th QQ%oﬁ[ee(ﬁie(SHe drrhg&g g&&@sso[rsdfﬂlu 3 module

the e enpl ary i-ment term as use
hef@y e ‘if’@ah% Wawf CXANRBLCOMPRNEIY Sheh assOEBRIGRANEPQEENts, object-

h aéﬁé%ﬁécﬁsdfm@&ﬁﬁﬁoneﬁté C&las%Scoﬁlth@{tQ aritl @ éﬁﬂmleﬁts Garbeesses,
ué% FPGA). or plicati ec:lflclnt?g ed
ti nsg Iﬂﬁ)tes CHe Y P es, segments of program code, drivers,
firmware, microcode, circuitry, data, databases, data structures, tables, arrays, and
variables. The functionality provided for in the components and modules may be
combined into fewer components and modules or further separated into additional
components and modules. In addition, the components and modules may be im-

plemented such that they execute one or more CPUs in a communication system.



certain tasks. A nodul e may advant ageously be
configured to reside on the addressabl e storage nedi um

w@r@saossie gured to execute on one or nore proCREHFERS005/001481

[45]

[46]

[47]

[48]

Thus, a nodule may include, by way of exanple,
conponent s, such as software conponents,
obj ecitoinipdth@l DRNIT e fdevic® BPOR&k 9., sedﬂri@)‘i funeBeMATandtfon of storing

or Gt 685 RER B Rt ion 8L SEGREaR cut G Riea i ibtie taE wransen

d r re¢euve ;fqucnmlmHa)\ei,ng rbonondciEpn eiithcuiontepts idakenor a rights issuer, and
dat t )

Var iﬁt@fi?ﬁnctl_ﬁlﬁ ﬁloﬂr#gﬁsfunétﬂ)% etﬁ% g%ﬁ%éay(ﬁ) 1n91tﬂﬁes an RSA module

codpbre r&@%loark@y rgﬁmxate@ m@ulbé @ iap edvangedericsygifon standard

Conmsbefﬁécﬁﬂ@@@b el s%%ur% thstitones c&ﬁ&ﬁm Q@rdg @tn‘ibdule 330 with a

22%%:&% ‘f%cu%’dﬂ E‘éer T iﬁlﬂ g fﬁl‘(ﬁj?g%ét!% g’g‘lli‘a{l%‘f’“h a secure
t hmMexmwt PR gt 3O é@ltﬁﬂiuﬁg ¢adh ancglareu pedatn @MRM procedure.
:giu tEonf Jl & ev1cm3b§ ul%,]ng:Q('\){l ngcllgf“ve? %l:f):dl?l]l% 3%@9?&%? g%tlaatransnnt/
RO;ecawe tfmtr;tlom,ranle exuveaiegmeduid 208 cmn‘temtnwmfdnmat oewni R@ received
a ﬁ@fn‘f’}hé HERR R r@sﬁérf %&P@Hﬁé a§/ H{b%hie%OQJlgp@éylﬁycont%nt during playback.

connunlcaglon W tents | ssuer
i ssudre tegagceiyepradplent/liadliaws s draieOmte ﬁ@g@umcate with the content

f URGdr @R fhe rtghes daet. Crehe 230ick BOO Uﬂﬁa& aﬁe BRSRO®dACH pedibontent from
an sessi Oﬂ1 %‘n‘gener at j onmggg]g 320 and an advanced

en®} Oeide ravelh s FanCare) 360 for the security

f u nctliherRO aomentembdir® 390 oomagets addumha oB30 RW tebeiged from the rights

[ ' | | 1.ow
=2 e P o @R Al Rbick) AGGERIV b AT hHl e

C otifarrsall$&1¢1gt0@ad tromb el stcaira MMfer Whemihe doRive P9 eerdives an R from
adﬁll'etrig‘ﬁfk 1s§u@?2ﬁ?¥ tgﬁ@ e%ﬁl%sélm aHQ@%eQREL?E%ﬁMK%xt&H&Qﬂ& farkup

ransmzit/ recéive unctlon
c o}w&vétgé r(Xh@d)Lﬂréms@%s EBPNASHER Akpterol Binart XML QMBPSMU Ac-
r e@@dmgcy QRO teRpresded il XMIS SHBXRINGs @0 f&@-Jdaﬂ’ affedule@t and an

Cr ll VB TBAGRE Sty B RIGET s gy fifessed in XaLis

comnfiolipeat e with the content issuer or the rights

i ssuer. The device 300 can acquire an RO or encrypted
content froman outside through the transceiver nodul e
370. [47] The RO converter nodul e 390 converts a
format of an RO received fromthe rights issuer 230
(FIG 2) through the transceiver nodule 370 into a
format facilitating transm ssion to and froma secure
MMC. When the device 300 receives an RO fromthe
rights issuer 230, rights expression | anguage (REL) is
usual | y extensi bl e markup | anguage (XM.) or wrel ess
application protocol binary XM. (WBXM.). Ac cordingly,
the RO expressed in XM. or WBXML i s conposed of an

el ement and an attribute, which indicate a function.
For exanple, a right to play expressed in XML is as
follows. [48] <o-ex:rights

xm ns: o-ex="http://odrl.net/l .1/ CDRL-EX"

xm ns: o-dd="http://odrl.net/l .1/ CDRL-DD"' >



<0- ex: cont ext > <o-dd: versi on>1. 0</ o-dd: ver si on>
</ 0- ex: cont ext > <0- ex: agr eenent > <o0- ex: asset >

W60 168Nt ext > PCT/KR2005/001481

[49]

[50]

[51]

<0- dd: ui d>ci d: 4567829547@ o00. conx/ o- dd: ui d>
</ 0- ex: cont ext > </ 0-ex: asset> <0-ex: perm ssi on>
<o- S'e > </ 0-ex: perm ssion> </ o0-ex: agr eenment >

Rrighis
</ 0- ex: rlgts> 49] Wen nan XML format is
t r ARSI SF " hﬁ%h?@‘héeﬁ%vogﬁ{%to a secure MVC or
chaggad:oyd+hepseainey MMODRb®OBECUre MMC nust support
the XML format to interpret the RO However, to

supﬁort the XML format, lots of resources are
r equbleedontdst>a result, the ROin the XM. format nay be

overhe at%%e%{ &>qq%<7§gurvgrsmg§ usual |y having | ess

capaC| evice 300. In addition, when an RO
is Kfcawsmrtt%a inthe XML format, a | arge anount of

trangsetQmehi-ne i s needed. Ac cor di ngly, in an

exenpl ary enbodl ment of the present invention, the
devi€EX¥ B onverts the XM. format of an ROinto a
f or ratexfodatelktt at i ng transm ssion to and use in the

secure, MV [ '}@E ¥ dul e 310 al |l ows
the%é%%%gg%%s-&% connec eég\%ﬁt Jgtahe secure MVLC
Wier/d-brecadextee 300 i s connected with a secure M,

funq%rg% Ly, the MMC interface nodule 310 of the
devi ce %% Is electrically connected with an interface

nod foesXaHermMKEio88cur e MVC.  However, the el ectri cal
conn;%cddlggy/bs just an exanpl e, and t he connection may
in |§ate a state>|n whi ch the device 300 can
commUNFEREERH t he secure MVC through a wirel ess
medi<srexdagieementeont act . [ 51] The RSA nodul e 340

perf<%g§ %Hg Lic-key encryption. Mre particularly, the
RSA hodur 40 performs RSA encryption according to a

req ue\fs:’fletf £Ipﬁbt1H %ﬂ %%&&% 1s?’tgﬁrsm|1&lsdef>f ea&eX/ice 300 to a secure

enbodi nents of present 1 nvention, ng
auMMﬁtqr €hangsa by tﬂrﬁeseRSA NM& yhst seéweuMMﬁis@astfsapp%ghe XML format

(Hg ﬂﬁﬂ&%rtetﬁl’f@ g?A R8s @@s@iboﬂ't]gé XtML fdrﬁlaﬁwg sf resources are
wever e enc us an exanp
ot HITHES oRdy Tyt Ty B fiSe OBt h e sceure MMC

sessialin hkayg g8nedmtity thanmoiciud e ice V0 gkineldaioas waer anBlonk
Byl Pt SRR IhiE 4 12 ArREMI G A0 ARNBLELRR. Ac
gerer

a Session E‘ey usin
cordingly, in an exemplary embodiment of the present invention, the device 300

converts the XML format of an RO into a format facilitating transmission to and use in
the secure MMC.

The MMC interface module 310 allows the device 300 to be connected with the
secure MMC. When the device 300 is connected with a secure MMC, fundamentally,
the MMC interface module 310 of the device 300 is electrically connected with an
interface module of the secure MMC. However, the electrical connection is just an
example, and the connection may indicate a state in which the device 300 can
communicate with the secure MMC through a wireless medium without contact.

The RSA module 340 performs public-key encryption. More particularly, the RSA
module 340 performs RSA encryption according to a request from the DRM agent 320.
In exemplary embodiments of the present invention, during authentication, the RSA

encryption is used for key (random number) exchange or digital signature. However,



nunmber and a random nunber received fromthe secure
MMC. The random nunber generated by the session key

w@emsnasion nodul e 350 is encrypted by the RSAPODEBR@5/001481

[52]

[53]

[54]

[55]

[56]

[57]

340 and then transmtted to the secure MMC through the
MMC i nterface nodul e 310. Instead of generating the

Ir3 ggﬂm# B estidnlis jdﬁgaﬁ@mﬁ;ﬂ@ ke ytee ?ﬂgﬁike@mnﬂﬁ@ubﬁ may be used.
e ran m nu e e
S o AR ERIRT R R ST S RGeS n R hmnber e

TheradSEﬁtterbnde ec@6 \VINKT il gemesiyastmesessian kdyaysirgrbe ypteraed random

hﬁ}g\lé%’lﬁd g%?fdo%@ﬂnﬁe%ﬁrg%&%%d@é{n tMe&rQiMMCC lflh@ Ee{nﬂom number

encr t1on

c ogneratedpythye sessim h@éz;gemr@mramom@e PO i em@pé@slm Bp Régymodule
angi4(; el Mﬁ’ﬁsnﬁ&&f—‘fo th@E&ﬁFeaMMC tren grBh: ‘M‘M@»ﬁhte@ﬁce module 310.
n|0ﬁt|on Wlt therpﬁ?g }? In an exenpl a 1

ger{?fatknﬁé dom D FESSIPR&CY g@lﬁf%wnps%?ﬂu ¢330,
i SthldS"adioﬁlOnlﬁﬁbd’ryﬁﬁy laseROedUrdnng pieyiéty of rdndemR@mbEReprovided in
AES, encr ypt ion is just an exanple, and other

sy?‘rﬁ@fl?l c-key encryption such as DES encryption nay be
used.The5MES Moedule G0 entivRG smunfag&kny) dudrgptB88Qusgtgnthe generated

e NELs¥iBh ﬁgy %&%Z}E}tg ﬁa?ﬁ %ngB6U%¥ecfb§E§ %&rr%idrﬂo Rncrypt a

f or mat convert e RO converter no
an®AHAN Py pan IF%’ 5018 8P fdhvéth g Jessiam kenait taeney poether important

t hﬁlf&ﬁiéd kiog d8fl c&%ﬁuﬂ@&ﬁ&ﬁw?@@n&ﬂ@rﬂéﬂc& RAMnRRem lary embodiment
C N e encr 1 ON a un e
e B e e e S RE AR A e R B el féurw?'eame of the
anHOd Fhe WSserichtiROILjsstrig dxheplenaglieh&eyy ntnoetdaskowetidreption such

Mﬁﬁg%ngﬁégf&%a%g‘ge# £d to another device or secure

an RO using the uni que key
acco ﬂalentgntem/Rﬂest@ygﬁmpdml@ k@ ytorasengypicdigontents @Qd R&¥s. The ROs

eXRAPILE siofdd ﬁrarf@%a/t%bﬂveréﬁ bg@uyﬁb &%v&%@(&fu@”ﬂﬁdrqg affother

private key of devi ce may be_ decry

usf%@a@nwwrﬁ%nq@éfyﬂblﬁnﬁl‘%era@ww thodevigret?On &%%Va?eywo encrypts
[ 55 RMc&d&@ tayhermﬁsleﬁc@gﬁon/um%ghqué ﬁ@l ax&aahay&a@kd by

of C%g 61 Sy Seﬁgf%m %ﬂtsdg‘gry ﬁp g thy tE @H‘é%/ key to allow the

dl Rﬁ] ta)be(nh.(@la)i ode«yplecetosalmtheade\acet bni seedine IMMC:. 5hs ieB¢rgpting of an RO
él | e gcﬁﬁé &%g Iagcg)rﬁpg gci &g@g‘ﬂm%'tr?&ﬁépéﬁ%r Bg %s‘;]%&t an example.
eiaevMENARD nydreacTygtadd sk et leyyof ﬂcree%w and may
0‘; laéc H&rﬁft%tﬁdgltég h PV UeQ e tﬁeﬁ?dvhcggoofﬂgieggﬁ%rss?y DRM
ur i
£ unctinGsPLY EiAGS a0 geualy lﬁm@yscpgwbéﬁlf gontnl oSO permits
f uplaybaeR. "Dfﬁe @X}ﬂh}aﬂ@ﬂﬁl@ %QW}AMetlhlpibrﬁkim(ﬂﬁy a Hgwld ary9RMdisplay
gﬁl%g cvice sughe 5%\,%& tﬁ!ﬂ rgn%}i 8r ﬁgé‘s%]? gﬁwéee 8ruaneor%c electrolu-
genmeatamﬁﬁkmﬁ&pley d@ﬁ)@e and an advanced encr ypt i on
st angggd (ARSH IR sefcﬁlre l\trl SGF Acbidin g% éé%téxgﬁ]lgla?y

cont ent/ RO st or age” nodu a storage functi
anemh@@mﬁafc@%pneswim@ml@w ng data exchange with the

devi If qe)m@mau @@Rmﬁmedﬁ&ot&%@w@ Mmmdwﬁ&hﬁt f@nction, a
pe or.

m rocedur ‘%@ rface unit
al "6‘\%8"‘% ﬂ“gs %rétlﬁﬁ é“%l'vﬁr #BO; 6§ tigg ﬂfw%’if?‘%%ﬁ% figfa gith a i device, and
dew DRM function. To perform these functions, the secure MMC 400 includes an RSA

module 440, a session key generation module 450, and an advanced encryption
standard (AES) module 460 for the security function, a content/RO storage module
430 with a storage function, an interface unit 410 allowing data exchange with the

device, and a DRM agent 420 controlling each module to perform the DRM procedure.



When the secure MMC 400 is connected with the device,
fundanental ly, the MMC interface nodule 410 of the

wee@anesstMC 400 is electrically connected w t hPEIKR2005/001481
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i nterface nodul e of the device. However, the
electrical connection is just an exanple, and the
Conneftiel ig@ri@YurinAi(CAlo® s#hSdeatue MMOE R Hefb%nﬁ&%ﬂ With a device.

can c fe W|thth eV|cet
ot B e I Bl ottt e S, by, e Mmc
4 ZBltarﬁmt naldsleedOof mhrdﬂsbberetl\dl\/méfﬁ(ﬁ(brs Wietctrma]])RM)mreoted chithean

C o n e e %oﬁ%ﬁeof [a%\@(%?%n hO\AN%Qerr %%Fe\éﬁ@caf H% Egldnnis J&? an example,

rets f €
pr & e sonngstiemmay timhctaﬁfea gletgiia avhighaby soamee MOAC 1B g

?ﬁgorﬁl%ﬁlewsvllm&gé U@wk@?hr&[g%ra\é\g&él@ﬂ mé\&iltﬁrﬁ Aot @dﬂé@t ly,
e ul e erforns encr i 0 rdin
to aFﬁ@q@E& agﬁ?fo‘f%%t atrﬁﬁﬁﬁ%lg@ﬁflulafopgr? i ﬁﬁﬁ\ﬁrpyocegure-
enbledhwkind, shcob RMhggcpt éBERteiveviba RO, theltsriviegied format, interprets the
aut hent n SA en t| on is used for key

GO BB o WIS R RRER PR ' 3, Coet it o)
HovvevTehe RS/ alORSle; 4éﬁmelyfptmtopuhls lgeuﬂlcm(ptl@x Mupregartwnbirly, the RSA

ot Hl%ﬁule %Qrb Ertb&Ys RO& re}{%g&r Mr(ﬁ'f‘g fsed ue[s@grl)m ihe ERM agent 420.

sessi on generatlon 450 Tgener tes a ran
nubbese bé@?@ﬁ@ﬁf&qf e l?résetnh élva@twrb dusEpgiaybensicaliqns the RSA

S e&dr@iionay usesli fﬂﬂkéyft@arﬁlﬁﬁﬁflﬁlﬁ&@') ERAJDA A ldrga@[ s@ﬁuiu@ However,
r andg{E nunber . recei ved fr

ran
nutPS > ERrEYRHOdS Bt Ther L aké’{/l’élg]?elfegtqngwpﬂg@maé be used.
450 IBheansignitey tebyratibremedilc #H t gbeerdidOa amdotnhamber to be

{1 AORLALER FOalie, SRS AN HSRL AGEAHA Fandom

enera
n umtreberu and mhrendoes smmbﬁrkec;ﬁl‘g?érfeqrathmvrmdmeeran@n npipger

I apdRmOHRPEE sER¥nd& Sg%h&ﬁﬁ&{jmt)&ﬂ@@o Y éﬁrc@p‘tédybép&e RSA module

random nunbers provid I n advance. |

nottl andsBen fsét%SfTaﬁ%tos%ﬁ%‘ﬂ?q througy ﬂé%lélf%ﬁt BRit 450 Meanpdile,
geg@tlreadi gg%@ﬁmmg mhgé@}ddorhﬂhﬁtﬁlbgﬁﬁl:th@ tds€ibh k?y Eé’t%ra‘ﬁitaﬁ module 450, the
noaul.e uses enc 0 encr a nte

B TRTRE Ty P SR £ ot S tRn FREfo e ided in

enadwapte.ot her inportant information during

JC S?t%gfn C%(ﬂi %Fmetél%O&Qﬁoﬁﬁ Véy?lﬁnet;r Q %QEEC gﬂtg(%%’ 1?%1/1{&0&] ﬁénerated

sugdisign kDEé/I@n@cﬂanlaélrx Wﬁﬁ%‘%m@%@ 460 @sqs Alpe encryption to encrypt a

c O&%Iﬁé'i{t/e@yﬁﬁ&f RgerdmdH IR 438 oxd é'é%ﬁ§n I%Wﬁﬂéﬂb%ﬁcrypt other important
contents a

The. secure 40 ncr an
actsrrgiatgn QBH% goTpBENigRG with ?ﬁ%c d5¥ichig Tiap ﬁﬁg &B%WR%@P is just an
t hatangaaat obier s@achetdic- ltelye:nd@ptlﬁle suoanl@ Diecenepdsioh meayRe used.
gzbre&{e%gne ﬁgﬂ@estokr%e mﬁxﬁlﬁe él%(\é:v ttor eslepl?é)rytgfed bcﬁntg%s glgcli RlOs. The secure
t hMINQi4§0enkypts an REP déqogding ta tlhe Peﬁﬁw'r@typt@n kieipg a umque key that

ﬁg@a{r%lm bPRadl §¥k SteviRE, aﬁf&atﬂ‘Ef ts the B@' lﬁ’ﬁr;g éﬁﬁlu}hqu@'ﬂeﬁg allow the

e encrypted using a pr| ate e secure
0BOdadempgycd o geried ot tbe dedrhd hy ep%pﬁnég Rlean B using the unique key

S eﬁidd‘bﬁhﬁé\@ #e @yrﬂﬁ@ﬁwﬂ&@%ﬁ@@bﬁon [s@és]t ah |e%np15 Aﬁéhlﬁtlvely, an RO
|IIus%rate ex ) m/l idaa (mI\/F%e)
us®3Y Pf eflcﬂréptﬁa glglgﬁla plrllsfgt&]ﬂay 8ﬁ the secure C and ‘ma decrypted
using a public key of the secure MMC 400 when necessary.
FIGS. 5 and 6 illustrate examples of a secure MMC RO format (SMRF) used in the
present invention.
The SMRF includes a Right field 510, an Asset field 520, and a Permission field

530 and may include at least two Asset fields and at least two Permission fields. When

10



[65] The SMRF includes a Right field 510, an Asset
field 520, and a Perm ssion field 530 and may i ncl ude

watoobaasEo t wo Asset fields and at | east two PeP@T/ER2@/001481
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[69]
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fields. Whenthe SVRF includes at | east two Asset
fields, it may include a Nunber-of-assets field 540

I NdhicGATRR ¢ndlinRs aURhe rtw@fAséamldsf it ﬁia@&ncluﬂteem\mh@elsbﬂfssets field

et akalhe e AR SeSrCheh piuPa S inclia i gyt vvo

t hBermissid@r ficlfls, Remnay msludn afNuehtebs-of {p66hisfRedisefiielid AH0 trolicating the
Fl r@amger Oth@gm@Sggﬁ ﬁEfd?' d 510 includes a Version field
61

containing version informati on of an RO and an RO
i dentBeferaing (@ BIG.f1, BlecRigholield A0 mebusies f Verdorsigd 610 containing

CoRdibA %%ﬂﬁﬁfdﬁ%ﬂaﬁ RO 8SREFROAIER T m))@félc%zd H8e Asset field 520
consugg n of. which .is managed

Pef oAt orpjalpy regafling Fends i datan %Fﬁaftuar&ﬁwp@g Ahighyg magaged by

aCthldERO U'H&g!i:rmtss@ﬁtﬂeWSﬂbd’dﬂitmdﬁsadfdimaaoﬁd teghitdsngd asac@ual usage or
hes ot rotect cont ent dat

5 1tich FEREfied oS iU 4 fde el LS U Bl bSitkudsih.

in tIFéGSS/RFstrgth@wﬁommt Bl (B8 AsSetdredd 520 inplBig¢d hibe AYERIfs shown in

fiplgk. %2 qighcl udes an Asset ID field 710 for

i dentifying a unique asset, a Content ID (or a Parent

RO | [T)hefASéwcﬁe?@ 620 mehdreiepset 11 Niskl Bofordentiyfngest gnique asset, a

73@om@ntl\r@8@>ag@afbngﬁsi ID)HQ?d(m%m&e@e%%iarétﬁRUﬁﬂj fieldd30, a
encry i O

[ oSl G A RS AR S I PP C RIS Bheryption key
fi elEK)2€di768t ead of the Cont ent IDfield is included.

Wh -1.0-

'O P BONG 1 B B B ISR EBgmen 1>
t hieldhs ingludasl.avben heRQ &l aaehildRBi the Raforgricetio-parwnRRO;ID field 730

defsi;padaddy | nherl t| ng a perm ssion and a constraint
from anot her rent RO defines a perm ssion

a
and d1<¢®rh¢ P%rPImR@ 6Pd %Rmhéé A B Adelptiensaip ip gvhigh one RO is
| nMneﬂ$ytlmtm§taq)eﬁhishldn R b eb@tiQink OrohhghoBA RENThe parent RO

f .h .
cofittine nPPBron gt 1 emspa grytaieal fad BuRbi Bodalans tem.
t oThhehikiohOeefers te tipecamkdnt.ddoveoeo rthid pkg‘emtd{(r) dpen 188 idonctly refer to
| nfar. gﬁtrehﬂ&g{fq)gl?fe%r@go ft@&uﬁirﬁbd\’ﬁrﬁ n B&LSN tﬁé)corﬁemermltted

gen consi ders a constral nt perm ssi on
gr dvOrdiRge toHwrassies dnfappatidn reggpime theghild argagnt BOqa HRY agent

t hgoRAteRM cREaifihdd the B@mss‘ﬁn grahﬁlﬁglthteaac@esﬁ h&hﬁl’éuﬂ)gﬁi Sl

can suppor sub scripti si nes
weggﬁsgmbﬁ Oéb‘g‘? Pf“ﬁﬂ%%?ﬂrf@&é%&& i S gdetu ?tvarlaﬁtSfl%s ?roﬂlaimbpﬁogt a sub-
prmripdedbhﬁnasmcﬁlet the integrity of reference to the
g;n;elglhb essa e ﬁes ?1%8 -L[%ﬁsséagev(?llégs? V[gl%lg ?18%?}'4@ ﬁrovh({e%ttg %rotect the
aI gmgrlthnf re(e&;ewe)to thfmntms Jag enasSac;eshigaSh‘cbéU@ ispdiabetgesgerated by a
[ 4 {
S BAIR 18y DSSAD, 09 LS :GRRI SR TARRARER e

k egn dgxg Indécalps @dypeoofér?éh Hlserithipusedrie epcraty e mesgagesdigesy @alue
a keyrneatme flémo%n@nfé%mlﬁﬁytk@y JEIGE YR (b réﬁc@pptw RbMEnt. The

E}E@R alsp 6%6%%\3.{1@8 HFWeevwe to d%grytpte trfllte engryptecci %lor\lltentg The device
can use the content by receiving the CEK from a secure MMC.

FIG. 9 illustrates a format of the Permission field 530 included in the SMRFs
shown in FIGS. 5 and 6.

The Permission field 530 includes a Reference-to-asset ID field 820 and a

Permission information field 840. When at least two Reference-to-asset ID fields 820
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[73] FIG 9 illustrates a format of the Perm ssion
field 530 included in the SMRFs shown in FIGS. 5 and

W® 200p/144849The Perm ssion field 530 includes a PCT/KR2005/001481

[75]

[76]

[77]

[78]

[79]

[80]

[81]

[82]

Ref erence-to-asset ID field 820 and a Perm ssi on
information field 840. When at | east two

Ref)ﬁit@éﬂﬁﬁtﬁ@l”e?ﬁﬁﬁtod iﬁl”d‘rﬂfn@diclﬁﬁﬁ@aﬁmo at 11hcﬁt<’1’<ﬁ>ﬁ| dﬁ Wumber-

si on infor j.e 0 are incl.ude

DTS A BSENT i8R 51 Sk AR PRy R el Ty fprthuion fietd 830
Numiag be afclylednA gelicomce if or axadtilDrreferstodh8A38senHy fibkl 710 shown in
inﬁi d. Areference to an asset IDrefers to the

Asset ID field 710 shown in FIG 8. [75] An RO may
have /s ROagaykavsiasiihppernussiins pILisplpeparndssiainan Bxecute permission,

ExgeHh€p a‘i’ﬁh‘is@loﬁshrpﬂx i Piriidsiddeh Cop$ b@r‘ﬁnss%h BXP@Move permission.

erm ssion, and erm ssi on.
Thi{in@?%% Pﬁ%@ﬁﬁl%%@ﬁﬁ& t@f&e@rqsﬁ wégsaUﬁj@MIdeo
cofdreiat. A DRM agand dods\ot elbow ahi addess B‘asaﬂ?Ml Bg@nhtldﬁepecﬂﬂi content
al | oW .an ess q stedno Pl a : W E‘ll?n {hesg 9 3 onttent
su%:‘hC &5 Jarest ‘% P& SRBESSS §9e49%% rﬁ%

a e ex
aud| d7h¢|Hilaa>opdmussmn my7@]jtionhkdy Phvaya qasimdisis i[foansmaljhed constraint is

% 69&1"{“ thé’ D!i@)fggéht gpeﬁll%g 4 ﬂ%lﬁtto Plafg a@c&ﬁfﬁ% atE 'tl‘f‘edsgemﬁe% constramt If

stral nt 1s ent nts g
PI ﬁ@/sl?fékft?ﬁd%oﬁﬁjm{ﬂﬁs prsePressab it RRMcassat granﬁqﬂmhwteﬁ lay nghts

S peC |'IfHe€Dis151 §é1hﬁésﬁk§r§m@fc@tel§’ﬁ@i%ﬁﬂﬁo di 1[5’“@ DRM a@fétt through a visual

i %hﬁ%ﬁ% gl AR 20 et hal P o BRIt rspect to

t hccmn@h sachvisSGraphid émicwhangk HoRaa@dR) odkndst H]notog&iﬁhm/\E)qn:rts

2CEER (PEET PR DIRPLARA O é%%ﬁ;htou%ﬁ SENLERbe AN
Ph ot ddredixiereic Prypeistion @dmms @IRBEgo dxeeyfe DRM gonicanmch as JAVA
bey ghapind¥seckr LPFIRYEEN bR rathS Hak Pgiﬁy GBrisslof8hdilA8s a right to

Execute perm ssion_indiCates a ri to execute DR

cofgnsric afiad cepy ShDRM saientsueh 8t ﬁ’é%G Hpases-cat i on
prog rI&féEExpEft@eHﬁisﬂbn ﬁﬂﬁd’ﬁl’@&‘al r@fht l’d’lﬂdn@ﬂm ddnfeh@hindtcerresponding

PRPRT0 & Py ile aics Han e S BiRC ellifick DY AL DRy ystem or a

t ocamerd pmdtmmtcémtbstuﬁm dhe ixpes pcmdsmrgl RO hage ac@Riaint. The
Syé&n‘%{‘&lﬁt E}%&ffe@@'bm ?9{81@1 mtyoh%nﬁ]:;{]ote%{} u 2 eg}@l}]urmmch DRM

otection arc
ExWQnt |§é¢1 rﬁ; BQ @ﬁ hm;@tlt has Expore perstissinns divigasl into a move mode

copgt 4 ApItmsRe GiHcnes P@U M Med ﬁmnOJ CL@re‘ﬁPDRMEystem to another
RO sricrudhe %tﬂﬁ delies @@'r 3 ORNF 't i rr'fth gnode but is
a nevelewadieord et @r@pleMdﬁteMﬁthe&ﬂpﬁﬁioﬂs export ed

fr Omﬂgﬁﬁé{ei@etr@%%g{\énsi%éfv%n dtlI?t an | her ?Cll n% Y ?%OVG and a secure

e curren syg he” nmove
noNBVIGto-degica movdeﬂneth@dle\ﬁcreewr&ehereMMCenancDRM@gt edeviere is sent

t h&) ac&gﬁre'mg’ﬁi an Rk o;r?ﬁlaMQQﬁn RRY J8vR31198edcB vty I sIlar operations

into a evi ce- -secu nmove an a Secure
wMeEetbstigegedia th%s;féurelMMCFréo eNIFCBOYS- secure MVC nove,

an R@He@%‘iﬁﬁhﬁﬁoh $s &edkd o A de el sddivke IMIC %B}@y and a secure
ce IS eac

Abrlencr Bomso it Bmse S oo LN S RArantD §oh fidee is sent to
era/ eecuEGBMﬂMCFh:&lt Colike the Miovegicaniskion dhy brgiclal ROGn ghe device is not

de&a%ﬁ?&t@d.%?rﬁﬁﬁreoﬂ%oﬁg R p%ﬂgrrﬁle(f’ﬁctﬂé §ecure MMC-to-device copy.
The Number-of-permission information field 830 indicates the number of
permissions. The Permission information field 840 contains information, such as a

constraint, regarding a permission.
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MMC-t 0- devi ce copy. In the device-to-secure MMC copy,
an ROin a device is sent to a secure MMC, but unlike

W0 b@s5Mwse per mi ssion, the original RO in the drUT/BR2005/001481

[83]

[84]

[85]

[86]

[87]

[88]

not deactivated. Siml|ar operations are perfornmed in
the secure MMC-to-device copy. [82] The
Nunb eef&tinp @ FIG.SI0Qthei Pefalsbidh ikBrihdtRIndicd8840 ivdiuaad £Bermission

1 Bt Bap B BT ReY R Y0F, < SRS BRBR TR 2. anc o

r eGansiaity imlegecomistsinomi§rad)ioRékkr 940ngGhe dluFib&-oftGynstrhiats field

Por i SSi Lt or : £ . e '
o ) 8P g W @k 4 G o Pop i IgRc Rl BirBharion
Nuipld o461 ThedPesmissiontigdax legld 9B mdicatas ady@opisteraisgion and has one of
I ngeXxarenshdv MtTdod prmation field 940. The
Nunber - of -constraints field 930 may be omtted when

there is only one Constraint index+constraint

information field 940. E}E@Fierm' ssion index field 910

I ndieates—atype—oftperm-ssi-on—and-has—one of -the
val ues shBasmissionfiwiplee 1. [|84] Tdkkmistioh8%JexThe BExport
index field 920,is used when a per M YHON I ndex
I ndfeates—Export—to—tdentfy—onre—of—an—expert—using a
copy process 8k an export| using a rfxPé process. |[ 86]
The| Per m ssi g%pig}],f ormation field 84Q)xiozcl udes
i nf proation—regardingpart—or—att—of —the—<constratnts
shown i n_TabE¥ecpte Constrailnt i nf or néft%08n restricts the
consunption oprgi gital content. Tablgop4d shows types of
constrarnts A constrar nt—jrndex contarned—Tnthe
Constraint i K¥B%constraint informatd*8f field 940 has
one| of the valipes shown in Table 2 gr@dgi ndi cates |a
type of constraint. [387] Tabte 2 {388] format—of] the
conktraint _in +constraint informt xrq’i\fipld 940,

whi ch..changesacc ' to a,value of .t he cqnstr.aint

o APBRARG e Db SRt NRPLT ofrttoh BOBY RS Export o
beldowify[d®]of An trparatsiddd CoffygrrocesCanthin cgostusaignt move process.
speci

2% o ety of 8HBhn Qo RITK AP IR HAHfloh R RIAP R orall of
cotbstcossimintespvnia Tabld réronsiuaing igfarmations fretictsthe sensumption of
c Oﬂi@tglcgofnﬂt?[. 'T‘aﬁ%' Pdf h%v% i od tcér%trﬁ&'ﬂs{. g\gﬁon’%ﬂﬂﬂihﬂﬁd‘f’x %—oc?ézgned in the
period of tjinme defi.ne a tiner r )

£ o omsiraftiinde &ponBASE SPTHAPR GEKI40dap g 0{ 6 Ve lipwn in Table
be2 ane ndicatksfaay peatrdoasipomdi ng DRM content for a peri od

of time specified in a tinme subfield 1035 starting

froman initial use time. A format 1040 for an

Accumul ated constraint gpgeifies a maxi mumtine
interval for an accunul ated nmeasured period of tine

f ano- N AN avinnr t

whi e the RO Tsexecuted ffor correspandi g DRM
content . FPOSHRNt BARE 111 ot ad npa SPOS llﬂgpfl% of _t|ne
exceeds the modenum tine iinterval speedfied by the
Acdunul at ed @%ﬂaﬁral nt, a|DRM agent ydees not perfmt
access—to—the—DbRM—content V\ﬁ—h—ﬁes—peeg—!—e—f—he—?
Time Count 0x02
Interval 0x03
Accumulated 0x04
Datetime 0x05
Individual 0x06
System 0x07

A format of the constraint index+constraint information field 940, which changes
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RO A format 1050 for a Datetinme constraint includes
two tine subfields to specify a duration for a

wEersilssiton and sel ectively contains a start tPOPKRR0O0A001481

[89]

[90]

[91]

[92]

[93]

end tinme. Wien the start tine is contained,
consunption of DRMcontent is permtted after a
S p@&bfdlﬁgitda vau@sthél abmraih gilek heillesedickériBdivth reference to FIG.
]; |ned consunption of the DRM content is permtted
d8%cified time and date. [91] A format 1060 for
an I n@fmnﬂuﬂl)mcfonsﬂoahtrrtonstpénﬁ dpeasicathpepswof permikoons granted to

t .
g(%)ngéﬂg e& @%I‘(I:Illa éﬁg& Tfl&f C%ﬁﬁ%n@gzgﬁ?’l g\%ggsr EP&BJI]]? Etmfle}d and a
a deer subflighkldp' SBecn ehe Feunt péP@T@ﬂSSF@é rdnges towptl'ﬁnt ing a period of
I dgRbidedn&f by HEmpeer son permtted to use the DRM
SHES R TR O RO S
spesridsp@slivg DRMI syisitra food p@l(ﬁl&)ﬂtﬁﬂiﬁ spetidité i 4 tme subfield 1035

: .
A P e

t hepepriese mmaxumummrn@m;eraal devdncascemnl .aadtrseaanremperiod of time while
pr Ql\é'fgﬁgs &)éaﬁe(i f&% cdponlia Dm%oﬁteﬁp % U?Hulgtg@ theasured
not portabl e stordge wt ore
sePRﬂWgOfttW@ Receds th%@awltnagn@ IQ@WA%CIfEHéWéB%/AccumU1ated

r eé’&it%trﬁ‘ﬁt tah?RMQ%‘én@der A6t Mﬁl}it@l@bﬁs & thlém/l doRtent with respect to the
LU s sent and rece [
coRbb AR tR ot Distie ERE Y sl R VS Rieubbdes to specity

st duragen fdr agieanissisn amd fdleneivelgreobainsediiaedme [OE ) chditime. When the
El&lt V%“erlg F(]Sﬁlgmg'(? tc%hiut%g)t?)ﬁ ?ﬁjﬁ\/llc%gtgp{ 12?)%12%2&% %%grda épgcified time
@nd‘ daéfatWhﬁmsth@ and beennidmtained, Iqenselﬁmpn af {hed ddiomeant &

Wi M&G§W§§&Effieﬁl tinte #RIRBEL I ng fromthe principles of
the presernt i'nvention, Therefore, the_ disclosed

exenp} Eripab MROdoRaRh i ¥eual Ganstiis specaiesrReripade WhemyDRM
g e&ﬁftd:rﬁ 19?\15td4ndefo‘5 eXxdnple MBirfeNEfifGiM ResebeTMcalod (URL) of the person.

t I A.dev
PERERSR, 4 Tl o TRt oS G REB s M e
f r pemattafd tghlss thiesI3RIBF Gongent, i agiBR B afepeddes monpfﬂnnt@tccmdnmt}e DRM
WAL Gl ft OR V&ML ébfbafoﬁr 'a%g/tsémoéangtguntr sg)(e@hg? g D@Mtspﬁem or a content

transcei ver no converte
c opigiAstiem afchiteatietio avhisbraoatsneansk ey Rgean he cxprireds ace

modul e which is connectlﬁgluF il A@ﬁh@aﬁfﬂl@&)' e storage; a
publ i c-key encryption no e whi erf orns
aut hekcpedirg Erihqprerent avepten, albie@l%tcem\é@g@ ap i pestyided dy a rights

| NfsQich AR6 aTOEMHL Biat do&aRt bORlcK A oﬁ@lﬂ@%ﬁi’ré NyitP4l a8 before sending

whi. c rate a Sessi ortabl e
CP R ARG Fo G sRrae Pl Ee dﬁ*ﬁ éﬁ%@ﬁ{i O oyl sk 1n
whadiditidir, arhsh elicSR Ohesant gint ecabgdnt the omwerteé tbrimat betivaen the device

L D FROEHARC stfopa{rggﬂtgﬁn@hl{stb% (hORE ARG conver ter

or age e interface
nodulle concluding the detailed descnptlon those skilled in the art will appreciate that

many variations and modifications can be made to the exemplary embodiments
without substantially departing from the principles of the present invention. Therefore,
the disclosed exemplary embodiments of the invention are used in a generic and de-

scriptive sense only and not for purposes of limitation.
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[1]

(2]

[3]

[4]

[5]

[2] The device of claim1, wherein the rights object
in the converted format conprises: version information

wo@bRooshessnd ght s obj ect; an identifier of the riPOI/&KR2005001481

obj ect; an asset indicating information regarding
content data to be consunmed using the rights object;
and a perm ssion indi catigg?'iﬂtl rmation regarding a
right to use the content ?3] The device of claim

2, \/\rheAeier;ngtggmﬁﬁsigg conprises: an identifier of the
asset an identifi er f one of content and a parent

right Sa 851j18§€1tV€1f mgdale M rpq;f‘évqslagtpﬁlgs %Fgé{onp a rights issuer;
i nheri g ﬁghts abjeef ®heaee rﬁ@uuteh@hicﬁ eohvdriselic Ofhtt bejepat@ed by the

ht t t i.nf t di
R N T U R T
t he costbmge; and an encryption key used to encrypt the

cont enfy, inl dacd BoddRYIGEN Rlc ﬁh@c‘ta{ﬂl@to 0y ﬁ&‘?etb”e Lib& &5

perm sSi on conmpri ses: a rererenc ent | of
t he asapeblicgkpy anarypHamnognlervelyal arrﬁgms lathsatigatien .wsttl the portable

[ 5] Thﬁoﬁ@é’ﬂﬁ@u@ﬁh@hﬁé&&c@m&&%@é ei n the i nformation
regardin

erm ssi on erm ssi an :
i ndi cat @loair%%nearﬂoeﬁeocﬁ@%s eraly A 5PBPC Hed Nith the
I ndi caportuplestdbiipe adll export if the perm ssion index
i ndi cat PoLL and tion.redardin
constr alglrgtltal rlqi%rl c?agr?mefl kgﬁ@g{ﬁ? T Wcl)lfC%[ ans*"’é%%"’%@“ pbject
accor deanyettel inteinghe mrs/srtottr farmdely thegighms q’mqt abriverter module to
St or agfe GBARKIE $ho tl%u Eh%ﬁﬁr%{-“f@ce”iﬁg&’th@ whi ch i's

connectable to a first device and a_second devi ce;
di gi t alh frrifgvmeso it Egle MsECIR @nghasgmct rmtheﬁoméeéf@ri\tesnaé
rrghtsc(gﬁ;ﬂ, in a converted format fromthe first

devi ce throu terf ule, interprets the
ri ght sv%ﬁljog(‘:’?fht%ﬂt%é’?gbqﬁ@ﬁt %léf format received from
t he fi arsidenkdfidrod theamghts otgesf ers the rights object in

the c oYY gsrs&qul};ﬂ[@hgﬁﬁa&@? g%ﬂ%gcéﬂre\/lt ﬁl cﬂﬂé)&@uﬁlg(? using the

i nterface
t he rllggrhtsob]l@j:teéltdl n the converted format received by

the aeﬁrttoﬂ ﬁtdeatugg RS HBR %gtaeﬁngvyngmo RQE {HRRbAent data.
storage ée he portahl e storage of c¢laim6, wherein

t he HE]FR Vé‘iﬁ(efé’tlalmnzt Il e Pt QONBHIRSt  conpri ses:

an identifier of the asset;

an identifier of one of content and a parent rights object from which the rights
object is inherited;

a reference to the identifier of the parent rights object;

message digest information indicating a hash value for protecting integrity of a
reference to the content; and

an encryption key used to encrypt the content.

The device of claim 2, wherein the permission comprises:

a reference to the identifier of the asset; and

information regarding the permission.

The device of claim 4, wherein the information regarding the permission
comprises:

a permission index indicating a type of the permission;

an export index indicating a type of export if the permission index indicates an

export; and
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version informati on of the rights object; an
identifier of the rights object; an asset indicating

w0 ndosnnest® on regardi ng content data to be consSPOEER2005/001481
using the rights object; and a perm ssion indicating
information regarding a right to use the content data.

[8] Thaxf@efatiahkeatdif ag6nsthint kairibiifg W @neinbof the passiedion
conprises:..an identifier of the asset; an identifier

of onedSP UHLAT PHRISSIOHEISMt ri ghts obj ect from
[6] which Alpertablghtasageljoeqtrising: | nherited; a reference to

the i dﬁ{]fnkefrfa% F%%ufehﬂg&?[s%hn&'t&ﬁé ® aoil?ﬂsf(‘féwc%e%ﬁsaasggond device;

di gest or ma I cat
pr ot ect figgfal rmglésgmuatl%eafenh(DI%Mé At évhmh Tepravesai g object in a

and anc@RexdPior@Bt KM (MSE A&i@NEFIIRR tﬁélﬁte@ﬁ@é gltule] Blerprets
The portabLe ﬁt orag of claim7, wher

per m s&FAIFNE Be Canyeapy %H@éretcsw?%gr Fb‘gﬁflif%‘ dgyicpfand

t he assaisferatd rlghtmhjait lirDfhe lcogasr @t igrmidn e hekadoddidetice through

[ 10] &1 Hpt rtcaebrhedﬁtogl?ge of claim9, wherein the

i nformati o dJ?Tga he perm ssion conprises:. a

per ni ssptorage nmninla whfick aoresgharighitp ebjeét it itlee ey eritesislioomat received
an expgy f e
por i o) e AAG g 30l sEppoth b nEEREe SOmECE | on

171 r egar difypertabbmserags pk Cl?@‘s@rwléetfﬁ:lﬁ dha Hehts ebieerip thsfconperted format

per m ssdm@ptisagcording to the permssion index. [11] A

met hod of. transferri a.ri %hbs object in a converted
f or mat YTHAR IHREREPN O M iR EPIFecei vi ng the rights
obj ect arf idontiféerrof gietrsghitsshjest; converting the rights

ObJ ect arL{lE a S}ﬁ%?%g\é’elﬁ%)g%a&&{ &ggrdgn f o%?tqu %1%31% &ﬂ]t %:(Eusmg the

port _ orm Ion W
portabtlghtspbjﬁetgéﬁd and sending the rights object in the

conver ﬁ&n{lé%ﬁd'fﬁtndfcgtn\ﬁl%ﬁf&ﬁ{ahéﬁ) ke%a?tfn?% Qﬁght tb}4d (hlRBntent data.

nmet hod claim1 erein theri ject in the
[8]1 conver T%pqrabiﬁa&torééwaélw ‘%ﬁf%lpél?P ?Sﬁ?t&PW@flﬁ% of t he
ri ght samolleggicr oaﬂnggmt ifier of the rights object; an

gzs ﬁgn%%@latata@‘ ﬁ gn? ﬂ eéliﬁglgd %g %ﬁt? rllgq‘g%glggctt%rom w%w% tfle rights

object is inherited;
a reference to the identifier of the parent rights object;
message digest information indicating a hash value for protecting integrity of a
reference to the content; and
an encryption key used to encrypt the content.

[9] The portable storage of claim 7, wherein the permission comprises:
a reference to the identifier of the asset; and
information regarding the permission.

[10] The portable storage of claim 9, wherein the information regarding the
permission comprises:
a permission index indicating a type of the permission;
an export index indicating a type of export if the permission index indicates an
export; and
information regarding a constraint restricting the content of the permission
according to the permission index.

[11] A method of transferring a rights object in a converted format, the method

comprising:
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a perm ssion indicating information regarding a right
to use the content data. [13] The nethod of claim 12,

woL@sa16849 he asset conprises: an identifier of PCTER2005/001481

[12]

[13]

[14]

[15]

[16]

[17]

asset; an identifier of one of content and a parent
rights object fromwhich the rights object is
lnherlie@@imn@ tn@ﬁglﬁteasﬁcﬁfeoﬁllaelghcta@dulefI er of the parent

ht t f di cat.
agh verUETPEn T aRe R W PRy Bl PEFaP BREs Ay it o
t he copareable stamage;an encrypti on key used to encrypt the

cont enped 44l hee RN B ol Rk dorplaehsin the
g autenfantalith die Rrabic Stordhi bl

perm ssion C ntifier of
t he as@@ﬂmgah@nghtﬁ @bmtt indhe wgam@i ﬁ%m@tﬁe tlpfemﬁabka sorage.

[ 15] Tige ARinbads efairk |12 Whdkin MOBERL BbebEn it QnWBid PfRdrmat
regardi ng the permission conpri ses a perm ssion index

i ndi cati™MY'%%t ype of the permission; an export index
i ndi cavdrsign infoiepeionfof expoghts oijedthe per m ssi on i ndex

|nd|cate X qH formation regarding a
constr I?tpfést(’?ﬁ%:tl h%s? %thont ent of the perm ssion

accor darn@ssctondlhalqgenfnrmsn@nrelgmmmg conted] daa heebhamhswied using the
transf ﬁ%ﬁtk BGjcd; Liphts object in a converted format,

conpris receiving the rights object in the

converd B%rméﬂ%mdwémﬂ iployaptien regarding pright tagis¢ Hi content data.

ri ght sTROmeEHod loh clalif 12 0RN&EEIaRe AREr®hiprséQri ng t he

rights o a for mat support ed by a portable
stor ag%n“f%‘bt[eﬁrog BISHHE the rights object in the

conver dredehdiiaral ohoobrotdne andle parest righly dbjddrérome tvihidt thé rights
claim 815?6&“@1%’11&11@(1': he rights object in the converted

form onprises: Vversion information of the rights

obj ectamfemm@ﬁplﬂm identgicrohéerpagint sighlsjobiect, an asset

i ndi cafbfidod b Qgt%frﬁﬁl(fnelﬁé%gth{gga FRALERE (G85rBteb@ndBitegrity of a
consuned US| ng he ri g hts o J ect; and a perm sSi on

i ndi caﬁf%@nqeﬁ@&wﬁa adgarding a right to use the

cont engn @i@t:ﬁptmbk%} uddierorEat pdth@fco@tlelau m 17, wherein the
' the asset: an

t
ot i TRCRElpa 3 gl 125 %%W%mergﬂ%aqne%ﬂmmsgﬁn s
obj ect a fafammasttb ¢lie idhatifiar ghitte askhtentd i s i nherited; a

el er elifSintloh Real R0 eRfisbut e parent rights

The method of claim 14, wherein the information regarding the permission
comprises:

a permission index indicating a type of the permission;

an export index indicating a type of export if the permission index indicates an
export; and

information regarding a constraint restricting the content of the permission
according to the permission index.

A method of transferring a rights object in a converted format, comprising:
receiving the rights object in the converted format from a device;
interpreting the rights object in the converted format;

storing the rights object in a format supported by a portable storage; and
providing the rights object in the converted format to another device.

The method of claim 16, wherein the rights object in the converted format
comprises:

version information of the rights object;
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nmessage digest information indicating a hash value for
protecting integrity of a reference to the content;

war@samsencr ypti on key used to encrypt the conPERKR2005/001481

[18]

[19]

[20]

[21]

[22]

[19] The nethod of claim 17, wherein the perm ssion
conprises: a reference to the identifier of the asset;

and lnﬁrﬂfdﬁﬂtﬁﬂl&lﬂ)fﬂﬁg@g’lﬁd &Kjedthe permission. [20] The
met hod_ of

th
Che " pephissiiBHehbieplEBREoTres e e i by HHsli B using the
I ndi catightgobjettypal of t he perm ssion; an export index

| ndi cay g&%mma&cg{mgifﬁ Ritfaibl rddifuiReS gg g%@e (HWHftent data.

i ndi cat es an
const rﬁhmmeﬁ@dtof Fletm A g, whfereléldm asset aomprises: per ni ssi on

accor dinglch@ridr¥e dResgdtssi on i ndex. [21] A recordi ng
medi um havi ng a .conput er readabl e pr cord

t her ei il ¢} %@%Pé@fl%ﬂf UL RRE PRI a2 L ohige Tm Which the rights
t r ansf etsjedtriginheriteght s obj ect in a converted fornat,

t he rrethdco i Siqn sobject
from aaﬁ Pgrﬁrtl | sseuléleIthlfl H\%glretl ngt{lﬁgtsrol %ﬁ ’s obj ect '
i nt o amessagediged ififormationfiodicatorgrlmist atiue dongrpteciang integrity of a

port ab%egergﬁ&rtg%cog%@{ QpLfi Ng authentication with the

portabl e storage; 'sendi ng the rights object in the
conver @Ib%ncrmtwatkev ysede ep@fryphtﬂap €0RiERlr age. [22] A

r ecor drRgmeedh 'ebﬂbﬁﬁﬁ|1'ﬁ,gwﬂer§1(ﬁrméif)éihn§sﬁﬁlﬂ§)‘ahﬁls@§ ogram
recorded .t herei ram f or %xecutl ng a net hod

of trahEeFRsedg nl%FIIdF e§° Hiedstetianda converted format,
conpri mlfmmatlbec@andmgthtelpermmgbns object in the
Conver‘r@e‘g H%% cltaLIR’fb%H'&&fﬁ ¢ %&n%{heﬁ? goaP&i H%H}%H)errmssmn

rights e conver
right sC(Db}PYES@S |n a format supported by a portable

St O 98 po ANGidRH AL LA alifiea 1B heRkfiRlionn the
convertbd format to anot her “devi ce., . o
an export index indicating a type of export if the permission index indicates an

export; and

information regarding a constraint restricting the content of the permission
according to the permission index.

A recording medium having a computer readable program recorded therein, the
program for executing a method of transferring a rights object in a converted
format, the method comprising:

receiving the rights object from a rights issuer;

converting the rights object into a converted format for communication with a
portable storage;

performing authentication with the portable storage; and

sending the rights object in the converted format to the portable storage.

A recording medium having a computer readable program recorded therein, the
program for executing a method of transferring a rights object in a converted
format, comprising:

receiving the rights object in the converted format from a device;

interpreting the rights object in the converted format;

storing the rights object in a format supported by a portable storage; and

providing the rights object in the converted format to another device.

18



