LI M TI NG RESOURCES CONSUMED BY REJECTED SUBSCRI BER END STATIONS FI ELD OF
THE | NVENTI ON 5Enbodi nents of the invention relate generally to the field
of net worwOreg12/@m33nore particularly, to limting the resouBmasoenisuned by
rejected subscriber end stations during network processing. BACKGROUND I n
the field of consuner tel econmunications, network access providers offer 10
networ k access as a subscription based service to subscribers across a

vari ety of comruni cation nmediuns and through a variety of communi cation
protocols. Many network access providers enpl oy edge network el ements

bet ween the | nt @1NETING RESGISRCER€rORSOVHIABYOREJEAEED I SES( REBERAND
stations are involved in comrunications with the network, the edge network
el ements forward network traffic from2halk@¥8pscriber end station to the

I nternet and vi ce-versa. For exanple, in the case of DSL service,
a subscriber end station may utilize a DSL nodem coupl ed over tel ephone
lines to a Digital Subscriber Line Access Miltiplexer (DSLAM. The DSLAM
may be furth DUOF ddiiH BNAMRNGHIN net work el ement via a variety of Wde
Area Network (WAN) services, such as ATM or 20 ETHERNET protocol over Ti,
T3, 0C3, QCl2, 0C48, Lor QC128. often. is e _cas a seryvice.provider my
bl enent Ssecur i (y. mEALAPERroLhe ipkSiohe i uiREdy, & AP EPLREGIEE

aut hori zed t angaliereysetidifartydeo Metiney ke rEbafCesS@MIithéd bﬁ&gjé&té@%umﬁber end
authenticate the identity of a subscriber end station and the correspondi ng
subscri ber, &tAtless fuiing pEWSKIYePISHER. end station to use certain end station
i nformation resources, 25 and account for the subscriber end stations

usage of netw&géthggyﬁgﬁs; col l ectively, these security neasures are
respectively as Aut hentication, Authorization, and Accounting

(AAA). Each tinme a subscriber end station is not authenticated through the
service In the field of consumer telecommunications, network access providers offer

10 network access as a subscription based service to subscribers across a variety of
communication mediums and through a variety of communication protocols. Many
network access providers employ edge network elements between the Internet and
subscriber end stations. As subscriber end stations are involved in communications
with the network, the edge network elements forward network traffic from the

15  subscriber end station to the Internet and vice-versa.

For example, in the case of DSL service, a subscriber end station may utilize
a DSL modem coupled over telephone lines to a Digital Subscriber Line Access
Multiplexer (DSLAM). The DSLAM may be further coupled to an edge network
element via a variety of Wide Area Network (WAN) services, such as ATM or

20  ETHERNET protocol over T1, T3, OC3, OC12, OC48, or OC128. As often is the case,
a service provider may implement security measures to ensure that a subscriber end
station is authorized to make use of the network. These security measures may
authenticate the identity of a subscriber end station and the corresponding subscriber,
authorize the subscriber end station to use certain end station information resources,

25 and account for the subscriber end stations’ usage of network resources; collectively,
these security measures are respectively referred to as Authentication, Authorization,
and Accounting (AAA).

Each time a subscriber end station is not authenticated through the service
provider’s security measures, then the subscriber end station may attempt to

30  authenticate again. In many cases, an edge network element must forward the



provider's security neasures, then the subscriber end station may attenpt
to 30 authenticate again. In nmany cases, an edge network el enent nust
forward twe 20eui2basat i cation request alongZo an AAA ser Pel/IBHal/ 08TV des
the security neasures as part of a client/server systemto the edge network
el enent . Figure 1 (prior art) illustrates a data flow di agram of
subscri ber end station session requests and AAA access-regquest nessages
along with the corresponding 5 response nessages. Along the top of Figure
1 a subscriber end station 'A" 100, a network el enent 105, and an AAA

server 110 aramtieatbationlragicsahledg o bl A0\ A 8eiviet @at Ipraveddsnblé saduring nichaires as
progression of tinme. The transm ssion of various requests and responses are
i |l ustrated JRFGHEIHENEEINY SudRh ladierdes bEWeHs clee¥ws bet ween the verti cal

lines. In Figure 1, & ybses r‘ll&'ﬁq taldPRowAiackdd df b j 4
initiate a 10 sessi o%%\rfﬁst Eﬁfﬁeﬁﬁétmrﬁg&emn?w%@ I nd %P é:rl%tgﬂc:édfd?? yoc111
initiate a sessi@nreduestnetmdoAl felaeomptired®s maestagesenlohy with aheatoresponididg t he

AAA server. 110. It is well derstood that a plurality of subscrjher. end

Stati ons. finy BRORBREIEED (O VOPlel BHEnt L Dgseriher chd NRgrn 4R o

subscri ber engsétd@ientA051 SndisLA AL sEQGUSI (04}e RACIEXNRRPARE YyifUP $&diicRSincend
station. 15In Figure 1, the subscriber end station 'A 100 transmts a

subscri ber enadisatatg the pro¥ressiossif dima: ebfielsansmassgamgd VEPOWS tequestnatdwgsponses
el ement 105. | n.response to the, session-request nmes e 120A, .the.network
ol ement 108" (FRHLSTRGT SroafabiBe® BB AT S Ra B AR Ser ver
110. Responsive to t ieFAfe aCaRSEbE@MHIEShd RRSISATA’ 1B0As attBRpARAIS BIiNGAE a
transmts an AAA access-reject nmessage 135A to the 20 network el ement 105.

The net wdPk eresthwithdbe netyednelement skir ey todyly dnifgtegnsesson the network

sessi on- 1 o] ook BR3P 8 Ik B PUPRAR RER AR P31 HON 1 el dernigos

responsive to access-reject nessa . east sone
cases, the subscrplheditenflsdisatibadrend Atatidb@Omay [He @upledpd tlemdtiverk sluinsaetr idser
"A session-re l,:tESt rressage%t;LZ B- :IBZON to network el ement. 105 25 after each
sessi on- r ej ecdnB8 ayaRIPRSH- JPSFIOY el FEALGR| Y Tarused {&oGE1GRofk C¥IBIIBR
105 transm t 5,80 PO RCEESS- r equest nmessage 130A-130N in response to each
subscri ber end station 'A session-request nessage 120A-120N. In turn, the
AAA servdb 110 transhi FruanlAhA sabsebsr pg] slatiomeA s aG@ traB5Wisl 35hbscnberesponse
to each AMA access;request message, 130A130N, and the nefjeork, el enent 105
session-request message 120A, the network element 105 transmits an AAA access-
request message 130A to an AAA server 110. Responsive to the AAA access-request
message 130A, the AAA server transmits an AAA access-reject message 135A to the
20  network element 105. The network element 105 transmits a subscriber end station ‘A’
session-reject message 125A to the subscriber end station ‘A’ 100 responsive to the
AAA access-reject message 135A.
In at least some cases, the subscriber end station ‘A’ 100 will attempt
another subscriber ‘A’ session-request message 120B-120N to network element 105
25  after each session-reject messages 125A-125N. In the prior art, the network element
105 transmits an AAA access-request message 130A-130N in response to each
subscriber end station ‘A’ session-request message 120A-120N. In turn, the AAA
server 110 transmits an AAA access-reject message 135A-135N in response to each
AAA access-request message 130A-130N, and the network element 105 transmits a
30 subscriber end station ‘A’ session-reject message 125A-125N in response to each AAA

access-reject message 135A-135N.



30 subscriber end station 'A session-reject nessage 125A- 125N in response
to each AAA access-reject nessage 135A-135N. SUVMARY OF THE | NVENTI ON
Enbodi merwe 20f2/2has3i nvention i nclude a nethod perf or med PCH/TB20M€H38TI1K

el enent coupl ed between a subscriber end station and an AAA server for
avoi di ng AAA processing by suppressing additional AAA access-request
nmessages for a rejected 5 subscriber end station. The network el enent

recei ves one or nore subscriber session-request nessages fromthe

subscri ber end station. Each subscri ber session-request nessage incl udes

i nformati on fSUMMARYYORTHBINVIERTION that the network elenent transmts to
the AAA server as an AAA access-regquest nessage. The network el enent

recei ves an AAA access-response ssage. from t he AAA server correspondi ng
to the 10 AAA accessip@a@é@feﬁ%&@g@ rﬁ@p@ﬁ%w psthe PHRANSE db dsi B ons e
message, the dghuRTkuslkgRRVedes SiBABS tlRtaddfhhd QR AAARAGCES Svbiaftest
messages should be at | east tenporarily suppressed with regards to the
subscri ber endAdtmbécssing Re syrpsising additoetlek Aidrdcnepsirb@itestadcisagasdart a rejected
access-re uestbng%saggﬁ ghoul be suH$resseq; t.he network elgne t :
suppresses any’¥dart FEhEr9 foleyet %‘8%}8%& “HEETAYEL Y ﬁ%@eﬁ sston-
transmtted t@qidienREAgEEMAT thel BihsSHIRRI @IASHALOT FAA sa6ErBS ERHVRTEquest
nmessages preserves execution resources in the network el ement and the

server. messagenifsdides nnforaptiom dor ngehtinomni ifehtidethat ribe wiskkork| elamant
mt 'S 1o be GOMRL E%&%M%Qrv%r R Rl chgis-r%ﬁl?essf [ieBake e 3hALkogRARd an
server to avoid processi ng. e network el ement conprises a set of

one or nore potdiestad A/A2ceBUpiRilsd Mectdage Hlout thki A XAGken&ulegedpbrding sl the
stations, an AAA comruni cation nodule to be coupled to the AAA server, and
a suppr ed8i oM AORFCESSTEWSTEACEBLE h EpPMSVEritit AdtA dpccrbERIP@Nse THESsaggathe

conmuni cati o Qlegi?&lk' ¢ %nile%t Qe AL ﬁ% &@dn{i)&&? EA\é@A a&’é%gs@féqﬁgst %?e%ﬁg%ﬂéﬂowﬁé ht
messages sent fromthe plurality of subscriber end stations. e
comuni cat i oreass tdnyrordrdy sopmtssgdimath fegartls enthiri subRABcaategstiane qRIspdOnDEe to

messages to the AAA server .and receive correspondin access-response
message of ai Fsrtes fiphe litiggal PEESTTOOHE (RS Est %&Q@@@@&W@ &MEEW?&
nessage i s an|ihtaCeRRSsée] B! JNBRSALC A AR 18URRI&RSHOMAIARBE, erbAMYcies a
determ nation nodul e configuréd to determ ne when to activate a suppression

of AAA adéesdransqiitsdt tonthis shfds sasgociTht edpmicssivnanly Adhe agéestmequebtumassagss of
subscri ber end station essi o d rises a

trigger nnduﬂ%?w8§ﬁSF%%HP%Q%R@ggﬁﬁﬁﬁ%PﬂﬁPﬂﬁﬂgwgéﬁwg?ﬂégﬁki%%%%d to cause
the suppressions of AAdoARERSSof &6 eslenliBs S3des& Wheiwork clement that is to be
coupled between a plurality of subscriber end stations and an AAA server to avoid

AAA processing. The network element comprises a set of one or more ports to be

20  coupled to the plurality of subscriber end stations, an AAA communication module to

be coupled to the AAA server, and a suppression module coupled to the AAA

communication module. The AAA communication module is configured to receive

subscribe session-request messages sent from the plurality of subscriber end stations.

The AAA communication is further configured to transmit AAA access-request

25  messages to the AAA server and receive corresponding AAA access-response message

of different types. At least one type of AAA access-response message is an AAA

access-reject message. The suppression module comprises a determination module

configured to determine when to activate a suppression of AAA access-request

messages associated with any one of the plurality of subscriber end stations. The

30 suppression module further comprises a trigger module, coupled to the determination

module, configured to cause the suppressions of AAA access-request messages when



the suppressions are activated. The suppression of AAA access-request
nmessages preserves execution resources in the network el enent and the AAA
server. Wo 2012/0208abodi nents of the inventd on include apoetBzdi/pesfior med in
an AAA server, coupled to a subscriber end station and an edge network

el ement, for avoiding 5 AAA processing in the AAA server and in the edge
network el enment. The AAA server receives an AAA access-request nessage from
t he edge network elenment that includes information for verifying identity.
The AAA server accesses a subscriber record corresponding to the subscriber
end station hhsedpossidie arofaetingtd orTlicsuppesssioni oY AlAdenicedsy-reqlidet Siukxages ber
record includes information regarding a subscriber’'s account 10 associ at ed
with the subd¥FICHES CEFHLICR ASPYITTS MHRC PN OFeslg@PNand aGH AL SeivAAA

access-rej ect nessagﬁandﬁ&%BPBP?MJﬂnkﬁ%nﬁ%ﬁhﬁﬁpgﬁﬁaﬁ&ﬂgﬁ %ﬂﬁpﬁﬁgﬁuklﬁe

AAA access-reject nmessage 1 ncludes a status based on t scriber's
account that ssoggesupledtto heabicridet embsttatmryamimpcmsnmordﬂelanmtaﬂm|atvbi(dh@

AAA access-re st nessage ssociated wit e subs tation. The
cuppr essi an ofeoRe o Pe RS e Recubinha sl BEUSTeltitec it 34 58 cos
in the networkeslQMRMAAANMECERGAMMY ﬁ@is‘dgé from the edge n#%ﬂﬁdél%@ﬁtsthﬁfm&lh&s

i nvention include an AAA server, to be coupled to an edge network el enent,

for avoiding 1wnpm@té@rsw¢rgfym tdceUWAATéler&néA amlen accteB@s eﬁgebsnebwnoreleord

el enent. The edge tmork el e nt of ...
Subeer ber oGSOl e SR Rsk R SRisRObREESn e SnfstAtd i Yheiine
configured tadafity.eqae \éﬁb%A&ﬁ%@@ﬂ&nélﬁ%&ﬁforﬂﬁﬁ&@mﬂm@ Mstiberidegeadtotimor k
el enent for different ones of the p Iurallt¥hof subscri ber end stations. The

comuni cdfi orissasiRieewith thsubheibes shd plgtiere dTho Avy/a paIwert transmite §p At HECARA
access- respo”r%%cﬁ&%?sﬁgﬁ $n 1Opbile RIGE d&&% WOI K& eﬁH&Pgnqua%t% AN A Qbcess-
Scri ber nan ha

further conpri'sés a's recor agenen I's coupled to
t he comuni catjeormesagd @cludibea stutas basddeon the satisdriBE” snanage nen tsu ggedis| ae 1dast
configured to store a plurality_of subscriber records. The subscri ber

record managehEHPORBY BUBPICESI9Y Pf ABY 4 Ppﬂu‘%@tﬁ‘ ?Qfesﬁ’@gbﬁﬁ ANGFeAEey A80CRtcaAA
access- r equestieRs adReride C8ISstRi UL TRE | sBEFrebRHLHE Aﬁbﬁtacb&g | étgﬁﬁ megsages

information relating to a correspondi ng subscri ber. rver
conprlse§5anIﬁékn&sceasmpegpomsasgﬁhenadeﬂdﬂmdmkmdnhaAAMsﬁmwupIed to the

subscri ber record ma nt 30 dul e .and to, t he nmmuni catj on The
AAA access-response gaﬁﬁag?ﬁﬁ%O%ﬁpGP@nPgl ?q%ﬁﬁ 5X§§n giﬁlgﬁﬁtoan
access-r espongge MBS@AISIBmeAt fdreRsidiRAXS probdssigiis (RM AAACACE 8818 88dc
nmessage based on the currently accessed SUbSCFI% record. The AAA

access-rej ectnemgaﬁé@ndnhdifhm ngiwerk olesaent 1&%&1393@11@%691 tg@mrelstgqursubﬁcrlhﬁy

addi ti onal agcess-regu nessages aSSOCIated wi t.h that ﬁubs i ber
end stations. ) SCIrver omprls conimunication modu C CONnligure O.

record. The SUppressl on aCCess-req uest nmessages preserves xecutl on
resour cex0i n redEve AN ralscek-esriabt @e@agémefr&%hseerdgernetwcﬁrﬁl HEmEESCORIdATEEGN OF

THE DRAW NGS , : : o :
ones of the plurality of subscriber end stations. The communication module is further
configured to transmit corresponding AAA access-response messages to the edge
network element. The AAA server further comprises a subscriber record management
module that is coupled to the communication module. The subscriber record
25  management module is configured to store a plurality of subscriber records. The
subscriber record management module is further configured to, responsive to each
AAA access-request message, access a subscriber record that includes information
relating to a corresponding subscriber. The AAA server further comprises an AAA
access-response generation module that is coupled to the subscriber record management
30 module and to the communication module. The AAA access-response generation

module is configured to generate AAA access-response messages, at least one of which

is an AAA access-reject message based on the currently accessed subscriber record.



The present invention is illustrated by way of exanple, and not by way of
limtation, in the figures of the acconpanying drawi ngs in which |ike

ref erencesoizott/eeise simlar elements. It oul d be not e#CThBrro1dDdI2BEr ent
references to "an" or "one" 5 enbodinent in this disclosure are not
necessarily to the sane enbodi nent, and such references nean at |east one.
Further, when a particular feature, structure, or characteristic is
described in connection with an enbodinent, it is submtted that it is

wi thin the know edge of one skilled in the art to effect such feature,
structure, orTikhanaCherckstdject imlessag'eniadtcm@ and dthlegdt hempeabodippesision vtedyer

or not epr|C|tIy 10descri bed. he i nventjon may best be

under st ood byrddeioark Ald BEECENEAReST NiRFasss a@%@testw%t%au%ﬁeebﬁpr&wﬂﬂ he
drawi ngs thatsghesdisedsRah! Aee 43 &s@%%g{%&ﬁ%eﬂfesté}&d RACROBes | e
dr awi ngs: gure 1 pr| art strates a ata ow di agram
of subscrlbenwendksmammmamiﬁwsbxﬁwmwerequests and AAA access-request
nessages along with the correspondi ng response nessages. Figure 2
illustrates a data fl ow di agram showi ng an overvi ew of at |east tenporarily
suppressi ng addi ti onal AAA access-request nmessages for rejected subscriber
end stations according to enbodi nents of the invention. 20Fi gure 3A
illustrates a data flow diagramof a first enbodi nent of the invention at

| east tenporarily suppressing additional AAA access-request nessages for
rejected subscriber end stations based on an access-reject nmessage with a
status indicating the tenporary suppression. Fi gure 3B
illustrates a data fl ow di agram of a second enbodi nent of the 25 invention
tenporarily suppressing additional AAA access-request nessages for rejected
subscri ber end stations based on the nunber of AAA access attenpts.

Figure 4A illustrates a data flow diagramof a third enbodi nent of the
invention at |east tenporarily suppressing, at a network el enent,

addi ti onal AAA access-request nessages for rejected subscriber end
stations. Figure 4B illustrates a data flow diagramof a fourth
enbodi nent of the invention at |east tenporarily suppressing, within an
access network, additional session-request nessages for rejected subscriber
end stations. Figure 5 is a block diagramillustrating a systemincluding a
net wor k



5 el ement, an AAA server, and an access network in which AAA access-reject
nessages are at | east terrporarlly suppressed for rejected subscriber end

st at i ons wocordi2mipst o enbodi ments of the ifnhventi on. PCT/IB2011/B528Ur e 6
illustrates a flow chart of a nethod of the invention for at |east
tenporarily suppressing additional AAA access-request nessages for rejected
10subscri ber end stations according to enbodi nents of the invention.

DETAI LED DESCRI PTI ON The foll ow ng description describes nethods
and_apparatus for avoi di ng AAA processing for rejected subscriber end
stations. |n BREHDESORMPGOIEOETHE DRAWINGSr ous specific details such as

| ogi c inpl enentations, opcodes, neans to specify 5 operands resource

partitioning/sharing/duplication inpl e nt at i ons es

i nterrel ationshi ps oﬁﬂ%pgf‘tss%lem%@ﬂéml Strétﬁélbb’o‘ﬁ?yc %gzsﬂm ?W@}Pﬁtvéaé’r%fil on
choi ces are 9ghitfiRht fn ithe Q‘fg%%s 50 (R Q¥ odHafly iR Galvis OO hitRdRK S t-aReinpg of
the present invention. It be appreC|ated however, by one skilled in
the art that indieate sweitri e(bennm§1 Ihshquicabe noied tmttdnffcmntsn@ﬁdner@pem fan¢ cdebrd"l s.

I n ot her i_nstances ont r.ol ructures ate circuits and, full
Sof twar e PnotTICETbHN SBJUR ASIHERAT 75t nESerihlher Hmsc B PR oAb o
to obscure thgfekdhéeNth&@n. afhese @fc. oFghmar wheki Jilpdrﬂcdlzlﬁe f@dtbre, Wrhibukd)€or

i ncl uded descriptions, will be able to i rrpl ement appropriate functional i ty
wi t hout undueﬁ?héwp‘@flﬁtmaﬁt%ﬁ?rdwd iRepaResHeR $vithnar prabegieent, ilcigspbmitted thyrkis
enbodi nent , " s I cate
that the enboW?lﬂrr%ﬁ[Fp es\%ﬁa g nogl% %kri’l(l: ema% gréft e?% C;h getaﬁltrré StrthC{r]ug‘!fft %re
or char act er i ghiacteribiik 1ﬁvedsmeeﬂ‘mpdmmmrﬁthémyenfb@mmmcse%lwthdryot nwit uehkeplichy
particul ar feature, structure, or characteristic. Mreover, such phrases
are not rfcesksstied- referring to the same enmbodi ment. Further, when a
particul ar feature, t i on
with an 20 enbodi masrfl%lé %Lé{{tgns% ttegge Elgétiérﬁo&lls Wi ?%ﬁlﬂ%bﬁéej tﬁ%o@ﬁﬂgﬁﬁg
one skill ed idestripgioarandtaoce@hpamgingsdretviige aiataes ustirtocliustrate mbqﬂluaelasbéthastl C
in connection w t.h ot her enbodi nents whet her or not expli citIy descri bed.
In the foll OVWYF@I 98s ﬁ‘ﬁtdlr?%‘n&%d clains, the terns "coupl ed" and
"connected, " al ong Weidird ep I’iorql‘?f)'lﬂﬁ’sttﬂav&'sa da@@ﬂo@%ﬁg‘%ﬁq oflshib&Beu aldbﬁatlon
understood that 25 these terms are not intended as synonyns for each

ot her. "@buplsestion sequseld and Addi gatesiénuest wosegeseloagewshethe scormshpadingay
or may not be in direct hysi cal or electrical contact with each other,
co-operate or STV REP &1t h each other. "Connected" is used to indicate the
establ i shment of conmateatilloard@t Mg 10 digrilr hoRRNBN bSerk kel oﬁhﬁleast
coupled with each other. 30As used herein, a network element (e.g.,

router, sw tc’tﬁmp@ﬁamblgewppr@s%ngn addational AAA access-request messages for rejected

subscriber end stations according to embodiments of the invention.

20 Figure 3A illustrates a data flow diagram of a first embodiment of the
invention at least temporarily suppressing additional AAA access-request messages for
rejected subscriber end stations based on an access-reject message with a status
indicating the temporary suppression.

Figure 3B illustrates a data flow diagram of a second embodiment of the

25  invention temporarily suppressing additional AAA access-request messages for rejected
subscriber end stations based on the number of AAA access attempts.

Figure 4A illustrates a data flow diagram of a third embodiment of the
invention at least temporarily suppressing, at a network element, additional AAA

access-request messages for rejected subscriber end stations.



of networ ki ng equi pnent, including hardware and software, that

communi catively interconnects other equipnment on the network (e.g., other
net wor k evermereo3send stations). Some network el enents ace/lemi/t)szp’f'le
services network el ements” that provide support for nultiple networking
functions (e.g., routing, bridging, swtching, Layer 2 aggregation, session
border control, Quality of Service, and/or subscriber 5 managenent), and/or
provi de support for nultiple application services (e.g., data, voice, and
vi deo). Subscriber end stations (e.g., servers, workstations, |aptops,

net books, pal mtops, Figahi HB ifibaness a siawr fiphatiggamna 4 ifomrdi ambh@neﬁt oivaiece
Over Internet Prot ocol (VA P) phgones, user equipnment, term nals, abl e
medi a pl ayer SnVeUPSN ;i fegst é%ﬂﬁ%@“%’yé‘%@ﬁ%ssmgetwlf% PoRESFS LR &ditional
cont ent/ ser vigas, ProvidglQ \éggfotrtgéj 4% M%&g%%n@f} ﬁ{ content/services
provided on virtual private netwo Ks (VPRE) over on (e.g., tunneled

t hr ough) the | nter nefiguftheé momﬂﬂndgdndimn1ﬁeﬂnnmgsaayﬁmhypmhﬂhhyapmmwoded

by one or nndﬁ end st t|ons(% server tlon bel on g to a
service o TR Il%ir?d1 %thsstslnﬁh‘%or é’? 6ch§§ Jeﬁ B ¥Epeer
service, and Byt ﬂél@ﬂ Weordray sﬁﬁﬁﬁ%’e@ foPHgbdi&d ‘é‘@cﬁ@ﬁgé%senﬁestﬂionsfafc@@rdﬁ%nfoem
store fronts, search services), privaté webpages (e

usernane/passmﬁwdna@ﬁ@g@ééH“@bp@ges prOV|d|ng emai | serV|ces) and/ or

cor porate networks oyer V Iy subscri e ﬁlstat ons

couped (erg. 1 hr oubiueu by D € B utensB o B Rl B feah i AR TgE af e
networ k (Wi r aémpbraiily ehuppekidy idligsige Aemoﬁdee@heq@m SmeVapEN fBF ercgupl ed
(e.g., through one or nore core network el ements) to other edge network

el enent s,10whisehscaiber eulsitioas aecopdipg Heemerdmsits of Bigdnyeatign. server end
statlons) Sonme network el enments include functionality for AAA
(aut hentication, authorization, and accounting) protocols (e.g., RAD US
(Renote Authentication Dial-In User Service), D aneter, and/ or TACACS+
(Term nal Access Controller Access Control System. AAA can be provided
through a client/server nodel, where the AAA 25 client is inplenmented on a
network el enent and the AAA server can be inplenented either locally on the
network el enent or on a renpte end station (e.g., server end station)
coupled with the network el ement. Authentication is the process of
identifying and verifying a subscriber. For instance, a subscriber m ght be
identified by a conmbination of a usernane and a password or through a

uni que key. Authorization 30 determ nes what a subscriber can do after
bei ng aut henti cated, such as gaining access to certain end station
information resources (e.g., through the use of access control policies).
Accounting is recording user activity. By way of a summary exanpl e,

subscri ber end stations may be coupled (e.g., through an access networ k)

t hrough an edge network el ement (supporting AAA processing) coupled to core
network el enents coupled to server end stations of service/content

provi ders. AAA processing is perfornmed to identify the subscriber record
for a subscriber. A subscriber record 5 includes a set of attributes (e.g.,
subscri ber nanme, password, authentication information, access control
information, rate-limting information, policing information) used during
processi ng of that subscriber's traffic. Figure 2 is a datafl ow
diagramillustrating an overview of at |east tenporarily suppressing
addi ti onal AAA access-request nessages for rejected



10 subscri ber end stations according to enbodi nents of the invention. Al ong
the top of Figure 2 a subscriber end station 'A 200, an access network
250, a neweani/ebisaent 205, and an AAA serfver 210 are each/iBriiusizezt ed with
a vertical line indicating the progression of tinme. The transm ssions of
vari ous nessages are illustrated chronol ogically down as horizontal arrows
between the vertical |lines, and nessages 15 that are optional based upon
the specific inplenentation are shown with dashed arrows. In
Figure 2, the subscriber end station A" 200 is coupled through the access
net wor k 250 tOETAHE EleDMSCRISTEORNt 205. At tines, the subscriber end
station 'A" 200 nmay attenpt to initiate a session with network el enment 205.

The access network, r exanpl e, may i nc] ude SLAM and/ or cabl e. rodem
termination system piﬁi‘mfé‘gowg Wﬂnt@pydwrlwci@eﬁpg% IRG¢ARBIRIUE VIRV Oiding
servi ces, SUCAAASprblessihd: fo ¢jectBFLabscPbAB end® ROl 28 YRd MAIAiHA Ql'ésc%:jBHEBNET
protocols. In one enbodinent ‘of the invention the network elenent 205 is an
edge net wor k meinenarst spepidicudtitnly fugh aisi logial intpjeniantajions,appcades, chdapmttd spenifyone
or nore (aut hentication, authorization nd. accounti ng). 25pr,ot ocol s.

To faci || Pat STeHaan et corp Bt tioRae SR sEie il SRl kio 2 ko
"A 200 transfickgladiosdh Cdﬂs?@témeaﬂn Bhtk Odhd 10gicSRSSE g/ RELsLATon RS FRY8re2 20A
toward the network el eqmﬁasnt 05. Thil?nmassage fgs%?ent thgr ough the access

net wor k 250 aabforty ipeedar yeproyideramoredthowoph endargpding el ke psesbeidnydione Hd
station 'A session- t S e 2 For, ex et scriber
end station "%‘ﬁ é‘gsqgér%ﬁl{dfegqgggf 9‘%@??3‘@“& %@%&1 r%;t/%eeaﬁgiﬂ %lteg:hgi @12%&%)3 glab “AM

(not shown) gitacticod wathdetsual spathECddthiBy 18 thes tatdnoss, céntrd 88 8EI0Rs) @AHIRSEL
nmessage 221A to the network el enent 205. In response to_ the subscriber end
station 'IA sasuitomd Bludtvae ispeiopataucncrehdyst i drere showanin degsl iy qrder

transnit an AGMAGRESHs (RAURShIAPSSAGS. 2BOMIRAY LR ANSEHYBin R0 ind A

access-request nessage udes an aut ication request. [n at I|east
sone cases, tdescripfAnsgemiérbe2bblewitd |impejnent dppeopaiatchdmidtivaslitpnwithod thducAAA
access-request nessage 230A. The AAA server 210 may reject the

access- r equestPFINCUMNOLf 4 nunber of reasons. For instance, it may be that

the i _denti ficati on i RE%&IEE& fﬂﬂh&@[ﬁ&ﬁidﬁﬁgn {d*‘c)tn@%n%&in%@,e?f% EQEsERIenfTESSHa0€e
230A is sonehow invalid or deficient, such as an incorrect

user nane/lpas swemglecembddimeiioh etsr, adicatevthhi thekeybodimentt Hescribes exy intluday be
that the identifi ationian(‘)ﬂrirrationi§la ut there i,s .so 10 otther

ot on wny ¢ ey o SRR Por e RREEE | B s, ERURERRT B B

instance, it reeedsahilDanéliad tHehRursdidaClohtiry, seeaaRl of EkhridtéktisU6Fob&al s@ind
station ' A" 200 has had network access revoked. Reasons for the revocation

of network addEases @sulngt inge¢ssaidy lRITiBg donibe amei embodigent. ngiirthesi when a

paymen ¥ ol AL O RE RS, P AL R, L RIPLETL AR B OgE
235A to t20e embodiment, it is submitted that it is within the knowledge of one skilled in the art to
effect such feature, structure, or characteristic in connection with other embodiments
whether or not explicitly described.
In the following description and claims, the terms “coupled” and
“connected,” along with their derivatives, may be used. It should be understood that
25  these terms are not intended as synonyms for each other. “Coupled” is used to indicate
that two or more elements, which may or may not be in direct physical or electrical
contact with each other, co-operate or interact with each other. “Connected” is used to
indicate the establishment of communication between two or more elements that are
coupled with each other.

30 As used herein, a network element (e.g., a router, switch, bridge) is a piece

of networking equipment, including hardware and software, that communicatively



network el enent 205 responsive to the AAA access-request nessage 230A.
Wiile in sone enbodi nents of the invention the AAA access-reject nessage
235A wi | Iwoant2#i20333t at us i nformation indi @ating that adcﬂctnmmi/om
access-request nessages associated with the subscriber end station 'A
shoul d be suppressed, alternative enbodi mrents may 20 not have such

I nformati on incl uded. Sonme i npl enentations of the AAA security
measures may conply with the RADI US protocol described in Request for
Comments (RFC) 2865, "Renpte Authentication Dial In User Service (RADIUS)",

June 2000; whhicconhéiey tiRYequipKny oM tﬂh: RE@OBEE(&g " &harraétw'orlBaac&né?ﬁ@t@mOl
Sept enber 2003. 251 n one enbodi nent, the access-reject nessage 235A
confornms to t¥I08andoi rRABICUS e&r%«t%%@re @U&a%%rspwéws Retwps olggnisTHBat

RADI US pr ot Q‘;{?&w% g ?%{%rtt RRtm&a bﬁ% AT ABELHAAC e"éderoﬁtlg§ rﬁ[dgﬁehsgf s@zlltghﬁlg X

may be specialized configura oses set I gner
net wor k el enﬂmyeQQSaggreg%An,sewsmn &imer d‘dntml,g@nelutycoﬂ Sexivd:e; sn(d‘/af Iselokcaber

Vendor - Specific Attribute In this.enmbo
access- r epectMISERGH)-%K) U0, R SOk AP SR (P B hefeiton et

i ndi cating thgficcadgigt LRRs. AdMaGEeSsid 8AUESS (%SS%S S%Hisﬂlu@ﬁ‘s S}éﬂ%@SSEd
is included in the VSA ‘Another embodi ment, which conplies with

Di anet er prot@dmok$,npahﬁ00958®0blrh®y>hm amaﬁphmﬁbumehvmd@ﬁepb%qs, ereet Qver
transmt thes net wor k

nf gr | t-he
el et 205 (PR re L TR Pparese meproscmtui R EGs PR st S e
223A toward tdhes sHis Ghanhes spidh$tsat-ioprboxés) a206ss content/services provided over the

10 Internet and/or content/services provided on virtual private networks (VPNs) overlaid
on (e.g., tunneled through) the Internet. The content and/or services are typically
provided by one or more end stations (e.g., server end stations) belonging to a service
or content provider or end stations participating in a peer to peer service, and may
include, for example, public webpages (e.g., free content, store fronts, search services),

15 private webpages (e.g., username/password accessed webpages providing email
services), and/or corporate networks over VPNs. Typically, subscriber end stations are
coupled (e.g., through customer premise equipment coupled to an access network
(wired or wirelessly)) to edge network elements, which are coupled (e.g., through one
or more core network elements) to other edge network elements, which are coupled to

20  other end stations (e.g., server end stations).

Some network elements include functionality for AAA (authentication,
authorization, and accounting) protocols (e.g., RADIUS (Remote Authentication Dial-
In User Service), Diameter, and/or TACACS+ (Terminal Access Controller Access
Control System). AAA can be provided through a client/server model, where the AAA

25  client is implemented on a network element and the AAA server can be implemented
either locally on the network element or on a remote end station (e.g., server end
station) coupled with the network element. Authentication is the process of identifying
and verifying a subscriber. For instance, a subscriber might be identified by a
combination of a username and a password or through a unique key. Authorization

30  determines what a subscriber can do after being authenticated, such as gaining access to
certain end station information resources (e.g., through the use of access control

policies). Accounting is recording user activity. By way of a summary example,



5 through the access network 250, and this nmessage is passed on to the
subscriber end station 'A as subscriber end station session-reject nessage
222A. Howoen12/i20338t her enbodi ments, the $@bscri ber endPsraB20n032871 sessi on
rej ect nessages 223A and 222A are not transmitted to the access network 250
or the subscriber end station "A" 200. The subscriber end station 'A
session reject nessages 223A and 222A are shown as 10 dashed |ines
traveling fromthe network el enent 205 to the access network 250 and the
access network 250 to the subscriber end station "A 200.

Responsi ve t aubeg®dey tmpstatiensAhdy ¢ cespled €¢.g¢ throBgis agacckid Actwairkhtroughtdn a
status or without a status, the network el enment 205 will make a SUPpI’eSSI on

deci si on 238:°dgpaetwogk clemepy {supprsting A PIRFEIHE cPMRIPR (o FRyE matvpsk glements
suppressi on C £d qygg

subscri ber e%f tat@ %ﬁ% e&@ﬁ{ea%gg%;)ﬁfe%g?gﬁgﬁg%@ ]lﬁggid 38 is il lttj)lsafgsr81<3111tgeclg as
an oval assoqicabadediitd hdetdméy nie¢ wolrscribérerveotd R05a Isybsariberr veéd selrscobedracbmle

oing fro thev rtical e of the network el ement 205 to.t S ressi on
Lol i on B e e TS et VR RT G BOERERE poheisa G R LE ey,

deci sion 238 fack cg)ﬁrélhﬁfoi/rﬁﬁﬁdncﬂite Hia 60 Ofn (AR TaVBR Ko ot BIZE Rford Oon) YidEd @Hng
enbodi nents of 20 the suppression decision 238 are contenpl ated and sone of
t hese enbodi megessing bfthbesucbe@dqerbétdfﬂqth reference to Figures 3A and 3B.

In cases where it is det erczm ned ag%t |on shoul d agccur

network el ement 205 WaYC calde & é%r% 8usmga38eg‘éerl‘/1§j e ?Tezeggges

associ ated Wtbrﬂp@t@ﬁ{%crdubﬁfesﬁﬁ%j 5ddaﬁi¢mn AAA J&@sﬁﬂé@@é’sﬁsﬁEMgéﬁiWo@CfeWctddn
various 25 manners and nult e enbodi nents are contenpl at ed.

repr esentl®d Hpbseriber ?Ii(tétﬁtl@@c%cé@rél% exanebndiments evther ngeRticne Alopprtes éqpo@if
deci si on 238 @l gng %Q@Dséﬁf)e%r &l stalt%%e’%o%“gﬁ Qgcegéj}ll\ﬁwfoﬁ?%é *hené%%%’i%%?%t of

el enrent 205, the ne 5 causes a tenporary suppression

any additi ondl05AAAd anceAa- seegreBito airesaaalgelsfusttrratetih\enb%Avaecalerne%&camgadmsi ve
to additional subscriber end 3Q station 'A sessian-request messages

220G 220M  WATPECIH Qippitssi dmc2a@nimisgeRy o, VRHEUS dPRSHEES e PEe HESEaERs]

wi |1 not ”arlﬁl%ﬁolc?g‘é/all?d(ﬁiv&ﬂ Qﬁ%rm%%%al%fo%v%sl% GROUE T TRASAIRRS [ fhd REsh

server 210 responsive to additional subscri end station "A sessiof-
request nessabasa22 a2l bhseldnusonthee srpmdimmnplsmeatrayomcbde tshowal wghibshddber
end station ' A session-request nessages 220G 220M are bl ocked within the
access networ¥X™¥50, and thus the network el ement will not receive the

addi tional subscribef pipdrest ahd Qibscriber S£S Sh@dh f@msg cHISPHESI AU REM
(hence, the additional Subscriber 5 end station 'A session- request

messages 221@cp2ak2apdo éﬂtﬁommwmkt HemariHdy. 1Atiescsesicetvlibmiper prashstatien ac'cids

network 250 to t ments

| ement 20 ot.her
Gl anar s uBk Pl TS BT Rbn R b BrOlRREN IR RE RS S0ert Son,

pass thr@ogh dxaepRe ﬁrﬁ§r5‘m<ﬂﬁdel\@ USLZQQ adddr aftde hﬁ)@l@m\/teﬂmbytldﬂ'l@st&ﬁi mpnedetberre nt
205 as subscriber end station 'A  session-request rressa es 221

Enbodi ment s ofarigfeofs Wiy ége' etviosh ARANSUEsrEEes, gedcrs hedT i @h3r @ﬁé?e%‘é&t 0
Figures 4A and 45128 using ATM or ETHERNET protocols. In one embodiment of the invention

the network element 205 is an edge network element including functionality (e.g., an
AAA client) for one or more AAA (authentication, authorization, and accounting)
25  protocols.

To facilitate the initiation of the sessions, the subscriber end station ‘A’ 200
transmits a subscriber end station ‘A’ session-request message 220A toward the
network element 205. This message is sent through the access network 250 and is
received by the network element 205 as subscriber end station ‘A’ session-request

30  message 221A. For example, the subscriber end station ‘A’ session-request message
220A maybe be received by a DSLAM (not shown) and forwarded as subscriber end

station ‘A’ session-request message 221A to the network element 205. In response to



Upon the term nation of the suppression 240, the network el enent 205 will
process a subscriber end station 'A session-request nessage 221N in the
sanme manmeo 20iBiebssBhe net work el ement 2051processed t he psmhiBzMi/bZ2871end
station ' A session- 15 request nessage 221A. Wil e exenplary enbodi nents
of the suppression decision 238 and the tenporary suppression manner 240
are described later here with reference to Figures 3A-3B and Fi gures 4A-4B,
it will be appreciated that the invention nay be practiced in other

enbodi ments. The suppression 240 may be limted to a period of tine. In

al ternative 2f8c eutBordborent StatibheAS uppibessquest MéBags2210t, the fdtiveek Elomanto®si od
of time but instead ends in response to sone_external event; e.g. the

network el enehit! WHSTHEP HRAACSACHesSagEag Al ato (g AHasert fie? upiceddfon

240 shoul dbe,LUHARL G esshdh B0 BB HELRHROH|HEEAues Ne_suppr ession 240
may be |Iﬁ1te§ to a perlog of time but may al so be ended responsive to sone
external event, suchlmst lbdst somt wanck, the erehtse2062 Hewdl wijey tlee ABhantisstageoft hat

t he suppressipn 240 shoul d be ended..] n enbodi ments e the suppression
280 15711 8t dBF AR PURTUET TTIES T cUPpACUL PR oA e diet BB e
tenporary. | neQilROfr MRLE aWARIHRr bNRaSSRP RS $h¥hcd AP niaS BeOthal thBlid S fikRidh
period of tinme, the suppression is not necessarily tenporary because it
only ends responmsiien cantaincdkintthe ANA eqest-reqhest nighsage A is smechoupipraikion
240 is at |east. tenpporar i.n so much as, 30 that it. | ast .for.a set
period of ti ety rae? puiteRlamietafiniea’ gl eoblBityifdh BPIESR end
at all. other casesF@rmeX dFRhA,thé Medtific/ACETIRAtion & E@PRODAT thefdIRNoRRST ON
is associated with an access-reset tinmer. Resgonsive to the tenporary

suppr essildn sehaigeasen whattbe subscibarcad sEtanng’ a6¢ st pedenticaiadert or dnsiangey ed.
Responsi ve tq LRy %;%ggﬁﬁhé Soskrib r%gocémﬂgcﬂb@tﬁeshggc?fﬁgper?d B&ﬁé}f’dA%ocLlé%ﬁ?ager

whi ch may be speci i'n connection correspondi ng su
end station afetwak doecsseévokid h Reespe or the ratdcatsatbsCidtiverk amdsssdoatd moBidet he
tenporary suppression. wl ctivated; the suppressi 240 is said to

i be d og
be t enpor ary. oY ATA%t HBHCE Hb SBIUHRHEN! RAYEICBL PR ILA Bhascspidaiscrsealiels, and
responsi ve 1 Qo grhiAREesBsc@bt-RAE L@abdon message indicating that suppression

shoul d be deactivated; the suppression 240 is not necessarily tenporary but
may end. 1Still a furTheAehboden2H trad®mitstan AAdsacesarischaicssage 35A to the

access-reset tiners. and nge of. authorjzation nessages so e .
SUppr 65t on ik BB S d weSHuall 8 ASR HENeghpIat marigh 240A. While in
cor r espondi NGoARCAMHUNIRSRS of hEBAvAAbn MSRAMBY:CER-BREEMLBSPOISA 8l IeBnthine
change of authorization nmessage; the suppression 240 is tenporary and may

be ended pri ctateoinféraativpengedtingdhetnatidiepnall 57 agedbvarnqage rodssagep Pewsiatg

AAA access- T GNERY, (IRSEBORS I 3, SAVINAR, Bl SSXSCULY OflCLEOUEERSHnSHEN, &S
net wor k bandw ©Seent ral “priocedsing Uni £° (OB Fesonr cest Tandr or st g age

resour ce®0 i mot hgvewthviritkrmedteaendlud@> and t he AAA server 210. The network
el ement 250 and the AAA server 210 conserve execution resources by |imting
the anount of proces3PHg IHBIHEALEEENT plthe A 4 SeQyy ariEes WAy cemaly with the 20

sessi on-r GQU%AD@§S§1%@O%O? 28 A5dMin Request for Comments (RFC) 2865, “Remote
Authentication Dial In User Service (RADIUS)”, June 2000; while others may comply
with RFC 3588, “Diameter Base Protocol”, September 2003.

25 In one embodiment, the AAA access-reject message 235A conforms to the
standard RADIUS protocol as described in RFC 2865. The RADIUS protocol allows
that each AAA message include a generic field that may be specialized for configurable
purposes set forth by a designer of the network element 205 or AAA server 210. This
generic field is called a Vendor-Specific Attribute (VSA). In this embodiment, the

30 AAA access-reject message 235A includes a VSA and the status information indicating

that additional AAA access-request messages should be suppressed is included in the



O her nmethods of limting the execution resources consunmed by rejected
subscri ber end stations may introduce security vulnerabilities and/or allow
t he rej ecweadoruhsissi ber end stations to cdAsune nore ex@CUIBINI/NIETIUr CES
than is necessary. For exanple, one nethod is to accept the authentication
request but only authorize the 25 subscriber end station to access an

i sol ated portion of the network. By authorizing the subscriber end station
to an isolated portion of the network, the subscriber end station has
limted or no access to the available services but will no | onger nake
repeat ed r eqUesSA s Ainotheaginbedibicagtwioch asnplivs vaithbihe Mib@etee pbtcdodin RACB 588,

aut henti cation request was not rejected. However, granting even limted
access to t hendeisionatiilutepaiushaiah VBdo rarst theylatysgnfosmetfiehs . Fur t her nor e,
t he subscriber end s ' : u r r : and
on the. access netvor 1 Suan R B TS g P o 20 P e

net wor k. Thersedftone' A’sseppor sgiecigmasidgd 2ohal tovadl thecabscribereed tstatieasajed)0i s

advant ageqQus because it conserve r xecution resoyrce and does, not open
Secur 1y gul RN s s meor 35012 S TR s gt oo & Basienag ond

di agram of a ditfoat  AerRadbemibbr 8ld khod B%EBhirGRcBheds88S 221 LMROR&Id:] ¥ other
suppressing additional AAA access-request nessages for 5 rejected

subscri ber ersbodanéndnghd ashsdribn caad daivas'dy repseet raess seageades LA3A ad2d4

i ndi cating the suppressj.o igure 3A is. i tigal to Figur . exceph,t he
an access- rdie bt TRERLET RSBk TLRL R aobRerbe® R QuoB S P oot
message Wit h Eicadulscribdbfn@RE(ibheAS BRRbE SSjcONMERE &I TMIA2EH DZEA heeshowepdsaced
wi th a suppression decision based on access-rg@ecti on nessage W th status

338. | n HlgurdastyaA line drapgimesieony éire mergorkoelpragntyda fo gsndccepsmetivars 268 4pdie t o
t he AAA access- i AAL ess-reject nmessage with
st atus 335A. %%ﬁ%sgwté%gg@goqggfé%?ﬁbnéggégégﬂw th status 335A contains

i nformati on indi cati Rgspohsive tdecsivjigrtes 220K aafesARfeca aresige RSN eSthemasthages
is warranted. Responsjive to receiving h&nAAA acceﬁs- reject nessage with

status 335A, YHE HetWBPK rafenic 265VorIceanth 03 ipPredst AP SRt sy
pased on the 8. QiR AGANE AR MO LRLAD 8 ACERBRAIEH BF L ARIBAGE.

with status 335A. In some enbodi nents, the infornmati on contai ned wi thi
access- r dpectrequess agssagss assoeagdnwithytht hebsubsic endetatiend ASt aThomuppaessRHO

has been rejected by, the AAA server 310. In other, enbodi nents, th

i or mat i on 1GEREPGHS B TRIGH Y Ghev A shar el RE oy ERORC e Al B ced.
20Fi gure 3B idykwgt 4radvesl Bndabiagf k@i (Bl 3eHRM Bhe 8f SRCAAFATBRHIAENYS @f tHche
invention at |east tenporari I% suppressi ng addi ti onal AAA access-request
messages for supprestieudesifyec?ithand aspgord annveharrdsekinogoing &onuti sPRIESSINA
access attempts... Figyre 3B ks identical-to Fiqure xgept: 1) the
Subscri ber - enil PEaeRR b8 b IER ARk SGat20 508 R sithob T
the net waok eheBp®ipiesdidn deeiBidnPg S ANAC@LERpISted 20d 5EHH ®F thel® 55B80¢ M eAB0R Ibet 0
the AAA server 210 and receiving there fromresponsi ve AAA access-reject
nmessages [wi tdessaiticd ovith rsfcaenssto demppspA andi3 i s' because the suppression is
not initiated until t . =1 8| 235k e
suppressi on deci si onﬂggggelss\pﬁeergﬁgéggﬁv&ﬁitﬁhﬂeg @gtfog%sglionS%ﬁc%ﬂso?l%gﬁégsr’e%on
attenpt s 368.neBOGReccichicanl20§, wilhecassth aic sufyeessemnd ot AAKORCEARS-rE0 aktappt S

toinitiate a sessipn.with network el enent, 2£h‘51 in simlar nmanner . as .
descri bed wi tqqschftgf gzﬁtglesqbécr eélﬂn spation A € suppression may occur In various

25  manners and multiple embodiments are contemplated.

in

As represented by a vertical rectangle extending down from the suppression
decision 238 along the vertical line extending down from the network element 205, the
network element 205 causes a temporary suppression 240 of any additional AAA
access-request messages to the AAA server 210 responsive to additional subscriber end

30  station ‘A’ session-request messages 220G-220M. While the suppression 240 is active,
the network element 205 will not transmit any additional AAA access-request messages

to the AAA server 210 responsive to additional subscriber end station ‘A’ session-



The subscriber end station '"A session-request nessage 220A is sent and
processed by the network el enent 205 and the AAA server 210 in a simlar
manner aswdesrxabesd with reference to Figlde 2. However pCraBrhi/gs28zse t he
network el enent 205 tracks the nunber of repeated subscriber end station
"A'" session-request nessages 221A-221F that the subscriber end station 'A
has unsuccessfully made. Responsive to reaching 5 sone threshold nunber of
attenpts (illustrated as six in the Figure 3B, however not limted to any
specific nunber in the invention), the network el enent 205 makes a
suppressi on degicsi oRsdagseeRon220nd. nindadie ehbaditnente) sny3bdlitidiae soledcyibékend

el enrent 205 then causes the supEression of access-request nessages

AAA
associ at ed wiStAH08 B c SPITEM-TSALSE tagssages' A0 430Mp are blqekedy Withipnibe aggess

descri bed W U &keIB06R s ThOUER ot cRomNlite bl RBRe HOAMITEM stfiriber
suppr essi on deci sion 368 I's based on the nunber o¥ attenpts, alternative
enbodi ment s remyl stsien oA esssonirb@rasamessages, 221 be2 hivigencaf thanddtiptad subschber a

rol Iing wi_ndow of ting), . Figure 4A jllystrates a dat I i agram
of o third erOcHa o soRgnTRS et PRl T B e Yl B g
a network el eeiling@@dht itRNAkbcAVhetdorkasese- RAHEMorBRISAGRS209T 1h SHiR&t ed

subscri ber end stations. Like in Figure 2, along the top of Figure 4A the
subscri ber ermhbodanensn any agddifonal heibaethws sendestaineik ‘A5 0sestitie @b HomRsseRenent

205, and the er 210 are.each illustra pth a verti.cal, |ine

i cat 1 ng '« 200 S o el MRe®tease P bHE AL alnle Brtfp ol DEates
are illustratgsnair WI0hOGubsthibyr @auntabnhoX1 ZeR{oalrequidsO WiesRpbyern GL B M.
vertical lines, and 20 nessages that are optional based upon the specific

i mpl ementl&t i dimbgdimenis ok the suppERssien e A0 are described withuglerape e gigvseswi t h
t he suppressi ghsion 238 fromFigure 2, rather than with the nessages
220A, 221A, 2 %\ and 235A. In addition, in Figure 4A the subscriber end
station ' A sessi on- Upqudst termamaages! tha kGpeasian 344, itiek hdtwerk {lasientZ)50piplosed

to dashed as in Figure 2) to indicate those nessages are received by the
network el enéﬁ?ceﬁ)ﬁ.sulisﬁ?l%?{éﬁnﬁﬁaé‘?ntﬁe SSHIPTELETIRCSAL of | NFiTyilp sarpe pgnner

repl aced wi t Ny GAuRhAGL Mot 203 BARLsHETROEEKriBUPBALIEhBA A2 cckfifn-

net work el enent 205, of AAA access-request nessages associ ated Wlt% t he
subscri bds endqstsamesage 221 AVhilT bxmsypledyenitediseritnoftihg yngprdsiidnsdectsatn 238
suppressi on of ditional AAA access-re St SsS 30 occurs at. a nefwork
ol orent 208, TR e PR T PR El hoiie SEOE TR g Atk b B R for k
el ements) intgpnal BR-IBROET8RAIres YRS | PeTileRdasralidtonshat Ahe HRRBLIIBRY be
customer prem Se equi pnent (CPE) such as a residential gateway (e.g., a
rout er, noderryctigsd rgotBerssaodbeentsi rcuits. A subscriber circuit uniquely
identifies within the, network. el nt subscri.her sessi and; typicall

exi sts for the |ifet T SBITPSTs AL iy Cerfilied (8 pfH oL Mafentt $ipraNT
al | ocat eg0a suitdirhéfs, thd suppidssivheno idweot sl tb bgieriod N Gaicshut thstdadtendeinnwor K
el ement, and 5 correspondi ngly de-allocates that subscriber circuit when
that subscri HEHPOBFSOoTMECELCTNERVRNG Gigs dhe trbvokedene J08gRdsEsseIyC 4 message

di sti ngui Shaqgﬁ I thfthQ"éllg[ﬁ)? SichOHRb GRS hYEEN 1t D1 DRk ek t
and a subscri eF en%\cliY stati %olr0 somet | nes sucﬁ as a res%{%eenti aW’
gat eway or nubempppsssign d4@rmoaypodol Limged ho as ptitiel pditithe thot podyntlspriat oaddd
over anot her protocol (PPPoX) (e, g., where X Ls Et he nelt or A@/nchr Qnous
Tr ansf er responsive to some ekternal event, such as the network element 205 receiving a
25  message that the suppression 240 should be ended. In embodiments where the
suppression 240 is limited to a period of time, the suppression 240 is said to be

temporary. In embodiments where the suppression 240 is not limited to a period of

time, the suppression is not necessarily temporary because it only ends responsive to an

external event. In this sense, the suppression 240 is at least temporary, in so much as

30  that it may last for a set period of time, may last for an undetermined period of time, or

may not end at all.



10 Mbde (ATM), Ethernet, 802.1Q Virtual LAN (VLAN), Internet Protocol, or
ATM . A subscriber session can be initiated using a variety of nechanlsns
(e.g., newoabizpmessssi oning a dynam c host I¢onfi gur at i onPpraBzah528DHCP) |
DHCP/ client-1ess internet protocol service (CLIPS) or Media Access Control
(MAC) address tracking). For exanple, the point-to-point protocol (PPP) is
comonly used for DSL services and 15 requires installation of a PPP client
t hat enabl es the subscriber to enter a usernane and a password, which in
turn may be used to select a subscriber record. When DHCP is used (e.g.,
for cable nodem servFeesjamgle Useomammbbyipicagld yersorngt suppdsideds abdvciatad
such situations the MAC address of the hardware in the subscriber end
station (or CPH) 2R &cspoipsedunerTRESRRISIVETO BICPMRARCEYNPL SEIRN RMEstivipd 2

el ement capt y Er% cﬁo‘ﬁ% %/Agc %-re@&dﬁﬁéls €S sBda USREsNEse t@dﬂée&%gs% Ife&t e

di stingui sh su I be access their subscriber records. erence
to Fi gure 4Aruomog thﬂwgh. uappemmb pbmnoeovlscloma33Be speufist as cdmsacnoﬂoe’dﬂmheh

reference to Figure 2-t el.enent 205 caus t he su
addi ti onal® AGA" ol DRt Rs SR iOE Ch SRt y TRk U B SRR B e

station 'A 25#H40 @l téﬂﬁ%rﬂ%ts\{@fitléss%r?%'ﬂ%e %@%tlvﬁk%ﬁethetshﬁpl@ﬁdpﬁm Rl Qe

205 continues to receive additional subscrib end stations '

sessi on-requ éxttemeggaxg edn m@rl\qmb%ﬂnm@me‘éle rﬁ@PplteS%Ws 5 deagtioadr @smme rtg aAAA
access- reques he AAA ser

Fhee oo o XnaflEe S 2ol oS hu® i ling 1 slftikSionhyalf Rkt IRg ufl
on an identi fsluﬁlﬁreﬁﬁ&pm(ﬁis%t WedeRsasihp S b, b chagtealll il AurBBPerdBodiment
contained within the session-request nmessage, based on a MAC address

associ at df winthizeubsempmetion abaeeatTess tpers 206 chaeedsethosraltiorcMesagss so
Identifier a%ﬁﬁ%ﬁ@é@%ré%ﬁﬁ 240 may be ended responsive to the completion of a corresponding

access-reset timer but also may be ended responsive to the change of authorization
message; the suppression 240 is temporary and may be ended prior to the time period
ending.

15 The advantage of suppressing AAA access-request messages is a savings of
execution resources, such as network bandwidth, central processing unit (CPU)
resources, and/or storage resources, in the network element 205 and the AAA server
210. The network element 250 and the AAA server 210 conserve execution resources
by limiting the amount of processing needed to respond to subscriber end station ‘A’

20  session-request messages 220G-220M.

Other methods of limiting the execution resources consumed by rejected
subscriber end stations may introduce security vulnerabilities and/or allow the rejected
subscriber end stations to consume more execution resources than is necessary. For
example, one method is to accept the authentication request but only authorize the

25  subscriber end station to access an isolated portion of the network. By authorizing the
subscriber end station to an isolated portion of the network, the subscriber end station
has limited or no access to the available services but will no longer make repeated
requests for authentication as the subscriber end station’s authentication request was
not rejected. However, granting even limited access to the network has potential

30  security implications. Furthermore, the subscriber end station may consume resources
on the network element and on the access network even while isolated to a limited

portion of the network. Therefore, suppressing additional AAA access-request



subscri ber-end station ' A" 200, alternative enbodi nents nay use nore, |ess,
or different identifiers. Upon the termnation of the suppression, the
net wor k everrer02@05 wil|l stop filtering sdbscriber end sCauBzM1/HFAS71

sessi on-request nessages and will once again transmt correspondi ng AAA
access-request nessages associated with subscriber end station 'A 200 to
the AAA server 210. S5Figure 4B illustrates a data flow diagramof a fourth

enbodi ment of the invention at |east tenporarily suppressing, within an
access network, additional session-request nessages for rejected subscriber
end st ati ons.méssgies és 4dBanggbelgrdcade it corfsegs motd cexnapi resbjirck had eiaus nog

t he suppression 440 has been_replaced with causing of an at |east tenporary
suppr essi on, SHERAFHTILhBIRFARE et wor k 250, of AAA access- 10 request
messages associ at ed N%F%@t&e'lﬁféﬁl%@ bgfia %%ﬁ%{f?ﬁﬁ%f 'firdi4Smbodiheft of the
suppressi on nessage 4 as been added to the start of the suppressi on 445
from t he net vinvdatieh entenst t2@poranlt suppestes sddivonad AA R 50cesSyequhg rseskages ifdyer

end statiqn 'A sgss'onrre uest messages 221G 221M have been renpved and 4)
2 non- Suppr e<SIER TbSATET 468 HALEBRCd (b dnt SoriaRhG M AheV L ibkls on
445 from t he iR@ENRIKhE sEFPRRsicfOPidut IR it RRnBEA ]S Fidies WOsecpofle ANE abQGYS 1N

Figure 4B is that suppression of additional AAA access-request nessages

i ncl udes t he rejgpipmessega?s 58¥ hasduicn irgriaded sasiropAdeepsesstreipesriagrege withisiatus
reachi ng thezﬁﬁtmo%k elenent.ZQ?... 3 Mce Hhe suapression.de i Sk on
238 occur s- as -0t BEE TR Vet oAl i 4 AU ha PP RSN RS Rt O™205
causes the suppsdessh@dsOicjcrben hiconab wiRs$itan3320In FigGresH, theasayesvédds 0
associ ated with subscriber end station ' A 200 at the access network 250.

In this dése has heeneanigrieddp exveprd tpoBe fdhatrctssIcaUSPISPESe PO NadigagbAASS
to the access pelyork Iﬁés‘éaéeh\%h'sﬂa%%;é%s!ﬁsT@Q?}&Xba%Sés's-*?gé%&Hst%eax@hR@E{uﬁ'
n one enpodl ment O n et wor

200 by sone uni que “val ue. the inv i on,

el ement 205 i33éAt conteins Abformutac indiertingnthas ttat swppréséion 2610 A edcan-requviC
address or based on.a circuit identjfier. The suppressi on nessage 455
conveys enoudReSSHSinaETBH et h RCSRHEVAIE 81 YHRg 651 RAS AcSBT eyt prespentvith

addi tional subSGe 3 BN RNLRbAL IO HentA05 $EEEL AR LBHUESEn FRFSGIER BROEFoR ARM

fromreaching the network el ement 205. Thus, execution resources at network
el enent 205 anfrmetidrheontaiond evithed thre ecngserddve meessageneitiprsotes 3317y  rleqonreed

in the 30 network elenent 205 for additional subscriber end station
sessi on- 1 equaSiboHugn b TSR VBT BF ATAE TOrF TG 1 o fascn
suppr essi on, ReHRehvRiibeLbRMAo X Y90 hastHBASHEie@bPAR: BUDDEQSS PID. In
nmessage 460 to ‘access network 250 identifying that subscriber end station

"A'" shoul d notharrgarodbecrduphe sdemamtionis merdln adkee iadisadingrwat thetsappression is
suppressi on qﬁ%%%%%'and non- suppr essi on nessages are operations,
adm ni stration, nai ntenance, and provisioning (OAMP) nessages indicating a
circuit down and cirElgute BB itlespest 4 detaylovaldigiaatol \wesceoid dnbedihenay tiise
ot her types of nessages such as ) o
invention af least temporarily suppressing additional AAA access-request messages for
rejected subscriber end stations based on the number of AAA access attempts. Figure
3B is identical to Figure 2, except: 1) the subscriber end station ‘A’ session-request
messages 220B-F/221B-F result in the network element 205 sending AAA access-
25  request messages 230B-F to the AAA server 210 and receiving there from responsive
AAA access-reject messages [with/without status] 235B-F — this is because the
suppression is not initiated until after the AAA access-reject message 235F; and 2) the
suppression decision 238 is replaced with a suppression decision based on attempts
368.
30 Specifically, the subscriber end station ‘A’ 200 attempts to initiate a session

with network element 205 in similar manner as described with reference to Figure 2.

The subscriber end station ‘A’ session-request message 220A is sent and processed by



5fault, configuration, accounting, performance, security (FCAPS) nessages.
After the access network 250 received the non-suppression nessage 460, the
access newoank/@833wi || transmit subscribé® end stationPCANIBEES8328TE r equest
nmessage 221N to the network el enent 205 in response to receiving subscriber
end station ' A session-request nessage 220N. The network el enent 205 will
transmt a corresponding 10 AAA access-request nessage 230N to the AAA
server 210. It should be noted that the enbodi nents shown in Figure 3A and
3B may be used with either of the enbodi nents shown in Figures 4A and 4B.
Figure 5 i s ahbhaokridélagearn0s] dndsha ANANGreer DY 8 e isintitl uthinAg R desdribed kvith

el emrent, an AAA server, and_an access. network in access-reject

. whi ch AAA
messages 15 TG{CE4E 1P eFdé’t‘ret%nﬂ%?‘éi‘?‘ieF’yms%b%%e_s@ﬂ 1w orkeplepeRUY 2QUBEERS Hir
end stations Al dirngyd.0CRI YR LS s%itiohh%"é&’s‘?ﬁ{}e&lﬂes‘[m&séﬁ@tﬁmkmm

illustrated operates 1'n a manner as described I n previous Figures 2-4B
Thi s figure ithalthdesbsrebsages stanwdih ebas amucossiplly ngslet Ratpoasiee optreavhalg

dependi ng _on t he ecific inplenentatiaon. As such,.npdules that are
o ol a6 <ot AR ROt T 56 pBam g TRisuhRa o i Bedigve s erpe,
dashed 20 ar rgMged Phhy0BciIERSABESInAhE iSN1A0n), Ihd ashiik dRiiad 205 NG lile

. ] .
requi red messages are shown in dotted arrows. Furthermore, optional fields
i n data recorsdpprasseorshesmnon hased aokbe sumhet & atequiy ZaB. f Tld udwarleclsmonin205

wi t hout br ack[ LS cans o I neFi.(?lurO? %€chscsrsi- ber Sﬁndesstaeti s i2 ) A- Z%ON
are coupl ed 10 hoASE1ER SHPRCHE W Kk SRS I08 S hr BEGAE SN 200888 Bétor k
250. The net vbicrdbesRinktatdaS A’ 24@ 5 4 EThRF nakdH £ dei@ibe@ REBREIERICY LCEiguRe/ 0
t hrough port 515N and to the AAA server 210. The network el enent

205 conprilses?- aWhileds ong gmkadingstiheniupaicssan detitipe 388 5s basaploadhonpmber of

! IR 3625 bougio
Communt cat i ontog PR ThanaA LA AACITHINGRE SRR TR e e 1 BubBerpfiotemt oy

| east transmwishiaadolliagelindsy dPmaccess-request nessages 560 and 30 AAA

access-response nmessage 565 respectively. In sone enbodi nment f the
invention, the AAA cbi¥mi’ tigtatsba e Sy dingsn sbe 3@@ m@Ofﬁwawgef LIy

aut hori zat i on,{BSSAGRSIca &eﬁlgéfariil}n @hﬁﬁ%&i&g‘? &t NP SRR BS RN a&Hitiﬁ{hl AAA
associ at ed subscri ber end station. The suppression nodul e 530
makes t hd5Ssupprasseqrsidacissgonol Bcaetsuausias cntletaioppr édsi ionFighread dildrigonal

AAA access-r 4 5 ?(;spt opﬁfgﬁ%gﬁ?g t és %u Csicrallge?den 'S‘;[ﬂiO%U%S Cj’OiOPﬁlre access network 250, the
network element 205, and the AAA server 210 are each illustrated with a vertical line
indicating the progression of time. The transmissions of various messages are
illustrated chronologically down as horizontal arrows between the vertical lines, and

20  messages that are optional based upon the specific implementation are shown with
dashed arrows.

Figure 4A begins with the suppression decision 238 from Figure 2, rather
than with the messages 220A, 221A, 230A, and 235A. In addition, in Figure 4A the
subscriber end station ‘A’ session-request messages 221G-M are solid lines (as

25  opposed to dashed as in Figure 2) to indicate those messages are received by the
network element 205. Furthermore, the suppression 240 of Figure 2 is replaced with
the causing of an at least temporary suppression, at the network element 205, of AAA
access-request messages associated with the subscriber end station ‘A’ 440. Thus, the
focus in Figure 4A is that suppression of additional AAA access-request message

30 occurs at a network element 205.

Certain network elements (e.g., certain edge network elements) internally

represent subscriber end stations (or sometimes customer premise equipment (CPE)



5 end station ' A" 240. Specifically, the suppression nodule conprises a
determ nation nodule 531 that is capable of nmaking the suppression decision
as descriwedowinhsssef erence to Figure 2 (&7g., in the mromaB2udes28iibed in
Figure 3A and/or 3B), and the suppression nodule further conprises a
trigger nodule 532 that causes the suppression as described with reference
to Figure 2 (e.g., in the manner described in Figures 4A and 104B).

In those enbodi nents that utilize access-reset tinmes, the suppression
nodul e further conprises a tiner nodule 536 coupled with determ nation
modul e 531 andcli bk ggesidemiihll @tdwdi. (cidea trower, medbul) uSBQ subkdribal BRcts. A
plurality of access-reset tines 536#1-536#N. Each tiner correspgnds to one
or more curr eMPIYILSFETRswHAULY B i{ipe VIthEn Bsdnedvarki deraent\ g aipseiReT session

determ nati on, P3Gt IRKES e Aif: | QB Slecirgion 1&R&EH i ng
access-reset Pﬁﬁg@£?35§%%rted Fn §ﬁgy§§§§;£§%gﬁleﬁ%§6;%§ﬁwﬁgaﬁggoﬁgaaﬂ8J
enbodi nent ofallob&es mwéntiilgm cirbiis whemthe subscsiber ¢camnecin tdf ihat metwerki demetft, andme

ei ther based on a gl obal .val ue or K based gn an associ ated subscriber (this
Val ey She CHGHSINE h LR SHOSEHEr CRECbPaos S OTE DR HRISEE. | n
nore, |ess, afacHidubeiBRE s¥R¥D foProdbhi@lal @kintuinebie Niadi JIERkRetf @ofmunicavdl ue
configured for each port, a value configured for each virtual router,

etc.). After heheceadbesgwodsdementamd arsyhscribgr endhwatidnl (of s@uctpeesi OBE sdchtdsme,

the trigger npdule Wi ll deactivate the tenpaorar u essi.on. . In
at 1 east somoannbal sy o paodn il pPRedL Pt HE i g noing prgiocol
bl ocked i dentgvki en@h&3frototbe(RRPRHX)QE.chlwikdte K idBiNeidet OF S\ sHBEhromsls Utiessf@
list of identifiers 25 each associated with a subscriber end station or a

subscri bdf f dWodhiA M), SthspraasiiZoid yirtuhA At €¥EAN) elijiranet FreloselgasATAD). A
T ed Wi Le ' . * ) ot . |
Tdent 11 ers Syatptlh OGRS P e RYARELEDC REhRhsolh B FRERY

i st of MAC gdovisissmg,a @inhmiciadst venfenpotbinmeotocotePHESR), DHICP/ clicas$sss diternet
different identifiers (e.q. list of ATM VPISNCIs, VLAN | Ds, and/or_a
list of subsdhPiges! %leaéawffﬁ%e(frswdnﬂhéceqsﬁ g%trOEMﬁ@ Bddresiolitcdingdd BeY

| denti i er_assagbRl et Wbl ApaHOBRISRPIPERGsSlathotly LRed i DiBleclicd) ke
identifiers 535 responsive the activation 'of a suppression of that

subscri bdt endqeteatingailatibn of e PEndent ihat drabkbe vt subadriben toénter sugepraassamin,

the trigger nodul e uld renove an.idenfjfier fromthe |ist bl .
dont ] {1 ars SIRSEHA MIGH P mALEE Rl eperiie » SUTSEP TRV by
subscri ber fqfsedvy.£€Nfo? RRIE BficANcAsess @agkindae@fpically is not providell; bt iRQ&SH bl e
for the trigger nodule 532, to activate/deactivate a suppression 5 of AAA

access- r equesitupeansdhedAq agdreanbethedfardraraan she Sbserilsr cné stvdionkonelE) &r e

descr ' bed wi Fpr%o I’i gc? r %ﬂg eus% %f %}%15 eaISld ﬁlﬁgd n4gﬁ netW?rk el?(mgt}qrcai trﬁ?é[satrﬁg q\?lﬁbn
enbodi ment s inpl'erenti ng t he suppression”a e networ kK el emnent, as shown

i n Fi gur @04A addhssRetndrisee! thenbddeyses ol didenguiftaclbicripeBC as i agedRDidhie
580. The trigger nodul e 532 would conmunicate an identifier associated with
10 a suppr es8byrdaheeeidper end station to the packet processing nodul e 580

responsive 10 2 SUPPIGEPIANARAL 31 AR 330 0udliee RAKEL AN QRREHI 20 ARIHL €580

woul d be capabl e of entifyrn m ng session-Tequest nessages
associ at ed a debadkddvidutesaendean Fenude 2t-athe antwarrk sichwat Rlfecavacsdthd soppredseon

151 anot her GiEOUPHEN A SHeIaPERSH B B T g Bod A e PG gar SHIdL e 532
25 440 at the network clement 205. Here, the network element 205 continues to receive
additional subscriber end stations ‘A’ session-request messages 221G-M, but does not
transmit a corresponding AAA access-request message to the AAA server 210. While
in one embodiment of the invention, network element 205 filters session-request
messages based on an identifier associated with subscriber end station ‘A’ 200
30  contained within the session-request message, based on a MAC address associated with
subscriber end station ‘A’ 200, or based on a circuit identifier associated with

subscriber-end station ‘A’ 200, alternative embodiments may use more, less, or



may indicate to the AAA conmuni cation nodul e 525 that additional AAA
access-request nessages should not be transmtted with respect to

sessi on- requesto2msssages associ ated with Bfocked subscr Pb@nBzndosBat i ons or
subscribers. In this case, AAA comuni cation nodul e woul d not send any AAA
access-request nessages to the AAA 20 server 210 in response to receiving
a session-request nessage froma bl ocked subscriber end station or

subscri ber. Anot her manner of causing the suppression of

addi ti onal AAA access-request nessages is perfornmed in the access network
250 as descr idiffekehnidEntgfisie YPon the tédiisatmddhd@ipprestibe, the hggerk sahehie2(532
communi cates Wi th an OAMP npdul e 581 to 25  indicate the '

act i vati on/ de¥ick fioRilgHNS pubsCEPF PSRN oF sfFRIPRiTeEH MaRagRs sV HE ATt

messages. Thedg%%ﬂ%ﬂ%oﬁe%dhfgm atcx%%s@-ra@](::e@@ﬁggg srhrgf(ocizaSt%d with subscriber

suppr essi on/ nonsuppr essi on nessage to the ess netwo I'n response
t he suppr essiend/statins UppREE®Itbe Are’s sage,210he access network will either

bl ock or forward session-request nmessages from an sqci at ed, subscri per end
Station Fn inis casbevndbaliRrudr chtslovufifrB.des b Syl of B
access- r equeshydieida age oabU e IS URYPRSSRS, SARTH Oflr hEQHE SetWBRS aQ8]iohilom
reaching the network el enent 205. "I n at |east sone enbodi nents, the

suppr essi on/ rrossiausaress sicssagae g agected sebschbgreall stidany. chignreed B tpldaptivel to

nmessage i ndi cating .t hat t access network 250 ould shut d brin a
netvork of rod eunedSRire i R EREL T B8 BB DO b s CNDA PG &F
this nethod ia ﬁth@asttthﬁpm?mwﬁ@r@dsmpmxtithaoaled@@ﬁsmém&e 2680 e6UNIAQQ access-
resources to respond to additional session-request massa%es that will not

have a cdfr egpairdl MgssARes aseessdied palfube subserbagad sitieaSe 488.: £ha suppression
Suppressi on. message 455 ik E&&fﬁ@deﬁ’t&kﬁg s‘é@’ﬁo?%evgﬁl})éogegsgiohsﬁgofro@]#_ﬁlgewgﬁt' ng

each subscri ber response to an access-re nessage.

server 210 cai@ndseX)satocthivmmesaidteorkndsiil B HdOsubsstibdARNAGCRDE - TASSEResise-
generati on nodul e 555, an bscri ber record managenent nodul e 540. The
subscri ber rdEdKd! %%@%ﬁ%@%%&%%ﬂ@ TSRO YRS NP EURDFCSSIQBSRTSS MY

records 545. 460 has been adied @&Mh%@&ﬂ@ﬁgﬁ%@%ﬂ%@mhﬁh& SRS LRhRnf 865 to
to f he AAA

transnitting and receiving nessages rom-t comuni cat i on
nmodul e 525 i rnth¢ hecesretatwpik 20eiErt fo2@5in Fitnee ARAS dlcat egspresssparisddgendr AAAon

nodul e 555 builds an appropriate access-respons sage 565 to an AAA
Rocese- requedteintElise Ba0oiaeh Metidenaie 1 SRS 0adhs MG e SORGE THUSH be
an AAA accessnéRiRS roPRadtfe Wetnwdrk Mdnt@bost at us i nformation suggesting
a suppression of additional access-re&gest nmessages associated with a

correspondi ng subscr Poee thenshppreasipoWegpios P38 @ciwer—as described with safprsoed ter

record 545A inglydes i nformi 90, 33SAR! A18G ! Ny SRS BURSSRIMEEA fssion-
subscri ber recoerd 4§l}f conprr ses at 1easta’ stbsEh Bar deftiTrer that 20

uni quel y 20dentdfdse sckdages a1 5 esqendid githudibedridee iend Suaidnash a2 er tnicceddhi | e
in one enbodi ment of the invention a subscriber identifier is a unique
i nt eger assodlcHY¥Y a0 Nnghis a9 theaetwork clemeat AGY froRsnaifd SHAPEFHEONTARSSage

cubscr be L deati gty i A s o gl canp s ooyl
i nvention theoshsaucbatuer ecord 545A al so i ncludes, a password, a
In onc embodiment of the invention, nectwork element 205 identifics
25  subscriber end station ‘A’ 200 based on a MAC address or based on a circuit identifier.
The suppression message 455 conveys enough information that the access network is
able to prevent additional subscriber end station ‘A’ session-request messages 220G-
220M from reaching the network element 205. Thus, execution resources at network
element 205 are further conserved because there is no processing required in the
30  network element 205 for additional subscriber end station ‘A’ session-request messages

221G-221M. Upon the termination of the suppression, the network element 205 will

transmit a non-suppression message 460 to access network 250 identifying that



25 framed I P address, a service type, information identifying an
access-reset-tiner, and/or a reject message-reason (each shown in brackets
in Fi gur ewB)2n12a2036ne enbodi ments of the I%vention, inf@cwaBoanoi2som t he
subscriber record 545A is transnmitted to the AAA communication modul e 525
in the AAA access- response nmessages 565. In those enbodi nents, the AAA
access-response generation 30 nodul e builds an appropriate AAA
access-response nessage 565 that includes information fromthe subscriber
record 545A. Information contained in the subscriber record 545A is used by

the suppressisabsoribetiégl dtaicnauseshblid mUppEed8isapprofscdAWhicinass -chegdisdnt,
nmessages 240 as described in to Figure 2 (e.g., in the manner described in
Fi gures 4A arla® almpreSﬁwnmSw&%rﬁﬂlpprteﬁﬁéomMS&@swa OpSiRte. AYAINErabos,

further COWDF anle %{d IS}BWP A i@)&MP? A g%s 1'i18f'cﬁﬁﬁjgsa 5@941{ B&hn b circuit

popul at ed mnt scrl on recelv
access-respo n@erasmaglgs aBﬁﬁatNmerﬁbo@hteetts nAay wee @ﬁtmdypmnd:fsmesdagess sizhcasi ber

informatiqn i opulLated into the list of blocked jfiers 535 in the
suppr eesi on oo EgEton, Rbcounting. pdiBBtct S ks RS LEESBE e cese- 1 oet
timers described abO%&wrHQ%c&%@ﬁ&hbh@Qﬂfﬁ%&&g§ﬂé4§n%ﬁﬁm%Hﬁ&hﬁéwh%§i&m

i nformation |dent|fy|ng a specific access-reset tiner | engt time

for which to acoess axtvaukesd- wéls@@nsmmsﬂbsmlperefmdrst@wbse"r|&9eﬂ10r1toeqme@pn¢ﬂsﬁtgﬁe to
a tenporary sji |on tion woul d be .used to, select the.,,
o rone Bl o AR EaR Bl cfeshit DR BRolS o TerutE Ritad RS SR el A
Further, in cse@l@m@qdems £ 200K, Thy gétvocleinBet 2051 gigiaranidul @rldgonding
supports mul ti pl e manners of suppression, such as described with reference

to Figurdd 4 cagss-requestinessagibiiNhiohe Al servpighldk Tsiulébgpoted dit thee
the service tyReqlih&ltdshown in Figure 3A and 3B may be used with either of the embodiments
shown in Figures 4A and 4B.
Figure 5 is a block diagram illustrating a system including a network
element, an AAA server, and an access network in which AAA access-reject messages
15 are at least temporarily suppressed for rejected subscriber end stations according to
embodiments of the invention. The system illustrated operates in a manner as described
in the previous Figures 2-4B. This figure includes messages, modules, and couplings
that are optional depending on the specific implementation. As such, modules that are
optional are shown in dashed boxes and are coupled to other modules with dashed
20  arrows. Optional messages are shown in dashed-dotted arrows while required
messages are shown in dotted arrows. Furthermore, optional fields in data records are
shown in brackets while required fields are shown without brackets.
In Figure 5, subscriber end stations 200A-200N are coupled to port 515A in
a network element 205 through an access network 250. The network element 205 is
25  further coupled to content/services 570 through port 515N and to the AAA server 210.
The network element 205 comprises at least an AAA communication
module 525 coupled with a suppression module 530. The AAA communication
module 525 is in communication with the AAA server 210. The AAA communication
module 525 at least transmits and receives AAA access-request messages 560 and
30 AAA access-response message 565 respectively. In some embodiments of the

invention, the AAA communication module 525 also receives AAA change of



15 to determ ne which of the avail able manners of suppression shoul d be
used for a particular subscriber end station 200A- 200N. For exanple, the
servi ce twypeoroghissi ndi cate that a subscri®er end stati @0TABOA/BOON i S
coupled to the network el enment 205 via a broadcast channel, and therefore,
the trigger nodul e 532 woul d use the manner described with reference to
Figure 4A. Alternatively, the service type mght indicate 20 that a
subscri ber end station 200A- 200N coupled to the network el ement 205 via a
circuit based channel and, therefore, the trigger nodule 532 would use the
manner descr idaetbrightidh rmedei@nCce6s ahdti gutieatd Bht onedsigprdskien s up pine asdooiatedidS.
Wth reference to_Figures 4A and 4B, the suppression nodul e causes the
suppr essi on 4ubscsiberons! ssi®nyses i nf or mati on popul ated fromthe subscri ber
record 25 5454 10 1 depl iiprSUBAGHIRE! s RNk Ad ABpRESSh ABLBHLSS nd'BRSATES
for which AAA access-request nessages shou e Bppressed. I n one

enbodi nent oftht¢ hepressientaf additibhd SApApcessiroquestdedsegastassacreal with ywhiscriblyer

identifier to determne bl ocked identifier used suppr.ess subscri ber
end st at | Ons RGN aASCASr SROSHMIE R SRS ES ot e P B S SRR one
embodi ment  t hgoRIOGkedhhdRNEdphbR! of ﬁlaﬁingQE‘e Fﬁ?ﬁ}e@sipmeb@iohna@@@slcﬁgécn%ﬂhve
enbodi nents the bl ocked identifier can be another identifier (e.g., MAC
addr ess, ATMruferayck to WVighe Prie.gs ub sley impemeridgyeribed in Figure 3A angd/@ni3), and the
enbodi nent, the]§u95cri$®r r cgrds 245 H9cqu5 ilrsggﬁﬁ’reaSQ% i_ndi cating
why the subscPPBEPThEHEC WIS SEPRUERS sy TadtaAte Mot KA FE8 P ERlsh
may i ndi cat e dsisstribeg inwethtreREdN¥e RS Figuicad ald. on th masae pkadibed UsBignRks el Rl
and/ or a conprom sed subscriber end station. Al of these reasons may
suggest tlRat 4¥ditional 5 access-request messages shoul d be suppressed for

an associ ated subscribgr e .at | .syb i . iH%Qt f
the invention, the rgl?@((:)%e %@%ﬁ%@%ﬁ%@% %’? ‘I(:a%q? goet P{%'gs’g&%s@ n%%:é}ﬁl catdfu%n
nodul e i n t hduAkdk angasss nespenswdokssigesuphab with ddierhgfi@ioanaedile I3i1gatide

3A, the reject. reason.is_included in the access-reject nessage with
status 335A dHESTTIMQEEY by L\% gt W@ﬁ%ﬁ\alﬁm Lpysdity gf pefess-tongd times
suppr ession £i55500 336 ti A e RedEiBtS IEMREEAL | on
nodul e 550 i§gggné?gﬁ?ed géuggﬁgngfgpéﬁéﬁggggfHEU?%orlzzf?%ﬂ%ﬁggsage58%%8
in resporise tandatasiobs cWhbe the datonunBus Andbkiled3 lupdtsedsuppresfien dedson 2B ra

record managenent dul e 540. Specifically,.in cases that sufscri ber
e e e M e R e T
subscriber regfodifiBN 30 BRI Yhi€ tiBAL iIRY (Ch8dbr 4 PRidEd@he E@RS BRscAldner
receiving an indication that sufficient paynent was nmade. In that case, the

communi cat i ort godel wlssor Mascdsendn assosmicd hehsgabasf (ks tviabiei ay iberstered sage
258 10 e, AAATIRLIA R PSS, 5P 8] SR SUPRIESBI0S g
il lustrates altimavivebabbdiafen (6%, ROCIQS cdnliguicdvBntdchrpot b vatuel@adgured for
each virtual router, etc.). After the access-reset timer runs for the allotted period of
time, the trigger module will deactivate the temporary suppression.
In at least some embodiments, the suppression module maintains a list of
blocked identifiers 535. The list of blocked identifiers 535 includes a list of identifiers
25  each associated with a subscriber end station or a subscriber for which a suppression of
AAA access-request messages is activated. While in one embodiment of the invention
the list of blocked identifiers 535 may include a list of circuit handles (CCT-Handles)
and a list of MAC addresses, alternative embodiment may use more, less, or different
identifiers (e.g., a list of ATM VPIs/VCIs, VLAN IDs, and/or a list of subscriber
30  identifiers). The trigger module 532 would add an identifier associated with a

subscriber end station to the list of blocked identifiers 535 responsive the activation of a

suppression of that subscriber end station. In response to the deactivation of a



tenporarily suppressing additional AAA access-request nessages for rejected
subscri ber end stations. Many steps in the nmethod are optional depending on
t he i npl ewenberi2e3330f the invention and tBbse steps arePsmaBeyiwhizh7idashed
mar ki ngs. At some point in processing, the network el enent 205 receives an
AAA 25 access-reject nessage associated with subscriber end station 'A
with or without status information indicating a reject reason 620. In
response, the network el ement 205 nmakes a deci sion whether or not to cause
a suppression of additional AAA access-request nessages 625. |If the network
el enent 205 deppdesomahe h@ggeamﬁcﬁiuldwezoaldpnhﬁﬁsiamdeﬁthm frdie theliwoskbletlesient
continues on to proceSS|ng In the case_that the network el epent. 205

deci des to cdd@BilicRe>3UphF éé@}tlé'lﬁr @f»soa%ﬁdt fhgrrapscaiRar sB¢ L&lon guebecripss ddges,
then the ”etWP%Ehﬁg@ﬂ%&B GAYSEScthRggsuppression for subscriber end station

"A" 640 (this may hi'n the network el ement 205 as described with
reference to Figur e ItAs possithafor blee tnigighi modile S32,de sstivaet/deackvas a degoessad

with referenc d ure 4B - and thus cause.the suppressi.gn of additi onal
sessi on-r equ sa§8 §§e%18?trfﬁe%%eéﬂ%dmﬁ@’e’f AEMABRSRS - EOIEFQ © Biggneds are
well). In thQ@@XﬁQHQQﬂﬂ%ﬂgéwbmgF%ﬂhﬁ@ﬁ@&ﬁﬁ@@ reset timers, the network

element will start an access- reset tine for subscrlber end station 'A
650 in response to dEet distagea, hleembp@hn@g@ iowlateqitiog diae suppression at fite madwerk

point |ater Iene 205 g nd of the su essi o
aa i onal AT B RITREARE %, e s SRR et M nalh o AR AR
The network ehetea53E0Bhridgcaind@ulend2 thrlbepRnhesisate An edenditid dsodiated with
session- 10 request nessages 665 in cases which also caused the

suppr essilén o supeissiegrsubicribersaidsintion dedetpasks Prepessing MogHe SE0 srppeRsi YRRt
h | f
that utilizeq, n@@%&?&l (E38bn t2|3ger»ﬂé @%%8 g{bﬁg&%ﬂl& &%Hﬁ@dsg‘a woldPEE éﬂaﬂf& &60

may be perfor responsive to t e access-rese

runni ng that u:lanﬁgmgqnedreﬁigvueshon;mmesti Megsagidassdditcdrn b%ck&B@ubscrlber end
Furthernore, it. may at the network el enent 205 receives an AAA 15
change of autSF?(S‘IOPz%ft ?"g’ﬁ“ & 2B oM i SRS TRBITSS SHSBr bR Pk ASEESERGUSEY

end station "A Qvodid nhEsPepse to the AAA change of authorization
nessage, the né?%%rwje gnent 205 must deci de whether it should end

suppr essilén 675. |f hupnﬂﬁsehdmdmmmewmmue&eﬁdet@Fbwmeﬁﬁemet@ggmemxhknﬁﬂSe
there is no suppression ar ause ot her. factors _jindi cat .th { . Suppression
Shout d conti S et e RRct iaSulipaston didie Srot attnae A RFCSEs
will conti nUQecﬁﬁe@Pﬁﬁssan& GRid hét BURRE@HaEPNiGNRLt ke s@pdadedtenmbiages
network el enent 205 wi cause the end of the suppression 660 as described

above. |n thessavindetl Wétrht bl@t:kddu @lhﬁgfl@é@@ssstattémétort julrearers: hén leis \@asd Ahdnent
208 Ty | R S SO TR AR B ¥R 5 oo

20 server 210 in response to receiving a session- request message from a blocked

subscriber end station or subscriber.

Another manner of causing the suppression of additional AAA access-

request messages is performed in the access network 250 as described in Figure 4B. In

this embodiment, the trigger module 532 communicates with an OAMP module 581 to

25 indicate the activation/deactivation of a suppression of additional AAA access-request

messages. The OAMP module 581 transmits a corresponding suppression/non-

suppression message to the access network 250. In response the suppression/non-

suppression message, the access network will either block or forward session-request

messages from an associated subscriber end station. In this case, the suppression

30  suppresses not only AAA access-request messages but also suppresses session-request

messages from reaching the network element 205. In at least some embodiments, the

suppression/non-suppression message is a channel down/channel up OAMP message



25Network el ements are comonly separated into a control plane and a data
pl ane (sonetines referred to as a forwarding plane or a nedia plane). In

t he case whanizhessaet work el ement is a rodfer (or is i mpPCEABL/AEPSTIOUt i NQ
functionality), the control plane typically determ nes how data (e.g.,
packets) is to be routed (e.g., the next hop for the data and the outgoing
port for that data), and the data plane is in charge of 30 forwarding that
data. For exanple, the control plane typically includes one or nore routing
protocols (e.g., Border Gateway Protocol (BGP), Interior Gateway

Prot ocol (s) (ih&R)tirgethgt thteQGssSﬁHDWbl&SISGD%dmld:ism&tdd\n@Bﬁ)g uRautidtwark circuit

I nformation Protocol] (R P), lnternediate stemto I ntermedi ate System

(1S-1S)), Labétocryted P"i"@uﬁ‘i%ﬁllﬁf&“@cﬁﬁtl?& he phapiage @ R¥Bemetiodol Prbthscol
(RSVP)) that Lappmni&aie 5&5‘5 H8es U Ge %EMWJA%%L&@&% Tes ?Qnd?%ﬁ)cilﬂﬁﬂﬁaf &Q%&?— and

sel ect those routes on one or nore routing netr 5Rout es an

adj acenci es arquest mees:hgasn tlomevidr notohaver @ wbirpgposting cA Are scqess-gpquesRoutssagy
Inforrratl g}%se ngz? Label. I nformati on Base (LIB), one or nore adjacency
structure CtRe CcontSHBI °Hp1%Uhe. The control plane programs the data pl ane

wi th infor matl on (e. ¢ Figed acancxaandekOub fy iNfRriMmtdnaBinRased s’ﬁBscrrllB@r is
routing structure(s). For exanpl e, the control plane prograns the adj acency

and rout e i nfrospensd ¢m annﬁdﬁoﬁecewreq@cstnmwag@rvﬁwdﬁﬁg% servge tA Pegoniprisgs ,a

Forwar di ng | nf or mat.i_on Bas ) Forwardi ng | nformti.o e

Corr e & 00y SoBiiieahPe TG SR KNS proeat RhisP s Bl Biodhl Fhenda o
pl ane uses t h@b&riber Wedodd Qﬁa@@@m@ﬂ] aoRORY 580. UThrs@Bsopben rE@rivamgiaggment

traffic. Each of the routing protocols downl oads route entries to a main

R B based015 mefplee4q mptaigia St@é@'ﬂbségbf(ftf%fﬁi\%ﬂﬁ cs can be di ffer ent for
different routing pr Eé’c&lnﬁ%um (fuTee 459utd ’}géﬁég’toféc%dz g €yfde

route entries, |ncIu I'ng the rou & entries Wwhich to the
main RI B, in racdivagimdbdge e and fram BERPEA Aomalmirli8jtionAn&lude Iﬁﬁﬁuﬂ €het theadvork
manages t he in RIB selects routes fromthe route omnloa ed by the
routing prot Slana @Hasddedh 4 AeEsSEFsPRBLS ge@@l)aﬂaﬁan@&%ﬁ?a'afg $rigsbrivriat: od

routes 20 (S&mtngfsg-ré Bﬁier BEsh Qe 565 BChI NRATRY s%—r c@%@ﬂ Iﬁés)sa%é)séd‘elnda@i&st

pl ane. The RIB np n al so cause routes to I stributed between
routi ng pPot coolestases this messageowill by ar AA A acaras- chjefcgmesirageweth/\mmmcbtemmS can
store one or re brid tables that a o] rward data based on
The Taver 2 iHRGIHEL SHERRIt s SRR oRy o e Rnd ARG B> ERbRn T AE udes
a set of one RbociBERwWIth ARof&dpdading s®kriBer en@fsta@BR oPsubiBiercont rol  cards,
and optionally a set of one or nore service cards (sonetines referred to as

resource cards). Thede S@‘éﬂcdberalf@ocfbuiﬁéd ingydash érfomptionghssogietcdr withr each

mechani sns (e aflrst pling.the |ine cards,an
full nesh Coup ?c’rr]%)era | IA 5 bsgrheercrg?o H S(Elg%hcom}gr%ses Tat :lears]tea ég‘tr) r1ber %eghfs erttﬁgt

data plarne, whidwelyt kntifés ol @@fetsp@idl@md:&c@mvsm ihe L@@Iﬂhﬂh@' V\rﬂﬂanﬁa @ied
exchange packets wi th external
embodiment of the invention a subscriber identifier is a unique integer associated with
a subscriber, in alternative embodiments the subscriber identifier may be different (e.g.,
the MAC address associated with a corresponding subscriber end station). In one
embedment of the invention the subscriber record 545A also includes, a password, a
25  framed IP address, a service type, information identifying an access-reset-timer, and/or
a reject message-reason (each shown in brackets in Figure 5).

In some embodiments of the invention, information from the subscriber
record 545A is transmitted to the AAA communication module 525 in the AAA access-
response messages 565. In those embodiments, the AAA access-response generation

30 module builds an appropriate AAA access-response message 565 that includes

information from the subscriber record 545A. Information contained in the subscriber

record 545A is used by the suppression module to cause the suppression of AAA



30 network el enent through the line cards. The set of service cards can
provi de specialized processing (e.g., Layer 4 to Layer 7 services (e.qg.,
firewal | ,wWORsE:2033BS, P2P), Vol P Sessi on Bdrder Control IPeT/IBMDDD32871W r el ess
Gat eways (GGSN, Evolved Packet System (EPS) Gateway)). By way of exanple,
a service card may be used to termnate |IPsec tunnels and execute the
attendant aut hentication and encryption algorithnms. As described herein,
instructions may refer to specific configurations of 5 hardware such as
application specific integrated circuits (ASICs) configured to perform
certain oper aict@sscqicsthavisigs24prae deseiboi e ch Figort 2 (gl int the @ﬁaniiélf de&aﬁlﬁ:d
instructions stored in ne enbodied in a non-transitory conput

readabl e nmediiBhiguRLEA %%@icﬂwaaé@lb@ﬁwwa et A Ay pyumpRicalzgn B@dule 525

| npl enented ygiing %ﬂﬁm%ﬁ‘da dat 8r %tk%@&' AL rBYE SR % Q?ké ggrp(%%[a%eudc wvith

el ectroni c devi ces an end station, a networ
el ectroni ¢ devbsebers irdoenad neoa“rmmmthtneth(m AfGY a@delwreaptm’sonnwsisages agtoherIn

el ectroni ¢ de |ces over net wor k) code and_.data usi uter -readabl e
mar & Couah’ alefERyS SeiBe ot er oo CRBAREoL b g R b S
magnetic di slﬁ@ck@mde%ﬁheﬁlﬁk%%%ﬁﬁ@@@ﬁ&%@&mgsw y; read only menory;
flash nmenory devi ces; phase-change nenory) and transitory conputer

-readabl e communi cat Iloﬁmbedllmn(sengkmgem@c@ﬁ Rerghsres@ iapeiscddscribasontsviec die or
ot her form of agat ed S nal s such rrier ves,. infrar. d Si
i g tal st gnat SRR RcEisc AnanhenSL e SRk aln MR EpRyR alidie o
set of one Ol’resi&)hﬁlepbf)@&ﬁgﬂﬂ’&tﬁﬂélﬂire\duélpw&ﬁﬁf aR hcd¥N-Res@tthedr f6OEARARERCEiberSUCh
as one or nore storag; devi ces (non-transitory machi ne-readabl e storaﬁw

B aHY/ or

medi a), ufer m&p@uﬁw@ dempergnycapprassign., ThigeNeawtign wouldbe has weselec
a displ ay), acg ?ﬁﬁ%&%‘% &R0 %éc?ﬂﬁ}erggug ﬁeth‘é?#%kh{&uﬁfﬁ%he set of
n n I's typrcally thro

processors a conpone oné or nore busses and
bri dges (al so termedFashdyusn comt embbdimsnt ol his, mtzdsmloﬁ; (Dlﬁeﬁgﬂgg]k@VﬂnG@l@fS?ﬁ
gi ven el ectronic device typically stores code and/ or r execution on

the set of orfePRRTSTBPRIDE BeREEHPESUPPTasHER: Bkt #eﬁ?rléeﬁm det er@ceé%ﬁf@ées one
or more partsof, anpenhodt BERbdiafent M tr{g\rg@pﬁlba{me 152)) cQﬁ uls@mgese?vnéeetc}py $ibig

di fferent conbi nati ons of 25software, mhaar e har dwar e.
Wi | e t hd5i nvterdatewmutmsvhluélenf d@savaﬂlabht manices [ s«upprgmvcm ahowddvibedised nfios ,a

those skilled in re.wll ognj the inventi n |s not limted
ot he enbod T quBteitgh and RERHATRAARY H5E SRl of st ryenetsh can
be practiced jwiithte MRdalicRtib&tnanthidh LODALION Wichijed tohke ﬁawolrﬁ clRRdnSEBPE
of the appended clainms. 30The description is thus to be regarded as

illustrative vingtheemticast ohpmicl.iang therctdie thevagaer erndule 532 would use the manner

described with reference to Figure 4A. Alternatively, the service type might indicate
20  that a subscriber end station 200A-200N coupled to the network element 205 via a
circuit based channel and, therefore, the trigger module 532 would use the manner
described with reference to Figure 4B to cause the suppression 445.
With reference to Figures 4A and 4B, the suppression module causes the
suppression 440 or 445 and uses information populated from the subscriber record
25  545A to identify subscriber end station session-request messages for which AAA
access-request messages should be suppressed. In one embodiment of the invention, the
suppression module utilizes a subscriber identifier to determine a blocked identifier
used to suppress subscriber end stations, while another embodiment utilizes a framed 1P
address. In one embodiment the blocked identifier is a CCT-Handle, while in
30  alternative embodiments the blocked identifier can be another identifier (e.g., MAC
address, ATM VPI/VCI, VLAN ID, subscriber id).



CLAIMS What is clainmed is: 1. A nethod perforned in a network el enent for
avoi di ng aut hentication, authorization, and accounting (AAA) processing,
wher ei n twe 2neto2033&8 el ement is Scoupl ed bétween a subscPChaB2anos28T1at | on
and an AAA server, the nethod conprising the steps of: receiving fromthe
subscri ber end station one or nore subscriber session-request nmessages

I ncluding at least information for verifying identity; transmtting to the
AAA server one or nore AAA access-request nmessages 1lOcorresponding to the
one or nore subscriber session-request nessages; receiving fromthe AAA
server one or nore ARAoacGRsHdimSPOHRe suBsSEgecads rEspoonidat trgecdth@asme or
nore AAA access-request pessages; determ ning, resgonsive to_the one or

more AAA accdBCHERpYRY dhoraeisgrke, shopldohr seppatssekadtr stappoihgrgect reason
suppressi on %aﬁwdi@agg ghéﬂﬂé’ikn ESolation %ﬁ%é%ptm%é SRE tlﬁ%é,oﬁh&ﬂne%

wi th the subscri ber station, "and causing, responsive t e step of
det erm ni ng, ampreastd suttsenpareadstaiopprids sf tresofeasimg ragidsitggosiahat/Additional

access-requests nmessages being. s to the A@A server. responsive to .

SUbSCri bor SESET UM B BEr HEALAYRL  UEBIVEY [P TG BUCHF e hfation

station, wherghypb&¥eeut iofhd GRMHGES ATtRe MVRAGSY 8Rc Aljcct reason is transmitted to
the AAA communication module in the AAA access-response messages 565. With
reference to Figure 3A, the reject reason is included in the AAA access-reject message
with status 335A and is used by the determination module 531 to make the suppression

10 decision 338.

In some embodiments, the communication module 550 is configured to send
AAA change of authorization messages 568 in response to a subscriber record 545A
being updated by the subscriber record management module 540. Specifically, in cases
that a subscriber record 545A has a reject reason indicating insufficient payment, the

15  subscriber record management module 540 may clear the reject reason after receiving
an indication that sufficient payment was made. In that case, the communication
module 550 may send an AAA change of authorization message 568 to the AAA
communication module 525 indicating that suppression of the corresponding subscriber
end station is no longer warranted.

20 Figure 6 illustrates a flow chart of a method of the invention for at least
temporarily suppressing additional AAA access-request messages for rejected
subscriber end stations. Many steps in the method are optional depending on the
implementation of the invention and those steps are shown with dashed markings.

At some point in processing, the network element 205 receives an AAA

25  access-reject message associated with subscriber end station ‘A’ with or without status
information indicating a reject reason 620. In response, the network element 205
makes a decision whether or not to cause a suppression of additional AAA access-
request messages 625. If the network element 205 decides not to cause the suppression,
then the network element continues on to processing 630.

30 In the case that the network element 205 decides to cause the suppression of
additional AAA access-request messages, then the network eclement causes the

suppression for subscriber end station ‘A’ 640 (this may be within the network element



20t he network el enent and the AAA server. 2. The nethod of claim1l1, wherein
the correspondi ng one or nore AAA access-response nessages is a single AAA
access-r aveabizmessage, and wherein the stép of deterni nPag/IBIaI/0E8T t he
step of: determ ning that the AAA access-reject nessage includes
a status suggesting 25the at | east tenporary suppression. 3. The nethod of
claim?2, wherein the step of causing conprise the step of: causing any
addi ti onal AAA access-request nessages associated with the subscriber end
station to be dropped based on a nmedia access control address associ at ed

W th the subsxisidelesaivddsiidt tebdtencedo Fifige mal e thagfbeckvhimtlls adddsd fM@work as
conprising the steps of: starting. an access-reset tiper in response to the
step of det erdssiihsy, Withei@rncedre TipueedB -1 sikthus cawse e suppsessiontd ddgditionak ne

subscri ber engdsdafd, 08kt ﬁ{égsatggseb@l'ff%fé%éfvéﬁf P§ {tlhet AJREbrk AR %@I’S s Wellp Inhsdeval ;

and 5causi ng, responsive to conpletion o e time interval, the endi ng of
the at | east dnéwdonanty irchpimge ssicsmresd. tinkére, tetrvodorkfelahait will, stértint hecess-
conprising the steps.of:

comris1ng e SRSy oL aLersl 1N, an AR chane of authon gallon essgoe
i ndi cates a sfcakion.
At some point later, network element 205 will cause the end of the
suppression of additional AAA access-request messages for subscriber end station ‘A’
660. The network element 205 will also end the suppression of additional session-

10 request messages 665 in cases which also caused the suppression of receipt of session-
request messages. In those embodiments that utilized access-reset timers, the causing
the end of suppression 660 may be performed responsive to the completion of the
access-reset timer running that is associated with subscriber end station ‘A’ 650.

Furthermore, it may be that the network element 205 receives an AAA

15  change of authorization message indicating non-suppression of subscriber end station
‘A’ 670. In response to the AAA change of authorization message, the network
element 205 must decide whether it should end suppression 675. If suppression does
not need to be ended, either because there is no suppression or because other factors
indicate that suppression should continue in lieu of the message, then the network

20  element 205 will continue processing 630. If suppression should be ended then the
network element 205 will cause the end of the suppression 660 as described above. In
the embodiment utilizing access-reset timers, the network element 205 may further
clear the access-reset timer associated with subscriber end station ‘A’ 680 in response
to the decision to end suppression 675.

25 Network elements are commonly separated into a control plane and a data
plane (sometimes referred to as a forwarding plane or a media plane). In the case that
the network element is a router (or is implementing routing functionality), the control
plane typically determines how data (e.g., packets) is to be routed (e.g., the next hop for
the data and the outgoing port for that data), and the data plane is in charge of

30 forwarding that data. For example, the control plane typically includes one or more
routing protocols (e.g., Border Gateway Protocol (BGP), Interior Gateway Protocol(s)
(IGP) (e.g., Open Shortest Path First (OSPF), Routing Information Protocol (RIP),



10suggesting that the at |east tenporary suppression should end; causing,
responsive to the AAA change of authorization nessage, the endlng of the at
| east t erywonraryo2eippression. 6. The nmethoddof claim 1, Pamihami/esamri sing
the steps of: receiving one or nore additional session-request
nmessages associated with the 15subscriber end station; dropping the one or
nore additional session-request nessages without transmtting any
correspondi ng AAA access-request nessages pursuant to the tenporary
suppressi on, wherein dropping is done based on a nedia access contr ol

addr ess assodhat@cdinget Bydidie wubseahicdete Systet {US-IH)), R4bel Dikeibiedi dtontol
claim1, wherein the step of causi (g i ncl udes transnlttlng an operations,
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stations and farxadpleiici ©atrbloflanapiobiniszdt hafcer@Ndnaee@u Mifofifat(od o one
server, to avoid AAA
or more forwarding structures (e.g., Forwarding Information Base (FIB), Label
Forwarding Information Base (LFIB), and one or more adjacency structures) on the
data plane. The data plane uses these forwarding and adjacency structures when
forwarding traffic.
Each of the routing protocols downloads route entries to a main RIB based
15  on certain route metrics (the metrics can be different for different routing protocols).
Each of the routing protocols can store the route entries, including the route entries
which are not downloaded to the main RIB, in a local RIB (e.g., an OSPF local RIB).
A RIB module that manages the main RIB selects routes from the routes downloaded
by the routing protocols (based on a set of metrics) and downloads those selected routes
20  (sometimes referred to as active route entries) to the data plane. The RIB module can
also cause routes to be redistributed between routing protocols.
For layer 2 forwarding, the network element can store one or more bridging
tables that are used to forward data based on the layer 2 information in this data.
Typically, a network element includes a set of one or more line cards, a set
25  of one or more control cards, and optionally a set of one or more service cards
(sometimes referred to as resource cards). These cards are coupled together through
one or more mechanisms (e.g., a first full mesh coupling the line cards and a second
full mesh coupling all of the cards). The set of line cards make up the data plane, while
the set of control cards provide the control plane and exchange packets with external
30  network element through the line cards. The set of service cards can provide
specialized processing (e.g., Layer 4 to Layer 7 services (e.g., firewall, IPsec, IDS,

P2P), VoIP Session Border Controller, Mobile Wireless Gateways (GGSN, Evolved



processing , the network el enent conprising: a set of one or nore ports to
be coupled to the plurality of subscriber end stations; an AAA
communi cawoanizmdisBe, to be coupl ed to thd7 AAA server, ®OmfiByuI/eI810 to
recei ve subscriber session-request nessages sent fromthe plurality of
subscri ber end stations, to transmt correspondi ng AAA access-request
nessages to the AAA server, and to receive correspondi ng AAA
access-response nessages of different types, wherein the different types of
AAA response nessages include AAA access-reject nessages; and 15a
suppr essi on MmdkdteSyseaUERS) Gacking) ABAX woyolistagile,ansetvidellcsd mag budsapto a
determ nation nodul e _configured to determ ne when to_activate a suppression
of AAA accesdeiugestPsaeduisss 24 sHErUe elhewptigndanty aphentiptio and| gRAVPYAR of
subscri ber eng,skghions, and a trigger nodule, coupled to
t he determ natTon nodul e, configured to 20cause the suppressions when the
suppressi ons are act Asatesdijbedhireiby irsxectidrisomay esourte epeafie congsentias aft
t he network ﬁ%ﬁgent and t he .AAA serv

I

: r. 10. The net Kk eIFman of claim
0, wher o1 1 t HE LD F IS GNP BN SPTHeT (RS e ARG can BT I0eerfasnt he
det erm nat i onsePREUbSoratfRf drIVesh taOpredetermined functionality or software instructions
stored in memory embodied in a non-transitory computer readable medium. Thus, the
techniques shown in the figures can be implemented using code and data stored and
executed on one or more electronic devices (e.g., an end station, a network element).
10 Such electronic devices store and communicate (internally and/or with other electronic
devices over a network) code and data using computer -readable media, such as non-
transitory computer -readable storage media (e.g., magnetic disks; optical disks;
random access memory; read only memory; flash memory devices; phase-change
memory) and transitory computer -readable communication media (e.g., electrical,
15  optical, acoustical or other form of propagated signals — such as carrier waves, infrared
signals, digital signals). In addition, such electronic devices typically include a set of
one or more processors coupled to one or more other components, such as one or more
storage devices (non-transitory machine-readable storage media), user input/output
devices (e.g., a keyboard, a touchscreen, and/or a display), and network connections.
20  The coupling of the set of processors and other components is typically through one or
more busses and bridges (also termed as bus controllers). Thus, the storage device of a
given electronic device typically stores code and/or data for execution on the set of one
or more processors of that electronic device. Of course, one or more parts of an
embodiment of the invention may be implemented using different combinations of
25  software, firmware, and/or hardware.

While the invention has been described in terms of several embodiments,
those skilled in the art will recognize that the invention is not limited to the
embodiments described. The method and apparatus of the invention can be practiced
with modification and alteration within the spirit and scope of the appended claims.

30  The description is thus to be regarded as illustrative instead of limiting on the

invention.



25mai ntain a set of one or nore access-reset tinmers, to neasure tine
intervals for at |east sone of the suppressions; and cause the deactivation
of the suwpPrer#i2e333 responsive to conpl et #dn of the cor PespBIdi/NIPSTI Me

i ntervals. 11. The network elenment of claim9, wherein the AAA

conmmuni cation nodule is 30further configured to: receive AAA change of

aut hori zati on nessages, each of the AAA change of authorization nessages
associated with a corresponding one of the plurality of subscriber end
stations, that each indicate a status suggesting the correspondi ng
suppressi on StioalMSbe deacti vat ed; and 5cause the deactivation of the
correspondi ng suppressions. 12. The network el enent of claim9, wherein the
trigger noduhﬁ.furtper(is_to cause the suppressions of identified ones of
the of the pIuP%V?Fﬁ”%ﬁ Qubscriber end stations t hrough suppressi ons of
subscri ber session-request nessages associated with those identified ones
of the of thel plAurmatthby pérfeuledcrinber nendrist alcheis . fot 0ddidihige angicitidakion,

el enent of claim 12, further conprising: a packet processing nodule, .
coupl ed to the BYNYFALORDA eecopying %gﬁhpwamn&a oVherdn tthg gefarorkrsignicat is

addi ti onals sessE@g%éﬁg%g§%8n§s§g38§x§raﬂpgg{g% f gngQgﬁ@Rfﬂkhﬁwﬂmd

tifi

. al

plurality of su stations such t e AAA communi cati ons
nodul e does not comprismg theateps ofir r espondi ng 15 AAA access-request nessages,

each additional sessian-request nessage .to be deternin%g by a nedia access
Control address coRTRUPRBTHES U GRESGRISREOR ABROT FRB P UgHETbebr e Todues
plurality of subscribery,ashesiRlhldnSat 144kt infO@natRh WO Ver@YiBBBMNGRL Cl ai m 12,

further conprising: an operations, admnistration, maintenance,” and
provi si oni ng nodultensmgtipg éol the AAA server one or more AAA access-request messages

10 corresponding to the one or more subscriber session-request messages;
receiving from the AAA server one or more AAA access-response messages
corresponding to the one or more AAA access-request messages;
determining, responsive to the one or more AAA access-response messages, to
cause at least a temporary suppression of any additional AAA access-
15 request messages associated with the subscriber end station; and
causing, responsive to the step of determining, at least a temporary suppression
of any additional AAA access-requests messages being sent to the AAA
server responsive to subscriber session-request messages received from
the subscriber end station, whereby execution resources are preserved at

20 the network element and the AAA server.

2. The method of claim 1, wherein the corresponding one or more AAA access-
response messages is a single AAA access-reject message, and wherein the step of
determining includes the step of:

determining that the AAA access-reject message includes a status suggesting

25 the at least temporary suppression.

3. The method of claim 2, wherein the step of causing comprise the step of:
causing any additional AAA access-request messages associated with the
subscriber end station to be dropped based on a media access control

address associated with the subscriber end station.



20 to the trigger nodule, to transmt pursuant to the trigger nodule
suppressi on nessages to an access network coupled between the plurality of
subscri bewoentt/evmBi ons and the network eP2ment, the suppraBmlONS2AESSages
to indicate that a circuit associated with one of the identified ones of
the plurality the subscriber end station should be shut 25down. 15. A

nmet hod perfornmed in an authentication, authorization, and accounting (AAA)
server for avoiding AAA processing in the AAA server and in an edge network
el enment, wherein a subscriber end station and the AAA server are coupled to
t he edge net wor Fhehetdtof clahve Irairthet caopavingihBgtcphef:st eps of :  recei ving
fromthe edge network el ement an AAA access-reguest nessage.including at

| east i nformati on $BHNS R RECFFNIGSGLABRAT TR {SSPASE &S Hiermie P Sistss e Whesd b the
corresponding 1o the subscrler fftliShabliotaRARFh:Abidibet BIOLIR B IRy
verifying identity, wherein the subscriber recor 5|nclu§es I nformation
regardi ng a subscri ber'scascoghtimassotsuatseding tritervileaslibscri ber end
station; and transmtting, responsive to t AAA access-request ssage, an
ARA Boceson T espondBuTibIsenEHaL et gl e R RE LI FLEE pe TR ng
a status based on the suRs&H pRs@6gount suggesting at |east a tenporary
10 suppression of any additional AAA access-request nessages associ ated
with at |east the subscriber end station, whereby execution resources are

preserved at % h&haseliwdio! elagidnturthescernprisipgnths stope pf: 16. The method of
claim15, further 's'n% ng teps of S datj ng. t.he .
subscri ber recordlﬁggﬁ%%i%y a VaﬁﬁgﬁgoﬁngﬁgﬂzﬁﬁmaHF%%§§1%%%3%§ﬁ %gPigFH;

subscriber end station, from the AAA server that indicates a status
10 suggesting that the at least temporary suppression should end;
causing, responsive to the AAA change of authorization message, the ending of

the at least temporary suppression.

6. The method of claim 1, further comprising the steps of:
receiving one or more additional session-request messages associated with the
15 subscriber end station;
dropping the one or more additional session-request messages without
transmitting any corresponding AAA access-request messages pursuant
to the temporary suppression, wherein dropping is done based on a

media access control address associated with the subscriber end station.

20 7. The method of claim 1, wherein the step of causing includes transmitting an
operations, administration, maintenance, and provisioning message toward the
subscriber end station indicating that a circuit associated with the subscriber end

station should be shut down.

8. The method of claim 1, wherein the step of determining to cause the at least

25 temporary suppression is responsive to receiving a single one of the corresponding
one or more AAA access-response messages that is an AAA access-reject message

with a status suggesting the at least temporary suppression further comprises the

step of:



transmtting, responsive to the updating, an AAA change of authorization
nmessage indicating a status suggesting the ending of the at | east tenporary
Ssuppr essiwn.2012/0203337. The nmethod of clai @5, wherein treTaBHEEOIBEr record
i ncludes information 20indicating that the subscriber's account is unpaid.
18. The nmethod of claim 15, wherein the AAA access-reject nessage includes
a field for transmtting the status. 19. An authentication, authorization,
and accounting (AAA) server, to be coupled to an edge network el enent, for
avoi di ng AAA processing in the AAA server and the 25edge network el enent,
wherein the edge neinwditing! eimeptrationg ongrh@éktitatod plaintadanty, ahd spHosiidnby
end stations, the AAA server conprising; a_conmunication_ nodule to receive
AAA access-request nmesdREERLS FOYATE HEC cgecTdet o ksteliieticalise Brk pefissit

ones of the plurality ofRURSEHIRe ﬁﬂ&rﬁ%@éﬂ@&ﬁ@&ﬂg@‘a HesASBwin

correspondi ng AAA access-response 30nessages to t ge network el enent,
a subscriber record nanagenent nodul e, coupled to the communication nodul e,
confi gured t @.stAorewarkpilemelt) toypesbuglad betmichen pheelay i sebrsdribay cad sessnsand

correspondi ng one of, the subscriber.records responsive to each of .t he, AAA
cocessoduest  Mecatlfuihontiaigtion” 5t (et GIBECAAE S8 Felobtaid i afldes
account i nfor mapitRBssi® ,ahd RAwbk dcBOktcBFPABALNY subscriber; an AAA
access-response generation nodul e, coupled to the subscriber record

managenent nodul e @l afhenccenmend Earts ém beothupked toothei Rjuially ob s¢saabet @ndAAA

access-response nessag%@nlggan AAA access-reject type 10 that is based on

the currently accessed ‘one Of the subscriber records and that indicates to
t he network el enenin AMAl @ashudicAtipacduly, 16 Rpoapktd an taf AARy sadd]| torgipatedAAA
access-re%uest nmessages associated with that subscriber record, whereby
execut i oV esour ces ar dO BPEEESUBHTRE $95HORERquSFIMessages sentdrum theeplamhty of

server. subscriber end stations, to transmit corresponding AAA access-request
messages to the AAA server, and to receive corresponding AAA access-
response messages of different types, wherein the different types of

AAA response messages include AAA access-reject messages; and

15 a suppression module, coupled to the AAA communication module, including:

a determination module configured to determine when to activate a
suppression of AAA access-request messages associated with
any one of the plurality of subscriber end stations, and

a trigger module, coupled to the determination module, configured to

20 cause the suppressions when the suppressions are activated,
whereby execution resources are preserved at the network

element and the AAA server.

10. The network element of claim 9, wherein the suppression module includes:
a timer module, coupled to the determination module, configured to:
25 maintain a set of one or more access-reset timers, to measure time
intervals for at least some of the suppressions; and
cause the deactivation of the suppressions responsive to completion of

the corresponding time intervals.

11. The network clement of claim 9, wherein the AAA communication module is

30 further configured to:



1520. The AAA server of claim19, wherein the account information includes
a reject reason selected froma group of reject reasons conprising: no
reason arsiothe/eoessespondi ng subscri ber hds not paid a BCTIB2210523Ne AAA
server of claim 19, wherein the account information includes a reject
reason selected froma group of reject reasons conprising: no reject
reason, the 20correspondi ng subscriber has not paid a bill, the
correspondi ng subscriber's access has been restricted, and the
correspondi ng subscri ber has cancell ed service. 22. The AAA server of claim
19, including: theaesdingsandehargecst dith@irageimidssagod wWaeh folirthd &rA £ ehhhgused
to update the account information of any of the plurality of subscriber
records; and 25 the c&ﬂfh?ﬁl@%té&q érheswam|aésq<>tﬁt%é&1thcan?<rrbqﬁp%wu@g) PP aPls St |

responsive to each of tj Sﬁﬁfﬁl‘l‘b& dlag /1) g? RGO hldgéaﬁe@ﬁatu 1n|g
ag | e

change of authorizatio I S based on the updated su
record and that suggesﬁhetmﬁwpmﬁhmgmqmﬁmhensbmﬂ@b@dﬁanngeQUmﬂeast tenporary

suppr essi Qn. o : :
PP % cause the deactivation of the corresponding suppressions.

12. The network element of claim 9, wherein the trigger module further is to cause the
suppressions of identified ones of the of the plurality of subscriber end stations
through suppressions of subscriber session-request messages associated with those

identified ones of the of the plurality of subscriber end stations.

10 13. The network element of claim 12, further comprising:

a packet processing module, coupled to the trigger module, to drop pursuant to
the trigger module additional session-request messages from the
identified ones of the plurality of subscriber end stations such that the
AAA communications module does not transmit any corresponding

15 AAA access-request messages, each additional session-request message
to be determined by a media access control address corresponding to one

of the identified ones of the plurality of subscriber end stations.

14. The network element of claim 12, further comprising;:
an operations, administration, maintenance, and provisioning module, coupled
20 to the trigger module, to transmit pursuant to the trigger module
suppression messages to an access network coupled between the
plurality of subscriber end stations and the network element, the
suppression messages to indicate that a circuit associated with one of the
identified ones of the plurality the subscriber end station should be shut

25 down.

15. A method performed in an authentication, authorization, and accounting (AAA)
server for avoiding AAA processing in the AAA server and in an edge network
element, wherein a subscriber end station and the AAA server are coupled to the

edge network element, the method comprising the steps of:
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receiving from the edge network element an AAA access-request message
including at least information for verifying identity;
accessing a subscriber record corresponding to the subscriber end station based
on the information for verifying identity, wherein the subscriber record
5 includes information regarding a subscriber’s account associated with
the subscriber end station; and
transmitting, responsive to the AAA access-request message, an AAA access-
response message that is an AAA access-reject message including a
status based on the subscriber’s account suggesting at least a temporary
10 suppression of any additional AAA access-request messages associated
with at least the subscriber end station, whereby execution resources are

preserved at the network element and the AAA server.

16. The method of claim 15, further comprising the steps of:
updating the subscriber record to modify a value contained in a reject reason
15 field;
transmitting, responsive to the updating, an AAA change of authorization
message indicating a status suggesting the ending of the at least

temporary suppression.

17. The method of claim 15, wherein the subscriber record includes information

20 indicating that the subscriber’s account is unpaid.

18. The method of claim 15, wherein the AAA access-reject message includes a field

for transmitting the status.

19. An authentication, authorization, and accounting (AAA) server, to be coupled to an

edge network element, for avoiding AAA processing in the AAA server and the

25 edge network element, wherein the edge network element is coupled to a plurality
of subscriber end stations, the AAA server comprising:

a communication module to receive AAA access-request messages from the

edge network element for different ones of the plurality of subscriber

end stations and to transmit corresponding AAA access-response

30 messages to the edge network element,
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a subscriber record management module, coupled to the communication

module, configured to store a plurality of subscriber records and to
access a corresponding one of the subscriber records responsive to each
of the AAA access-request messages, wherein each of the subscriber
records includes account information relating to a corresponding

subscriber;

an AAA access-response generation module, coupled to the subscriber record

management module and the communication module, configured to
generate AAA access-response messages of an AAA access-reject type
that is based on the currently accessed one of the subscriber records and
that indicates to the network element at least a temporary suppression of
any additional AAA access-request messages associated with that
subscriber record, whereby execution resources are preserved at the

network element and the AAA server.

20. The AAA server of claim 19, wherein the account information includes a reject

21.

reason selected from a group of reject reasons comprising: no reason and the

corresponding subscriber has not paid a bill.

The AAA server of claim 19, wherein the account information includes a reject
reason selected from a group of reject reasons comprising: no reject reason, the
corresponding subscriber has not paid a bill, the corresponding subscriber’s access

has been restricted, and the corresponding subscriber has cancelled service.

22. The AAA server of claim 19, including:

the subscriber record management module further configured to update the

account information of any of the plurality of subscriber records; and

the communication module further configured to transmit, responsive to each of

the updates, to the edge network eclement an AAA change of
authorization message that is based on the updated subscriber record and
that suggests the ending of the corresponding at least temporary

suppression.



