WO 03/ 044685 PCT/ US02/ 36832 NMETHOD AND APPARATUS FOR MULTI PLE CONTEXTS AND
LAYER 3 VI RTUAL PRI VATE NETWORKS BACKGROUND OF THE | NVENTION Field of the
| nvent i orwp@304468The i nvention relates to the field of comaarisoasdsen. Nore
specifically, the invention relates to comunication networks. Background
of the Invention [0002] Virtual Private Networks (VPNs) extend an entity's

(e.g., a corporation, Internet Service Provi P)., etc. t.wor k
backbone ME'FH@Q ARD AP EAMTUS’IF@R%HH&IJ?L&(S§&gg'lsfrggf‘%\%)%‘#&£§t3e | ess
than leasing a |ine, and VOPEE NISTWIORKSVed because of multiple
pat hways between sites. I‘]frllgtttlgé‘%t?flﬂan ent | tyWI pur chasi ng, adm nistrating

and mai ntai ning additi onal network elenents (e.g. routers, hubs, swtches,

subscri beBAGKGREURM OFyF{R M VEMIION, an entity can securely transmt
traffic through the Internet with VPNs. BRI EF DESCRI PTI ON OF THE DRAW NGS
[ 0003] The invention may best be understood by referring to the foll ow ng

descri pti ?ﬁl(ﬁ?ﬂh@%ﬁ%ﬂ?ﬂﬁyi ng drawi ngs that are used to illustrate
S_nbodl menf I tion. In the drawi ngs: [0004] Figure 1 iﬁ a
nvent on. - 100 TGEP oRASHER lethiad5r SRR opBuBlRipFoBRL FROICH 4 2gr am of

an exempl gy, AGNPF el BTBRm Ak UeRRIkS mul 11 pl e cont exts and | ayer 3

VPNs according to one enbodi nent of the invention.

Background of the Invention

[0002] Virtual Private Networks (VPNs) extend an entity’s (e.g., a corporation,
Internet Service Provider (ISP), etc.) network backbone out to the Internet. The
connectivity costs for VPNs are less than leasing a line, and fault tolerance is
improved because of multiple pathways between sites. Instead of an entity
purchasing, administrating and maintaining additional network elements (e.g.
routers, hubs, switches, subscriber management systems, etc.), an entity can securely

transmit traffic through the Internet with VPNS.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] The invention may best be understood by referring to the following
description and accompanying drawings that are used to illustrate embodiments of
the invention. In the drawings:

[0004] Figure 1 is a diagram of an exemplary network according to one-

embodiment of the invention.



[ 0006] Figure 2B is a diagramof the exenplary network el ement 105
illustrating a relationship between network processes and the structures
and tabl ewoiBlowsss ated in Figure 2A according to one enb@dirmsnt/3ess2 t he
invention. [0007] Figure 2Cis a diagramof the |layer 3 VPN EGP table 215
as a tree according to one enbodi nent of the invention. [0008] Figure 2D

is a diagra f e layer 3. VPN EGP table 215 as_a.tree with RD

subst ruct ur g@%géif%g‘éﬂe% Bé& %?ﬁ’éa‘é‘rﬁafem aryMeWerkiClRRGR Ak SURPSE®O]  Fi gur e
2E is a diagramillustrating an alternative enbodinent of the |ayer 3 VPN
EGP t abl e mpitplagonexnand taxenl d VEDE seerdige toorsmbadimant i ke myention. i nvent i on.
[0010] Figure 3Ais a flow chart for processing an update nessage received
f r om cust onef00ap1Figme 2By stdiagramrod shecaxainplaen netavodosldmant 05 ibustrabndodi ment
of the invention. [0011] Figure 3Bis a flow chart continuing fromthe

f | ow char ta relhtidrishiprtet\8éen retearkdirogs¢es and theatrbodrayand tabiestilestraredent i on.
[0012] Figure 4Ais a flow chart for processing an update nessage received
from cust gi@ire 24utTeinE 660EMbodnea: sMie AWbaintent of the invention.
[0013] Figure 4B is a flow chart continuing fromthe flow chart illustrated

in Figure 4@0@??1@%%% Q9 BRAB ARl HRRG VENTHTSP 1B £N-1rk0014] Figure 5

is flow chart for processing an update” nessage received froma provider

equi pnent a?cfo?&ﬁgitJ‘&etein?&?m@M%JTﬁ%mﬁB. the invention. [0015] Figure 6 is
0

a flow cha generati ng an update nessage for customer equi pnent

di ng t mbodj nent ,.of the inventi 3/ Q44685 PCT/ US02/ 36832
[0016] P gur RS EERRCITT Aot G LT P Rttt el 1 or

provi der

RD substructures according to one embodiment of the invention.

[0009] Figure 2E is a diagram illustrating an alternative embodiment of the layer
3 VPN EGP table 215 as a hash table according to one embodiment of the invention.

[0010] Figure 3A is a flow chart for processing an update message received
from customer with RD substructures equipment according to one embodiment of
the invention.

[0011] Figure 3B is a flow chart continuing from the flow chart of Figure 3A
according to one embodiment of the invention.

[0012] Figure 4A is a flow chart for processing an update message received
from customer equipment according to one embodiment of the invention.

[0013] Figure 4B is a flow chart continuing from the flow chart illustrated in
Figure 4A according to one embodiment of the invention.

[0014] Figure 5 is flow chart for processing an update message received from a
provider equipment according to one embodiment of the invention.

[0015] Figure 6 is a flow chart for generating an update message for customer
equipment according to one embodiment of the invention.
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equi pnent according to one enbodi nent of the invention. [0017] Figure 8 is
a block diagramillustrating the exenplary network el ement 105 according
to one enwodBiewss of the invention. DETAI LED DESCRI PTI ON @ET/NHNE/BASRVENTI ON
[0018] In the foll ow ng description, numerous specific details are set
forth to provide a thorough understanding of the invention. However, it is
understood that the invention may be practiced w thout these specific
details. | nlQ9REFighrest igadlesy chagelor swssineenipdate sessage ok apre¥idest andar ds,
and techni ques have not been shown in detail in order not to obscure the

i nvent i oequipABaOdcchiding te ohe Embadidicayphtlre afveanomxenpl ary net wor k accor di ng
to one enbodinent of the invention. In Figure 1, a virtual private network
(VPN) A i npdoudesigare 3 ableolsdi oren i Bagtiaping te ckbrhplaanmetavosiPderentust omer

equi pnrent  103A. A VPN B includes a VPN B custoner equi pnment 101B and a VPN

B _cust orps oBhliRIRIbydGRRaiRbR OfEN Mveiimhorer_equi prient 101A and the VPN B
custoner equi pnent 103A are | ocated within an autononous system (AS) 102 in

Figure 1, but could be located in different ASs. The VPN A custoner

equi pnent 101A and the VPN B custoner equi pment 103A are coupled with a
network el ement_ 105. The network e [ | so coupled with a

non- VPN custorﬁETéMBMCMﬁléﬂéﬂﬁﬁé hin an AS 104. The
network el enent 105 is located in an AS that is a backbone 111. [0020] A
net wor k el ef@018] Inlthe falloalisgdésonptied nwinetrus spdeefihdatdibsome set farth thhe  net wor k
el ement 115 is coupled with. the VPN B custoner equipnment 103B. A 3 WO

03/ 044685 RGdé MVaR26 BB HdersRAREINDIOE el igv@tion 1 Hbweabrsh id wedsisebd that he backbone

111, is coupled with the VPN A
the invention may be practiced without these specific details. In other instances,
well-known circuits, structures, standards, and techniques have not been shown in
detail in order not to obscure the invention.

[0019] Figure 1 is a diagram of an exemplary network according to one
embodiment of the invention. In Figure 1, a virtual private network (VPN) A
includes a VPN A customer equipment 101A and a VPN A customer equipment
103A. A VPN B includes a VPN B customer equipment 101B and a VPN B
customer equipment 103B. The VPN A customer equipment 101A and the VPN B
customer equipment 103A are located within an autonomous system (AS) 102 in
Figure 1, but could be located in different ASs. The VPN A customer equipment
101A and the VPN B customer equipment 103A are coupled with a network element
105. The network element 105 is also coupled with a non-VPN customer equipment
106 that is located within an AS 104. The network element 105 is located in an AS
that is a backbone 111.

[0020] A network element 115 is also located within the backbone 111. The

network element 115 is coupled with the VPN B customer equipment 103B. A
3 .



custoner equi prent 101B. The VPN B custoner equi pnmrent 103B and the VPN A
custoner equi pnent 101B are respectively located within an AS 106 and an AS
108. [ 002xD o3hetoet wor k el ement 105 includes a cont ext 10PATArSA2/3485
contexts 109A - 109B. The termcontext is used herein to refer to a set of
information and/or collection of data structures for a custonmer of a
network provider's network elenent. In the exenplary network illustrated

i n Fi gur eetworklelemeanil 1 4 st loeased iadhe barkhene }Idris coupled g the ¥ESt dner

equi pnent 103A, and the non-VPN custoner equi pnment 106 gain access to the
backbone chitbmeér aquipmemelOmB:. Klhe e Bt cut@Bner Equipingur 3B, andiee VENM ext 107A
has been created by the network provider that owns the network elenent 105

for the f&ﬂ@tb}fBNe@LuvgﬁleﬁﬁmBTd}@re@,ﬁé&i«mty 1308 hasinbaes coeatded Ay 10he net wor k
provi der for the N A custoner. The context 109B has been created by the

net wor k pro;@ﬁ@%g%@%x&eﬁ fdﬁh&ﬂ&&-d@%%gﬂ%%ﬁd@f»:fe%&ecti ve of the

network el e stomer I's an enti at corresponds to a single

context wthin twork el enent ., However si_ngl entity

corres pomﬁ)tgzlb“ Mi Eﬁ%te%ﬁPBS?F%‘? used iRy & Eeﬁ‘%r?t? v o %ﬁﬁ%\r/rggt#ﬁll Pple vPN
contexts configured on the network el enent 103'3( and a,context configured on
the net wolRctiinfulata stysturesdor & QEPNE., of SRR RIQVIARRyS MoK SIS - oper at e

t he non- VPN custoner equi pnent 106, the VPN A custonmer equi pnent 101A, and
t he VPN IB thaistempdaryegtwkelhistra@g Ao Figaraahdeh ¥ PNek grgipacr equinmedt entity owns
and/or operates the VPN B custoner equi pnent 103A and a second entity owns

the VPN A01QU$HcOVEN B aubitdiBiquibddept 2084 tand tiomon/PRNcustoore equeprueninent  106.
In yet another exanple, a first entity owns the VPN A custoner equi prment

101A and fdgg%agn Xé@e&%@ﬁe“@ﬁb&’@h@%@ﬂh@%&%rkﬁgé&e& COS L RREuregUuhenent  103A,

while a se entity owns and/ or operates t
context 107A has been created by the network provider that owns the network

element 105 for the non-VPN customer. The context 109A has been created by the
network provider for the VPN A customer. The context 109B has been created by
the network provider for the VPN B customer.

[0022] From the perspective of the network element 105, a customer is an entity
that corresponds to a single context within the network element. However, a single
entity may correspond to multiple contexts. A single entity may have multiple VPN
contexts configured on the network element 105 and a context configured on the
network element 105. For example, one entity may own and/or operate the non-
VPN customer equipment 106, the VPN A customer equipment 101A, and the VPN
B customer equipment 103A. In another example, a first entity owns and/or
operates the VPN B customer equipment 103A and a second entity owns the VPN A
customer equipment 101A and the non-VPN customer equipment 106. In yet

another example, a first entity owns the VPN A customer equipment 101A and the



non- VPN custoner equi prent 106 [0023] The VPN context 109A includes
informati on and/or data structures for the VPN A Traffic received from
the VPN AVOIBO4481A i s processed in accordance wth the PYPWNusons@zz 109A.
The VPN context 109B includes information and/or data structures for the
VPN B. Traffic received fromthe VPN B site 103A is processed in
accordance with the VPN context 109B. Traffic is transmtted between the
VPN A si t €BNBdustcamst egaipBenhl Qs orhilgracecandiamtithevnamdiampesaes IBIA.  Traf f |
is transmtted between the VPN B sites 103A and 103B in accordance with t
VPN cont@tit VER2Bstotheatduipmemtd®sved from the service provi der network

el ement 106 is processed in accordance with the context 107A. [0024]

Cont ext s enghh:s] THO VPN @t 109 AfifidIGdeR iFeARaRM /o Ratanalverek fa! ement .
Contexts al so provide the network provider with the ability to give access

to a give ‘%f = S R0V A §; i CHHRG AEGER Sorlifhct her
informatitgﬁ W %?iog&?fﬁ%recﬂg%\ﬁmr tg{;erren%‘%ttée?g%laédi f?erlent cgustcomer' S

i nformation), cont ext 107 i.ncl udes et of i.nformption, for the
servi ce. prBbHEerEY FeginoAe riheo iy et e Bomhe CsrMlediiBbl ERIH 106 The
owner of the service provider may_be an Internef Service Provider (1SP),
Appl i cat i dria Séwwr%'sefOPﬂtS‘varB-('ﬁ@é)Q reggiyed from dheVENGO 8GR 52 net wor k
adm ni strator for the service provider that owns the service provider

net wor k eprepassed ifi @6cardgnck egth the & Phheontext WoPTk. Eradfie isttrangmitipddbeteedss and
nodify the context 107A, if permtted by the owner of the network el enent
105. The thaatproAkited e0entnd 06! Brayactordhnodavieridhe (RN adntexariOBAL Traffic
illustrated. . [0025] Inplenenting VPNs at |ayer 3 provides nunerous

advant ageg irah@¥@led BetwlBhNth PV PNIBISte¥ a85 A 260 6B kit hotordcewRh B VPN
adm ni strative costs of tunnel 5 WO 03/044685 PCT/ US02/ 36832

context 109B. Traffic received from the service provider network element 106 is

c
he

processed in accordance with the context 107A.

[0024] Contexts enable isolation of traffic processed by the network element.
Contexts also provide the network provider with the ability to give access to a given
customer’s information while restricting access to other information within the
network element (e.g., a different customer’s information). The context 107A
includes a set of information for the service provider that owns the service provider
network element 106. The owner of the service provider may be an Internet Service
Provider (ISP), Application Service Provider (ASP), etc. in one embodiment, a
network administrator for the service provider that owns the service provider
network element 106 may log into the network element 105 and access and modify
the context 107A, if permitted by the owner of the network element 105. The
network element 105 may include additional contexts not illustrated.

_ [0025] Implementing VPN at layer 3 provides numerous advantages. Layer 3

VPN provide vast scalability and avoids administrative costs of tunnel
5



configurations for layer 2 VPNs. Conmbining layer 3 VPNs with nmultiple
contexts provides a powerful tool for servicing various custoners that my
i ncl ude WeNo3pussdNers and non- VPN custoners. A networ k elPemarsn2/saspporti ng
mul ti ple contexts and | ayer 3 VPNs can support a |arge nunber of VPN
custoner and non- VPN custoners and provi de each custoner access to their

context. [0026] Fiqure 2A is a diagramof an errptgar .net wor k el ement t hat
suppor t s COpIgIRiPNs @blﬁtf@)@t\éf’%[ﬁdcwélg@rm%law&svggﬁ?Yll Y UPIS C8REXSnbodi ment  of
the invention. Figure 2 illustrates the network element 105 illustrated in
Fi gure 1 .prévidesraep@yerful swl farlsprvidingivasious lustempmsdiat mayipcladedVENe VPN cont ext
109A and 109B illustrated in Figure 1. The context 107A includes a peer

dat a st r ygtterRr2iAondVROBhdtgueR! iAometwdekd dement sopportinOBlipla routing table
205A, an interior gateway protocol (IGP) table 207A, and an exterior

gageway REEQEUnd(ESFE VPR @n 205t T heeel RinBet 8PVENI ctis@met @iy esi-i onal term
an

not meant to be limting upon the type of data structure. A table can

be inple gﬁ?t\ém%ltsegoaghlég% ic?ene%acg@%s"ilorﬁ&r é&%ﬂrtgfngggg) e%ﬁea hash table, search

tree, conbi a structures, etc. peer structure 201A
i ncl udes data descri bj a_ peer. peer is nat.her network el ement that
exchanges rc{ﬁ‘eﬁglauméﬁwiaﬁmw‘ifrA%“t%SmRm&Wﬂ‘e“ﬁ%rﬁ%fﬁttWBEPpo peer can
either be an internal peer or an external peer, An in%rgthnal tpeer is a

net wor k eheltiplecoptextscantdyayes A NEBYseascergingie ane eRGPEMEPEHAE MYEB Y hat i s

| ocated within the same autononous system as the network el ement 105. An
aut onono Ui gaie< ilnstirsesthe métivedk ¢lementf [0Adtvatraledan Eresra b Higder2.419i ngl e

adm nistrative authority that routes traffic in accordance with a conmon
| GP (e. g.il1ué8itks thé Sortékt 10RARNd EiecVPN cBntegX 1@ANald 1098rilloftratdvbinnet wor k

el ement 105 is a network elenent that is directly connected to the network
el ement 193, OUtTHeohRXAIEAA i iedls bé&daAlstlicture 201A, a configuration

data structure 203A, a routing table 205A, an interior gateway protocol (IGP) table

207A, and an exterior gateway protocol (EGP) table 209A. The term table is a

conventional term and not meant to be limiting upon the type of data structure. A

table can be implemented with different data structures such as a hash table, search

tree, combinations of data structures, etc.

[0027] The peer structure 201A includes data describing a peer. A peer is
another network element that exchanges routing information with the network
element 105. A peer can either be an internal peer or an external peer. An internal
peer is a network element directly connected to the network element 105 that is
located within the same autonomous system as the network element 105. An
autonomous system is a collection of network elements under a single administrative
authority that routes traffic in accordance with a common IGP (e.g., OSPF, IS-IS,

RIP, etc.). An external peer of the network element 105 is a network element that is

directly connected to the network element 105, but is located in a different
6



WO 03/ 044685 PCT/ US02/ 36832 autononobus system The peer structure 201A may
i nclude a peer's network address and configuration information providing
gui del i newofoat44s83mruni cat i ons bet ween the peer and the neCwarsk2/aisenent
105. [0028] The configuration structure 203A includes configurations
specifically for the context 107A. The configurations in the configuration
structure 203A may be entered by a network adm nistrator of the network

el ement ROBNOMOUBEYSIRIA Ahe PrasErcturRF0ABaLRARIAS BPeRTHEncbupkaderesD7A.  The
routing table 205A is a routing table specifically for the context 107A
The rout iang coafigiea@bibforsatisr gravidipg geidelmes farfdommuricatinghbatweeh thed r ecei ved
for the context 107A. The IGP table 207A is a forwarding table

speci fi calekyafdihe hbgvazRBlegeht I37A. The | GP tabl e 207A may be an OSPF
forwarding table, a RIP forwarding table, an ISIS forwarding table, etc.

The exteri on 0028qt[ﬁ¥‘@¥nﬂ?%&ﬁt%%|tmétﬂfé’@fﬁl Reludadbt s fiBMohSspRcifieInaiogi ng tabl e

wth routes  spécifical for the context 107A mai ntained by an EGP process

(e.qg., et.c..) ext 107A can
be gi ven P IQZAQS”E% BHgiihs3h ﬁieec%nﬁé%*&g?*ﬁﬂﬁf éﬁé%?*‘%@a%% Vi ew and
mani pul at e |nformat|on f r.the c n e nunber of
entries ishtereq Bbf"ée‘f"‘fﬂrké TBSIRGEN O ﬁ}éet éem‘%\%igg(lﬂ Eﬁ e par at i on
of tables for non-VPN custoners %row des for efficient msu ntenance of the
non- VPN tfabthsowrsr af therchatenulilidy The reuiingitee PO5A isgquiingiablear e typical ly
fewer than the nunber of entries in VPN tables, sharing a single EGP table
for mul tigpeeifiviiNsfoptiedonest £ GFA.eTli¢ winting tavid 2054gisoked toepradesy eaffivPN t abl es
as describe in nore detail later herein. [0030] Various enbodi nents of the
i nvent i onysmRwnittdiRinATesdivéd Yor feRohtal BFA. THRGPable 207 an¢la fovwhidig t abl es

differently. For exanple, one enbodi nent may
table specifically for the context 107A. The IGP table 207A may be an OSPF
forwarding table, a RIP forwarding table, an ISIS forwarding table, etc. The exterior
gateway protocol forwarding table 209A is a forwarding table with routes
specifically for the context 107A maintained by an EGP process (e.g., BGP, etc.).
As previously stated, the owner of the context 107A can be given permission by the
owner of the network element 105 to view and manipulate information for the
context 107A.

[0029] Since the number of entries in a table for a non-VPN customer is
typically large, separation of tables for non-VPN customers provides for efficient
maintenance of the non-VPN tables. Since the number of entries in a VPN table are
typically fewer than the number of entries in VPN tables, sharing a single EGP table
for multiple VPNSs provides for efficient walking of the shared VPN tables as
describe in more detail later herein.

[0030] Various embodiments of the invention may implement the EGP tables ,

IGP tables, and routing tables differently. For example, one embodiment may
7



7 WO 03/ 044685 PCT/ US02/ 36832 nmintain a single EGP table for non-VPN
contexts and a single EGP table for layer 3 VPN contexts. Another

enbodi mrerworsag44s8i ntain a single 1GP table for VPN cont eeCI/USPOHBI] The
VPN cont ext 109A includes a peer structure 2011, a configuration structure
2031, a routing table 2051, and an IGP table 2071. Simlarly, the VPN

context 109B i ncl udes_a _peer stru re 201J, confi ation structure
203J, a PBI3RGsing ROR fahle formens confgrs g "l‘%ﬁglFa{%Fﬁta%W\?f. laygres
information included in the structures 2011 and 2031 and the tables 2051
and 2071 ¥P& eoniexisarAnaharieanbodinet oraygnaimginm sipgle JGB rabdgfor (VP t abl es 205A
and 207A, but are specific to the VPN context 109A. Likew se, the

struct ur esor2éktsl and 203J and the tables 205J and 207J are specific to the
VPN context 109B. As previously stated, the owners of the VPN context 109A

_and 109B can[oy8EPeetVMeLyntiBLCRDA ﬁBﬂd&%ﬁée%ﬂf&tﬁr@QOﬂ,'élé@ﬁﬂilglﬁﬁioﬂnd t abl es
in the VPN contexts 109A and 109B. Unli ke the context 107A, the VPN

cont exts 2RERILORG AR Ak 263 En SRERIE a1 BT L iR d, the VPN
contexts %tggcﬁ”angs 188% sgar e a %yer 3 VPN l&@'aﬁﬂéﬁgﬁtw he | ayer 3 VPN
EGP table 215 includes EGP forwardi i nformation, for VPN contexts in
the netvorRoR D iH15Es 5 nesn S iR 208t Podie P R A A 407 and « he
VPN contexts 109A and 109B., in. one enbodinent the network el enent 105
i ncl udes EPUHBE fAbleHRicEIEe 293K andham KaR tabler 2074+ dhe imermation inclyded duithst i on
structure 203X, a routing table 205X, an IGP table 207X, and an EGP table
209X cont structires Y iand 303Fand theeables 2851 and F0@kare sittilar T the stmétoresat i on
included in the structure 201X and the tables 205X, 207X, and 209X is
simlar taolAend 203X amd thenablexcl0sdeshd 207AhButsire sscificeto 2RELXPNRdnteke t abl es
205A, 207A,
109A. Likewise, the structures 201J and 2037J and the tables 205J and 2077 are
. specific to the VPN context 109B. As previously stated, the owners of the VPN
context 109A and 109B can respectively access and configure the structures and
tables in the VPN contexts 109A and 109B. Unlike the context 107A, the VPN
" contexts 109A and 109B do not have specific EGP tables. Instead, the VPN
contexts 109A and 109B share a layer 3 VPN EGP table 215. The layer 3 VPN EGP
table 215 includes EGP forwarding information for all VPN contexts in the network
element 105.
[0032] In addition to the context 107A and the VPN contexts 109A and 109B, in
one embodiment the network element 105 includes a local context 211. A peer
structure 201X, a configuration structure 203X, a routing table 205X, an IGP table
207X, and an EGP table 209X contain information for the local context 211. The
information included in the structure 201X and the tables 205X, 207X, and 209X is

similar to the information included in the structure 201 A and the tables 205A, 207A,

and 209A, but is specific to the local context 211. The configuration structure 203X
8



and 209A, but is specific to the |local context 211. The configuration
structure 203X 8 WD 03/ 044685 PCT/ US02/ 36832 includes gl obal configuration
i nfornmat WO o3e4m8] systemtine). Unlike the context 107A &QU/UShE368PN
contexts 109A and 109B, in one enbodi nent the owner of the |ocal context
211, who is the owner of the network el enment 105, has access to many of
the structures and tables of the contexts on the network el ement 105.
[0033] Fimpludes 2Bbakcaafigirageminfermation (ege fystem {imset Wplike BF 6pRAT. 105
illustrating a relationship between network processes and the structures
and t abl @g7Alzht sier PN dohtexts FOYAmad 209Rciaandiempodimeontheemyedpimbat of t he
invention. In Figure 2B, a configuration interface (Cl) 221 feeds

conf i gur gsdaPRortd¥ 01 MBIHER the bvPned of @i @b didi@ient PODARS acc’Bto Mg CI may be
a command |1 ne interface or a graphical user interface for entering

configur g;g@%@?m@fﬁges%ﬂm%qqufﬂ%rco%%t@&{ ¥WRMKtwRIrEBRMend 55, The confi guration

process stores the configurations 1nto one of the configuration

structures 20 203A,, 203 and .203J. The canfi ' .ures 203X,
203A, 2031,%0“%&131@6@ isa q%?ﬂri‘fgt"f ee"d“ﬁf“tl?lil a%r%’*‘%@%%ﬁﬁe’bééﬁéﬁ%%ﬁ% the peer
structures 201X, 201A, 2011, and 201J. The relatiqnships are jllustrated
as fol | oagelationshiplasyeengiciweik precessps and e ?Wétuﬁﬁpgé%?%f‘tlﬁﬂﬂraﬁdr‘ﬂct ure 203J;
the peer structure 2011 and the configuration structure 2031, the peer

st r uct ur &f06d AAacdortiing tc oné embodimeohofshe inventian. Ind’gure dRd2 t he peer
structure 201X and the configuration structure 203X. [0034] The peer

st ruct ur @snfiBtatiéh inteRfaeEITY 221 fedicordiguedtipn difomastion ihto arafigenbodi ment, a
single peer structure has entries for all peers configured on a given

networ k el enendns |heitiGhayht £ERRGLAE Hhe inddfdle 6N Edphidenisef infgfage peer and
its corresponding contexXt. In another enbodi ment, each peer configured on

the g VeﬁPr & ér‘ﬁr?grcl%n%!gl?ﬁggﬁs dnd B2t 8t (e RLRBHEIDREL: 195! GREUr €. | n anot her

enbodi ne

configuration process 223 stores the configurations into one of the configuration
structures 203X, 203A, 2031, and 203J. The configuration structures 203X, 203A,
2031, and 2037 are illustrated in Figure 2B as referencing the peer structures 201X,
201A, 2011, and 201J. The relationships are illustrated as follows : the peer
structure 201J and the configuration structure 203J; the peer structure 2011 and the
configuration structure 2031; the peer structure 201A and the configuration structure
203A; and the peer structure 201X and the configuration structure 203X.

[0034] The peer structures may be implemented in a variety of ways. In one
embodiment, a single peer structure has entries for all peers configured on a given
network element. In such an embodiment, each entry identifies a peer and its
corresponding context. In another embodiment, each peer confi gured on the given
network element is allocated a single peer structure. In another embodiment, a

single peer structure is allocated for each context configured on the network

element.



single peer structure is allocated for each context configured on the
network elenent. 9 WO 03/044685 PCT/ US02/ 36832 [0035] The configuration
process 228 oaloswsssends configurations to an | GP process 2PETI/ISIRBAB3Pr ocess
229, and an EGP process 227. The | GP process 225 represents one or nore

| GP processes that may include the follow ng protocols: RIP, OSPF, |S1S,
etc. The EGP process 227 al so repregsents one of. nor.e proc es that may

i ncl ude BGD[OQEﬁ] Braronfighiaipp Brocsst {}Oﬁ?‘b‘?scf@aflg‘.“a“f’ﬂ'és P Hocess 225

mai ntains the I GP tables 207X, 207A, 2071, and 207J. The RI B process 229
mai nt ai nprachss 226us RAQ predssez? 9 eskan BGB procesn227. iy IoF5yocesh&? EGP process
227 maintains the EGP table 209X, 209A, the layer 3 VPN EGP table 215, and
a mappi REprédentd ®he oe mA2SIGP PRBEdsed thatanayeimbiude therfollowarg pretovdlelddPf or a
single non-VPN EGP table and a single VPN EGP table, an identifier (e.g.,

context IdJpH -9 ckldRE BOP@AsIRsEIM¥s0qbprehifits Genglmora @rocydds P table. In
anot her enbodi nent that provides for single non- VPN EGP table and a single

VPN EGP (o) 5u1n B Bl 4l oA Ry WPIRRSR1 ahletor pdicaabes an | dent {1 er

(e.g., ¢ ef erences "a se prefixes ‘corresponding to the
identifier. [0037 e I r [e [ ture that

i ncl udes Wgwéﬁ?%%@tap%gggﬁg%ﬁé ?Sézo?r}deégpﬁhg?l ﬁgu%%&&ﬁgéﬁr%ppi ng structure
226 may be inplenmented as a tree,_h ta li.n | i st c. Wen the

| GP pr oceByntams tl@R)WblP@&EPé’lm?Qé%(e%OS%%glmén‘g%&\%]hefhe BER° s‘~,s,2§2uch as the

| GP table 207X, the I GP process 225 passes the context IDindicated in the

| GP t abl endfi@Ms e EGE tadlB209%c2094, hedayer RVIREEGH @blesd Spam &does t he same
for non-VPN EGP tables. However, the |layer 3 VPN

mapping structure 226.

[0036] In an embodiment that provides for a single non-VPN EGP table and a
single VPN EGP table, an identifier (e.g., context ID) is included in each entry of the
single non-VPN EGP table. In another embodiment that provides for single non-
VPN EGP table and a single VPN EGP table, each entry of the non-VPN EGP table
indicates an identifier (e.g., context ID) and references a set of prefixes
corresponding to the identifier. |

[0037] The mapping structure 226 is a data structure that includes VPN context
IDs and their corresponding RD. The mapping structure 226 may be implemented
as a tree, hash table, linked list, etc. When the IGP process 225 downloads updates
of one of the IGP tables, such as the IGP table 207X, the IGP process 225 passes the
context ID indicated in the IGP table 207X to the RIB process 229. The EGP
process 227 does the same for non-VPN EGP tables. However, the layer 3 VPN
EGP table 215 does not correspond to a single context. Therefore, the EGP process
227 uses the mapping structure 226 to communicate with other processes in the

network element 105 for communications related to VPN contexts.
10



EGP tabl e 215 does not correspond to a single context. Therefore, the EGP
process 227 uses the mapping structure 226 to conmunicate with other

pr ocesseswD30ess net wor k el ement 105 for conmuni cati ons PelratSezi3dse2 VPN
contexts. 10 WO 03/044685 PCT/ US02/ 36832 Conmuni cations wi th other
processes may i nclude passing updates to the RI B process 229, performng
requests fromthe configuration process 223, etc. [t0038 aring a single
EGP t abl €dmanugirations Witheothanreqssics may 1pFlude RReting FRAates ta nproves t he
ef ficiency of update nessage generation for the network elenent supporting
mul ti pl e proreseX% perfictnling saquasty/fe. therendiguration pronses 225% eéntri es for an

i ndi vidual VPN custoner is relatively small, conbining entries for all

layer 3 VPG3$SSkiIRicS: Sifdle EGPstablglfer £GH tha WP neiatsast saretE@R process to
efficiently wal k the conbined data structure instead of nunmerous small EGP

tables. ldp iiﬁl'&wesrﬁeeffpe@aic?%fabaaa@mégs@g@g@efa@@nwmha_mormai nt enance of
the conbined EGP table w thou extensi ve nenory consunption. [0039] Figure

2C i s a diagram of e |aver EI&E ding to
one errbocf’ll‘?‘Fg‘?ﬂa[1 S%onft?]ng Ifl{ﬁ@'éinaetﬁoglﬁ%@%l |}§Er%tev Ig\é,g ]Stﬁﬂ%stlhgyr/&elfn%% ({g%%&%%;? tabl e
is inmplenmented as a . Each .of .the nodes 241 .243 .245 247 .and 249 are
| Sbel od- ot #n mapig VB S FRATRET S e Y ELY Rl Frn b etries TRl 30
illustrated in Figure 2C. The EGP process 227 uses the nmapping structure
226 as preéRNsusppersdntoasirgiel EGP tablggnaities sndiel P@Céﬁﬁﬂﬁﬁf“‘d%ﬁtgd’ﬁ‘ egar di ng
the layer 3 VPN EGP table 215. If the EGP process 227 receives a

comuni cahé oombihte dith sigudtire ihsigat ofBwnRerous E@RI FAR wblzs5In addition; he EGP
process 227 maps the VPN-context ID indicated in the communication to a RD
with the gRRRhASnRhIsEIdbIG 2iEentVaiinteainte of thelvembimdi BGP tablerwithant e 226

avoi ds including a VPN context IDin every node.
extensive memory consumption.

[0039] Figure 2C is a diagram of the layer 3 VPN EGP table 215 as a tree
according to one embodiment of the invention. In Figure 2C, the layer 3 VPN EGP
table is implemented as a tree. Each of the nodes 241, 243, 245, 247, and 249 are
labeled with the value RD:prefix. The mapping structure 226 is also illustrate~d in
Figure 2C. The EGP process 227 uses the mapping structure 226 as previously
discussed to send and receive communication regarding the layer 3 VPN EGP table
215. If the EGP process 227 receives a communication affecting the layer 3 VPN
EGP table 215, then the EGP process 227 maps the VPN-context ID indicated in the
communication to a RD with the mapping structure 216. Maintaining the mapping
structure 226 avoids including a VPN context ID in every node.

[0040] Figure 2D is a diagram of the layer 3 VPN EGP table 215 as a tree with
RD substructures according to one embodiment of the invention. Unlike the layer 3

VPN EGP table 215 illustrated in Figure 2C, the right branch of the root node 241

references a node 251. Instead of RD:prefix, the node 251 is labeled with the route
11



[0040] Figure 2D is a diagramof the layer 3 VPN EGP table 215 as a tree
with RD substructures according to one enbodi nent of the invention. Unlike
the | ayerwB® 03NPNSEGP table 215 illustrated in Figure 2C, tPoa/usoybds3br anch
of the root node 241 references a node 251. Instead of RD: prefix, the node
251 is |l abeled wth the route 11 WD 03/ 044685 PCT/ US02/ 36832

di stinguisher. In addition tot [i)i cal left and right branches_of a tree,

t he node dEitguishefre freatdigondn tm%lﬁféﬁﬁ%gfﬁrbéa@?ﬁﬁ.ﬁ?ﬁ@eﬁbe§89%?$1ucture 257 is
a data structure that indicates prefixes corresponding to the RD

i dent i f i esfefeRcdshm RIDeebs@BAtureR 570 dthe 3 sulsstrustiurg 354ris o datasbruglorpethas1 i n t hat
it isonly identified by the value RD instead of the value RD: prefix. The

node 253 f & RLENERTsRBrEIPoRGAS t HRIRID ededfifled ke Ritle ZUbSA nodd 2636s 259
i ncludes prefixes corresponding to the RDidentified in the node 253. The

embodi ment i @R} aRhgralsy hunineRD MBeay 85thEEMDIY  USE.
The enboa}mrrlggr{ttsl lrll?g%(r@gl[r;hdt}@#t Fi élu}?e 2D1re uces the nunber of nodes in the

| ayer 3 VP > table, 215 w h ISk ' r (currently

dofined ¥eleRPBrag dreanter? HiacHSh R ST TR U sher . 11
addition, the EGP__process 227 may gro updates.to .he transm.tted by RD as
it encouﬁvbﬂ{@céﬁ%?\%ﬁ’@ﬂ]@destﬁreéﬁ@ qo%;ggongpr\gﬁ%@g%egpgeg 1’15&13[“86911] Fi gure 2E
is adiagramillustrating an alternative enbodi nent of the |layer -3 VPN EGP
t abl e 21258s The kexbhdimebt of the tayed &N BEGBrigble AboHirthehimpsevasHeEent i on.

Each entry of the hash table 270 indicates a route distinguisher.Each entry

of the hashThabmhBodfentitiieratstiasdigure RD sdiss theaumber offodss ipthg. As with
the layer 3 VPN EGP table illustrated in Figure 2D, the EGP process 227

??t/)l gr ggga)‘réflgggﬁ HosP 1aPRRRS vi¥RhE eant @istingkhas vilte Walrsstly defimedls t he hash
. ] As illustrated in Figures 2C 2E, various enbodi nents of
the i nvenE;[ni Eplgyte value), and group prefixes by route distinguisher. In addition, the EGP
process 227 may group updates to be transmitted by RD as it encounters each node
of the layer 3 VPN EGP table 215.
[0041] Figure 2E is a diagram illustrating an alternative embodiment of the layer
3 VPN EGP table 215 as a hash table according to one embodiment of the invention.
Each entry of the hash table 270 indicates a route distinguisher.Each entry of the
hash table 260 references an RD substructure 271 or 273. As with the layer 3 VPN
EGP table illustrated in Figure 2D, the EGP process 227 may group updates by
mapped VPN context ID as it walks through the hash table 260.
[0042] As illustrated in Figures 2C-2E, various embodiments of the invention
may implement the layer 3 VPN EGP table 215 with different data structures and/or
combinations of data structures.
[0043] Figure 3A is a flow chart for processing an update message received

from customer with RD substructures equipment according to one embodiment of

the invention. At block 301, the EGP process 227 selects a peer that is a customer
12



may i nplenent the layer 3 VPN EGP table 215 with different data structures
and/ or conbinations of data structures. [0043] Figure 3Ais a flow chart
for proceweimng4ss updat e message received from custoner WCTHSREB6832
substructures equi pnent according to one enbodi nent of the invention. At
bl ock 301, the EGP process 227 selects a peer that is a custonmer 12 WO

03/ 044685 PCT/U 0 e | ock 303, the EGP process 227
recei ves an %p%‘g é(t??goscg§8é tﬁ? Eﬁﬁ? 8CCS§2?25?08’6'%%?13@5&“15156%?&&%5 he t he EGP
process 227 s#ects a prefix fromthe received update nessage. At bl ock
307, the HESIGHREERSAL blogk 3% dhaRGB proqesy W shatsearelivafronchatasdived t h t he

sel ected peer is a VPN context. |If the associated context is not a VPN
cont ext, tprste messbiockt ok 107e tHeEGP poresss22 2B tetimines ifithesoritéxtt he sel ect ed
prefix is in the EGP table of the context associated with the sel ected

peer. |f adveciat@iprineesicddRerlstaev PNtk DAY tHehsceRkAIoAExPIsafdi X i s Wi thin
the associated context's EGP table, then control flows to block 313. If

the EGP pVPNQﬁﬁte&?lhen%BﬁkHBU@%héﬁ@P Tr&%s§?i7%§éf'ﬁ‘ﬂr%§?ﬁ%? séléct%t within the

associ ated context's EGP table, then control flows to [0044] If

at bl ock 3t E@Ee@rtgﬁgaﬁ\bghg L SEBEARS dillthe LG SORLEX T @SS 0Ct at ed

with the ecte eer 1s a ext EGP process
227 maps ]réﬁg VPN co xt 1D of the ssomgt}tled context to a route

di sti ngw rpr‘(cﬁﬁ et%“am% thef ghe eleciedmprefiniseuthin e asgncipteds the RD in the
| ayer VPN EGP table 215. At bl ock 319, the EGP process 227 determnes if
the sel ec‘i‘@éFthE@‘P tgblegthecanigel flowa te BloRD3 E3ibif sherB(GP prasess 227t he EGP process
227 determnes that the selected prefix is within the RD sub-structure,
t hen contdatérnfihesvibatithe selastekl B3 islot withen th&Rsspriated £ont2R7s EGP e1bld, nes t hat
the selected prefix is not wwthin the | ocated RD
then control flows to block 315.
[0044] If at block 309 the EGP process 227 determines that the context
associated with the selected peer is a VPN context, then at block 317 the EGP
process 227 maps the VPN context ID of the associated context to a route
distinguisher (RD) . At block 318 the EGP process 227 locates the RD in the layer 3
VPN EGP table 215. At block 319, the EGP process 227 determines if the selected
prefix is in the located RD sub-structure. If the EGP process 227 determines that the
selected prefix is within the RD sub-structure, then control flows to block 323. If
the EGP process 227 determines that the selected prefix is not within the located RD
sub-structure, then control flows to block 321.
[0045] Figure 3B is a flow chart continuing from the flow chart of Figure 3A
according to one embodiment of the invention. At block 313, the EGP process 227
inserts the selected prefix into the selected context EGP table. At block 315, the

EGP process 227 updates an entry matching the selected prefix of the associated

context’s EGP table in accordance with the update message. At block 321, the EGP
13



sub-structure, then control flows to block 321. [0045] Figure 3Bis a flow
chart continuing fromthe flow chart of Figure 3A according to one

enbodi mrerwOo®B/0#4885 i nventi on. At bl ock 313, the EGP proces®C2AK02/3683krts t he
selected prefix into the selected context EGP table. At block 315, the EGP
process 227 updates an entry matching the selected prefix of the associated

context's EGP |l e in accordance with the at e nessage.. At. bl ock 321,
the EGP 1@0%%9%2?%%%33?3@@&6‘5% %%ﬁ?lo’ﬁt‘%fg ssug%?‘cinﬁg-egf E@ak sehect ed
prefix into the located RD substructure. At block 323, the EGP process 227
updat es athe &l grogess 2R7 npdatercansatry srasching Geisgleglied prafixe wighin thscat ed RD
substructure in accordance with the update nessage. [0046] Figure 4Ais a

f | ow charlbcdted Rpr mbetswitung imaccoptiatewite swagpelatcenessyged fr om cust oner
equi pnent according to one enbodi ment of the invention. At block 401, the

EGP process [B846]Fh e 1A ida PRGI chaR dér précedsifit 5h QPRite BkbdapORIEIvedt bl ock 403,
the EGP process 227 receives an update nessage fromthe sel ected peer. At

bl ock 40§?mtcgﬁgcgzcggg&§ﬁ§cé@n%% i SmBdBfhd of ¢ ATLANE. RGRled update

nmessage. rocess 227 determ nes e cont ext
associ at eg, Wit e selected peer is a VPN context. |f the a i at ed
context | DI B Pro B R EoRhdke Brtasc g hem e S PsER 3057
determnes if the selected prefix is in the E tabl e of the context
associ at eifie RAEhPTORRSs 2&Y &cebigs prewpdalq messpge o the exdeedas 97 Atilpelt mi nes ¢ hat
the selected prefix is within the associated context's EGP table, then
control f4@uwthetEGB pouskss205 seletts afpsetrd@roptbe weseived ppdies messegresAt hat t he
selected prefix is not within the associated context's EGP table, then
control fbhloys407 thed BGR pretkss 270 tetnirel ifathe bbmtekt adsbtiatédeiticBe pr ocess 227
determ nes that the sel ected context

selected peer is a VPN context. If the associated context is not a VPN context, then

at block 409 the EGP process 227 determines if the selected prefix is in the EGP

table of the context associated with the selected peer. If the EGP process 227

determines that the selected prefix is within the associated context’s EGP table, then

control flows to block 415. If the EGP process 227 determines that the selected

prefix is not within the associated context’s EGP table, then control flows to block

413.

[0047] If at block 407, the EGP process 227 determines that the selected context

is a VPN context, then at block 417 the EGP process 227 maps the VPN context ID

of the associated context to a (RD). At block 419 the EGP process 227 determines if

the RD:selected prefix is within the layer 3 VPN EGP table 215. If the RD:selected

prefix is within the later 3 VPN EGP table, then control flows to block 423. If the

RD:selected prefix is not within the layer 3 VPN EGP table, then control flows to

block 421.
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is a VPN context, then at block 417 the EGP process 227 maps the VPN
context ID of the associated context to a (RD). At block 419 the EGP
process 220 odeswBiri nes if the RD: selected prefix is wthipaTtuse2sager 3 VPN
EGP table 215. If the RD:selected prefix is within the later 3 VPN EGP
table, then control flows to block 423. If the RD: selected prefix is not
within the | ayer 3 VPN EGP table, then control flows to block 421. 14 WO
03/ 044685 Pdﬁ%ﬂ&fzg@eé@zs aflowsdprtcopiipuing Bomdhe flpwehaw Histra€e Mt i nui ng from
the flow chart illustrated in Figure 4A according to one enbodi nent of the
i nvent i onFighte 4A ecdordiag fo otecenB@iment of gesin2aifionn g btk RR1 stbe E6Ped prefi x
into the layer 3 VPN EGP table 215. At block 423, the network el enent

updat es aproeess 227 imseeth Ryseldreedgetiec intaltherigfer 8 VN EGP tablayes. At VPN EGP tabl e
in accordance with the update nessage. At block 413, the EGP process 227

inserts thRcRedRehERtROE! di¥mbllpdiBEaPSRAChALRH g R et ledDrEfnltRDl €. Al
bl ock 415, the EGP process 227 updates an entry matching a sel ected prefix

in the a?gg%?%@ﬁﬁ? %bgé(fnlsa%?ﬁ%) c%%hfth%; gﬁpé‘%«g ﬁ{egﬁgg.ﬁ%t%&&i@g{h‘épdat ©

1
message. gur e w char roces an updat € nessage

recei ved m a i der equipnment accordi ng to one enbodi nent of the
| vent | ontCRPr et R breits Gl et 636 B sl Sl SRS B ey 1 e
custoner equi prent. At block 503, the EGP process 227 receives an update
message fAbMorkdlsdhe ECRProresy 227aipd3ies @r esiap matqhing aeiecidauelésing27 sel ect s
a prefix fromthe received update nessage. At block 507, the EGP process
227 det ertiiens®ciated doatexe’t EGPaablp eraccoslanenitly theapdhtemeskageVPN  addr ess
famly. If the selected peer is not configured for the VPN address famly,
then at bl ocieos9Figite sSESRoRCASE S pRacksslng e tpdiesmeisadiRcsiobetb@d prefix is

in the EGP table of the context associated with the selected peer. If the

EGP procesgvikf equipment according to one embodiment of the invention. At block 501,
the EGP process 227 selects a peer that is a customer equipment. At block 503, the
EGP process 227 receives an update message from the selected peer. At block 505,
the EGP process 227 selects a prefix from the received update message. At block
507, the EGP process 227 determines if the selected peer is configured for the VPN
address family. If the selected peer is not configured for the VPN address family,
then at block 509 the EGP process 227 determines if the selected prefix is in the
EGP table of the context associated with the selected peer. If the EGP process 227
determines that the selected prefix is within the associated context’s EGP table, then
control flows to control flows to block 415 of Figure 4B.. If the EGP process 227
determines that the selected prefix is not within the associated context’s EGP table,
then control flows to block 413 of Figure 4B.

[0050] If at block 507, the EGP process 227 determines that the selected peer is

not configured for the VPN address family, then at block 511 the EGP process 227

determines if the selected prefix matches an entry in the layer 3 VPN EGP table 215.
15



determ nes that the selected prefix is within the associated context's EGP
table, then control flows to control flows to block 415 of Figure 4B.. If
the EGP pwomem$16827 determ nes that the sel ected prefix PSTUSD2/3d88hi n t he
associ ated context's EGP table, then control flows to block 413 of Figure
4B. [0050] If at block 507, the EGP process 227 determ nes that the

sel ected peer is not configured for the VR ess fam |y then at Dbl ock
511 t he Edm sstestasprefpodoesdqof yfahrasniy ‘Q%@ﬁggpetﬁglﬁrﬁg:é?&hﬁt ches an entry
inthe layer 3 VPN EGP table 215. 15 WO 03/044685 PCT/ US02/ 36832 If the
sel ect edbloties | XthedEP process2d hnserts distselect prefihintythg lpew 3t WHN EGP15, t hen at

bl ock 515 the EGP process 227 inserts the select prefix into the |layer 3

VPN EGP igbahl1g. e stibctbd prefial mattied apreefry in tetlaleed VAN EGPrtgble Alt.he | ayer 3
VPN EGP table 215, then at block 513 the EGP process 227 updates the

mat chi ngth%ﬂ%f WiokB'5 BF GRIEEM B ceW 1 ubhRes Y attcimssagein ab@Adikbe Fi gure 6 is a
flow chart for generating an update nessage for custoner equi pnent

accordi ng. one, enbodi nt of the invention. At block 601, the EGP
St el

process CYRASTE eer. At bl ock 603, the EGP process 227 determines if

the context associated wth the sel ect.ed peer .i (o . If the
associ at ed KW9aLEgureiods ﬁﬁowad\?ﬁﬁ%%%‘?@&“? a{%ﬁ crilat%%‘ egﬁaggg&ég%ﬁiéie EGP

process 227 creates an update nessage(s) for th ssocl at e ntext's EGP
table. | fequipmeﬁ@cmimgég§n22mb0@@le&?ﬁtgl‘é?"&‘i‘“%}-o‘gk&@%g@hgtedstcﬁg associ at ed

context is a VPN context, then at block 609 the EGP process 227 maps the
VPN cont @xdceds227fselebs agmsnchablock SN thed#ER grocess2deromings ifigheck 613, the
EGP process 227 locates the RDin the VPN EGP table 215. At block 615, the
EGP pr 0C@gsiedbsadtkdwith e i@ectdipebiiblaBEN tahitx. dhifle assebiated cenext es

mat chi ng the matppedt RD. At bl ock 617, the EGP process 227 creates
is not a VPN context, then at block 607, the EGP process 227 creates an update
message(s) for the associated context’s EGP table. If the EGP process 227
determines at block 603 that the associated context is a VPN context, then at block
609 the EGP process 227 maps the VPN context ID of the associated VPN context
to an RD. At block 613, the EGP process 227 locates the RD in the VPN EGP table
215. At block 615, the EGP process 227 walks through the VPN EGP table and
select entries matching the mapped RD. At block 617, the EGP process 227 creates
an update message(s) with prefixes of selected entries without the RD.

[0052] Figure 7 is a flow chart for generating an update message for a provider
equipment according to one embodiment of the invention. At block 701, the EGP
process 227 selects a peer. At block 703, the EGP process 227 determines if the
selected peer is configured for the VPN address family. If the selected péer is not

configured for the VPN address family, then the EGP process 227 creates an update

message(s) with the associated context’s EGP table at block 705. If the selected peer
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an update nessage(s) with prefixes of selected entries w thout the RD.
[0052] Figure 7 is a flow chart for generating an update nessage for a
provi der wegaioptseht accordi ng to one enbodi ment of the ineemttiSon3esst bl ock
701, the EGP process 227 selects a peer. At block 703, the EGP process 227
determines if the selected peer is configured for the VPN address famly.
If the selected peer is not configured for VPN aﬂ%es&éf am ly, then
the EGP ismotewdignzd fortba VN agfressdamidy: thers'8a FEFSHTOnisE ho{ N8 8ssoci at ed
context's EGP table at block 705. If the selected peer 16 WD 03/ 044685

PCT/ US02¢h36fB2he lagerrBoVPRAEGP tables?ll 5 torcraatreupdpiq raeigpgsss af Blerk y07-t hen the EGP
process 227 wal ks through the Iayer 3 VPN EGP table 215 to create update

message(s) @bs¥Waike B0 flow di0QaE iMtel Rigirbestolovpattiagarorderiaf the Fi gures
show a particular order of operations perforned by certain enbodi nents of

the i ”Ve%ég i %kgﬁa&w@ Qe ainssidshand ot hatnveuatn, ortienldite exenpl ary (e.g.,

al ternati Iments ‘may performcertain of the operations in a

o et et Q5L SO B PR IR DelORERAL LARSemaRRr hay kil al n of the

oper at i oH¥ gure 8 I's a block di agram

illustrating the exenplary network el ement. 105. A4, one enbodi nent
of the i ﬁ@l@g@ pbike OP‘?fa'ii‘i’r&dgé %{ferﬁntc%ﬁ?rr B?r&%lg? ?rgaﬁ&gtﬁ%gk’%g}l%@’ | ocal cont ext
211, the VPN context 109A, the VPN context 109B, the context 107A, and the
Layer 3 yebEGRraabifeheoperations ie aRllgkfsti on process 223, the | GP process
225, the EGP process 227, and the RI B process 229. In various enbodinents
of the i nvergosayEigtie ik abidckalagramtillirating the eYERPEBMEXPTKIGURENt he VPN
context 109B, the context 107, and the Layer 3 VPN EGP table 215, the

confi gurgph Q&O?éiﬂgﬁ)s&e?e?ﬁbodhﬁ@nt'c@ﬂndlhmﬁ. PPBigutel®; aEGRUrgrask¥Y 227, and

the RIB process 229 may be hosted on a co-processor, an ASIC, etc. In
alternatipve . 1ocal context 211, the VPN context 109A, the VPN context 109B, the
context 107A, and the Layer 3 VPN EGP table 215, the confi guration process 223,
the IGP process 225, the EGP process 227, and the RIB process 229. In various
embodiments of the invention, the local context 211, the VPN context 109A, the
VPN context 109B, the context 107, and the Layer 3 VPN EGP table 215, the
configuration process 223, the IGP process 225, the EGP process 227, and the RIB
process 229 may be hosted on a co-processor, an ASIC, etc. In alternative
embodiments, the structures and tables of the context 107A and VPN contexts 109A
and 109B may be stored on a storage device and/or memory coupled with the
control card 801.
[0055] The control card 801 is coupled with a transmission medium cloud 803
(e.g., a system bus, a mesh, a system bus and a mesh, etc.). The transmission

medium cloud 803 is coupled with line cards 807A — 807D. The line cards 807A -

807D are coupled to physical interfaces 809A — 809D respectively. The network
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enbodi nents, the structures and tables of the context 107A and VPN contexts
109A and 109B nay, be stored on a storage device and/or nenory coupl ed

wi th the womabs4sBs card 801. [0055] The control card 801 i #Craispt/ad3ni th a
transm ssion nmediumcloud 803 (e.g., a systembus, a nesh, a system bus
and a nesh, etc.). The transm ssion nediumcloud 803 is coupled with |Iine

cards 807A - 807D. The line cards 807A - Iﬁ&?@)ﬁﬁre coupl ed tgo physi cal
i nt er f acdlemgmolRS-reerows UpAlEsIREISIRAS Nd RS ¥ HPSUG° 351094685

PCT/ US02/ 36832 el ement 105 receives updates nessages and transmts update
messagesphyisiat ineerfaagsi054l - 8¢ildr f aces 805A - 805D. [0056] The control card
801 and the line cards 807A - 807D illustrated in Figure 8 includes
Menori es, pOsESERIntréindfds0 1AndEse lifichdngivzy +- 887D nbistrdied an Hegotd ne-
readabl e nmedium on which is stored a set of instructions (i.e., software)

embodyi Ng i, @iliks AenorRE, frbdessddd, ahiver ABIOQdSIchghasorttssealidredmaering-n.  Sof t war e
can reside, conpletely or at least partially, within this nenory and/ or

W thin t&%ﬁ%&éﬁﬁ%ﬁﬁ% on @g%% stOSHGSset i0hstht@ oA RSEWrel Bnsodyiaci fi cat i on,

the term I ne-reada medi unt’ shall be taken to include any mechani sm
that provides (i,e. t SRNSHiL SkofwieichRldser, in a form
r eadabl eaIHS/O%F’ %ﬁ%lﬁidrgéﬁe(rg‘fgtg&c}(ﬁggé%ﬁr%ﬁ{l%% . Iéor 0exarrpl e, a nmachi ne-readabl e

di i ncl ud ly. Y. () \ - "RAM'") ,
ragnet ] coaT IR B A sreai . St Heory ACARRURFFERIARIEY | ovi tes.
| ectrical tical tical, . ther. f fo t [ I
(e, candpmhsligydir tepureear tigrmebteatpn tlphu BRARGORAEDIS 9000 | o057,

A network el enent supporting nultiple contexts agg I.%?/er 3 VPNs provides
the ownemegfurn'hehahdevaker teinshgaany mechanym fat provides §&SIUBNEYDSy nul ti pl e

transmits) informaﬁon in a form readable by a machine (e.g., a computer). For
example, a machine-readable medium includes read only memory ("ROM"), random
access memory ("RAM"), magnetic disk storage media, optical storage media, flash
memory devices, electrical, optical, acoustical, or other form of propagated signals
(e.g., carrier waves, infrared signals, digital signals, etc.), etc.

[0057] A network element supporting multiple contexts and layer 3 VPNs
provides the owner of the network element the ability to support VPNs for multiple
customers at a cost lower than the cost of layer 2 VPNs and more efficiently than
without multiple contexts. The owner can provide customers access to their own
context. Providing access to contexts can be offered as a service and shifts some
administrative tasks from the network element owner to it's customers. Hence, the
network element owner can provide layer 3 VPNs to multiple VPN customers (e.g.
corporations, service providers, education institutions, etc.) and backbone access to

non-VPN customers. The network element owner can serve this variety of
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custoners at a cost |l ower than the cost of |layer 2 VPNs and nore
efficiently than wthout nultiple contexts. The owner can provide

cust oner swa@sesss8i o their own context. Providing access POTASNY3688% can be
offered as a service and shifts sone admnistrative tasks fromthe network
el ement owner to it's custoners. Hence, the network el enment owner can
provide layer 3 VPNs to nmultiple VPN custoners (e.g. .corporations, service
provi der systauers &omon Sihﬁls‘}tﬁetmfﬁéﬁﬁf}enb‘t‘/@.k) off¢ringrinpoHai EAcess 11 8¢ non- VPN
custoners. The network el ement owner can serve this variety of 18 WD

03/ 04468hetRCTK ISORNII6RBZHh muukplonenrtextf.r om a si ngl e network el ement while
offering adm nistrative access to the network elenent through nmultiple
contexts. [(058|ThEhgetBd hetlappatinampaisanventoh dahbe pracéerd with can be practi ced
with nodification and alteration within the spirit and scope of the

appended )it ABon AMEaltFRFH Witih & spsittahtdScdpe diehd gpandtedlzss.i Thastrati ve
instead of limting on the invention. 19 WO 03/044685 PCT/ US02/ 36832

CLAI M5 Bl i SRR B3 S § beiifging dnaki€mvention! t ual

pri vat evﬁfé \%}g{#ﬁﬂ ?@Bﬁﬁﬁo{%trgg#?rst %S?taggreelrn?{eg%r ovi din%g backbone access to a
second custoner; and maintaining on a single network elenent a first set of
information for the first custoner separately froma second set of
information for the second custonmer. 2. The nethod of claim1 wherein the
first set of information includes
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configuration information for the |ayer 3 VPN and the second set of
information includes configuration information for the second custoner. 3.
The net howlooB/oedéss m 1 wherein the first set of infornmati oRCrrusbusiss2 routi ng
information for the layer 3 VPN and the second set of information includes
routing information for the second custoner. 4. The nethod of claim1l
further conprising maintaining on the network elenent a set of non-VPN

rel ated iOnfadMsation for the first custonmer. 5. The nmethod of claim1
further conprising: providing a second layer 3 VPN to a third custoner;
mai nt ai niypgclgitn:t he single network element a third set of information for
the second layer 3 VPN, and nmaintaining a single exterior gateway protocol
process table for the first l|ayer 3 VPN and the second |layer 3 VPN. 20 WO
03/ 044685 PCT/AUSRH0d&8dprising: A conputer inpl enented nmet hod conpri sing:
maintaining a first set of information for a first layer 3 virtual private
net wor k ( VPN) préviding iarlsfer Setirtad] primdte netsorio VFNEloudfitsgcustdmerst val ue
identifying the first layer 3 VPN, separately maintaining a second set of

i nformation f provading berkbohapetesBtovirLondiawstloBBERE set of i nformation
including a second value identifying the ﬁecond I,aP/er SDfN- associ ating
the first val wesinfairingor # sigglernspy @k glesienhy i<l petof INQERANAPT 1§ t he second
value with a second_ route disti n%%ihirher and Eeq%'f?l{fg}rﬂ]z{tﬂ)%fgrtﬁéngl e exterior

gat eway protocol (EEH)CUSREICE SFRIFA oft} # 850,

second customer.

2. The method of claim 1 wherein the first set of information includes
configuration information for the layer 3 VPN and the second set of information

includes configuration information for the second customer.

3. The method of claim 1 wherein the first set of information includes routing
information for the layer 3 VPN and the second set of information includes routing

information for the second customer.

4. The method of claim 1 further comprising maintaining on the network

element a set of non-VPN related information for the first customer.

5. The method of claim 1 further comprising:
providing a second layer 3 VPN to a third customer;
maintaining on the single network element a third set of information for the
second layer 3 VPN; and
maintaining a single exterior gateway protocol process table for the first

layer 3 VPN and the second layer 3 VPN.
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second layer 3 VPNs. 7. The conputer inplenented nethod of claim®6 further
conprising: separately maintaining a third set of information for a

non- VPN cwietoomersss the third set of information includi ngPaTiusn2/shkssal ue
identifying the non-VPN custoner; and maintaining a second EGP table for

t he non- VPN custoner. 8. The conputer inplenented nethod of claim®6 further
conprising: maintaining a first routing table for the first layer 3 VPN,
mai ntai ning a second routing table for the second | ayer 3 VPN, updating a
set entries for the first layer 3 VPN in the single EGP table, each of the

set of engries,indicatin he, fir . @i stinguisher; mapping the first
route di s%’i nguésclﬁ)g}puﬁ:’é 1?’%5&%&3@%@?%%%@“&%‘ ‘ndi cating the nmapped first
val ue in commupi.cat.io L r$8irstah ikl ~ WO 03/ 044685
PeT] Us02) 50502 g iRg agggn%gtg% éﬂﬂfdrr%{)hlqg&rrentred oflbyer Vi Brivae VO 23 o

conpri sing: naintai RiRgrid(FERTR i fidCletibBinf@atibf il a fifsPvdlabl e, the data
structure indicating the association between first value and the first

route d! sti ngui shefdea@@iﬁgemqwesn 14yee3 saponnd val ue and the second route
di stingui sher; and perform ng mappi ngs between the first value and the
first route di siparaply shaéitainagt sedtmiesenof inforsmtiom rnasecmddagtr BHEPN,econd
route distinguisher wwth the data structure. 10. A network el enent
conpri si ng: the second set of information including a second value identifying the
second layer 3 VPN;
associating the first value with a first route distinguisher;
associating the second value with a second route distinguisher; and

maintaining a single exterior gateway protocol (EGP) table for the first and

second layer 3 VPNs.

7. The computer implemented method of claim 6 further comprising:
separately maintaining a third set of information for a non-VPN customer,
the third set of information including a third value identifying the
non-VPN customer; and

maintaining a second EGP table for the non-VPN customer.

8. The computer implemented method of claim 6 further comprising:
maintaining a first routing table for the first layer 3 VPN,
maintaining a second routing table for the second layer 3 VPN;
updating a set entries for the first layer 3 VPN in the single EGP table, each
of the set of entries indicating the first route distinguisher;
mapping the first route distinguisher to the first value; and
indicating the mapped first value in communication about the updated set of

entries.
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a control card to host an exterior gateway protocol (EGP) process and an
interior gateway protocol (1GP) process; a nachine readabl e nmedi um coupl ed
wi th the wonBnelestard, the machine readabl e nedi um havi n@Ca/tser/3asb2
instructions to cause the network elenent to maintain a first set of
information for a first layer 3 virtual private network (VPN) and
separately maintain a second set of information for a second | ayer 3 VPN,
to maintain a single exterior gateway protocol (EGP) table for the first

| ayer 3 VPN and the second layer 3 VPN, to identify the first |ayer 3 VPN

with a fipst vaeemaRer ildH@ed h¥thbher S8EPBFuliRYebmriMRN W th a second
value, and to associate a first route distinguisher (RD)"wth the first

value and a serditdninD awatdstilotirs &6 Gckingé BGP table] the damlstuaerpl ed with the
control card, the first line card to process traffic for the first layer 3
VPN and t he second imajceting théikociation betweentfiestfvalue aad v fédt roiieh t he | ne
card, the first interface to receive traffic for the first |layer 3 VPN,
and 22 WO 03/ 044685diPTguisee ABbB3Reernathe eevond viaiut end tesecodpbed with t he
line card, the second interface to receive traffic for the second | ayer 3
VPN. 11. The net wor #is6nghshst: 88l cl aim 10 further conprising: a second |ine

card coupled with the control, card and the line card, the second Iline card
to process traPffRMiRG MEPRINGS belyeqnihe first velpRriang Hig tysymptedlisting@phicice coupl ed

‘r"‘ef:gi 523 fﬁfgﬂg h' 't Egncf%rt%er{ tﬁ?‘ééc}ogg&a e b e b A distinguisher e

the data structure.

10. A network element comprising:

a control card to host an exterior gateway protocol (EGP) process and an
interior gateway protocol (IGP) process;

a machine readable medium coupled with the control card, the machine
readable medium having a set of instructions to cause the network
element to maintain a first set of information for a first layer 3 virtual
private network (VPN) and separately maintain a second set of
information for a second layer 3 VPN, to maintain a single exterior
gateway protocol (EGP) table for the first layer 3 VPN and the
second layer 3 VPN, to identify the first layer 3 VPN with a first
value and to identify the second layer 3 VPN with a second value,
and to associate a first route distinguisher (RD) with the first value
and a second RD with the second value;

a line card coupled with the control card, the first line card to process traffic
for the first layer 3 VPN and the second layer 3 VPN;

a first interface coupled with the line card, the first interface to receive traffic

for the first layer 3 VPN; and
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12. The network el enment of claim 10 wherein the set of instructions also
cause the network elenment to maintain a data structure to performng

mappi ngs wotmmernssthe first value and the first RD and betragdrsor/bm3szecond
val ue and the second RD. 13. The network el enent of claim 10 wherein the
set of instructions also cause the network elenent to maintain a third set
of information for a non-VPN custoner separately fromthe first and second

sets of information, the third set of information _jnc Udl n a third val ue
i denti fying tRAecGonRinikace GevRIpVithribe line ¢rsd ﬁlﬂeaﬁeﬁo‘éd EPVE abl e for

t he non- VPN cust oner iﬂ‘dthFéE%’PQ a%ng;%l\i;SI ng: a first p| ece of custoner

equi pnent to transFﬁ‘ftﬁC within a first layer 3 virtual
private network (VPN); a second piece of customer equipnment to transmt and
receive traffic within a second layer 3 VPN, and a network el enent coupl ed

W th the LI rstrhgl ?t%%{lﬁéleﬁgﬁ %EJH]IWURH&%H%HQL ﬁt he second piece of

cust oner qul pren enent to tain a first set of

i nformation far.thght bab c'oay]@a w@th\(ﬁé\jc&ﬂﬁl 234 VW1 AR/ 1044685 HRGELIR02/ 36832

separately mai nt ain a second set of information for the second | ayer 3

VPN, the first set |igf cdrdt@®prRtdsanfi®for ite fidelagerf3 VBN; wal ue identifying the
first layer 3 VPN and the second set of information to include a second

val ue identif yitigd infeefasecoupled Wit thededdily, litewardairafiai for thedirstghyer 3shar ed
exterior gateway protocol (EGP) table for the first layer 3 VPN and the
second | ayer 3 VPNVPXh Heoreces suicthetugh theethird irgerfacel ue with a first route
di stingui sher (RD) and the second value with a

12. The network element of claim 10 wherein the set of instructions also cause

the network element to maintain a data structure to performing mappings between

the first value and the first RD and between the second value and the second RD.

13. The network element of claim 10 wherein the set of instructions also cause

the network element to maintain a third set of infofmation for a non-VPN customer
separately from the first and second sets of information, the third set of information
including a third value identifying the non-VPN customer and to maintain a second

EGP table for the non-VPN customer.

14. A system comprising:
a first piece of customer equipment to transmit and receive traffic within a
first layer 3 virtual private network (VPN);
a second piece of customer equipment to transmit and receive traffic within a
second layer 3 VPN; and
a network element coupled with the first piece of customer equipment and
the second piece of customer equipment, the network element to

maintain a first set of information for the first layer 3 VPN and
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second RD. 15. The system of claim 14 wherein the first and second pieces
of custoner equipnent correspond to a single entity. 16. T he system of
cl ai m 14 wbesei4s8i he first and second pieces of custoner PEFUiSPIBISB2
correspond to different entities. 17. The system of claim 14 further
conprising the network elenent to separately maintain a third set of
information for a non-VPN custoner and to maintain a second EGP table for

th - VPN t . 18 Th t f clai.m 14. furt i Sh th
netvork ol ement ¢ o BRERGHGBAIBtAr S ohas s DOt i e b ERERGT A eond
pi eces of oust omer gl RO serkdinhRuRSLSRIOle P8 MdAUARLELD the

network el enment al sO naintains a data structure orm pi ngs

between the first v N AdSthe BRoABLIREEWESIbtioh S ikkend val ue and
the second RD. 24 V%éggs}gﬁlg%%g@PCT/ US%Z/ :S))6832t 20. Alrcr)achilne-readabl e

medi um t hat provi degchmistaluéGlémiTsing e &RonRRerEX¥RNL tnkiYitat §6ihgll one or
nore processors, cause Ssal d set of processors to perform oper ati1 ons

conpri si ng: nai nt ai ghaRed cRREBF @dtewexpretdcol (RER)ausly fqrrtied firsolayéECP) tabl es for
non-virtual private network (VPN) custoners; naintaining a single shared
EGP tabl e for | ayerVBNRltteustanEngsr 3aVilN, asistoesmtiateghe fiditwaldeal | ayer 3
VPNs wi th individual route distinguishers (RDs). 21. The machi ne-readabl e
medi um of cl ai m 20 wiker icst ree distinguisher (RBY sndihasecopdyalue VitIENs wi t h

i ndi vi dual RDs conpri ses:
second RD.

15.  The system of claim 14 wherein the first and second pieces of customer

equipment correspond to a single entity.

16. T he system of claim 14 wherein the first and second pieces of customer

equipment correspond to different entities.

17. The system of claim 14 further comprising the network element to separately
maintain a third set of information for a non-VPN customer and to maintain a

second EGP table for the non-VPN customer.

18.  The system of claim 14 further comprising the network element to exchange

update messages with the first and second pieces of customer equipment.
19. The system of claim 14 wherein the network element also maintains a data

structure to perform mappings between the first value and the first RD and between

the second value and the second RD.
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identifying each layer 3 VPN with an identifier; and mapping the identifier
to an RD for a corresponding |ayer 3 VPN. 22. The nachi ne-readabl e nedi um
of cl ai m&0 oBlu4sBer conpri sing assigning each non- VPN cu®Comsn2/3ed32 A
machi ne-r eadabl e medi um t hat provi des instructions, which when executed by
a set of one or nore processors, cause said set of processors to perform
operations conprising: maintaining a first set of information for a first

| ayer 3 virtu

I i K .th i IS . inf i
s R SRR AT Ty P S
e L Ly

second sé&t roninc ng a secon a entlef'o Ing the second
| ayer 3 " i af i the first value with a first route distinguisher
(RD); 2¥B%I§§§%%%CT/ US02/ 36832 associating the second value with a
second RD; naigiaafHifOseBadledctior alwae pfdodtt (EQPNMabRY Rirtos-vixédaleen t he

first value,and the Tirst RD and between the second value and the second
RD, and mai nt ai ni fgivateSiet@dre (ERNgcusdomeBt eway prot ocol (EGP) table for the
first and second l'ayer 3 VPNs. 24. The machi ne-readabl e nedi um of claim 23
further conprimsiinginisepsinglieahyredrBGR tablaifoiglagert VPN csggomefs; an or mati on for a
non- VPN custoner, the third set of information including a third val ue

i denti fying t hesocirting VRhviduatiagyee 8; VRMgwith individual route distinguishers

(RDs).

21.  The machine-readable medium of claim 20 wherein associating individual
layer 3 VPNs with individual RDs comprises:
identifying each layer 3 VPN with an identifier; and

mapping the identifier to an RD for a corresponding layer 3 VPN.

22.  The machine-readable medium of claim 20 further comprising assigning

each non-VPN customer.

23. A machine-readable medium that provides instructions, which when
executed by a set of one or more processors, cause said set of processors to perform
operations comprising:
maintaining a first set of information for a first layer 3 virtual private
network (VPN), the first set of information including a first value
identifying the first layer 3 VPN;
separately maintaining a second set of information for a second layer 3 VPN,
the second set of information including a second value identifying the
second layer 3 VPN;

associating the first value with a first route distinguisher (RD);
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mai ntai ning a second EGP table for the non-VPN custoner. 25. The

machi ne-readabl e nmedi um of claim23 wherein the mappings are perfornmed for
conmuni cawpDen®4@mBdut the single EGP table. 26. A machi ne- peadsb?/as8aedi um

t hat provides instructions, which when executed by a set of one or nore
processors, cause said set of processors to perform operations conprising:
storing a first set of configuration information for a non-virtual private

network (VPN) customer: storing a Se .of configuration information
for a first |a&y®rasngsig seeend Va@@c%%gg%gng configuration infornation

| nel i ng & 1 Cat P GELIY) BACREL)0RL: ARVER B NRRGaBERS! ol no ¢ he

first value wi't stinguis RD); storing a third set of

configuration infonpagiPRT M ReAEAWNLsdcaN@lalde ¥RNhe bitond RD;dd set of
configuration information including a second value identifying the second

layer 3 VPN, 26,iM@i33¢ RE46R2xRETS kiSOR43H%80l EEGPQLisE Fotghd fist setond val ue

with a second RD, creating a first exterior gateway protocol (EGP) table
and a first routingetadlgyerBorPNdIe non- VPN custoner; creating a second EGP
table for the first and the second |layer 3 VPNs; <creating a second routing
table for the first layer 3 VPN and a third routing table for the second
| ayer 3 VPN; mappi ng between the first value and the first RDto
comuni c&e e thaahae-sadabimuediomsd cldime 3 ghesqosPrisinga set of entries in
t he second
separately maintaining a third set of information for a non-VPN customer,
the third set of information including a third value identifying the
non-VPN customer; and

maintaining a second EGP table for the non-VPN customer.

25.  The machine-readable medium of claim 23 wherein the mappings are

performed for communications about the single EGP table.

26. A machine-readable medium that provides instructions, which when
executed by a set of one or more processors, cause said set of processors to perform
operations comprising:
storing a first set of configuration information for a non-virtual private
network (VPN) customer;
storing a second set of configuration information for a first layer 3 VPN, the
second set of configuration information including a first value
identifying the first layer 3 VPN;
associating the first value with a first route distinguisher (RD);
storing a third set of configuration information for a second layer 3 VPN, the
third set of configuration information including a second value

identifying the second layer 3 VPN;
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EGP table, the set of entries corresponding to the first layer 3 VPN 27.
The machi ne-readabl e medi um of claim 26 further conprising mapping between
t he secomowaloussand t he second RD to comuni cate nodi fi c®Cirarse2/aqse2 t o
service requests for a second set of entries in the second EGP table, the
second set of entries corresponding to the second |ayer 3 VPN. 28. The
machi ne-readabl e nmedi um of claim 26 wherein each of the set of entries in
t he second EGP tabl.e indi ca%e he .[i,‘{SSGtC R(PRDZQ' The machi ne-readabl e nedi um
of claim 26 whtsPERANE s SAEMABNE IS HFEPM BHa a cust omer provided the first

T 3PN S5 RE TTES BN o RGP A

n- ‘execute y a set of one nore

processors, cause $3ifle 56i-veN QisRegssors to perform operations conprising:
maintaining a first set of information for a first layer 3 virtual private

network (VPN) c;dafifg hisEohd B€IP @bleifor (@& tadt iand tHeneddidilngrd VPXst val ue
identifying the first layer 3 VPN, 27 WO 03/044685 PCT/ US02/ 36832

separ at el y maipfaghfhREoad sasogdatietoratic first werd VBN dndra third eoing | ayer 3
VPN, the second set of information including a second value identifying the
second | ayer 3 VPNiatds facheatecogl lnpex VPNt val ue with a first route

di stinguisher; associating the second value wth a second route

di sti ngui sher mappihg betwveemghafirsg value prythe fastRdY foeonyaRRGRS pr ot ocol ( EGP)
table for the first and second |ayer 3 VPNs. 31. The nmachj ne-reéaldabl e

medi um of cl ai m 30 m@flqapélpn%@]ﬁ)tpisgqvp-@:requests for a set of entries 1n the secon

EGP table, the set of entries corresponding to the first layer 3 VPN.

27.  The machine-readable medium of claim 26 further comprising mapping
between the second value and the second RD to communicate modifications and to

service requests for a second set of entries in the second EGP table, the second set of

entries corresponding to the second layer 3 VPN.

28. The machine-readable medium of claim 26 wherein each of the set of entries

in the second EGP table indicate the first RD.

29. The machine-readable medium of claim 26 wherein the non-VPN customer

and a customer provided the first layer 3 VPN are the same entity.

30. A machine-readable medium that provides instructions, which when
executed by a set of one or more processors, cause said set of processors to perform
operations comprising:
maintaining a first set of information for a first layer 3 virtual private
network (VPN), the first set of information including a first value

identifying the first layer 3 VPN;
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separately maintaining a third set of information for a non-VPN custoner,
the third set of information including a third value identifying the

non- VPN cwetosmetsss and mai nt ai ni ng a second EGP tabl e for Pog/uson3csPN
custonmer. 32. The nachi ne-readabl e nmedi um of claim 30 further conprising:
maintaining a first routing table for the first layer 3 VPN, naintaining a
second routing table for the second |layer 3 VPN, updating a set entries for

he first | 3 VPN in the singl . . each of th f i
i cat i ng. ¢ hePhPi it e Rl bR B e thep B SSRET o

di stingui sher to thg._f.i 100 isndi i o val ue in
conmuni cati on about ﬁlte ﬁ%éﬁgégttadggﬁ gg?&go IHEeillrlf'%i ?%g??@@%%@gﬁg%ﬂbéﬁﬂ eadabl e
medi um of cl ai m 30 f{ddphdpkeCPYPKESing: maintaining a data structure for

the single EGP table, the data structure indicating the association

between first amabéigtirtte i vhiug Stithr Ofiserodte WEifk3(s844685 PCT/ US02/ 36832
di stingui sher and between the second val ue and the second route

di sti ngui sher ; asaodatirey the sedond vaap piithgssebaidweate diftinghishat avhl ue and t he
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31.  The machine-readable medium of claim 30 further comprising:
separately maintaining a third set of information for a non-VPN customer,
the third set of information including a third value identifying the
non-VPN customer; and

maintaining a second EGP table for the non-VPN customer.

32.  The machine-readable medium of claim 30 further comprising:
maintaining a first routing table for the first layer 3 VPN;
maintaining a second routing table for the second layer 3 VPN;
updating a set entries for the first layer 3 VPN in the single EGP table, each
of the set of entries indicating the first route distinguisher;
mapping the first route distinguisher to the first value; and
indicating the mapped first value in communication about the updated set of

entries.

33.  The machine-readable medium of claim 30 further comprising:
maintaining a data structure for the single EGP table, the data structure

indicating the association between first value and the first route
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distinguisher and between the second value and the second route
distinguisher; and

performing mappings between the first value and the first route distinguisher
and between the second value and the second route distinguisher with

the data structure.
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