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EFFICIENT LIVE-MIGRATION OF REMOTELY ACCESSED DATA

BACKGROUND
[001] Cloud computing refers to network-based computing 1n which collections of
servers housed 1n data centers or “server farms” provide computational resources and data
storage as needed to remote end users. Some cloud computing services provide access to
software applications such as word processors and other commonly used applications to end
users who 1nterface with the applications through web browsers or other client-side software.
Users’ electronic data files are usually stored in the server farm rather than on the users’
computing devices. Maintaining software applications and user data on a server farm
simplifies management of end user computing devices. Some cloud computing services
allow end users to execute software applications in virtual machines. In a public cloud
computing environment, multiple users are able to launch virtual machines (VMs).
[002] Often times the data for a particular virtual machine 1s stored on one or more
physical machines that are separate from the physical machine on which the virtual machine
1s instantiated. For a variety of reasons — load sharing, server maintenance, etc. — some or all
of the data stored on a particular physical machine may be migrated to another physical
machine. Live-migration of data 1s the process of moving data oft of one physical machine
to another physical machine while the virtual machine (or alternatively, a non-virtual

processing entity) performs arbitrary reads and writes on the data.

SUMMARY
[003] This specification relates to live migration of data.
[004] This document describes a systematic method and system for moving data off of a

storage computer to another storage computer while providing consistent and high
performance access to the data to a third-party processing device (e.g., a virtual machine or
an application) that 1s accessing the data remotely from another physical machine.

[005] In general, one innovative aspect of the subject matter described in this
specification can be embodied in methods that include the actions of storing, 1n a first

physical machine, data for a data processing process running on a second physical machine
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that 1s separate from the first physical machine, the storing data comprising storing the data
according to a plurality of data subsets that are each exclusive of each other; for each data
subset, logically mapping 1n a mapping, by the data processing process, an address range for
the data subset on the first physical machine to a respective logical address range for the data
processing process; enabling read and write access to the data by the data processing process
according to the logical addressing; determining that a first data subset stored on the first
physical machine 1s to be migrated to a third physical machine separate from the first
physical machine and the second physical machine, and 1n response: blocking read and write
access by the data processing process to the first data subset while maintaining read and write
access by the data processing process to the other data subsets, migrating, from the first
physical machine to the third physical machine, the first data subset to store the data subset
on the third physical machine, and updating the mapping by logically mapping, by the data
processing process, an address range for the first data subset on the third physical machine to
the respective logical address range for the data processing process. Other embodiments of
this aspect include corresponding systems, apparatus, and computer programs, configured to
perform the actions of the methods, encoded on computer storage devices.

[006] In general, another aspect of the subject matter described in this specification can
be embodied 1n a system that includes a first physical machine storing data according to a
plurality of data subsets that are each exclusive of each other; a second physical machine that
1S separate from the first physical machine and a virtual machine on the second physical
machine having read and write access to the data stored on the first physical machine and
that, for each data subset, logically maps, 1n a mapping, an address range for the data subset
on the first physical machine to a respective logical address range for the virtual machine;
wherein 1n response to a determination that a first data subset stored on the first physical
machine 1s to be migrated to a third physical machine separate from the first physical
machine and the second physical machine: the first data subset 1s migrated from the first
physical machine to the third physical machine; read and write access to the first data subset
for the virtual machine 1s blocked during the migration while read and write access by the
virtual machine to the other data subsets 1s maintained; and the mapping 1s updated by the
virtual machine to logically map an address range for the first data subset on the third

physical machine to the respective logical address range for the virtual machine; and read and
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write access to the first data subset for the virtual machine 1s restored after the migration of
the first data subset from the first physical machine to the third physical machine. Other
embodiments of this aspect include corresponding methods, apparatus, and computer
programs, configured to perform the actions of the methods, encoded on computer storage
devices.

[007] Particular embodiments of the subject matter described 1n this specification can be
implemented so as to realize one or more of the following advantages. The method provides
better performance guarantees to the virtual machine than the other methods of live-
migration such as pre-copy and post-copy live migration. For example, pre-copy live-
migration considers the whole data address space as a whole migrating unit, and thus the
entire address space exists completely on the originating side or completely on the
destination side of the migration. To provide “live” access to the data while the migration 1s
ongoing, the virtual machine 1s allowed to continue reading/writing the data, but writes are
tracked so that changes can be resent to the receiving physical machine(s) of the live
migration. This resending takes more read bandwidth, network bandwidth, CPU processing,
and time. Furthermore, a busy virtual machine will typically be changing the data faster than
the changes can be sent over the network to the destination; 1n such situations, the virtual
machines access rate must be slowed, resulting 1n performance degradation.

[008] With post-copy live-migration, the virtual machine 1s informed of the destination
physical machine and requests the destination physical machine for the data. The destination
physical machine provides the data if the data 1s stored on the destination physical machine;
otherwise the destination physical machine fetches the data from the originating physical
machine which the data 1s being migrated and then provides the data. When the data must be
fetched from the originating physical machine the virtual machine experiences an increased
latency. With many accesses from the destination physical machine to the originating
physical machine, there 1s a significant overall bandwidth performance degradation.

[009] The methods and systems described below, however, overcome some or all of
these operational characteristics, resulting in an improvement in the technology area of data
storage and management. By processing the migrating data in data subsets, which may be a
chunk of X MB of data, or a page of data, etc., the migration 1s much more granular than pre-

copy live-migration. The data subset undergoing migration 1s precluded from being accessed
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by the virtual machine. Thus, tracking of writes need not be performed. Once a data subset
1s migrated, 1t does not need to be resent because all future accesses go directly to the
destination side.

[0010] The virtual machine experiences virtually no impact to performance 1f 1t 1s not
accessing the data subset being migrated. As the data subset size decreases, the amount of
time the virtual machine must be blocked while waiting for the data subset to migrate
decreases. Conversely, as the data subset size increases, the amount of metadata for storage
mapping decreases. Thus, by selectively evaluating the trade-oft of wait time v. mapping
maintenance, a system administration may tailor data subset size for a particular application
that results 1n an improved migration performance operation for the application.

[0011] While the migration techniques described below do utilize some bandwidth for
overhead, the amount utilized 1s relatively small compared to the bandwidth utilized by pre-
copy or post-copy migration. This 1s still yet another improvement to the technological field
of data migration.

[0012] Because read and write access 1s blocked for the data subset undergoing
migration, no overhead mechanism for tracking changes to the data subset 1s needed, nor 1s
there a need to specifically order virtual machine accesses to the data subset for the purpose
of migration. For example, 1f the data store 1s a disk and the virtual machine performs a write
to a location while there 1s an outstanding read to the same location for the purpose of
migration, then the result of the read access 1s undefined. The systems and methods herein
preclude concurrent access to the same location by blocking the virtual machine from
accessing the specific region being migrated.

[0013] The live migration described below may be stopped at any time without losing
progress. This 1s in contrast to pre-copy live migration, which must completely start over i1f
stopped, and also 1n contrast to post-copy live migration, which cannot be stopped after
accesses for the virtual machine are switched to the destination side.

[0014] The details of one or more embodiments of the subject matter described 1n this
specification are set forth 1n the accompanying drawings and the description below. Other
features, aspects, and advantages of the subject matter will become apparent from the

description, the drawings, and the claims.



WO 2017/1603359 PCT/US2016/064738

BRIEF DESCRIPTION OF THE DRAWINGS
[0015] Fig. 1 1s a block diagram of a cloud-based environment in which data may
undergo live migration.
[0016] Fig. 2 1s a flow chart of an example process for the live migration of data.
[0017] Fig. 3 1s a flow chart of an example process for the live migration of data in which
data subsets are migrated directly from a first physical machine to a third physical machine.
[0018] Fig. 4 1s a flow chart of an example process for the live migration of data in which
data subsets are migrated from a first physical machine to a third physical machine and
through the physical machine in which the virtual machine 1s implemented.
[0019] Like reference numbers and designations 1n the various drawings indicate like

elements.

DETAILED DESCRIPTION

[0020] Overview
[0021] A first physical machine stores data according to multiple data subsets that are

each exclusive of each other. The data 1s stored for a data processing process, such as a
virtual machine, running on a second physical machine that 1s separate from the first physical
machine. The data processing process has read and write access to the data stored on the first
physical machine, and for each data subset logically maps, in a mapping, an address range for
a data subset on the first physical machine to a respective logical address range for the data
processing process.

[0022] When data from the first physical machine 1s to be migrated to the third physical
machine, the following steps are taken. The data are migrated in data subsets. For each data
subset undergoing migration (e.g., 1n the process of being “in flight” from the first physical
machine to the third physical machine), read and write access by the data processing process
to the data subset 1s blocked. However, read and write access by the data processing process
to the other data subsets not undergoing data migration 1s maintained. In this way the data
processing process may still access much of the data that 1s stored 1n the first physical
machine. In response to a migration of a particular data subset from the first physical
machine to the third physical machine, the mapping 1s updated by the data processing

process. In particular, an address range for the particular data subset on the third physical
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machine 1s mapped to the respective logical address range for the data processing process,
and the pre-migration mapping of the particular data subset 1s thus replaced by the updated
mapping. Read and write access to the first data subset for the data processing process 1s
restored after the migration of the first data subset from the first physical machine to the third
physical machine. Thereafter, the data processing process accesses the third physical
machine when data stored in the migrated data subset 1s needed by the data processing
process.

[0023] Several variations to the above process may be advantageous, depending on
system requirements. For example, a data processing process may not be notified of a
migration of a data subset. Should the data processing process request access to data stored
1n the data subset from the first physical machine, 1t will then receive a response informing it
that the data subset 1s now stored on a third physical machine (or currently undergoing
migration to the third physical machine). If the data subset 1s currently undergoing
migration, the third physical machine may block access to the data subset until the migration
1S complete.

[0024] Alternatively the data processing process may be proactively informed of the
migration and may calculate an expected time of completion of the migration. The data
processing process may then wait to request the data until the expected time of completion.
[0025] A data subset may be sent directly from the first physical machine to the third
physical machine, and then one of the first or third physical machines will inform the data
processing process of the new location of the data subset when the migration 1s complete.
Alternatively, however, the data subset may be passed through the data processing process
acting as an intermediary, and the data processing process 1s responsible for migration. This
allows the data processing process to be up-to-date about where data resides 1n near real time.
[0026] In yet another implementation, the data processing process controls migration but
the data subset 1s sent directly from one storage machine to the other. For example, the
virtual machine sends a “transfer address range” message to first storage machine instructing
the first storage machine to read a specific address range specified by the transfer address
range and write that data to another address range a second storage machine. The storage
machines are stateless, but by the instructions sent from the virtual machine, the data-subset

1s sent directly from the first storage machine to the second storage machine. This results in
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less data transfer than passing data through the VM, and 1s more scalable if many storage
machines are involved.

[0027] Finally, the data subsets may be realized by a variety of different data
management techniques. For example, a data subset may be a fixed size of memory
unrelated to page or block size, e.g., 1 MB, 10 MB, or even 1 GB. Alternatively, data subsets
may be realized at a block or page level, and a “watermark”™ 1s used such that all addresses
below X are on the first physical machine, and all addresses at or above X are on the third
physical machine. The value of X 1s updated 1n the data processing process as data are
migrated. This can eliminate the data processing process mapping of logical address to data
subset, and 1nstead partitions the physical machines storing data according to the watermark
value of X.

[0028] These features and other features are described in more detail below.

[0029] Example Operating Environment
[0030] Fig. 1 1s a block diagram of a cloud-based environment 100 1n which data may

undergo live migration. In the written description below, an example implementation of a
virtual machine 1s described. However, data migration of data for some of data processing
process, such a client-based application have cloud-bases storage, or a cloud-based
application having cloud based storage, may also be facilitated by the systems and methods
described below.

[0031] A host machine 110, which 1s a physical machine, in the cloud-based environment
100, can contain one or more data processing apparatuses such as rack mounted servers or
other computing devices. Storage machine 140 and 150, which are also physical machines,
store data for a data processing process executing on the host machine 110. The storage
machines 140 and 150 may also be one or more data processing apparatuses such as rack
mounted servers or other computing devices, and typically are designed to facilitate storage
of data for cloud-based access by the host machine 110 communicating through a network
102.

[0032] The host machine 110 executes a host operating system 112 that manages host
machine resources. In this example, the host operating systems 112 run software that

virtualizes the underlying host machine hardware and manages concurrent execution of one
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or more virtual machines 120. As illustrated in Fig. 1, the host operating system 112
manages one virtual machine 120. A host machine can, in general, manage larger quantities
of virtual machines; however, the quantity may be limited based on physical resources of the
host machine. For simplicity, only one virtual machine 120 1s shown in Fig. 1.

[0033] The virtual machine 120 uses a simulated version of an underlying host machine
hardware, which can be referred to as virtual hardware 122. Software that 1s executed by the
virtual hardware 122 can be referred to as guest software, e.g., a guest operating system 124
and guest applications 126. In some implementations, guest software cannot determine 1f 1t
1S being executed by virtual hardware or by a physical host machine. A host machine’s
microprocessor(s) can include processor-level mechanisms to enable virtual hardware to
execute software applications efficiently by allowing guest software instructions to be
executed directly on the host machine’s microprocessor without requiring code-rewriting,
recompilation, or instruction emulation.

[0034] The host machine 120 1s allocated a set of virtual memory pages from the virtual
memory of the underlying host operating system 112 and 1s allocated virtual disk blocks from
one or more virtual disk drives for use by the guest software executing on the virtual
machine. The actual physical storage need not be on the host machine 110, and 1n the
example shown, the storage 1s realized by the storage machine 140.

[0035] In some implementations, virtual disk blocks are allocated on physical disk drives
managed by the storage machine and communicating with the host machine 110 through the
network 102. The virtual machine 120 can be allocated network addresses through which
their respective processes can communicate with other processes via the network 102.

[0036] Assume that, initially, all the data for the virtual machine 120 1s stored on the
storage machine 140. This data for the virtual machine 120 1s referred to as guest data 142.
The guest data 142 need not initially be stored on a single physical machine, and can instead
be 1nitially stored across multiple storage machines. However, for simplicity of description,
the starting point for this example 1s a single storage machine.

[0037] The guest data 142 1s stored according to multiple data subsets that are each
exclusive of each other. As shown in Fig. 1, the guest data 142 1s stored in data subsets 144
and each data subset 1s 1llustratively indexed by one of the indices O...n. The mapping data

128 logically maps an address range for the data subset on the storage machine 140 to a
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respective logical address range for the virtual machine 120. Thus, by use of the mapping
data 128, the virtual machine 120 can map a logical address space to a particular data subset
stored on a particular physical machine. Finally, while the mapping data 128 1s i1llustrated as
being within the virtual machine 120, the mapping data 128 may also be maintained by the
host operating system 112.

[0038] Events may occur that may cause some or all of the guest data 142 to be migrated
to one or more other storage machines. Such events may include a storage machine 140
preparing to go offline for service, which requires migration of all the data stored at the
storage machine; load balancing, which requires the migration of at least a portion of the data
stored at the storage machine; or quality of service requirements not being met, which may
require the migration of at least a portion of the data stored at the storage machine. As will
be described below, 1n some situations the storage machine may determine when a migration
1S necessary, and 1n other situations the virtual machine (or host machine) may determine
when a migration 1s necessary. In still other situations, a process or entity external to the
virtual machine, host machine and storage machines can also determine when a migration 1s
necessary, and either the virtual machine can control the migration or the storage machines
can control the migration, as described in general above and as will be described in more
detail below.

[0039] A generalized process for the live migration of data, which 1s indicated by the
arrow with reference callout 2 in Fig. 1, 1s described with reference to Fig. 2. One example
process 1n which the physical storage machines partially (or fully) control the migration 1s
described with reference to Fig. 3, and 1s indicated by the arrow with reference callout 2 1n
combination with the arrows with reference callouts 3A and 3B 1n Fig. 1. Finally, an
example process 1in which the virtual machine (or host machine) partially (or fully) controls
the migration 1s described with reference to Fig. 4, and 1s indicated by the arrow with
reference callout 2 1n combination with the arrows with reference callouts 4A and 4B 1n Fig.
1.

[0040] For simplicity, the migration example described below will detail the migrating of
data to one other physical machine — storage machine 150. However, should the guest data
be stored on multiple storage machines, the guest data may be migrated from one of the

storage machines to another storage machine that currently 1s storing some of the guest data,
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or a new storage machine that 1s not currently storing the guest data for the virtual machine

120.

[0041] Live Migration From First Physical Machine to Second Physical Machine

[0042] Fig. 2 1s a flow chart of an example process 200 for the live migration of data.
The process 200 may be implemented 1n the physical machines 110, 140 and 150 of Fig. 1.
[0043] The process 200 stores, 1n a first physical machine, data for a virtual machine
running on a second physical machine that 1s separate from the first physical machine (202).
For example, as shown in Fig. 1, the data 142 1s stored according to data subsets that are each
exclusive of each other. A “data subset” of the data 142 can be either a predefined data
construct, such as a block, sector or page, or may be an arbitrarily defined unit of data, such
as a IKB, IMB, 10MB, or even 1GB amount of data. In the case of the former, the block or
page may be of the size as virtually realized for the virtual machine, or, alternatively, may be
of a physical size as determined by the physical hardware used.

[0044] The process 200, for each data subset, logically maps, by the virtual machine, an
address range for the data subset on the first physical machine to a respective logical address
range for the virtual machine (204). For example, the virtual machine (or, alternatively, the
host machine) logically maps the address at which the data appears to reside from the
perspective of the virtual machine to the physical address at which the data actually resides.
Any appropriate address translation process that can map a logical address 1n a data
processing process on a first machine to a physical address on a second machine separate
from the first machine can be used.

[0045] In the case of the latter implementation, 1n which the data subset 1s of an arbitrary
size, several factors may be considered by an administrator when determining the size. The
smaller the size of the data subset, the more mapping data 128 will be required. However,
because the amount of time the data subset 1s in-flight during migration decreases as the size
of the data subset decreases, smaller data subsets tend to result in fewer read and write delays
that may occur when the virtual machine 120 attempts to access the data subset undergoing a
migration.

[0046] In some implementations, the virtual machine 120, or host machine 110, may

compare the rate of data access blocks due to migrations to a maximum block rate threshold.
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If the rate exceeds a maximum block rate threshold, then a memory management process 1s
invoked by the virtual machine (or, alternatively by the storage machines storing the data) to
reduce the data subset size. Thereafter, a new rate of data access blocks 1s determined. The
process may continue until the rate 1s below the maximum block rate threshold.

[0047] In other implementations, the virtual machine 120, or host machine 110, may
compare a size metric value derived from the size of the mapping data 128 to a maximum
size threshold. If the size metric value exceeds the maximum size threshold, the then
memory management process invoked by the virtual machine (or, alternatively by the storage
machines storing the data) may increase the data subset size so that the amount of metadata
required for the logical to physical mapping is reduced.

[0048] In still other implementations, the rate of data access blocks and the size metric
value derived from the size of the mapping data 128 may both be used to manage the size of
the data subsets. Trade-offs may be determined based on weightings that indicate the relative
importance of the two performance considerations.

[0049] The process 200 enables read and write access to the data by the virtual machine
according to the logical addressing (206). For example, when no data subsets are being
migrated, the virtual machine 120 has access to all data subsets of the guest data 142.

[0050] The process 200 determines that a first data subset stored on the first physical
machine 1s to be migrated to a third physical machine separate from the first physical
machine and the second physical machine (208). For example, some or all of the data stored
on the storage machine 140 may need to be migrated. Again, a variety of events may require
migration of some of the data or all of the data. In this example, assume that one data subset,
indicated by the data subset index 2, shown 1n phantom in Fig. 1, 1s to be migrated from the
storage machine 140 to the storage machine 150.

[0051] The process 200 blocks read and write access by the virtual machine to the first
data subset and maintains read and write access by the virtual machine to the other data
subsets (210). In some implementations, the blocking may be done by the storage machine
140. The storage machine 140 may send a notification to the virtual machine 120 so that 1t
does not have access to data stored in the data subset undergoing migration, and the virtual

machine 120 may then hold any read or write operations until 1t receives a notification that

11



WO 2017/1603359 PCT/US2016/064738

the migration 1s complete from either the storage machine 140 or the storage machine 150, as
indicated by arrows 3A and 3B, respectively.

[0052] Alternative, the storage machine 140 may not notity the virtual machine 120 of
the migration, and the virtual machine 120 1s only notified when the migration 1s complete.
Should the virtual machine 120 request data from the data subset when the data subset 1s 1n
flight, 1t may then be notified of the migration, and/or redirected to the second storage
machine 150.

[0053] In the example implementations above, the data subset 1s migrated directly from
the storage machine 140 to the storage machine 150, and not through the host machine 110.
However, in other implementations, the data subset may be transferred through the host
machine 110. For example, in implementations in which the virtual machine 120 handles the
migration of the data subsets, the data subsets are transferred to the virtual machine and then
sent from the virtual machine 120 to the storage machine 150. This 1s shown in Fig. 1 by
arrows 4A and 4B, which are indicative of the actual data path of the migration indicated by
arrow 2.

[0054] The virtual machine 120 (or host machine 110) may select the second storage
machine 150 from one of multiple different storage machines available. This latter
implementation facilitates “stateless” storage machines that store the data subsets without
reference to an address of the virtual machine or any other storage machine, and without
having to track a state of a migration and 1dentify 1tself as 1n a “migration state.” Instead,
management of data storage 1s handled by the virtual machine 120.

[0055] The process 200 migrates, from the first physical machine to the third physical
machine, the first data subset to store the data subset on the third physical machine (212). As
described above, the data subset may be sent directly from the storage machine 140 to the
storage machine 150, or, alternatively, may be fetched by the virtual machine 120 from the
first storage machine 140 and then sent to the second storage machine 150.

[0056] The process 200 updates the mapping by logically mapping an address range for
the first data subset on the third physical machine to the respective logical address range for
the virtual machine (214). The data used to update the mapping depends on the
implementation used. For example, in the implementation 1n which the virtual or host

machine controls the migration, the virtual or host machine can update the mapping data
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based on the address of the storage machine to which the virtual machine sent the data
subset. In the implementations in which the storage machines control the migration of the
data subset, the virtual or host machine can update the mapping data based on a notification
received by the virtual machine that indicates the address of the storage machine to which the

data subset was sent.

[0057] Live Migration Subject To Storage Machine Control

[0058] Fig. 3 1s a flow chart of an example process 300 for the live migration of data in
which data subsets are migrated directly from a first physical machine to a third physical
machine. The process 300 may be implemented 1n one or both of the storage machines 140
and 150.

[0059] The process 300 determines that the first data subset stored on the first physical
machine 1s to be migrated to the third physical machine (302). For example, the storage
machine 140 may determine that 1t 1s to go offline for maintenance and needs to migrate all
the data stored at the storage machine, or that 1t has reached a storage capacity limit and
needs to migrate a portion of the data stored at the storage machine.

[0060] The process 300 blocks read and write access by the virtual machine to the first
data subset and maintains read and write access by the virtual machine to the other data
subsets (304). For example, the storage machine 140 sends a notification to the virtual
machine 1dentifying the data subset that 1s being migrated and instructing the virtual machine
to not attempt to write to the data subset or read the data subset until 1t 1s notified of the
successful migration. This 1s indicated by the arrow 3A of Fig. 1.

[0061] The process 300 migrates, from the first physical machine directly to the third
physical machine, the first data subset (306). For example, the storage machine 140 sends
the data subset to the second storage machine 150 without involving the host machine 110 as
an intermediary.

[0062] The process 300 provides a notification to the virtual machine that the migration
1s complete and enables read and write access to the first data subset (308). For example, the
first storage machine 140 may receive an acknowledgement from the second storage machine
150 of the successful receipt of the data subset, and 1n turn may send a notification of the

migration of the data subset and the address of the second storage machine 150 to the virtual
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machine 120. The virtual machine 120 may then update 1ts mapping data 128 and resume
access to the data subset at the new location on the storage machine 150. Alternatively, after
the second storage machine 150 successfully receives the data subset, the second storage
machine may send the notification of the migration of the data subset and the address of the
second storage machine 150 to the virtual machine 120. The virtual machine 120 may then
update 1ts mapping data 128 and resume access to the data subset at the new location on the

storage machine 150.

[0063] Live Migration Subject To Virtual Machine or Host Machine Control
[0064] Fig. 4 1s a flow chart of an example process 400 for the live migration of data in

which data subsets are migrated from a first physical machine to a third physical machine
and through the physical machine 1n which the virtual machine 1s implemented. The process
may be implemented 1n the virtual machine 120 (or host machine 110).

[0065] The process 400 determines that the first data subset stored on the first physical
machine 1s to be migrated to the third physical machine (402). For example, the virtual
machine 120 may determine that the storage machine 140 has a high latency; or may
determine that a load balancing operation 1s necessary; or may even receive a notification
from the first storage machine 140 that the first storage machine 140 1s going offline for
maintenance and needs to migrate the data stored for the virtual machine 120.

[0066] The process 400 1nstructs the first physical machine to migrate the first data
subset to the third physical machine (404). For example, the virtual machine 120 instructs
the storage machine to migrate the data subset to the storage machine 150. The virtual
machine 120 will also not access the data subset until the migration 1s complete.

[0067] In some implementations, the virtual machine 120 may receive the data subset
from the first storage machine 140 and send the data subset to the storage machine 150, as
indicated by arrows 3A and 3B. In other implementations, the virtual machine 120 may
instruct the storage machine 140 to send the data subset directly to the storage machine 150.
[0068] The process 400 updates the mapping by logically mapping an address range for
the first data subset on the third physical machine to the respective logical address range for

the virtual machine (406). For example, upon receiving a notification of a successful
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migration, e€.g., from an acknowledgement message from the storage machine 150, the virtual

machine 120 updates the mapping data 128 and restores access to the data subset.

[0069] Additional Implementation Details

[0070] Varnations to the example system and processes described above may be
implemented to realize additional features. For example, instead of waiting for a notification
of successtul migration, the virtual machine may calculate an expected time of completion of
the migration. After the expected time has passed, the virtual machine may attempt to access
the data subset. If unsuccessful, it may wait for another period of time, or may instead
Invoke a memory error event.

[0071] In other implementations, data subsets may be realized at a block or page level,
and a “watermark”™ 1s used such that all addresses below X are on the first physical machine,
and all addresses at or above X are on the third physical machine (or, when data 1s stored in
three or more physical machines, contiguous address ranges may be used for each physical
machine). The value of X 1s updated in the data processing process as data are migrated. This
can eliminate the data processing process mapping of logical address to data subset, and
instead maps partitions of the physical machines storing data according to the watermark
value of X. Accordingly, metadata requirements to realize the mapping data 128 are
reduced.

[0072] In other implementations, pre-copy and post-copy migration techniques may be
used on a per-data subset basis. This implementation reduces or eliminates the waiting
period of a virtual machine during migration at the expense of system complexity.

[0073] The examples above are described in the context of a cloud-based system or in
data centers. However, the systems and methods described herein can be utilized 1n any
system that manages stored data remotely from a computer on which an application or virtual
machine that accesses the data 1s running.

[0074] Embodiments of the subject matter and the operations described 1n this
specification can be implemented 1n digital electronic circuitry, or in computer software,
firmware, or hardware, including the structures disclosed 1n this specification and their
structural equivalents, or in combinations of one or more of them. Embodiments of the

subject matter described 1n this specification can be implemented as one or more computer
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programs, 1.e., one or more modules of computer program instructions, encoded on computer
storage medium for execution by, or to control the operation of, data processing apparatus.
[0075] A computer storage medium can be, or be included 1n, a computer-readable
storage device, a computer-readable storage substrate, a random or serial access memory
array or device, or a combination of one or more of them. Moreover, while a computer
storage medium 1s not a propagated signal, a computer storage medium can be a source or
destination of computer program instructions encoded 1n an artificially-generated propagated
signal. The computer storage medium can also be, or be included 1n, one or more separate
physical components or media (e.g., multiple CDs, disks, or other storage devices).

[0076] The operations described 1n this specification can be implemented as operations
performed by a data processing apparatus on data stored on one or more computer-readable
storage devices or received from other sources.

[0077] The term “data processing apparatus’ encompasses all kinds of apparatus,
devices, and machines for processing data, including by way of example a programmable
processor, a computer, a system on a chip, or multiple ones, or combinations, of the
foregoing. The apparatus can include special purpose logic circuitry, e.g., an FPGA (field
programmable gate array) or an ASIC (application-specific integrated circuit). The apparatus
can also include, 1n addition to hardware, code that creates an execution environment for the
computer program 1n question, €.g., code that constitutes processor firmware, a protocol
stack, a database management system, an operating system, a cross-platform runtime
environment, a virtual machine, or a combination of one or more of them. The apparatus and
execution environment can realize various different computing model infrastructures, such as
web services, distributed computing and grid computing infrastructures.

[0078] A computer program (also known as a program, software, software application,
script, or code) can be written 1n any form of programming language, including compiled or
interpreted languages, declarative or procedural languages, and 1t can be deployed 1n any
form, including as a stand-alone program or as a module, component, subroutine, object, or
other unit suitable for use 1n a computing environment. A computer program may, but need
not, correspond to a file in a file system. A program can be stored in a portion of a file that
holds other programs or data (e.g., one or more scripts stored in a markup language

document), in a single file dedicated to the program in question, or in multiple coordinated
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files (e.g., files that store one or more modules, sub-programs, or portions of code). A
computer program can be deployed to be executed on one computer or on multiple computers
that are located at one site or distributed across multiple sites and interconnected by a
communication network.

[0079] The processes and logic flows described 1n this specification can be performed by
one or more programmable processors executing one or more computer programs to perform
actions by operating on input data and generating output. The processes and logic flows can
also be performed by, and apparatus can also be implemented as, special purpose logic
circuitry, e.g., a FPGA (field programmable gate array) or an ASIC (application-specific
integrated circuit).

[0080] Processors suitable for the execution of a computer program include, by way of
example, both general and special purpose microprocessors, and any one or more processors
of any kind of digital computer. Generally, a processor will receive instructions and data
from a read-only memory or a random access memory or both. The essential elements of a
computer are a processor for performing actions 1n accordance with instructions and one or
more memory devices for storing instructions and data. Generally, a computer will also
include, or be operatively coupled to receive data from or transfer data to, or both, one or
more mass storage devices for storing data, e.g., magnetic, magneto-optical disks, or optical
disks. However, a computer need not have such devices. Moreover, a computer can be
embedded 1n another device, e.g., a mobile telephone, a personal digital assistant (PDA), a
mobile audio or video player, a game console, a Global Positioning System (GPS) receiver,
or a portable storage device (e.g., a universal serial bus (USB) flash drive), to name just a
few. Devices suitable for storing computer program instructions and data include all forms
of non-volatile memory, media and memory devices, including by way of example
semiconductor memory devices, e.g., EPROM, EEPROM, and flash memory devices;
magnetic disks, e.g., internal hard disks or removable disks; magneto-optical disks; and
CD-ROM and DVD-ROM disks. The processor and the memory can be supplemented by, or
incorporated 1n, special purpose logic circuitry.

[0081] To provide for interaction with a user, embodiments of the subject matter
described 1n this specification can be implemented on a computer having a display device,

e.g., a CRT (cathode ray tube) or LCD (liquid crystal display) monitor, for displaying
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information to the user and a keyboard and a pointing device, e.g., a mouse or a trackball, by
which the user can provide input to the computer. Other kinds of devices can be used to
provide for interaction with a user as well; for example, teedback provided to the user can be
any form of sensory feedback, e.g., visual feedback, auditory feedback, or tactile feedback;
and 1nput from the user can be received in any form, including acoustic, speech, or tactile
input. In addition, a computer can interact with a user by sending documents to and
recetving documents from a device that 1s used by the user; for example, by sending web
pages to a web browser on a user’s user device 1n response to requests received from the web
browser.

[0082] Embodiments of the subject matter described 1n this specification can be
implemented 1n a computing system that includes a back-end component, e.g., as a data
server, or that includes a middleware component, e.g., an application server, or that includes
a front-end component, e.g., a user computer having a graphical user interface or a Web
browser through which a user can interact with an implementation of the subject matter
described 1n this specification, or any combination of one or more such back-end,
middleware, or front-end components. The components of the system can be interconnected
by any form or medium of digital data communication, e.g., a communication network.
Examples of communication networks include a local area network (“LAN”) and a wide area
network (“WAN"), an inter-network (e.g., the Internet), and peer-to-peer networks (e.g., ad
hoc peer-to-peer networks).

[0083] The computing system can include users and servers. A user and server are
generally remote from each other and typically interact through a communication network.
The relationship of user and server arises by virtue of computer programs running on the
respective computers and having a user-server relationship to each other. In some
embodiments, a server transmits data (e.g., an HTML page) to a user device (e.g., for
purposes of displaying data to and receiving user input from a user interacting with the user
device). Data generated at the user device (e.g., a result of the user interaction) can be
recetved from the user device at the server.

[0084] While this specification contains many specific implementation details, these
should not be construed as limitations on the scope of any features or of what may be

claamed, but rather as descriptions of features specific to particular embodiments. Certain
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features that are described 1n this specification 1n the context of separate embodiments can
also be implemented 1n combination 1n a single embodiment. Conversely, various features
that are described 1n the context of a single embodiment can also be implemented 1n multiple
embodiments separately or in any suitable subcombination. Moreover, although features
may be described above as acting in certain combinations and even 1nitially claimed as such,
one or more features from a claimed combination can in some cases be excised from the
combination, and the claimed combination may be directed to a subcombination or variation
of a subcombination.

[0085] Similarly, while operations are depicted 1n the drawings 1n a particular order, this
should not be understood as requiring that such operations be performed in the particular
order shown or in sequential order, or that all 1llustrated operations be performed, to achieve
desirable results. In certain circumstances, multitasking and parallel processing may be
advantageous. Moreover, the separation of various system components in the embodiments
described above should not be understood as requiring such separation in all embodiments,
and 1t should be understood that the described program components and systems can
generally be integrated together 1n a single software product or packaged into multiple
software products.

[0086] According to exemplary there are disclosed embodiments, methods, systems, and
apparatus, including computer programs encoded on a computer storage medium, for
migrating data from a first storage system to a second storage system. That data 1s for a
process (e.g., a virtual machine, application, or some other process) operating on a computer
system that 1s separate from the first storage system and the second storage system. That
data 1s stored according to data subsets that are each exclusive of each other. As each data
set 1s migrated, access to the data set by the process 1s precluded, but access for the
remaining data sets 1s not atffected. Once the data migration 1s complete, access to the data
set by the process 1s restored.

[0087] Thus, particular embodiments of the subject matter have been described. Other
embodiments are within the scope of the following claims. In some cases, the actions recited
1n the claims can be performed 1n a different order and still achieve desirable results. In

addition, the processes depicted in the accompanying figures do not necessarily require the
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particular order shown, or sequential order, to achieve desirable results. In certain

implementations, multitasking and parallel processing may be advantageous.
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CLAIMS

1. A method performed by a data processing system comprising a plurality of physical
machines, the method comprising:
storing, 1n a first physical machine, data for a data processing process running on a
second physical machine that 1s separate from the first physical machine, the storing data
comprising storing the data according to a plurality of data subsets that are each exclusive of
each other;
for each data subset, logically mapping in a mapping, by the data processing process,
an address range for the data subset on the first physical machine to a respective logical
address range for the data processing process;
enabling read and write access to the data by the data processing process according to
the logical addressing;
determining that a first data subset stored on the first physical machine 1s to be
migrated to a third physical machine separate from the first physical machine and the second
physical machine, and in response:
blocking read and write access by the data processing process to the first data
subset while maintaining read and write access by the data processing process to the other
data subsets;
migrating, from the first physical machine to the third physical machine, the
first data subset to store the data subset on the third physical machine;
updating the mapping by logically mapping, by the data processing process,
an address range for the first data subset on the third physical machine to the respective

logical address range for the data processing process.

2. The method of claim 1, wherein the data processing process 1s a virtual machine.
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3. The method of claim 2, wherein:
the determination that the first data subset stored on the first physical machine 1s to be
migrated to the third physical machine 1s performed by the first physical machine; and
blocking read and write access by the virtual machine to the first data subset while
maintaining read and write access by the virtual machine to the other data subsets comprises
blocking, by the first physical machine, read and write access by the virtual machine to the

first data subset.

4 The method of claim 3, further comprising;

providing, by the first physical machine, a notification to the virtual machine of the
migration of the first data subset to the third physical machine; and

wherein updating the mapping by logically mapping the address range for the first
data subset on the third physical machine to the respective logical address range for the
virtual machine 1s done 1n response to the virtual machine receiving the notification provided

by the first physical machine.

5. The method of claim 4, wherein the notification instructs the virtual machine to not

access the first data subset.

0. The method of claim 4, wherein migrating, from the first physical machine to the
third physical machine, the first data subset to store the data subset on the third physical
machine comprises sending the first data subset from the first physical machine directly to

the third physical machine.

7. The method of claim 3, further comprising:

providing, by the third physical machine, a notification to the virtual machine of the
migration of the first data subset to the third physical machine; and

wherein updating the mapping by logically mapping the address range for the first
data subset on the third physical machine to the respective logical address range for the

virtual machine 1s done 1n response to receiving the notification by the virtual machine.
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8. The method of claim 2, wherein:
the determination that the first data subset stored on the first physical machine 1s to be
migrated to the third physical machine 1s performed by the virtual machine; and
migrating, from the first physical machine to the third physical machine, the first data
subset to store the data subset on the third physical machine comprises:
instructing, by the virtual machine, the first physical machine to send the first
data subset to the virtual machine; and
sending, by the virtual machine, the first data subset received from the first

physical machine to the third physical machine.

0. The method of claim 8, wherein the first physical machine and the third physical

machines store the data subsets without reterence to an address of the virtual machine.

10. The method of claim 2, further comprising restoring read and write access to the first
data subset for the virtual machine after the migration of the first data subset from the first

physical machine to the third physical machine.

11. The method of claim 2, wherein:

the determination that the first data subset stored on the first physical machine 1s to be
migrated to the third physical machine 1s performed by a process that 1s external to the first
physical machine, the virtual machine, and the third physical machine; and

migrating, from the first physical machine to the third physical machine, the first data
subset to store the data subset on the third physical machine comprises:

instructing, by the virtual machine, the first physical machine to send the first

data subset to the virtual machine; and

sending, by the virtual machine, the first data subset received from the first

physical machine to the third physical machine.

12. The method of claim 1, wherein the data subsets are data chunks logically mapped to

a physical address range.

13. The method of claim 1, the data subsets are data blocks.
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14, A system, comprising:

a first physical machine storing data according to a plurality of data subsets that are
each exclusive of each other:;

a second physical machine that 1s separate from the first physical machine and a
virtual machine on the second physical machine having read and write access to the data
stored on the first physical machine and that, for each data subset, logically maps, 1n a
mapping, an address range for the data subset on the first physical machine to a respective
logical address range for the virtual machine;

wherein in response to a determination that a first data subset stored on the first
physical machine 1s to be migrated to a third physical machine separate from the first
physical machine and the second physical machine:

the first data subset 1s migrated from the first physical machine to the third
physical machine;

read and write access to the first data subset for the virtual machine 1s blocked
during the migration while read and write access by the virtual machine to the other data
subsets 18 maintained; and

the mapping 1s updated by the virtual machine to logically map an address
range for the first data subset on the third physical machine to the respective logical address
range for the virtual machine; and

read and write access to the first data subset for the virtual machine 1s restored
after the migration of the first data subset from the first physical machine to the third physical

machine.

15. The system of claim 13, wherein:
the determination that the first data subset stored on the first physical machine 1s to be
migrated to the third physical machine 1s performed by the first physical machine; and
blocking read and write access by the virtual machine to the first data subset 1s

performed by the first physical machine.
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16. The system of claim 14, wherein:

the first physical machine provides a notification to the virtual machine of the
migration of the first data subset to the third physical machine; and

wherein updating the mapping to logically map an address range for the first data
subset on the third physical machine to the respective logical address range for the virtual

machine 1s done 1n response to receiving the notification by the virtual machine.

17.  The system of claim 15, wherein the notification instructs the virtual machine to not

access the first data subset.

18. The system of claim 15, wherein migrating the first data subset from the first physical
machine to the third physical machine comprises sending the first data subset from the first

physical machine directly to the third physical machine.

19. The system of claim 14, further comprising:

the third physical machine provides a notification to the virtual machine of the
migration of the first data subset to the third physical machine; and

wherein updating the mapping to logically map an address range for the first data
subset on the third physical machine to the respective logical address range for the virtual

machine 1s done 1n response to recerving the notification by the virtual machine.

20. The system of claim 13, wherein:
the determination that the first data subset stored on the first physical machine 1s to be
migrated to the third physical machine 1s performed by the virtual machine; and
migrating the first data subset from the first physical machine to the third physical
machine comprises:
instructing, by the virtual machine, the first physical machine to send the first
data subset to the virtual machine;
sending, by the virtual machine, the first data subset received from the first

physical machine to the third physical machine.

21. The system of claim 19, wherein the first physical machine and the third physical

machines store the data subsets without reterence to an address of the virtual machine.
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22. A computer program comprising computer-readable instructions which when executed
by a data processing system cause the data processing system to carry out the method

according to claim 1.
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