METHOD AND DEVICE FOR IDENTITY AUTHENTICATION
Technical Field

The present application relates to the field of computer technologies, and in particular, to
a method and device for identity authentication.

Background Art

As the information technology develops, terminals have become an indispensable part of
people's life and work. By using a terminal, a user can exchange and share data with other
terminals, and can display the data.

In the prior art, a terminal used by a user generally includes a large volume of data (such
as transactional data and identity data) of the user, and in order to ensure the security of the
data in the terminal, generally the terminal is encrypted and authenticated by using a
biometric identification technology having higher security, and the process includes: a user
sets encryption information including a biological feature (including a fingerprint, a palm
print, a voice, and the like), after the setting is finished, the terminal may use the encryption
information to implement self-protection, and only when the user provides a correct
biological feature, can the terminal pass the authentication to be operated and used by the
user. Since the biological feature is unique, the encryption information using the biometric
identification technology is difficult to modify, and is also difficult to leak, thus having strong
security.

However, no matter during setting or authentication, the terminal needs to enter a
corresponding acquisition mode to collect a biological feature of the user such as a
fingerprint, a palm print, and a voice. The collection process is complicated, and meanwhile,
the collection of the biological feature will interrupt the current operation of the user. In the
process of collection, the user cannot conduct other operations, which interferes with the use
of the user, and causes low convenience of operation.

Summary

Embodiments of the present application provide a method and device for identity
authentication, for solving the problem that the process of a terminal collecting a biological
feature is complicated, interferes with a use state of a user, and has low operation
convenience.

A method for identity authentication according to an embodiment of the present
application includes:

collecting, by a terminal when a user performs a specified operation, action attribute



information of the user in the process of the specified operation;

determining, according to preset standard information, whether the action attribute
information is matched with the standard information;

if yes, the authentication being successful, performing corresponding processing
according to the specified operation; and

otherwise, the authentication being failed, refusing to perform the corresponding
processing according to the specified operation.

A device for identity authentication according to an embodiment of the present
application includes: a collection module, a determination module, and a processing module,
where

the collection module is configured to collect action attribute information of a user in the
process of a specified operation when the user performs the specified operation;

the determination module is configured to determine, according to preset standard
information, whether the action attribute information is matched with the standard
information; and

the processing module is configured to: when the determination module determines that
there is a matching, the authentication is successful, perform corresponding processing
according to the specified operation; and when the determination module determines that
there is no matching, the authentication is failed, refuse to perform the corresponding
processing according to the specified operation.

The embodiments of the present application provide a method and device for identity
authentication. In the method, a terminal collects action attribute information of a user in the
process of a specified operation when the user performs the specified operation; and
determines, according to preset standard information, whether the action attribute information
is matched with the standard information; if yes, the authentication is successful, and the
terminal performs corresponding processing according to the specified operation; otherwise,
the authentication is failed, and terminal refuses to perform the corresponding processing
according to the specified operation. By the above method, the terminal may automatically
collect corresponding action attribute information in the process that a user performs some
specified operations, match and compare the action attribute information with the preset
standard information to authenticate the identity of the current user of the terminal; therefore,
the terminal can collect the action attribute information and set up or authenticate it without

entering a specific acquisition mode in the process that the user



operates and uses the terminal, thereby avoiding interfering with the use of users, and also
effectively improving the convenience of operation.
Brief Description of the Drawings

The accompanying drawings described herein, which constitute a part of the present
application, are used to provide further understanding of the present application, and
exemplary embodiments of the present application and illustrations thereof are used to
explain the present application, and are not intended to constitute any improper limitation on
the present application. In the accompanying drawings:

FIG. 1 is a process of identity authentication according to an embodiment of the present
application;

FIG. 2 is a process of identity authentication in an actual application scenario according
to an embodiment of the present application;

FIG. 3a is a group of tap strength values collected by a cell phone in the process of
setting action attribute information according to an embodiment of the present application;

FIG. 3b is a schematic diagram of a standard tap strength value range according to an
embodiment of the present application;

FIG. 4 is a schematic diagram of matching a group of tap strength values collected by a
cell phone with a standard tap strength value range according to an embodiment of the
present application;

FIG. 5 is a schematic diagram of acceleration information at multiple moments collected
by a cell phone according to an embodiment of the present application; and

FIG. 6 is a schematic structural diagram of a device for identity authentication according
to an embodiment of the present application.

Detailed Description

To make objectives, technical solutions and advantages of the present application more
comprehensible, technical solutions of the present application are described clearly and
completely through specific embodiments of the present application and corresponding
accompanying drawings. Apparently, the described embodiments are merely a part of
embodiments rather than all embodiments of the present application. Based on the
embodiments of the present application, all other embodiments derived by persons of
ordinary skill in the art without any creative effort shall fall within the protection scope of the
present application.

FIG. 1 is a process of identity authentication according to an embodiment of the present



application, and the process specifically includes the following steps:

S101: A terminal collects, when a user performs a specified operation, action attribute
information of the user in the process of the specified operation.

The terminal includes, but not limited to: a mobile terminal such as a cell phone, a tablet
computer, a smart band, and smart glasses, as well as a computer terminal, an external input
device (such as a mouse and a keyboard) matching the computer terminal, and the like.

In the present application, in order to avoid interfering with using of the terminal by the
user, when the terminal authenticates the identity of the user, the terminal will not enter a
specific acquisition mode to acquire a biological feature of the user, and in this way, other
features of the user need to be collected at the background. Considering that when using the
terminal, the user always operates the terminal through corresponding actions, for example,
in some actual application scenarios, the user operates a tablet computer or a cell phone by
tapping a touch screen with a finger or sliding with a finger; or, when answering a call using a
cell phone, the user may raise the cell phone to the ear for conversation. Then, the terminal
may collect corresponding action attribute information from the actions generated by the user
performing these operations on the terminal.

Specifically, when the user taps the touch screen or slides on the touch screen of the
terminal, a force applied to the screen by the finger may be collected by the terminal. When
the user answers a call, the acceleration of the terminal in the process of moving with the
hand of the user may be collected by the terminal itself. The above information collected by
the terminal is the action attribute information in the present application, that is, the action
attribute information includes one or more of information about a force applied to the
terminal by the user, and acceleration information. In an actual application, different users
have different action attribute information, that is, the action attribute information, the same
as other types of biological features of the user, is unique.

By means of the action attribute information, the terminal may not enter the
corresponding acquisition mode but carry out collection at the background, and therefore, the
terminal may not interfere with the process that the user uses the terminal. Definitely, the
action attribute information may be collected by a collection process set in the terminal by
invoking an element such as a gravity sensor, a gyroscope, and a pressure sensor, and the
present application is not limited thereto.

It should be noted that, if the terminal is in a locked state, some applications and system

functions inside the terminal may be in a suspended state, for example, works of the screen



and sensor of the mobile terminal are both suspended. In such a state, even if the user taps on
the terminal, the terminal will not collect the action attribute information. Therefore, in the
step S101, only when the user performs a specified operation, can the terminal collect action
attribute information during the operation. The specified operation includes, but is not limited
to: an operation of inputting by the user with a virtual keyboard in a mobile terminal, an
operation of sliding to unlock by the user on a lock-screen interface of a mobile terminal, an
operation of sliding to answer a call by the user when there is an incoming call, and the like.
By setting the specified operation, the user may use the terminal normally, and at the same
time, the terminal may collect the action attribute information at the background.

S102: Determine, according to preset standard information, whether the action attribute
information is matched with the standard information; if yes, perform step S103; otherwise,
perform step S104.

In the embodiment of the present application, the action attribute information is
equivalent to identity information of the user, and for the terminal used by the user, various
types of identity information need to be entered in advance to serve as a verification standard
for determining whether subsequently input identity information is correct; therefore, in the
step S102, corresponding standard information may be preset.

The setting process of the standard information is specifically: each time when the user
performs the specified operation, collecting in advance the action attribute information in
each process of performing the specified operation, to serve as sample information,
determining an action attribute value range according to the sample information, and setting
the action attribute value range as the standard information.

When the user uses the terminal, the specified operation may be performed for multiple
times, for example, when the user uses a cell phone, the user may frequently use a virtual
keyboard in the cell phone to edit short messages, input texts, and the like. At this point, the
user tapping the virtual keyboard is a specified operation being performed by the user, then,
the user may collect tapping strength of the user in advance in the process that the user taps
the virtual keyboard, to serve as the sample information.

Generally, to facilitate calculation, for such a specified operation that the user taps the
virtual keyboard, the number of collected tap operations may be preset, for example, 10 tap
operations are collected, that is, once the user uses the virtual keyboard on the mobile
terminal, the collection process running at the background of the mobile terminal collects tap

strengths of the 10 tap operations of the user. Definitely, the number of times of collection



may be adjusted and set according to requirements of an actual application, for example,
when the user starts an application on the mobile terminal, the user taps an icon of the
application only once, and in this case, the number of times of collection may be set to 1.

In an actual application scenario, for the same user, each time the user performs an
identical action, action attribute information thereof is not completely identical, for example,
the user's strength of tapping a touch screen may vary, and therefore, it is not accurate to
collect the action attribute information only once, and in the present application, action
attribute information during the specified operation performed by the user may be collected
for multiple times, thus obtaining multiple groups of sample information respectively.

After the multiple groups of sample information are obtained, action attribute values
corresponding to the action attribute information may be determined. It should be noted that,
the action attribute information generally corresponds to a specific action attribute value. For
example, the operation of the user tapping a screen of the mobile terminal specifically
corresponds to the magnitude of the tap strength; and the operation of the user raising the
mobile terminal specifically corresponds a value of acceleration and a direction of the
acceleration in the displacement process of the mobile terminal. The sizes of the action
attribute values corresponding to the multiple groups of sample information may be different,
and a minimum action attribute value and a maximum action attribute value may be
determined according to all the action attribute values, thus forming an action attribute value
range.

The action attribute value range reflects a difference range of action attribute
information collected by the terminal, and as the action attribute value range is determined by
collecting multiple groups of sample information, the action attribute value range can
substantially accurately reflect the action attribute information when the user performs the
specified operation.

In the present application, the determining the action attribute value range according to
the sample information specifically includes: determining a first average value of the sample
information according to the sample information; determining a second average value of
sample information greater than the first average value; determining a third average value of
sample information not greater than the first average value; and determining a numerical
range from the third average value to the second average value as the action attribute value
range.

The first average value reflects an average level of the action attribute values



corresponding to the sample information, and compared with the first average value, some
action attribute values in the sample information are greater than the first average value, and
some are less than the first average value. Therefore, after the first average value is
determined, all action attribute values greater than the first average value are averaged to
obtain the second average value, and the second average value reflects an average level of all
action attribute values greater than the first average value, that is, an average level of
maximum values of all action attribute values in the sample information. Likewise, all action
attribute values less than the first average value are averaged to obtain the third average
value, and the third average value reflects an average level of all action attribute values less
than the first average value, that is, an average level of minimum values of all action attribute
values in the sample information. Therefore, the numerical range from the third average value
to the second average value is determined as the action attribute value range, that is, the
standard information.

After setting of the standard information is finished, the standard information may be
compared and matched with action attribute information subsequently collected by the
terminal, to determine that the user of the terminal is still the current user. The action attribute
value range corresponding to the standard information determined in the above steps reflects
the average level of the action attribute information of the user. In other words, when the user
uses the terminal, all action attribute values corresponding to the action attribute information
collected by the terminal basically fall within the action attribute value range. Therefore, the
determining whether the action attribute information is matched with the standard
information in the step S102 is determining whether attribute values included in the action
attribute information fall within the action attribute value range.

S103: If the authentication is successful, perform corresponding processing according to
the specified operation.

If the attribute values included in the action attribute information fall within the action
attribute value range, it is determined that the action attribute information is matched with the
standard information, indicating that the action attribute information complies with the user;
in other words, the current user of the terminal is not changed, and is still the original user;
therefore, the terminal may perform corresponding processing according to the operation of
the user.

S104: If the authentication is failed, refuse to perform the corresponding processing

according to the specified operation.



If the action attribute values included in the action attribute information do not fall
within the action attribute value range, it is determined that the action attribute information is
not matched with the standard information, indicating that the action attribute information is
not sent by the user, and may be sent by another user; therefore, to ensure the security of data
in the terminal, the terminal may automatically enter a locked state to prevent from being
operated by the current user.

It should be noted that, the action attribute information of the user in the process of the
specified operation may also not match with the standard information. For example, when the
user uses the virtual keyboard in the mobile terminal to input texts, the strength of a tap may
exceed the action attribute value range corresponding to the standard information. Then, in
this case, if it is directly determined as not matching with the standard information, the
normal use of the user may be affected. Therefore, in another scenario of the present
application, the determining whether the action attribute information is matched with the
standard information may specifically be determining according to a set similarity
percentage.

In addition, in the present application, the terminal collects, for multiple times, the
action attribute information in the process that the user performs the specified operation, and
may continuously update the action attribute value range by using an optimization algorithm
such as a Particle Swarm Optimization (PSO) algorithm, to improve the precision of
matching.

By means of the above steps, the terminal may automatically collect corresponding
action attribute information in the process that the user performs some specified operations,
match and compare the action attribute information with the preset standard information to
authenticate the identity of a current user of the terminal; therefore, the terminal can collect
the action attribute information and set up or authenticate it without entering a specific
acquisition mode in the process that the user operates and uses the terminal, thereby avoiding
interfering with the use of users, and also effectively improving the convenience of operation.

As shown in FIG. 2, an application for identity authentication in the embodiment of the
present application is as follows:

In this scenario, the terminal is a cell phone having a touch screen function, and it is set
that user A is a frequent user of the cell phone, the specified operation is inputting texts with a
virtual keyboard, the action attribute information is a tap strength value of a finger on the

screen of the cell phone when the user A inputs texts, and when collecting tap strength values



of the user, the cell phone may collect 10 tap actions successively. Then:

Steps S201 to S205 are a process of setting the standard information, and steps S206 to
S208 are a process of performing authentication according to the standard information.

S201: When the user A inputs texts with the virtual keyboard in the cell phone, the cell
phone may collect tap strength values of the user A in the process that the user A inputs texts
with the virtual keyboard.

The cell phone may collect the tap strength values for multiple times when the user A
inputs texts with the virtual keyboard, to form »n groups of sample information: X;, X5, ..., X,.
FIG. 3a shows the sample information X; of a group of tap strength values collected by the
cell phone, in which the ordinate indicates the tap strength, in the unit of N (that is, the
mechanical unit Newton), and the abscissa indicates the number of taps. In FIG. 3a, the group
of sample information X; is formed by ten tap strength values, that is, x4, X1, ..., X19 (the size
of each tap strength value is shown in FIG. 3a). Likewise, each of the remaining multiple
groups of sample information X; also includes ten tap strength values x;q, x;;, ..., X9, i=2, ...,
(but the remaining multiple groups of sample information X; are not shown in the figure).
Each tap strength value is precise to the hundredths, and in an actual application, to improve
the precision, the cell phone may collect the tap strength values precise to the thousandths or
ten thousandths.

The tap strength values of the user A are collected by a pressure sensor inside the cell
phone, and the pressure sensor may convert an external pressure into an electrical signal on
the basis of the piezoelectric effect and send the electrical signal to a processor inside the cell
phone, thereby determining the tap strength value applied to the screen of the cell phone.
Definitely, the present application is not limited to the above manner of collecting the tap
strength values.

S202: The cell phone determines, according to collected multiple groups of sample
information, a first average value of the multiple groups of sample information.

The first average value is represented as X , and X is obtained by averaging the tap
strength values of the sample information, that is:

Xl +X2 -+ Xﬂ _ Xyp + "'+xlg +X20 + "‘+x29+ ~~+an + "'+xng

X= 10n 1i0n

Therefore, the first average value reflects the average magnitude of tap strengths when
the user A inputs texts with the virtual keyboard on the cell phone. In this scenario, X=0.14.

S203: The cell phone conducts statistics on all tap strength values greater than the first

9



average value in the multiple groups of sample information, and determines a second average

value according to these tap strength values.

The second average value is represented as ﬁ, that is, all tap strength values greater
than 0.14 in the multiple groups of sample information are averaged. For ease of
representation, it is set herein that there are a total of / tap strength values greater than 0.14,

and these tap strength values are represented as Hy;, wherein (i=1, 2, ..., h; j=0, 1, ..., 9); then,

H is expressed as follows:

— ”"Hﬁ
H = X if

h , wherein (=1, 2, ..., h;j=0, 1, ..., 9), and
in this scenario, H=0.15.
S204: The cell phone conducts statistics on all tap strength values less than the first
average value in the multiple groups of sample information, and determines a third average

value according to these tap strength values.

The third average value is represented as L, that is, all tap strength values less than 0.14
in the multiple groups of sample information are averaged. For ease of representation, it is set
herein that there are a total of / tap strength values less than 0.14, and the tap strength values
are represented as L;, wherein (i=1, 2, ..., [; /=0, 1, ..., 9); then, L is expressed as follows:

_ 2y

L h  wherein (i=1, 2, ..., [; j=0, 1, ..., 9), and

in this scenario, L=0.13.

The second average value H and the third average value L determined through the
steps S203 and S204 reflect an average maximum value and an average minimum value of
tap strengths of the user A using the cell phone, respectively, such that an upper limit and a

lower limit of the tap strength values are obtained, thereby determining a range of tap

strength values when the user A operates the cell phone, that is, step S205.
S205: Determine a numerical range from the third average value L to the second
average value H asa standard tap strength value range of the user A.

The standard tap strength value range is represented as [Z, ﬁ], wherein, as shown in
FIG. 3b, the standard tap strength value range is shown on the sample information X; of the
tap strength values, shown in FIG. 3a, and the shadow area in FIG. 3b is the standard tap
strength value range.

Here, referring to FIG. 3b, the standard tap strength value range of the user A is

determined as [0.13, 0.15], and it can be seen from FIG. 3b that, even if a tap action is
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performed by the user A, a corresponding tap strength value thereof does not always fall

within the standard tap strength value range, and in FIG. 3b, there are three tap strength
values less than the third average value L =(.13, and there is one tap strength value greater

than the second average value H=0.15. Therefore, in this scenario, the tap strength value of
the user does not need to completely match with the standard tap strength value range;
instead, matching authentication is conducted by setting a similarity threshold.

Specifically, by using the 10 tap actions of the user A shown in FIG. 3b as an example,
tap strength values generated by 4 taps do not fall within the standard tap strength value
range, then, the number of tap actions falling in the standard tap strength value range
accounts for 60% of the total number of tap actions, and here, the similarity threshold is set to
60%.

S206: When a user inputs texts again with the virtual keyboard in the cell phone, the cell
phone may determine whether a tap strength value of the user is matched with the standard
tap strength value range, and if yes, performs step S207; otherwise, performs step S208.

During authentication, tap strength values of the 10 tap actions of the user collected by
the cell phone are shown in FIG. 4, wherein tap strength values generated by 3 taps do not fall
within the standard tap strength value range, then, the number of tap actions falling within the
standard tap strength value range accounts for 70% of the total number of tap actions, which
is higher than the preset similarity threshold 60%, that is, the tap strength value when the user
inputs texts with the virtual keyboard is matched with the standard tap strength value range.
Therefore, it is considered that the user A is using the cell phone, and thus step S207 is
performed.

S207: The authentication is successful, and input texts according to taps of the user.

S208: The authentication is failed, and the cell phone is locked to reject text input from
the user.

If the number of times that the tap strength values corresponding to the 10 tap actions
collected by the cell phone fall within the standard tap strength value range is less than 6, that
is, a percentage of the number of tap actions falling within the standard tap strength value
range to the total number of tap actions is less than the preset similarity threshold (60%), it is
considered that it is not the user A who is using the cell phone, and step S208 is performed.

In an actual application scenario, the sample information x; approximately complies with
normal distribution, that is x~(u, 02), and therefore, in addition to presetting the action

attribute value range by using the first, second, and third average values, the action attribute
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value range may also be preset by using characteristics of the normal distribution. Now, still

taking the values in FIG. 3a as an example, in FIG. 3a, the first average value X =0.14, that
is, u of the normal distribution is 0.14, and a standard deviation ¢° is a fluctuation range of

deviation from the average value y, that is:

(1 ul 2
o= WZ (x;— )
i=1

wherein, N is the number of samples, that is, 10n, x; is each action attribute value, and

here, 0=0.1, and a distribution interval (ﬂ'(f’ H +0) of the normal distribution is (0.13,
0.15), that is, the upper and lower limits of the action attribute value range may be
determined according to the average value and the standard deviation, thereby determining
the action attribute value range.

It should be noted that, the application scenario is not used to limit the present
application. The application for identity authentication in the present application is not only
applicable to an operation of the user inputting texts with the virtual keyboard of the cell
phone, but also applicable to user operations such as tapping an application of the mobile
terminal and sliding on a screen to unlock.

In another application scenario, it is still set that the terminal is a cell phone, while the
specified operation performed by the user is a call answering process of the user, and the
action attribute information is acceleration information. In this process, the cell phone starts a
collection thread when the user slides on the screen to answer or taps a dial key, and records
acceleration information in the process that the user raises the cell phone from a certain
height to the ear for conversation, wherein, the acceleration information includes: an
acceleration value and an acceleration direction.

As the process that the user raises the cell phone includes successive actions, the cell
phone may divide the process into multiple moments, and collect acceleration information at
the multiple moments respectively. As shown in FIG 5, the cell phone may conduct
collection for 4 times in the whole process, that is, collect at x;~x4, to obtain acceleration

information ® of the positions respectively, wherein (i=1, 2, 3, 4).

a

The acceleration information includes an acceleration value and motion direction

information. In the cell phone, the acceleration value and the motion direction information of
the cell phone are both determined by a three-axis gyroscope. The motion direction is
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determined by the three-axis gyroscope according to a space coordinate system, and the
three-axis gyroscope converts the motion direction information of the cell phone into motion

direction angle information in the space coordinate system, and therefore, the acceleration

—

a,

—

information may be represented as (Iall, 6;), wherein || represents a value of the

—

acceleration information ™ , 0; represents an angle value corresponding to the direction of

—t

the acceleration information . According to ( N , 8)), first average values thereof may be

la;]

determined respectively. Here, is used to represent the first average value of Iail, and

"

Bi is used to represent the first average value of §;. Then, N and 6; that are greater than

respective first average values and less than respective first average values are averaged, to

obtain respective second and third average values of la;] and 6;, here, NP and

N ) . 8,
used to represent the second and third average values of || respectively, and By and 'k

are used to present the second and third average values of 8; respectively, such that an
acceleration value range Hales 1@lu] and a motion direction angle value range

16i,+ Biyl are determined, and are used as sample information to match with subsequently

collected acceleration information. It should be noted that, for N and 6;, matching and

authentication are performed by setting a similarity threshold.
During matching, matching of &l s emphasized, that is, a greater weight is granted to

1@, This is because 1% reflects the magnitude of an applied force and the speed of an

FU@Dw+F( 6; w,

action in the process that the user raises the phone. Here, is used for

matching, wherein, "/ represents a weight of *ai|, W2 represents a weight of B*’, F(la1)
represents a proportion of the collected ] falling within the acceleration value range

Hales lala] , and F o) represents a proportion of the collected ¢ falling within the

motion direction angle value range 18, 6iyl . Therefore, if the proportion value

determined by the weighting process is greater than the preset similarity threshold, the
authentication is successful; otherwise, the authentication is failed.
Definitely, reference can be made to the content of the above actual application for the

specific process, which is not repeated herein.
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It should be noted that, for the process of identity authentication in the embodiment of
the present application, in the case where the authentication is failed, in addition to that the
terminal directly rejects the operation of the user, action attribute information after the
authentication is failed may be sent to a risk control system running at the background of the
terminal for further judgment, and this does not constitute a limitation to the present
application.

The method for identity authentication according to the embodiment of the present
application is described in the foregoing, and based on the same idea, an embodiment of the
present application further provides a device for identity authentication, as shown in FIG. 6.

The device for identity authentication in FIG 6 is set in a terminal, and the device
includes: a collection module 601, a determination module 602, and a processing module
603.

The collection module 601 is configured to collect, when a user performs a specified
operation, action attribute information of the user in the process of the specified operation,
wherein the action attribute information includes one or more of applied force information
and acceleration information.

The determination module 602 is configured to determine, according to preset standard
information, whether the action attribute information is matched with the standard
information.

The processing module 603 is configured to: when the determination module 602
determines that the action attribute information is matched with the standard information, the
authentication being successful, perform corresponding processing according to the specified
operation, and when the determination module determines that the action attribute
information is not matched with the standard information, the authentication being failed,
refuse to perform the corresponding processing according to the specified operation.

The determination module 602 is specifically configured to: generate sample
information according to the action attribute information in each process of performing the
specified operation, the action attribute information in each process of performing the
specified operation being collected by the collection module 601 in advance each time when
the user performs the specified operation, determine an action attribute value range according
to the sample information, and set the action attribute value range as the standard
information.

The process of setting the standard information is also implemented by the
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determination module 602, that is, the determination module 602 is specifically configured
to: determine a first average value of the sample information according to the sample
information; determine a second average value of sample information greater than the first
average value; determine a third average value of sample information not greater than the
first average value; and determine a numerical range from the third average value to the
second average value as the action attribute value range.

The determination module 602 is specifically configured to: determine whether an
attribute value included in the action attribute information falls in the action attribute value
range; if yes, determine that the action attribute information is matched with the standard
information; otherwise, determine that the action attribute information is not matched with
the standard information.

In a typical configuration, a computer device includes one or more processors (CPU), an
input/output interface, a network interface, and a memory.

The memory may include a volatile memory, a random access memory (RAM) and/or a
non-volatile memory or the like in a computer readable medium, for example, a read only
memory (ROM) or a flash RAM. The memory is an example of the computer readable
medium.

The computer readable medium includes non-volatile and volatile media as well as
movable and non-movable media, and can implement information storage by means of any
method or technology. Information may be a computer readable instruction, a data structure, a
module of a program or other data. A storage medium of a computer includes, for example,
but is not limited to, a phase change memory (PRAM), a static random access memory
(SRAM), a dynamic random access memory (DRAM), other types of RAMs, a ROM, an
electrically erasable programmable read-only memory (EEPROM), a flash memory or other
memory technologies, a compact disk read-only memory (CD-ROM), a digital versatile disc
(DVD) or other optical storages, a cassette tape, a magnetic tape/magnetic disk storage or
other magnetic storage devices, or any other non-transmission medium, and can be used to
store information accessible to the computing device. According to the definition of this text,
the computer readable medium does not include transitory media, such as a modulated data
signal and a carrier.

It should be further noted that, the term "include", "comprise" or other variations thereof
are intended to cover non-exclusive inclusion, so that a process, method, product or device

including a series of elements not only includes the elements, but also includes other
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elements not clearly listed, or further includes inherent elements of the process, method,
product or device. In a case without any more limitations, an element defined by "including
a..." does not exclude that the process, method, product or device including the element
further has other identical elements.

Persons skilled in the art should understand that, the embodiments of the present
application may be provided as a method, a system, or a computer program product.
Therefore, the present application may be implemented as a completely hardware
embodiment, a completely software embodiment, or an embodiment combing software and
hardware. Moreover, the present application may be a computer program product
implemented on one or more computer usable storage media (including, but not limited to, a
magnetic disk memory, a CD-ROM, an optical memory, and the like) including computer
usable program code.

The above descriptions are merely embodiments of the present application, and are not
intended to limit the present application. For persons skilled in the art, the present application
may have various modifications and variations. Any modification, equivalent replacement,
improvement or the like made without departing from the spirit and principle of the present

application should all fall within the scope of claims of the present application.
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Claims

Li A method for identity authentication, comprising:

collecting, by a terminal, each time a user performs a specified operation on the terminal,
action attribute information with respect to each of multiple processes in performing the
specified operation, as sample information;

determining an action attribute value range according to the sample information, with
respect to each of the multiple processes;

presetting the action attribute value range as standard information, with respect to each of
the multiple processes,

collecting, by the terminal, target action attribute information of a target user in
performing the multiple processes of the specified operation-when the target user performs the
specified operation;

determining, according to the preset standard information, whether the target action
attribute information is matched with the standard information, with respect to each of the
multiple processes;

if yes, determining that the authentication is successful, and performing corresponding
processing according to the specified operation; and

otherwise, determining that the authentication is failed, and refusing to perform the
corresponding processing according to the specified operation,

wherein the determining an action attribute value range according to the sample
information specifically comprises, with respect to each of the multiple processes:

determining a first average value of each sample information according to each sample
information;

determining a second average value of sample information greater than the first average
value;

determining a third average value of sample information not greater than the first average
value; and

determining a numerical range from the third average value to the second average value

as the action attribute value range,
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wherein the sample information includes tap strength value of a tap action on a touch
screen of the terminal or acceleration information of the terminal when the user raises the

terminal.

2. The method according to claim 1, wherein the determining whether the target action
attribute information is matched with the standard information specifically comprises:

determining whether an attribute value included in the target action attribute information
falls within the action attribute value range, with respect to each of the multiple processes;

if yes, determining that the target action attribute information is matched with the
standard information; and

otherwise, determining that the target action attribute information is not matched with the

standard information.

3. The method according to any of claims 1 and 2, wherein the action attribute information

comprises one or more of applied force information and acceleration information.

4. A device for identity authentication, comprising: a collection module, a determination
module, and a processing module, wherein
the collection module is configured to:
collect, each time a user performs a specified operation, action attribute
information with respect to each of multiple processes in performing the specified
operation, as sample information; and
collect target action attribute information of a target user in performing the
multiple processes of the specified operation when the target user performs the specified
operation;
the determination module is configured to:
determine an action attribute value range according to the sample information
with respect to each of the multiple processes;
preset the action attribute value range as standard information with respect to each

of the multiple processes,
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determine, according to the standard information, whether the target action

attribute information is matched with the standard information, with respect to each of the

multiple processes; and

the processing module is configured to: when the determination module determines that
there is a matching, determine that the authentication is successful, and perform corresponding
processing according to the specified operation; and when the determination module determines
that there is no matching, determine that the authentication is failed, and refuse to perform the
corresponding processing according to the specified operation,

wherein the determination module is specifically configured to, with respect to each of
the multiple processes:

determine a first average value of each sample information according to each sample
information; determine a second average value of sample information greater than the first
average value; determine a third average value of sample information not greater than the first
average value; and determine a numerical range from the third average value to the second
average value as the action attribute value range,

wherein the sample information includes tap strength value of a tap action on a touch

screen of the device or acceleration information of the device when the user raises the device.

5. The device according to claim 4, wherein the determination module is specifically
configured to:

determine whether an attribute value included in the target action attribute information
falls within the action attribute value range, with respect to each of the multiple processes; if yes,
determine that the target action attribute information is matched with the standard information;
otherwise, determine that the target action attribute information is not matched with the standard

information.

6. The device according to any of claims 4 and 5, wherein the action attribute information

comprises one or more of applied force information and acceleration information.
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