
 

 

1/5 

Obtain related data of a current service when a smart card application 
performs service processing with the outside

Determine the related data of the current service and a security parameter

101

102

Terminate the current service if the related data of the current service does 
not comply to the security parameter

103
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Step 501: The virtual smart 
card application registers a 

payment application ID 
with the NFC controller

Step 502: The NFC 
card reader of the 

POS device 
communicates with 
the NFC controller, 
and selects the ID 

of the virtual smart 
card application to 
perform a payment 

service

Step 503: The NFC 
controller sends, to the 

virtual smart card 
application, instructions 

of performing the 
payment service

Step 506: Verify the 
current location 

information and the 
current time 

information of a 
current payment 

service based on the 
security parameter

Step 507: Terminate the 
current payment service, 
generate a corresponding 

service processing result, and 
transfer the service processing 

result to the NFC controller

Step 508: The NFC 
controller sends the 

payment service 
processing result to 
the NFC card reader 
of the POS device

Step 505: Obtain a 
security parameter of 
a user from a remote 

server by using a 
communication 
module of the 
smartphone

NFC card 
reader

NFC 
controller

Virtual smart 
card application

Step 504: A security 
verification 

application in the 
virtual smart card 
application can 
obtain current 

location information 
and current time 

information
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