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Monitored industrial facility is fragmwented into industrial control loops

.

Performing a eyber-security survey while considering threats that are

302 = cutcome of the control loop functionality, structure, interfaces
¥
303 g Defining which threats will be covered by the cyber-security detection
solution
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Obtaining or computing manufacturer mathematical-physical operation
model of cach one of the relevant plant components
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External sensors that can increase the strength of the physical model ave
optionally added
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Computing the maithematical-physical model of the plant
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A set of one or more attack vectors is determined {or each threat
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The attack vectors are integrated into physical model
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The detection model is implemented in software, along with a security alert
issuing mechanism
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The communication between the controllers and the SCADA is monitored
using a bridge at the nearest point to the controllers
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Seeking mismatches between the plant state and the physical model state
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Linking the mismatch Gf detected) to attack vectors

!

315 ™

Issuing a security alert upon detection of a linked mismatch
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