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PCT/ EP97/ 02107 SMARTCARD FOR USE W TH A RECEI VER OF ENCRYPTED
BROADCAST S| GNALS, AND RECEI VER The
present invention relates to a smartcatd for use with a receiver of

encr ypt ed broadcast and reception system a
recei ver / d SMART H2B, R X R QK BYPIER BROAIMAST
apparatus for broadcast| ng e "~ met hod of
broadcasti ng encrypted si gnargfdﬁkﬁg Wﬁ(&? % ar, but not exclusively,
the invention relates to a mass-nmar ket broadcast system havi ng sone

or all of thefollovmng preferred features: - It is an
i nf or mat i om:brmmasnveyygn arlates rtef 2 saprtcard fopase vezﬂu/aoteccwcreof sherypted

oot 1 cabl e BYGAERY sigogls 1p  broadist 4 RoBldH sy, ARG BeldiR g kel ¢ O
:vtPE' s & di Qha@ec@pﬁﬁgmoaaé@i SigAdlk Yappataf fob ®rdddbistingRinerypt&t Spadld ¥nd he

2, conpression systemfor data/signal "transm ssion 15

* |t afmieshefsof broageastin® engrypteddignalser acti vity * It uses
smartcards. The term"smartcard"” is used herein with a broad
nmeani ng, and includes (but not excl usively so) any m croprocessor

based car d 1f'pagthjube] bex néti eXclusivelyy ik im@naoif relates to RrMAS-HRAMGSE broadcast | N
a first aspect t he present i nvention provides a smartcard for use with a

recei ver ofsystem havingcsops wabpbam@ﬂpwm@mf@edtmetumwtcar d corrprl si ng:

and PO et i en bt Siodt oPhisph B MR an B by %”a'cissor

bei ng @dapt ed t oredirbdtgystemcontrol the i nd| vi dual decr ypt i on of
plurality of such si gna?’s fromrespective broadcast suppliers of such

signals by ® It ifoasateldite pystyre elthaughyiheeuld el applicalie &0l calinos temestrald

menory, said dy created zones each being arranged to store
decryption dat aq’éamg‘agssé’&d with a respective one of said broadcast

suppliers. o It is a digital system, preferably using the MPEG, more preferably the MPEG-
2, compression system for data/signal transmission
15 e It affords the possibility of interactivity

° It uses smartcards.

The term “smartcard” is used herein with a broad meaning, and includes (but not
exclusively so) any microprocessor based card or object of similar function and

preformance.

In a first aspect the present invention provides a smartcard for use with a receiver of
encrypted broadcast signals, the smartcard comprising:

a microprocessor for enabling or controlling decryption of said signals; and
a memory coupled to said microprocessor;

5 said microprocessor being adapted to enable or control the individual decryption of
a plurality of such signals from respective broadcast suppliers of such signals by
means of respective dynamically created zones in said memory, said dynamically
created zones each being arranged to store decryption data associated with a respective

one of said broadcast suppliers.
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Dynam c creation (and renoval) of zones in the snmartcard allows for the
rights afforded to the subscriber 2y nmeans of the smartcard to be
changed easily and quj ckly y,. for exanple, EMMs which are |

peri odi cal |I9/ymﬁsqwamoédéas9 r@ﬁwvalg ofagenssgn the smartcagd allgws) fpy, the,sights
recei ver/ degader t .

Crmar toar d g g S BARERSery hbfheRTRd Stirttard o 1t chapblfSaSl g quitkly
decrypt i on Y¢eYoasexasiphd, CEMMIS Iwldch ese qeiiodizally erapkmiteddd bpr thadsresdcaster,

suppliers, said identifier and the or each key being stored in one of
sai d dynanireegivsd by the eeeiyer/desoder and passedife; the smaredided t o decr ypt
broadcast signals having an identity corresponding to that identifier

and encrypted using an encryption key corresponding to that decryption 10

key. 5  Prefbhlpiict saakcaf@ fufthért behpi@ePdr $dentigier @a€ Mt Zeawe GleOsetetgr oup
identifier and a further identifier which identifies it within that

group and idsceyptiandey associated ypith a respeqtivesensaef saifl irasdrasiasuipplicrsn saident ity

correspondi,ng ,t.o th tore r ddentifier. . The rtcar y be
rr anged t dorieie apf o5 B PP Rt BRI o shick oI REASE T
identities ®Y Hegy aespratib \dclyboOBrbadcdst sighalsitavingamdidantite eRdspuRtingoof
dynamcally created nenory zones, the menory zones in_the second
seri es eachh#drenjificspad prerypted usingjap eneryptipy ke Farpespending toothadestypsioppl i er
and cqﬂ}aiq&pg data including said decryption data used for the
handl i'hg of recei ved broadcast signals fromthat supplier, a plurality

of menory zones in the second series having a comon identity |abel and
contai ni ng 20 different classes of data relating to the_ handling, of
recei ved brbdemartcasd gnay Susthesgomprise fop Lackh zonel stesed SLgnp identifier and a

Pref er abl y’fu%}ng RTBtifi6G iéhsicﬁﬁ{iﬁégﬁgwgginc(h%?ﬁqu g&fdg}jlsf g%&gée%ht% ty

zones of sali Series nam ¢ mory zotfes may

be conti nuditbadcast signals Rivihe b identityt b@rsspanidifgtel thropred $eauplidenifige ment
menory zone arranged to store 25 data for controlling the dynam c
creation of said dynam cally created zones. One of said dynamically

created zonfg é‘ﬁ%éﬁ?&‘ﬁﬁy Be rah%ﬁée% {3hAntafh Gk s s%f%xﬁ&&%o%@s containing
15  the identities of the respective broadcast suppliers and a second series of dynamically

created memory zones, the memory zones in the second series each being labelled

with the identity of a broadcast supplier and containing data including said decryption

data used for the handling of received broadcast signals from that supplier, a plurality

of memory zones in the second series having a common identity label and containing

20 different classes of data relating to the handling of received broadcast signals from

that broadcast supplier.

Preferably, the smartcard is arranged to create dynamically the memory zones of said

first series. The dynamically created memory zones may be continuous.

Preferably, the smartcard comprises a management memory zone arranged to store

25  data for controlling the dynamic creation of said dynamically created zones.

One of said dynamically created zones may contain rights data indicating a particular
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sel ection of broadcast itens broadcast by a broadcast supplier, which the
user of the smartcard is entitled3to decrypt, the smartcard being

arranged to utilisg said rights data to decrypt ite br oadcast by
that suppl Sglection of broa Gast V%ﬂ% §aaaa$t Pﬁﬁb‘?"?a‘%@ﬁtes"ﬁﬁ °rbé"1'{ig$m”re‘tfq HFE e
smartcard i lyt:d @0 al AR : i.ch
cont ai ns f&r aﬁg%ld?% gxﬂ%tgeﬁégt g&ggﬁ(t:heersm ng | tgeé;irﬁrsé Xn&{gecﬁg?ggﬁ%é;%?d @gﬂng‘
broadcast soptrypr itexhs bivadcass by thdt suppliesnartcard is entitled to decrypt
only in response to a transaction output signal which can be generated by
t he smartcard under the control of the user. The smartcard

may further s i NQ - s ASI 10
on whi ch ar‘ﬁ ﬁf&g%k:ngﬁbr?%xg%gg@{% gﬂﬁ,o}\%\eﬁoggﬁ%‘{% I%F}% pg#gggrgoi&a?%q@aﬁg%%lta I on

out put 55i grighamically créabel zovms tandrwhickicogtafisr fuphed rightsokite cohersiag iwpisi on of
that itemin dependence upo count val ue reached by said counter.

h

A second aé’é@%ﬁca%ﬁwt%‘émﬁ‘?%&ﬂpphﬁ/‘@fiicﬁ@n“sﬁfr ot ihgessnastcpeckisi apgitled - dreEYP or
o . Ve ! .

compr | si ng B i BURPYE o HnkRESh SRHLCRBHA whRE ERESe BLISREOIT e (o

encrypt ed sifinehd undeethet domtrobof thel usef. t he subscri ber snmartcard.
The receiver/decoder may be arranged to decrypt encrypted broadcast video
and/ or audi o signals and to generate correspondi ng video and/or audio

panwi at | TSGR PR St Wulp R b XEAEF AR RE o Pt ety

and a 10l atonwehivh b itelab Grdadtist Gelidwihg B dutput of a Ald aAYAEtidrPodtp@s3gHal,
output control signals, back to a broadcast transmtter. . Preferably
the recei vdhe swadensd belpgramangeditosgae dee dessyption; ofrthatnitemn dn dependgecs ¥RODWOT k

only with Qhégm’{‘ﬁ’gf“% r@?éﬂe?%yasaf&){:&ﬁﬁ&?ndi ng stored identifier. In

a third aspec resent rnventi on provides apparatus for broadcasting
encrypted 25 signals to receiver/decoders, the apparatus conprising
nmeans for generating twy of . . . . .
A second aspect of the present invention provides a receiver/decoder for use with a
smartcard as described above, the receiver/decoder comprising a smartcard reader and
15  being arranged to decrypt broadcast encrypted signals under the control of the

subscriber smartcard.

The receiver/decoder may be arranged to decrypt encrypted broadcast video and/or

audio signals and to generate corresponding video and/or audio output.

Preferably, the receiver/decoder has a relatively high bandwidth input port for
20 receiving said encrypted broadcast signals and a relatively low bandwidth output port

arranged to transmit output control signals back to a broadcast transmitter.

Preferably the receiver/decoder contains a stored identifier and is arranged to work

only with a smartcard having a corresponding stored identifier.

In a third aspect, the present invention provides apparatus for broadcasting encrypted

25  signals to receiver/decoders, the apparatus comprising means for generating two of
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nore cl asses of broadcast control signals, wherein each class of such
control signals i ncl udes receiverddecoder ID data for selectively
enabl i ng receiver/decoders having a corresponding ID to respond to
such a cl asmrotlassestof bromicastabstrolssigmnhly, ederain reacke claskeof such contrbl sighals

including group ID data fo napl i gne.or nore groups of )

recei ver/d p gecety Wﬁc%ﬂ er ﬁaadr"‘@s’gg selegtiy E’%ﬂ‘?}e\‘% Teqeiies/dggoderhaving d 1 of
signals, t . ' eQ\ | b ' S
arfanged t SECEPRIEL 1D BaCHRRF LR clace of il R, B3 JHRALD HNEE

bet ween di I damnhclhBingrgrongsID data dspenmablng one opmbre grbopaed seoeiver/decoders The
dat abase neans may bpe responsiyve to sjgnal's recgiyed fromthe ]

ocor var / GEh BoEond o 3 CRmBR SlEROFHEh dPar O\ saRalRolpe GPPFBRE G RIBEe <

bet ween Or QKRS - e arat : e d : ntr ol
signals for chéir?tgﬁb%% trﬂeeam ﬂ%dilgtéﬁr%??oﬁﬁo@t#g@gi \%%%fea%%e@? %l%aaeen
groups in feesjven/decdderssmitwtednnditfierant fOrgraipsoin. response to inpuf infoxmdtionl asses of
control signals may enable the decryption of different parts of a

br oadcast encrypted data stream Preferably, the input information

i ncl udes p | Af ' [
| ncl ude. of SEECRbpeR R he LRnEhA10 Fanils LSl Horl B oL PBREOARY o
signal s fr wcktinkt eliedistrivutiod of sécebnepidbicicss betweercbrapes of control signal s

may al so I ncl ude cl asses which control purchase of the right to
decrypt broadcast encrypted data signals in different tine frames.

Pr ef epgbl ysmt h r%;izg%? t4 Sk ' I Qﬂ#ﬁ' | gnal s,
and t Eg ZOThIa %ﬁ%&?‘éﬁyg‘gﬁﬂm"g e ?atr?alggﬁ?ga%tt ra%)ﬁ]g\rﬂ %?éxaaliasg‘i’érﬁgpy e% t@%t a
si gnal s t oditritattiehlof rexeiver/decodersdebiden groups in response tgsaidinpmynfonnationse up

to 256 nenbers. In a fourth aspect, the present invention provides
a receiver/decoder for receiving encrypted broadcast signals, the

receiver/ dggadehe S9568E o8 cBr@ HANPmMhP eAiHle PR &ryption of different parts of a

broadcast encrypted data stream.

Preferably, the input information includes payment information. The classes of control
15  signals may include classes which control subscription to decrypt encrypted broadcast
signals from different broadcast suppliers. The classes of control signals may also
include classes which control purchase of the right to decrypt broadcast encrypted data

signals in different time frames.

Preferably, the encrypted broadcast signals are video and/or audio signals, and the
20  apparatus may be arranged to transmit said encrypted data signals to a satellite in

orbit.
Each group may comprise up to 256 members.
In a fourth aspect, the present invention provides a receiver/decoder for receiving

encrypted broadcast signals, the receiver/decoder comprising a group ID and being

25  responsive to a class of broadcast control signals having a corresponding ID to said
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group I D, the receiver/decoder being arrfmrged to change its group IDin
response to a further control signal. Further control signal

may conpri sgroaptIDo&hR:@QGngl/@W&ﬂcr keing ammg;ddasqha@gegmgroapdmm x¢sponse to
encrypted br cast tsr lgnala}i)r bei ng arranged to be received by said

recei ver / de dgither contrgtst eferably, the group IDis recorded in a
smartcard renmovabl y inserted in the recei ver/decoder. The encrypted
br oadcast signals may be video and/or audio signals. Ina fifth
aspect the Eunharwniml\mgnal orRymomprise s baoa;lpsstesrgrmb isaildrbooaticast tsigng! amizbaid
recei ving di,git data si.gnals co ing a ratu as, desc

above in coﬁ‘f‘iﬁ)ﬁ@?‘h gFP Sﬁs?‘alss b%mgr%%@ nB %ggg@é‘%p E?Cicbv 8?95@ 10
In a sixth aspect, the present invention provides a nethod of broadcastlng
encrypt ed signals to receiver/decoders, the nethod conprising

gener at ng Pmﬁcrablyrmhe grows dBs is recordedf irbrao smedsard a@ntaveblysingcwdds in ébech

cl ass of such gi aI Iud|n decoder . a. fot

sel ecti vel yff@ﬁlé(si% F’ec 9?&5%‘@@1?@3 (ﬂ ﬁméyé’Sr"qué’ rﬁfjd‘P[ﬁ’%lS
respond to such a class of control signals, and distributing
dynami cal | y i ndividual 15 recei ver/ decoders between different |ID groups
i n responselit afifthpspect tHeqresent immention providesT: hs,ystempfnr biroddeastingiand renesfieg abl y
I ncl udes pa

information and said cl ass cont r ol nal s
enabl e+ ho- HHECE] GRS LS Etiog BPRRTEtss db y cauareg ADOR h CORUAGHOR, A 5
encrypted bhﬁﬁﬂﬁg@&bepﬁpdéﬁﬂégfdﬁH@lO stream In a seventh aspect,
the present invention provides apparatus for broadcasting 20 encrypt ed

signals to receiver/ decoders t he apparatus conprising rreans for- generati ng
control .sigpals,for cont lin .0r enabl i n t he dec of sai d
e ypila SRSt aspech the Fiestit iRYsniRBdBRIGR aLik SprossgRing cagryated
respective Eir%g% Wr&é%/ﬁhéo"dc%%hé"&ﬁeﬁﬁd& comprisin %érﬂré% ngatW&t motdBakss the
associ ati ng ffeans conprising neans for generating a si

of broadcast control signals, each class of such signals including receiver/decoder ID

data for selectively enabling receivers/decoders having a corresponding ID to respond

to such a class of control signals, and distributing dynamically individual

15  receiver/decoders between different ID groups in response to input information.

The input information preferably includes payment information and said classes of
control signals enable the receiver/decoders to selectively decrypt portions of an

encrypted broadcast video and/or audio stream.

In a seventh aspect, the present invention provides apparatus for broadcasting
20  encrypted signals to receiver/decoders, the apparatus comprising means for-generating
control signals for controlling or enabling the decryption of said encrypted signals,
means for associating control signals with respective program transmissions within
said broadcast signals, the associating means comprising means for generating a signal

identifying each transmission in a series of transmissions of the same program.

25  Preferably, the apparatus further comprises means for generating a signal for setting
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program 25 Preferably, the apparatus further conprises neans for
generating a signal for setting WO 98/ 43425
PCT/ EP97/ 02107 -6- -6 - a

limt at the receiver/decoders on the nunber of transm ssions in said
seri es whi chlimit at the aeceiertlecoderst e theTnenbzgypfrtensmissions e saigdsgeeias mhéch 0 an
i nput si gnal féeog ecei ver/decoder to vary said limt.

a
Pref er abl y, €aRhBe g5pPEdus Tirhﬁ 3PPATRHF MY PG FESRORSIYE QiR nnyt S123h oM &udi o
streamto arccéver/de%@&&'tgi\}a?y Ed bbb - In an eighth aspect, the
present inventionh provides “a recelver/decoder for receiving and

decrypting broadcast signals in a Pay Per View (PPV) node, the

recei ver/ decoder conpri,sing neans for detecting contrgl signals which
enabl e or cRterenly the a@ﬁ@rgga@tm aranged to tpmspErsaidvidse apdieyRBPSIEABAP A ons
w thin gai dsapé'ﬁt%qﬁao%itSi gnals, said control signals 10 I ncl udi ng

i nformation i éentlfyl ng each transnmission in a series of transm ssions of

t he sanme program and limting neans coupled to said detecting neans
for limti nl% t he nunber of trapnsm ssjions in said series which can be
decrypt ed. Inan eighthpspech thaprgsent yention RIPHigend EresiveHAsnoderior receiying and
arranged to Kalolg : . epLevRIN S t I J3]

value inr edspgf é@gt%ggﬁﬁdgg‘gaé%%fv%a(}vféerw ng gfp‘ﬁfg%&!a ﬂfér ger?g{rvnglggélcggéﬂtmi thin
sai d seri esconipifsingemennscfor dereaity coptref sipedlé whivhngnablkes coB®6Ithe decryptichl
adjusting said |imt value in response to a received broadcast signal.

Pr ef er abl v, of pasticulan Rrpgigmyransaissinns Wikhin said hregdcast signalsyaid spytrolsigmalsed i n
t he r i . P i | : I\

nvent 13 PEGEBUNATAANEE itenutying ench YalllsBol i SREAL: of SRR TbEMe o
encrypt ed bgaamrdp@giangi gdaliMitidghfedns couyled/td agiiddstetingpibaisndr limiting the

a smartcard reader; .. . .. a,processor coupled to the smartcard
reader and BHRREEdrangmissiong in saidserics which can be decrypted.

Preferably, the limiting means comprises a counter arranged to be incremented or
decremented towards a stored limit value in response to each successive viewing of
15  a transmission within said series. The receiver/decoder preferably comprises means

for adjusting said limit value in response to a received broadcast signal.

Preferably, the limiting means comprises a smartcard removably inserted in the

receiver/decoder.

In a ninth aspect, the present invention provides a receiver/decoder for receiving and
20  decrypting encrypted broadcast signals, the receiver/decoder comprising:
a smartcard reader;
a processor coupled to the smartcard reader and arranged to decrypt said
signals in dependence upon an output from the smartcard reader;
memory means containing a stored ID of the receiver/decoder;
25 means for comparing said stored ID with an ID of a smartcard read by the
smartcard reader; and

means for enabling or disabling the decryption of said signals in dependence



si gnal s \yB og@p@edence upon an output fromthe smartcard rBaUEPY7/02107
menory nmeans containing a stored ID of the receiver/decoder; 25
means for conparing said stored IDwith an ID of a smartcard read by the

smartcard reader; and meads for enabling or disabling the
decryption of said signals in dependence WO 98/ 43425

PCT/ EP97/ Oﬁp_m the COmpanSOIL -7 - upon
t he conpari son. The enabling means nay be arranged to enabl e or

di sabl e said snmartcard. The processor may be arranged to enable said
smartcard ifeRsHe}SRei Rapd8dshaleal to enablecsit disubldedidmmarteim.
recei ver/ decoder and srmartcard. The recei ver/decoder may be arranged
to receive and decrypt broadcast video and/or audi o si gnal s.

In a tenth_aspect, the present inventi ' ' in a
recei ver/ dgi‘ﬁcpé?c"ﬁ%orcf@@gh: %gaﬁ%aggéeﬁﬁégﬁgﬂgﬁxaﬁgdrgl | ngilhsgf}{r)\gd %ﬁgse%rey
cont ai Ni NG routine bedwkdrsthe Gbcdit/REode? 3@ Ginavteardecei ver / decoders with whi ch

it may operate and indications 10 as to whether the smartcard may operate
with each of said listed receiver/decoders In an el eventh aspect,

doscti Boa AbeEcatR Bl GG H AR e Glperyey prosE VRleotgRer 9

recei ver/dggg%esrigﬁ,ﬂg_t her conprising neans-for reading the ID of each
recei ver/ decoder listed in the nenory of said smartcard and the
I ndi cati on associated therewith to 15 determ ne whether the smartcard

may be used with the receiver/decoder. .. ..l N _a h t. the
present invBnfi Eﬁ‘?ﬂbrﬁﬁcg’esﬁ{% %%Eﬁ"?clélyanqo&r pﬁ%védﬁ £ h s%x‘ﬁft’:e:%rgi 56;:? REE tz‘of
encrypt ed hrQadeaRtoddr 38 HeSeribedenbave, Jafhkla€@id inchidifig a memory containing

m croprocessor for enabling or controlling decryption of said signals;, and

a menory caudistof [P obispeative refsivssidsensiers with which it may opgyatp srdingiAteRSs s or
bei ng fﬂdaptagdtotw e%lg]c%%ee sggr‘cgaorgtxﬁéjyl oygcrlla e'vﬁfﬂ YU said listed receiver/decoders

In an eleventh aspect, the present invention provide a combination of a
receiver/decoder as described above and a smartcard as described above, said
receiver/decoder further comprising means for reading the ID of each receiver/decoder
listed in the memory of said smartcard and the indication associated therewith to

15  determine whether the smartcard may be used with the receiver/decoder.

- In a twelfth aspect, the present invention provides a smartcard for use with a receiver
of éncrypted broadcast signals, the smartcard comprising
a microprocessor for enabling or controlling decryption of said signals; and
a memory coupled to said microprocessor;

20 said microprocessor being adapted to enable or control the individual
decryption of a plurality of such signals from respective broadcast suppliers of such
signals by means of respective zones in said mcmory,.said zones each being arranged
to store decryption data associated with a respective one of said broadcast suppliers,
said decryption data including a priority level assigned to the smartcard by the

25  respective broadcast supplier and enabling the decryption of signals associated with

that priority level broadcast by that broadcast supplier .



decrypt i‘gggg)“%%épl urality of such signals fromrespectiveppiraponegatr

supplier h signal s by neans of respective zones in said
menory, said zones each bei ng arranged to store decryption data
associated wth a respective one of sai g -broadcast suppliers, sai d

decryption data including a priority |level assigned to the smartcard by the
25 respeghi \Riokity deleh aaystip pssigiedatodthe narirtcag] biemekms rofpa icontralf signagnal s
associated with that priorjty |l evel broadcast by that broadcast

suppl i er . broadcast byythe ragdeast supplier.
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The priority level may be assigned to the smartcard by neans of a control

si gnal In DrAGAE taspect] R presanicaventiaipptovides apparatus fom bevadbastingent h
aspect, the present invention_ provides 3 par.at us_ for broadcas inﬁ o
encrypt ed bnerypiedsbrosiiepshsignals (1@ CRPHEFY SRCOBeEr $3ids Z5@IVEOETAMErS HB¥BEer s
havi ng .5 assigned. t heret Q. esh i LS | oL he appar at us
conpri si ng ;ssxgncdgtﬂereto a résﬁ%(gﬁ;s% é or gg%‘}e"'g’:‘f’ Pr?gg%%{\l% rcgﬁ’\f’gk”é‘ﬁm s for
controlling or gRakifepehbRtide eompdlisighals for comtfolling Or brablieg sist decryptishs, t he
control signals each having an address portion for, el ectivel éf

enabl i ng defrspjst beadpast signalseithe craEelosignals sach Jayingomn o4 PRBIOAG es5s;
and 10 . Jrean r ' ' : r Ldhds@iadafeedt r ol

ol gnal's sereleey Ry pribing g RbERT S ek ik dter HEARP R combldonaRB Apket |
The apparatyyg may further conprise neans for generating a first set of
control signals associated with a respective, broadcast suppl.er of

br oadcdst si gnalmeansdon addisssing fseiver/decodgrs Wi salsl cytiph sianalss edrStiXe!gy wi t h
respective prograns,.i.h . St in the 15 second set having a
swi t chi ng ﬁg??rlg‘ﬁt r‘Pé‘ﬁg"esﬁg%kggé@‘gg%ﬁ%ti on by said

recei ver/ decoders, the control signals in said second set having said
address portion. The apparatus may be arranged to bl ack out

decr ypt i on Bfe appsratusonaxifusiher xmpLise means for g@@F%H’E&ﬁ@EB“éﬂgﬁﬁi‘t&%}I“%@ati on.
Preferred features of the pr ' ' i I dRarely
by way of ?ésomat%gs(gwé}l %I’(%Bé)cttlﬁg ‘r%géaéf rcé%%gf)él%'?to‘#glr %ac&gg%g )?Ig ﬁagﬁdér gé\jcmglrllgs, in

whi ch: - of controlisfiHaR dss6HIBE WHE respeceivd progriins etheucantml signdlsgint te
tel evision system according tQ the

15 second set having a switching portion arranged to gate decryption by said

receiver/decoders, the control signals in said second set having said address portion.

The apparatus may be arranged to black out decryption of a selected program in a

selected geographical location.

Preferred features of the present invention will now be described, purely by way of

20  example, with reference to the accompanying drawings, in which:~

Figure 1.shows the overall architecture of a digital television system according to the

preferred embodiment of the present invention;

Figure 2 shows the architecture of a conditional access system of the digital television

system;

25  Figure 3 shows the structure of an Entitlement Management Message used in the
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pr ef er r e®v@sgitddRirent of the present invention; Fi ger/ep/e2ioows t he
architecture of a conditional access systemof the digital television
system 25 Figure 3 shows the structure of an Entitlenent Managenent
Message used in the WO 98/ 43425~ 9 -
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condi t i onalcoaditional agpessaystem; Figure 4 is a schematic diagram of the
har dwar e of a Subscri ber Authorisation System (SAS) according to a
preferred enbodi nent of the present invention; Figure 5is a
schemati ¢ dfiggreainis afschématiy dibgrascdfiuhehatiwatecofa Sitbscribdr Authbogsation Systema
schemati c di agram of a Subscriber Technical Managenment server form ng
part of thdS8A$:according to apigipreedembodiment i the ReErsant Bventins; pr ocedure for
automati c renewal of subscriptions as i npl ement ed by the SAS;

Figure 8 is a schematic diagramof a group subscription bitmap used in the

automati ¢ Ygurer £ ieAvBthepiaticatiaran of the architbdt@ierof tBe SABAs the structure of
an EMM used I'n the autonmatic renewal procedure; Figure 10 shows in

detail the structure of the EWM
5  Figure 6 is a schematic diagram of a Subscriber Technical Management server

forming part of the SAS;

Figure 7 is a flow diagram of the procedure for automatic renewal of subscriptions as

implemented by the SAS;

Figure 8 is a schematic diagram of a group subscription bitmap used in the automatic

10  remewal procedure;
Figure 9 shows the structure of an EMM used in the automatic renewal procedure;
Figure 10 shows in detail the structure of the EMM;

Figure 11 is a schematic diagram of an order centralized server when used to receive

commands directly through communications servers;

15  Figure 12 illustrates diagrammatically a part of Figure 2 showing one embodiment of

the present invention;

Figure 13 is a schematic diagram of the order centralized server when used to receive

commands from the subscriber authorization system to request a callback;
Figure 14 is a schematic diagram of the communications servers;

20 Figure 15 shows the manner in which EMM emission cycle rate is varied according



Fi gure 69'%/4@42§cherratic di agram of an order centralized spg{g;;@;egg)gg%p used

to receive commands directly through conmuni cati ons 15
Figure 12 illustrates diagrammatically a part of Figure 2 show ng one
enbodi ment of t he present inventiqgp;- Figure 13 is a schematic
di agram of the order centralized server when used to receive conmmands
fromthe Sttbﬂfel’tiirhﬁfgm PPV &&ht;on systemto request a call back;

Figure 14 is a schematic diagram of the conmunications servers; 20

Figure 15 shows the nmanner in which EMM enission cycle rate is varied
ggﬁ.? FECFi)Igglg Oﬂ%uic 16 iw s%ﬁ_éégﬁczéiagram of a Message Emitter used to emit l_?.MMs;_

the timng of a PPV event; Figure.16 is a schematic diagram of a
Message Emtter used to emt EMVE; . Figure 17 is a_schematic diagram
showi ng t h&ignanAd s aschemptisgiagsamshymying thp mannpeo! storage REENEYe within ther ;

5 Figure,l8 1s hemati ¢ di agram of a smartcard; Figure 19 is a
schemati c ﬁ?@?%ﬁ@&% arrangenent of zones in the nmenory of the
smartcard; and Figure 20 is a schematic diagramof a PPV event
description. . An overview of a digital television broadcast and
recept Son FigredBioecchemati¢ifiagranpof a smartcard;

to

Figure 19 is a schematic diagram of an arrangement of zones in the memory of the

smartcard; and
Figure 20 is a schematic diagram of a PPV event description.

An overview of a digital television broadcast and reception system 1000 according to
10  the present invention is shown in Figure 1. The invention includes a mostly
conventional digital television system 2000 which uses the known MPEG-2
compression system to transmit compressed digital signals. In more detail, MPEG-2
compressor 2002 in a broadcast centre receives a digital signal stream (typically a
stream of video signals). The compressor 2002 is connected to a multiplexer and .
15  scrambler 2004 by linkage 2006. The multiplexer 2004 receives a plurality of further
input signals, assembles one or more transport streams and transmits compressed
digital signals to a transmitter 2008 of the broadcast centre via linkage 2010; which
can of course take a wide variety of forms including telecom links. The transmitter
2008 transmits electromagnetic signals via uplink 2012 towards a satellite transponder
20 2014, where they are electronically processed and broadcast via notional downlink
2016 to earth receiver 2018, conventionally in the form of a dish owned or rented by
the end user. The signals received by receiver 2018 are transmitted to an integrated
receiver/decoder 2020 owned or rented by the end user and connected to the end user's
television set 2022. The receiver/decoder 2020 decodes the compressed MPEG-2

25  signal into a television signal for the television set 2022.



10 thewBrggﬁgﬂts invention is shown in Figure 1. The inveatygm7o1i0t udes a

nostly conventional digital television system 2000 which uses the
knovvn MPEG- 2 conpression systemto transmt conpressed digital
signals. In nore detail, MPEG 2 —cldnpr essor 2002 in a broadcast centre
receives a digital si gnal stream (typically a stream of video

signal s). ZAheonditipnalsaoess2§)8en 3000 risewwnaccted ta thel milsiplsxer 2864 and the
scranbl er 2004 b | i nk 20Q06. , The ,mul 2004 receiv lurality
of further receiver/i £oRgEE %g%ﬁ& ds l%@@ér?&ﬁbé P’bﬁ’@%?a‘%ﬁ?t cef‘frﬁr@g&a%bp{nrtrggrrs and
transmts S PS%% bles, the @h&l h&&' to%&é@'cﬁgftﬁ tBlebisRRShlobd@kts 2008 dik drhe

br oadcast centre vi a I'nkage 2010, can of course take a w de
vari ety of nice rhsoadcadtlsdppigprs elﬁesmarttardksapatmeoﬂ dexmyptingt messages rela@mgso

s SRS U 57 5 P S B B
br oadcast \gw,y&%wﬂﬁé e inﬂi‘the receivet/Atodep 2620, ttmgw a&rodaomo and

conventi on a di sh owned or rented he end user.
The si gnal smaetcsidy the dnd usermay pnrchéscBevents inreithsna submtnpbomquntoegrmed
recei ver/ decoder 2020 owned or rented by the end user and connected to the
end user' sPer-viewggdeyj sj on set 2022. The receiver/decoder 2020 decodes the
conpressed MPEG 2 25 signal into a television signal for the tel evision
set 2022. WO 98/ 43425

PCT/ EP97/ O%Dﬁntcractivc system 4000, also connected to the multiplexer 20041 and the A

condi ti onal access stem 3000 i,s .connected to. the | tipl exer,2004 and the
r ecei i / d Seesdist. d2 T 2879 apg ag%i&al?%a&“gaﬁﬂwn the brea rég?%é:&@ég ¢ gAeltan g

partly in E oder 619§fthc | dngengdy & M&%&WHHS%&@ g;gpgx%aﬁm@ qid al

tel evi si on BY oat cas’ts romone or nore broadcast s liers

smart car d, medeahhed bickdelannelt4008. nessages relating to 5 COMEr Ci aI of fers
(that is, one or several television progranmes sold by the broadcast

suppl i er) can be inserted into the receiver/decoder 2020. Using the

decoder qxd tional act %&éﬁg%@d"ﬁ FOW dESSibe TRY nittE ‘a&%ﬁe events in

ei t her asu scr|p|on per-vi ew node. An
interactive system 4000 aI so connected to the multiplexer 2004 and the 10

oty i Wit TefeRnends SERE Dol gy acger BE SacYions! dE6% REFEIOU: BRUVE | ous
appl i cpd | ONSs\RriBer Authon%gﬁ%@np Beomerhd 843 3002 is conné@?éii to one

S
condi t1onal access system 3000 i s ngS: d)éSCI’I bed in nore detail
Wth ref er exramotecSulisgriver MandgementeBystams ($MdS) 3604, tanerS¥Sfor each brpadeast 3000

| ncl udes 19 E’ sy g? Sa(%éslplggtliVCAPép CyPl Izrﬁctalgg gOEg falﬁ'x QA@CI p%g of T%ag%%%u%) 02 is

connect ed t4PB
alternatively be used). Alternatively, one SMS could be shared between two broadcast

suppliers, or one supplier could use two SMSs, and so on.

20  First encrypting units in the form of ciphering units 3008 utilising "mother" smartcards
3010 are connected to the SAS by linkage 3012. Second encrypting units again in the
form of ciphering units 3014 utilising mother smartcards 3016 are connected to the
multiplexer 2004 by linkage 3018. The receiver/decoder 2020 receives a "daughter”
smartcard 3020. It is connected directly to the SAS 3002 by Communications Servers

25 3022 via the modemmed back channel 4002. The SAS sends amongst other things

subscription rights to the daughter smartcard on request.

The smartcards contain the secrets of one or more commercial operators. The



or nore er Managenment Systems (SM5) 3004, one SMSp
broadcas"?algﬁﬁgh?suppl ler, by a respective TCP-1P |inkage 3%:8{%3 (a ?17ough
ot her types of |inkage coul d alternatively be used). Alternatively,
one SMS coul d be shared between two brogxlcast suppliers, or one
supplier could use two SMSs, and so on. 20 First encrypting units in

the form Ofméﬁx@hwmai@at&&ﬂcsyp'w@i&ctﬁnt kings bfmessapéramd theradatigiteff$martcards 3010
are connected to the SAS by |inkage 3012. Second encrypting units again in

t he deryptothe gnessegesny they havesdesights 10 €9 #y ot her snartcards 3016 are
connected to the nultlplexer 2004 by |inkage 3018. The
recei ver/ decoder 2020 receives a "daughter” smartcard 3020. It is

connect ed ghe gt ¥nd Secohe rig 8 Qhith 3008 B B01 3t doRi}ris®ed MRk Sar electrd@ié2 Vi a
t he modemmed back channel 4002. "The SAS sénds anpngst other things

subscri pt i ¥MEigrd withosoftieerel stogest er 28 FRFRRQAMd uprior cjestromc cards and phe

\sMr;a ggf%gg; fan tal n.”OtlB a%rlgtrgsp%]::n‘(/)e%% f3r ehth Ele&Pome rcgll' one car8t38i§’) for ihe

PCT/ EP97/ 0814(9? pting the ECMs and one (card 3010) for encrypting the EMMs. - 12 -
"nother" smarticard encrypts different kinds of nessages and the "daughter™

smart cards decrypt the nmessages, if they have the rights to do so.

el ot roni c 1o operagn of P S oty B 200858 o SERGLRTr T Snerd”

el ect r oni CugRMA%, BedeseABed f mofe @il it réfetéhca el t%xdu@%@ﬁ?bhéﬁ@d of the or
each electronic card, one (card 3016) for encr % ting the ECMs and one

(card 301o;c1¢\c$1osrszf$t9@t200g angethgompditional access Fhigten ion of the
conditional access system 3000 of the digital television system Wil |
now be described in nore detail with reference to the various conponents of

the 10 Mehileipl édepranaysdrgmb’moo and the conditional access system 3000.
l\/UItlggexer Ccra Wth reference to Figures 1 and 2, in
t he br oadc ¥ith @fntemee tq ﬁmumSgl ard 2yindtbe bsgagisagt cenfre, the digital widee é@ale@sed
(or bit rate.reduce
corrpressed gﬁtgg?gfpresg%g r@ﬁbﬂ {1 ﬁ\d@’?@? ?%gé)ﬁg W ?gggllpr%gd(f %cr"a & 2004-
via the  comptdstddagignal G0 Ghdnntraristiftted @ he xﬂmltfpleahemsmmbleatzbm vidagha, such
as ot her co ressed 15 dat a

age 2006 in order to be multiplexed with other data, such as other compressed

15 data.

" The scrambler generates a control word used in the scrambling process and included
in the MPEG-2 stream in the multiplexer 2004. The control word is generated
internally and enables the end user's integrated receiver/decoder 2020 fo descramble

the programme.

20  Access criteria, indicating how the programme is commercialised, are also added to
the MPEG-2 stream. The programme may be commercialised in either one of a
number of "subscription” modes and/or one of a number of "Pay Per View” (PPV)
modes or events. In the subscription mode, the end user subscribes to one or more
commercial offers, or "bouquets”, thus getting the rights to watch every channel inside

25  those bouquets. In the preferred embodiment, up to 960 commercial offers may be
selected from a bouquet of channels. In the Pay Per View mode, the end user is

provided with the capability to purchase events as he wishes. This can be achieved



The scrandpb@@mg@gerat es a control word used in the scranbl ipgg/do9689$ and

I ncl uded in the MPEG 2 streamin the nmultiplexer 2004. The control
word is generated internally and enabl es the end user's integrated
recei ver/ decoder 2020 to descranble =13 t+he pr ogr ame. 20 Access

criteria, indicating how the programre is g':ormerm alised, are also added to
the MPEG 2 by pxsbnnprﬁmogsmggthamtmydb@cedmmrwgﬂ medel)i or by pershasingethef a

nunber of sub cription. de Jor u Pay, Per
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subscri bes hééreae §Abscbess, whether 6P HBEMhEY wat@f fnSubscriftionR UENe briode, Bt T
getting the rights to wat ¢h every channel inside 25 t hose bouquets. In

t he pref er r eoiresyBBYi viewers nepd not 9&@ssasiiynbe subscribefser s may be sel ect ed
from a bouquet of channels. In the Pay Per View node, the end user is _
provided with the capability to purchase events as he w shes. This can be

g‘é;‘_} E\Iégg | 0o Bth the \86h?28Y WodiZmd the access criteria are used to build an Entitlempgnt Control by
ei t her pre- Meskiged EOM); ethimis a messdga sent il ‘telatiotowith anedetambled piogramyrthkasi ng

t he event as sopn as | ' | se node"). . In the
pref erred eyﬂ%fﬁﬁﬁgﬁféﬂ’?tamélal Control Woffg{‘a"r'gi gtag glﬁé‘% 5@?‘3’3’“%%% REhegrogam) { hey
watch in su fHechbé%Q Efcxﬁp\f tHng%ad@ciéﬁ ﬂfbffgﬁaem C’I‘he ﬁ@éé%§ @rnp by agﬁ %ﬁﬁhﬁ wiggd not

necessarily be subscribers ontr ol mor access
criteria ar ereuszantnnmadml thel seaonErdncIyIpengmnitG@Mrvmd thc lmkangG}s&gIan hisGMit, this

is a nessage n relation wt e scr.a ssage
contai i8 a é’é |1s mateﬁawﬁiwpéﬁqm/dgmﬂmtt%@ oﬁé% ﬂ&%}%ﬁnv} ﬁeafanSr am
and the accggg criteria of the broadcast program The access criteria and
control are transmtted to the second encrypting unit 3014 via
the linkage 3018. In this unit, 10 an ECM i s generat ed encrypt ed and
transmttedo toIh Each
Ser i ce. br oEARAEEViSy broRcaiihy BrogdTist FEPHER 1 o dataira e SHPBINS A MBS
nunber of Histitc? tdciffoneARP B REmplely RIVELE Fro ¢ SheRARY Q0VRREE
includes a vid onponent, an au i 0 conponen a sub-title conponent
and so on. Eembomefnt,thesuﬁ:g&omp@mnonesmbsnm campemantcaedm tpdeachmﬁlﬂhe}e

scrarrbl d and enc d for subs.e a st to der
Sona 1S oEfmBpsaR BE R, SQRickS B B Sheryted by iufreaRe
separ at € ECMda%cis?‘ilb“tHeef}ansponder 2014. In respect of each scrambled component of the

service, a separate ECM is required.

Programme Transmission

The multiplexer 2004 receives electrical signals comprising encrypted EMMs from the
20  SAS 3002, encrypted ECMs from the second encrypting unit 3014 and compressed

programmes from the compressor 2002. The multiplexer 2004 scrambles the

programmes and transmits the scrambled programmes, the encrypted EMMs and the

encrypted ECMs as electric signals to a transmitter 2008 of the broadcast centre via

linkage 2010. The transmitter 2008 transmits electromagnetic signals towards the
25  satellite transponder 2014 via uplink 2012.

Programme Reception

The satellite transponder 2014 receives and processes the electromagnetic signals

transmitted by the transmitter 2008 and transmits the signals on to the earth receiver



Progra 1 SSi on The mul ti pl exer 2004 receive L&Al
si gnal m%mgng encrypted EMMs fromthe 20 SAS 3002, ?gﬁ@?@%{%gﬂz%

fromthe second encrypting unit 3014 and conpressed programes from
t he conpressor 2002. The multipl exer 2@Q4- scranbl es t he progr anmes
and transmts the scranbl ed programmes, the encrypted EMV and the
encrypt ed Zg8b cagventionally ¢n sheg fdis of @ dish roanedi 6t winted0DP the ehdeaustr, odaicast
centre via | i nkage 2010. The transmitter 2008 transmts

el ect r omagdmwlinks 2gHal sTheignals aersived by ggeevern 2018 rasp dpasmilted o 4bg)j o
link 2012 . P | ' d
S014 1 eooi e ssrie AT PORE BERM O sented by W e uSer diPedrnBlBd 40VIDL

by th /e t r agRe Ndnidt Sder?ORRVRISh bétaZGaD. t Thehecsiveriddcadan2020 demultiplées tkeei ver
WO 98/ 43425
PCT/ EF®7/ Osigupts to obtain scrambled programmes with encrypted EMMs and encryjpfed ECMs.

2018, conventionally in the formof a dish owed or rented by the end user,
Vi a downl i nk 2016. The signals received by receiver 2018 are

transm tteg the pré@amme is hdttseginibiled] thecs] vierECMChaiebeeaOR4hsminabiwith thent ed
by the end user and connected to the end user's teleyvisign set 2022.
The recei vMBEfEcdosiznany xoregeinen/dacpiendd20 dgeompresses thyndata andtrapsfenms the

o7 ogr amme REMGROGLPisfb el fon eI AR B B O it the

MPEG 2 stream the receiver/decoder 2020 deconpresses the data and
transforns the signal into a video signal for transm ssion tg
t el evi si onlfghe prgzamme is scramblgd, threregpiyed/ er; 2020 axtrgptsdhe cemesponding

receiygr/d r 202 r s the,corres i Q, b EG 2
strea and5§§€§8§‘ &ﬁ&%‘?gﬁf%’éan%l%%#t%?%‘?f%ard " Osiﬁn%ﬁb&#agp %fhe end
user. Thi spfihetenidiuBérd Fhib oMoty b a Rolsirg: inahe racelved/decudier 2000 OTheldamgtienght er
smartcard 3020 controls whether the end user has the right to decrypt the

ECM and  smarteasd 3680 sontrols viether sherend pserhs therighigter dsreyndithe EEM andassed

to the recgiver/decaoder 020_t 9 _indi -l e nrogr not be
descr anbl etf 25F°% W& RAReF2TERT Hﬁ%‘é’ igggétﬁ’gvsgﬂé & %% 5710{[ Q) ﬂ{gr{g&rﬁ%@g&&g
decrypted a0z tdéndicuné k1ot the pebgexhinacdaaifiot Bdrdestearnbled. If the eRd6ercdmest hen
descranbl e the progranmme_using this control word. The MPEG;?2 tream

i s ded8npr bavsethe ights, th ECM deidecsypied apd G@‘oc%‘}t@gﬁ(’fﬂ&?‘t’éﬁﬁ%r dhedsAdfF ssi on

to tﬁbfﬁ’ 'cgﬂ A 8dscadfie the programme using this control word. The MPEG-2

stream is decompressed and translated into a video signal for onward transmission to

television set 2022.

Subscriber Management System (SMS) _
20 A Subscriber Management System (SMS) 3004 includes a database 3024 which

manages, amongst others, all of the end user files, commercial offers (such as tariffs
and promotions), subscriptions, PPV details, and data regarding end user consumption

and authorization. The SMS may be physically remote from the SAS.

Each SMS 3004 transmits messages to the SAS 3002 via respective linkage 3006
25  which imply modifications to or creations of Entitlement Management Messages

(EMMs) to be transmitted to end users.

The SMS 3004 also transmits messages to the SAS 3002 which imply no



Subscri Mpagenment System (SM5) 20 A Subscri ber Manageqmpb7/Eyet em
(SMs) 3 I ncl udes a dat abase 3024 which manages, anongst ot hers,
all of the end user files, commercial offers (such as tariffs and
pronotions), subscriptions, PPV detai+d5 and data regarding end user

consunpti on and authorization. The SMVB may be physically remote from
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users.
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PCT/ EP97/ 02107 - 15 -

Cate ! Onfd@?%mé%o@?éoé%w sols: e Rty FeeEing lpalifn,c °
or deri gg P& %tc%lloﬁacf] nf&ﬁlatlon or %Hﬁi(a'jé‘lnfbﬁﬁ&tldnb‘?o EH},dSMSeJOOW dd thReEit Wiﬁir ged).

As desTri b |"at er sen nmessageS (typically requestl ng

i nf or mat i obe 5ppar&nahatamrmahnwmb¢twbm pheet tvemisgwaswayi ng i nf ormation) to
the SM5 3004, so that it wll be apparent that comunicati on between
the two i s two-way. Entitl ement Managenent Messages (EMM)

The EMM i spasiflemefd M ehiftine Mbta EMMe)dual end user (subscriber), or a
group users, only (irn contrast with an ECM which is dedicated
to onef SCL Tho BMMILB a nmss:agpa:hdn:amdlty aorindividsial ond yeerdsuhsetibes),YraagioEp | f
part of the_sa ffer Each ont Al ven
nunber of &hgn é’é?rémrl%ﬁ én Wﬁg?ﬁté"éf& + Whict?; g&é%%ydf ?é}%rBPll%% si ng
the bagdw ¢ dgrn%{.&@tom? or ACER TP sbRNHIE] BrovanfRs lipﬁérfnot thd'§ame commefidlhi ng
of a great er of ‘end users. arious specific types of EMM are

useddl 3 pubffgr)g Edvh groeps emdy ¢onfaintai given mxmbpt af end wsers. 5 This| ¢rganisation) as EMVs
are dedi cated to .i ndividual, bscri,be a ar e t |caII used | he
provi si on BETPRimsat gpERising &?%@dwﬂ‘ifgs@agffn?‘é‘ieﬁs %ncg$r8ﬁ% %B"f{ﬂ t|ther and

the positifching of a great number of end users.

Various specific types of EMM are used in putting the present invention into practice.
15  Individual EMMs are dedicated to individual subscribers, and are typically used in the
provision of Pay Per View services; these contain the group identifier and the position
of the subscriber in that group. So-called “Group” subscription EMMs are dedicated
to groups of, say, 256 individual users, and are typically used in the administration of
some subscription services. This EMM has a group identifier and a subscribers’
20  group bitmap. Audience EMMs are dedicated to entire audiences, and might for
example be used by a particular operator to provide certain free services. An
“andience” is the totality of subscribers having smartcards which bear the same
Operator Identifier (OPI). Finally, a “unique” EMM is addressed to the unique

identifier of the smartcard.

25  The structure of a typical EMM is now described with reference to Figure 3.
Basically, the EMM, which is implemented as a series of digital data bits, comprises
a header 3060, the EMM proper 3062, and a signature 3064. The header 3060 in turn
comprises a type identifier 3066 to identify whether the type is individual, group,
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dedi cat ed groups of, say, 256 individual users, a ically
used in the adm ni stration of some subscription services. This EMM
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| ength of the EMM an optional address 3070 for the EMM an operator
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agai nst cor4dkabwidgitg rfeBélpt 6Nk thédgagdts iggneratetg HVEMS 3004 and PA&eS theser
Aut hori zati on System ( SAS The nmessages generated by the SM5 3004 are
passedl@®i a adkpRulpdgementste thheMS 3004. Subscri ber Aut hori zati on System ( SAS)
3002, which in turn generates nessages acknow edgi ng recei pt of the
nmessages generated by the SM5 3004 and passes these 10 acknow edgenent s
to the SM5S 39@Hown in Figure A athevWardwarkilges] @éhel SASt cdnisridea isl Wab®n| f8shedn 4 he
SAS conprises in known fashion a mai nf rame conput er 3050 (in the

preferred cmpidfamentorzputer30a8clin Hhe) prefemied emekpdiment a PEGmackinehennaected

keyboar ds 52 f | put. - <0 Vi su ..k spl ay
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15  3056. Bisplyrionitn0aDpuy) 3054ifar displag of@ytpue ifonwatibadand data storagAimdahe
software level the SAS runs, in the preferred enbodi mrent on a standard open
VMBS opgat i%565y‘éqrawedalngmqyemd?aréwwm%bmwéd% chitecture is now
described in

At the software level the SAS runs, in the preferred embodiment on a standard open
VMS operating system, a suite of software whose architecture is now described in
overview with reference to Figure 5; it will be understood that the software could

alteratively be implemented in hardware.

20  In overview the SAS comprises a Subscription Chain area 3100 to give rights for
subscription mode and to renew the rights automatically each month, a Pay Per View
Chain area 3200 to give rights for PPV events, and an EMM Injector 3300 for passing
EMMs created by the Subscription and PPV chain areas to the multiplexer and
scrambler 2004, and hence to feed the MPEG stream with EMMs. If other rights are
25  to be granted, such as Pay Per File (PPF) rights in the case of downloading computer

software to a user’s Personal Computer, other similar areas are also provided.

One function of the SAS 3002 is to manage the access rights to television
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for subscription node and to remew the ri ghts automatically each
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pr ogr ares ThavsibsatipgoR Chatimamac3 00 ebmprisesi & Coimarnd [Thiceface0p 81025¢) d as
PPV events according to different nodes of conmercialisation

(pr e- book Mukecrihesiechrical Managasmrat (STND ssresr 7164, a Messagn fgnerator (MG
rights a”dgilﬁﬁi%{gfﬁl@%ii’g&iﬁgerﬁ%éﬁ@f romthe SMS 3004, generates EMVB
y : e {

for the su scription Chain area 3100 conprises a

Command Interface (Cl) 3102, a Subscri ber Techni cal Managenent (STM
server 3104, a Message Generator (M3 3106, and the G phering Unit
3008. The B¢ Girin @gai3d00 cempassaiciuiborisaionaterven (A8 3282, orelaioneler

(AS) 3202, el at . I . t 3 for, stori rel e t tails of
the end us gatba%ea%%dggﬁrgf% ﬁeg%aaagﬁegﬁgssép% cndﬁﬁ%: a@g&%{iﬁ%ﬁ%&;\%ﬁc 3206
for the daBabssPatadise Betoes VG fr i the dakBhseglan(G¥S} Centralized2Setverd(GES) €r
for Progranmme Broadcaster (SPB) 3208, a Message Generator (MY 3210

whose func328h # Sepyas femProgramae Hpadcaster (SRBY 3208, iseMessgge Geperatns (R n

G phering GLP vies Bhol S bAGRENAE Rl ot 1BS dripGSiudtEbibn Colbert Bhd o
Message Enmii§ hesice fdvEiebcrittdXurtBe0H, anySdetail, 33AGheCipi2Rg Wiid 3606.t war e
Mul tipl exers (SMJXs) 3310 and 3312. In the preferred enbodi nment

there are two MEs, 3302 and 3304 for the Message Generator 3106, with

;23 ot her MR ﬁﬁ@[ ﬁﬁgéo%o%%%r{sgsr a Hﬁ?alk\/? F %&%sa%'ﬁﬁﬁlleﬁr(l\r%%%%%%og?’ 02
15 3306 and 3308 and Software Multiplexers (SMUXs) 3310 and 3312. In the preferred
embodiment, there are two MEs, 3302 and 3304 for the Message Generator 3106, with
the other two MEs 3306 and 3308 for the Message Generator 3210. MEs 3302 and
3306 are connected to the SMUX 3310 whilst MEs 3304 and 3308 are connected to
the SMUX 3312.

20  Each of the three main components of the SAS (the Subscription Chain area, the PPV

Chain area and the EMM Injector) are now considered in more detail.

Subscription Chain Area
Considering first the Subscription Chain area 3100, the Command Interface 3102 is

primarily for despatching messages from the SMS 3004 to the STM server 3104, as
25  well as to the OCS 3206, and from the OCS to the SMS. The Command Interface
takes as input from the SMS either direct commands or batch files containing

commands. It performs syntactic analysis on the messages coming from the STM
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server,5 an@fifdesimied enit accurate nmessages when an error occurs in a
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f t hat i |

bhch coma GTEES difBassed to (ESTM GErvak® MASSER colrhdl®, WOISIRE Kifver KO0

message t o arfargéd twsénd aheackhdwledgdmentmessage to ¢chen@nonlpashdiedre relevant
successfully processed and sent . to t STM server i ncl udes

he h

a subscri b&PrmAndpiasbesy speces “U%P&?eﬁey%ﬁécmeﬁ"e%}{{ 15  paranmeters of
the subscribers are stored (smartcard nunber, commercial offers, state,
group and position in the group, and so on). The database perforns semantic
checks TheoSTMh sexveminciudessa mubinyribeh alaGbagd G228gai metictt kil thentebaventof t he
databage. ang MRE3'Fhe subscribeld are btored tSmirioatd hiimbes CoBmsercial Seeerd) deste,

group and position in the group, and so on). The database performs semantic checks

of the commands sent by the CI 3102 against the content of the database, and updates

the database when the commands are valid.

The STM server further manages a First In First Out (FIFO) buffer 3122 between the
20  STM server and the MG, as well as a backup disk FIFO 3124. The purpose of the
FIFOs is to average the flow of commands from the CI if the MG is not able to
respond for a while for any reason. They can also ensure that in the case of a crash
of the STM server or MG no command will be lost, since the STM server is arranged
to empty (that is, send to the MG) its FIFOs when restarted. The FIFOs are

25  implemented as files.

The STM server includes at its core an automatic remewal server 3126 which
automatically generates renewals, and, if rcquiréd by the operators, free rights. In this

context, the generation of renewals may be thought of as including the generation of
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comands require y commands that a new subscg{(gtion
10  shoul dhdeassiod nbadpayment)h 2By miniexsisg icopmant sxchange dotvedenthel SHS pped
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f eat ur es offesthres ofnhé tomditibnad acesss sgstemeii09FDeglyer al | y. 15 Automatic
renewal proceeds in the fashion indicated in the flow diagramof Figure 7.
In order to reduce bandw dth, and given that a very high percentage of all
renewadss  Autom3fi€ réilednd gf&eedﬁﬂqm@kasaromﬁ@i@ﬁtea fin HeONP® dfpramied Figdrerrs; in
the préferred enbodi ment there are 256 individual subscribers per
group. The Ihl crderdioagdaca bamiwidthyand gives thatag very high perceptaga 90 all speevalvceeds

to step 3132 where.a nonthly acgtivation of .the renewal 2 f t.| | s
made (al t higRapfardoEnewal; RrX%e f‘%%mHB?)?’g%’ibﬁ?ré TS H’é&o‘?rﬁgcfmflregfgb&gk% etés are
there are 256 individual subscribers per group. The flow diagram begins with the start

step 3130, and proceeds to step 3132 where a monthly activation of the renewal
20  function is made (although of course it will be appreciated that other frequencies are
also possible). With a monthly frequency, rights are given to the end user for the

current month and all of the following month, at which point they expire if not

renewed.

In step 3134 the subscriber database 3120 is accessed in respect of each group and
25  each individual within that group to determine whether rights for the particular

individual are to be renewed.

In step 3136, a group subscription bitmap is set up according to the contents of the

subscriber database, as shown in Figure 8. The bitmap comprises a group identifier
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they expire if not renewed. In step 3134 the subscri ber

dat abase 3120 is accessed in respect ofygeach group and 25 each

I ndi vidual within that group to determ ne whether rights for the particul ar

| Ndi Vi dual (8! AsDErdGNLUEAG1") 3138 and 335 RNAGGE HioscHbet SWbsHBRCTTHR! | ON

bitmap is Set up according to the contents of the scri be
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\é\g—?gpggfggﬁgular subscriber is to have his rights renewed. A typical set of binggy data is

(in this cgsfmi3PHR fleure. GL") 3138 and 256 individual subscriber zones
3140. The rf)ndif\;ﬁué%al bits in the bitmap are set to 1 or zero
according to whether or not the particul ar subscriber is to have his
rights_renewed. _A ical set of binary data is shown in the figure.
5  Indste gtm@lﬁ#i)?ea?p@r%}qt%pgnm%%&pélpgélquaqog.;a supseTiption Hitd3Bs¥E| pt i on
bi t mp, ar ased Vef9aY t he
Message Ge %sf%(% (t:)or tHS’ets aﬁé Behbfe obs??'eggen gégégf@cﬁ%n@sl@% |§§§é§g{a€)§%‘§§n

smart card dhepledatmeeizyo tudindidatdtd the gaartdacd tiser date beyorslibdidh thei partidaddy! i s

not valid; typicall i.s date s set, as, the end of the _next nonth.
In step 31&*?%%%“%@%‘8@ E%tn‘@?’gi B’P“g"gﬁéglét te 15581135 the cag AthraRexi dbr i at e
group 10 subscription EM and asks the Ci phering Unit 3008 to cipher the

EMM5, the ci phered EMVs being then passed to the EMM I njector 3300,
whi ch, in Bt sipp 3146the Message Kjeaefatortdeacialdvifromitbe toramiPiCaphropriae gioupam
Step 3148 indicates t the aboye descr.i bed pr dure |s repeated for each
and ed@ry Subscnptgqlbéé’!kﬁ?h@ ?gﬁfe\é’é &B’Eﬂﬂéﬁ?’%ﬂplﬁ%gg‘ﬁt Cipgery thee BYIMS, Seop
step 3150. .; bdipwvesh HERRENRS RS ' ef,£ Fi gure
7 rel ates flﬁhgrggtEﬁ% lg%/e%nﬁs%gﬂ y to Ethe r ne&/glﬁg?’hvg%xgg’(zfﬁ %%‘1?8%&5)6’ The
STM al so ninjieate thel EMMssinto tlser MPBG-2 data stresm. audi ence rights and new
subscri bers.

Step 3148 indicates that the above described procedure is repeated for each and every

group: The process is finally brought to an end at stop step 3150.

15  The flow diagram described above with reference to Figure 7 relates in fact
specifically to the renewal of subscriptions. The STM also manages in a similar way

free audience rights and new subscribers.

In the case of frée audience rights, available for specific television programmes or
groups of such programmes, these are made available by the STM issuing a command
20  to the Message Generator to generate appropriate audience EMMs (for a whole
audience) with an obsolescence date a given number of days (or weeks) hence. The

MG computes the precise obsolescence date based on the STM command.

In the case of new subscribers, these are dealt with in two stages. Firstly, on purchase
the smartcard in the receiver/decoder 2020 (if desired by the operator) affords the
25  subscriber free rights for a given period (typically a few days). This is achieved by

generating a bitmap for the subscriber which includes the relevant obsolescence date.
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suspensi on ipusgshisgenewal and sugpnRIONIUPRSTEe to Figure 9, a typi cal
subscription EMM proper (that is, ignoring the 15 header and signature)
generated by the above procedure conprises the follow ng main )

portions, @l refersrtieaal Rigura 9 5&ypichl subseriptiqn EMM (poopes(tet ds, hgnagingghoup)

bi t 3152, 128 bit f t cipheri ke 1 f th
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access to st p and 16 bits of obsol escence 20 date 3158

to i ndi cat el2ghbitslof mahagenmeoht wipheting keysAt¥4 foarthe winhering o6 ithe ENBMERA/DILS n
of each exploitation ciphering key 3156 to enable the smartcard 3020 to decipher a

control word to provide access to broadcast programmes, and 16 bits of obsolescence
20  date 3158 to indicate the date beyond which the smartcard will ignore the EMM. In
fact in the preferred embodiment three exploitation keys are provided, one set for the
present month, one set for the next month, and one for resume purposes in the event

of system failure.

In more detail, the group subscription EMM proper has all of the abov; components,
25  except the management ciphering keys 3154. The commercial offer subscription
EMM proper (which is for an individual subscriber) includes instead of the full
subscribers’ group bitmap 3152 the group ID followed by the position in the group,
and then management ciphering keys 3154 and three exploitation keys 3156, followed

by the relevant obsolescence date 3158.
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Again with reference to Figure 5 the Message Cenerator includes its own
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and sends them to the ME.

On generation of an EMM, the MG assigns a unique identifier to the EMM. When
the MG passes the EMM to the ME, it also passes the EMM ID. This enables
20  identification of a particular EMM at both the MG and the ME.

Also concerning the Subscription Chain area, the Message Generator includes two
FIFOs 3162 and 3164, one for each of the relevant Message Emitters 3302 and 3304
in the EMM Injector 3300, for storing the ciphered EMMs. Since the Subscription
Chain area and EMM injector may be a significant distance apart, the use of FIFOs
25  can allow full continuity in EMM transmission even if the iinks 3166 and 3168
between the two fail. Similar FIFO’s are provided in the Pay Per View Chain area.

One particular feature of the Message Generator in particular and the conditional

access system in general concerns the way that it reduces the length of the EMM
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one byte of inf.or matj on bits .being.reserved f.or the I D, _an our
for the | _erﬂj’f‘ﬂ‘.’enB@&g’ﬁtéémngt ?f’%mé lengtﬁi]§ uﬁ%cgt S FPRETRARACRSs being W@retsﬁ‘gcé_engt h
in trug bi naryichRsEY Able, 3tditd fiLs6Rbe Ghta SEBOMARE Message Geb&awfegdee tEgRI TS
and the actual length is used, this correspondence being represented 10

in a | ook- up. tEi#l enrrespondsaice is ypinallyas {pBews+78 in t he Message Gener at or

=

(see Figure 5). The correspondence is typically as follows: -
0000 = 0 0001 = 1 0010 =
2 15 ofipll= = o 3 . 0100 = 4
0101 = 5 0110 = 6 0111 =
7 20 00Woo= = 1 8 1001 = 9
1010 = 10 0010 = ) 1011 = 11
15 0011 = 3
0100 = 4
0101 = 5
0110 = 6
0111 = 7
20 1000 = 8
1001 = 9
1010 = 10
1011 = 11
1100 = 12
25 1101 = 16
1110 = 24
1111 = 32

It will be seen that the length parameter is not directly proportional to the actual
length of the packet; the relationship is in part more quadratic rather than linear. This

30  allows for a greater range of packet length.
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Pay Per Vi eQordeniing fliecPay Per VioiGChaimareg 3200, Rdth federehbecty Figatens dn eorg200,
with reference to Figure 5in tai| the Authorisatijon Server

d
3202 has asdetallthe pu rieHITSERIET 207 has i2s dis it dhe Order Coplpplized Sieeyer
onmuni cat 10" 98, RAGHl5, SREMRRIGH SEhRCEachl SEONCERRY ot (@nhilfy §, e

subscriger ComitaivatibisoBervee 383233 @Rrchass etPRY ptodmesact i ons takes place. |f
t he subscriber is authorized for the order, the AS creates a bill and

sends it to the OCS. QO herwise, it signals to the OCS that the order

I S not aut hor4 P | I oSis fkes
transacti o¥ dﬂ%%i’s%beﬂ,&%kﬁ%*d%tﬂ é’?‘ ?‘L} e‘x’é??"%gf?"g %géﬁks%ﬁatogﬁas e @Eagz \I/fl tget he
dat abase sesubseribet BBAShoRA&dSLor ithe atdet,ahs A oreates anisiicindosends dt to the OCS.

aut horized; this optimzes the n er of dat abase accesses. The
criteria acotbenvisy i siehasdA t@%@%&f%?‘giéés liﬂjraé‘ﬁ'é@b’-eafe stored in the
dat abase, accessed t hrough DBAS processes. In one enbodi nent, the

dat abase is the sane as t he dat abase accessed by the STM 15

Dependi ng Joris oaBnatitRr end bDfthik &et of hansatioho that ahe QNS updstes Rbe e visad
(PPV_For bi dden, Casi noForbidden ...). These kind of criteria are updated by
STM ~ 10 Fatabase 3204 Kial the sletabase sstxsTSOBBAS) 3206, if at least one transaction was

authorized; this optimizes the number of database accesses.

The criteria according to which the AS authorizes purchase are stored in the database,
accessed through DBAS processes. In one embodiment, the database is the same as
the database accessed by the STM.

1S  Depending on consumer profile, the authorization may be denied
(PPV_Forbidden,Casino_Forbidden ...). These kind of criteria are updated by STM
3104, on behalf of the SMS 3004.

Other parameters are checked, such as limits allowed for purchase (either by credit’

card, automatic payment, or number of authorized token purchases per day).

20  In case of payment with a credit card, the number of the card is checked against a
local blacklist stored in the local blacklist database 3205.

When all the vcrificatidns are successful, the AS:-

1. Generates a bill and sends it to the OCS, which completes this bill and stores

it in a file, this file being later sent to the SMS for processing (customer actual
25  billing); and



Q her panggeigigssare checked, such as limts allowed for p cﬁ'?ﬁ?‘? Lt her
by credit card, automatic paynent, or nunber of aut hgilze {0(% Zn

pur chases per day). 20 In case of paynment with a credit card, the
nunber of the card is checked against g-5s5_ | ocal bl acklist stored in the
| ocal bl acklist database 3205. \/%hen all the verifications are

successful 5 the Bfdates the datdbase, mSRAEIASR@TeW PirchasdNfmfends it to the CCS,
whi ch conpletes this bill and stores it inafile, this file being

| at er sent Thist bieeckvahd-@engratebibiifrdK cmethanism aspplizs &5 eadhi |donmgnd and

4342 . . « e . .
\Ié\gT? E{:)gg / Ogsﬂy?criber may request during a single connection (it is possible to order €.gs5 movies

2. Updat s, Liis ﬂ;@s.e, mainly to set new purchase limts. Thi s
check-and-g%nae%lgge?{j%lg I f-OK mechani sm applies for each conmand a

subscri ber may request during a single connection (it is possible to order
e.g. 5 novies I n si.pgl essi on) . 5 It.is to, be noted that the
AS has & redusde benppied ?}Eﬁt tB%f'% i’ﬁ? iao?’rgé‘iﬁﬁlc%rpﬂ?’ﬁg"ftt jpdormation copge@mg e, by
conpari son Witk ﬂar?% tuiien A%y G e, dges

hol d t he naé%&%}ﬂeggﬁaxg@ 0 ?he s%gg‘rﬂl b r@ %hgog?ﬁer céﬁ%,A$ﬁécsA%mdoes
hol d the  hold theraame ar dddrassef the fsubdoveibsu bOarthbé ether hined, shd S ddresrhiofd the
consuner category. (so . that different off§r$ can be made to different

subscri ber syArEad pamesn Off thg bR, Sieasubsprbers cRRNEIer Fa808X ittt he
subscri ber gpa HUTGERAS EarPBe Bldad !t dif?&rcﬁ?sdb}cﬁb‘é@e N84 afibpd S es which state
b Use o AmoUAt of ThF

smartcard has been stol en. a reduce ornBtion can hel p
to 10 r edthethet, fier exavpld, tid subscniber akaypurchase bherddie onhp & fusperidad or his
subscri ber request. The i n. purpose of the Ss 3206 is, to

i ncrease daﬁ’%%é%aéé $8s O5FRSRlER-s 124 gngeﬁuc a’PH‘é“tA@g)F‘ﬁMPé‘I fa) hslg tone
accesses ( I | Q 4 D ' a
confi gur at ?%gﬁ%?ﬁéoﬂn?dﬁgge%%%{l @n%@%a?mgéﬁgggdﬁﬁéﬁgw many
DBASes shoul d connect. A given DBAS may be connected to only one AS.

The OCS 2307 nminly deal s, \ Erman s. It rates in several _ nodes.
The mla?n urpose of t\glethKEs 3%8 18 toclncreasc c?aEc)a ase perf(l)rmancg seen from
the AS, by paralleling the accesses (so actually it does not make much sense to define
15  a configuration with only one DBAS). An AS parameter determines how many

DBASes should connect. A given DBAS may be connected to only one AS.
The OCS 2307 mainly deals with PPV commands. It operates in several modes.

Firstly, it operates to process commands issued by the SMS, such as product
refreshment (for instance, if the bill is already stored by the SMS, no bill is generated
20 by the OCS), update of the wallet in the smartcard 3020, and session

cancellation/update.

The various steps in the procedure are:— _
1. Identifying the relevant subscriber (using the AS 3202);
2. If valid, generate adequate commands to the Message Generator, in order to
25  send an appropriate EMM. Commands may be:
Product commancis,

Update of the wallet,



Fi rStly’r@%{”‘?‘ﬁ"g??F es to process conmands issued by the Swsyci_ﬁgggﬁéo_}aagduct

refresh instance, if the bill is already stored b

bill is generated 20 by the OCS), update of the wallet in the smartcard
3020, and session cancel | ati on/ updgt e. The various steps in
the procedure are: - 1. I dentifyirng the rel evant subscriber (using
the AS 3202); 2Sessionldrasi@d.i d, generate adequate commands to the
Message Generator, in order to 25 send an appropriate EMM Conmands nay
be: Note that these opePatimbs clio o implydsreation of billing information, sidgel &fliingf t he

| 4342 . s
\|,pvac-|-/ 2}3197 / Ozigglfeadvﬁx?o%(m gomSthe SMS. These operations are assimilated to "free groducts"

Sessi on eraﬁh‘&ﬁ\sc. Not e that these operations do not inply creation of
billing infformation, since billing is already known fromthe SMS.
These operations are assimlated to "free products” pur chase. 5
Secondly, the OCS deals with commands received fromthe subscribers through

the 5 reandlycthei 8RS dealsyeith commandsrecsivedaiyomethe subsopibarscthrough the a a
nodem connest e SR | e / [ oot QLo Vol ce lyation
via the tele(;‘f)'ﬁ'r‘\léncﬁgﬁ‘ls, S)%%Qg;;’bgfe'yﬁ&rc nqa%g@{jlfé\?gt% ?%gm\l/e?av 1%’13( Mﬂfﬁﬁf’?‘% TEL
or like sysbehe weeiver/dscadee®028, or by voice aftivatibnywia thectelophottedd (s, ot by key

cal | back requests issued by the SM5. These |ast two 10 _ npdes of operation
are now di s¥tivawn vid 3, MINTHELGPRESTEL or likq system whstonvailadlse of nmode

descri bed above it was stated that the OCS deals with commands
received directly fromthe end user (subscriber) through the

Conmuni cat i Thigdlethe €DES AR with @alibidkoleqdastpisenbdc by alicl SMS. ( Thebe hst tos a

ot

particul ar PPV event), a subscrjption nodjfication requested by the
subscri®er ,mades of oresationgre powsdiscysagdein Moredefail(a parental code being a
code by which parents nmay restrict the right of access to certain

progranmes or classes of programmes). _
In the second type of mode described above it was stated that the OCS deals with

commands received directly from the end user (subscriber) through the
Communications Servers 3022, These include product orders (such as for a particular
PPV event), a subscription modification requested by the subscriber, and a reset of a
15  parental code (a parental code being a code by which parents may restrict the right of

access to certain programmes or classes of programmes).

The way in which these commands are dealt with is now described in more detail with

reference to Figure 11.

Product orders by a subscriber involve the following steps:

20 1. Identifying through the AS the caller who is making a call through the CS
3022 ordering a particular product;

2. Checking the caller's request validity, again using the AS (where the order is
placed using the receiver/decoder 2020, this is achieved by verifying the
smartcard 3020 details);

25 3. Ascertain the price of the purchase;
Check that the price does not exceed the caller's credit limit etc;

Receiving a partial bill from the AS; |



'The way v 94fis4a3 t hese commands are dealt with is now dESCf.é’?!ﬁgg?Iﬂ% 1§¥or e
er

detail wth reference to Figure 11. Product or

subscriber involve the foll owi ng steps: 20 1. | denti fying through t he
AS the caller who is making a call throggh the CS 3022
ordering a particul ar product; 2. Checking the caller’'s request

validity, @gain RiBingthddltnAfieldb N ehel bigl tor fdem 4 Sompleted bill; pl aced using
t he receiver/decoder 2020, this is achieved by verifying the

smartcard 3020 dedding e cargpleted bill to AsBingainforntagioprsterege file A2l hiardatase;

4.  Check that the .orice does not exceed the caller's credit limt etc;
5. Recei vi ng PROGAY 853?“ ill fromthe AS; WD 98/ 43425

PCT/ EP97/ 03107 Sending corresponding command%%) to thc PPV Message Gcncrat%? 32}0 to

6. Filling additional fields in the forma conpl eted

7. Addi ng t hezenenatsl theadlepant EMM(s). bi | | ng i nf ormation storage fil e 3212
for later processi ng; and 8. Sendi ng correspondi ng
comand(s) to t he PPV Message CGenerator 3210 to 5 generate the

rel evant ENie MM&% is sentT BendeMM e h?ocﬁﬁf‘thn@'idmr ifOthel 5&3@@?@&0}:@%4002

I f the consuner . product order using the recel decoder
2020 (nor epumhmt Ioa;demf uslnhg ﬂmr@cmddmolded 2020 (mdratdetdils off thid are described

b d t h wh t.h fail

o “the. modMFoRER Hiah zqaﬁcashiTEa’eﬁe hesPEoD fo S i where iR s o etbreter

usi ”9 t he 30 the fn%ﬂ@rh %Exﬁ d@{ w?x'efe ¥ &ohsd e égé@b'tﬁc l&[—& ngﬁ tpover
: Scripti

the a f| cation request scr ber
i nvoI \A@s reccxvcr/ﬁccodck‘);lemthlé ever thdn E.MM isehroddeastngvetr ithe Aﬁ)
Sending information to the Command Interface; the Cl in turn forvvards this

i nformati on to the SM5; and 15 3. Via the Cl, the OCS then receives an
answer f ro r( hibdﬁﬁ’éaﬁﬁn?éqxfeﬁ%d by a subscriber m@@ﬁzrcs .0f the nodification,
if the m)d |cat I S possi b

Idcntlfymg the caller (usmg the AS);
2. Sending information to the Command Interface; the CI in turn forwards this
information to the SMS; and
15 3 Via the CI, the OCS then receives an answer from the SMS.(in terms of the

cost of the modification, if the modification is possible).

If modification was requested using the receiver/decoder, the OCS generates a
confirmation to the SMS. Otherwise, for example in the case of phone or Minitel, the

subscriber is prompted for confirmation and this answer sent to the SMS via the OCS
20 and the CL '

Reset of a parental code involves:
1. Identifying the caller (using AS); and
2. Sending a command to the MG to generate an appropriate EMM bearing an

appropriate reset password.

25  In the case of reset of parental code, the command to reset the code is for security
reasons not permitted to originate from the receiver/decoder. Only the SMS,

telephone and MINITEL or like can originate such a command. Hence in this



I f nodification was requested using the receiver/decoder, the OCS@generat es

a WP8434t i on to the SM5. Otherwise, for exanpl e | nPEHEPRHARAD{
phone or Mnitel, the subscriber is prorrpt ed for confirmation and
this answer sent to the SMS vi a t he OCST21 and the Cl. Reset of a
parental code invol ves | defiti fying the caller (using AS); and
2. Sendi_n ring an
appropri at & ?@&Q M@?Egrb&)?d&? {:&hgag’eégf&?gée tﬁf{&?ﬁm Bﬁgc ode,
the conmand to reset the code is for securlty reasons not permtted
to originate from the receiver/decoder. y.the SMS t el ephone and

M NI TEL or It wilbbe yadesstogd Aepme the abeve eas@ml&ﬁ ef d}ﬁéqxe@ medesipioperation of thg

gg{rf'ggg‘;’ | 05)GS that the user can have direct access to the SAS, and in particular the, QCS and

particul ar Asisig ﬁ:bﬁthEWrﬁ}nuﬁidiubjﬁwsei@aﬁtarerdmecﬂyl ‘cdhficcté e the0BAShand in
t el ephone Ii ne. It will be understood fromthe above exanpl es of

di fferént mpotiylasithe QGSt This mparteat feature meglctemﬁd Wwith reéleqmg:&w #mo dodi r ect
access to t c e in that the
Comuni cat i ‘?135%3? gng’uéll’%a?gﬁs °°?‘?’§q/a’é&o{r2\’n cte to t he SAS and in 5
particular the OCS. This inportant feature is concerned with reducing the
time for the user to communi cate his conmand to the SAS. Thi s

feature is This fraturgtie dlystratedcfurthpy Withe’F@F%éot%gﬁegm, drom whicly it oan b i t

can be th i ts
receiver/ dgs%gﬁp%fgh “%g% §é?dTHE Oé‘(S 8{2‘%5%5%8? ts ?&gn}eﬂdgc‘%d%%gbﬂéla ?%éct |y
wi th the Comneapdbilityons c&@xiﬂlﬁxﬁ&nﬁ@&ﬁrebﬂy wik &ﬁel@éxﬁﬂlu!‘iddaﬂoﬁd"l&ﬁéﬁ 3022 .
| nstead of the connéction fromthe end user to the Comruni cati ons

Ser verd) 302ssaslatechwithhe S99 3662 nantPﬁfb% the; epanesiivm from thfrecnd user to the
ti di A
et oned (GEmAIPEROR Stk 3072 0 B 34,200 beite vhABEy I SHS 36 e,

connect i on dofindtfiod iy diré&ly tothe\SAS aoop,l ephone 4001 and appropriate

In fact, as directly mentioned two direct connections are provided.

The first direct connection is by a voice link via a telephone 4001 and appropriate
15  telephone line (and/or by MINITEL or like connection where available) where the end
users still have to input a series of voice commands or code numbers but time is saved

compared with the communication being via the SMS 3004.

The second direct connection is from the receiver/decoder 2020 and the input of data
is achieved automatically by the end user inserting his own daughter smartcard 3020
20  thus relieving the end user of the job of having to input the relevant data which in

turn reduces the time taken and the likelihood of errors in making that input.
A further important feature which arises out of the above discussion is concerned with
reducing the time taken for the resulting EMM to be transmitted to the end user in

order to initiate viewing by the end user of the selected product.

25  In broad terms, and with reference to Figure 12, the feature is again achieved by
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Wnere th users still have to input a series of VETEFIU8Hands or
code nunbers but tine is saved conpared with the comuni cati on being
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recei ver/ decoder 2020 and the input of fata I s achi eved automatlcal |y
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maki ng that input. A further inportant feature which arises out of
t he above di scussion is concerned with r educi ng the tinme taken for

the resul ti r
it ace viAbaEibPeel ARG L LG RAL HIATis Anpected gREdlo'de
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WD 98/ 43425
PCT/ EP$7/ 0 zeormands from the decoder 2020 are processed by the SAS 3002, messages generated

prowdlngthe |I|

D munt oo XSS RS ol POEhSE SRR URET BrbishablB 7 ARblal it vl
associ at ed chhdrel 4082.SADrdKal is used in the A&nﬂﬂﬁﬁdﬁaﬁmd)c&%dm the Cs022nindghat ed
recei ver/ decoder 2020 is connected directly to Communi cat i ons

Servers 30Zgcaiverideeodes FORAdas Besckibed lateid) sy tipd ﬂ?oCSHsscws acknayripdgeaent r om

(i mcl ua ng AEnRerPaiTop R FMNL ety oy e BRE REBRCBREH0, " ougn

t he back channel 4002. A protocol is used in the comunication
bet ween the CS 3022 and the receiver/ decoder_ 2020 (as descri bed
| at er )10 so Timas for wxamples it thev@se ok a Gt hogkfade the SAS 3002 geceivss mymssagse

rel evant E T. for
exanp o, | HANE <8P Sha e EichfRal ¥nd Qb OB (3K 1 mocdd] and M me
fromthe eﬂélepﬁtﬁfe Mheé 4002, sommestingr secard taiecephﬁﬁ&&aaxtxpredudt,s am)detmnd via

t he t el ephaone |ine 4002 requesti n&access to a specif
event / pr odsuitable MM via ke selephone ling #4972 andmpdem tontet @@SWOQQZQ: ithe 4002

ocat ed odBReia R SR BB pratei i psared GBI E1iCa SECTHRLBOE(SERE AYET 10 ¥
havi ngis o tis aingnachidved vidhidut hating tNPcEﬁsﬁud&ieaEMMaﬁrthe MPEG-2 data stream
2002 via the multiplexer and scrambler 2004, the uplink 2012, satellite 2014 and
datalink 2016 to enable the end user to view the event/product. This can save
considerably on time and bandwidth. Virtual certainty is provided that as soon as the

subscriber has paid for his purchase the EMM will arrive at the receiver/decoder 2020.

20  In the third type of mode of operation of the OCS 3207 described above, the OCS
deals with callback requests issued by the SAS. This is illustrated with reference to
Figure 13. Typical callback requests have the purpose of ensuring that the
receiver/decoder 2020 calls back the SAS via the modemmed back channel 4002 with

the information that the SAS requires of the receiver /decoder.

25  As imstructed by the Command Interface 3102, the subscription chain Message
Generator 3106 generates and sends to the receiver/decoder 202 a callback EMM.
This EMM is ciphered by the Ciphering Unit 3008 for security reasons. The EMM

may contain the time/date at which the receiver/decoder should wake up and perform
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3022. 10he &Xewed2thé nuinibet of Baninihg ttkehd) ehemimhber, of podbagked sessiohf)@tdSTRR2,

and verifies certain details, such as_ smartcard _operatqr_and subscriber
details. THefompationsdegiphared by theBRY chain Messegs Genemtor 3210 Agin vsing theq

I nformati O~ : S tin 883 e : si on
wns wat chey Piaine URiCI0as THE 6€S TR mcaudiheiil 00h kel S sibiinafyl
sessi on agatopaget file 32a¥ fomlatenipedeessing amd passingwashd SMS 80@4eThe irnformatidyer of
remai ni ng tokens, the nunber of prephooked sessions, ,etc). This, )

i nfor mat i of® CPhgEE; e%eew%yre@mst%ﬁe YEhole Narecesyes i Frteatedy Uil dereafiaj n
usi ng qtshe ine f ' | OCS adds this information to a
cal | bealcSE i#?%%ﬁogwnwbgﬂaagg%n?gg%%i %%214 for | ater processing and
passing to the SM5 3004. The information I's ciphered for security

reasons. The whol.e procedure.is repeated until there s 15 not.hi.ng nore
o be T ead UneoRARIRUEL Rieteres) frature O the Califack, iy b dbatoPelioes MR BiLr e of
the call bagjaftash! (sbYust et R iRGHBESRidFEthE SalidSusing the AS 3202 as described

above) a check is made by the SAS 3002 that the receiver/decoder is indeed a genuine

one rather than a pirated version or computer simulation. Such a check is carried out
20  in the following manner. The SAS generates a random number, which is received by
the receiver/decoder, ciphered, and then retumed to the SAS. The SAS deciphers this
number. If the deciphering is successful and the original random number is retrieved,
it is concluded that the receiver/decoder is genuine, and the procedure continues.

Otherwise, the procedure is discontinued.
25  Other functions which may occur during the callback are erasure of obsolete sessions
on the smartcard, or filling of the wallet (this latter also being described later under

the section entitled "Smartcard").

Also as regards the Pay Per View Chain area 3200, description is now made of the
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deci phers this .. . I f the deciphering is,successful angd. the
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sof twar e arghj @ n (23 W\ LR ER ' i 0 FBNY
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di vergence from conventional designs arises fromthe 5 fact that the
Servers nust serve both receiver/decoders 2020 anzi‘ voi ce conmuni catjon

with converntheoRammumicatng metvepipcludg IWdppinsseers (\3s apdNIGR2") as wellias

syste ] ' assg) t ot h%cfd&; |, zed

Ser ve?gﬂ 320ain%lflgeésﬁfo%ﬁtklrl%&et(eﬁogﬁ}g ﬁ& ?gré(glﬁ%iwan §C§§H§ar ?%\lrg urally
any desi r ecaraghdven imthe figurgrtgpicaiéyl 10 or 12 may Bépro@idediper awdin serveer indesd,

i nclude two nmain servers ("CSl" ana " CSZ"d) as_wel] as 1Q a ng&})er of
frontal seralthoygh twe gaimserviers £:54 and (34 apd two) froxial sexyers, Ksontabh apd Fromtaler 5

Cerver . Indachive bl Shoa, BLE Spinbel Tofla be BE oSpRle 0BT s BB o

servers, Frdesirabhlel and Frontal 2, have been shown, any nunber could
"be used. Sone redundancy is usually desi rabl e. 15 CS1 and CS2 are
coupled to OCS1 and OCS2 via high |evel TCP/IP |inks 3230,

15  CS1 and CS2 are coupled to OCS1 and OCS2 via high level TCP/IP links 3230,
whilst CS1 and CS2 are coupled to Frontal 1 and Frontal 2 via further TCP/IP links
3232.

As illustrated, CS1 and CS2 comprise servers for “SENDR” (transmission}, “RECVR”
(reception), “VIX” (MINITEL, PRESTEL or the like), -“VOX” (voice
20  communication), and “TRM” (communication with the receiver/decoder). These are

coupled to the “BUS” for communication of signals to the Frontal servers.

CS1 and CS2 communicate directly with the receiver/decoders 2020 via their
modemmed back channels 4002 using the X25 public network common protocol. The
relatively low-level protocol between the Communications Servers 3022 and the
25  receiver/decoders 3020 is in one preferred embodiment based upon the V42 standard
international CCITT protocol, which provides reliability by having error detection and

data re—transmission facilities, and uses a checksum routine to check the integrity of
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Three particular functions of the software portion of the Communications
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attenuate or control the nunber of sinultaneous connections bei ng made,

and t hi r dl yandghisdiy\tp prodds egvaral simultangeusochanpels wigiost any mixingady this tashg. | n
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1 which is in fact used throughout the communication chain.

Finally as regards the Pay Per View Chain area 3200, and with reference again to
Figure 5, the Server for Programme Broadcast (SPB) 3208 is coupled to one or more
Programme Broadcasters 3250 (which would typically be located remotely from the
SAS) to receive programme information. The SPB filters out for further use

20  information corresponding to PPV events (sessions).

A particularly important feature is that the filtered programme event information is
passed by the SPB to the MG which in turn sends a directive (control command) to
the ME to change the rate of cyclic emission of the EMMSs in given circumstances;
this is done by the ME finding all EMMs with the relevant session identifier and
25  changing the cycle rate allocated to such EMMs. This feature might be thought of as
a dynamic allocation of bandwidth for specific EMMs. Cyclic EMM emission is

discussed in more detail in the section below concerned with the EMM Injector.
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cycle rate of other EMV nay al so be varied. For exanple the cycle rate of
10 subscri ti(}n,EMVB may be varied by the Miultiplexer and Scranbl er 2004
sending th M opriate bitrate directive. EMM | nj ect or
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cycling r atheardware multiplexers and scramblers 2004. In return the software multiplexers and

scramblers 2004 generate a global bitrate directive to control the overall cycling rate

20 of the EMMs; to do so, the MEs take into account various parameters such as the

' cycle time, the size of EMM, and so on. In the figure, EMM_X and EMM _Y are
group EMMSs for operators X and Y, whilst EMM_Z are other EMMs for either

operator X or operator Y.

Further description proceeds for an exemplary one of the Message Emitters; it will be
25  appreciated that the remaining MEs operate in similar fashion. The ME operates
under control of directives from the MG, most notably transmission start and stop time
and emission rate, as well as session number if the EMM is a PPV EMM. In relation
to the emission rate, in the preferred embodiment the relevant directive may take one

of five values from Very fast to Very slow. The numeric values are not specified in
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PCT/ EP97/ 02107 1. Very fast - every 30 seconds - 34 -

the directive, but rather tbhe ME maps the directive to an actual nuneric
val ue wRi ch is 2uppl if8¥ py the r%‘f"@?éﬂ‘?’“ﬁart of the SAS. In the

preferred enbodi nment, st he ms§¢ 5 t@are as follows:
1. Very fast - everyig%) second 5&91 Fhfifed 2. Fast

- every mnute 4, Slow 3—-cvery/80|mmutcs - every 15 mnutes
' 5. Very sl ow

4. Sl ow ever nut es

- every 30 minutes > %ZH%S{SE’ has FYSESOMIPYScond dat abases 3320 and
3322. The first database is for those 10 EMVs whi ch have not yet achieved
their broadcast date; these are stored in a series of chronol ogi cal
files in th@The MBhasfirst i sewend databamenBa2®and3320. THéVArst database is forithesdi at e

br oadc ln the event of a system crash, s, arranged to have the
abi | | taat o FMVs xepichaavecpetighpchigsdd elr.hr%acléa%th%&ftb?sm%ﬁm&mm SRitfSast .
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directives annhcﬂilhtdsbrahdcaaﬂyhshﬂbvém of laesystem cradif;.thd ME S\Virkargred v hhye thei ng
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stored in the databases are updated upon request from the MG, when the MG wishes

15  to maintain consistency between incoming directives and EMMs already sent to the
‘ME. The EMMs actually being broadcast are also stored in Random Access Memory
3324,

A combination of the FIFOs 3162 and 3164 in the Message Generator and the
databases 3320 and 3322 in the Message Emitter means that the two can operate in

20  standalone mode if the link 3166 between them is temporarily broken; the ME can
still broadcast EMMs.

The Software Multiplexers (SMUX) 3310 and 3312 provide an interface between the
MEs and the hardware multiplexers 2004. In the preferred embodiment, they each
receive EMMs from two of the MEs, although in general there is no restriction on the
25  number of MEs that can be connected with one SMUX. The SMUXSs concentrate the
EMMs and then pass them according to the type of EMM to the appropriate hardware
multiplexer. This is necessary because the hardware multiplexers take the different
types of EMMs and place them at different places in the MPEG-2 stream. The



dat abasesygdgisgafnd 3322 in the Message Emtter nmeans that phe/dps9osiadn
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of t hel@Mmvscancspdye ddg pspblemt ting the EMVE in random order 10 can sol ve
this problem The manner in which random zation is achieved is now
described with reference to Figure 17; in the preferred enbodi nent

t he necessaTle aeinhyyeinewhiellirandddnizativneigeithizeted is nowi destriifedWRhaefepeicerto
| anguage. A particularly inportant part of the random zation is the

correct stoPigyee bf; intthe proferred crabrdimsnbihg nesessanyosoitwprg dogic dsimplsmgpiedysed
15 f b ' t 4. [ t
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3330 (goi ngisshy chiredt sforhge of the EMMsaincthe WabbasdsB320eandodse23GddAck gnl tgdf r om
0Oto N% A third dinension is added b cycle rate 3334, so that there
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added Z) and number in the rank 3332 (going from O to N). A third dimension is added by
cycle rate 3334, so that there are as many two—dimensional arrays as there are cycle
rates. In the preferred embodiment there are 256 ranks and typically 200 or 300
20  EMMs in each rank; there are 5 cycle rates. A final dimension to the array is added
by the presence of different operators; there are as many three—dimensional arrays as
there are operators. Storage of the data in this fashion can permit rapid retrieval in

the event that the MG wants to delete a particular EMM.

Storage of the EMMs takes place according to the “hash” algorithm (otherwise known
25  as the “one~way hash function”. This operates on a modulo approach, so that
successive ranks are filled before a higher number in the rank is used, and the number
of EMMs in each rank remains roughly constant. The example is considered of there
being 256 ranks. When the MG sends the ME an EMM with identifer (ID) 1, the
rank “1" is assigned to this EMM, and it takes the first number 3332 in the rank 3330.
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i nver se of r?’i*}%lsafﬁﬁ% The hash algorithmis applied to the EMMID to
obtain the rank, after which the nunber in the rank is found.

The actual random zation occurs when the EMV are, on a cyclical basis,
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1 to 256) |s chosen, to yield the partTicular rank of interest. Secondly, a
further rarbdssd muﬂnbéxash dgomhm; nFitstlyya sindommumbart(incthe abovewsxasplé initidlly r ank.

Th furth | d di ng t.0 the total numb
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3324, again using the hash function. nce first area di mnishes
in size as futikerEidomanembenisdekzsted accorting tethutaltmmbcr ofl EMMs in a given

o Con et a Ohee S gyt BN ik BeubpelECit B bradcistal i BERPATLR PeRber or e
a new roungd&iticEMbri@e ardd ROMEICAM 35Lh, \dpghR ¥@hP the hash function. Hence the
first arca diminishes in size as the EMMSs are broadcast, to the extent that, once a
complete rank has been used, this is deleted. Once the first storage area is completely
empty, it is replaced by the second storage area before a new round of EMM

20 - broadcast, and vice versa.

In the above fashion, after two or three cycles of the EMMs, statistically the chances
of any two EMMs destined for the same end user being transmitted back to back is

negligible.
At regular intervals whilst the EMMs are being stored the computer 3050 computes
25  the number of bytes in storage and from this computes the bitrate of emission given

the global bitrate directive from the multiplexer and software multiplexer.

Reference was made above to the backup databases 3320 and 3322. These are in fact
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array of contacts 120 which in use are connected to a correspondi ng
array ofQ cor8msiteardy the card reader of the 15 recei ver/ decoder 2020, the
card reader being of conventional desi g{(\)@ The m croprocessor 110 is
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smart card, asichsptocessor 110 is also provided with bus connections to preferably masked ROM

130, RAM 140 and EEPROM 150. The smartcard complies with the ISO 7816~1,

7816~2 and 7816-3 standard protocols which determine certain physical parameters

of the smartcard, the positions of the contacts on the chip and certain communications

20  between the external syStem (and particularly the receiver/decoder 2020) and the

smartcard respectively and which will therefore not be further described here. One

function of the microprocessor 110 is to manage the memory in the smartcard, as now

described.

The EEPROM 150 contains certain dynamically—created operator zones 154, 155, 156
25  and dynamically-created data zones which will now be described with reference to

Figure 19.

Referring to Figure 19, EEPROM 150 comprises a permanent "card ID" (or

manufacturer) zone 151 of 8 bytes which contains a permanent subscriber smartcard
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identifier set by the manufacturer of the smartcard 3020. When t he
smartcard i s reset, the m croprocessor 110 issues a signal to
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fromdata st g(rqg Od%ezog rérialﬁ'{'e it %G?Bmﬁigezfn ﬁ@ﬁ%ﬁﬁ% @a%&gﬁgﬁnﬁ@g gnal
is stored tsysttchﬁuSeddgr thershetecarican 2859 gendrated fron datassibredqnehé bmaﬂtartl; ses
the stored signal to check whether the s ({g ard is co atjble

the condi tiBFEAing theLard §R¢ o fhis ignabys ioge ‘?/é?‘)%‘@é %qdcm%@éo which "

The EEPROM | r%%the ne 152
whi ch cont asl%ﬁg c'@l:pr og{r?ggrﬁgftg? S‘S’ée?gsﬁl%?ﬁ (rtalég;tc%es gﬁg&%{@g%ﬁ% er{sa&%K éﬁﬂr&andom
10 nunbergithtie coelitidnal actesesysichy useg by thesacdiverrdeoodqaB028i gnal s gener at ed
by the smartcard 3020 and sent back to the broadcaster. Bel ow
t he random nunber generator zone 152 a permanent "nmanagenent” zone 153

of 144 byt i fic
oper ator T EEEROWLSE, ok oRhe E pERharkth SRR R slmdadol ARgBEER
creation (awkich e:mm&is)aqﬁogr&n fozogmsraﬂiﬁg,pséhﬁﬁ—ra‘tﬂﬁm numbcxdesSma}bmtdbﬁxl OW.
The per panent rranagerrent on contai ns data reI atin th

ri ght s1Of t’H’é“‘%ﬁﬁ%\ratha‘rS& tf=9f g’é’&%‘kfy’&g HaBReHor, ARt signals geﬂﬁi’gﬂi)g’d }§m for
dynam cal | yg gesponsive to specific

zone creatlon or rem)va §£Mw%ht§g%?%$§sttrr:nsmtted by the SAS 3002 and
recei ved by the receiver/decoder 2020 and passed to the subscri ber

smart card Sgc%g»'v the random number generator zone 152 a permanent "management” zone 153
of 144 bytes is provided. The permanent management zone 153 is a specific operator
zone utilised by a program in the ROM 130 in the dynamic creation (and removal) of

15  zones 154, 155, 156... as described below. The permanent management zone 153

contains data relating to the rights of the smartcard to create or remove zones.

The program for dynamically creating and removing zones is responsive to specific
zone creation (or removal) EMMs which are transmitted by the SAS 3002 and
received by the receiver/decoder 2020 and passed to the subscriber smartcard 3020.
20  In order to create the EMMs the operator requires specific keys dedicated to the
management zone. This prevents one operator from deleting zones relating to another

operator.

Below the management zone 153 is a series of "operator ID" zones 154, 155, 156 for
operators 1, 2 .... N respectively. Normally at least one operator ID zone will be
25  preloaded into the EEPROM of the subscriber smartcard 3020 so that the end user can
decrypt programmes broadcast by that operator. However further operator ID zones

can subsequently be dynamically created using the management zone 153 in response



In {1«35/4%4950reate the EMVs the operator requires spegbfr;,ﬁ,gjf/g%?7

ded| cate managenent zone. This prevents one operator

del eting zones relating to another oper at or. Bel ow t he
managenent zone 153 is a series of "opergtor 1D zones 154, 155, 156 for
operators 1, 2 ..... N respectively. Normally at | east one operator |ID zone
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the grodp. wmAblesthe smarjcard {alopg avit ht%é %hearsswcard(sapeﬁggrm)ﬁwbcemmvéwe

Subscr i pt off EfPER ol AL REBAYNE naving, up gl pBRRAS culple . o

posi tion i nsihgcayd'sppsitias imeHe! gran?p)tats \%11 4 tulary Meldidual 'Ofor cfAIRErEIab bifers er s
subscription) EMM addressed only to that smartcard within the group. There
can be subssrptigmiaYIMs agdressed @alyoto thatcsmarteand yyithip thengroupi There £am be

br ondcast | ng gpgoet smitds BBk sdch g el RUEE Soccllte s

requirag fosighifieastiy i deﬁﬂthumu:ﬁdkfeﬁbrqmﬂbﬁm]g EMMsEMVB, the group data
i n each operator zone 154, 155, 156 and all simlar zones in t he
EEPROM of smartcard 3020 and the other daughter smartcards is continually

updated to

group to fi W@@Eﬁo@g@?cﬁ%ﬁﬁ%@%%&é?&&gy%&ﬁdq e e'? ?%ﬁn? Oéb%ﬁ%bk&lﬁ ﬁ;@ he
group. The BMMS, thegrbig H&d nby,ach opera&)heoﬁ.ﬁxﬁ&,m ds6iandtatlesimilt gofiescih 3104
there is a List_of such I s, manner fragmentation is

reduced andthéaBEPBOM, rPfs*nP?éFFB’é‘r 302 apd th‘hl"?h"&l Jeughter smartgards (is cantinyaily
maxi mum of gg&téﬂa@gﬁﬁic a particular smartcard to change its position in each group to fill

15  any holes created by e.g. deletion of a member of the group. The holes are filled by
the SAS 3002 as in the STM server 3104 there is a list of such holes.

In this manner fragmentation is reduced and each group's membership is maintained

at or near the maximum of 256 members.

Each operator zone 154, 155, 156 is associated with one or more "operator data
20  objects" stored in the EEPROM 150. As shown in Figure 19, a series of dynamically
created "operator data" objects 157~165 are located below the operator ID zones.
Each of these objects is labelled with:
a) an "identifier" 1, 2, 3 .... N corresponding to its associated operator 1, 2, 3 ...
N as shown in its left hand section in Figure 19;
25 b) an "ID" indicating the type of object; and
c) a "data" zone reserved for data, as shown in the right hand section of each
relevant operator object in Figure 19. It should be understood that each operator is

associated with a similar set of data objects so that the following description of the
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series of dynamically created "operator data" objects 157-165 are
| ocat ed bel ow the operator |ID zones. Each of these objects is
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obj ect creataﬁs a an PYSifidOQ: Iaggt he smartcard, that is, the nunber of 5
bytes that the deleted objeéts had previously occupied are not imediately
occupi ed. b) ahe'IDhisdicating dhlt thaibytes amsf frépytoaeceive ahitobjert. are | abel | ed
Wi t h: a) an "identifier" 0; and b) an "1 D" indicating

that the bytes are free to receive an object. The next data object
created fil ifpetdagt BRhObjd® chdRBLAll BE 1k, LS ad iRl ¥y fle Bentiffertd 3n W
manner the limted nmenotfy capacity (4 kilobytes) of “the EEPROM 150 is

ef fi ci dft | ymanner thatlinkitesiademory capacity{drknlobgtesooi the EERROM 150 isceffieiently ect s
associ at ed V\A{h each operator, exanples of the data objects are now
described. Utlised- pata object 157 contains an EMM key used for decrypting
encrypted EMM s received 15 by the receiver/decoder 2020. This EMM key is
permanently stored in the data object 157. Thi s data object 157 may
be created @uiming nowdodshe seb of data objectstasswimted with daglp 2psrator, exampled/ afrtherny be

glrog\ellte)efj dyn%ggaco%ljclcc\{s men%v?&ees%}'i encg a new operator zone (as described

Data object 157 contains an EMM key used for decrypting encrypted EMM's received
15 by the receiver/decoder 2020. This EMM key is permanently stored in the data object
157. This data object 157 may be created prior to distribution of the smartcard 3020,
and/or may be created dynamically when creating a new operator zone (as described

above).

Data object 159 contains ECM keys which are sent by the associated operator (in this
20  case operator 1) to enable the end user to decrypt the particular "bouquet” of programs
to which he has subscribed. New ECM keys are sent typically every month, along
with a group subscription (renewal) EMM which renews the end user's overall right
to view the broadcast from (in this case) operator 1. The use of separate EMM and
ECM keys enables viewing rights to be purchased in different ways (in this
25  embodiment by subscription and individually (Pay Per View)) and also increases

security. The Pay Per View (PPV) mode will be described subsequently.
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particul ar "bouquet" of prograns to which he has subscribed. New ECM
keys are sent typically every nonth, al-o4g- Wi th a group subscription
(renewal ) EMM whi ch renews the end user's overall right to view the

br oadcast f rSifieenew EQM kepssap semtqpesipdically, il fseessentiabfo prepan atusefrbinarsihg
75 ebod TRIAECH KET ot AXBIPI bV RNE G4F icte sV erggor or v SHFPEARIOR G0
25 enbodi SO
I ncr eases Vi PP,

Isu bsequent | yo prevent %W 8&}%604{5 ?Cﬁeﬁey 56 Yhat RPtbhe B the'felckivBHdERTE, HORF

PCT/ EP97/ 021498ld be overridden. Accordingly operator zone 154 comprises an arehl{typically
Since new ECM keys are sent periodically, it is essential to prevent a user

from usifg having ysizeraf\ 0YIES) cmiamg;ga% péSQiyscmet date 0§ the fEQMekeys The
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dat e whi ch |§ contained in received ECMs and to prevent decryption if
the current 0ate is later than t he obsol escence date. The

obsol escence date is transmtted via EM, as descri bed above. 10
Dat a obh§ct 161 contains a 64 bit subscrlptlon bi t map, which is an exact
repr esetfl at i1d#a object 1¢¥ camtaing2 64 it sybscaiptipn bimag Vﬂn@g jscavccXact gpTesentatinn
subscrlber t set
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PPV node to buy view ng rights to an inmnent broadcast e.g. in response to
a free 15 preview or other advertisenment. Data object 163 also contains a
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via the npdepEReghddeals bulp anmingﬁk@@s to0dn hislmﬂfdnﬂﬁroadcast e.g. Dfe8Porsserty arfréen
conbination with a credit_ car for_exanp A particular event can

be charled FCHRW Qrother asiverissmspler Date thé i$3 alsozeomalemaahr% jvakie, pich

N gglt Z” 227‘30]‘3{?%? be BEGt' @O_é’.fa fegative S¥RR o AFw AR t¥ild cdRlHEE"9SKkER can be

purchased e.g. by credit and via the modemmed back channel 4002, or by using a

voice server in combination with a credit card, for example. A particular event can

be charged as one token or a number of tokens.

20  Data object 165 contains a description of a PPV event, as shown with reference to
table 167 of Figure 20.

The PPV event description 167 contains a "session ID" 168 identifying the viewing
session (corresponding to the program and the time and date of broadcasting) a
"session mode" 169 indicating how the viewing right is being purchased (e.g."in pre—

25  book mode), a "session index" 170 and a "session view" 171.

In respect of receiving a programme in PPV mode, the receiver decoder 2020

determines whether the programme is one sold in PPV mode. If so, the decoder 2020



The PPV eweyysuqgezgcri ption 167 contains a "session | D' 168 pggmpbidnig the
Vi ewi ng session (corresponding to the programand the tinme and date
of broadcasting) a "session node" 169 indicating how the view ng
right is being purchased (e.g. in pre--2%- book node), a "session index"
170 and a "session view' 171. In respect of receiving a programe
i n PPV nodechecks; usingeathe dendastored in $#R32FPV event ddsdriptionresy whethérethe tshssion

rogranme i ne.sold in PPV node. |f t he , decoder 2020 WO
88 / ?1 3425 1D for the programme is stored therein. I the session 1D 9s stored therein, the control

PCT/ EP97/ 0 : - 42 -
checks, us?ﬁgidt ﬁe“ln:tatcatﬁg'ﬁsotr%rthee (lzlr\{It he PPV event description 167 whet her the

sessi on ID for the progranme is stored therein. If the session IDis
stored therein, the contr.ol word is extracted fromthe ECM
| f the sessiothe| sgspignnid} is ot stpredh sherrin, byy mesphPior specifiecapplisatigmothecat i on

e oo o BESV AR PR S BB fo PSR Sy BB B g e

0 Vi ew at a cost of,

say, 25 tokegig, toadeweahel stdsion ithe cdsEdi,0day] @5 tokens, &9 FeadChromOtht 'BCM or to
communi cations servers 3022 to purchase the event. Using the tokens,
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smartcard w Wl e Session he session no e session
i ndex 170 léxtractrnahdtdeeiphessthe contralwdrd from theECREV event description 167
usi ng the EMM The session index 170 can be set to differentiate

one broadcast fromthe other. This feature permts authorization to

be gi ven f%@e%ﬁ—%&gﬁéﬁ%@%&ﬁ%ﬁ willYe f&%@éﬁ’{oethe%g?ﬂcgrrde%(?ﬁéo it o S

br oadcast s. S a sessi on | ndex rom t he

current sesshatcardoalk wiifé tist sessioh [ 168,ahERésivmandd«lB69; thesdssion ifdex ¥70passed

to the_20 spartcard, the nunber of the sessiqgn view 171 is_decreased by
one. When t¥d thesessign view 171 in the PPV event description 167 using the EMM.

The session index 170 can be set to differentiate one broadcast from the other. This
feature permits authorization to be given for a subset of broadcasts, for example, 3
times out of S broadcasts. As soon as an ECM with a session index different from
the current session index 170 stored in the PPV event description 167 is passed to the
20 smartcard, the number of the session view 171 is decreased by one. When the session
view reaches zero, the smartcard will refuse to decipher an ECM with a different

session index to the current session index.

The initial value of the session view depends only on the way in which the broadcast
supplier wishes to define the event to which it relates; the session view for a

25  respective event may take any value.

The microprocessor 110 in the smartcard implements a counting and a comparison

program to detect when the limit to the number of viewings of a particular program
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smart camd aeﬁcmﬁeegﬁ recei ver, the EEPROM of the snmartcard 3020 could

contain a field or bitmap describing the categories of

recei ver/decoders 2020 with which it can function. These coul d be

§B§§: ]Z | nge L 8L ndihie HAGVIRAMIAER Y030 Whib Bave TReE §irTied 9 Drl brbbacst
supplier to the consumer are protected against the use of non—authorised daughter

" smartcards 3020.

Additionally or alternatively to this first "handshake" between the smartcard and the

15  receiver, the EEPROM of the smartcard 3020 could contain a field or bitmap
describing the categories of receiver/decoders 2020 with which it can function. These
could be specified either during the manufacture of the smartcard 3020 or by a
specific EMM.

The bitmap stored in the smartcard 3020 typically comprises a list of up to 80
20  receiver/decoders, each identified with a corresponding receiver/decoder ID with which
the smartcard may be used. Associated with each receiver/decoder is a level "1" or
“0" indicating whether the smartcard may be used with the receiver/decoder or not,
respectively. A program in the memory 2024 of the receiver/decoder searches for the
identifier of the receiver/decoder in the bitmap stored in the smartcard. If the
25 identifier is found, and the value associated with the identifier is "1", then the
smartcard is "enabled"; if not, then the sm.artcard will not function with that

receiver/decoder.
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This facility may be used, for example, to switch off all of a given operator's
smartcards in a particular geographical region during the transmission of a particular
program, in particular a program relating to a sports fixture taking place in that
20  geographical region. In this manner football clubs and other sport bodies can sell
broadcasting rights outside their locality whilst preventing local supporters from
viewing the fixture on television. In this manner the local supporters are encouraged

to buy tickets and attend the fixture.

Each of the features associated with zones 151 to 172 is considered to be a separate

25  invention independent of the dynamic creation of zones.

It will be understood that the present invention has been described above purely by

way of example, and modifications of detail can be made within the scope of the
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in any appr off thelaforePeRidirtipaerred embodimefits| Eeetad! RERFRVTItROSE st Hhvenfies
enbodi ments, certain features of the present invention 5 have been

i mpl enenfed baverhgen dmplementedgsinggamputerseftwiare. | However, iswill i courspde eleanr

to the skillgd . of .t feat ur i nt.ed, usin

nar dvar o (8 e bigB Mar ' i Ese BANEE e B LPRAETRE pafgAR.
functions peFigkdrBRrd)Yitt Wil be readitprgidefstodt it GRFUA®IonS OpdrivthRd Bpdhsuch
| i ke are perforned on or using electrical and |ike signals. 10

Cross ref er eherdwize, thaieomputeysoftarpeandi sygh dikel are pesformeed on pr peingiclestnicad

sane filing . 1at S and entitled Signal Generation and Broadcasti ng
(At torney Re?‘%q%% SRS PC/ ASB/ 19707), Smartcard for use with a
Recei ver of Encrypted Broadcast Signals, and Receiver (Attorney

Ref erence No. PC/ ASB/ 19708), Broadcast and Reception . System and
Condi ti dRal Reessgefesinse dsmadetefoyr coApandingeapplisstionsnald bearing the same filing

rece ver | Dectiier 25 SREHSSRart DR SinE Ao PLPBkaliok BT ftisled mo.
Transm ssi onPEyAISBAO?07)| Sthagttarlicfof MsesWith aPRO@IRIEE Eneiiptéd Brvadbltt Signals,
(Att orney Ref erence No. PC/ ASB/ 19712), Downl oadi ng Data (Attorney

Ref er ence Noand Receiverc{Attpmey Redjreneso NoutRG/ASBARAI8 Ly Benarsast japd Regeptiphey
Ref erence NOSystem and Conditional Access System therefor (Attorney Reference No.
15 PC/ASB/19710), Downloading a Computer File from a Transmitter via a
Receiver/Decoder to a Computer (Attorney Reference No. PC/ASB/19711),
Transmission and Reception of Television Programmes and Other Data (Attorney
Reference No. PC/ASB/19712), Downloading Data (Attorney Reference No.
PC/ASB/19713), Computer Memory Organisation (Attorney Reference No.
20 PC/ASB/19714), Television or Radio Control System Development " (Attorney
Reference No. PC/ASB/19715), Extracting Data Sections from a Transmitted Data
Stream (Attorney Reference No. PC/ASB/19716), Access Control System (Attorney
Reference No. PC/ASB/19717), Data Processing System (Attorney Reference No.
PC/ASB/19718), and Broadcast and Reception System, and Receiver/Decoder and
25  Remote Controller therefor (Attorney Reference No. PC/ASB/19720). The disclosures

of these documents are incorporated herein by reference. The list of applications

includes the present application.



20 PO {&Pdslédfds?) | Al dio Control System Dexgiiianmiyor
(Attorney ReHmBLmnl ﬂuﬂmﬁ”mg/ 19715), Extracting Data Sections from
a Transmtted Data * ¢ IStreafm (Attorney Reference No. PC/ ASB/ 19716),
Access Control System (Attorney -R¢6 erence No. PC/ ASB/ 19717), Data
Processi ng System (Attorney Reference No. PC/ ASB/ 19718), and
Broadcast QHAREMSepti on System and Recei ver/ Decoder and 25 Renot e
Controller therefor (Attorney Reference No. PC/ ASB/ 19720). The di scl osures
of these docunents are incorporated herein by reference. The |ist of
applications ' e | JeCal .l . I 1.
A smartcar E}'for Ausséﬁév}m&t%#g&r gg%iv@gf%ofgcgﬁg?ydgte r%% S cassti sg‘ﬁ%‘? &{[@he
smartcard qafupichrl cogprising: a mcroprocessor for enabling or controlling

decryption of said_ signals; and . a nenory coupled to said

ni cr opr ocessor ; 2 microprocesserfogicaalingoRrccantiolling gf@ﬁﬂ’é’ﬁt(gcﬁatd@@?éﬁlaédor
controleg the indiy] | QR4 Qf Aty of such signals from
respectsl ve broac?cglg#ﬂéyugp |l%dr3£d%?d§{}%%p§c§ns§+’s by neans of respective
dynami cal | y cr easakid nzioropsodessos abéingreadapied sai chabiienaivi caittol the e fideeldaanes
each being arranged _to store decryption data associated with a respective .
one of sai diegrypHER Qf@ plurapty ef sch signals fromgespectise ropgcast spprliers of suchi m 1,
further co N I.d [ £ a : e r.et |,on..key
nssoci at od R BY BledsCo! sbbttve Bhalici 7 SleafBCr iRE 1) o HhokRlyy i
identifier cﬁ!ﬁidnﬁdhﬁg%e&ﬁbhoﬂ@syeabﬁibéﬂl irodrpddith stoe debryphiofl ddvnadsbeialelly
created zones and being arranged to decrypt broadcast signals having an

i dent i 3§ coviteagespactive one efhsaid brpadeast sublistd encrypted using an encrypti on
key corresponding to that decryption key. 3. A smartcard as clained in
Claim2, further conprising for each zone a stored group identifier and a
further identifissmahcat as dafthed meClaint 1\ fukthenconfypising A1 idemtifieriand ar leastged to -
decrypt broadcast signals _having, an identity corresponding to the stored
group i dentqnejsgeret deczyption key assofiates With a respsetinecone pLsaid brpadcastisuppliarai m

sai d smart (i PEiAG A ALY Eate key being stored in one of said dynamically created

zones and being arranged to decrypt broadcast signals having an idcntity

15 corresponding to that identifier and encrypted using an encryption key corresponding

to that decryption key.

3. A smartcard as claimed in Claim 2, further comprising for each zone a stored
group identifier and a further identifier which identifies it within that group and is
arranged to decrypt broadcast signals having an identity corresponding to the stored

20  group identifier.

4. A smartcard as claimed in any preceding claim, said smartcard being arranged

to maintain a first series of memory zones containing the identities of the respective
broadcast suppliers and a second series of dynamically created memory zones, the

~ memory zones in the second series each being labelled with the identity of a broadcast

25  supplier and containing data including said decryption data used for the handling of
received broadcast signals from that supplier, a plurality of memory zones in the
second series having a common identity label and containing different classes of data

relating to the handling of received broadcast signals from that broadcast supplier.
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mai Nt ai NWD 98/43815 sy ones containing the i dPAUIVERBO216F t he
respective broadcaﬁ“lﬂﬁmﬁﬂmﬂuﬂmma second series of dynam cally created
menory zones, the nenoty tzomessi n*the second series each being |abelled
with the identity of a broadcast suppti4r—and containi ng data incl uding
sai d decryption data used f(l)r t he handling ,of received broadcast signals

from that Suppl esmagcad asAlaimed dr Claim, Ay Saig fmartcard; bring apangrds oy fTeatehayi ng

a comon i gﬁﬁ%ﬂlﬁ' meﬁwﬁ)@gy %&%&'f@hitﬁgﬂrgi ;Jrﬁggnt cl asses of data relating

to the handfi'ng of° recerve roadcast ‘signal's fromthat broadcast supplier.
5. A smartcard as clained in Caim4, said smartcard being arranged to
create -47 - _dynamically the nenory zones of

» * 7 .
sai d first 6seri ¢ smartcgrd as clrimedin Gaydpescdingichim wheraiy the cyaamimglly| ai m
wherein th e%gqragx:;{%ég}}! %on%%%?éE tipGAPr Y Zones are continuous. 7. A

smartcard a any precedrng claim further conprising a
managenent nenory zone arranged to store data for controlling the dynam c
creation of said dynamically created zones. = 8. ~ A smartcard as

clai med i n7any p* cueartoatd @saflaimeshdr eany @rrcedings glaimgd\furthérc somprisingeat ed

zones contains. rigaht el i lcul a el ecti,on of Dbroadcast
Itens br oztb%‘ég?m% “Z“‘rdﬂ‘?’é’gz&ng‘?g‘g?Sgﬁq F@Fé,)g% ?@héqnﬁgﬁﬂﬁge © 8¥“%“P.‘8 s Bcard
[ s ent itl eq,ftsgidctg@)ammauy drétedSoHes.car d bei ng arranged_ to utilise said
rights data to decrypt 1tens broadcast by that supplier. 9. A

smartcard as clainmed in any preceding claim wherein a transaction nenory
zone is defjned n the smartcard jn addition.to said dynanically created
zones and (§0nt ai ssmﬁef?f‘ﬂzﬁs &aﬁﬁds Rt (?5‘?%8%% ﬁ_ Tt & _crﬂpogﬁ%a%ftcsﬂ a
broadcast syp@hically Whtdd dontsedonGfiisHghts 'titd Gmdichting £ Pattidufls defectes fafPt
only in response to a transaction output signal which can be generated by

t he sridy t cPrerdgasi dlemsrhsoadsastityl a broadaesst supphier, whidlnthe uspr efhthetsoariganisis
claimed 1N cGhildlo dectypt B8 'smRIRG Rl arPhrgl B Gliilehaid RERK' db toGecrypt

items broadcast by that supplier.

9. A smartcard as claimed in any preceding claim, wherein a transaction memory
zone is defined in the smartcard in addition to said dynamically created zones and
15  contains further rights data concerning items broadcast by a broadcast supplier which
a user of the smartcard is entitled to decrypt only in response to a transaction output

signal which can be generated by. the smartcard under the control of the user.

10. A smartcard as claimed in Claim 9, further comprising a counter for counting
the number of occasions on which an item is broadcast following the output of a said
20  transaction output signal and wherein the smartcard is arranged to gate the decryption

of that item in dependence upon the count value reached by said counter.

11.  Areceiver/decoder for use with a smartcard as claimed in any preceding claim,
the receiver/decoder comprising a smartcard reader and being arranged to decrypt

broadcast encrypted signals under the control of the subscriber smartcard.

25 12. A receiver/decoder as claimed in Claim 11, said receiver/decoder being
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nunber of LONS i s broadcast foll ow ut of a
sai d tr%‘ggg@g% oummmnmnﬂ“LuHWMerei n the snartcardnl?%ﬁgﬁﬁabzgogd to

gate the decryption of “tHat “itdmin dependence upon the count val ue

reached by said counter. 11. Areceiyer/decoder for use with a

smartcard as claimed in any preceding claim the receiver/decoder

conpri Si Ng zAra8P8d foCREFpt BRIPHted BbalSistHEdSs w&eﬁds&sigﬁﬂg il toeREdeand

encrypted signals undér the control of the subscriber smartcard. 12. A

recei ver/ deomdspondingevideorsnid/onaiaiontp, sai d recei ver/ decoder being

arranged to decrypt encrypted broadcast video and/or audio signals and to

generate and correspondi ng video and/ or audi o out put.

- 48 - 133 JeY/REédiR il if AT P | dReddivalyd i

recei ver/ dglgode?xﬁgévé?}r?gﬂgé r.g?é;taél\’/lgﬁa ;ﬁ%?g%gg%\ﬂf? Ld]i:e%%‘d%}r/ p%ﬁler?%rﬁg

recei vi ng saretativelyr igh ddndwisit inpst pert dorateseining said emdrppted droadcastvsigaaldwi dt h

out put port arrapged to transnt output contrql signals back to, a

b ondcabe | (A Ay e 10w bapgidth aSXpube, SR7heed o BRRaTal: QLG ERRTOh SEAGISof

clainms 11 t313s a 'éhc?ﬁctf'dn\éiﬁx‘it(&ecwer containing a stored identifier and
only wt

I s arranged to wor a smartcard having a corresponding stored

I dentifier. 15. Appar atus for broadcasting encrypted signals to

recei ver/ decoders, the atus, , conpri Si peans  f eperat i t or
more ol assed-of BreEsHERRECRshEs OpimadghPE Of CES of fp dacTeiesserecadr,
control si ghalsnihpGl 46led i8&hRHeY Shd ?’seix%lgéd kD vtk %nﬁf’kgﬁxeé %ahﬁﬁh mas(ﬁgab' | ng
recei ver/ decoders having a corresponding ID to respond to such a claSs of
control si gnedrssspamding stered identifikrcoder 1D data including group ID data for
identifying a group of receiver/decoders and data indicating which

recei ver/decoders in a group are able to respond to such control signals,
Lhe apRRratiss DeARGReVIce trostibdiifia! aRasfedCaifals WOl GhecierAebquafie tireO

di stribute dynam %%Irl y i ndi vf dual rggcei V r?dec%dﬁesrs bet V\Bel’ll-[adi fferent 1D
groups i n rappprhseomprisingumeanstfor gendrating two dbmore élasses af bsoagsast lcantnadd i n

Cl aim 15, wherein sai,d database neans i s rresponsjve to ,signals ei ved
fromthe resé@agsewh&é"d’bﬁé clags ofi 5y, éo’c‘tﬁé % 176 F%FF"ﬁ?VFggﬁ"r‘\ﬁé’rflﬁgétﬁder S

for selectively enabling receiver/decoders having a corresponding ID to respond to

such a class of control signals, said receiver/decoder ID data including group ID data
15  for enabling one or more groups of receiver/decoders all to respond to a common class
of such control signals, the apparatus being provided with database means which is
arranged to distribute dynamically individual receiver/decoders between different ID

groups in response to input information.

16.  Apparatus as claimed in Claim 15, wherein said database means is responsive
20  to signals received from the receiver/decoders to change the distribution of

receiver/decoders between groups.

17.  Apparatus according to Claim 15 or 16, said apparatus being arranged to
broadcast control signals for changing the distribution of receiver/decoders between

groups in response to said input information.

25  18.  Apparatus according to any of Claims 15 to 17, wherein different classes of

control signals enable the decryption of different parts of a broadcast encrypted data

IThis Sheet Has Been
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bet ween gwWOwWgMg342s 17. Apparatus according to C aim15 oPCT&PIBGRA1IOV
apparatus being arranged-to -broadeast control signals for changing the

di stribution of between groups in response to said input
i nformation. 1am" Mlgﬂi@ mcord-rﬁ to0 any of ains 15 to 17,
wherein different rol signals enable the decryption of

di fferent pHfe@E. of a broadcast encrypted data stream 19. Appar at us
accordi ng to any of Clainms 15 to 18, wherein said input information

i ncl udes paynent information.

This is theig.epl Appsrafis astveéing to any of Claims 15 to 18, wherein said input information

- 49 - 20. Appar atus according to Caim19, Wwherein said cl asses of
control si ginglusles peymens informatials whi ch control subscription to decrypt
encrypted broadcast signals fromdifferent broadcast suppliers. 21.

Apparatus according to Caim?20 or 21, wherein said classes of control

signal s i ngh udeAghbaan@Sacobidiny @@rﬂléx@d 19U rEHERER fld chesds! amoﬁ@oldﬁgﬁawt
br oadcast encrypt ed data signals in dif fterent time frames.

Appar at §is ainchidg |clagsqsovla¢lycmrd:s@snspt1® toslepnypt eicsypied brcaidase sxgnylptﬁ@m

br oadcast @lf%naltzJ are defii and/ or audi o signals. 23. Appar at us
according t f B% 0 22, wherein the groups have up to 256
menbers. 24. Appar atus according to any of Clains 15 to 23, said

apparatus being arranged to
21.  Apparatus according to Claim 20 or 21, wherein said classes of control signals

include classes which control purchase of the right to decrypt broadcast encrypted data

signals in different time frames.

10 22,  Apparatus according to any of Claims 15 to 21, wherein said encrypted

broadcast signals are video and/or audio signals.

23.  Apparatus according to any of Claims 15 to 22, wherein the groups have up

to 256 members.

24.  Apparatus according to any of Claims 15 to 23, said apparatus being arranged
15 = to transmit said encrypted data signals to a satellite in orbit.

25. A receiver/decoder for receiving encrypted broadcast signals, the
receiver/decoder comprising a group ID and being responsive to a class of broadcast
control signals having a corresponding ID to said group ID, the receiver/decoder being

arranged to change its group ID in response to a further control signal.

20 26. A receiver/decoder according to Claim 25, wherein said further control signal
comprises a broadcast signal, said broadcast signal and said encrypted broadcast

signals being arranged to be received by said receiver/decoder.

27. A receiver/decoder according to Claim 25 or 26, wherein said group ID is
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t ransmi t“mwf’ascrim,’ JJE muﬂ"ﬂnﬂus to a satellite in orlpdEps70Rs7 & A
recei ver/ decoder foR ( Al ypt ed broadcast signals, the

*

recei ver/ decoder conprising a group ID and data identifying the position
of the receiver/decoder in the group;~-¥hi-d receiver/decoder being
responsive to a cJass of broadcast control signals having a correspondi ng
ID to saidf @ﬁﬁi inrs smart¢asd reraeyably insertechin thareerivarfdscoder. r ecei ver / decoder
havi ng said position within the group is able to respond to said signals,

t he recei ver/decoder being arranged to change its group IDin response to a
further cQ@8trolA siegeiedr/decode?Gaccording @6 eanselof dERAAS 25766 Z7i WHerk &didi m 25,
wherein said further ‘control signal conprises a broadcast signal, said
broadcast $PEFARIcdTaadcast signals grpvadpoansiercansio signalad s  bei ng arranged to be
recei ved by said receiver/decoder. 27. A receiver/decoder according to
Claim?25 or 26, wherein said group IDis recorded in a smartcard renovably
i nserted i 29t he A axyseneférdbenadessting Bl recbiviSe aliyiell/ @RS alsa%ﬁgﬂéiﬁ to
any of Clainms 25 to 27, wherein sard encrypted — ) roadcast sfgnals
are vi @eo ARPATAMWS 3¢ giabmed Wramyof Claims 15 to foajuntiien with adeeaivarfigeaded

recei ving dLgik | | sSing apparatus as clained in any of
Clains 15 tq%%gzalk%%ggﬁ %%ﬁ 2\%_(}??% recei ver/ decoder as clained in any of
Clainms 25 to 28. 30. A nmet hod of broadcasting encrypted signals to
recei ver/ decoders, the nethod conprising generating two or nore cl asses of

broadcast &8nt r & msthpda0fsbroadcasting enceypsed signals 40 mpesiver/deendersj thy method -

i ver/d v tj.vel bl i /d havi
L oor 1 espociitESing Refdbtng Rio SEIRRE UMY of RSP il ek kst B 0
recei ver/ descidesighdds i igdludingg redepiep/deéddéat aDf Ofath dgHY | §é{£diﬁve§ gérﬁﬂﬂn%
r e

of recei ver/ decoders and data indicating which receiver/decodérs int
gr oup 19, e mseersddeceders dgving & pemresponding ID to respond to such a class of control

signals, and distributing dynamically individual receiver/decoders between different

ID groups in response to input information.

31. A method according to Claim 30 wherein said input information includes
payment information and said classes of control signals enable the receiver/decoders

15  to selectively decrypt portions of an encrypted broadcast video and/or audio stream.

32.  Apparatus for broadcasting encrypted signals to receiver/decoders, the
apparatus comprising means for generating control signals for controlling or enabling
the decryption of said encrypted signals, means for associating control signals with
respective program transmissions within said broadcast signals, the associating means
20 comprising means for generating a signal identifying each transmission in a series of

transmissions of the same program.

33.  Apparatus according to Claim 32, further comprising means for generating a
signal for setting a limit at the receiver/decoders on the number of transmissions in

said series which can be decrypted.

25  34.  Apparatus according to Claim 33, said apparatus being responsive to an input
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control 3XQP#43425 g nam cal |y individual rRECEERS02IEICOder s
bet ween different nﬂmlmg‘glmmll‘gu%nse to input information. 31. A
met hod according to *d & nt 30" wher éin sajd i nput information includes
paynment information and said cl asses otSkontrol si gnhal s enabl e t he
recei ver/ decoders to_sel ectively decrypt, portions of an encrypted broadcast
vi deo and/ Smﬁﬁf’ﬁl gchggﬁ{ﬁiecogg?/to V%ﬁgﬁdalﬂ% for broadcasting encrypted
signals to receiver/decoders, the apparatus conprising nmeans for generating
control signals for controlling or enabling the decryption of said

encrypt ed SgnalApparatesacconlingissany eft Claime821to 34, saldoappatativd bding egpgedi ve
programt ra‘gitgi SSiJ on% W, t hi n sai“%,broadcast si gnal s, the assoclating neans
conpri si ng 'HriEARSi §pidadeq and/of audia stieam t9 gsatellite imgriitich transmission in a
series of transm ssions of the sanme program 33. Appar atus according to
Claim 32, futher conprising neans for generatinga signal for setting a
limt at tBé.redereceiver/dender for oeteiving mdderymingtbreditaitssinalSiniaPayPed
series whi ;{1 C?E%%eﬂdgcr t ed. 34, Appar atus according to G ai'm 33,

sai d appar #6¥ 0 %é%‘g’??g?wgfqeﬁoﬁﬁ comprsingimsaas fardstacting eensrol sighalec oder
to vary saishidd & : : . . wrs. 13- D1 -
35. Appa 'rvggtxﬁﬂséﬂéxgée&rg ioﬁgdt tg © gﬁ%/ry%t% ond) fzfl arn%cuég Heemay , trasngfnds 850615 éY’H{“b §axg ei ng
arranged t broadeastssighalsaisaidvicomteolasighals iolliding t ihemation aicﬁﬁiiﬁjﬂiﬁ%te%ch n
orbit. %{g . A receiver/decoder for receiving and decrypting broadcast

si gnal s i n'ERPRSISR AN 3 FeTigs @Emﬁswa@}ls t0hdhe samf \pEpgrame gué lingiting medns g
nmeans for G |l S : i (o ol .the,decryption
of part cuf e GIc R Rl shiedl Ror it the 1AL Mon R RMORS i oty RE 1
contrdO si wwhidghscamiod detirygfed.nf or mati on i dentifying each transmission in a

series of transm ssions of the same program and |imting neans coupled to
said detecting means for limting the nunber of transm ssions in said

series whigh camn li‘@cci\Q:‘f'fEiEé’(’ikfeieCLxccording to Claim 36, wherein said limiting means

comprises a counter arranged to be incremented or decremented towards a stored limit

value in response to each successive viewing of a transmission within said series.

38. A receiver/decoder according to Claim 37, further comprising means for

15  adjusting said limit value in response to a received broadcast signal.

39. A receiver/decoder according to any of Claims 36 to 38, wherein said limiting

means comprises a smartcard removably inserted in the receiver/decoder.

40. A receiver/decoder for receiving and decrypting encrypted broadcast signals,
the receiver/decoder comprising:
20 a smartcard reader;
a processor coupled to the smartcard reader and arranged to decrypt said
signals in dependence upon an output from the smartcard;
memory means containing a stored ID of the receiver/decoder;
means for comparing said stored ID with an ID of a smartcard read by the
25 smartcard reader; and

means for enabling or disabling the decryption of said signals in dependence
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37. A nassiasers deﬂwmumgm mmgmo Cl ai m 36, wherein sagi/gromeiiong means
conprises a counte ,I ncrenmented or decrenented towards a
stored Iimt value in res porfse St o*each_successi ve viewi ng of a

transm ssion within said series. 3852 =A recei ver/ decoder accor di ng to
Caim3 7, further ri sing neans for adjusting said [imt value in
response t &*PRBy %S?WE%pSi?Poadcast si gnal . 39. A receiver/decoder
according to any of Clains 36 to 38, wherein said limting neans conprises
a smartcard renovably inserted in the receiver/decoder. 40. A

recei ver/ defioderAfreceivartiscoder acaordinge tr Vi d0 evigersint exid enatdthgomearsi Bnal S,
the receiver/decoder npr.i si ng a smartcard reader,

processor cSABEE} 1 EuatbeeOTsﬁ’ﬁ‘l‘lﬁEﬁi“é smeggaid- and arranged to decrypt sai d
signals in dependence upon an output fromthe snartcard, menory
means containing a stored ID of the receiver/decoder; means for

conparing s@.d sAgéiver/Qevddeh acoordihy @ Chaifindl, wititfein l’sﬁaq:rbéesidiﬁs sifiidedar d
reader;_and means for enabling or dlsablln the decryption of said

si gnal $ i n faeﬁéﬁhi%nﬁf’éd upBFIGaRE BorFpRAoNSH0 2 Awndshake r euding e petwsen dibe
accordi ng tgQ s I d enabling neans I s arranged - 52 -
to enable o %géﬁe&g\gp s?ﬁ‘%?%@ard 42. A recei ver/decoder
according to Caim4l, wherein said processor is arranged to

enable said smartcard in response_to a handshake routine between the
recei ver / deBoderA receiver/decodef acpoding tq apyjof Claims 40 to 42, saifhreceiveg/decoder

receiver/ dqﬁ%ge%_%ﬁ%ggrtglrg&ny nglnc}'ec@t (?d(‘)ia é é?or a%%kcf)/ Eﬁgl ver/ decoder

bei ng arranged® cerve and dect e0 an audi o signal s.

44. A smartcard for use in a receiver/decoder according to any of Claims 40 to 43,
10  said smartcard including a memory containing a list of IDs of respective
receiver/decoders with which it may operate and indications as to whether the

smartcard may operate with each of said listed receiver/decoders

45. A combination of a receiver/decoder according to any of Claims 40 to 43 and a
smartcard according to Claim 44, said receiver/decoder further comprising means for
15  reading the ID of each receiver/decoder listed in the memory of said smartcard and
the indication associated therewith to determine whether the smartcard may be used

with the receiver/decoder.

46. A smartcard for use with a receiver of encrypted broadcast signals, the
smartcard comprising
20 a microprocessor for enabling or controlling decryption of said signals; and
a memory coupled to said microprocessor;
said microprocessor being adapted to enable or control the individual
decryption of a plurality of such signals from respective broadcast suppliers of such
signals by means of respective zones in said memory, said zones each being arranged
25  to store decryption data associated with a respective one of said broadcast suppliers,

said decryption data including a priority level assigned to the smartcard by the
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-44. A P E4RY flmumlﬂ"lmmllﬁmr ver/ decoder accordi ng PGI/ERY/3107Cl ai s

40 to 43, I ncl uding a nenory containing a list of
| Ds of respective reécei‘vet/ déwder s & with which it may operate and
i ndi cations as to whether the srrartcardS?fmy operate with each of

said |ist e?e%ag&?\jcvﬂ’oé Iﬁ%ﬁf fier and enabling.the ﬁggyﬁ%&ggP igﬁgfgoagsc%atgd with

recei ver/ décoder "accor 0 any O I

smartcard aks @ridking lével Bloadeastly tiadibfoddeseisuppliedecoder further conprising
means for reading the I D of each receiver/decoder listed in the

menory of said smartcar.d and the I ndi cati on associated therewith

" ecer ver ) dadodars Sncatd kiAo IR 8 whhelh 8 Brbifieyrt s asipwddpyer of

encrypt ed Brosdatcdd dyahedns of taheonsBBsigaalrttoadcast by the broadgasi SppHer.
a mcroprocessor for enabling or controlling decryption of said signals;

and a nenory coupled to said m croprocessor;

sai d mgropr,ocessor _hei adapted to enab or, contro] the i.ndiyidyal

decr ypth on 48 °C Kfperatiy 11 BESMGe Gresited Brrdety Hesdl, o eresed

br oadcast %HﬂﬁéW&/&EoMﬁhﬁﬂ%&@igﬁe@bhcf@@ﬂ $espective priority Rivel, %?e%gyaﬁﬁ zones
in said nenory, said zones each being arranged to store decryption

dat a associcemdeisiigt h a respective one of said broadcast suppliers, said
decryption data l.ncl udi ng. an dress .assigned.to the smartcard
by the respecti V"4 8%&?&“3568??@%’ Hiat%r cbitrolfing ogﬁ% h?“ﬁdf’?ﬁ ©Ppt i on
of signal s gASaRE bijageNst ts n@ttha@dﬁ@@Ssigﬁm%% Fhabiﬁfgt B ladBfe8@ $oRRIN for,
supplier. a7, A smartcard according To C aim46, wherein
sai d addr eselertively enabling deeryptien by a receiver/decoder having a corresponding address;

This is the_repl acenent sheet

-53 - smﬂlflcard by nmeans of a control signal broadcast by the broadcast

supplier. 48 .meané\I8R hAdreSsin® fedeivedechAbIs WitR Raidy Béffbl R ARACENKctivbignal S
to receiver/decoders, the
according to their respective priority levels.

49.  Apparatus according to Claim 48, further comprising means for generating a
15  first set of control signals associated with a respective broadcast supplier of broadcast
signals and a second set of control signals associated with respective programs, the
control signals in the second set having a switching portion arranged to gate
decryption by said receiver/decoders, the control signals in said second set having said

address portion.

20  50.  Apparatus according to Claim 48 or 49, said apparatus being arranged to black

out decryption of a selected program in a selected geographical location.

51. A smartcard substantially as herein described with reference to the

accompanying drawings.

52. A receiver/decoder substantially as described hereinabove with reference to

25  Figures 1 and 2 of the accompanying drawings.
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appar at UV asiR4RS i nﬂ"l“l u"uulu)w for generating a firstpsgkpdfgag@nt rol
of c

signal s associated Wi broadcast supplier of broadcast
signals and a second sef controfl si ghal s associated with respective
encrypted program signals, the control-8#gnals in the second set having an
address porgion for selectjvely enabling decryption of the encrypted
program si étﬁal s égpaerF é%h%ﬂ%@es&emam brgaccagtosigralp o decriyeadacasiess.

49. Appatr, GO, di hins48,..sald_aj atus bei hg dto
ol ack out - SECRyRTo " ekl Jeecil B el Re ol aBugSd GuBh AR s
| ocati on. accéfipanyidg drawihgsar d substantially as herein described with

reference to the acconpanying draw ngs. 51. A recei ver/ decoder
substantially as descri bed herei nabove with reference to Figures 1 and 2

of the acc any; b . [ for br.oadcasting encrypted
br oadcast gzgnaléq’?egﬂé@@fe?%é?%té%%%’ec&m%%@gﬁ feaquﬁrfggc 5’?%%“??“8%‘?&5 i bed

Wi th ref er anderdin dEscgibed with Rfsferteab F cﬁP%ﬁMadmhé‘Gccdigﬁ%}'ﬂ@%r wings3: A
nmet hod of broadcasting encrypted signals to receiver/decodefs su?)stgnti ally

as herein described with reference to Figures 1 and 2 of the acconpanying
dr awi ngs.
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