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Entities generates public keys to the distributed
ledger in registration process
(205)

v

Identity consumer requests issuance of attestation
to identity consumer’s wallet
(210)

v

Identity provider generates attestation
(215)

v

Identity provider authorizes identity consumer to
claim attestation
(220)

v

Identity consumer claims attestation and stores
attestation in identity consumer’s wallet
(225)

FIGURE 2
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Relying party submits request for attestation from
identity consumer
(305)

v

identity consumer retrieves attestation from wallet
(310)

v

identity consumer shares attestation with relying

party
(315)

v

Relying party receives attestation
(320)

v

Relying party takes any necessary action based on
attestation
(325)

FIGURE 3
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identity consumer identifies document to sign and
send to receiving party
(405)

v

Upload document to user interface (optional)
(410)

v

identity consumer selects attestation to sign
document with from wallet
(415)

v

Selected attestation and document submitted to
receiving party
(420)

v

Receiving party verifies attestation with distributed
ledger
(425)

FIGURE 4
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First identity consumer identifies second identity
consumer to receive digital asset
(605)

v

First identity consumer selects digital asset to send
to second identity consumer
(610)

v

First identity consumer selects one or more
attestation to embed in digital asset(s)
(615)

v

First identity consumer sends digital asset(s) with
embedded attestation to second identity consumer
(620)

v

Second identity consumer receives digital asset and
verifies attestation(s)
(625)

v

Second identity consumer withdraws digital asset(s)
(630)

FIGURE 6
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