A Dual Usage Smart Card of CPU and Logical Encryption and its Data Synchronization Method
TECHNICAL FIELD The present invention relates to a smart card data storing device and an internal
data synchronizing method, and particularly to a dual usage smart card of CPU and logical encryption
and a data sync method thereof BACKGROUND ART Each of a logical encryption card and a CPU
card is one kind of IC card. Compared to the Io%ical encryption card, the CPU card has such

advantages a8 Pt BagasSimpsileard ofgh RhiapdiagigalEnspntionendtsiDatang the

place of the logical encryption card step by step. Howevey, the logical encryption card has been
applied in many projects and if the |ogisg|‘{§§€r5ﬁfmléﬁ}d{%ﬂ&?}%§|y replaced with the CPU card, it

cannot help but resulting in that all the existing logical encryption card reading devices and terminals
should be replaced, the cost of which is over high and is difficult to be accepted. In order to solve the
problem, ggmeergRipcnanyfagtpngrs provide a new kind of CPU chip, which adds a logical encryption

circuit and a logical encryption storage area. A card encapsulated by using this kind of chip can be

used as BDHe pEeRthedrtandenleglaat ensryption asdrd iids stosaipedaiit €ath SURRAHbAlATR

terminal for reading a CPU card and a terminal for reading a logical encryption card. While the
hardwaredaaldgnchasneery snivémdhene isatsoftadsetpraklen: wiags amart dandsefl @@d GRY card,
data are stored in a CPU controlled storage area; and when the card is used as a logical encryption
card, daté%@%]tm)ﬁ?a%g@@d arntsigptivrcstardyedtieeremireby achieving that a logical encryption
card and a CPU card appear to be a same card and a unity, but the data therebetween are
inconsistent. When a logical encryption card and a CPU card act as a common application, it is

required tﬁ%&g@@mﬁgﬁq&a in the two storage areas should be consistent, thus ensuring a
IS Keptin each o

correct state e logical encryption card terminal environment and the CPU card

terminal enyipRMERbIRAPRHLYSRBH AL PIREN O RS RIRPISB.AL £A1A HINERGIEPeRRARE ot

been solved yet,
to the logical encryption card, the CPU card has such advantages as a fast

processing speed, a high safety and a great flexibility, etc., and is taking the place
of the logical encryption card step by step. However, the logical encryption card
has been applied in many projects and if the logical encryption card is directly
replaced with the CPU card, it cannot help but resulting in that all the existing
logical encryption card reading devices and terminals should be replaced, the cost
of which is over high and is difficult to be accepted. In order to solve the problem,
some chip manufacturers provide a new kind of CPU chip, which adds a logical
encryption circuit and a logical encryption storage area. A card encapsulated by
using this kind of chip can be used as both a CPU card and a logical encryption
card. That is, a same card can support both a terminal for reading a CPU card and a
terminal for reading a logical encryption card. While the hardware problem has
been solved, there is a software problem: when a card is used as a CPU card, data
are stored in a CPU controlled storage area; and when the card is used as a logical
encryption card, data are stored in a logical encryption storage area, thereby
achieving that a logical encryption card and a CPU card appear to be a same card

and a unity, but the data therebetween are inconsistent. When a logical encryption

1




SUMMARY OF THE INVENTION In view of the defects and disadvantages existed in the art, the
present invention provides a dual usage smart card of CPU and logical encryption and its data
synchronization method, which can ensure that data stored in a logical encryption card and a CPU
card keep consistent when communicating with the outside. In order to achieve the above invention
object, a dual usdge(Sthartchadt ol @RIInandr ogidad &oryiptioreghitied praséntdnventiodiconiprises a
CPU card system for communicating with a CPU card reading device and a logical encryption card
system fotlokih Gmwwrﬁ@‘I’ééi\%@lcéﬁ&iﬁ?ﬁﬂoﬁléé@?éﬁ@l&’n@ davice sWisareksnhe P eardisystem
comprises a CPU controlled storage area for storing CPU card data, the logical encryption card
system coltiffleSACISEHME ety SHORLOr ABELIEATSr Sidrinifiogical SALtyHBYNEAr SRR the
CPU cardrsé\ésé%mfprt er com rei% §.tla\ da §Ync_fgetvice fotr data gsync hetwee the C}P controlled
storage arsa and the: logicaPSncRypToH Storage area e H5ts SR devicd BERY EoSedtst with the
CPU controlled storage area and the logical encryption storage area, respectively and being
configured to: invoke the logical encryption card data to update the CPU card data before each time

the CPU caydvsysigoy eomppunipateswiipie CPU card reading device; when the data sync deuce
completes communication between the CPU card system and the CPU card reading device, if the

communichaticidis dhatctderccRUrehik raaghing eesegaeads dnet Chtpeasch datasrierminatiagsthelsdep;
and if the communication is that the CPU card reading device modifies the CPU card, data, invoke the
CPU card watz tonupdatalthe |dditakeddoptidrecand dataand theddtrab ushgessmatan carthof, GRILaNd
logical encryption, the data sync device comprises: a CPU command processing module for controlling
a logical eftyptisie stfagidarvacdceesdostatrenshiouior ¢id the ePBlEsatroles storsigeradicand
implementing data int.eracti?n between the CPU controlled storage area and the logical encryption
storage ar&3 T HRE fOmEHEBVEHSISH module for implementing format conversion between the
logical enclli}/%tll.ggr grgc ?gg‘eacgg :[':1 %vce:PirLljvgg’crig)nd% ?écaf,n (a:I dual usage smart card of CPU and logical
encryption of the present invention comprises a CPU card system for communicating with a
CPU card reading device and a logical encryption card system for communicating with a logical
encryption card reading device, wherein the CPU card system comprises a CPU controlled
storage area for storing CPU card data, the logical encryption card system comprises a logical
encryption storage area for storing logical encryption card data, and the CPU card system further
comprises a data sync device for data sync between the CPU controlled storage area and the
logical encryption storage area, the data sync device being connected with the CPU controlled
storage arca and the logical encryption storage area, respectively , and being configured to:
invoke the logical encryption card data to update the CPU card data before each time the CPU
card system communicates with the CPU card reading device, when the data sync device
completes communication between the CPU card system and the CPU card reading device, if the
communication is that the CPU card reading device reads the CPU card data, terminating the
step; and if the communication is that the CPU card reading device modifies the CPU card data,
invoke the CPU card data to update the logical encryption card data.

In the dual usage smart card of CPU and logical encryption, the data sync device comprises:

a CPU command processing module for controlling a logical encryption storage area access

el




the logical encryption storage area access control module for implementing reading and -lilting of the
logical encryption card data in the logical encryption storage area; wherein, the CPU command
processing module controls the logical encryption storage area access control module to read the data
in the logical encryption storage area to the data forma; conversion module which forwards the data to
the CPU cBtroNersidrae Hed 2hatme ke o uarimtdBrobRRHG AR IRHAT S tRe CPU
controlled f%té) aret%l?eecpgs the CPU cc?ggleqata tlhrou h the data format conversion module, to the

. con Qrage area an oeidal encryption sforage area: . .
logical encryplion storage area access control nrodule Which Wiite&hd ©pPu card data into the logical

encryption,sioraoe area. heRisTeRLIYENRAN ASQRIANIAe S AR SYNS ME e el 2 fualiisage

smart card of CPU and logical encryption, comprising the Steps of: (1) invoking the logical encryption

card data i ¢pgate thedQRY carehdatabeiareigacimtime the CPU card system communicates with the
CPU card reading device; (2) completing communication between the CPU card system and the CPU

card readitig deyice ;dfithetommmunication dsciratcthreralRPhb dalkd freddipigrdevieg reatisgthedGRUgard
data, terminating the step, arid if the communication is that the CPU card reading device modifies the
CPU card elatze loedleierynbomheané dektapthedp g kingyythiéoC Piorezrdreita to update the logical
encryption card data. Specifically, step (1) further comprises the steps of: Ill) contr_ollinég the logical

encryption"&t6eige Be & BECEQURBATGIAMGHING 181PSMIF thentals thanegisglcaranriiBLdATeEs 4t area

to the data format conversion module, PU command processing module; and
access contro m%c?lﬂe to rea tgg Hgt?acl:n t%e orgrf]lca. enc y}ggon s{(])gageoarea toa’[ﬂe data formaz

conversion module which forwards the data to the CPU controlled storage area; and the CPU
command processing module further controls the CPU controlled storage area, sends the CPU
card data, through the data format conversion module, to the logical encryption storage area
access control module which writes the CPU card data into the logical encryption storage area.
The present invention also provides a data sync method of a dual usage smart card of CPU and
logical encryption, comprising the steps of:

(1) invoking the logical encryption card data to update the CPU card data before each time the
CPU card system communicates with the CPU card reading device;

(2) completing communication between the CPU card system and the CPU card reading device;
if the communication is that the CPU card reading device reads the CPU card data, terminating
the step; and if the communication is that the CPU card reading device modifies the CPU card
data, proceeding to the next step;

(3) invoking the CPU card data to update the logical encryption card data.

Specifically, step (1) further comprises the steps of:

(11) controlling the logical encryption storage area access control module to read the data in the
logical encryption storage area to the data format conversion module, by the CPU command

processing module; and



(12) converting a data format of the data from a logical encryption card format to a CPU card format,
forwarding the data to the CPU controlled storage area and updating the data therein, by the data
format converting module. Further, it in step (2), the communication is that the CPU card reading
device modifies the CPU card data, then the communication process is specifically that: after the CPU

controlled|stprrar 8raa packea s PRraae drdatad iradeepistisonadibgatigniothe AR aauddata by the

CPU card reading device, and if the modification is successful, the process proceeds to step (3);
otherwis&thé paedefiviata, afervestdiedethby disimgshehbatked updatellatdstbeaprocasa tarminates.
Specifically, step (3) comprises the steps of: (31) controlling the CPU controlled storage area and
sending tedamg dhriditathetbia dbyat fordatactnventieanyvioding, mpehdeCPU command processing
module; Il1:(32 con\égrtjng a daél format of the data from a CPU card format to a logical encryption card
format ahdfoMardindthEdata o the IBGBANSMGYBEBNISISRaGd b et RE 685 dREGITROBEIECRY the

data f ' le: 3 iting the CPU card data into the logical ' t
crea by HOTHHES! BReyPhon S B aE TR AUl RE S T3 pReHHERI g (33 e
?pec'f'caﬁﬁé'ﬁa%h@%%&%&?é@”s?&?&%%e &R RGP %%”ﬁ%%%‘?“k?a ritgs tQ?o%ﬁ%’ ?ﬁéd data
into the logical encryption storage area; It the writing is successful, the step términates; and the writing

fails, the /54 oaToHeeh SIREATPY EaaFastRies Hie piesep data By aiiadhadackediHg ¢ptand the

step terminates. The present invention invokes logical encryption card data to update CPU card data
before eactdifieaherCi diaareksfistethcpruuesygatesesith thestyisiy, bihesiigdhehdapresyne device

connecting with the CPU controlled storage area and the logical encryption storage area respectively.
If the CPdntmpdaizgatonedeklftusing e basdtddyptdatzomahtnicatesasitietmioatsitle, the data sync
device iné/glégisﬁtgglly, step (3) comprises the steps of:

(31) controlling the CPU controlled storage area and sending the CPU card data to

the data format conversion module, by the CPU command processing module;

(32) converting a data format of the data from a CPU card format to a logical

encryption card format and forwarding the data to the logical encryption storage

area access control module, by the data format converting module; and

(33) writing the CPU card data into the logical encryption storage area by the

logical encryption storage area access control module.

As an improvement, step (33) is specifically that: the logical encryption storage

area access control module writes the CPU card data into the logical encryption

storage area; if the writing 1s successful, the step terminates; and the writing fails,

the CPU controlled storage area restores the present data by using the backed up

data, and the step terminates.

The present invention invokes logical encryption card data to update CPU card

data before each time the CPU card system communicates with the outside, by

using the data sync device connecting with the CPU controlled storage area and the

logical encryption storage area respectively. If the CPU card data change after the

CPU card system communicates with the outside, the data sync device invokes the
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CPU card data again to update the logical encryption card data, thus being capable of ensuring, before
and after each time the CPU card system communicates with the outside, the CPU card data keeps
consistent with the logical encryption card data, thereby implementing a card of dual usage indeed.
BRIEF INTRODUCATION OF DRAWINGS Fig. 1 is a structural diagram of a dual usage smart card of

CPU an@?@%@@@tﬁ@gﬁﬁ?@@ﬁ%&ﬂ@ the Rf%ﬁ%ltéﬁ\é??ﬁﬂﬁh':dgr@ d'{%r?&,dﬂﬁw%%‘gséﬁﬁﬁb}érd O_f a
CPU and logical encryption and the flowchart of data sync thereof according to the present invention.
BEST MOD&SHOR, GARRY ING @i IBM¢ENHENR f(fiérdethiedtdascriptionof thespresent
invention will be provided below in combination with the drawings. As shown in Fig. 1, the dual usage
smart cafdoPaRUlanth§itAl g ptiva bkers preseistimiention dumpgsesl seaRypdied system for
communicating with a CPU card reading device and a logical encryption card system for
commun?i‘"&ﬁn &Py l@éﬁ%%?&%ﬁ%&@ﬁ%h@%égﬁmrein the CPU card system comprises
a CPU controlled storage area for storing CPU card data, and the logical encryption card system
comprises a logical encryption storage area for storing logical encryption card data. The main

inventiormqmﬁy' W iceligos ﬂF% card system further comprises a data sync
device for data sc}fﬁc etweéﬁmgggwgﬁ?ro e @gﬁtg'%g area and the logical encryption storage area,
the data pypc deice ReingerNngristhwthing @Rk conimlledsiaragefres and thedaaiegl escryption
storage area, respectively.

encryption according to the present invention;

Fig. 2 is a dual usage smart card of a CPU and logical encryption and the flowchart

of data sync thereof according to the present invention.

BEST MODES FOR CARRYING OUT INVENTION i

A further detailed description of the present invention will be provided belbw in
combination with the drawings.

As shown in Fig. 1, the dual us‘age smart card of CPU and logical encryption of the
present invention comprises a CPU card system for communicating with a CPU
card reading device and a logical encryption card system for communicating with a
logical encryption card reading device, wherein the CPU card system cofnprises a
CPU controlled storage area for storing CPU card data, and the logical encryption
card system comprises a logical encryption storage area for storing logical
encryption card data. The main invention points of the present device lies in that:
the CPU card system further comprises a data sync device for data sync between
the CPU controlled storage area and the logical encryption storage area, the data
sync device being connected with the CPU controlled storage area and the logical
encryption storage area, respectively.

The data sync device comprises:

a CPU command processing module for controlling a logical encryption storage
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The data sync device comprises: a CPU command processing module for controlling a logical
encryption storage area access control module and the CPU controlled storage area, and
implementing data interaction between the CPU controlled storage area and the logical encryption
storage area; a data format conversion module for implementing format conversion between the

logical epepyplion card 4ata %‘?HdﬁFe%ﬁ&’tﬁ%@?@%cﬁﬁ%ﬁ@doﬁlﬁ@%‘%%é@%ﬁﬂsf RIS CCesS

control module for implementing reading and writing of the logical eRcryption card data in the Togical

encryptiaingtorageraceidn’ eeapesational pORESs@fitededicstis assfollevss: dhel CAY clypivand
processing module controls the logical encryption storage area access control module to read the data

in the loginat epicoyptitiraterageaarea to the data format conversion module which forwards the data to
the CPU controlled storage area; and the CPU command processing module further controls the CPU
controlled SaifafRrmetaceoriaste oPdWariddmplismaghingefonmatoraritsiveRSH RsSdlE, to the

entry A G AECAFEAN BLES S RIS S IS RHRER—PU card system and the ogical

encryplig g ?orcgll%%fteer%rgfpttqgrg gtvol(r;gg%ozrl?ggsaecscgs]g é%lrll \r’\cl)lpﬁl%tg&se for implementing reading
and writing of the logical encryption card data in the logical encryption storage
area.
The operational process of the device is as follows: the CPU command processing
module controls the logical encryption storage area access control module to read
the data in the logical encryption storage area to the data format conversion module
which forwards the data to the CPU controlled storage area; and the CPU
command processing module further controls the CPU controlled storage area,
sends the CPU card data, through the data format conversion module, to the logical
encryption storage area access control module which writes the CPU card data into
the logical encryption storage area.
A data sync method with regard to the CPU card system and the logical encryption
card system of the device comprises the following steps:
(1) Before each time the CPU card system communicates with the CPU card
reading device, it invokes the logical encryption card data to update the CPU card
data.
Step (1) further comprises the following steps:
(11) the CPU command processing module detects the CPU card reading device to
determine it is to communicate, and before the CPU card system communicates
with the CPU card reading device, the CPU command processing module controls
the logical encryption storage area access control module to read the data in the

logical encryption storage area to the data format conversion module; and
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(1) Before each time the CPU card system communicates with the CPU card reading device, it invokes
the logical encryption card data to update the CPU card data. Step (1) further comprises the following

steps: (11) the CPU command processing module detects the CPU card reading device to determine it
is to communicate, and before the CPU card system communicates with the CPU card reading device,

i dul he logical i |
module 10 G R o IO CE ERErBT SLorAG o e oLt aHVion fodule
and (L2} b dela lURALEORYering, maduls easvea dala larmat ol e latadiom. aleoiept

TR Al I d

encryption-card for to a CPU card foi mat, forwa ata to the CPU controlled storage area

and upd@@gﬁ@ﬁ&p&@oﬁk@@i@re{l@@g@@g&cg{g gystemeans,the CPU card reading device complete
communication therebetween; if the communication is that the CPU card reading device reads the

CPU car@ ylatghthe(pPidessatermiyatesn angd thheo@iPUnicatidn iscthih thedePldcaksbraptiing device
modifies the CPU card data, the process proceeds to the next step. In order to enhance the reliability
of the communicatan wpéretieheitvieestelf (R themsorimigaidation idheiahth& EPUcesddreasding device
modifies the, CPU card_data, then the communication process is specificalleg%hat: after the CPU

controlledF¥istagersielBdekd [ 54Hé PréaetGIRIACRUCEIFRIAE T AMHCAISR RPIMEEPIYALRE data by
the CPU. card readi ice, and if th dification i f ds to step (3);
otherwich, B8 1BSont ke AF EtOF Bl D) iR BAckba o NaChanAaie pceRioainates.
(3) The g??o%ec&fgt%attﬁé%w@% to update the logical encryption card data. Step (3) comprises the
following steps:

In order to enhance the reliability of the communication operation, if, in step (2),
the communication is that the CPU card reading device modifies the CPU card
data, then the communication process is specifically that: after the CPU controlled
storage area backs up the present data, it accepts the modification to the CPU card
data by the CPU card reading device, and if the modification is successful, the
process proceeds to step (3); otherwise, the present data are restoreded by using the
backed up data, and the process terminates.

(3) The CPU card data is invoked to update the logical encryption card data.

Step (3) comprises the following steps:

(31) the CPU command processing module controls the CPU controlled storage
area and sends the CPU card data to the data format conversion module;

(32) the data format converting module converts a data format of the data from a
CPU card format to a logical encryption card format and forwards the data to the
logical encryption storage area access control module; and

(33) the logical encryption storage area access control module writes the CPU card
data into the logical encryption storage area.

Also, in order to enhance the reliability of the communication operation, in step
(33), the logical encryption storage area access control module writes the CPU card

data into the logical encryption storage area; if the writing is successful, the step
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(31) the CPU command processing module controls the CPU controlled storage area and sends the
CPU card data to the data format conversion module; (32) the data format convening module converts
a data format of the data from a CPU card format to a logical encryption card format and forwards the
data to the logical encryption storage area access control module; and (33) the logical encryption

storage grea access conirol module writes the ,CP d data into,the logical encryption storage area.
P e R R bR e

encrypti%gyﬁggzﬁg%ﬁéstﬁg%@kg}pgw%ﬂgt%@ﬁlg52[ Hrﬁﬁtg?c_égf[o th_e logical encryption

storage area; if the writing is successful, the'step terminates; and the writing fails, the CPU controlled

storage &fgR restarest thawriesent datambintsine tel baskeseupdipiaiard theustep tekingiesal
encryption card system do not have the capability of accessing the CPU card
system due to lack of a control chip capable of performing a control operation on
the system, similar to that of a CPU, thus it must depend on the CPU card system
to achieve data sync between the CPU card system and the logical encryption card
system.
Specifically, by using the device of the present invention, only before each time the
CPU card system communicates with the outside (the CPU card reading device),
the CPU command processing module controls the logical encryption storage area
access control module to read the data in the logical encryption storage area into
the data format conversion module which forwards the data to the CPU controlled
storage area, thus implementing the first data sync between the CPU card system
and the logical encryption card system. Before the data sync of this time, the
logical encryption card system may communicate with the outside (the logical
encryption card reading device) for several times, during Which period no sync
operation is necessary. Since the data of the CPU card system and the data of the
logical encryption card system are inconsistent, and only when both the CPU card
system and the logical encryption card system communicate with the outside,
respectively, can a bad effect be produced (e.g., resulting in the billings of the
outside card reading systems are inconsistent), it can work as long as the data in
the CPU controlled storage area keep consistent with those in the logical
encryption storage area before each time the CPU card system communicates with
the outside. In the daily life, the communication between the CPU card system and
the outside is divided into such two kinds as that the CPU card reading device

reads the CPU card data and that the CPU card reading device modifies the CPU
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The present invention is mainly based on the following thought: the logical encryption card system do
not have the capability of accessing the CPU card system due to lack of a control chip capable of
performing a control operation on the system, similar to that of a CPU, thus it must depend on the CPU
card system to achieve data sync between the CPU card system and the logical encryption card

Syt caduF Lated Bie bUCIdE The CHOEh Ear YR BEVIEE) 1 CPE AR phcesang
module copfals h6 ORISRl ETEDIBoNIATAGE e ACTEss onid Mtk g isadbe daja e

logical encryption storage area into the data format conversion modu ich forwards

CPU contfplisgSQIR0E PIe Rt fliapiRMRALBY Bia drstidala sync lhotwasi thenGRy qarfystem and

the logical encryption card system. Before the data sync of this time, the logical encryption card

system meyecomd)unioat&inithdfiepetsiden(theéllogistabanarptine card readinrg Gevicepiar sieveral
times, during which period no sync operation is necessary. Since the data of the CPU card system and
the data cftthegegicat enedyiiticnieadhtysiem beevircondistiog) calconty pihen ot geeaBRUTArd
system and theéé)jical encryption card system communicate with the outside, respectively, can a bad

effect be prédutdd (ORIGHSHISh R MhaBRiyBRIRRDLESS carapiiing bystrmyniaipnsistent),
it kas | data in.the CP lled st ea k istent with those in th
A grh o b SRS R S e e ey R S
In the daily Ji icati the-outside is divided into such
o ki B o e R R PR B R SRR =
reading deyicepodifigs the:GRY garskdata. Thatihe CRY:cauhieaging deviceseagis the LR card

data can be understood as that a card holdeF wanfs to check data irfformation in the card only through

the CPU cauhesading deyicttosdedning geghdfove mughfeanthieipigihinihe garsih his king oft
operation will not change the data in the CPU controlled storage area, and thus no data sync between

the logicat@rtrypiiovestoindénared apdritteonRitangrsotled dtrdgetheed R heoessalip dfteoegmpleting
the communication of this time. That the CPU card reading device modifies the CPU card data can be

understodd & $Rath taretdBicciaiyds the daBlinormienlbeflistoragaratsy aadgthascPutbard

ding devi .g., tisd b [ dit card, th 0 th ' d ch
pefore o BIEH (U AVHEF: 4 VR eHBRe oA SHrER S RLATTE R o e LHArEEAE data i
the CPU coatoliadsfarage.areasaiminase e data i e Clh oaalad pigrags area,and those

in the logical encryption storage area inconsistent, data in the con storage area must be

made synefiegnized Wi Hgse 8 e $0ieak eRsTYPIoR SRR ArepRitab g remmytication of this

time is completed. The specific process is as follows: after each time the%PU card system

communidatbéswthather ausdide tibeltePORErdaebdingege \doe) fibaicRescaridh ebdivgdavicemodifies
the CPU card data), the CPU command processing module controls again the CPU controlled storage
area, andSBhisand crudingrdefatee) thitoughPthe aduth foadiaxgcdevéesionadotiesethe tBE1dgiaad
encryption storage area access control module which writes the CPU card data into the logical

encryptiof&dladacafel UraOsarediia ertsssa dradnle seosvalaneainistheaizBY tantielipda in the
logical ti t t istent with th in the, CP trolled st , th
lemer IR e Do o0 Cafd SYIEM arHESBgEE) 4P SHEPRbA TSRt ths
ime. Th . ' il | ' ' f lication:
s <howr 1 S R P e
logical engruptign sle5reIara 3 kel theNBRIE A IRMSEIRRPISBIAR. bRth eyl Ugpitrglledisiorage

area and the logical encryption storage aréa store amounts of money which are the corresponding

data), dateysindshalitel beciniiteéehant the flellizastfoltowrs dathersnaiaet Casdlcldr batiraERY and

logical encryption of the present invention establishes an association with a certain billing type CPU

card readitigrdgeieesa are kept consistent with those in the CPU controlled storage area, thus
implementing data sync between the CPU card system and the logical encryption
card system of this time.

The flow of the present method is detailed below by using an embodiment of a

purse application:




2) the CPU command processing module controls the logical encryption storage area access control
module to read the data of the amount of money in the logical encryption storage area into the data
format conversion module; if the reading is successful, the process proceeds to the next step;
otherwise, a piece of operational failure information is returned to the CPU card reading device, and

ihe data R0 APATBLR imandg FCnA BETER LHoNEN g RS e b0 Gt o and
f d i
nconsistoL e (e Hh o e Ao o e s e el hstees

proceeds&gﬁﬂ%ﬁ%ﬁ%@ﬁ}ptﬂf‘e’mh@ﬂ@@ﬁw Psaseads tnsieR®l thetheshia oftkegmeunt of

money in the CPU controlled storage area is updated by using the converted data of the amount of
money; if $he- speate dsssoiecessiulnthe Praoess prodekrds dottiecext stepdothedaiss, dapieseraf
operational failure information is returned to the CPU card reading device, and the process proceeds
to step 113hB)ltheeGritiatary sysiéne Chrmpietes sdhomvanication with the CPU card reading device; if
the communication is that the CPU card reading device reads the data of the amount of money for the

CPU card! iHa®rseass srsbdendasise ) and #agicad srmmivmtstionfidisap et vkl #8ading
devi difies.the data of th t of for. CPU h ds to th t
Cop: o) R St B e D e B R B e T err whon the
backup i ot t :0t ise; i i il
o o e S i e b R SRR

modificatign: Ry, the SRYERH Feaging feyicritenbedata ptee-amenitar mensy far the Riesard is

accepted; if the modification is successful, the process proceeds to the next step; otherwise, the
current dajacek fieoamesiaief anenaytn the Gt Contatled starngeraras duterestohedrbydisipdibacked

up data of the amount of money, and a piece of operational failure information is returned to the CPU
card reading desdte, dhd trequescpssqsratetalsho siep $09p; otherwise, a piece of operational
failure information is returned to the CPU card reading device, and the process
proceeds to step 11);
3) the data format conversion module converts the data format for the data of the
amount of money from a logical encryption card format into a CPU card format,
and forward the data to the CPU controlled storage area; if the converted data of
the amount of money are inconsistent with the data of the amount of money in the
CPU controlled storage area, the process proceeds to the next step; otherwise, the
process proceeds to step 5);
4) the data of the amount of money in the CPU controlled storage area is updated
by using the converted data of the amount of money; if the update is successful, the
process proceeds to the next step; otherwise, a piece of operational failure
information is returned to the CPU card reading device, and the process proceeds
to step 11);
5) the CPU card system completes communication with the CPU card reading

device; if the communication is that the CPU card reading device reads the data of

the amount of money for the CPU card, the process proceeds to step 11); and if the
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8) the CPU command processing module controls the CPU controlled storage area to send the data of
the amount of money for the CPU card to the data format conversion module; 9) the data format
conversion module converts the data format of the data of the amount of money into the logical
encryption card Lotmat, and forward the data to the logical encryption storage area access control

module; 10) the logical encryptign stor rea access.control module ates the logical encryption
storage a?gg%?%% i &Satﬁlg(%t eaﬁ%e&ﬁt% oI %gthdee&g% %?gﬁ?etﬁé%%gg%gis@u% eessful,
the proce tepsat i I rea festores the current
data of thiﬁé%%%iﬁ%r%%ﬁ; h%l?g?ge? %ﬁlﬁgg ?g" i%lsj (g%ﬁge%&rﬁgtértﬁ{ g‘%néﬁgﬁﬁénd a piece of

operationg) feilure frforeaatias) lisd eftsngs tathe ERICaY Badingevicritanst thepieessapteeds
to next step; 11) the process terminates. By using the device and method of the present invention, it
can ensuredheyconbistenhy beiviagn thesdatesuftiie Ibgicptenesypticseeadd systém ansittisp;of the
CPU card system be kept effectively. Although the operation for the data in the logical encryption
storage a@égetléﬁip@r@llpiwlltﬁ inRanasoscihidtwesn themadanoragetaraad, aipérRliosfot the
data in the CPU controlled storage area can always enable data sync between the two storage areas,

and a uséredNBct ParceitB B REERR ISEEEE dpntiep 11);
7) the modification by the CPU card reading device to the data of the amount of

money for the CPU card is accepted; if the modification is successful, the process
proceeds to the next step; otherwise, the current data of the amount of money in the
CPU controlled storage area are restored by using backed up data of the amount of
money, and a piece of operational failure information is returned to the CPU card
reading device, and the process proceeds to step 11);

8) the CPU command processing module controls the CPU controlled storage area
to send the data of the amount of money for the CPU card to the data format
conversion module;

9) the data format conversion module converts the data format of the data of the
amount of money into the logical encryption card format, and forward the data to
the logical encryption storage area access control module;

10) the logical encryption storage area access control module updates the logical
encryption storage area by using the data of the amount of money for the CPU
card; if the update is successful, the process proceeds to the next step; otherwise,
the CPU controlled storage area restores the current data of the amount of money
by using the backed up data of the amount of money, and a piece of operational
failure information is returned to the CPU card reading device, and the process
proceeds to next step;

11) the process terminates.

By using the device and method of the present invention, it can ensure the
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It needs to be pointed out that here that what is provided above is only a preferred embodiment of the
present invention, the present invention can further enumerate many other embodiments. For
example, the application field is not limited to the purse application, and can further be all fields that
need only one smart card to make data interaction with various types of card reading devices, such as
the fields [ Egg%r t ter. ddlii icati j iMention
are also %%%%[r%ﬁéeﬁdg %f‘% at e?sv{?e%? txf\% %g?}é%l?é#g%%t%‘#?gﬁg%@g g?\%%ﬁ%%%gga%éﬁggm, and
can also pedata Ryns beiness theCPieardsystamiand:anaibessatdicaried datadiadinglsystem
(such as a card reading-only system), which has an essentially same flow as that of the present
embodinienficahdalsypelongsia geeapeateetioposatiyeref tiies presentif\emiobe tMESLLR CRAIMS 1. A
dual usage smart card of CPU and logical encryption, comprising a CPU card system for
communiiatingenitreasC Fe epdresiningodetiicedaia anogieaCElerppnsivta sipsegn wica can
communicating with a logical encryption card reading device ; the CPU card system comprises a CPU
controlle@!8t§ispensle %@@éﬁﬁ@ W d ety A REIRE fotfieal ey HESHICSRE BPLBM Ediiprises a

logical engcryption storage area for storing logical encryption card data, the smart card being
characteﬁgg)fﬁsﬁ‘?&c?tgg EB GBSy stem further comprises a data sync device for data sync

e Y O o el o s o

device being connected contr storage ar e logical encryption storage area,

respectivelyhaagheincosaniiopreskia: invekeithe legiGalaraiyRtivm e datatawrdaia heRU card

data before each time the CPU card system communicates with the CPU card reading device; when
the data syngydevlee contpidiesceas ionicationiievikeraitis iICRIbnafid sy stenvatidnihedoB Ulcard
reading device, if the communication is that the CPU card reading device reads the CPU card data,
terminatipgthe siaplicatdofrendonamuficdonts thlt fird dsbatarda@ Rihy eevicenmtdied the CPU
card data, invoice the CPU card data to update the logical encryption card data. 2. The dual usage
smart caf8HfCHURHY SR NN OHBH A SHRE fg R AL TSRS T EHAS ﬁ:iglgagg%ync

Vi rises: . . " S .
device COTRR elctric meter and a water meter. In addition, the applications in the present

invention are also not limited to that between the logical encryption card system
and the CPU card system, and can also be data sync between the CPU card system
and another card-carried data reading system (such as a card reading-only system),
which has an essentially same flow as that of the present embodiment, and also

belongs to the protection scope of the present invention.
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a CPU command processing module for controlling a logical encryption storage area access control
module and the CPU controlled storage area, and implementing data interaction between the CPU
controlled storage area and the logical encryption storage area; a data format conversiod teddtlle for
implementin% format conversion between the logical encryption card data and the CPU card data; and
13 McSthp M@Iogical encryption storage area access control module for implementing reading and

iti ical ti i logical /pti t : wherein, the CPU
Commant (S0l B bis LA CH )R Ot P g el Gaharl B t
read the@%ﬁﬁaﬁe&k&%\%mp@?@ﬁgfa%aaﬁﬁ iR thedata dfar f&ta?%ﬁxg,gf %hf@gl%%gs%mch

forwards the data. to the CPU controlled storage area; and the CPU comm processing module

further crsteRimhedidakheontialledosRiags aresisedsdhe.GiRY vt datmetrpughataes dataformat

conversion module, to the logical encryption storage area access control module which writes the CPU
card dateomtortfes lagiCRUenoryptidedstocagecatesn JoA datingyOP bhethal ddta, daal Wsadegoadrt card of

CPU and logical encryption, characterized in that :comprising the steps of:

encryption card system comprises a logical encryption storage area for storing logical
encryption card data, the smart card being characterized in that : the CPU card system
further comprises a data sync device for data sync between the CPU controlled storage
area and the logical encryption storage area, the data sync device being connected with
the CPU controlled storage area and the logical encryption storage area, respectively ,and
being configured to:

invoke the logical encryption card data to update the CPU card data before each time the
CPU card system communicates with the CPU card reading device;

when the data sync device completes communication between the CPU card system and
the CPU card reading device, if the communication is that the CPU card reading device
reads the CPU card data, terminating the step; and if the communication is that the CPU

card reading device modifies the CPU card data, invoke the CPU card data to update the

logical encryption card data.

2. The dual usage smart card of CPU and logical encryption according to claim 1,
characterized in that : the data sync device comprises:

a CPU command processing module for controlling a logical encryption storage area
access control module and the CPU controlled storage area, and implementing data
interaction between the CPU controlled storage area and the logical encryption storage
area;

a data format conversion module for implementing format conversion between the logical

encryption card data and the CPU card data; and
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(1) invoking the logical encryption card data to update the CPU card data before each timg-the GPU
card system communicates with the CPU card reading device: (2) completing communication
between the CPU card system and the CPU card reading device; if the communication is that the CPU
card reading device reads the CPU card data, terminating the step; and if the communication is that
the cpu%?agi@abmfgzmi@@ otiesitke CREFcadatanplodeéding i ememniéxg stagingyidvoking
the CPU card data to update the logical encryption card data. 4. The data sync method of a dual

usage stHEHYAA BYedREIcahanegiRHPE kb AR et drtdcd ERERiSi Ghsilegsidediin that : step (1)
further comprises the s of: (11) controlling the logical encryption storage area access control
D R S U R RSB R o,

a
module {0 réad the data in glcalpencryp I6n storage area 1o orm

oY Ihe GO, RAIMACGRIOPRRSE MLy aRcudiZicanvitnddatarRinatabine daad g a logical
encryption card format to a CPU card format, forwarding the data to the CPU controlled storage area
and updadiagftiimeetnvé&SibhAnodule which forwards the data to the CPU controlled storage

area; and the CPU command processing module further controls the CPU controlled

storage area, sends the CPU card data, through the data format conversion module, to the

logical encryption storage area access control module which writes the CPU card data

into the logical encryption storage area.

3. A data sync method of a dual usage smart card of CPU and logical encryption,
characterized in that :comprising the steps of: |
(1) invoking the logical encryption card data to update the CPU card data before each
time the CPU card system communicates with the CPU card reading device;

(2) completing communication between the CPU card system and the CPU card reading
device; if the communication is that the CPU card reading device reads the CPU card
data, terminating the step; and if the communication is that the CPU card reading device
modifies the CPU card data, proceeding to the next step; |

(3) invoking the CPU card data to update the logical encryption card data.

4. The data sync method of a dual usage smart card of CPU and logical encryption
according to claim 3, characterized in that : step (1) further comprises the steps of:

(11) controlling the logical encryption storage area access control module to read the data
in the logical encryption storage area to the data format conversion module, by the CPU
command processing module; and

(12) converting a data format of the data from a logical encryption card format to a CPU

card format, forwarding the data to the CPU controlled storage area and updating the data
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therein, by the data format converting module. 5. The data sync method of a dual usage smart card of
CPU and logical encryption according to claim 3, characterized in that : if, in step (2), the
communication is that the CPU card reading device modifies the CPU card data, then th#CSLLP
communication process is specifically that: after the CPU controlled storage area backs up present
data, it adtEpt Bgaéth?o@ﬁﬁ@éﬂaﬁ%qﬁ@@mmmiw@ta by the CPU card reading device, and if the
modification is successful, the process proceeds to step (3); otherwise, the present data are
restoreded by using the backed up data, and the process terminates. 6. The data sync method of a

P LS (R R s LR U A Ll

(3) comprises the ste controlling con storage ard

data to the il EW@I&QPY?@QM‘E@%@&HXHQ@:@f%%@éE’f‘?})%%@SﬁﬁﬁlﬂﬂéE@&&”ﬁ;tg%?rhv‘égp&’iﬁgmg

a data format of the data from a CPU card format to a logical encryption card format an

the data @Pledogicalienepiion stodafiesareaCricesscantiotimapduies ythe datafo gopyverting
module; and (33) writing the CPU card data into the logical encryption storage area by the logical

encrypticnestdrea)ty died: adterstheonftdl nontholded shegdateesybrcksethartokatdimbyfagegprart card
of CPU and logical encryption according to claim 5 or 6, characterized in that : step (33) is specifically

that: the fogisar dficafinibrictiadeHresadcdas dantbe nfdddicwrtaeadia T Peyisardaadidfirfiethe
logical ion,st . if th iting 1 ful, the step terminates; and the writing fails,
the QPG THTU S AB SP L e 6 B RS RERE Rl BT iy B oo S EREO il e step

terminatgse restoreded by using the backed up data, and the process terminates.

6. The data sync method of a dual usage smart card of CPU and logical encryption
according to claim 3, characterized in that, step (3) comprises the steps of:

(31) controlling the CPU controlled storage area and sending the CPU card data to the
data format conversion module, by the CPU command processing module;

(32) converting a data format of the data from a CPU card format to a logical encryption
card format and forwarding the data to the logical encryption storage area access control
module, by the data format converting module; and

(33) writing the CPU card data into the logical encryption storage area by the logical

encryption storage area access control module.

7. The data sync method of a dual usage smart card of CPU and logical encryption
according to claim 5 or 6, characterized in that : step (33) is specifically that: the logical
encryption storage area access control module writes the CPU card data into the logical
encryption storage area; if the writing is successful, the step terminates; and the writing
fails, the CPU controlled storage area restores the present data by using the backed up

data, and the step terminates.
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