USE OF | SOGENI ES FOR DESI GN OF CRYPTOSYSTEMS RELATED APPLI CATI ON [ 0001 The
present application clains priority fromthe United States provisional patent
application nunber 60/517,142, filed Novenber 3, 2003, entitled "Use of

| sogeni es for Design of Cryptosystens,” the disclosure of which is

i ncorporated herein by reference. TECHNI CAL FI ELD [ 00021 The present invention
generally relates to cryptolo and nor i intgzati on of

i sogeni es for U&H @F maﬁyiﬁﬁsﬁ@&mﬁ&mﬁﬁé%@?&m%%a|

comuni cati on becomes nore commonpl ace, the need for securing the associated
conmmuni cati on channel s becones increasingly nore inportant. For exanple,
current technologies allow a user to renotely access bank accounts, nedi cal
data, and other private and sensitive information. 100041 Cryptol ogy has been
w dely used to provide securegigATdED APPTCATEONon. Cryptol ogy general ly
relates to the enciphering (of encrypting) and deci phering (decrypting) of
messages. The encryption and decryption uses sone secret infornation (such as

a key). In[rqéb&l)erentTﬁ@%zﬁ%ﬂtoap@mmSpmm pgbsty KeymothanlVeitgl SRESs may be
cry

used for e tion and decryption.
provisional patent application number 60/517,142, filed November 3, 2003,

entitled “Use of Isogenies for Design of Cryptosystems,” the disclosure of which

is incorporated herein by reference.

TECHNICAL FIELD

[0002] The present invention generally relates 1o cryptology, and more

particularly, to utilization of isogenies for design of cryptosystems.

BACKGROUND

[0003] As digital communication becomes more commenplace, the need for
securing the associated communication channels becomes increasingly more
important. For example, current technologies allow a user to remotely access bank

accounts, medical data, and other private and sensitive information.

[0004] Cryptology has been widely used to provide secure digital
communication. Cryptology generally relates to the enciphering (or encrypting)

and deciphering (decrypting) of messages. The encryption and decryption uses



[ 0005] One commonly used nmultiple key cryptosystemis a public-key encryption
system In a public-key system a sender wishing to send an encrypted nessage
to a recipient obtains an authenticated public key for the recipient that is
generated using a private key. As the nane inplies, the public key can be

avai l able from public sources. Mreover, to avoid an inpersonation attack,

the public, keel$t 1&%%&1&9(41@!1%%&@@ LT hEf@uhl serkpyomuidiaods, catiign may be
made by a ?ec hni que such as exchangi'ng keys over a trusted channel, using a

trusted public fil usin n o ine tr S using an of f-1ine
server anHeh@FfﬁUﬁiE]&t@S “?@’O%%]meﬁf e oBP Oﬂl %8 C%ﬁé’%‘gtutﬂhentl cated public key,
the sender encrypts an original rressage with the public key and generates a

Ci phe_rtex'lt{q%éie i nt dgg?mhe{%{ Io‘l?ﬁ%t& ul%p Wt k%%z&moggstgfd \(gt@, Yicti@y decrypt

t he ci phe to e ypting t Ci phertext

W t hout access to the private key is believed to. be infeasjbl e ﬁe?ird' ngl y,
only a paehyryphiah syssnadoespuliio:- mSW¢maﬁé@n@@‘y‘V¥?§W&% PUFPYYEECY ypt the
ci phertext. [0007] One significant advantage of public-key systens over

Symmetric me%é %&S&’ 3t n£ éb"ﬁilﬂlsaél ShthBRmRQEd Eh‘@ms kel Foerlsd récpichathat i
two-party ni cat i only the private key needs to be kept secret

(whereas in mTEtI’I C c tos the k Riends). z
[ 0008] A éﬁﬁ‘?ré HUhE 742 éff‘ ]éef?y%ﬁtqsgﬁm&}ﬂ 3%% Fl%)ﬁiz%té}g cgﬁlﬁéeﬁ%&ptl c

from public sources. Moreover, to avoid an impersonation attack, the public key is

often authenticated. The public-key authentication may be made by a technique

such as exchanging keys over a trusted channel, using a trusted public file, using

an on-line trusted server, or using an off-line server and certificates.

[0006] After obtaining the authenticated public key, the sender encrypts an
original message with the public key and generates a ciphertext. The intended
recipient then utilizes the private key to decrypt the ciphertext to extract the
original message. Decrypting the ciphertext without access to the private key is
believed to be infeasible. Accordingly, only a party that has access to the private

key may successfully decrypt the ciphertext.

[6007] One significant advantage of public-key systems over symmetric
cryptosystems (such as stream or block ciphers) is that in two-party
communications, only the private key needs to be kept secret (whereas 1n

symmetric cryptosystems, the key is kept secret at both ends).



curves (ECs) over a finite field. A pair of published values derived from an
elliptic curve is utilized as a public key (including points on the curve and
their correspondi ng public key which is generated by a sinple nultiplication
(i.e., integer nultiplication) on the curve). Verification is done using a
bilinear pairing on the curve. 100091 Cenerally, elliptic curves are believed
to provid @@S:]rypti (o] %@ﬁﬂ?ubm&@r@{@ypﬁ@i ysvistame r uiclorasusidatn gHiptic
requirene ?s than traditional systems such as RSA (Rivest, Shamr, and

Adl eman public key .encr i.on-t.echngl o i iqat:akmi hH#dwic security
| evel s. [ GBI @gﬁ)s%vﬁé rtff”??} ‘é@%%re%ﬁu&&%%%ﬁ%%g g%%?sgt%%yst%m i s that
none has been proven to be secure. As a result, the security of .current
publ i c- keyurencisyptilived sasstiemsblic ksive Suabdina sUnEn Oflhgiediciuf E’cmf‘lnfiyﬂfﬁﬂ a set of
nunber theoretic. problens. [0011] Accordingly, public-key encr%%g;:ﬁpn syst ens
are desired ' 0 o] alV 'Y dighi@nal oseGulddt ¥y SUMMBRY nindl@pHiat ng.ques are
di scl osed ctogl@%ir)%@?hé\g g%l?(?é@geb/hgﬁcr%yg’?i on sys}f}em;. Mor e pgrti cul arly,

i sogeni es of Abelian varieties (e.qg., .elldptic.cur i i ional

cases) ar dnivger rmedBHETRTVITI b b Ve BHeRyprioE s S RRTETS)

the isogenies permt the use of nultiple curves instead of a single curve
on the curve.

[{0009] Generally, elliptic curves are believed to provide encryption systems
with relatively lower communication requirerents than traditional systems such as
RSA (Rivest, Shamir, and Adleman public key encryption technology), while
maintaining similar security levels.

{0010} An issue with the current public-key encryption systems is that none

has been proven to be secure. As a result, the security of current public-key

encryption systems is presumed based on the difficulty of a set of number-
theoretic problems.

[0011] Accordingly, public-key encryption systems are desired which

provide additional security.

L)



to provide nore secure encryption. The techniques nmay be applied to digital
signatures and/or identity based encryption (IBE) solutions. Furthernore,

i sogeni es may be used in other applications such as blind signatures,

hi erarchi cal systens, and the |ike. Additionally, solutions are disclosed for
generating the isogenies. [0013] In one described inplenmentation, a nethod

i ncludes publishing a public key corresponding to an isogeny. The nethod
further includes decrypting an encﬁm 1 ssage using a decryption key which
corresponds to the isogeny (e.g., is its dual isogeny). 4 BRI EF DESCRI PTI ON

OF THE DRAW NGS [ 0014] The detai| ed descri pt.i,on | escribed.w erence to
the acconf@ndfi ng filpeheiues gra ﬁ@cl‘qsaﬁrt%ﬁfg‘f‘ﬁ% Y, ﬁ?"ﬂﬂ?@fs‘?ﬁncﬁ%% é?s%lﬁg'a
reference nunber identifies the figure in which the reference nunber first
appears. g, %}%rﬁ’cfu}&  {soaBRies affenenlien numetes (Eig. dellingiceabrvies gy €8%i ndi cat es
simlar or 1dentical itens. 100151 Fig. 1 illustrates an exenplary nethod for
usi ng isogeni es. |

100 | SOy S SR SO ] Hotspipotongreel o
met hod for signing a nmessage using ‘ ‘ ‘

example, the isogenies permit the use of multiple curves instead of a single curve

to provide more secure encryption. The techniques may be applied to digital

signatures and/or identity based encryption (IBE) solutions. Furthermore,

isogenies may be used in other applications such as blind signatures, hierarchical

systems, and the like. Additionally, solutions are disclosed for generating the

isogenies.

[0013] In one described implementation, a method includes publishing a

public key corresponding to an jsogeny. The method further includes decrypting

an encrypted message using a decryption key which corresponds to the isogeny

(e.g., is its dual isogeny).



i sogenies. [0018] Fig. 4 illustrates an exenplary map of an isogeny between
mul tiple curves. [0019] Fig. 5 illustrates an exenplary nethod for identity
based encryption (IBE) using isogenies. [00201 Fig. 6 illustrates a general
conput er envi ronnent 600, which can be wused to inplenment the techniques
descri bed herein. s DETAILED DESCRI PTI ON [ 0021] The fol |l owi ng di scussi on
assumes snat Lhe | eaderpRiE FATECHIPHIUN G YRHOBIGORXNCRE NN dues.  For a basi ¢
i ntroduction of crypto ; 0 a text witten by A
Menezes, P. van Oorschot, and S. Vanstone entitled, "Handbook of Applied
G ypt ogr apfyyiapf1 L h el Hekfitd AdGusbrigRO%, - daehibeghasdiibyrofbiBicr @5 Sihel 0022]

ng

The follo i scl osure describes techniques for inproving public- key
systens that are based. on ltiple elliptic. curves.(ar ellan varjeties in
general ). qum@ﬁlé%%muﬁ%ngn L% ffﬁ“é%% 6@%336%’8}035@}?&(@%? %r?%’lfg‘bcﬁi BEY Sy

mappi ngs) between the curves. The generated isogenies permt use of nmultiple

curves i ns;m@ﬁegfthsiﬁ?ire isurkht thepetrene putbec fieviapppaison heFuget pethror e, t he
techniques may be applied to relatively short digital signatures (e.g., typed

in by a US el Qe ReMce MG @s in different figures indicates similar or identical items.

[06015] Fig. 1 illustrates an exemplary method for using isogenies in a
cryptosystem.

[00106] Fig. 2 illustrates an exemplary map of an isogeny between two
curves.

[0017] Fig. 3 illustrates an exemplary method for signing a message using
1sogenies.

[0018] Fig. 4 illustrates an exemplary map of an isogeny between multiple
curves.

{0019] Fig. 5 illustrates an exemplary method for identity based encryption
.(IBE) using isogenies.

[0020] Fig. 6 illustrates a general computer environment 600, which can be

used to implement the techniques described herein.



| ow- bandwi dt h channel and/or identity based encryption (IBE) solutions (e.g.,
all ow ng nenori zabl e public keys). The short signatures may al so provide

addi tional efficiency through aggregate verification. [0023] OVERVI EW OF _
CRYPTOSYSTEMS W TH | SOGENI ES [0024] Fig. 1 illustrates an exenplary nmethod 100
for using isogenies in a cryptosystem A stage 102 generates isogenies (of
elliptic curves, or nore geneDETAITADRIDERCYIPTEONS). The isogenies nay be
generated by a receiving party or another party (such as a trusted party
further discussed with reference to Fig. 5). 6 The stage 102 nay al so generate
t he correspd@ddiihg dual'hé Solemyng aiisceasibn ofsstifes tlgendeateaded fogeniles Kak Wl |
be further discussed below). Various nethods for generating isogenies are

detail ed be it it Ly i urt her.
detailed w (%rﬁwtrog?%rg{eynté%%%% I g?.o} ?e%ansgdg‘?&%cﬁfe}%g{elnoeﬁ%Srgggélr%%hg}gﬁ%sfe}é&f]% 18
utilized to_provide public kegs and the public keys are gublished (104) _ The
public keydiTepgd Boa s Vatendpy. theneysndt. ignfaemshaly angd Br Yansenaen sty
(see, e.g., discussion of Figs. 3 and 5). [0025] A sending party then

encrypts (ofHsidbesk deapplges Qispi efleh Rt d@aygéﬁaﬁﬁm, liSR&d ¥pt ed
nmessages of the stage 106 may ﬁﬁé gf/égjrmlyfi ed/ ecry%t ed by the )r-gggji Vi ng ;?)arty

using a de ! key to determne the authenticity of the encryption or
si gni ng (18@%8%%%% i npl enentation, Well

[0022] The following disclosure describes techniques for improving public-
key systems that are based on multiple elliptic curves (or Abelian varieties in
general). Vartous techniques are disclosed for generating isogenies (or mappings)
between the curves. The generated isogenies permit use of multiple curves instead
of single curve to provide public encryption. Furthermore, the techniques may be
applied to relatively short digital signatures (e.g., typed in by a user or sent over a
low-bandwidth channeli and/or identity based encryption (IBE) solutions (e.g.,
allowing memorizable public keys). The short signatures may also provide

additional efficiency through aggregate verification.

[0023] OVERVIEW OF CRYPTOSYSTEMS WITH ISOGENIES

[0024] Fig. 1 illustrates an exemplary method 100 for using isogenies in a
cryptosystem. A stage 102 generates isogenies (of elliptic curves, or more
generally Abelian varieties). The isogenies may be generated by a receiving party

or another party (such as a trusted party further discussed with reference to Fig. 5).



pairing is utilized to verify the encrypted nessages (such as di scussed bel ow
under the sane title). However, Wil pairing is but one exanple of pairing
that may be wutilized for the verification or decryption. For exanple, other
bi I i near and/ or non- degenerate pairing techniques nay be utilized such as
Tate pairing and square pairing. [0026] OVERVIEW OF | SO GENI ES [0027] Fig. 2

i I Tustrat %e%g@mlﬂwaﬁ@%&&a@@ s 0@eap oM shétaleenednyoforcuched the. g. ,
elliptic curves). As illustrated, a curve E, nay be mapped onto a curve E, by

an isogeny 0 (where O : E, -->E) ig..:1 al 1] J Ustsp i sogeny
yh (wher eggnerpted. 1S0gepcs F(af O‘WQIBFGI f?‘l‘r@g?id&i@%?%ﬁ Ibgirée t a\frﬁo%é, ltiltrglg}oggaiihagogeni es
in cryptosystens is envisioned to provide properties such. as: given.a curve
E. , genegshimgng ipaidnics(@y dER)ilddsbalewaideeithe erme ditend\ddipdlvpas B4 £ i’
an isogeny, but given a pair (E,,E2) of isogenous curves, it is believed to

be relatiyel %1 5@% Qi]ettﬁie?io&ﬁ%rfé‘f%reﬁg@' to TORZ €T QniiSDO@RYedierdied -isodeties mech [ ess a
y. i

specific i’§o heref ore, a distrnction is drawn between a gl obal break

(defined as a conputation allow ng .any.suhsequent ness en in
pol ynomi alutilizedyo aFeyigde papls §Y3a%theﬁ¥”@i‘ﬁ PR Pﬂgﬁ%ggt% Q%gvﬁl% bgcks at
this time against isogeny based cryptosystens take either substantially nore
time thanydisahey e&d pgblidredabgl thbalending party or a trusted authority (see, e.g.,

discussion of Figs. 3 and 5).

[0025] A sending party then encrypts (or signs) messages using an
encryption key (106). The encrypted messages of the stage 106 may be
verified/decrypted by the receiving party using a decryption key to determine the
authenticity of the encryption or signing (108). In one implementation, Weil
pairing is utilized to verify the encrypted messages (such as discussed below under
the same fitle). However, Weil pairing is but one example of pairing that may be
utilized for the verification or decryption. For example, other bilinear and/or non-

degenerate pairing techniques may be utilized such as Tate pairing and square

pairing.
{0026} OVERVIEW OF ISOGENIES
{0027} Fig. 2 illustrates an exemplary map of an isogeny 200 between two

curves (e.g., elliptic curves). As illustrated, a curve E, may be mapped onto a



break or else one discrete | og conputati on per nessage for the "naive" per-

i nstance attack. [0029] For exanple, considering a token system where each
client is given a specific signed nessage that grants access to sone service
(which may be of low value), the client may have to read the token over the
phone to a representative, and thus the signatures can be relatively short.

It will be reasongblg Qs ¢ NAMREEILIS -HIBY. Big el diustiatep thar@eilt o nmake a
per message attack nore costly than the service provided, while keeping a
gl obal break prohibitively expensive. [0030] DETAILS OF | SOGENI ES [ 00311 A

field k can be fi i fh-ch cteristic pwith q elenments and having an
al gebr ai clstﬂgggﬁirée)fgﬂeﬁv_ge%'% R—QE@ an elliptic curve defined over a field k and
E(k) be the group defined over k, and let k(E) denote the function field of

the elliptic curve. Al so, |et - 1n] tierddiBed e FyProshstemsEisand E[ n]
denot e t hdV&&}tinel ofIntﬁ?%O%me eb%ﬁ%“%%’i%@%r%go%: E, ny ?)s a
non-constant norphismthat sends the identity elenment_of E L[.ogt hataifof E, .
When such canisisroglny peavise spropegicresrchass: gINgR ECURMR & SPEALSRN8Us. The

i sogeny is defined over k if O has defining equations with coefficients in k.
Any i sogeny S

APt £, LS, R OSSR, LCTYIROM Syt G & 1= O(P)

‘he "a i on” oA

(E,,E,) of isogenous curves, it is believed to be relatively hard to construct any
nonzero isogeny ¢:E — E,, much less a specific isogeny. Therefore, if a

distinction is drawn between a global break (defined as a computation allowing
any sub.sequent message to be broken in polynomial time) and a per-instance
break, then the best known attacks at this time against isogeny based
cryptosystems take either substantially more time than discrete log for a global
break or else one discrete log computation per message for the “naive” per-

instance attack.

[0029] For example, considering a token system th;re each client 1s given
a specific signed message that grants access to some service (which may be of low
value), the client may have to read the token over the phone to a representative,
and thus the signatures can be relatively short. It will be reasonable to use
parameters that are sufficiently large to make a per message attack more costly

than the service provided, while keeping a global break prohibitively expensive.



the left hand side is the group law on E, and the addition on the right hand
side is that of E2. Hence the kernel of 0 is a subgroup of E,, [0033] . Let
Honk(E, , E2) denote the set of isogenies fromE, to E. that are defined over
k. Hoink(E,, E2) is denoted by Horn(E'" E2 ). For any isogeny 0: E, -> Ez ,

there is a dual isogeny O : E, ---a E, such that: 0=[n]E and® =[n E,, [0034]

where n :@égio) 'sﬁ%ggggg,%?gogkﬂﬁge i sogeny. The dual isogeny satisfies the

standard rties: V_+V/ _0V =vf 0O [n=n 100351 In an inplenentation,
the degree of 0 as a finite map can be further defined as: the degree of the

ext ensi on (ng,l:I(E,) oVekid he cRvibkbmedd ¢y @araftetidte o vathd ok cR2Z)eniha@ne 0 is
defi ned o{/er It may be convenient to think of it in terns of the size of
its kernel (assuming the function field extensi.o

. nis arabl e r, P t he
equati on Rpewe arHelpebraic tlosresi et Hat ber ?iélﬁaéﬁyr‘i’es‘i%%%‘éetr)ﬁ g‘f”ldi %( s degree
is B -snmooth (i.e. the prine divisors of deg(O are less than or equal to B).

The set Hom(E,E) %R%D | &f k. am@ldil B cdatty eheEfirstbanbelddoiEnd( E)
this set 2R s&kﬁeb(gzﬁ}eﬁ tu e&gi;“ezinﬁ ng given bfgm(%efi ning: (0 +vyi)(P) = QP +

D) (0 e = XM, O08) el afl PR By Gl it o7 o1 o

denote the kernel of this map.

10032] An isogeny ;ﬁzE1 — E, is a non-constant morphism that sends the
identity element of El to that of £,. When such an isogeny exists, one may say
that £, and E, are isogenous. The isogeny is defined over & if ¢ has defining

equations with coefficients in k. Any isogeny also turns out to be group

homomorphism, i.e., ¢(P+Q)=¢(P)+¢({) for all P,Q e E,, where the addition on

the left hand side is the group law on E, and the addition on the right hand side 1s

that of E,. Hence the kernel of ¢ is a subgroup of E,.

[0033] Let Homu(E,,E,) denote the set of isogenies from E, to E, that are

defined over k. Homi(E,E,) is denoted by Hom(E,,E,). For any isogeny
¢: E, — E, , there is a dual isogeny ¢ E, — E, such that:
pog=[nl,andged=[nls,,

[0034] where n=deg(¢) is the degree of the isogeny. The dual isogeny

satisfies the standard properties:



nmodul e and right End (E,) -nodule. When E, = E, = E, the algebraic structure
is richer: Hom(E, , E,) = End(E) is aring (not just a nodule) with no zero
divisors and has characteristic zero. [0037] In one inplenentation, this can
be thought of as a lattice: Let E be an elliptic curve-defined over sone
field k. Then, End (E) is isonorphic to either Z, an order in a quadratic

i magi nary field, or a maxinma er; i’n’q%a_t Lifoh.,;al gebra. For any two
elliptic curves E, E" the‘?égroﬁpwl—léﬁﬁg’fﬁE ) ?s@é@rgg Z - nodul e of rank at

nost 4. Wien End(E) is larger than Z, one says that E has conpl ex

mul tiplication. The el enent, in d(E),. corr i e B8 AR ed O
endonor phi 9838k, v) ¢ 1@3189?“%3}?%%?&6g%grggg?%gglgtﬁrgatl?ls% es the
characteristic equation x2 tr(E)x + g = 0. The conductor of the elliptic

curve ¢ i sy.dEadf{E)me d@kak] of HROS8EnNEL bf PAERI NG| 0639)!TRek (e ) paithe ng e,
E[n] x E[n] p, is a bilirnear, non-degenerate map with values in the group of
n'h roots of unity in k. In one inplenentation, \Wej| L1 ] il.ized to
per f or m t hteldek (%) cehdrond dedeiyid BT d§ &0 SEREN fg%lﬁgmr}g\}{eﬁl tlé%}lglkl

pairing is but one exanple of pairing that may be utilized for the

verification,or deceynt TR Sund@idieficldi ddtheasn aneémrablonodbyener at e
pairing te%’ﬂmeqﬂ%%%%tg 146381%&'[(!5 |u§§§gsuch %s Tatle pairing and square pairing.

The the equation above. Hence, it 1 said that the isogeny is B -smooth if its degree is
B -smooth (i.e. the prime divisors of deg(¢) are less than or equal to B). The set

Hom(E,E) of endomorphisms of an elliptic curve E is denoted End(E); this set

has the structure of a ring given by defining:
(b +y)(P) = $(P) +y(P), ($oy)(P) = ¢y (P)).

[0036] Generally, the group Hom(E,,E,) is a torsion free left End(E,)-
module and right End(E)-module. When £, =E,=E, the algebraic structure 18
vicher: Hom(E,,E,)=End(E) is a ring (not just a module) with no zero divisors
and has characteristic zero.

[0037] In one implementation, this can be thought of as a lattice: Let £ be
an elliptic curve defined over some field k. Then, End(E) is isomorphic to either
7, an order in a quadratic imaginary field, or a2 maximal order in quaternion
algebra. For any two elliptic curves E, E,, the group Hom(E E,) is a free Z-
module of rank at most 4. When End(E) is larger than Z, one says that £ has

complex multiplication. The element in End(E) corresponding to the Frobenius

10



Wl | pairing satisfies the follow ng property: (S, b(T)) = en (0(S), T), where
SekE [n], TEE [n] [0040] Here, e, (S ~(T)) is a pairing conputation on E,
while e,, (q(S),T) is on E.. Note that both curves have n -torsion points,
whi ch puts a constraint on their group orders. This does not pose a problem
since by a theoremof Tate, E, (k) and E, (k) are isogenous over k if and

only if the - - of _peint,8) Ra¥@ otédeysanenditderisfig0de1qhadtéenid pairi ng
eval uat es Eﬁﬁé%&gk?f?#?i}”?’gr gl I’Ep)ai rs of inputs which are linearly dependent.

Consequently, a nechani sm woul d be benefjcial t nsure 11 that the input
poi nt s ar equatios cat’ar rr(iilxt+i pkds OFheea@‘WCB{Cngr.O%wgwap?}ﬁBéSh Glug\gef or}usc'lesn a curve
E, defined over a finite field k which is |arge enough that the full group E,

[n] = (ert?%%_m}orsion points is defined over k . In this situation, the
probabi | i tiy’” hat: ‘random el enents of the group E, [n] are linearly dependent

.1s negligible, on the.order of 11n, so the value of the Wil pairing can be
nontrivial wth high probability. The equati on above ensures that the

distributi pai r,hgrg on E, will match that of E2 . [0042]
Al ternati v@ﬁ?gf a nodi &&%ggﬁ‘?ng function e(P, Q = e, (2(P), Q may be used
where A is any non-scal ar endonorphism so that P and 2(P) are |linearly
i ndependenty,agfl (P, Phe Wait (HGh %, TBR: & A1 Al @ aabifinstortdmdegmeratest
map with values in the group of 2™ roots of unity in k. In one implementation,
Weil pairing is utilized to perform the verification/decryption stage 108 of Fig. 1.
However, Weil pairing is but one example of pairing that may be utilized for the
verification or decryption. For example, other bilinear and/or non-degenerate

pairing techniques may be utilized such as Tate pairing and square pairing. The

Weil pairing satisfies the following property:

e (S,4(T) = e,(#($), T),where S € E[n}.T & E;[n]

[0040] Here, e, (S,4(T)) is a pairing computation on £, while e, (¢(S),T) 18
on E, Note that both curves have n-torsion points, which puts a constraint on

their group orders. This does not pose a problem, since by a theorem of Tate,

E (k) and E,(k) are isogenous over k if and only if the two groups of points have
i 2
the same order.

[0041] The Weil pairing evaluates the identity for all pairs of inputs which

are linearly dependent. Consequently, a mechanism would be beneficial to ensure

it



of E. [0043] CENERATI ON OF | SOGENI ES [0044] In various inplenentations, a

" nunber of nethods can be used to construct isogenies of high degree (e.g., of
elliptic curves, or nore generally Abelian varieties) and their duals such as
di scussed with reference to the stage 102 of Fig. 1. The short digital
signature and | BE cryptosystens di scussed herein may follow the convention

that pai rsth% f:ﬁ’eﬁ'ln%%% bRuts 6R) hordcalpubhltiphad fasch nehquBhe eppiegh inke hee
eval uation of the dugl O constitutes the private key. 12 [0045] In one

i npl enentation, the constructions can, be 2:Xcl| : {480 fANYréup t here is
an al gori t hERFGT e TGN G g%%egﬁﬁrdeg Eﬁﬁ%ﬁéé@%%gg?%}é ﬂi’én P's T andom y
distributed, and is a prinme with probability -1/ og(n) ; given any curve E, ,
there is an algor I, CORSHEUGHIAD i§ andem Bovamot n itsiogeniamnf rtben E, to
random t ar g%é@ *ﬁn%f’%mf"%( %3@5%61[3% 1gi vén E,, E, and two linearly independent
isogenies in Horn,, (E, , E2) that have rel ativel)( pri r’ie d %]rge, éhetr.e is an
al gor i t hm piababiitgttherctwo sogeni esnshtpef e Hegp deltlss, 1%:3.33‘. A9RGB 'Seussi on
bel ow with respect to independent isogenies). [0046] COVPLEX MULTI PLI CATI ON

| SOGENI ES [0047]1 Let E, = _.E bef o SR/ NiriEe Aash< asRkS¥al

nul tipli caﬂ?@i’%“ék‘f@%ﬂ %&9 g Pﬁi/ i’hsgr&lg ‘%'il% g} etéllr(;gat Kol

y ‘quadratic or O “of discrimnant D <
0. A probabilistic

with high probability. The equation above ensures that the distribution of pairing

values on £, will match that of E,.

[0042] Alternatively, a modified pairing function e(P,0) =¢,(A(P),0) may
be used where A is any non-scalar endomorphism, so that P and A(P) are

linearly independent and e(P,P)#1. Such a map A is called a distortion or twist

of E.
[0043] GENERATION OF ISOGENIES
[0044] In various implementations, a number of methods can be used to

construct isogenies of high degree (e.g., of elliptic curves, or more generally
Abelian varieties) and their duals such as discussed with reference to the stage 102
of Fig. 1. The short digital signature and IBE cryptosystems discussed herein may

follow the convention that pairs of values (P,#(F£)) are published as the public

key, while evaluation of the dual ¢ constitutes the private key.

12



al gorithm may be described for producing such a curve E, together with an
endonorphism O of E, of large prine degree, in expected tinme polynomal in
IDI. [0048] |I. Conpute the Hilbert class polynomal HO(X) of discrimnant D
D. Let K denote the splitting field of HD (X) over Q [0049] 2. Choose any
root x of HL,(X) and construct an elliptic curve E over C having j -invariant
equal to xgolipte that bnd Spigbhaedionethd bensturbiens dainebe smwarl%ﬁdl[ 8950] 3. By
constructi‘on, the curve E has conplex nultiplication by . Using |inear

al gebra on g -expansions, find explicitl at | f unetyigdseldedrecY) With
coef fi ci erise #1K ‘oo F’?s’ﬁé‘ﬂcﬁq%‘bmflglf goﬁé%%gﬁlﬁgé%&g@éEﬁdE. [0051] eé%r Choose
randomintegers a and b until a2 - b'Dis prine. Then, the isogeny a + b- ~D

will be an, Egl(}gg@&&hc;} gmsrebutEdhand nga prime vdéy peehabilig052]los(n) CABETABhy pri me
- ideal P of and reduce the coefficients of E and of | nodulo P. Let E,

denote the reduction of E.and.]Jet.0 be the. re i gn +HREbenied 8083] St ages
1----3 of auiree df, gbhGTe Arias %@Wﬁ%ﬁ‘é&%aggﬁ@ngn?@ Oﬁ megeimﬁ1 D. As for
stage 4, the prine nunber theoremfor nunber fields inplies that a' -b2D has

probabi i ¥ Y %a%gi(v%térggt@n e8I BY RhliMBvers @, fEranidnisegtinecaliaimdepersfent
1
isogenies in Hom,(E,, E,) that have relatively prime degree, there is an algorithm

to construct isogenies of prime degree (see, €.8., the discussion below with respect

to independent isogenies).

{0046} COMPLEX MULTIPLICATION ISOGENIES

[0047] Let £, = E, as before and assume that £, has complex multiplication
(CM) by the imaginary quadratic order O, of discriminant D < 0. A probabilistic
algorithm may be described for producing such a curve E, together with an
endomorphism ¢ of £ of large prime degree, in expected time polynomial in
1D,

[0048] 1. Compute the Hilbert class polynomial H,(X) of discriminant

D Let K denote the splitting field of H,(X) over Q.

[0049] 2. | Choose any root x of H,(X) and construct an elliptic curve
E over C having j—invariant equal to x. Note that £ is defined over the mumber

field K.

13



size n one can expect stage 4 to termnate after log(Dn2) trials. [0054] The
resul ting endonorphism O is an endonorphismof E, of prine degree. Both 0 and
its dual 1= a - b-~D can be eval uated by having know edge of a and b, using
only the rational function I (X Y) along with scalar nmultiplication and
addition. Such an isogeny O may be called a CMisogeny. [0055] MODULAR

| SOGENI ES b@g?g] Forsany gy iddRstrudite, MRyl suhaecH@pbx pailtEpisngon is

i sonor phi s[m cl'lasses of isogenies E, ---> E2 of degree . Mre specifically,
there 14 exists a polynom al equation 11 (X, far - X0( i: t perty
that E, andlE2Usieg linfaogeptyason ¢ -AHBasHP :if?anl() Bﬁﬁ}%@?’f?g jr%wéé‘%l fgﬁ%t%ioom]

Usi ng the polynomal (D X Y), one can conpute for any E, an - isogenous curve

E2 together with expki-clit . i &l 1R_nsd e degnee / isogeny E,
-4 E2. Beé(e(%dsjb Wﬂ"g‘% 9181}‘[3612%%@%& s %ym’ret?iggniytn X and Y conputation
with the j -invariants reversed can be used to find the dual isogeny. [0058]

In practice, one nay not e the | ynom al s ci or.2agt galg pEaEput ati ons
because t hW08défficiénts @go?%e?é’%gﬁ/%%ﬁ?%ﬂ § 31?(%)({? ;{%ﬁfgr “l arge. * Phst ead,
di fferent but equival ent pol ynom al nodels may be used for X0(e) having

smal | er cogfki GheMosenRegas-dbessil bt ahhadprecplsienneds] hased prigie degsce.
conmput ati on, an isogeny derived in this way may be referred to as a nodul ar
i sogeny. :

[0052] 5. Choose any prime ideal P of K and reduce the coefficients

of E and of I modulo P. Let E, denote the reduction of E and let ¢ be the
reduction of a+hJ/D .

{0053} - Stages 1-3 of the algorithm are deterministic and polynomial time in

|D|. As for stage 4, the prime number theorem for mumber fields implies that
4% —b*D has probability 1/log(a” ~b*D) of being prime, s0 for integeisra and b of

size n one can expect stage 4 to terminate after log(Dn®) trials.

10054] The resulting endomorphism ¢ 1s an endomorphism of E, of prime

degree. Both ¢ and its dual d=a _p/D can be evaluated by having knowledge of
o and b, using only the rational function J(X,T) along with scalar multiplication

and addition. Such an isogeny ¢ may be called a CM-isogeny.

[6055] MODULAR ISOGENIES

[0056] For any prime £, the modular curve X,(f) parameterizes

isomorphism classes of isogenies E, — £, of degree £. More specifically, there

14



[0059] The currently known algorithns for conputing nodul ar isogenies are
generally feasible for small values of 1. By itself, the use of nodul ar

i sogenies of small degree does not add nuch security, because an attacker who
knows the curves E, and E2 could check for each | whether the curves are
1-isogenous and recover the 1-isogeny in the case that they are. However, one

can conposg; Ry, | iR kqhsegenl es, efd. x, (orwidh teepeptrighbatc €5 a i
one isogeny s%?p]}iaq g;r?ge_ sﬁooth dégr’ee) 111, 0(;2(1 use egpxg)s@ ag isoggnidv%% hi)mo
revealing the internmediate curves. An attacker who has the ability to

eval uat e Quern -asdenoas yf ol oitls Ty (K€ F(E;detfice the prinmes 1 by conputing all
the 1-torsion points of E, and seeing 15 whether any of them are anni hil ated
by 0, However, under the assunption that the dual isogeny conputation problem
is hard, t[hg5@}tacke[rjsmglthe@@nyxﬁmiabqu(ffof)a,v:atmwmcommw iWs Eoflhi 5
choosi ng. For good neasure, one can al so conpose the resulting isogeny either

with scalar isogenies or with CM jsogenies in order to,..:i
non- snoot hséEEIHs SUYi &: ttﬂ%etg%wgb APFXE) S}trﬁﬂimﬁﬁ:\? fl zﬁaér[‘%(ggg?gﬁ ﬁ%%ﬁY
| NDEPENDENT | SOGENI ES 100611 In an inplenentation, the linearly independent

| sogeni es .0 Yo 82 GhYERsE HRMdeddier Falefontial aé ii ire Megndke,
resul t, tﬁéog'%}gleari canbi natlson agq$ + bthagoa 1degr<§gﬂigniﬁ\3/tgﬁ by tﬁ? quéd'rA\Zt iac

form a' Or + ab(Op + V-0) + b2 yyr in the two varj
halp , . ) ) abl.e b .
t he coeffigimpitation with the j—mnvanants reversed can be used to mc? t}?e 81?&3 1St,)0gen|§9te that

[0058] In practice, one may not use the polynomials @,(X,Y) for actual

computations because the coefficients of these polynomials are rather large.
Instead, different but equivalent polynomial models may be used for X,(£) having.
smaller coefficients. Regardless of the precise model used for the computation, an

isogeny derived in this way may be referred to as a modular isogeny.

[0059] The currently known algorithms for computing modular isogenies
are generally feasible for small values of I. By itself, the use of modular isogenies
of small degree does not add much security, because an attacker who knows the

curves E, and E, could check for each / whether the curves are /—isogenous and
recover the /—isogeny in the case that they are. However, one can compose many
modular isogenies (e.g., for different choices of 1) into one isogeny ¢ of large
smooth degree Hl , and use ¢ as an isogeny without revealing the intermediate
curves. An attacker who has the ability to evaluate ¢ on arbitrary points may still

deduce the primes / by computing all the ! ~torsion points of E, and seeing
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of this quadratic formare integers, since the outer coefficients are the
degrees of 0 and Vi and the mddle termis equal to deg( + yr) - deg(O -
deg(yr) . Since the quadratic formis primtive, it attains prinme val ues
infinitely often as a and b vary over all pairs (a, b) e Z2 . In this way,
many isogenies E, -4 E, of large non-snmooth (or even prine) degree may be

obt ai ned. gt ghakilhin Jrbahnhilaidasuyt Fgvlegneeier tid dssbeption-thatobeh may
al so be estimated. t00621 SHORT S| GNATURE SCHEMES USI NG | SOGENI ES [00631 In an

i npl ementation, the techni ques di scussed. herejn.may .he pli atively
short si gndtalrieoguhetsspyiatign PF@WEWS%I%JI?%E*E%%T 1H§1e0r§t%% o%;bég%a V%’é{lﬁje
| ow- bandwi dt h channel ). Two signature schenes will be discussed bel ow which

are partly {éb%%egegﬂs gt Remehb6ahe PFopardode sicabuies agentas dsal qraipdsagdicon
elliptic curves. [0064] GALO S %N\/ARI ANT SI GNATURES be an extension of finite

fields of degree n . Take_.an [006 Let F,, |F. ekl -Rpti: LVE: i ped over
FF t oget heresiftiig a‘ﬁ)ge§ﬁg€‘éﬁ5§’r0"¥hé?gﬂa§ IOLCRIP ?{eg?t(&)lvg& 1%&1%‘%{3@%11 ti%s an
elliptic curve defined over F,,. In one inplenentation, the curve E, is :
defi ned ovetrodueenatdaaiont-bamodyBrctas snibftheddgist in an puplementatigssi bl e to  t ake
E. defined over only a subfield. However, for security reasons, the isogeny O

[0660] LINEARLY INDEPENDENT ISOGENIES

[0061] In an implementation, the linearly independent isogenies ¢ and y
are given from £, to E, .of reiétively prime degree. As a result, the linear
combination ad+by has a degree given by the quadratic form
a* g + ab(gw + @)+ b py in the two variables @ and b . Note that the coefficients
of this quadratic form are integers, since the outer coefficients are the degrées of ¢
and y and the middle term is eciua] to deg(¢+w)—dég(¢)~deg(¢f). Since the

quadratic form is primitive, it attains prime values infinitely often as ¢ and b vary

over all pairs (a,b) € Z*. In this way, many isogenies E, — E, of large non-smooth

(or even prime) degree may be obtained. The probability that the resulting degree

will be non-smooth may also be estimated.

[0062] SHORT SIGNATURE SCHEMES USING ISOGENIES

[0063] In an implementation, the techniques discussed herein may be

applied to relatively short signature schemes (e.g., typed in by a user or sent over a
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may not be defined over any proper subfield of F. . Mreover, the isogeny 0O
may be generated in accordance wth various techni ques such as those

di scussed above. [0066] Fig. 3 illustrates an exenplary nethod 300 for
signing a nessage using isogenies. The nmethod 300 includes the follow ng
stages: [0067] Public Key. Pick randomP e E, (F9) and publish (P, (302),

: Q
where Q = 0(R) 1Rk hbabell TRodebined whemek willt bQdissupsd Belorhesdigver F,
because 0 1'% ROt 0068] Secret Key. The dual isogeny 0 of O . [0069]

Signature. Let H he a,(publi,c) random or ; AB&SAHEs o8RALPLE O t he
set of k-t&iﬁﬂ%ﬂ'g@isﬁ‘%?noﬁ‘a%}e?mﬁc\? R e@%sggﬁego%%%g%ute 1% S rr‘ptH(n)
(stage 304, which provides a signature using the secret/private i~0 key
gener at ed @gvéi scussed above), where ,r is the gh power Frobenius map and the
sum denotes the elliptic curve sumon E1. For conveni ence, we denote the
operator 111- o ;T by Tr (which stands for "trace"). Qutput Sc E, (Fg) as
the signature. The signature is then sent to and received by a receiving party
(306 and {84] r espeCIAN@ISYNVARDANT SHA¥ATHRESGal 0i s group of g IFq is {I, -r,

., ern’' } , so Sis @Glois invariant and thus is defined over F,. [00701
verificati [O(}r(]).c‘,si_(at 6112‘? dﬁ; e/%; dbeengilee;tgnesi(\)/r\? Iolf gr?fteg It?e?&s 3f cE:’gnI:é(]n .a'T“le an

ot d F together with an isogeny ¢: E, — E, defined over
elliptic curve E, defined over F, toge 1

F ., where E, is an elliptic curve defined over I, . In one implementation, the
)

curve K, is defined over L rather than over a subfield of L, but it is possible to
take £, defined over.onl}: a subfield. However, for security reasons, the isogeny ¢

may not be defined over any proper subfield of £, . Moreover, the isogeny ¢ may.
be generated in accordance with various techniques such as those discussed above.

[0066} Fig. 3 illustrates an exemplary method 300 for signing a message

using isogenies. The method 300 includes the following stages:

[0067] Public Key. Pick random Pe E(F) and publish (P,0) (302),

where Q= @(P). Note that P 1is defined over F, but O is not defined over F,,

because ¢ 1s not.

[0068] Secret Key. The dual isogeny ¢ of ¢.

[0069] Signature. Let H be a (public) random oracle from the message

space to the set of k—torsion points on FE,. Given a message m, compute
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E2 [k] , respectively. Gven a public key (P, Q and a nessage-signature pair
(m S) , check whether e, (P, S) _ Hn-1rr'" e2 (Q H(m) (stage 310, which
verifies the received -0 signature using the public key generated as
di scussed above). Accordingly, a valid signature satisfies this equation, as
follows: el (1", = e, OHm I =11 e (P, 7r ' bHM) n-1 n--1 =1}J

S)
el (ir P, Tr, Olgﬁ FHTnY T(sta8d (o4O rcsxﬁaes;aaignamb upidg the febrarpremtd o( P),
Hm) = SII’ =0 QG; Y(Sag ai=a [00 11 Also, the trace map may be used down
to a base field to shorten points on an elliptic curve (or nmore generally on

any Abel i ajgevakh@hdel. asl disaidied abwos)dseherder qmtlqu‘*’ q:foveml?r@benwapnm agd | i ptic

curves (or higher dinensional Abelian 18 varieties) may be utilized as a

met hod for shortening the representation of _a poin an. e i field

by using d&EasWBR Qq;i;@gqsowgre ?ng furve sum on . P! BlnveRY&lcedve é&%’t@ e
operator Z,:; #* by 7Tr (which stands for “trace”). Output Se£/(F)) as the

signature. The signature is then sent to and received by a receiving party (306 and

308, respectively). Note that the Galois group of F JF, 18 Qr,..,7""},s0 § is

Galois invariant and thus is defined over F,.

[6070] Verification. Let ¢ and e, denote the Weil pairings on E[k] and
E, [k}, respectively. Given a public key (P,0) and a message-signature pair (m,S),
check whether ¢(P,5) = H: 7'e,(Q, H(m)) (stage 310, which verifies the received

signature using the public key generated as discussed above). Accordingly, a valid

signature satisfies this equation, as follows:

e(i,8)=¢ [P, S ﬂE;;H(m)) = ﬁ e (P, %IggH(m))

=0 i=0

~[le@padHm) - H #'e,(P,¢H (m))

=0

= H e ($(P), H(m)) = H 7'e (0, H(m)).

=0 i=0)

[0071] Also, the trace map may be used down to a base field to shorten
points on an elliptic curve (or more generally on any Abelian variety). In other

words, the output of a trace map on elliptic curves (or higher dimensional Abelian
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[0072] SIGNING WTH MULTI PLE ELLI PTI C CURVES [00731 Another way to enhance the
strength of short signature schenes is to use nultiple public keys and add up
the resulting signatures. This nodification can be used by itself or conbined
with the Galois invariant enhancenent discussed above. [00741 Wth reference

to Fig. 4, we assune there is a famly of isogenies O, : E-a E and a famly

of random or.a f HORS, HetlfRCHABAEMGahe nagsageatnoi of @ paipoi nt on
the elli p?’f‘geéésr%vlgggﬁ.e %?%P%E toﬁt he strages di gcussed with reference to Fig.

3: [00751 Public key, Pick. random PE a ubl i PQ @,...,Q, (see, e.g.,
302), whepeernextgusiop)iicld byores @%tépél{}gﬁg?/\?eﬁﬁ%df amly of isogenies |,

[0077) Signature. For each nessage in, the signature of m(S) is Jn (Hg(n))
(see, e.g., 304). The signed nessage is then sent to a receiving party (see,

e.g., 306). 19 [0078] Verifjication. G v signature) pair (m S) ,

check whdB0&}l e( P, SENNEWITR MG TE ﬁ@gﬁ,&?g.ig. , Sstage 310 di scussed with

reference to Fig. 3). For a valid signature this equation holds since: 1F
[0073] Another way to enhance the strength of short signature schemes 1s to

use multiple public keys and add up the resulting signatures. This modification can

be used by itself or combined with the Galois invariant enhancement discussed

above.

- [0074] With reference to Fig. 4, we assume there is a family of isogenies

4 :E—E and a family of random oracle hash functions H, each mapping a

message m into a point on the elliptic curve E,. Similar to the stages discussed

with reference to Fig. 3:
[0075} Public key. Pick random PeE and publish P,0,.0,,..,0, (see,

e.g., 302), where O, =¢,(P).
[0076] Secret key. The family of isogenies ¢,.

[0077] Signatare. For each message m, the signature of m (S) 1s

Z” ¢ (H.(m)) (see, e.g., 304). The signed message is then sent to a receiving
j=i P f i

party (see, e.g., 306).
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e(P, S) =e P, ni (m) e(P, f~1.(HF ( = e(~i H -1i=1t=

[0079] The systemis believed to be at ?é;st ag seéure(aé)us}né }ugtta7single
i sogeny, since anybody who can break the multiple isogenies version can
convert the single isogeny version to the nultiple isogenies version by
adding in isogenies O0,,...,0n as determ ned by them Mreover, for such a

system anys4ecess Weriichfi6l. OBiveheanthtisabe sgmgentlearer,oh, rdgor
Si rmltaneo%?s b?eak of all of the single isogenies 01 through O.. ?3086?8 :
| DENTI TY BASED ENCRYPTION (1 BE) SCHEME W TH | SOGENI ES |

| | | 081] Fig.
i 11 ustrat eghatheex€rps)ar | | et Bod, GOD (sasy, cigdetiest %/1%§§éﬂsseg%@ﬁ%:€egwc%t%a usi ng

i sogeni es. The one-way 1sogeny between the elliptic curves is beli d
make an identity based encryptiqgn (I BE) schene potentiall o auainst

I der _ .en ] y secure agai nst
conputatloﬁ&i3EIF¢T%YF%¢FWﬁﬁ€{%§W§quﬁémﬁ§E8§§ﬁgﬁe may be defi ned asg fol | ows.
[0082] MAP TO PO NT: Define the operation IDHP E E for sone curve E.  Mre
specifically, one may conpute H(i d) anj use it to defineg a point. It may be

g?surzrload that H behavg(%,kjgg p};egzg@i@ngr @Ee(ﬁgkgﬁ@@@)ﬁigev@,m)keep a table

[0079] The system is believed to be at least as secure as using just a single
jsogeny, since anybody who can break the multiple isogenies version can convert
the single isogeny version to the multiple isogenies version by adding in isogenies
#,,....¢, as determined by them. Moreover, for such a system, any successful attack
on the multiple isogenies \}ersion requires a simultaneous break of all of the single

isogenies ¢ through 4, .

[0080] [DENTITY BASED ENCRYPTION (IBE) SCHEME WITH ISOGENIES

[0081] Fig. 5 illustrates an exemplary method 500 for identity based
encryption (IBE) using isogenies. The one-way isogeny between the elliptic curves
is believed to make an identity based encryption (IBE) scheme potentially secure

against computational Diffie-Hellman (CDH). The IBE scheme may be defined as

follows.

[0082] MAP TO POINT: Define the operation ID +> P € E for some curve £.

More specifically, one may compute H (id) and use it to define a point. It may be

assumed that H behaves like a random oracle. Alternately, we may keep a table of
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points and hash IDinto a random string of weights and then take a wei ghted
sum We may al so assune that there is a trusted authority and a finite set of
users, each wth sone ID from which one can conpute the correspondi ng public
key. Each user gets his private key after suitable identification by the
trusted authority. [00831 Public Key for the Trusted Authority: a e El, 8 =
Q(a) . Accordin - It aneidn@en emitd hywsightedasna

p%]glts[ %;(91}1¥33hﬁ)r1 {sd ﬁ%é%ﬁt{’cﬁé% of \P(fél%h g

recei ving provi des a es public keys (502). If atwist Ais
bei ng used, we may assune that a = A(a),is, the tws i S poi nt a.
[ 00841 PriNeateykdso peumeathat g g2 Ax@gﬁérfﬂ"b?“%na“gﬁ ﬁ%’ﬂ% ok %?élg‘t‘r?ﬁu‘%a% e 0
10085] For exanple, encrypted data fromBob to Alice can be inplenented as

fol l ows: [BB6ImBUD FrenKeshiflronAl daecorple ths qrespeedingendplic ¥¢% %48 map-t o- -
point function ID Fa T (502) by a trusted authority (or another entity such as

a  receiving a%r. %‘é) R}?\%%%?é}f aEtrg%/ ¥L§{a%}' %niiﬁ%&&ﬂ 68 thetrmstdd Ruthdiaye that

at t acki ngifd uickl'y for each client would take tine
simlar to the one for global break in the signature system (di scussed

above) . Ag,fd1eSU! U pyifS KBy S TSPt PRuth&ieyr edolOFRS Fwai(td er

syst ens.

Accordingly, a trusted authority (or another entity such as a receiving party)
provides and publishes public keys (502). If a twist A4 is being used, we may

assume that @ = A(a) is the twisted image of some point a.

[0084] Private Key for the Trusted Authority. An efficiently computable
b

[0685] For example, encrypted data from Bob to Alice can be implemented
as follows:

[0086] Public Key for Alice: T e E, is provided, e.g., via the map-to-

point function D7 (502) by a trusted authority (or another entity such as a
receiving party).

[0087] Private Key for Alice: §= #(T). Note that attacking to get a private
key quickly for each client would take time similar to the one for global break

the signature system (discussed above). As a result, these systems may also be

referred to as two-tier systems.
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[ 00$8] Encryption by Bob. Conmpute ALICE T (sta [
( . _ ge 504, which encrypt
?ﬁf:ggf rﬁtg tgetgegfyatedhpubllc key). Let the nessage be m PicipaS ?andom
r. Send to ice the pair (506): [1 OH(e(/3, rT)), ra] [0089
Decryption by Alice. Let the cipher text be [c,T]. The e%%ryptLd[ nes£age sent
Ezrd:ﬁggﬁégdgéf??) using a prlvaéf key (510) provided b§ a trusted uthority
0 Y Suedry@tion nacdabi.ngCpapuly Adficer-sii abee Yfenthidcati o

?ﬁeangﬁ?:E’ LQ? clﬁarhtexp isi c (r) He(ra, S§)) [0090] This works becausg'
e e D S LS Tl i I

) . . ) J - ) - ) ) 1 C [
the quantity being hashed in the decryption stage. An isogeny ngi ggual te
{ﬁprﬁsentedné&ndn&@ﬁs$e&epéﬁ©WdK@ﬁb¢P3¥&5 e a probabilistic approach
isggex;ngsashgglﬁ o{teggrlgs). [ 0092] SPECI FYI NG AN | SOGENY [0093] If the
i _ _ . y be represented as a conposition of snmall d
i sogeni es given by a straﬂ@ﬁ%ﬁ1ﬂﬁ%ﬁﬁg66?an1representing pol ynom al 22egree
Fﬁgﬁgtgt;onf. For curves over extensions of interest, a small table of

- out pu
[0089] Decryption by Alice. Let the cipher text be {¢,7] The encrypted

message sent is decrypted (508) using a private key (510) provided by a trusted
authority (or another entity such as a receiving party) after suitable identification.

As a result, the clear text is:
c® H(e(re,S))
[0090] This works because the quantity being hashed in the encryption
stage 1s:
o(f,rT) = e(d(),rT) = eer, $(rT)) = e(er,r¢(T) = e(e,7S) = e(ra, S),

[0091] which is equal to the quantity being hashed in the decryption stage.
An isogeny may be represented as discussed below (e.g., to use a probabilistic

approach involving a table of entries).

[0092] SPECIFYING AN ISOGENY

[0093] If the isogeny is smooth, it may be represented as a composition of

small degree isogenies given by a straight-line program representing polynomial



pairs suffices in an inplenmentation. [0094] , Taking End(E) = End%4E), finite
extensi ons of k nmay be considered and the extension may be specified as
appropriate. In one inplenentation, an isogeny is specified by its action on
the group of points over sonme finite extension of the ground field. Note that
two isogenies may coincide up to sone extensions, bu r@y be. di gtig)%i in-a

| arger fi ebshphasonsifgl gurved osufditassonsookpbaritya EMagiaRcset MPYr OYiier at or s
S. CGenerally, the group is cyclic, or as above | S 1= 2. It is considered not

easy to find th r \ taQype can choose S randomy. [0095] More
parti cul arWS%iﬁg%é"ﬁb%f?%ﬁiea%%"fp E(k) (recall: kis afinite field of q
el enments) is isonorphic to Z/nZ x ZInZ , where mm = #E(k), n I mand in

addition n D = Qs ) e £anfigREpKicasions sf #E(K)y s cogsiSatkidof * s
al gorithm Qr?g%f the@%@?oﬁ%@t}i o%%g’-lg %ils known, n can be obtained using a

random zed polynomal time algorithm If P and. e of .arder !
respect i vehyd shiclextérstoramyasp b ntpeediedhas Wf?@ﬁ%g{%ﬁﬂ%é‘l}ﬁ?ﬁ%@mﬁ@g’ crglgl | ed

generators in echelon formand an Q(ql +E) al gorithm may be used for .

constructi f&% eﬁ}h?s”% e BOQ68 Tidra0ti68 oh@he ghegot hointesver EptusiiRéaygriensiodt G be a

finite Abeli &n gropup and g, , ..., gk be randomelenments of G There exists a

smal | constant e, SUEh ol (1 HRRShe AU s tnidhat ekandions | but ed
but may be distinct in a larger field. Accordingly, it suffices to specify ¢ on a set

of generators S . Generally, the group is cyclic, ot as above | §|=2. Itis considered

not easy to find the generators, but one can choose § randomly. |

[0095] More particularly, as an Abelian group E(k) (recall: k£ is a finite
field of ¢ elements) is isomorphic to Z/mZ % Z/nZ , where mn=#E(k),n{m and in
addition niD,D=(mn,q—1). One can compute mn =#E(k) using Schoof’s
algorithm and if the factorization of D is known, n can be obtained using a

randomized polynomial time algorithm. If P and O are of order n and m
respectively such that any point can be written as aP+bQ, they are called
generators in echelon form and an O(g***) algorithm may be used for constructing
them.

[0096] Turning to random choices (Erdos-Renyi), let G be a finite Abelian |

group and g,,..,g, be random elements of G. There exists a sma_ﬂ constant c,

such that its subset sums are almost uniformly distributed over G, if kzc-log|GJ.



In particular, the gF may generate G To reduce the table size, one can use
its strengthening wei ghted subset suns rather than subset suns when the group
order is a prime. This extends to arbitrary orders with some small |oss of
paranmeters. [00971 Moreover, the structure of E(k) nmay be used to obtain nore
detailed information. One can pick random points P Le < 2 andC%/riv}Sg ittshem as
P,. = a;, Rntphjic@arMire gpanty gehenalsy 0. ohe Te ‘i‘f*ee&‘ﬁr@é 4N Bt “theschiel on
generators by |inear conbinations of Pif the matrix [a4 a2] is invertible nod

m(note that n.| m, Wen thj b s.@@NRhak ehd brougradpr Not e
that the ﬁ%ﬁmqnﬁn%%w(%%}ﬁéﬁugsﬁg%qﬁ%efgl%%su\yrs\e gr oup genergit&}é% by Pis m2.
Simlarly, the probability for the group generated qillcg i% n-2.e£ us, either
of these tisa eient ShdextwtdsHapputran ericpr OHABPIIG L 'OS B PR 0-2) =1 +
(##E)-2 - (rn-2 + n-'). [00981 HARDWARE | MPLEMENTATI ON [0099] Fig. 6

illustrates a general conputer environnent 600,,which can_he
i mpl ement  O087F echni Ylsseodashe Baigtie Oéi 41+ gB7Y B?&ﬁ%‘fpg} &?rtﬁgl ré}glrljr%ggtgpgd
envi ronnment 600 nmay be utilized to execute instructions associated with

per f orm ng._t:h SOk SE & WahlomehsieNce, it thel preei dusn fasgui ess,

Furt her rmréiffo'g%% éng)lg%:y ngggussgd hergi n (e.g., wth respect to Figs. 1, 3,

and 5 such as the trusted party, receiving party, and/or sendi ng{OPSali)'gfy) may
a

each have pace@sMbee Pagindady, caspab erperssi eashnehthe zghelon gener

7 ‘
linear combinations of P if the matrix [ ' *] is invertible mod m (note that
3 2

n|m). When this happens, {B} will generate the group. Note that the probability
(both B and PB) falls in the group generated by P is m™. Similarly, the
probability for the group generated by O is a~. Thus, either of these two events

do not happen with probability (1—m™)(1- A7) =1+ (HE)? ~(m™ +n7).

[6098] HARDWARE IMPLEMENTATION

[0099] Fig. 6 illustrates a general computer environment 600, which can be
used to implement the techniques described herein. For example, the computer
environment 600 may be utilized to execute instructions associated with
performing the tasks discussed with rteference to the previous -figures.
Furthermore, each entity discussed herein (e.g., with respect to Figs. 1, 3, and 5
such as the trusted party, receiving party, and/or sending party) may each have

access to a general computer environment.
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(00100] The conputer environnment 600 is only one exanple of a conputing
environnent and is not intended to suggest any limtation as to the scope of
use or functionality of the conputer and network architectures. Neither
shoul d the conmputer environment 600 be interpreted as having any dependency
or requirement relating to any one or conbination of conponents illustrated
in the exeopbary coffhatempetoricngimemens 000 if 00l0L]e CowpRieer RFRITPHHEMENt 600
i ncl udes a general - purpose conputing device in the formof a conputer 602.

The conponents MhefMRUL Shor BiZnkAMto iBet ity hilladiieanal i seobed e oone or

nore processors or processing units (optionally including a cryptographic
processor or co-processor), a syste nmenory 606 nd a tem t hat
coupl es vafnetignalyist & @Sr’rﬁ%‘ﬁ@ﬁ{% aﬁ%éﬁe%?ﬂé agg@teﬁ%gsﬁs@t%gﬁf}&%gﬁjt ﬁggsystem
menory 606. (00102] The system bus 608 represents one or nore of any of

several typgsputef busirstimust WES,bd nekagiategd aasrehovipg basy odependsngy c it rol | er,
a peripheral bus, an accelerated graphics port, and a processor or |ocal bus

using any of a variety.: bus. archij J X% SHGRe

ar chi t ect JFEETEHRT ﬁ%‘?éﬂgé tgnaﬁin%esp # %8&%%2%335} gy K?@%P? é%tﬁuigg@d(r iﬁg%\) bus, a
M cro Channel Architecture (MCA) bus, an Enhanced | SA (EI SA) bus, a Video
El ectroni c&@}dﬁtﬁ&ﬁ@l@?ﬁ%@wﬁ@ﬂ@ﬁn?%& | ocal bus, and a Peri pheral
Conmponent I nterconnects (PCl) bus al so known as a Mezzani ne bus.

[00101] Computer environment 600 includes a general-purpose computing
device in the form of a computer 602. The components of computer 602 can
include, but are not limited to, one or more processors or processing units 604
(optionally including a cryptographic processor or co-processor), a system
memory 606, and a system bus 608 that couples various system components

including the processor 604 to the system memory 606.

[00102] The system bus 608 represents one or more of any of several types
of bus structures, including a memory bus or memory controller, a peripheral bus,
an accelerated graphics port, and a processor or local bus using any of a variety of
bus architectures. By way of example, such architectures can include an Industry
Standard Architecture (ISA) bus, a Micro Channel Architecture (MCA) bus, an
Enhanced ISA (EISA) bus, a Video Electronics Standards Association (VESA)

local bus, and a Peripheral Component Interconnects (PCI) bus also known as a

Mezzanine bus.
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25-1001031 Computer 602 typically includes a variety of conputer-readable
medi a. Such nedia can be any avail able nedia that is accessible by conputer
602 and includes both volatile and non-volatile nedia, renovable and
non-renovabl e nedia. [001041 The system nenory 606 i ncludes conputer-readable
media in the formof volatile nmenory, such as random access nenory (RAM 610,
and/ or nompoMpdiat i | e dmRpREY c(RUEhiadly eadudad wenotyy of ROWpwerreadaBlssi ¢

i nput/ out u? Jysten1( 0S) 614, containing the basic routines that help to

transfer information Dbet n_el enent i thi , ; csuehiteas0dur i ng
start - up, mediay ‘t‘%“}eﬂ"%\,\l\ﬂeg%ﬁy a.‘ﬁ%@%%d%g}agg I%/gegglgggigj’r;s i(gltg’ta and/ or
program nodul es that are inmmediately accessible to and/or, presently, operated
on by t he spdaeeksiendotinivolasios and poo1osatleonpdit eFeTBR 9‘1%‘@’8’?%‘1"’&%& ot her
removabl e/ non-renovabl e, volatile/non-volatile conputer storage nedia. By way
of exanpl e (lfiig. 6 illustrates a hard disk drive 616 for reading from and
writing téh% fion- r emovabl e, non-volatile magnetic nedia (not shown), a
magnetic disk drive 618 for reading fromand witing to a renovabl e,

non-vol at ‘[pﬁlémg”et iBhlk $dteB2Rchorg . 60GRINChdppyomplitsktyadabir mediopt il di sk
r

drive 622 reading fromand/or witing to a renovable, non-volatile
O S b SR B sy 0y o, s e
volatile memory, such as read only memory (ROM) 612. A basic input/output
system (BIOS) 614, containing the basic routines that help to transfer information
between elements within computer 602, such as during start-up, is stored in ROM

612. RAM 610 typically contains data and/or program modules that are

immediately accessible to and/or presently operated on by the processing unit 604.

[00105] Computer 602 may also include other removablg/non-removable,
volatile/non-volatile computer storage media. By way of example, Fig. 6
{Jlustrates a hard disk drive 616 for reading from and Writing to a non-removable,
non-volatile magnetic media (not shown), a magnetic disk drive 618 for reading
from and writing to a removable, non-volatile magnetic disk 620 (e.g., 2 “floppy
disk”), and an optical disk drive 622 for reading from and/or wrting to a
removable, non-volatile optical disk 624 such as a CD-ROM, DVD-ROM, or other
optical media. The hard disk dnive 616, magnetic disk drive 618, and optical disk
drive 622 are each connected to the system bus 608 by one or more data media

interfaces 626. Alternatively, the hard disk drive 616, magnetic disk drive 618, and
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drive 622 are each connected to the system bus 608 by one or nore data nedi a
interfaces 626. Alternatively, the hard disk drive 616, magnetic disk drive
618, and 26 optical disk drive 622 can be connected to the system bus 608 by
one or nore interfaces (not shown). [00106] The disk drives and their

associ ated conput er-readable nmedia provide non-volatile storage of

conput er - rcgﬁ%lﬂ'd?slé ASVE USRI 0Rs be daihacsbd uot the eystenpbog A by dukes, mand ot her
data for conmputer 602. Although the exanple illustrates a hard disk 616, a

renmovabl e magneti z&ld@k 620, and a renovable optical disk 624, it is to be
appr eci at AT REES BRAT N Pes of conput er -readabl e nedi a which can store data
that is accessible by a conputer, such as magnetic cassettes or other

magneti c g@mgggpd.evigggs@%;;g@pege [ Yn&@r 9%00%(5%&%@% @ldabMensatihl e di sks

=
(DVD) or tic S andom access nenories (RAM, read only

M
menories (ROM, electrically erasable progranmabl e read-onl no EEPROV) ,
and the |ikeyidranoaredaible sfordgezel cOBAPTEAERIC t RETRSIESH é%;‘f‘ Tirblﬁ%%ﬁ(’ng

system and environnent. [00107] Any nunber of program nodul es can be stored on

the hard %?%Gmodﬁ%?eﬂiﬂ& Ah&k 4620 fooplongaitedithi . 6RUhoROMtBe 2¢xampicor RAM
610, includifig by way of exanple, an operating system 626, one or nore
Egglhl 8? t Isaigwgt%%%%gqi 0 Scyglf gé#fra LYV AM. "Rap&f GRG 6209 aRE OPBfodatR 632.
optical disk 624, it is to be appreciated that other types of computer-readable
media which can store data that is accessible by a computer, such as magnetic
cassettes or other magnetic storage devices, flash memory cards, CD-ROM, digital
versatile disks (DVD) or other optical storage, random access memories (RAM),
read onljf memories (ROM), electrically erasable programmable read-only

memory (EEPROM), and the like, can also be utilized to implement the exemplary

computing system and environment.

[66107] Any number of program modules can be stored on the hard disk 616,
magnetic disk 620, optical disk 624, ROM 612, and/or RAM 610, including by
way of example, an operating system 626, one or more application programs 628,
other program modules 630, and program data 632. Each of such operating system
626, one or more application programs 628, other program modules 630, and
program data 632 (or some combination thereof) may implement all or part of the

resident components that support the distributed file system.
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626, one or nore application prograns 628, other program nodul es 630, and
program data 632 (or sone conbination thereof) may inplenment all or part of
the resident conmponents that support the distributed file system 27 1001081
A user can enter conmands and information into conputer 602 via input devices
such as a keyboard 634 and a pointing device 63%@%,& g., a "nouse’ . Ot her

i nput devijger$i38 (nousshounesipechminoaids yndrago JoldE I CRMPSHh e V12
joystick, game pad, satellite dish, serial port, scanner, and/or the |iKke.

These and ., ot hel L NRNERdRY EEHOARPCSPRNEA RANE: ERECPEOEES NG wilb§04 vi a

i nput / out &ﬁm nterfaces that are coupled to the system bus 608, but may

be connected by other interface and bus structures, .s S _a el port,
ganme port Otber anpwi ¥eYISE$ 6%&% 5 (Sgg‘é%'l.ca Poigy K C#%%? fa orﬁgg%g}gdr&bt her
type of display device can al so be connected to the system bus 608 via an
i nterface,i syl asne yidleatataptsh, 64 pont, additaromd/or thendikgonhest 2842, ot her
out put per’i%ﬂeral devi ces can include conponents such as speakers (not shown)

D o mbr g escafe ABafORE G Al Rocammt @hitoaR: whairphgobimut/ out put

interface®t can operatein a networked environnent
using logical connections to one or, nore renot uters, such as renot e
conput i ng idevfaces 6848haBgrenegurded é@(éhhspﬁﬁéitemﬁ@sr @%&SBGB%LSW ﬁ%mbeé;\%fdcgyMS can
be a personal ) ‘

other interface and bus structures, such as a parallel port, game port, or a universal

serial bus (USB).

[00109] A monitor 642 or other type of display device can also be connected
to the system bus 608 via an interface, such as a video adapter 644. In additién to
the monitor 642, other output peripheral devices can include components such as
| speakers (not shown) and a printer 646 which can be connected to (lzomputer 602

via the input/output interfaces 640.

[00110] Computer 602 can operate in a networked environment using logical
connections to one or more remote computers, such as a remote computing device
648. By way of example, the remote computing device 648 can be a personal
computer, portable computer, a server, a routet, a network computer, a peer device
or other common network node, game console, and the like. The remote
computing device 648 is illustrated as a portable computer that can include many

or all of the elements and features described herein relative to computer 602.
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conput er,
device o

portabl e conputer, a server, a router, a network conputer, a
r ot her comon network node, gane console, and the like. The r

peer
enot e

conputing device 648 is illustrated as a portable conputer that can include

many or
conput er
renote co

all of the elenents and features described herein relative to

602. 28 10011 1] Logical connections bet enq\gt?nput er 602 a{md
peostid 648 auieal depnettanhs s tEesToedRPRICE AU n AR MK TRAR) CBEY End

general wi de area network (WAN) 652. Such networking environnents are

comonpl a
| nt er net.
conputer

adapter 6
602 typic

in.offices, n FSEnWindRl GNPV esonetdvar kajerdlntidners,
%%Bo#izzié%%? ?Srrgl Ie(%tr%d;Itfateed'}}l ?n a LAl ne% wor ki ng environnment, the

602 i ted | | t k 65 ' -
e R R T R

ally includes a nodem 656 or other means for establishing

comuni cathRpsrieyevidt kempiutie medurkskirBRetsThrd thrld§886, which can be

i nt er nal
via the

or external to conputer 602, can be connected to the system bu
i nput/output interfaces 640 or other appropriate nechani sng

= |
be appregpatiy thatWhee iitiplsnesteéd imetwdrANc IHIEETEIBRS CRY BOBRE | dR§

t hat ot he

r

t he
a

and t he
e or

ut er

s 608
t isto
and

means of establishing conmunication |ink(s) between the conputers

602 and 648%%%% BB CRPL N edl AP L1 Eal ReByaikt BOD kéd wnviwakmertifasuch as t hat
t .

i [lustrat&d

conput i ng

adapter 654. When implemented in a WAN networking environment, the computer
602 typically includes a modem 036 or other means for establishing
communications over the wide network 652. The modem 656, which can be
internal or external to computer 602, can be connected to the system bus 608 via
the input/output interfaces 640 or other appropriate mechanisms. It is to be
appreciated that the illustrated network connections are exemplary and that other

means of establishing communication link(s) between the computers 602 and 6438

can be employed.

[00113] In a networked environment, such as that illustrated with computing
environment 600, program modules depicted relative to the computer 602, or
portions thereof, may be stored in a remote memory storage device. By way 6f
example, remote application programs 658 reside on a memory device of remote
computer 648. For purposes of illustration, appiicaﬁon programs and other
executable program components such as the operating system are illustrated herein

as discrete blocks, although it is recognized that such programs and components
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envi ronment 600, program nodul es depicted relative to the conputer 602, or
portions thereof, may be stored in a renote nenory storage device. By way of
exanpl e, renote application prograns 658 reside on a nmenory device of renote
conputer 648. For purposes of illustration, application prograns and other
execut abl e program conponents such as the operating systemare.illustrated
herein asraiideretveribhotioses al dHbueh sterags W%e@ify‘f 2t OBgEHS 681 Enms  and
conponents 29 reside at various tines in different storage conponents of the

conput i ng ?ggaﬁl%xe@ﬂﬁdﬁﬁh%@%ﬁ%wr@b@fdﬁi@nmmexessor(s) of the

conput er. Vari ous nodul es and techni ques may be described herein in
the general context of conputer-executable instructions, such as program

nmodul es, szpﬂﬂed by/-01@s OfofDlee Sapeitelqucer mayhies ddewiloms he@anematiey,
program nodul es ™ i nclude routines, progranms, objects, conponents, data

structures, etc, that perform_ particul.ar. rJ,opl rdai r
abstract d&?8?¥@ﬁ§§%mfj§{%gpPV?RFﬁgnﬁ%wﬁC?%%ﬁé%?gySgﬁyﬁﬁgﬁg%ggﬁgﬁPﬁgkg’pules
may be conbined or distributed as desired in various inplenmentations. [001151
An i npl emerkatited byfortchesmonmdunpsteandr PBISHREHIGES HeRETRRY,SHGEEI “b‘ﬁ{]@?s
transmtted across sone form of conputer-readabl e nedia. Conputer- readable

media_can beiaay rdViidsaPidmRa! fjbba! coapoRauachas sedobyess coompiten oy way
of exanple, and not [imtation, conputer-readable nedia nay conprise
particular tasks or implement particular abstract data types. Typically, the

functionality of the program mnules may be combined or distributed as desired in

various implementations.

[00115] An implementation of these modules and techniques may be stored
on or ltransmitted across some form of computer-readable media. Computer-
readable media can be any available media that can be accessed by a computer. By
way of example, and not lirﬁitation, computer-readable media may comprise

: _ -
“computer storage media” and “communications media.

[00116] “Computer storage media” includes volatile and non-volatile,
removable and non-removable media implemented in any method or technology
for storage of information such as computer-readable instructions, data structures,
program modul‘es: or other data. Computer storage media includes, but is not
limited to, RAM, ROM, EEPROM, flash memory or other memory technology,
CD-ROM, digital versatile disks (DVD) or other optical storage, magnetic

cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices,



"conputer storage nmedi a" and "conmmunications nedia." [001161 "Conputer storage
medi a" i ncludes volatile and non-vol atile, renovable and non-renovabl e nedi a
i npl enented in any nmethod or technology for storage of information such as
conput er -readabl e i nstructions, data structures, program nodul es, or ot her
data. Conputer storage nedia |ncI udes, but is not linmited to, RAM

EEPROM 1 ashyy %H@fﬁﬁe@fun@ﬁvm&mysécb@maﬂedgy desicnl ROMmatie ezd wécﬂ*sau le
di sks (DVD or ot her optlcal storage, maghetic cassettes, nmagnetic tape,
magneti c di Sli:@at or age ,of ot h§ tmagnetl c storage devi ces, 30 or any ot her

medi um whi R dai’%m PS’Fe the desired infor ITB.tI on and whi ch can be
accessed by a corrputer [00117] " Communi cation media" typically includes
conmput er-r str S, aphrRdidresaddle ot her
data in a @ggiﬂat ed 3“5(%1{1%%%1:1%2% q@%@]ﬁ as?t }té:rgg ermcg\lgg%{ or I(ﬁ)ﬁ?her transport
mechani sm Conmuni cati on nedi a aI so includes a e&e g{iormatl ond‘g i cftX medi a.
The term "immiludtamsd ddbi Hniteisal ngﬁ‘ﬁﬁﬁ@f’ﬁu@ﬁg‘%? hgpanmsa gnadgpted it of it s
characteristics set or changed in such a manner as to encode information in
the signaly 5@4 Wadh of caxarmlae nsth@otrandpon matharisme Clomminmaiion medika

i ncl udes w media such as a wired network or direct-w red connection, and

i rel ess el . UG, 3% SARuRbliG AMLS, MR ek Fhodkptetad SRl

Wi rel ess wre ess net wor |ng

means a signal that has one or more of its characteristics set or changed in such a

manner as to encode information in the signal. By way of example, and not
limitation, communication media includes wired media such as a wired network or
direct-wired connection, and wireless media such as acoustic, radio frequency
(RF), infrared (IR), wireless fidelity (e.g., IEEE 802.11b wireless networking)
(Wi-Fi), cellular, Bluetooth enabled, and other wireless media. Combinations of

any of the above are also included within the scope of computer-readable media.

[00118] CONCLUSION

[00119] Although the invention has been described in language specific to
structural features and/or methodological acts, it is to be understood that the
invention defined in the appended claims is not necessarily limited to the specific
features or acts described. Rather, the specific features and acts are disclosed as
exemplary forms of implementing the claimed invention. For example, the elliptic
curves discussed herein are a one-dimensional case of Abelian varieties. Also,

isogenies may be used in other applications such as blind signatures, hierarchical
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(W-Fi), cellular, Bluetooth enabled, and other w rel ess nedia. Conbinations
of any of the above are also included wthin the scope of conputer-readabl e
medi a. [00118] CONCLUSI ON [ 001191 Although the invention has been described in
| anguage specific to structural features and/ or nethodol ogical acts, it is to
be understood that the invention defined in the appended clains is not
necessari | ¥-st'[eh(5' t,5d 1ho 1HiBeAsRach fhe tedfabisetesoribed hsretteseni bedpplRat trer, the
speci fic features and acts are disclosed as exenplary forms of inplementing

t he clained invention. For.exanple, the elliptic curves discussed herein are
a one- di mengharimess® dpehPeTd i %ari eties. Also, isogenies may be used in
ot her applications such as blind signatures, hierarchical 31 systens, and the
| i ke. As such, the techniques described herein may be applied to higher

di mensi on Abelian varieties. 32 CLAIMS what is clainmed is: 1. A nethod
conprising: generating an isogeny that maps a plurality of points froma first
elliptic curve onto a second elliptic curve; publishing a public key
corresponding to the isogeny;



encrypting a nessage using a encryption key corresponding to the isogeny; and
decrypting the encrypted nessage using a decryption key corresponding to the
i sogeny. 2. A nethod as recited by claim1, wherein at |east one of the
encryption key or the decryption key is a private key, the private key being
a dual isogeny of the isogeny. 3. A nethod as recited by claim1l, wherein the
i sogeny is generated using a technicggéigtfcted froma group conprising
conplex multiplication generation, generation, linearly independent
generation, and conbinations thereof 33 4. A nethod as recited by claim1,
wherein the generating maps a plurality of points froma first elliptic curve
onto a plu It 3 lLi.ptic curves. 5. A nmethod as recited by claim1l

wherein thvﬁﬁtggcgtﬁ&hl$s performed by bilinear pairing. 6. A nethod as
recited by claim5, wherein the bilinear pairing is a pairing selected froma
group conprisin VEII(Pairing, Tate pairing, and square pairing. 7. A nethod
as recited bﬁJcﬂaﬁWﬂli “WHBPBYAEL he net hod is applied using

generating an isogeny that maps a plurality of points from a first
elliptic curve onto a second elliptic curve;

publishing a public key corresponding to the isogeny;

encrypting a message using a encryption key corresponding to the
isogeny; and

decrypting the encrypted message using a decryption key

corresponding to the isogeny.

2. A method as recited by claim 1, wherein at least one of the encryption key
or the decryption key is a private key, the private key being a dual isogeny

- of the isogeny.

3. A method as recited by claim 1, wherein the isogeny is generated using a
technique selected from a group comprising complex multiplication
generation, modular generation, linearly independent generation, and

combinations thereof.



Abelian varieties. 8. A nethod as recited by claim1, wherein the nethod signs
the nmessage. 9. A nethod as recited by claim1l, wherein the nethod provides
identity based encryption. 10. A nethod as recited by claim1, further
conprising conposing a plurality cf nodular isogenies to provide the isogeny
W thout revealing any internediate curves. 34 11. A nethod as repitgd by
claim1, furyhex gompdissiragtadshnglaintls aderamphdewerating mapagedir@ditd o shorten
points on an elliptic curve mapped by the isogeny. 12. A nmethod as recited by

claim1, further .conprisi ugi Rl SIS B@hveESs on an Abelian
variety. 13. A%Pﬁo O@Oﬁgﬁtgiﬁ}é}% %ﬁﬁ?gﬁ%%g a plblic }%ey corresponding to an
i sogeny that maps a plurality of points froma first elliptic curve onto a

second elliptic curve; and decrypting an encrypted nmessage using a decryption

key corresponding to the isogeny. 14. A nethod as recited by claim13, wherein
the decryptian keyeihddasdudied 59oRMN 1Qfwlidieni thodeaypting is performed by

bilinear pairing.

6. A method as recited by claim 5, wherein the bilinear pairing is a pairing
selected from a group comprising Weil pairing, Tate pairing, and square

pairing.

7. A method as recited by claim 1, wherein the method is applied using

Abelian varieties.
8. A method as recited by claim 1, wherein the method signs the message.

9 A method as recited by claim 1, wherein the method provides identity

based encryption.

10. A method as recited by claim 1, farther comprising composing a plurality
of modular isogenies to provide the isogeny without revealing any

intermediate curves.



15. A method as recited by claim 13, wherein the isogeny is generated using a
techni que selected froma group conprising conplex nmultiplication generation,
nodul ar generation, |inearly independent generation, and conbinations
thereof. 35 16, A nmethod as recited by claim 13, wherein the isogeny maps a
plurality of points froma first elliptic curve onto a plurality of elliptic
curves. 17. Alnathethcdsisrrecitedty blatel hiforthe; cotnpiEns UPRE aBassBEPSWS
performed by bilinear pairing. 18. A nmethod as recited by claim 17, wherein

the bilinear pajfifgdd e JB%hBhQQ pofifil BALAGIHF R EVE edanpthiessagnvel |

pairing, Tate pairing, and square” pairing. 19. A nethod as recited by claim
13, wherein the. nethod is applied using Abelian varieties. 20. A nethod as
recited by claim 13, wherein the nethod signs the nmessage. 21. A nethod as
recited by claim 13, wherein the method provides identity based encryption.
22. A met hod jasArgeticihdiceédbmeldm 1 afutther copppsingivsy i inage mapri@ce map
down to a base field to shorten points on an elliptic curve mapped by the

I sogeny. shorten points on an Abelian variety.

13. A method comprising:
publishing a public key corresponding to an isogeny that maps a

plurality of points from a first elliptic curve onto a second elliptic curve;

and

decrypting an encrypted message using a decryption key

corresponding to the isogeny.

14. A method as recited by claim 13, wherein the decryption key is a dual

isogeny of the 1sogeny.

15. A method as recited by claim 13, wherein the isogeny 1s generated using a
technique selected from a group comprising complex multiplication

generation, modular generation, linearly independent generation, and

combinations thereof.

35



36 23 . A systemconprising: a first processor; a first system nenory coupl ed
to the first processor, the first system nenory storing a public key
corresponding to an isogeny that maps a plurality of points froma first
elliptic curve onto a second elliptic curve; a second processor; a second
system nmenory coupled to the second processor, the secondgzést q1n?nnry
storing an engr yphethodessagesdbd chined: yoren thesosery FEPSSPHY W 8t he

i sogeny to decrypt the encrypted nessage, wherein the encrypted nessage is

encrypted usi “%8&@&8@%&&@1@0 c@de oAtS¥ phamliasof @liptiedubyescl ai m 23,

wherein at | east one o e encryption key or the decryption key is a private
key, the private key being a dual isogeny of the isogeny. 25. A system as
recited by claim 23, wherein the isogeny maps a plurality of points froma
first elliptic curve onto a plurality of elliptic curves. 26. A system as
recited by cligi m 23thagheretited he chiénr W twinmeinsthp sletpipied zwetﬁo}’mﬁ@a’ pai ri ng.
37

bilinear pairing.

18. A method as recited by claim 17, wherein the bilinear pairing is a pairing
selected from a group comprising Weil pairing, Tate pairing, and square

pairing.

19. A method as recited by claim 13, wherein the method is applied using

Abelian varieties.

20. A method as recited by claim 13, wherein the method signs the message.

21. A method as recited by claim 13, wherein the method provides identity

based encryption.

22 A method as recited by claim 13, further comprising using a trace map

down to a base field to shorten points on an elliptic curve mapped by the

1sogeny.



27, A systemas recited by claim 26, wherein the bilinear pairing is a pairing
sel ected froma group conprising Wll pairing, Tate pairing, and square
pairing. 28, One or nore conputer-readabl e nmedia having instructions stored
thereon that, when executed, direct a machine to performacts conprising:
publ i shing a public key corresponding to an isogeny that maps a plurality of
points from axfirstiesl édhpdigingurve onto a second el liptic curve; and
decrypting an. encrypted nessage using a decryption key corresponding to the

i sogeny. 29. One or ngr? conput er -readabl e nedia as recited by cl aim 28,
wherein the decryptd P RESFFE a private key, the private key being a dual

i sogeny of the isogeny. 30.(One or nore conputer-readabl e d%a as recited by
clai m 28, wherein t hefiritsgsgfenymiesiqgewenpleddonss %Stdm)é‘??ﬁﬁfvgfgﬁ TR Sé’é{eéla froma
group conprising conplex nmultiplication generation, nodul ar generation,

linearly indepepdent. genesati @Qbu@n@ycem%mhﬁgfgsm her éoked$ Bit Gmpsor nore
conput er - r eadabl'e me%li a as"rg Ited by claim28, wherein the isogeny maps a
plurality of po{)lgg‘a?lit;ro rlrj]ofantg Ifrr;)%g aefjirlstl ﬁhlpt%c %gzrv\éeonqg taosegoﬁ)& QflﬁJﬂCtd}WG;

a second processor;

a second system memory coupled to the second processor, the
second system memory storing an encrypted message and a decryption key
corresponding to the isogeny to decrypt the encrypted message,

wherein the encrypted message is encrypted using an encryption

key.

24. A system as recited by claim 23, wherein at least one of the encryption key

or the decryption key is a private key, the private key being a dual isogeny

of the 1s0geny.

25. A system as recited by claim 23, wherein the isogeny maps a plurality of

points from a first elliptic curve onto a plurality of elliptic curves.

26. A system as recited by claim 23, wherein the decryption is performed by

bilinear pairing.



of elliptic curves. 32. One or nore conputer-readable nedia as recited by
claim 28, wherein the decrypting is performed by bilinear pairing. 33. One or
nore conputer-readable nmedia as recited by claim 32, wherein the bilinear
pairing is a pairing selected froma group conprising Well pairing, Tate
pairing, and square pairing. 34, One or nore conputer-readable nedia as
recited by chai m8temberaiirditheclame s, whercappic laHnedi Ry RBE # BRIV i et es.

35. One or nore conputer-readable nedia as recited by claim28, wherein the

acts further COTRE{Se ok 00:Aul EAES AR WelKpalond haspaiirg] dndsqitor t en

points on an el IC curv ed by the isogeny. 36. One or nore

conput er-readable nmedia as recited by claim 28, wherein the acts further
conpri se conposp#gi&. plurality of nodul ar isogenies to provide the isogeny

wi t hout revealing any intermedi ate curves 39 37. One or nore conputer-readabl e
media as recited by claim 28, wherein the acts further conprise using a trace
map to shorten points on an Abelian variety. 38.0One or nore conputer-readabl e

media as r eCifSe.g)n%yorcnllgxier@oq’gput\éﬁ%agbﬂletrggdﬁ%%ir% SRtrhBgoreRsRdethereon
that, when executed, direct a machine to perform acts comprising:
publishing a public key corresponding to an isogeny that maps a
plurality of points from a first elliptic curve onto a second elli_ptic curve;

and

decrypting an encrypted message using a decryption key

corresponding to the isogeny.

29. One or more computer-readable media as recited by claim 28, wherein the
decryption key is a private key, the private key being a dual isogeny of the

1SOgeny.

30.One or more computer-readable media as recited by claim 28, wherein the
isogeny is generated using a technique selected from a group comprising
complex multiplication generation, modular generation, linearly

| independent generation, and combinations thereof.



39. One or nore conputer-readable nedia as recit ' i
: : : ed by cl
acts provide identity based encryption. 40 y claim28, wherein the
31.One or more computer-readable media as recited by claim 28, wherein the
isogeny maps a plurality of points from a first elliptic curve onto a plurality

of elliptic curves.

32 One or more computer-readable media as recited by claim 28, wherein the

decrypting is performed by bilinear pairing.

33. One or more computer-readable media as recited by claim 32, wherein the
bilinear pairing is a pairing selected from a group comprising Weil pairing,

Tate pairing, and square pairing.

34. One or more computer-readable media as recited by claim 28, wherein the

acts are applied using Abelian varietics.

35. One or more computer-readable media as recited by claim 28, wherein the
acts further comprise using a trace map down to a base field to shorten

points on an elliptic curve mapped by the 1sogeny.

36.One or more computer-readable media as recited by claim 28, wherein the
acts further comprise composing a plurality of modular isogenies to provide

the isogeny without revealing any intermediate curves.



17.0One or more computer-readable media as recited by claim 28, wherein the
acts further comprise using a trace map to shorten points on an Abelian

variety.

38.One or more computer-readable media as recited by claim 28, wherein the

acts sign the message.

39.One or more computer-readable media as recited by claim 28, wherein the

acts provide identity based encryption.
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