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TOKEN W TH PRI VATE KEY TRANSPORT FUNCTI ONALI TY." |5 COPYRI GHT A portion of
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BACKGROUND OF THE | ~f VENTI (, L 30 Field gf Invention This invention relates
to security systens. The invention is nore partlcularly bel ated to the
secure transfer of data, passwords) keys, and other private WO 00/ 48064
- 2 PCT/ US00/ 03477 dat%ﬂgfﬂ%% @&5256 XHR&EF#W | FAFEBN,

aut hori zation, etc. TheWITH PRIVATE XKEY TRANSFORD\FUNCTIONALITYY sSystens that
can be used!%n conmbi nation wth conputers. 5 Discussion of Background The
background of the invention deals with security tokens and the |i ke which
are used for secure operations with respect to for exanple, a host 10
computer. A nunber of patents presently describé the state of the art
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This invention relates to security systems. The
invention is more particularly related to the secure
trangfer of data, passwords, keﬁs, and other private
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20 COWUTER SOFTWARE AND/ OR FOR SECURE COVMUNI CATIONS, U.S. Patent No. _
4,819, 267. ~ZIN~I PrRY OF THE | NVENTI ON Roughly descri bed, the private key
transport (PKT) 25 feature allows an enbodi nent of the token of the

i nvention t8°JV8P& an application's private encryption kel)CHWIOYLecurel y
"transport” the key when needed. The private encryption key is sent to an
application wthout the encryption key being exposed to the user of 30 the
token nor is it exposed in transit to the application. Once received by a
host, the private encryption key can be used to | ock or unlock, encrypt or
decrypt ot her keys and ot her data. WO 00148064 i i PCTI1JS00/03477 - 3
Envi ronnents exists where this feature gregatly reduce risks associated with
de~l oying private key based applications. The weakness; in existing systens
is the reliance aate, usefot 0 eddactirehi stpaasferds tusdx unhvadldidacidacrypt his
asymmetric pxi Vasﬁtﬁs%f zddidh, BP6. PriNEGia bl 18la e kdgllagn NS

hard di sks or fl oppy he passwords are e fectively the encrzptlon
keys that encrypBeEHELHF | RERtEMBeFhRfcRaRt PE URSD At FXRIPEEIPBIWERRL he har d
di ve. The passwoeéspdferd.so then decrypt, or unlock, tie private key when

| oaded into nmenory for use in private key functions such ae client

aut henti cation or S|gn|ng of docunents/transactlons The weakness of static
password i s act ud:ESHREBEES PRAFGEQWRE i ght first inmagine. Traditiona
systens that rely on mwak lﬁco&gmuaaeswr deha&l sinvetd onhedehlilbi t witl nanage

their probl em by é%}ﬁ‘gﬁ@l %V\ﬁﬁ% G LRk 8n yf%e%%ﬁgggggﬁ_ﬁ key

i npl enent ati ons @ ave 0 nmanage ere is no
way to 20 force FRPrafsians t(&'léﬁanﬁésﬁ%&"svm‘?‘ﬂ ATk S¥8B818nes® ofO%el p t hem
if they hauwe forganpetsr.t hamnukberbodvwsetente|preawentigr ﬂe“sﬁrSBJEEElhe and

manag~_the encryp \Eé@é‘ %l Lirf: Cmrgs gaée&{Htép%%tEﬁgs ate

keys. Therefore, froma security perspec espite ant ages
that private keyw%ﬁf%ﬁsex%mﬁ¥%nﬂn¥ﬁnﬂﬁﬁﬁ&ﬁF&PPoﬁ§ QEFﬁ%IF9 Bhe Ehﬁ?%p
backwar d. BRI EF CESRIPpatknts akid thBRﬁWdr rante cé oep | tetieredmnr amadst on of

the invention ang, 3, iy flo-pieaBbhendania Ay auA08s LCr 8L 1
readi |y obtained as the sane Decones n erstoog erence to t he
fol | owi ng d8t ai | XS PREERER Mrdinde %@-‘%/SM’GMKEY EORP WW??
considered in comrEEssS 00 QOMPUTHRE SOFTWARE .3 Hicent . wheoe| 489,

SOLID STATE KEY FOR CONTROLLING ACCESS TO COMPUTER

SOFTWARE, U.S. Patent No. 4,609,777, and SOLID STATE

KEY FOR CONTROLLING ACCESS TO COMPUTER SYSTEMS AND TO

20 COMPUTER SOFTWARE AND/OR FOR SECURE COMMUNICATIONS,

U.S. Patent No. 4,819,267.

SUMMARY OF THE INVENTION
Roughly described, the private key transport (PKT)

25 feature allows an embodiment of the token of the
invention to store an application's private encryption
key and to securely '"transport" the key when needed.
The private encryption key is sent to an application
without the encryption key being exposed to the user of

30 the token nor is it exposed in transit to the
application. Once received by a host, the private
encryption key can be used to lock or unlock, encrypt
or decrypt other keys and other data.
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Fig..l is a block diagramshow ng infornmation fl,ow and processes of the
present invention; 5 Fig. 2 is a diagramof a token and host processes,

I nt eract i ORgg ofdkdsd NfOrmation flow according to'one embodpsEpteeelss he
present invention; and Fig. 3 is a flow chart describing processes
perfornmed of an enbodi ment of a token having conbined 10 R R O net hods.
DESCRI PTI ON CF THE PREFERRED ~ODI N~-NTS The token of the invention is
preferably a Data Encryption Standard (DES) based token device. The nost 15
powerful feature of the token is that it can support up to seven different
i nput nodes (see Table |I) that support both One Tinme Password (OTP)

par adi gns Chal | enge/ Response and Response3Only. In addition, the token can
securely transmt private keys to 20 applications, One Tinme Password
Generation In order tERVGEABMERES g eFEPLE] WhegleenEhifisECRENER a9¥BREEY need
ya:c ue stored \r/]vitfédhd&e;ialt@nasibeilaﬂé@t_wZEhal_ fﬂmagacbﬁ-i}}afmﬁl key

i nformation that varl . S t nf., N S S
inputted to the ?%iegn%\ﬂ?gﬁcgﬁég{}%kewés ‘lfljgge%lefdoi glg{]gé?%tsg@gbﬁg@%

vari abl e i nput ckh Hee i nekkanae yormmi/ veeexter RRFEY BéBePaBBYWOrdhete abl e
belkow i gﬁntsf ibleannlfw;s_aye@e@wﬁ_ f _ temﬁt a%@@ri@@&%v@f:eqw@t(iigé.fMA_t he

t oken. e table alsq identifies the source o e r e t_given to
t he token for ge{'hrelrvé’t i e&sl)tﬁgaFegﬁsnggsé(raeﬁ)%P?mTﬁégchg?%eﬁi‘gfé;a?’lgabl e
coul d be a val ueElammy t déskdken ThD PAFEUBIE - age MmEHAISEYRIZ4’ Qive recei ves
that is used to &dSptaba kéys AMat! LHBrPpSs SYRY GrivAcelikéie whah abl £ coul d

be, for exanple,_the tinme thg t oken V\%ﬁﬁUﬁeg gpgvéaverq,hvari bl e coul d be,
] .

for exanpl e, the raﬁlfi E-RE=°t Rat e oEen*vvas 5 used?*Ful?H details

about OTP @ner a@lison than béeenirti nedr | Holpekabshe DFdYESEr dtaxti Wen ef er ence

Cargile patents.1obdelse ihtH0|mums: lsge TokepOivadiar pey gkudeuisms of Token
In ut Variabl eChal Len aChall enn% Res %Qsetiqa[@g:tern | Chal.l en_a +

Event Chal | en e/ Ife"ls(:hnseaf‘/ nggt]'@r al TR R A Chal | eR a Lgflr’f{a’g:halcffen el Res

onse C/ RExt er naldgumenssibr@smettiant.a + Event + Tl neChall en el Res onse
¢ RExternal & I nternanhEveeikiesssdsre sPak 1B phoswsi iy agtual Ty medlase onse Onl
RO nterna i reResaonag e (3eiRLGEAR] hrdidibhad’ ol BEeRb M0
rely on weak static passwords als¢o have the ability to
manage their problem by implementiﬁg'password controls.
Web based private key implementations do not have the
ability to manage the weakness. . There is no way to
20 force web users to change passwords, pick good ones, or
help them if they have forgotten. them. The browsers
rely on users to select and managé the encryption keys
(i.e. passwords) that encrypted the private keys.
Therefore, from a security perspective despite all the
25 advantages that private key offers, current
implementations actually are a step backward.

BRIEF DESCRIPTION OF THE DRAWINGS
A more complete appreciationiof the invention and
30 many of the attendant advantages thereof will be
readily obtained ag the same becomes better understocd
by reference to the following detailed description when




cryptographi c engine for calculating the response. Each of the nodes are
capabl e of being programmed to be conpatible with various standards such as
ANSI X9.9, Triple-DES, or other popular tokens. 25 All R/ 0 nodes sinply
requi rejthewL? ﬁ’f‘soﬂ) turn the unit on and, if required, toPEHVEA/0347E| r
personal PIN to unlock the unit. Wien a PINins required the token wl|
pronpt the user for a PIN. A/ 7.1 C R nodes utilize an advanced opti cal
protocol enabling the user to 30 sinply hold the device in front ~of their
nonitor to read the graphical challenge presented to them The token has a
hi gh quality keypad fob manual entry of the challenge, if the nonitor is
not capable of a graphical interface or-tfie user is authenticating over a
phone. 35 Pri~yate/ Personal Kev Transport WO 00148064 - 6 PCT/ US00/ 03477
One of the nore corpoirdexed cajpabi tohnestion t eltlokehhes tlecompanning Key
Transport (PKT) Jz%q;lq{g% (whberigd by cryptographic experts as "associ ative
reading"). The PKT feature enabl es,|nstallations user s, assign a
private key to a tokditrof H& Byoskc %ﬁﬁqaﬂhsaﬁﬁw%dﬂf&@a‘tﬂﬁﬁ g’fm'f he token
by an encrypti orempprocasses afvele presensesntvert joiyat e key to anyone,
including tge user, %?‘Lgeloé {972 Wisg ?Qzﬁr%ﬂota' gBk@Hpéﬂ&%sQ”pkééé’éées 10 This

i s especi al y useful capplications t 0 not w sh burdened with

storing user's prARARACHLOPS: Ial?dacpdffthﬁ'ﬁtlgﬁnélpﬁstaeﬂq%ﬁlf}ﬁs o Mt even

want users to kremboﬂmenthefrtpelmsedtey.avanelémr amryption applications.

Users mi smanage t hei rFigrl vat qd315 seﬂ&;scg;;_.tt "@eédﬁ%ﬁz@d bhRScdsdyf t 1s the
per| o]

keys have to be change caII user I nst atl Qn, assi gns a
private key to Parfermed; gfeAn FH'E° c%Fnac&r?l‘Fﬁﬁl Eéangh%c ined e key to
an encryption apphR,c&/oomevho@mut having to di sclose the private key 20
during the comunication (i.e. display or through a network). Hence the

need to change keys are_dramati caIIX reduced. 1t is iggg'_t'a_nt to note that
this capability applie E gﬁwum Jlﬁszsym’retric) 25
encryption al gorithnFhel hobedepft shendpventinh tie mrefedfabdaynee Deftat hi s

feature a bri ef E%‘é%%db'tﬁ%oé‘taﬁ%xtd“(ﬁwprﬂ&%édstBﬁ@He&bv:L%eQS THe 3fke2 depi ct
a token working wt unni E]E$)§/I cation that has a need

to use a 3¥° usePWeFERLt@R r CBRdY i e SARTAPRGE AP s
capabl e of generat i seven OIPfﬁeremsciniwd a\bdas feep Tablbpi ¢is thae OTP
feature in contig lb?bkgn Moih e W o%ggggg PC@.IIP])SOBAQ§41 K‘[ feature.

while Fig. 2 depjcCts P feature In S|n% er

hi ghl i ght the p@#é&?ﬁ?@ew&rﬁ)a& L&%@%S% ni¥e g BAGLELFEN tHdes of
operation) to geokeate ¢dre OfBcorelpkertr@asménse psivatienmekeys al to al | of
the nodes gan: Re usedesden an application requests that a user supply
their private key for accessing encryption services, the user operates the
token in the sane manner as used when authenticating (ae described in the
three Cargile Ti a tion

In order to generate a OTP all tokens must have a

3

secret seed value stored within the token. They must
25 also have additional information that is variable. This
additional information is what is inputted to the token
when the token is used to generate a OTP. The variable
input can be internally and/or externally generated.
The table below identifies the seven different OTP
30 modes of operation for the token. The table also
identifies the source of the variable input given to
the token for generation of the response or OTP. The
challenge variable could be a value that the token



10 patents, incorporated herein by reference). Depending upon the OTP node
of operation the user may need to input a challenge into the token. The
token Wil gengudke @ token response such as f or exanpl erﬁ?mgﬂ_o%s cordi ng
to the node of operation, but will performan 15 additional operation
before displaying a response on the token screen. The operation is
illustrated above as an "XOR' . The OTP 50 and the user' s private key 40
are conbi ned together (XORed) and the result isithe Private Key Transport
or PKT value 70. It is the PKT 20 70 that is displayed on the token display
for the user to comunicate to the host systemrunning the encryption
application. Because the internal OIP 50 %s-always different, the resulting
PKT 70 will also always be different. 25 It should be noted that it

i s!inpossi bl e t oceRakMes t kBatseiss Wad/ate keILavlake nh ¥R y oRBetPRT val ue
70, hence the usgdsswdid.varhe keimel@arsabbé douldhbger fof dainp]edi sheosed if

the PKT 70 is di . e 11,8, a‘p%%)a% nerating
30 the OIP 51. T%ﬁéeoﬁ:gl%mﬁ-ag? Eg:g%% e@gﬁ'e%gt e{s"é/g?em ]{B; c\?)glﬁ'ladggé that a
particul ar usersfe% SrRley S8 PHEYemrefwhdRen&HGEthghe BekeRenVRRat e
users. In the PKiseise Fawevetr, ddrailestabontatdTmpiemeratddw ovdrlebéhe WO
00148064 - 8 P 7 ti ]q&gl { 1 e 'S private
key 40 and there oﬁgg%%dggﬁt%%gsggﬁ%g"% opedrt%?’it ggn%%t%%%%t Fgggi%%e
private key 40 fR3ARUFe PKT 70. Once the "XOR' operation is conpleted, the
encryption 5 application can then use the private key for encryption
services. Note that even though the PRL,is, gl ways different, the private
key extracted fromeach PKT geperated ys the same. _a requirenent for
symretric g0crypt|on al gt hns. 10 Onc@TR Pasadigior ypt | GouceotTaes have been
conpl eted the appjicofedestaiokeny oyases the priyvate kednputVarablenp y)

t her eby protectinpg& i LANGOIHOBRNNSS (Y por t ant
point to note is f ::"3 d l"e' aignge/iesponge (L/R) ".Ehu??:‘& nt t he
secret OTP,seed vhgido Y T Ch o e R e e Sl BT e Can be
openly di stPi but epEtah B3ponsg Only (R/IOJOL t{men@p € Werr-usi ng t he

t oken t~b aut hent [Egints TimiaT S VI d| RBSpoRse On J (RIGYTT™ BmaPYSTENME can
generate as nmany PHme0SSI DT € OIP S| Respbrse OnWRIO) DUL | Wfelal a pnysj cal token
uses an OTP to generate a PKT, a private key cannot be generated. It should

al so be noted that the_token can be opticaIIY programmed in the field. This
feature enddl es the RdRePiriiat APREY edeselTaARES oY) | #925DF8si@8e® Fig. 1
illustrates a clagiptddrapHisecashgialelict@0 icafeulboihde tHEP gespsmicor 10. The

Cnterval) ¢ n Zhg BEPLAE mosdi LA o bl AN MBATEET AT | L
take the form ofcHRAtiPAe WLLBoYAEIAYS nBERRIAIH t T AF d@% JRariyi ng

nunber for each TwipaeyDE8{ of d&illieeopuahironskees f or med. WO 00148064 _ g
_ PCT/ US004 93477

All R/O modes simply require the user to turn the

unit on and, if required, to ente& their personal PIN
to unlock the unit. When a PIN is required the token
will prompt the user for a PIN. All C/R modes utilize
an advanced optical protocol enabling the user to

30 simply hold the device in front .of their monitor to
read the graphical challenge presented to them. The
token has a high quality keypad fo¥ manual entry of the
challenge, if the monitor is not cépable of a graphical
interface or the user is authenticating over a phone.

35
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The problemthat PRT feature solves is this - How can | conmunicate
static private key to an encryption application without using a'static

val ue t hat

my

IS susceptible to being trapped? The above 5 di scussi on expl ai ns
how t he i nv&R1%#&%Eoken provides the solution for this pr8GTEF0ERR

Onerntioa 10Token Private KeToken ResponsePrivate Key Transport Host
ResponseHost Private Key11011101010111000000 15 Excl usive OR operation
t XOR) does the followi ng. Wien two val ues are conpared, if they are
isa0. If they are different the result is 1. Since we are
dealing at the |l owest |evel possible for 20 conputers the only two val ues
possible are 0 and 1. The follow ng tabl ecdescribes all possible
conbi nati ons of and exclusive or operation: 1+o=i | + 1 a 0 25 0 +
Therefore in the aboveneXapplthe Imdiayeimebadmd capiian dildsvade KRY

R

sane the result

operation on the

ues et tThe owng re

t he

0=o0
of
or
30 which

is nmy Private Keyrafewmgsbr byv4mRtopyaphiis \#rmettgppdas."asgoedarivei o+i =i
350+0=0
me not hi ng a

r eal

key is
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20

25

30
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bout i he_ Token, Bridate K, (0K oo tell SolBf

encryption applications. Use of the tcken by an
encryption application never discloses the private key
to anyone, including the wuser, except for the
encryption application itself.

This is especially useful for applications that do
not wish to be burdened with storing user's private
keys. In addition, some installations do not even want
users to know what their private keys are for
encryption applications. Users mismanage their private
secrets all the time and the result is the keys have to
be changed periodically. If a user or installation
assigns a private key to a user's token, the token can
communicate the private key to an encryption
application without having to disclose the private key
during the communication (i.e. display or through a
network) . Hence the need to change keys are
dramatically reduced.

It is important to note that this capability
applies to both DES and RSA (symmetric and asymmetric)
encryption algorithms.

In order to understand the significance of this
feature a brief overview on how this works is needed.

Figs. 1 and 2 depict a token working with a host
system running an application that has a need to use a
user's private key for encryption services. The token
is capable of generating a OTP as described above.
Fig. 1 depicts the OTP feature in continuation with the

f tells
hat the



5 Hut due to the properties of the exclusive or ‘operation, if | did this
operation using the PKT and one of the original two inputs (Token Private

Key and a Twee#4deesponse such as an OTP) then what will bpcfavRasad is the
value of the input field not used. In 10 our case the only value that the
host knows about is the Token Response (OTP) val ue. Therefore, the host
takes the PKT value '0110' and exclusively ORs it with the host generated
t oken response value of '1010'. This is what happens: 150 + 1 =11+ 0 =
11+ 1. 0o+to-0 20 The result of the operation is '1100° Wich is equal
to the Token Private Key. Fig. 3 illustrates a process flow of a token
enbodi nent that responds to any of C R amd R O paradigns. At step 300, the
token unit is powered up. 25 A user inputs a password or other | ogon

i nformation to (REDdeathyer oNehle Hih 210ppistepchas ATRadeagsge inustrat e

deci si on maki ng g d BRobRKeA bSadNtey Maghh edhbytive Syt eEathdel.he t oken
determnes if CR 325, 0r Fg/é) 335 cﬂﬂg{:essi g? i% r&@ui req,. nTheoq%gﬁ

correspondi ng proces é’f é?eepeﬁ% d°and°tfie Fo T fters X t°%tate 340
for further actiaperaydon)cdeplganeratef thek OTRIser TokensRespengs siglown t he
unit (step 850).immdte¥@a00L 48054 ¢ dHe' ddeB0CAR4Yd usekd. The token includes

a conputing nmechani sm.that _m € |Qltiated by a user. The followng is an
exanpl e of a process Iéﬁeﬁ%@glﬁﬁ éﬂnlﬁ?g?%é%%ﬁﬁhéhﬂ?C%T?BHBY%% Yent on a
t oken accor di ng theion@wvese keyt fofr Ancedspngsencrypivieon i serahckeper f or med
by the conputingHeehar speriesd tiicvikduainSted fafe aAnASEOgh ALy part of
the appl{cation bhal . IRLSIPAL S1dd'%ale" Aol d1ELa hifRne nrae Catgire— - -
o 16---'ESEEEEB-iﬁcbfpéiéééd'ﬁérein by reférénée). bependiné
upon the OTP mode of operation the user may need to
input a challenge into the tokén. The token will
generate a token response such as for example an OTP
according to the mode of operation, but will perform an
15 additional operation before displaying a response on
the token screen. The operation is illustrated above as
an "XOR". The OTP 50 and the uper's private key 40
are combined together (XORed) and the result is the
Private Key Tramnsport or PKT value 70. It is the PKT
20 70 that is displayed on the token display for the user
to communicate to the host system running the
encryption application. Because the intermal OTP 50 is
always different, the resulting PKT 70 will also always
be different. 1
25 It should be noted that it is impossible to deduce
the user's private key 40 with only the PKT value 70,
hence the user's private key 40 is not in danger of
being disclosed if the PKT 70 is disclosed.
The Host system 101 is capable of also generating
30 the OTP 51. This is what enables;the Host system 101
to validate that a particular user: is who they say they
are when needing to authenticate users. In the PKT
case however, the host is attempting to provide the
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generated 1s way same, a regquirement for
symmetric encryption algorithms.

Once the encryption services have been completed
the application simply erases the private key from
memory, thereby protecting the private key from further
disclosure.

An important point to note is that when using the
token for generating PKTs, the secret OTP seed value
does not have to be kept secret. The value can be
openly distributed to any host system. This ig not the
case when using the token tb authenticate user's via
the token's OTP. Host systems can generate as many
possible OTP's as they want, but until a physical token
uses an OTP to generate a PKT, a private key cannot be
generated. It should also be noted that the token can
be optically programmed in the field. This feature
enables the tocken private keys to be altered if
desired.

Fig. 1 illustrates a clock 20 and seed value 30
input to the OTP generator 10. The clock 20 may be a
timepiece synchronized (within any predetermined
interval) with a clock 21 at a host device.
Alternatively, the clock may take the form of any type
of counting mechanism to provide a changing number for
each or any set of OTP generations performed.



|

Resetting t~ Phase 1: First-Tinme Activation: (a)| The program nmay be reset
toits initial state of operation by renoving tne context file called 15
userf~le.t The application provides a button 'dea File' to
this end. é‘?ggés/%}l'git once will delete the file. (c) The PetBSlidy 1
"Start' button is pressed, 20 the First-tinme Activation phase will proceed.
Accordingly, the present invention provides for an inventive private key
transport feature, and having industrial applicability in a wi de range of
busi ness, Z5 security, and other technical fields for secure transm ssion
of data, encryption codes, passwords, keys, etc. Other features, aspects
and objects of the invention can be obtai®ed froma review of the figures.
The present invention may be conveniently 30 inplenented using a
conventional general The problem thapRETIGeAsyrgi §PLERS cohpdtidr -ofow
001 48064 - 13 PO Ll O S e et Lo {hose.

- i scl.osure, .as, W e ap nt t ose
skilled in the c%’?ﬁ)ﬂfpe oélrta}ppﬂ}plpcrao%plrolnatwelt?@#?wégé@o£$ggggjé% VgJé J|;|I y be
prepared by skilthkat piegreusesnsiblescto otrelRe tzaRRadys 5 Bie t ABOYR esent

di scl osure, sas Wi dqudifi i RS rls0 HROTheSkinvedd ive thReaObiraRigeart. The
i nvention nmay al slg be ]i r@:'al ement eg b¥ txheD preparation of application
specific int egra'f Joe! P “8F V‘ rRe?(}(?H‘r‘iecti ng an appropriate network
of conventional conponent circuits, 10 as will be readily apparent to those

skilled in the art. Tk Rpagaiopnvention includes a conputer program
product which is a ' T. } +-Rg—-Astdeti-oRs—st or ed

t hereon/ i n_phi ch cah_bE ek ed| t ofoke colnPHvate Koy, i3 c'*@ﬁv'@.“"ﬁiér t~ perform
any of thelﬁl‘r’locesscfpg“fﬁ.?g .@%@?e—%nv{rﬁ??h. %gé%'i%‘ 4m can
include, but is not -H-d-ed—fo—gny—type—gt—disk—gerudi-ng—+oppy di sks,
optical discs, DVD,|-ep—emsm Hre—ame-mgmeroofticah—rsks, ROM,

y 1

Vb, T Gl UOUI
RAMS, 20 EPROVE, EE - ,: T ToastTyrenTopy Ugvi CER, ghetic or
opti cal Caigs, napoaystems—{ et udiTg—Totecutar ~menory 1 Cs), RAFD d~vi ces,
renot e dat @ st orage/ archi ve/ war ehousi ng, or any type of nedia or device
suitabl e for storing BExedusdvei ORsonpatabioniat¥OR)25lo8sotde Seliayingme of the

fcormut e{ rlefldabltglétmciwm&'t hﬂﬁg'baaretéf&{pﬁrr%a?nﬂ.fi?W@}ntdﬁti/h@chuﬂélst;ﬁé)atmre
or controlling bo e har e 0 e al _purposel/specialize
conputer or m-; c’f%ﬁd’gﬁcg?sﬁrp'\gﬁg FB‘?yearﬁ%%ﬁ%?eFﬁggcgﬁﬁuf%?g& 't
ni cr opr ocessor tSinas ewea@tre3@ewltlngaa_hunm Msmrlmﬂepoﬁséhhﬂim
utilizing QP_e I esdhidut e?ls IR RIrASENHwd RMARESO0hosdd®l eS Girleay earidya | ncl ude,
but s not LI L 0y s Serh Gl SL3er ADSY 390 oS d B R onB R HESEs
of and exclusive or operation:
1 +0

1
1 +1=20
25 0+0=0
Therefore in the above example, I have gelected a

token private key of '1100' and a token response value

of '1010'. If I apply an exclusive or operation on
these two values I get the following result - '0110°',
30 which is my Private Key Transport value. This is what
happens:
1+1=0
1+0=1 ‘
0+1=1 |
35 0+0=0



WO 00/ 48064 - 14 PCT/ US00/ 03477 such conputer readable nedia further .
i ncludes software for performing the present invention, as desctibed above.
I ncluded in_the programm ng (software) of the 5 general/specialized
conmput er or Wf??;"f"g?fﬂocessor are software nodul es for inpl eRERUSAY3EHe
teachi ngs of the present invention, including, but not limted to,
perform ng XOR operations, OIP generation, and the display, storage, or
comuni cation of results according 10 to the processes of the present
i nvention. Cbviously, numerous nodifications and variations of the present
invention are possible in light of the above teachings. It is therefore to
be understood that within the scope of {hgyappended clainms, the invention
15 may be practiced otherwi se than as specifically described herein. WO
00/ 48064 PCT/ US00/ 03477 i - 15 WHAT IS CLAI MED AND DESI RED Tp HE SECt n?ED
HY LETTERS PATENT OF UNL T J, ; t or, erating a
private key 2 transpoﬁ:l< ?/aYﬁ]éQc%F%ih%S:_t%u;s gﬁr?e-rﬁﬁn{én%asasb‘\jﬁpdt? P)
generat or confi gfokent BrivateKale d 03d9swaRdneatdy tfeels e Ghatgsherator is
5 invoked; 6 a prieXat Reyeys (A)oost.orage device configured to 7 maintain
storage of private key; .8 a._coniina jal, devi fi .10 conbi ne
said 9 pri v;t'(e key stgpgddf‘lﬁ Sté %é‘%ﬁ#egﬁte"ec?ev%%eggmgt ﬁagiﬁgl‘ﬁgsgﬁord
produced by sai dopEPagieer atbrI tdigrthi oreratinn wgdagkshet PEEspodt ( PKT)
\éal ule; andd12 a bhanspOthe mgﬁ{)%rﬁairr}wfi?ggtgd(rmﬁ éﬁmeodmeyl3naf VR m 1
i splay and conmuni.cate | Y e. . t rdi 0 im1,
wherein said 2 O‘?PTSO her at ol oggéprsiﬁggs:a% aél'c(ﬁ}@k devi c‘gﬁ%gnﬁggréa to
produce a cl ock #evepled B £heewglueRbdiardapuni SHetEnat peedd tdnstore a
6 seed val ug, andu? 2a86CERE 6AIPI vl Y i tHatdwiee heoekf kilowedabouB genbi ne

sai d seed val ue | dc p &g}jc 9 i Kk i o]
produce an O P. %%g&%o%'ﬁg g%{éé]&:ecc{)r i ng%lgl%l\'/ai %%f,qe\%hg%éi gﬁéaﬁésé cl ock
devi ce varies satakesotie PATugalie o 03280 caed Axrdds3vel eOR it ditvith

the host generated token response value of '1010'.

This is what happens:

15

© B B o

+ + + +
]

© © KB M

20 The result of the operation is '1100' which is
equal to the Token Private Key.

Fig. 3 illustrates a process flow of a token
embodiment that responds to any of C/R and R/O
paradigms. At step 300, the token unit is powered up.

25 A user inputs a password or other logon information to
unlock the token (step 310). Steps 320 and 330
illustrate decision making when the token is
interrogated by a system and the token determines if
C/R 325 or R/O 335 processing is required. The

30 corresponding processes are performed and the token
enters a wait state 340 for further action. Upon
completion of token use, the user powers down the unit
(step 350).



WO 001 48064 - 16 PCT/US00/ 03477 1 4. The token according to Caiml,
wherein said 2 OTP generator produces a different password each tinme 3 the
OTP gener at gig dosdsVoked. 1 5. The token accordiing to C ai oigRei n said
2 PK storage device conprises a non-volatile nenory that § stores sai d
private key. 1 6. The token according to Claim1, wherein said 2

conbi natorial device is an x-or nechanism 1 7. The token according to
Claim 1, wherein said 2 transport nechanismis an optical device that
transmts 3 an optical protocol signal allow ng comruni cation of 4 said PKT
fromsaid token to a renpte device capable of 5 receiving said optical
protocol signal. 1 8. The token accordi-ngite Claim1l, wherein said 2
transport nechanismis a display device configured to 3 display said PKT)

t hereby al | owi ng any Tdgetekeq 1inglufegar CP@PPEB@H arrhanismy shahi BRYPKT, and
(2) a receiving ge d.@ﬁt(i&té@ ®Eanusard Pile fbiowihg idlken erampldidy to

Claim1, wherein said e e synchr Ze OrP, at ahost
3 device that reaCepggge%%l &mg;?m Ee_‘[% he ?o%gggacc%ﬁ%\’: ngP??S

further 2 conprixsisigieng anpaitciten kerorddng h@cwaﬁueﬁhoéémﬁpgu@écth@ 4
receive a pgi Vat&é@@x‘;t”?ﬁ‘lré‘:ﬁ‘ﬁ/i&{\e aﬁ’id a S-Qbrﬁé'&i 6d3r5th@5tébﬂn§utﬂ{ sai d

t oken; and WD 00/.48 &F(}d g ?‘ S V|cnan§chan| sm
configured to sdREHAR f“ec AR VfL oy ﬁssaéﬁ‘(? SPCTAFEIRR St or age
device. 1 11. ThHE tbﬁmm@momth@tdmlmn'@ntﬁuﬂtlméiﬂdzve-é#pil%tielg- an i nput
nmechani smthat receives an input 3 condition that invokes said generating a
private key 4 traRSpOFi g8~k .12 The .t Oke a.e-ee-r-d-l-n-g—t.e—d.a.l &g,
wherein said 2 ilnputPucamirt i onf conprisles any qng of - a déws | emge, - 3 event,
time, and any conpl nat [ enge, even incl'id{ng (1)
event and fd‘ -ﬁ%}%@- : P g&kﬂe } and (4)
chal | enge 6 and Oigipass Applitatiane). CHilldnge/Réspendeok ¢ iFirel epplicatiomgndecth&l'ai | 1,
wherein said 2 generating a prjvate key transpéstonval ue i s perfornpd 3

based on any oneA&va@OrHC%M;nt_, Wnﬁkéjﬁ;suﬁn%ﬂ cenmbination 4 o f evenf and t

ime . 1 14. The+erxereaceortrg—to—carmt—nheretr—satad—2—H—genrtrator is
synchroni zed with at |east one second 3 OIP generator at a host device that
recei ves sai d PRhageyd: ycFinsting Aefdvabione, conprising: 2 a one-tine

password (L&P) gener ah@r Eqrtfkq;uh@@meaaianthm@ta; raesuped esaalydd ne t he
OTP generator ig,4 hggi’? £ or? b Hﬁ%&(ﬁ kS%! RRGE B! e‘?-ﬁ;%%“ on
ypted i

nmechani sm 6 confi gure O recelve a VI ng an encr
the 12-character code (see table above).

(b) The application prompts a first Challenge:

enter it in the CP/700 and copy the Token response as
20 First Dynamic Key in the application.

(c) The application prompts a second Challenge:
enter it in the DP700 and copy the Token resgponse as
Second Dynamic Key in the application.

(d) The two different Dynamic Keys are verified.

25 (e) Both Dynamic Keys should produce the same
internal secrets (referenced as $ecretK2, or private
key.

() If no erxrror occurred, the application will
flag successful PKA Activation and create context file

30 ugserfile. txt. In this file the Activation Code is
stored together with the Hash Code that is derived from
the Secretk2.



7 private key; and , WD 00l 48064 - 18 PCT/US00/ 03477 8 a conbinatorial
device configured to conbine said 9 PKT value with a password génerated by
said OTP 10 generator to derive the private key. 1 16. The host according
to ClaimI1s5VAMEW N said 2 conbinatorial device is an x- BCTHSEME#ATSm
configured to 3 x-or said PKT value with said OTP. 1 17. The host according
to Cdaim1l1l5, wherein said 2 conbinatorial device is a series of x-or gates,
a first 3 input of each gate inputting one binary digit of said 4 PKT

val ue, and a second input of each gate inputting 5 one binary digit of said
OrP. 1 18. The host according to Caim15, wherein said 2 PKT reception
mechani smis an optical receiver 3 conqu‘rqd to receive an optica

protocol signal 4 containing said PKT valUe. 1 19. The host according to

Cl ai m 15, “hereiEhééé%éfilﬂBiMEiﬂghgtor produces a di fferent password each
time 3 the OTP generator 1 s 1nvoked. 1 20. The host_according to O aim 15,
wherein said 2 OTP geffer at™® BPPdyAEhoMhi DEIRAS * SHEERCH8Rer atBFER
associated with attihketha®P700 ahdtcqpydieecTokbr desmweie/am Pidambhtue. 1

21. A nethod of YN TH[o} Leagsmtting a 2 private key, conprising: 3
produci ng a one-??%e asswo EWP‘; 4 retrievi;%_%Epriv te key froma
storage device; [ Joo/goBYnam S0bf 0'FALLedtg 18 o MECArAGSsai d OTP
and sai d privat eakeintternplodecerett (xeferented lagy SecaasPr tthaRKy¥jevdd ue; and

7 transmitting sai gaPKT dblUifGedeheCERbIOR MR TRGIIM Hlsnl Giae The et hod
according to Claim?22, wherein 2 S%Id step of conblnlqglco rises x-oring
said OTP and 3 sGPREGHE e KEFTELLBr BHuc @ s &FdOpr 8 7 %’é’;;’pﬁdr'ansport 4
(PKT) value. 1 23. The)netlifochaomarad mpdurrédai rthel appfiécatho? wild step of
produci ng ggone fi£§ W 1 ggﬂpﬂégﬁﬁgtf%n(etrieving a seed value froma
storage device; 4 producing a clock value; and:
R ti Ph : i -Time Activ n:
(a) The program may be reset to its initial state
of operation by removing the context file called
15 userfile. txt.
(b) The application provides a button 'Clear
Context File' to this end. Pressing it once will
delete the file.
(c) The next time the 'Start' button is pressed,
20 the First-time Activation phase will proceed.

Accordingly, the present invention provides for an
inventive private key transport feature, and having
industrial applicability in a wide range of business,

25 security, and other technical fields for secure
transmission of data, encryption codes, passwords,
keys, etc. Other features, aspects and objects of the
invention can be obtained from a review of the figures.

The present invention may be conveniently

30 implemented using a conventional general purpose or a
specialized digital computer or microprocessor
programmed according to the teachings of the present



5 combi ning said clock value and said seed value to 6 produce said OIP. 1
24. The nmethod according to Claim?21, further 2'conprising the step of: 3
synchr oni zivagogqsedsP generator configured to 4 produce saifofiisonsssh a OTP
generator used to de-crypt 5 said PFCT value . 1 25. A nethod of receiving
a private key, 2 conprising the steps of: 3 receiving an encrypted private
key; | 4 producing a one-tine password (OTP); and 5 conbining said OTP and
the received encrypted 6 private key to produce.the private key. 1 26. The
met hod according to Claim25, wherein 2 said step of conbining conprises
~c-oring said OIP and 3 said private key to produce said private key. WO
00l 48064 - 20 PCT/US00/03477 1 27. The- m& hod according to d ai m 25,
wherein 2 said step of producing_a one-tinme password, conprises:

retrieving a seeélﬁﬁlﬂéuﬁorﬂsa“g%r%@we . to thage, 8kh 1§dc1}rbé'-ikleval ue;
and 5 conbi ni ng saimpucepcdertval ue and said seed val ue to 6 produce said OTP

1 28. The net hod accg%%f%h%tg alggf%%aggurt%%&}%dﬁ%%” sri?%%fé)pe ?Eep of :

synchroni zing a OTP or configure sai a OTP
generator used tBrpPaERR LY sidildednBrFETUISHS Pasedkey. the Xpachingst em f or
provi di ng sa&cur eoacmaaz@@dne atlsdgduart,i a8, wiIbe apparent acd @hoae
conprising, 4 a r PKT) r e &£ flgured
to generate a P Va fé& %&xpgsggﬁre%ée %Ijé ﬂ?%]q'n%h??'\?g %{Aiea])% gg
transport mechaniBpdementesoydthe EFePwl%@f%BP {-@Bt’eﬁ’%[ﬂwiﬁpd PRT

value) and (2) convegi£ed® SJidclibKT ver uebyandidfefchrsdctlidiy Ce€an
o er - SabRlof FAaR! hERLAEN (e LRILLOLEED rc8m§§ﬁ§§i St PKT

val ue whet her user sard omruni Cated to
sai d receptlloon déﬁl wallr bm §&iaé11u F‘PB%%‘Ftt?reéhaﬁ?sﬁi‘lb Gdlsnatb@cr yption
mechani sm confi gafed to decrypt said 16 PKT value to deri ve said private

L At N b e LADL A G S %.05“‘1% 4 Eobtay, one

of execution of a sof rogram user
and access to a Preg@uct which is a storage medium medla) having

instructions stored thereon/in which can be used to
15 control, or cause, a computer to¢o perform any of the
processgses of the present inventioﬁ. The storage medium
can include, but is not limited ﬁo, any type of disk
including floppy disks, optical discs, DVD, CD-ROMs,
microdrive, and magneto-optical disks, ROMs, RAMs,

20 EPROMs, EEPROMs, DRAMs, VRAMs, flash memory devices,
magnetic or optical cards, nanosystems (including
molecular memory ICs), RAID d?vices, remote data

storage/archive/warehousing, or ény type of media or
device suitable for storing instructions and/or data.
25 Stored on any one of the computer readable medium
(media), the present invention includes software for
controlling both the hardware of the general
purpose/specialized computer or m:l.:croprocessor, and for
enabling the computer or microp&ocessor to interact
30 with a human user or other necﬁanism utilizing the
results of the present invention. Such software nay
include, but is not 1limited to, device drivers,
operating systems, and user applications. Ultimately,



WO 00/ 48064 PCT/1TS00103477 - 21 20 account, or other device based on the
derived private 21 key. 1 30. The system according to Caim 29, wherein: 2
said PKT ge j device conprises a first 3 one-tinme password (QOTP)
gener at or anwa‘ggﬂﬂgérlward 4 algorithmthat conbines a first P@'Fﬁ%‘@??épat ed by
said 5 first OTP generator with said private key to produce 6 said PKT

val ue; and 7 said decryption nechani sm conprises a second OTP 8 generat or
and a reverse algorithmthat conmbines a 9 second OIP generated by said
second OTP generator with 10 said PKT value to derive said private key. 1
31. The systemaccording t'o Caim30, wherein 2 said forward algorithmis
an x-o'r operation between 3 said first -OfP and said private key. 1 32. The
system according to Cl aim 30, wherein 2 said reverse al gorithm conprises an
X-or operation 3 swthveompsted wsiand eOrRdiadivatherPiTiciutigs. saf t3&reThe
system accordi ng #3~ChatfBr3ing\erei Bréséant d iRGEneBA! aldso N &t Gfed

i ncludes, 3 a seedq value stored in non-volatile nenory) 4 a clock, and 5 a
conbi natorial ne i®sm configured to conbine 5 said seed val ue and a cl ock
val ue from sai d cl ock Inclided odncethni grogramideP; (apficwawali dofledahept i on

mechani sm i ngl udQRnePad /860 0EN SEES ‘é%ingﬁtéi-or&ﬂ inﬂ.c%o?@é@@ﬁ'sé‘@mé}evm atile
menory) 11 a second cl ock ?@‘-&dﬁ% WO QO0I 48064 ; 00/ 03477 .12 a

, 2 P
second conbi nat orSCACWAEE Y S JTPLEmeRting i{?ﬁ)%@c HIP e M seed
val ue and a secomptesleotk tantibs,f r omebalithgsecbut gladcklimipedduecs sai d

second OTP. 1 34-peH%ﬁﬁ§emcc%séﬂmohg,0@éﬂn Sne¥heigi,N hhe ZneKT
generation devicé 'Clpngk and the

ecryption 3 C ismcl|lock are,
synchroni zed. 1 $88PFRE: SFA*89CacRbr "Wb‘"gga&lqgf‘rﬁagiesbbﬁkﬁe?%?dslé’ﬁd
aut hori zat i th mechathenprbtesses ahdher poéseat alld/emtiionai ned in said
private key to any ongppf{odeiyl) Hi08 #L2AGEieH: Skl S tvhriat igpanect ed

device, 5 and (2) _another appligcation at said host. or, cannected 6, device.
136. In a system%a\y?‘ﬁgpﬁﬁ??@bljé’m& aFeoRREB LRI G sHR g“(ﬁgte g) t8&d any
nunber of user acebomestSichingsh| eIt ofs wherefrogrtzonbe undé¢vstandghat
devi ces4needi Nng SRCHER K& aRIpRULEEBhE CappdiiadE 2 Ains S 2t 1k AGRANDYE Sn

sof tware prograns, and/or_ot hg déavi ctg)s Sl ng6a§ce55| bl e_at .Ifeasé one | evel
by any one mofBYof P8ai BFACRtESY s AFEYEEEM EBADr i 3T ngREF T2ERS Y one

t oken for each oflesartiped thgred®users, each token configured to generate
andtransm t10a private key transport (PKT) val ue containing anllencrypted
private key; 12at | east one host device configured to,13accept a PRT val ue
transmtted froma user sl14token, 15decrypt the accepted PKT value to derivea
privat elékey associated with the user s token, andl7grant access to a file,
program account, or other



!
18 device requested by a user of the token, said access WO 001 48064
PCT/ US00103477 i - 23 19 granted according to authorization associ ated

with the 20wdanises private key. i 1 37. The system accor ¢rigsofsisyai m 36,
wherein 2 each token device conprises: 3 a one-tinme password (OTP)
generator configured to 4 produce a password each tinme the OTP generator is
5 invoked; 6 a private key (PK) storage device configured to 7 maintain
storage of a private key; 8 a conbinatorial device configured to combine
said 9 private key stored in said PK storage device with a 10 password
produced by said OTP generator to produce said I'l private key transport
(PKT) value; and 12 a transport mechanismXonfigured to at | east one 13 of

di splay and co cate said, Pe~T va bﬁﬁﬁgﬁ stored
in said PK storage revte ) ' e user
, Wherein 2

of 16 said one tBREE R R ITEDt STAT
each host device conprises: 3 a one-tine password (OTP) generator

configured tgo 4 produce a password each tinme tie OTP_generator is 5
i nvoked: 6 alprivate key aﬁ§%%?¥ ) qgﬁﬁﬁ&ﬁ?Bﬁ n@chgﬁﬁgﬁ£7 c%ﬁ?igured
to receive PET varaegpdrtvivajuen erupypsimg8 private key, and ' 9 a
conbi natory gevi ce confd irgghet Basowbrde(d)d gblePidoy aldiE iWuriRgargasswor d

T4 T/ U0 0BA9 AnGRReHOsH: Faidt i bLtR pPRoa T eI IT AN Pos Hocess 13
and/ or aut hobi zatnwoked: any of accounts, prograns, or 14 other devices said
user is authgrized to, agefnte AY - A0 -AMIhalyed device configured to
7 maintain storage of a private key;
8 a combinatorial device configured to combine said
9 private key stored in said PK storage device with a
10 password produced by said OTP generator to produce a
11 private key transport (PKT) value; and
12 a transport mechanism configured to at least one
13 of display and communicate said PKT value.

A
A DY )

|
2. The token according to €Claim 1, wherein said
OTP generator comprises:
a clock device configured to produce a clock

value;

a seed storage mechanism configured to store a
seed value; and

a second combinatorial dévice configured to
combine said seed value and a clock value produced by
said clock device to produce an OTP.

W © 1 0 b W

3. The token according to Claim 2, wherein said
clock device varies said clock value at a predetermined
3 time interval. i

'
1
1



.A3Y .A31.A31" _AAsY Al LA _A3l.AL . A!' A A9 A 9. A5 A.A .A&A.AE
. A?2npEu % ; h | ‘
ytnid_YT]ca ca] cal] ca] ca] c*a] ca] c*a] cal] ca] cal] ca ~ral cal cMa
ca] cal ca] ca&gﬂgfdéalﬂ ca] ca] cal] ca] cRaU] ca LHJ]%] } r @B]7CI &ﬁ%&&ﬁé@fﬁl}l_&] ] CL
U] c”a] ca] ca] c*a] cal] ca] cal] ca] ca] ca] cal] ca] calU] ca] caU] ca] caU] ca] caU] ca] cal
ca] cal] ca] cal] ca] cal] ca] cal] ca<p

"20xCGy, 4| vgkf " [ U d_YT] U] ca] ca] c*a] cal] ca] cal] ca] caU] ca] cal] ca] caU] ca] cal] c
a] cal] ca] calU] ca] ca] c™a] ca] ca] caU] ca] calU] ca] caU] ca] cal] ca479k0e;

Pps%8846 ~' ' ((0)9);

ye)*6*nt*| vgkf [ Ui d_YT] Ul ca] cal] ca] cal] ealeal] ca] cal] ca] cal] ca] cal] cal] ca] c
aU] ca] cal] ca] ca] c*a] cal] ca] ca] ca] cal ca] caU] cal] ca] ca] ca***+Y,,,,,/ X0112222
4" 4444466" 6/ BB7T7d7p 747 77Tk f tpkgnJjagsordipgarea %%1111& c afexgi®apeafica) cal ¢
a] ca U c”a] ca] cabgp] gahesd o GjsmiceaUhc al eabk 6y Cpdd iz daca] €dmé99:

3 the OTP generator is invoked.

1 5. The token according to Claim 1, wherein said
PK storage device comprises a non-volatile memory that

3 stores said private key.

6. The token according to Claim 1, wherein said
combinatorial device is an x-or mechanism.

7. The token according to Claim 1, wherein said
transport mechanism is an optical device that transmits
an optical protocol signal allowing communication of
said PKT from said token to a remote device capable of
receiving said optical protocol signal.
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8. The token according to Claim 1, wherein said
transport mechanism is a display device configured to
display said PKT, thereby allowing any one of (1) a
user to read and utilize said PKT, and (2) a receiving
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device to scan said PKT.

9. The token according to Claim 1, wherein said
OTP generator is synchronized with a OTP at a host
device that receives said PKT.
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10. The token according to Claim 1, further
comprising:

a private key input mechanism configured to
receive a private key from any one of a user and an

VoD W N R

installer of said token; and
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and event, challenge and time, and (4) challenge
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6 and event and time.

13. The token according to Claim 1, wherein said
generating a private key transport value is performed
based on any one of an event, a ti@e, and a combination

K R

of event and time.

14. The token according to Claim 1, wherein said
OTP generator 1s synchronized with at least one second
OTP generator at a host device that receives said PKT

BWw N

value.

15. A host device, comprisiﬁg:

a one-time password (OTP) generator configured to
produce a password each time the OTP generator is
invoked;

a private key transport (PKT% reception mechanism
configured to receive a PKT valuﬁ having an encrypted

L B < A W 2 SR S PO T S B S

private key; and
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8 a combinatorial device configured to combine said

PKT value with a password generated by said OTP
10 generator to derive the private key.

1 16. The host according to Claim 15, wherein said
combinatorial device is an x-or mechanism configured to
x-or said PKT value with said OTP.

w N

17. The host according to Claim 15, wherein said
combinatorial device is a series of x-or gates, a first
input of each gate inputting one binary digit of said
PKT value, and a second input of each gate inputting
one binary digit of said OTP.
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18. The host according to Claim 15, wherein said
PKT reception mechanism is an optical receiver
configured to receive an optical protocol signal
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containing said PKT value.

19. The host according to Claim 15, wherein said
OTP generator produces a different password each time
the OTP generator is invoked.

N OB

20. The host according to Claim 15, wherein said
OTP generator is synchronized with a OTP generator
associated with a token device that produces the

B W R

received PKT value.

21. A method of maintaining and transmitting a
private key, comprising:

producing a one-time password (OTP);

retrieving a private key from a storage device;

B WD R
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1 22. The method according to Claim 21, wherein
2 said step of combining comprises x-oring said OTP and
3 said private key to produce said private key transport
4 (PKT) value.

1 23. The method according to Claim 21, wherein
2 said step of producing a one time password, comprises:
3 retrieving a seed value from a storage device;

4 producing a clock value; and:

5 combining said clock value and said seed value to
6 produce said OTP.

1 24, The method according to Claim 21, further
2 comprising the step of:

3 synchronizing a OTP generator configured to
4 produce said OTP with a OTP generétor used to de-crypt
5 said PKT wvalue.

1 25. A method of receiving a private key,
2 comprising the steps of:

3 receiving an encrypted prlvate key;

4 producing a one-time passworﬁ (0OTP); and

5 combining said OTP and the received encrypted
6 private key to produce the private key.

1 26, The method according to Claim 25, wherein
2 BBaid gtep of combining comprises x-oring said OTP and

3 said private key to produce said private key.
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6 produce said OTP.

1 28. The method according to Claim 25, further
2 comprising the step of:

3 synchronizing a OTP generator configured to
4 produce said OTP with a OTP generator used to produce
5 said encrypted private key.

1 29. A system for providing secure access and
2 authorization, comprising:

3 a token, comprising,

4 a private key transport (PKT) generation device
5 configured to generate a PKT wvalue that securely
6 encrypts a private key, and

7 a transport mechanism configured to at least one
8 of (1) display said PKT value, and (2) communicate said
9 PKT value; and
10 a host device, comprising,
11 a PKT reception device configured to accept said
12 PKT value whether (1) input by a user of said token, or
13 (2) communicated to said reception device from said
14 transport mechanism, and

15 a decryption mechanism configured to decrypt said
16 PKT value to derive said private key; and
17 an authorization mechanism configured to authorize
18 any one of execution of a software program, user
19 validation (authentication), and access to a file,
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4 algorithm that combines a first OTP generated by said
first OTP generator with said private key to produce

said PKT value; and

said decryption mechanism comprises a second OTP
generator and a reverse algorithm that combines a
second OTP generated by said second OTP generator with
10 said PKT value to derive said private key.
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1 31. The system according to Claim 30, wherein
2 said forward algorithm is an x-or operation between
3 said first OTP and said private key.

1 32. The system according to Claim 30, wherein
2 said reverse algorithm comprises an x-or operation

between said second OTP and said PXT value.

33. The system according to 'Claim 30, wherein :

1

2 said PKT generation device includes,

3 a seed value stored in non-volatile memory,

4 a clock, and

5 a combinatorial mechanism configured to combine
6 said seed value and a clock valué from said clock to
7  produce said first OTP; and

8 said decryption mechanism includes,

9 a second seed value stored in a second non-
10 volatile memory,
11 a second clock, and
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12 a second combinatorial mechanism configured to

13 combine said second seed value and a second clock value
14 from said second clock to produce said second OTP.

1 34. The system according to Claim 33, wherein the
2 PKT generation device clock and the decryption
3 mechanism clock are synchronized.

1 35. The system according to Claim 29, wherein
2 said authorization mechanism allows transfer of data
3 maintained in said private key to any one of
4 (1) storage space on said host or a connected device,
5 and (2) another application at said host or connected
6 device.

1 36. In a system having multiple users or groups
2 of users (users) and any number of user accounts,
3 invocable software programs, and/or other devices
4 needing secure access/authentication, each of said
5 accounts, software programs, and/or other devices being
6 accessible at least one level by any one or more of
7 saild users, sald system comprising:

8 at least one token for each of said multiple
8 users, each token configured to generate and transmit
10 a private key transport (PKT) value containing an
11 encrypted private key;
12 at least one host device configured to,
13 accept a PKT wvalue transmitted from a user's
14 token,
15 decrypt the accepted PKT value to derive a private
16 key associated with the user's token, and
17 grant access to a file, program, account, or other
18 device requested by a user of the token, said access
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8 private key; and |
S a combinatory device conflgpred to combine said
10 PKT value with a password generated by said OTP
11 generator to derive the private key;
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12 wherein said derived private key provides access
13 and/or authorization to any of accounts, programs, or
14 other devices said user is authorized to access.



