; ABCDEFe3ehtt u| ydzz6Th+Q&22 March 2004 -1 Legitimacy Protection of

El ectroni ¢ Docunent and a Printed Copy Thereof FIELD OF THE | NVENTI ON The
invention relates to secure electronic and printed docunent S22amdrchrao0eg
particularly, to a nmethod and apparatus for providing integrated |egitinacy
protection of electronic and printed docthtent s. BACKGROUND 10 In daily

busi ness and personal |ife, electronic and paper versions of a docunent are

equal ly inmportant and arg JoRer ; | Olble I QUSE | ecially in view
of the proliferation of ?‘héég’ﬁl t %PWQ@ ﬁgmﬁgpﬁ%@spi te this,
conventi onal approaches,of protecti the. | egi timac f one.formof the
docunent have i gnored pf9Cadl; %pwﬁeﬁ&lh&%ﬁgpﬂ%ﬂW%cunent. A
nunber of conventional nethods and systens are 15 described below. U S
Patent Nos. 4,981,370 (issued to Dziewit et al. on 1 January 1991),
5,031,214 (issued to Dziewit et al. on 9 July 1991), 5,163,091 (issued to
Grazi ano, et FEELBOXTHBEINYFNTHIN?)  and 5, 191, 613 (issued to Graziano, et

al on 2 Mar C'Th&ﬁ%%ﬁticgﬁdéfa&és% sgc&r]&&@&&%% aﬂ&%qxﬁéq‘%c{%ﬁeh%%ﬁ I‘A&%U”E”t.) o
signing procésses, addressing e problens el ectroni'c contract signing:
security, tapgtibalbilyyo amedthabidd dpparatustibepiovidhig btegrdtahigeitiniacy ansestivnhi di ty.
The appar at us c{escri, bed, in t({]&iﬁ patents produces a final authenticated
docunent usi REEIESHARLE @ prue Me8lfes. The docunent is stated to satisfy
the | egal document authentication and authenticity requirenments
traditionally associated with 25 printed docunents. The docunent

aut henti cat i BAGIKKOREENDs activated as part of a programthat verifies the

‘i dentical nes f. the. docunent at. .the.transm tting and receiyving station
hrough 1 b BhA RS e A oA S RE B GEuRs A e g v

nodi fi cati ongneaRRRboRaf dhd artBipBHARSHSqhiRAR iRWA] dspedtlyRINIES 3F {HeN _
handshakes fromthe two end points. Once the identities of the signatories
of the docunbiplif@ptéonefithe indernetzmdtlike ngbrearise NPespite Heiatdonvaritionalappenaghass
pronpts the ' t.hent.d he C nt appendi,ng an.el ectronic
si gnat ur e thgfélrpgesﬁ%gwgéc% LT&Q& §€a(§gn%f§rgm Oggle Oﬁlémﬁ}g%@ﬁgg%‘ﬁ’fd}g‘m&mn o

aut henti cat i thg otifertitvén of the doQuhent.d AGUIEYY of dhvestidriDhRIRAL 86 AStendy are

addi ti onal password ?t ep utilizing a personnel identity validation

appar at Ul THeCEPeI &lo¥wo | evel s of password protection can be used such
that there exists a separate "docunent authenticating password”. The nore
sophisticated the systemis the nore assured a court can be that a
docunent' s althdatentBibs.cho81s3 Wdissuked tbrDiéws endlnerel JanwarypE®d), Susdiaignt

ersion of the elecironic contrac e duced. The traditijong|
bl enent's of - AEDE DEBHe of onotly {5 bl e ede TAREnd. 6t faPit ne
conmput er sysiglRmkddiobrPRAd 59 926?% tibédgg% _@Eﬁia‘h@? &l 18 2 NIACR lbﬁgﬁie%ﬁgﬁ

know edge- based conputer system 10 and this can automate nuch
docunent 2&r eeariteant (@nsingletsignet doumicsh) signiegprocesses, pddressing the prabensefeat i on

of a multi-par docunent .. such _as.a confract,..entails a.significanf anount
of interacti glﬁé%onnﬁ%éo '{‘%8{ LERPE 28 tﬂ‘égl{”ih& .rél’laﬁ’ﬂktyiaél gzbtﬁ)gr {Oﬁg‘é‘fl%’i ci ent
in the arenaaffvdidag! Taekppdaesa@eibddineheatdaRats(pEbduces Migilautansasd form
messages are_exchanged between the parties to order and invoice goods. 15

Thus, these foRymephpEng sorapyerizgditechaianes.r bhe docwment isstatesigsatiy thedegald

si gni ng proc oo d i . f al t
address an iﬁ e&e&fé\%ﬂ%{gﬁcaﬁlﬁ%ﬂf%?ﬂeggﬁf%eﬁe%%£§r§?gg§ﬁgﬁﬂg&a%.?oecgﬂt%%\ghtﬁe nts
and on Vs pintahKecuandahec Tie docuneig atthentiatompeepisabhaivatedas phe of 20 U. S.

Patent No. 5,742,685 (issued to Berson, et. al. on 21 April 1998) describes
a met hod f or PRo&ra (rahyeriesithroidentiqatngss ofthe doqment at toe Hapsmigingands | cati on of

the same. A\ REESHE HHRN G SR HELAduIASAS thd BER!hhegodByREANAGA * ©
produce a digi t%c si gnal associated wth 'sone text nessage, Ich i1s

conpr essed, modificptiat casnatedoasThe Rrobes? Bhdneawaiid anthamticapion hheddhales o
backsi de of the idegti_fic tion card.. To.yaljdate the card, the coded
message is _sﬁ’ﬁr%’%&? H%‘E‘Eﬁd@_&ce &‘ﬁd‘?ﬂ’@@ﬁ/ﬁ%ﬁﬂg@%ﬁﬁﬁ% Pegﬂﬂméﬁ“é_ﬁﬁea‘? &d,

@.”E Eetnth :asvaat | R deBin8R affiehti@HoR Yhph¥ius BRAG 8 phitfes @ SRha¥RIeitROe and text

document by appending an electronic signature thereto. The actual "signing" or




i mage and text printed on the card. 30 Simlarly, Huttinger, Stephan,
"Online Ticket" Conputer G aphik, Vol. 11, pp. 9-10, Jan. 1999 descri bes an
online ticket that is delivered to a customer, which is sel exxgdrehdopai d
via the Internet. On the ticket, a 2-D barcode is provided representing the
22 March 2004 -3 data of the tickets and4%ignature. A digital signature
technique is used to prove the authenticity of the ticket. U S. Patent No.
4,853, 961 (i asmesticdafndapthellRBodic Ad8HAint LABH irdiSREhBEes & MEiGm for 5

aut henti cating a docunent, including a device having a decryption key. Upon
appl i cati on passivafbstemufilinnga persolm! Blgnatynsldationteppaptisehhereivesitgo not onl y

| ai t ext i ndi i th { t hent i i, but I
D bvides. ¢ ne TR0 By Bl b0 SR SFottiet P s hsbrial HoeTignt e
mai | er. Sim hahbdticakify PakR6td" NPhe MoRBBpAificdddh e gkt iFRE $e ARuredRebr uary

| 995) describes a secure docunment and a 10 nethod and an apparatus for
produci ng® an8owyhieandft thatan dasymenis authenticatieipis yaiditInithis swaanereto pepepr oduce a

pr oduci ng i y
- of mens ougierbal el o MR EAR R coRELoXBEbe oA AR IREHB B cor por at e

into a | abel elefifehtsed atpapériventiad uredll predens irpeladtronépfogsan then@nipueerispRes. i S
encrypted using a public key encryption system and the key is downl oaded
froma center. To facilitate 15 authentication, the correspondi ng

decrypti on kavdigneNGhynlias # bhafRa 10" card.
To validate the gcu nt, the cogg% §?§%B §¥§ﬁ§%§%n t%&%ﬁ%% éﬂﬁgggﬁP
decoded, 1@ecaypthetcanexpamnde tiuan df thesiobayed crébhien ead authentichti@npioeess. In

t henti cat ed i f the di d tat | f the i
2nd the docREAPUESIR Heitop e il g Bt i s SR 838 St astmea et |
on 20 Cct obekjgd9Rant MARIME bPBfera:tidN 2hRNL Y corb e dabids! This 3 Lpedagepy of an

original docunent. At the sender's station, the original docunent "and an
i denti ficati efic{anbin thaprena oé Elesrenic &pciment Intesghana(ELRDpyharg standdril derm The

hi digitj d J i.gi t.al 25 si ,
uni o't ncor pheae’ dEATRPRMER ohBaliRi GloBuRliho & eisden, O i <

machi ne p§ oduces a hard copy of the docunent, to which is added the digital
signature. The sender retains the original, but forwards the copy to the
reci pi ent or Theg&egefour paisnissleal; widh clepisame sontiget regetiziaapnd signingproceste
machi ne at hj 1. Qff L.C 1 gist] . ext
and signaturgﬁgﬁg&?ﬁgggﬁwﬁgkmﬁg@%gFbgé§§ﬁ§§®F8?%gﬁégggﬁggé?%ﬁﬁgﬂﬁgﬁﬁ%. 22
March 2004 - Botbl.ekctrBaicand pioted doddie88 tnd 018 sagchotmakelw dgtmestiangible.andl . on
20 January 1998% gescrib s a nethod for distributing, generating, and
redeeni ng di &6HAPISIBRENNS, rebate or gift certificates. The method tracks
each couppn using a consuner | D nunber printed on the coupon. Coupons nay

be distributed electronicallg,_for 5 exanple, in the formof a diskette or
CD- ROM sof t wir® Pawt Neab,@45037 tissudd tkBemsen, ¢f. alDnROM prilyl 998 bdgstriesaons uner

to call a 1- r.for a.yval..dation nunper ar code. Duri t he phone
col | el emmiebeR il iRk B it PRl R S o eSS Banrn it e A

i dentificati pérsodivhsmahd RentifddHeN cEATIARIRE cRthddMb Pro¥iuce s Hipihi s'i?ﬂiﬂ

dat abase. Once the software is validated, a consunmer may print out selected
coupons. Eacssedated fpdrromeriexanessage wdichis gommpressels ag epdedfastaiZ®s. Each
coupon a el dl ] [ rably in the
Form of 2 baragohs shqRineh 68 el dedfac BHRE TRGy R STRRE ToRBBMEE AR i Linper
on the coupotheraged @dssage Brscmed addcoddie aid dectyptad)expadyd, nad Anhlayedenpt i on
of coupons”. 15 U.S. Patent Nos. 5,374,976, (issued to Spannenburg on 20
Decenber | 9oAythestieation sombe carggd gui by omasang thdisnaysdtipiase andigxl with ghe
5,018, 767 (i c y 1991) describe nethods for protecting
paper docuneﬁ%%ﬁgag%ﬁﬁ%ﬁgﬁgfgggiéFgg. These net hods use a high resol ution
printing machine (e.g., 600 dpi), to print a docunent wth enbedded
patterns, Thgse enbedded patterns _are pot visible on the orjginal 20
document30 Af ’gﬁll%@?ﬁb‘ttb}%’g&@g‘%g nﬁﬁl%Féi(ffﬁ?Rthﬁ}fg@BQ‘gpyél-glm' Enlthas a

| ower resol uydnonoded@erittRGn SRlite HB&t BAL sWeliSels ‘&P{lr@usY(LlﬁérblNﬁ'ch_-li@Ed@é?%/ e
techni ques have a nunber of disadvantages. Firstly, the fechnlques or

el ectroni ¢ doslpretviadie ternetc nitntickes abD hasexiefis progiddd yeprésenongthe wor ds,
the 25 techniques do not make the el ectronic docunment tangible or easily
conprehensible to users. An encryption key or 2-D barcode is not directly
readabl e by users, and the users do not know whether the docunent or item
is authorized and by whom the docunent is authorized. Secondly,

technol ogi es are not known to exist that provide an integrated solution for
both el ectronic and printed docunent. This is critical for 30

m ssion-critical agglicationsI ei ther for business or dailx life. Wth an



22 March 2004 -5 the protection provided by these techniques is not
personalized. This is also inportant for |egal and busi ness docunent, where
each person would be interested in protecting or being respdishateh 2004 t he
content of his/her part. U S. Patent Nos. 6 5,742,685 (issued to Berson, et.
al. on 21 April 1998), 4,853,961 (issued4%o Pastor on 1 August 1989) and
5,388, 158 (issued to Berson on 7 February 1995) discl ose nethods or systens

for protecti Bga@k getticRBs Gn@kighRDRY. AAASHTRI¥natSd RENHEYPL AIERRHrevd ghni que.
However, these systens have a nunber of disadvantages including: 10 1 ) The

met hods or s¢atheticity®f fhegidkei.de a sol ution for an el ectronic or paper
docunent only; 2) The nethods or systens are based on cryptographic
t echni ques, which are secure for an el ectronic docunent, but are not

tangi bl e and CenPaaiteN. 4{353156e (Bsidd toRastondPl iATghita989) desHFRSa sfaemBNt 1S
still 15 preferable for many applications and preferred by many people; 3)
The prot ett i awhedicatng pdeawientinduding g dsvice hevipgp degopliemiey: WPeR mul tipl e
signers; and e i . Ig%g : i I i .
aut henti cati gé}; Ig%-g&{dg ‘#‘@’é’?‘ 3%.16 thdéglbytg u(rglélé e%%e{glﬁjl%@%aﬁ Igofegk oarplgmr% thod of
protecting timesdaggindicmioy thaf sobnkelvf @lecathonticatioartaht plso pteddeselisdangptioh a

docunent overcoping, or .at. Least anelorating, one Qr npre of the foregoing
di sadvant age_%‘?y g@l\}gﬂ&ﬁ?‘g@? I?WWERFPW@%d%Q t%’é‘a‘_g%rpeqé‘i"‘élg%” WhBatem ARt i on
seek to providggasg (ihRAkebeRoABh h%bﬁfar;pf@S?ggécﬁBes? Q?ech?é#}cfchﬂ@ﬁtyanﬁfa

el ectroni ¢ docunent and a correspondi ng prin versi on. IS 1S

i npl enent@d Mmgthedand fan japprttatys éorpeedusingfng aptheneetingthé supe Astocainieatss usi ng

a personal e-seal,, Docunents Wwth |tipl.e signerg can be effectively and

ofFrcent 1y’ BPORELRoUs Ast iip which i€ P i 304 Fidet S adect o

the inventi ofiwo-tifi@dn@ions] hr&le @f BRe R RGHMANTEe BRE6HES incoRfordt8P{HRsIHCt i on

of a correspondi rhgl printed docunent capabl e of having the 22 March 2004
a

-6 | egi ti macipbekatined toithe doqment. dosigntl ieprpieatiog thedmagnis euenymteddisingaunent
AR T I e I
di gest foF t hehaoichiod, thd@resp@idinl dedogtior key senehygedd with endiRdrBey and
el ectroni c S&%Lm%%atgd c?ne t%le 01;1_0 . Tg%%{i]gar’gé ith%e}itoiclrllr%ertlt?t%e coded signal is scanned from
the label, decoded, decrypted, expanded and displayed. The card may then be
authenticated by comparison of the displayed representation of the image and the
document.
20
U.S. Patent No. 5,157,726 (issued to Merkle, et. al. on 20 October 1992) describes a
system for authenticating a hard copy of an original document. At the sender's station,
the original document and an identification (ID) card are inserted into a special
copying machine. The machine digitizes the document text to produce a digital
25  signature, which incorporates unique information from the sender's ID card. This
machine produces a hard copy of the document, to which is added the digital
signature. The sender retains the original, but forwards the copy to the recipient or
receiver. The receiver inserts the received copy into the machine at his location,

which digitizes and processes the document text and signature and indicates whether

30 the digital signature is valid.



5 original docunent in-electronic form the e-seal including a visible sea
of an authority and the content digest enbedded in the visible seal; an
optically sensitive conponent added to the authenticated docaaentcHf 2004
printing using a trusted printing process, the optically sensitive
conmponent containing information for indiftating copying or nodification of
the printed docunent in a copy or nodified version of the printed 10
docurent . | nm@%&a@mesmohs@(@ﬁféewcﬁﬁ%ﬁm% élh&] bOY&RhiyOfdogy here i s

di scl osed a printed docuhrent reproduced from an el ectroni c docutrent capabl e
of having théescegﬁﬁamﬁgbdé'ﬁr dlbietbphmgqtgenbrdmg,lmdltedptmmgcchss:dunttdmepqms; nt ed
docunent bein versi-on of. t 5 el.ectroni ¢ docunent, .the printed
document inc %&F 03 g%tﬁs cp[g"ﬁtnéffli]?o%ﬁrac o4 GURSH 3B A SRmEmel el ect r oni ¢
seal or e- Seﬁ{lmB&rprﬁiﬂéd"@ﬂﬂieQ:@{lpdiﬂ dohgorgrrmgj Mlslﬁgﬁtéﬂ'%[gctrbﬁﬂﬂw gsk in the
printed docunment, the e-seal includ |n8 a visible seal of an authorlty and a

content df gesxample, infike fosmof ardiskette prCBrRGMAsafverse. Lﬁm%«ar@mmmttﬁ of he
visible seal D”‘RO?\R Eﬁeﬁﬁﬂr&%ﬁ?f El(ﬁ‘fi%llnl\:éle to q(%ﬂ%olngéﬁ ItHErﬁ er%r ] véllrc'la 1{)Ihgur8b?r Al y

authentlcate docu usi printing process,

sensitive co W%mg@lﬁﬁ@oﬁlb eglL,itelbmarkating Perkorinel fduea oMUk A¥hbgraphic
nndificationﬁéL the printed docunent_in a copy or nodified version of the
printed docufhPT 1dP‘i‘\“ﬁ5f@EB‘F yfpraratigny whigh can pejeifsred dntogreeplrglized datebassn, t here
i s di scl osedR 0Bledwafe i &%n; £ LgiLoni ¢
docunent and accorrespondgggm%ﬁ%ﬁge éﬁ%gh%gh&hﬂﬁ£fFﬁié%ﬂ cu%%%t being a
printed V&r scouponfcat be pahiedtonynd kméted nambér, ofttinmmﬁmdhmdvupmbamhmgbd he steps

of : generati nt di gest for .an or in elecfronic

or ' aut hentTRSHFHG B oaRTER R e B BB Y eReiy. an

el ectroni ¢ sgakntQfates H8& the §ROIABERmdrD! YRS oA the c%'uB&r?nﬁ?%dlﬁE ofil
authority and 30-the content digest enbedded in the visible seal; adding an
optical |y sensiventihe Gavgdens sopYing aireredemption dteoupdntfocunent for printing
using a trusted printing process, the optically sensitive conponent
containing information for indicating copying or 22 March 2004

nodi fi cats onUoS. Pabent Plok. s, BT, SiTEC(i¥eEd tol Shadinédiye & 20Detdming 1994)55803 8f6t he
printed docunent. In accordance with a fourth asgect of the invention,

there is di sEFoeddp hwnh%a%@@tqb@rl%‘?%raa#é&lﬁﬂé {seueddg Wickerop 25 May
| d
Gocurent bei pod ] darerbEndinb R HERAMILE fafl WOLGHrkORMIR o ARl ThER

i ncludi ng:  memtivods ase ghighresolutgnprinting enichide gegl, 66@dpigyrto pringa dedunttde unent
in electronic.fo S for uthentl t|n the original docupent in

el ectronic fdf eﬁgeﬂg‘?‘ﬁﬁ’?@}*@c Shicmbeddad Riters arepot visikle gn dheorigingl| udi ng a
visible geal dgéun«l&ltq&lﬁ&lve HoYocBPid b9 Gn 6PAh&Y phetcd6Sik:, HHRGALRY 1bRef NE

vi sible seal; neans for ag%?%g(%nﬁgpt?ca Iy §gkg|t|§@'%onponent ?oethe

aut hent i'cat etesolotionéng. F00rdpprthepattegnadsicogpevidiblast ed printing process, the
optically sensitive conponent containing information for indicating copying
or nodification of the printed docunent in a copy or nodified version of

the printed q!‘ﬁé;Hﬁw&tteclﬂaﬁ[ubﬁhmm%fmﬁ&v&tﬁgbi thrs%ﬁrpﬁﬁtte&ﬁndu@é?for
invention, there is disclosed a conputer program product having a conputer

usabl e nmedi uPhepfEaif do ety puthenticatieniatisinet ierdle doethee aesdsethsodi ed

th I

corr espoti i ir s AT bR Rl GaREhlay Bl RE PPl Pea
versi on of therel &6 en@ppordias D bafdaeemmmre@ﬂ)pﬁe@@myoﬁm@hd thecl udi ng:
conput er readabl e program code neans for generating a content digest for an

origi nal doch¥fEhto nef kewwcvheherdhe decpmeabamitare is seharinsd ang by yham Bede nmeans
f t henti

oAUt G5k 6 Lo ATEA A SLESAONE LOL01 5 00

aut hori ty antht¢grated ssltitbon fod‘bgﬂsdlecZﬁmem:ﬁqﬁlﬁnbd dochenty Thists erisedlfor conput er

r eadabl e, progr.am code [% n!s for adding.an optically _ sensitive con;gonent to

the aut htht | BUSSIR-EfHica ieptinsysifhet fos busiapsigr dadly life &¥ithhsn imisemichr ocess,
the opticall ting
copyi ng or e e e e PR D it M AP Tt B 67
versi on of t bgoyed, mhdd kdemngrthetconBhidiee and emgdilite ofiatphpa ck)cumbnta’fbiedi'y, of
the invention, there is disclosed a systemutilising a network for
protecting the legitimcy of an el ectronic docunent and a 22 March 2004
_g_ corresponding printed docunent, the printed docunent being a printed
version of the el ectronic docunent, the systemincluding: nmeans for
generating a content digest for an original docunment in electronic form
means for authenticating the original docunent in electronic formusing an

el ectronic seal or e-sealI t he e-seal including a visible seal of an




10 In accordance with a seventh aspect of the invention, there is disclosed
a systemfor protecting the legitinmacy of an el ectronic docunent and a
correspondi ng printed docunment, the systemincluding: neans IDMaghrnat i ng
an aut henticated el ectronic docunent, the authenticated el ectronic docunent
i ncluding content of an original 15 document in electronic form an

el ectronic seal or e-seal for authenticating the original docunent in

el ectroni ¢ f HdPBrofeborlprdfrled bP el tdfniGuds i8 hbd Rrsmaliz<l TAR i@&as@ﬁﬁ;%&rbénand a
content digest enbedded in the e-seal; neans for generating an optically
sensi tive cofipdegahandbieekss docuneens wheen tdchpesdn etoadd bomteredetinmeotecting

printing using,a truste Lingin rocessg, the optically sensitive
conmponent coﬂfg?ﬂgHﬁpwﬁﬂégﬁﬁ?ﬁ%ﬂgﬁgﬁPﬁﬁwﬁWHP ting copying or nodification
of the printed docunent in a copy or nodified version of the printed
docunent; neans for verifzgéghthe | egitimacy of the authenticated

el ectroni ¢ d&chhsaant Negah 5 (pyshert foriRersane ehat loBAd At d49%) 48638601 ¢
docunent and,: j it i r rinting
process depeliiuit WATSAR AEERbHS AEIRRRS (5T ol e Rerii g
printed docuir®9g).disthosk mealeeie bd aystandot Praectinglrldatrasip@e pamdr dbbeméntvsingi on,
there is disclosed a nethod fqr protecting the legitinmacy of an electronic
document and CEPEEFIRIEHISHINIEY- JHoWeEs these sitemns havre prmmbes of disad 9013865 t he
steps of: geaﬁﬁﬁﬁ&$g an aut henticated el ectronic docunent, the

aut henti cated el ectroni c docunent including content of an original 30
docunent 160 n el ectljoni Thed methodaor siseatsrondy proseiala sohutien feadn dleutronic or

aut henticating the original docunent in electronic form the e-seal
including a visible s@%ﬁrg?c ng Mority and a content digest ermbedded in
the e-seal; genergtinghémemBls 68dyskneRShsed 8n cryploViitidicdRduesdwaRAPONENT
added to the authéenticated el ectronic docunment for printing dsing a trusted
printing process, thearggequeafdrensiastrpnicydecwoensony are wd targiitle aed i nf or mat i on
for indicating copyin%)%r.gqﬂification of the.$rinted chunenL ifla copy or
modi fi ed version of the Sl?ll e B EUMERY f‘pR}lgF"il nfi ﬁd’apﬁre chﬁ]le?til E&/ of the
authentitated el ect r Opefersifie Wreiiny applicitiond andifrefutted DYirhaniRdpRl ect roni c
docunent and the optically sensitive conponent using the trusted printing
process dependen?) upohht potegtien fsynoh gersenabized epeirpeifor dacnemeithcat ed
printed docunent. In ﬁﬁﬁﬁ%ggg&gg@&hh a ninth aspect of the invention, there
is disclosed a conmputer program product having a conputer usable nedi um
havi ng a conput e4) r eatiadrt & mr oty sstutiadprodect/servdcdiod hetledtivatien ind dulivery.
protecting the legitimcy of an el ectronic docunent and a correspondi ng
printed docunent, the conputer program product including: conputer readable

program ggde ‘ak i : i , the
R A
docunent in ehdptintehiversioos of a decumieat byesedmingee at deaseansemiratingy one or more
authenticatin? tge original document in electronic form the e-seal

i ncluding a 9 g? PrEees ﬁ“%?v £gﬁﬁthority and a content digest enbedded in
the e-seal; conputer readabl e program code neans for generating an

optically sensitive cgggonent added to the authenticated electronic

docunent f or SHMMARY QM TAEE ENVEDNEIEN pri nti ng process, the 20 optically

sensitive: co LhLng i r I: i_ndi cat.l copyi.n [

rod 11 cat on 0 Aes8f Hetalon sk B 6w ek R0 BRIMABESRRILP L ¢ e
printed docutagftimacy@fReliceonicdacahim apd agoaspeadiag pEaRd vieBion @hisfiyi ng t he

| egitimacy of the authenticated el ectronic docunent; conputer readable

pr ogr am codelRRISHENted by yserritiend]y ergalauthrarrotestereis perseBtlized usinggraentl and
the optically i gﬁﬁgg J i -t ess
dependent upéﬁégﬂgbégﬁgﬁfggﬂrea IB%§n§§8§?g%?@% g@ﬁ%ﬁﬁé@ﬁ%@hl rpg%%ﬁg to
provi de an aamdvesrifiedat ed printed docunent. In accordance with a tenth
aspect og the invention, there is disclosed a nethod of trusted docunent
delivery Via a network, the nethod including the steps of 30 establishing a

secure comup &abidafcd with 2 Bglt t BAhE iiﬁ%nﬁ%?,%e ?srdigmc?s%dlaﬂ%?etc{rgﬁﬁ%;

verifying the identity of each party; providing neans for a party to sign
an origi nal doourembfor reprodwedtion g atcheredpegding peated aocamantgapabl el ofhaviary the n

electronic form the




22 March 2004 -10 protected signed docunent including content of an
original docunent in electronic form a content digest for the content of
the original docunent in electronic form and an el ectroni c BemRlarsdr2004seal
for authenticating the original docunent in electronic form the e-seal
including a visible seal of an authority “&nd the content di gest 5 enbedded
in the visible seal; sending a protected, signed electronic docunent from a
sendi ng part Yegﬁﬁm@cyf dffRd elle&ﬁﬁﬁé %u?&n?pﬁo?&f‘édvﬁh@ nﬂ?erdtcﬁ()cﬁ#ﬁelﬁb% ift&d™ot €

| ocation of the network; notifying the receiving part the se

protected el emtsmmfcthaj@wmmdocnmei merﬁjjedtﬂmmcscmcmmpmtaneiudiag @inéait oD C
docunent at the. s on of th etvvotﬁ?@ send] ecei pt of

t he sent proP’éEngg‘?@P@@PtrlBr?ﬁ?trB 34 i GOgtenf, lg&“érfaﬁ cqrfept ?8“@'3’3]'( he first
| ocation; vedbéuhdid flecttddik foriB &Y cleftréié 5iaa§ &né-s&'l ﬂireaﬁﬂ'féﬁn@itlﬁgtﬂ‘ié)”' c
document at said second remote [ocation of said network to ensure the

| egi ti macy ofrigingodassmsnt inslastropicifamadhe edefil irpleding prvistde sapl sbarsautharigy

o it ng pr oduoi BHeAFbr BB R Vb seL b b R ch AR vt s o

for indicati a@ledapyher@ﬂcahnaitéd focunienO for Qkinfiag dsidDa Miuktdll PHNGRCHITREE, the a
copy or nodified version of said printed document; and printing a copy of

sai d prot ect BpticAlySensivecompOnaRt sON@ETRgInFoTAtion &t IpdicHINEgPPINESEss. BRI EF
DESCRI PTI ON t f
the inventi oilﬂ:a:ﬁecl E?ascr I b?ﬁeﬁmpgﬁgtétg%g?%ﬁ% ‘gﬁ&(ﬁ:ﬁ!ri g%és%%sownﬁﬂ%%ﬂ SFlogs

1 A1 C the doewysmal e i nages illustrating an exanple of an e-seal and the
roles of the e-seal's conponents in file protection in accordance with the
enbodi ments of the invention; 25 Fig. 2 is a block diagramillustrating a
content defi i §dcBRIaBERITE a s@éon@i%%%?&f ﬁe%JeHhéB“ﬂEér@ SHiSIRE R Fédaccor dance
with the first enbodi nent of the 1nvention; 3 1s a greyscal e i mage
provi ded as é@pl@)@)ﬁmpeodblte@\ébmrammimmgmd@emm qaagde of baving @ legdigmbina

| Scbor dancs HER S R gt PRERIES e By HiBMsrbhARE bR BrmiStnfahe 1,

Fig. 4 is5a blecednicdo@masm,ithé pisitbdtbdindnb thchalVl terdbred c@ﬁ&ﬁff@ﬂ’&md}?gﬁ
el ectronic seal (e-seal) prot ection in accordance with a first enbodi nent

of the i nvenflp@ynentiay eltrogicses|oseksedli fagalamrltncamsg thaoriginahdgnupset s of
electronic d u r h the
first enbodi %@ﬁ%ﬁg? %@ﬁ?}%ﬁ%@%&@ﬁm Efe%gsegﬂngfuﬁ Iao‘%:lab%’ %@Pgﬁqﬂféﬁ?ﬁ%f Yati ng a
veri fi cati onapt @casantidigesiafor &ie&@hfeﬁﬂbﬁhd@ﬁgﬁi&hdodzmeﬁcﬁﬂlﬁdﬁae@m e Whitlde
first enbodi rre t of tfiq i nvention; 10 Flg 7'i% a &‘FOCK di agram
illustrati ngseé SSPioREF E’%?PBE@%%OWBQHG%‘PW gred fHythg Fuidpriiatad osumerisig2 i nt o
a printesh veirmheiphietdanaeodally SRV BnpBlR SohENin hdhiBabaYENt | N

Fig. 8is a ock di agram Iust atl g a veri catlon pr o paper
docunent in Ltﬁlcatm@pwmommohﬁmtmnfofnhd: pmmtbd)domﬁntnfa tdpy darmveetifiedon; and

Fig. 9is a gér% £%ﬂ}§eypr}1%?ed 0%|u| ené | lustrating a service center for

In accordance with a third aspect of the invention, there is disclosed a method of

25  protecting the legitimacy of an electronic document and a corresponding printed
document, the printed document being a printed version of the electronic document,
the method including the steps of: generating a content digest for an original
document in electronic form; authenticating the original document in electronic form
using an electronic seal or e-seal, the e-seal including a visible seal of an authority and

30  the content digest embedded in the visible seal; adding an optically sensitive
component to the authenticated document for printing using a trusted printing process,

the optically sensitive component containing information for indicating copying or



certification/notarisation in accordance with the enbodi ments of the

i nvention. 20 DETAI LED DESCRI PTI ON An el ectroni ¢c docunent and a printed
docunent capabl e of having their legitimcy protected, and a22vwtakeR00an
apparatus, a conputer program product and a system for protecting the

| egitimacy of electronic and printed docofrents are described. In the
follow ng description, nunerous details are set forth including specific
encryption 2gnddGdiiod ¥ethe prRERId0RRINKANE alcBF B MYET: d%mo%rﬁftﬂégfﬁ&' ng
nmet hods and the |ike, for Iié\%arrpl e. It vvial Iﬁ%e appaﬁreent to one |I?ed in
the art, howdoeumenthat the present invention may be practiced without these
specific details. In other instances, well known features are not descri bed
in detail so as not to obscure the present invention. 30 For ease of
description, It BeoRmHaesivir atisuwe adpe: IVl eRidnatheres8 AkcRe&ril ARMradls for
referred to as a "systenf. Conponents of the systemare described as

nodul es. A nibitedingdheilegitinggy ©f e plgetretie doryangnb ard 4 corcespomding pyntedan be

i npl enented | i . -12. har e spftware. |In the
sof tware sendacithbitthe prified YBEGlet BRe wb AR RGF ot BRI Boaliforty
usual I'y per f ¢theapparaparihéladihgrmédns ¢od gehe@ling elcastest digdrefdransriglial t he

har dware sense, a mpdule is a functiopal hardware _ unit designed for use
with ot her cORPERAILelgstropig torms mepns fopauthenticating the erisinahagement itpl enent ed
usi ng di scretRcEbEEF5LE : I i | On: ntire
el ectronic cir ((::uél)t suﬂgﬁﬁ a%é:%{nragggﬁ&%sée? ?%rné %egg?ﬁ% géﬂlﬁ:gg?ﬁa% %gﬂg‘?% %‘%P?ie

(ASI ). MNinerpasthotityemdplossiniért digestsentbeidded inThe sribéksdal; exkans fdriaddimpgtanwi | |
appreciate that the system can al sq be inpl enented as_a conbi nati on of

har dwar e and?B%?%W?@WMW@GO _ a@&?ﬁgsﬁ%ﬁ%@%&fm@eﬁ% UiRgar ence,
the descri pt i@Sted BRhHIESOERS, &%M@%@ﬁ% Rbondnt MG EW Y maRYS FGM 2-
The E-seal and E-seal Conponents 3. Protection“and Verification Process 15
4. Product / Sérdi¢atiag capyimy er mpdificatiorQyitheprimtad deermoait frem tepyodr mddifiedivent i on
provi de an i rat-ed docunment |egitimcy protection system including four
pr oduct s/ser\%r e£%5$‘63ﬁ‘8’ﬁ%%§%°8£‘§8 delivery of 20 trusted el ectronic and
paper dotsinents via the Internet and/or an Intranet, and
certification/notarization services. The enbodi nents provi de net hods and
product s f or I egridanegyith adifhcaspest obthednveatiens thersiiv diselasqdra eprentetocunent s
using an ele j " e " - -] '

representati g%c{g%?h gw?gr@as}%)ar‘{ﬂ{sg aaﬁ)t en riug?ikélilg%ﬁﬁﬁﬁ?{l}gh@g%ﬁé@%{éﬂ%ﬁa 1? ncl udes
three maj or porpponeodesmedis eenboilibhacindad prpteatinglthedegititacybBatpdledtadaid i ty of
t he person, ich can,be an i e containing a |l ogo, real seal, a

si gnature of \‘%}W‘i%%ﬁ FOIB?SPQHE&BFWS% aBWW“t’tth%H?’QW gﬂ"%"éiﬁ@ﬁla peopl e

i mredi at gb y Fﬁﬁeéfd%ﬁicﬁl&f*aﬂé élé&ﬁbnﬁ%cﬂ%ﬁﬂ%%mﬁerﬁ)ﬂ%%y?w&t i ﬁ%@ed
into the seal images to protect the integrity of the docunment and the

wat er mar ki ngcompeiermsadabte progtaai esledngpas forgfentratingla contenitdigeshioz mh opigtabct ed
by crypt ograﬁhi C Slﬁeralti ons. . Any 30 di f(iagﬁti on of docunent content
creates i ncoRSr B i ol dTaREEio R H o TR T AR IR PrO B MLCodE AT T v de

i ntegrated phgthegica@Re fhelorifiahdsduBisent BIdlsctdNEt PBARYind A6 LIRAbSic sBaldp¥e!
di gest derivation algorithmis utilised, which generates a simlar digest

for 22 Mar &l 2boaseal ncdydieg ¢ visitde seabioprrpantharily sndthe conteat digesinent ; 3) an
by & aped] at RpbdeS i BRRAIER e b RPER A e BT gy | 1o

by a special printing method, )

the docunent optidatigisersiteycohpbaé t@ fHeuttgticalbidniieatfor pAAGRE bl §onponent
protects the original printed docunent from possible forgeries, such as
cut - and- past H“%Iﬁ‘gpmfﬁiﬁ reaesssihegptingBy senspipergmprac sentaimmgigionnation fare
optically sepsgti; : verd ficat i e i y with
sinpl e or co{%ﬁ%éﬁflgg3%@@@%3&%&&%@?@% ﬁ?%%@%?rlp%g tosr\ﬁt‘%&gf@% er form
an i nt egr at edersoh i theprinbedodcaument. bot h an el ectroni ¢ docunent and a printed
copy of at el ectroni c docunent agai nst possible attacks. 10 The

enbodi mefit s of the invention include four products/services, including
trusted docu R ' ertificatlon/ i ' .

el ectronic CEE%EO‘S‘?h%ee‘g@?Sﬁﬁhg&fpﬁ%m rf Elﬁﬁ‘ﬁ‘?%ﬂtg’l‘r‘?aa‘%f"gﬁ idﬁgfogéd %g?;%%ﬁl%?%ﬂg
docunent by amtiwiopk rpastectes thd legitieddyad an pleottonit doappantahdis, conput er
program product system can be applied to




15 different types of docunents.” The enbodi ments of the invention offer
three level s/types of protection. A visible seal provides |ow | evel
protection to warn people that the docunent is authorized amp prahevped.
The wat ermark provi des secure protection from possi bl e unauthorized 20

nodi fication of the docunent's content. The optical sensitive conmponent
provi des effective protection for the printed docunent with sinple and off
line visual yerdhbedhi Bﬂnted\qsaﬁﬁaﬁﬁHHEhﬂmd B EurfR R BEingBHritcdl o6 ¥f the
user-firendly. People can deal wth an 25 el ectronic docunent in a way
simlar to asleotrefiiadesunpapdhe sitauminetuding meansifon gtagatmesd gonténh digestifodi ment s

provi de an integr.at sol ut.i o or. hoth an el.ectronj.c docunent. and a

cor respondi n§" nglﬂﬁlg%c{}@fgﬁ IBﬁ?e#ﬂplg%gn’irﬂ%ﬂf%frﬁmﬁé %%%E%?nglﬁ el ectronic
version and dofiaRek iv@E&iddi: fa,hnalsﬂ@%rm&oﬁ_@\éeal_tda%Ls@aladx\é%psea%@ludﬁagoa bot h
types of docunent are required in nmany apé)l ications. The integrate

sol uti on 30 isible srat of oy autheyitk eyd thegonieat digest ginbsddsd in thervigihle saplpmicanst i ons.

i ch veri 102 HnEabiobiclb' iyt PRERP B bRt Rl e The "

optical |y sepsintingresigoaponedprittthg gisedss, the SticdD e SergltBetcompbierd Réntaininy ed
docunent and_ effectively prevents these docunents from attacks such as a
screen dunp HHermation fprdhdigating copyingg modification e the prived dosHBERERECORYai n,
an el ectroni g, se@lfeAeRi thd DriReg Asdange W th the enmbodinents of the
invention i ncT uges eav\?l&sal%gﬁe %ﬁ%ge ?élentl ?’yi ng a person's authentication of
a docuneh®. The e-seal represents effective and efficient protection

regarding the 10 integri of the doc nt. Figs, |A-1. CilJustrate an
exanpl e of - ol doaunSe i sysaltnmecchal e Hieibotieiean fisclgred 35T Bic T on.
Each e-seal prgdcthaeichifitacPosn SRPRME B timeRt ¥Sd Blrfes 6nc§ﬁg”‘fr>]riﬁtg@ge’ a
wat er mar k contai ning a digest of the content of a docunent, and an

optical |y sefdefumept thosystenemcludirg: Fiegns for gendnating areutheptisdted dloctraniié ch can
be attached t0, or . incorporated in._an .electronic,.docunent .(not. shown). For
ease of illuf? ‘C'inEiﬁ?e lﬁge%l-c tggleieﬁ ¢ dogpIsnt eliding contgi of : Pﬂ%m?lect angl e.
The e-sesd 1d8cunitgt idkdectnid fRgCarPéle@rdd®d SANOSe-Sdalfttatithentlch@Ay (bW ankang W)
acting as a visual identifier of the signer of the docunment. The visible

seal 110A i soksipal Josugens inslecirppigdomy thae-seabinediding & visibde sashoan antlpnity
besi d 20 'S s i ' ing f h
esides a mPcF% écgif’felftﬁzgegﬂéﬁw‘ﬁem@%s%a&%@ﬁ%{ g@e&e\%@fggﬂ%ﬁééﬂ g from the

scope and spiri Invent1on. For exanp e‘Inage 110A may
be a docunentensitive edbmpendnp gddedan thenmgieentitated plectsanic doduntsdt foa pgiheiphusng
synbol, and the |ike. Numerous gossiaﬁi lities exist which wil| be apparent
to those ski PIFUECH RUPHRS Bropessythy PRFally spRmitiv CORMoBERTCORBiERg nfagmaiipn

further, o hefdgmipgtﬁlfgict@?%g },}%dif&aﬁmﬁ%ghxte\&%%ﬁ&mg %MQr zinagi%afﬂt I on

25 about the owner o e Visible seal 1 to protect t g ership of the
vi si bl e seal varsioA of Thegpratgkddcuttot; aleos fonokafias the legittmamgr &f thd OB appeari ng

as a noise-li tri nder. t.he i e of the.si tur 1 CA., The wat ernmark
1208 conveysattfetisnlsh eletffhic goSunET Rt oG n futerticotad eletiGpifa | on
cont ai ned | nd&&&dﬁﬂﬁt&ﬂ@@bpﬁé&i%@?ﬁﬁﬁvé %ponje?ﬁﬁﬁfg, th8 Rdstbd BrihtideSProt Qs Pr Ot ect

the integrity of the docunment. The digest of 30 content is described in
great er det afl¢pendensupen therverifyipgmeanscto pGde an authenticated printed document.

25
In accordance with a eighth aspect of the invention, there is disclosed a method for
protecting the legitimacy of an electronic document and a corresponding printed
document, the method including the steps of: generating an authenticated electronic
document, the authenticated electronic document including content of an original

30 document in electronic form, an electronic seal or e-seal for authenticating the
original document in electronic form, the e-seal including a visible seal of an authority

and a content digest embedded in the e-seal; generating an optically sensitive



-15 Fig. 1 Billustrates a corresponding e-seal 120 rendered on a printed
docunent (not shown) and again depicted within a bl ack-Iine rectangul ar
box. The e-seal 120 includes a visible seal 120A and a wat er2mMarch2iB4
contai ning the digest of the docunment's content. A grey, rectangul ar
optical sensitive or sensitive conmponent -5 120C i s added ri ght under the
watermark strip in the printed docunent when rendered. This is done prior
to renderingcohpbdit SAERWItH thelbbtiratiBatéd 8l8&tRhid¢ SNUEIhNEbr RHAGES SsinERtruged! | V.
a serial nunber (i.e., 99072002) is added in the conponent area 120C to

i dentify thePphiiRg p@cescinepticallyisensifitd eompopentansiainingindompsioafer 120

cont ai ns i nf aramt. L ndi L[ i.n r..nmodifi.cation of t.he printed
docunent in g{dclr:r%%bg%gﬁ{rag ﬁ%%?gl?%é@%eéﬁﬁoﬁngﬁegfj ﬂ%unb?qtrll? %80@/0?{&%415?(1 Fig. 1 C
i s a depicti earsivh citheeprivged dddihenn) veri B hedaitivhey fhe bhtgbmdataar i nt ed
docunent containing the e-seal 120 of Fig. 1 In Fig. 1

B. C, th
phot ocopi ®d &lesEanc dogmpent; rinting e ahraticatné elegiwoni p documpent ﬁ%bﬂ’@g’mipﬂi]%

portion of t i ATRY/ ! i i.e.,
Phe. si gnat ur Ssis e Rpblet ok oG ermanERodets dboRith PEGFERY I 71
E- seal [|n t hetephbpdviderrnautifentideted prieed deoumeat.vi si bl e seal can be viewed as
a user-fiiendly interface and a visual identity of an authority. Huttinger,
Stephan, "Online Ticket", Conputer Graphik, Vol. 11, pp 9-10, January 1999
di scl oses a {Y\RscHidaRESHANE nidtk aldecPOF tH8InveREs, ke i%%é@ds’e&ﬁ%?&?u@?
docunent, which is an easily det'ectable code of encrypted information. A
bar codel®s arqgrammpriubi haying couaputerhiselhle ceaditve haldng e ceniphigr seatiaile code
reader with a very low error .rate,. but is not .readabl.e by a.hu bei ng.
That i, wit ROBHhPodeags sbogisd ki U eias fsdesibmety &t A flRdranteq by
i's not Kknowndodntkn®anth® toréepbRling pHisteddburhdnt,the chaputePpt@glatn provadd d one or
not without a 25 testing device. An authority, either an organisation or

i ndi vi dual , BFlusing; sempuighregdeble pewgram codd mpansdor graerpting go authentiogtesdt ure, or
the like. The.l 00l i VisSl .C nent. of the
e-seal. To p?gkt@?@?ﬁ%un%ﬁé@%% pcncgfrggttehé%letg- §ré1éld§&%rllgl}t?£ﬁ qlﬁggg rgﬂﬁv?/gfﬂ%r mar k
i's prefet@bl yriginbletidemhchnineldehronis dodm, s trolicacalvriessehll for wathaftivatike

i nformation y jncqllade, but is not |imted to, the nanme of the owner and
the date of g‘ém pevgrent Heelsgignic orRetheiereal ingluding adsiblsscalitfipided i n
the seal | mag@hodifs 4:0% [ : i j j her

per son cannot pcr) et?end tégﬁ%gf %ﬁgéﬁgﬂvﬁg@&qﬁ% é&a@%%%@ﬁe‘?i%&d?ﬁnlg&@é}%

wat er mar ki ngcddsrmeamp oi generaping e opficattyissnsili sousgedentraddekto thagemar J., and
MIller, Mtt iy evi ew .of, Wt er mar ki and the | nportance of Perceptual
Nodel | ng", . PROBEnSP e P oG TP e POgA OB AE s Bermge. oan
be | ockegh byopthal9waRitivdoffponticorith ﬁf&&faﬁwtfémmcﬁn%]c%wn%r! n a
secure place. The owner unlocks the seal inmage and uses the Seal image to
si gn a docunBwdificagerekthe priated doatroeniing copeoswadifiedwgrsionaf thepriwed usi ng a

password, a [ .ar r._bi trics. 10 2. 2 t er mar ki a. D eest. of

Cont ent Seal g&glrlﬁ ng’i%é)gﬂgf“ l%:rr 5%ad§|?1q§gmpg§%lé‘rco ORI fxaﬁmgc}g?&%“m"aeoﬁ&e of
the | egiti maytheftickied elteaunie docuhetpetiepuifiaefiabll prafriatn/codt nidags fRal and the
signature on the paper_can be verifjed sinply by visual inspection. For an

r ] y : ;
el ectroni c dBEHHReThe aptherticated slechpniciiocemartand thy onticallysrnsitivecompengnt

unaut hor4sed a] : i I | A r k, which
'S embediod oy e AR fEAAREBRdch bk R hEEh AT N o
"digest"” of tdie memsf@nterifving enprovieenautheati¢aral prdjted déonpeat.of applications
requiring docunent |legitinmacy protection: The first type of applications
are those where docunents are issued by trusted authorities. Exanples

| ncl ude gover{yuRBdaferFlh & et el S invBIREC HeREis MHCIRE L bt gt heT T
agencies carry out the 20 legitrmacy veritication. In terns of I nformation
security, theusted domintont delkery vis suetwakdthe erdtiddenclalimgehsseproft y keys. The

second tg/(ge of%@%ﬁj ications are thosegﬁy{hgre docunents are traPsferred anong

mul ti pl e par FIERSVBRATEFES CPMBIRRAEURR SBY PHIHCEN PUGST Al aREre logaldonsi i ci al
docunent's 25yérFyRQ T - GRIVRBH T b

per sons initiat|ngwﬁigﬁﬁg%ﬁﬁgg?ﬁ%ﬂggg neeﬂ g%ﬁg?ggggﬁﬁg%%?%%?%gﬁgﬁéfd party
i ssui ng keysdochmentupretectingythe lagitineyfa spired dooumendtin elecirorfio forat, itten, wit h
whi ch a nmessage or device can be transferred fromone state to another by a
specific function. For 30 exanple, a security key can be used to encrypt a
nmessage. Alternatively, a set of eigenfaces being a face i mage mapped into
a small dinension feature vector can be used. Still further, watermark

i nformati on can be enbedded into an image with a secret address. In the
above three exanples, a security key, eigenfaces and an 22 March 2004

—




-17 enbeddi ng address can be all referred to as "keys" and are nerely
illustrative. Nunerous other possible key exist and will be appreciated by
those skilled in the art. 2.2.1 Content of a Docunent The endpoNiarsarros4of
the invention seek to protect docunent content from possible tanpering
and/ or unaut hori sed use. Therefore, defrﬁphg t he docunent content in the
protection process is of significant inportance, especially for those
docunents si gRgehidsi fditdoRinBeRShaOMAg c&ﬁgﬁwaﬁ%hgﬁm SO EmEAN R crRhid he
docunent refers to all information contained in the docunent at the tinme of
si gning (i.eforapplcgntent digesefagdhd cantent héthderiginah tipquniant inuelecignicafpon areind

format. For a cument wWth l.tipl.e signer t he .content .is defi.ned as
content with® g@ﬁt@?ﬂlc f%wrﬁé%f%tﬁggﬁnﬁ?%ﬁértﬁé W@P?léjt%mér?ﬁ‘ﬁﬂpglef:go%e_re t he
contract is Sirg)et dOyeat MRludalctd @Sibld Raloffanadithobipid thebiteRafifdses sign a
pl ai n docunment, being one 15 of two copies of a contract. The contract

content i% thabedsied émtheaisiblesealowendingte protectad sognsdlactroni¢, docamentfeom g si gns

th th d i i d by th th ty. L.n thj ,
the content STOTRPAR 4t Pt RS e Rort 8L BRI ocgliPp Pl 573
shows a seconewexqmptifying thesedeirlihg artyner the eént pfotedet €Bétrahed ddbubiea W th

respect to a particular si %ner of the docunent using a three signer
exanpl e. A dBEEER:thosent protected elestranie dosument atdhpisesprd meppote locptign ofthed and

signed by a Bé%?k-@@ﬁcﬁﬂgg F\%gﬁiy.t SERE skt tp%)t?%%% O T ﬁocrunﬁ%xgtcfﬁgg i son

si gns the docunent and it to a erson. i'Tst petson,
t he cont Eht Ra&fy dfthe fisst bhoatiore veri BE: the depitimadshef satiodeat pmofeotedrlidcabnicont ai ned

e document S0 HEeACEREHEEBT o BMons DA o b ot el FARTRGH Qe 25
shoul d i ncl udgeuntit &Y Siithted2 2ddink ah BBt MIlyIeRGMiv: Bht 1838 ahﬁl%ﬂtfi%aiéf

person's signature 224 ‘and the second person's addition 226 (suc
comment s) t odedwmend&upeinting Tong héustad paniieg songsst dasd omivalnser@BBeof t he

docunent 200 _incl udes the original cunent. 222, .the signatures. of the
first pers onc?lalioﬂeng?‘no&lt&g@gg r%tg BE%%O&&?) d g@fﬁail{l% FORYERg ‘Pfema‘ggﬁ?@r‘?tosfﬁ?dt he
second PEy sOpridte dacitndnen 4 BopybrRRsEAR] Yatfion MEtAd BAnfebAbcuth&R; Siggnat ure of

the person is inplenmented as e-seal. This can be formally witten as: 22
Mar ch 2004 - pntag acopyodsaid prgectyd-elgciipnie doqumeng uging a iy sted printdg prigeess.
docunent at the tine of signing by the n "h person, S; , is the signature

of the previ i i Walall on has a sequence nunber of
0, and 8; isﬁﬁgﬁé%ﬁ:%%?f%&t(ﬁ@rﬁWih signing person. In the
embodi ment s Bf tht islidwidg Bédceiption, RebB U BRSks Ofthé I eAl@GLATE AbscEiBBd Bieldi®n to
enbedded_into the e-seal of the person when the docunent is signed by that
per son. Zher Bcidsawipgs Ay HaR i f the di gest of the document content includes
the original 10 docunent agai n when the next person signs the docunent. The
redundancy occurs because the digest of the original docunment content

exi sts i n allige-KedCaregregbdalesingipendluseatigns. exbmple dfanersabdndaba fdlsd @hcy,
when a person signs a docunent, the person verifies the 15 |egitinmacy of
that document®&g angyo%quneg%% filsRyotectionin aceardpncsnyitihherembodinents ofethe ast |
An al ternatiygefRishod is to just enbed the digest of the |ast e-seal and
the person's addition to the document when a person signs the docunent.
That is,2%he content of the first signer is Co, the content of the
subsequent sjigners i, are: S ..+ 6 . This i.s.secure and. sinpler far the
following r eg]%()ﬁés‘.a%aigﬁagsﬁﬂgilluég?ﬂn@-as‘é’élfenéQ?ﬁf@go’f Fﬁi‘eﬁlieg%"s‘ioc fepie'ifont ent
of the docurppitiphd sikhes il 4BRobndd With B HRGmIEJIBHETUrehe iabdniBnseal s forma
protection chain. Breaking any part of the chain results in uhsuccessful
aut henti cati on.

Fig. 3 is a greyscale image provided as an example of watermarking a seal image (i.e.,
30  the Lina image) using binary coding to embed the document digest in spatial domain

in accordance with the embodiments of the invention;



2) The digest of content for the i"" signer can be witten as: D, =d(S; _°
+8;)=d(S;";8 +d(S; _Z+8; ,)+8;)=..., 25 where the e-seal includes two parts.
One part is the e-seal image, and the other part is the di gestMatchidoed '
content with respect to that e-seal, which is coded in the formof a
watermark. The fornula can be re-witterldntil the first signer, and then
the digest of the content is known with respect to the i"' signer

cont ai ni ng " i 1 : a5 : i t hat
person's si gﬁ?gﬁg%th}}kﬁg%géﬁé%%‘%gaﬁ%ﬂjg?gyg}]ﬂ?e theﬁgﬁggﬁn%maﬁ&dpgﬁgsggit to
each e-seal (eseh)reteetion intaserrdancs with xOrst esbodimsht afithe nvesticter of si gni ng
of the docunent. On the other hand, people tend to place an eseal at a

| ocation that is near that person's addition to the docunent. This is

anot her cue afigtR 216 di8grafmdbhstrating adrodeb Sl cot@hict ddRuRe SRz dfkh
enbodi nents of this invention work for both el ectronic and printed paper
versi ons df #sigseumsatl.inFeeordaticg adth thefirst pabedimeneefithe tivertinn;i s able to be
readily derived fromboth the el ectronic and paper versions of the
docunent, and the derived 10 digests are the sane or quite simlar. The
"digest" of &igledsiabhick gliapedih eihistramiy P ecrtihtine proasssForaieledttonit document
representati on of the docunment having a size sufficiently small so the

di gest can b& ¥BEdaeywith ity fingerphodimentiohihgdnveniigne are two i nport ant
desired properties for the digest generation function. Firstly, the digest
must be sensitive to content changes, including changes that nay be quite
smal | . S&¢ondigy 7 isle block diagravh dubfratihgyeptinting rewess farventatispai elattrdmdcat i ons
so that the l,ocation of changes.can be detected as well. There_are many
appl i Gabl o mPHBREL {0 4SFR( VRIS aeraitnssciiie Sreemberimeat 6T Bt r oni ¢ and
in paper for g Rentidfie digest can be formally represented as "Digest = M
(Content)", or "Digest = MKey, Content)", where Mstands for a mappi ng 20
function and "Key" is a secret value shared between the issuer and the

' ifier. G hel f | es..of ..di t t echni . h ,
Tt will be abBapent S5k ehstn MfisFROES ifreionmiogrssdi tner ORI B (hat
ot her netfodacdredanbewithakd fiscembbdiRept ofdBPRvEAIE; Bi®M t he scope and spirit

of the invention. The exanples include: 25 1) In cryptography, a nessage
di gest can be generated using a secure hash algorithm For a digest 128-bits

| ong, appr oxi : %Zag] g@g@ ' re finding two that
have t he sang{ESPgéaggé i u |%§ﬁ§ygﬁtgﬁ%%&§g%gﬁieq§§%ci ner, Network
Security. Pr bettifieatiommtarisadbn mmctordandeubitti the\daibodimdniFbRhe hivieattoral | |

Engl ewood Criffs, New Jersey, 1995, describe details of such secure hashing
30 algorithnms. Consequently, it is inpractical to find two nessages having
t he sanme,gli ggﬁTAﬁmﬁjmcmlﬁTWographi c digest is suitable to electronic
mul ti medi a docunent, where the docunent IS content is digital and has a
crisp defi ni Anghectronic'dosmmentand a“pintddatoentnent capahly pf apimpthienr leigmaty i s al so
applicable tg unent 2 March 2004 -20 with text content wher

opET carchar SRSt BREDMCH1ogar SRR o A KOt PRogass HRERE: S Ay dGE urrent
to el ectroni grot@king t@eﬁﬁﬁﬁbi‘bﬁe@cﬁdrﬁ@ﬁ{d SEBRNERALs ardligRabed. {IRGHS €XT can
be divided into several blocks, and a small size digest is generated for
each bl ock. THewingdeschpiyes nuingroug defeds arg set fofthinadudingspecificancgiptests. A
secure hashi |.gor | | Sy seudo- random mappi n uncti pn. single bit
error in heﬂ%%%ﬁlgnf %n%g]n{ragkslﬁgfecﬁ%qgeﬁ’ 8?1%%11 &lgegg?%ﬁg@oa%ﬁé@ﬁl ﬁ’efoai gests.
Therefore, tbengsdat RHillok appestac oie skilled st thb ert Siovasvef, KRR tithiirbdat

transm ssion, storage, and format conversion, 10 2) A sinple digest of a
docunent (e. HvepayyBay bepracticadavighout thespapegidicidetatishin etbprisstangesovellr f ew key
docunent ite ' j cTpeB . . name of
t he degree, g%ah?ﬁéeal‘,%%s{%? h%edserg,&%ae[asﬁq@%‘lﬂaleitsg%/ﬂ(?‘trgg\?g%ﬁu}é;&gz)f ‘%%gt{ lre“é%nlr&f)o\ﬁi c and
paper certificates is to manually input those itens. 15 3) The content of a
pi cture ?Oas di fégi_:gnt formwhen conpared with text. The

or eas escription, the embodiments of the invention are each described or
referred to as a “system”. Components of the system are described as modules. A

module, and in particular the module’s functionality, can be implemented in either



representation of the text is exact. A one bit change in the content of
text results in differences of the text and, possibly, changes of neaning
as well. On the other hand, the interpretation of picture i sS2h®lardghrXdo4se.
For exanple, the content of a 20 facial inmage may not change even if the
imge data is reduced from8 bits per pr%%1 to 4 bits per pixel. Therefore,
a "feature neasure" can be used to represent the content of a picture.

Feat ure nmeasysQ§adl & BRWaARS IR PR Re ﬁngé,gﬁ?od&e fsaaofsﬂdée%s,trﬂ?@grm§ br sal i ent

features of the inage. A typical exanple o eature neasures for facial

i mages is thgowiogdhdreafethapusupdy pérdorths a'Rrtyedrdorctionror reated firtctions. , Inoeir nal

25 of Cognitive Neuraoscienc Vol 59-70 9l. provides detail ed

ot or mat on BHOPRTS eRsn P o e fusclionREhen e val SRy aRieer S lE hier o

proj ections, cemfoneRtst @mdéthiddst IFSAELMibIE, U hod @D HRTRtRbleAntdd usfag dFRRGa! ez
and R E. Wods, D ~t~ age Processine, Addison-Wsley Publishing Conpany,
Readi ng, 3998leglsanie corapensats, ait BauHmS) pardor efan gntirerelgetronie cicanit Weke ag he
salient feat I CL-dr i : S 5:.not _resul t
h mich changs APeTbnSpEbith el Qo AR SRR SRR RBIR sl e
bet ween an elThodershilled ifl delarewill @ppaedidie thao theaypromadian glspibe Ainpkmeatediaen usi ng
a pre-determ ned threshol d. Feature neasures 22 March 2004 -21 can be
used as a di §&8pPinaten phardyare apg sefsvarempdsiesct r oni ¢ and paper form as wel |
as for other non-picture data in raster format. The ei genface and VQ each
can be considered as a keyed mappi ng function, where eigenfaces and the VQ
di cti onat§y aFer éeysnifure dand easeaqipefecencEi the désadpomindludesMRe dolbdwiagary vary
fromapplication to application, and there are many choices. 4) The feature
measur e conc@ﬁ&oﬂﬁn be extended to derive a digest for a non-raster data
format (e.g. a symgboligvRdweeSisdhmon for graphics and category or 10

di ctionary-base representation for text and table). For exanple, assune
that a doctor did2a nmedhe&tsealandiE-fenl Campenerdh. Since there are typical
cases/ categori es and s?ﬁngﬁp d§§ﬁgj H}OQ§ t hose categories can be coded,
the and use code Runber can BE G HE 639§Sa di gest for the nedica
check upislocunent 4. 15 Brofludt/Peridceest Derivati on Met hod Based on a

Bl ock- Wse Codi ng Technique In the enbodi ments of the invention, an
effective digest derivation nethod is proposed for use based on inmage

bl ock-w se cedi ng AN, gH K. Wi and R E. Burge, "Adaptive Bit

Al | ocati on fg'r IM%@W, Comput er Graphics and | mage Processing,
Vol . 19, 1987he ppb3ditieAB@fdesioveiontpioddered imvebrated dedumidnt lepiten® advant ages
of using this are that the nmethaod works for both el ectronjc and paper
docunents anB A FECRSTHG: @Qﬁg’ﬂ‘@&%‘é‘imﬂ@%‘i"ﬁ/ %eﬁ‘é‘c%srﬁﬂﬂfhr{ﬁfSPE?ﬁinf&gV%&%t he

| ocat i omy@f &Bﬁ@&@ﬁcﬁcﬁﬁéb&[@g&?&@&o&n&%ﬂ&%ﬁk Thieridd ah @SE & Ik @h&BIng That i's,
the el ectronic docunent Is converted to raster data format, a paper
document is tetifeatvwiotatkation savices Tbe enhvdinfentsmoyidandthmds ehdppwdpetges of

the d t.are . t enat.ed tes ipmge. The method includes th
Fol | ow ng ot SBOCEBARHPPICCH SEBl BT TR el B R e SHFPRE: pal 1y

the bl ock capedd@rot-sadly. The e-seal is a visual representation of a person’s authentication of

the document, and includes three major components: 1) a visible seal providing a

25  wvisual identity of the person, which can be an image containing a logo, a real seal, a
signature of the person, or a combination of them (with an e-seal people immediately
know who authorized the document); 2) a Watermark, embedded into the seal images
to protect the integrity of the document and the watermarking information contains
digest of the document content protected by cryptographic operations. Any

30  modification of document content creates inconsistency between the content and the
e-seal. To provide integrated protection for both electronic and paper documents, a

novel digest derivation algorithm is utilised, which generates a similar digest for



30 shape and size. ‘However, usually a block is chosen to have a square
shape. The size of the square can be of 4X4, 8X8, 16X16, or 32X32 pi xel s,
dependi ng on 22 March 2004 -22 the imge size of the docunBmiardh»®odi gest
size of the e-seal to be enbedded, and the required protection accuracy.
Step 2: Each block is classified into omd3of a number of predetermn ned
classes. The classification can be done in either the spatial or transform

domai n usi NgeRceddibghd pavﬁegméi'on@bp&Ho&ﬁ{e%t;%pma{gﬁgg&lﬁig%g@fﬂ& tﬁfgﬁtggn the

bl ock. For exanple, 11" vector quantization opt ed, ock
must be nmat chditddgdieintal goropcenieomihedly godsieciakprinthiganethod, wentabibad byi 2wed
as classificatioon. For the of a transformd i n_nmetho first, the

bl ocks are t ﬁSC?B?'rEéEP V?ﬂfg%ﬁaﬁgheé%‘iuﬁ’@mﬁ%ﬁgm%h%& PHO{Ag ﬁf’Bn‘é"I&uergy,

di rectional i §sitfvicREMPESerR Prbt&litSiBe beikRiAl flnBRaSHIES BB RRsIHRI o¥kAe{ Or each
bl ock. Using these four neasures, the block is classified into one of, say,
16 cl asses ( $whjas cpand-pastd andstuplicitondyarhatdsopying andyrascamings Wit e nunber s
of classes can.he practised). Far.exanple if the,block data.in Cosine
transform doﬁ%ﬁmﬁﬁ?"g eSS Egﬁtog%fga%w xgh ,lcﬁl)ofl el ge £t Vighally it $IBRIC Yeas ur es
are defined asminehlyangilabl®devisisePhese (b€ cothpRhtsQbgdth fei9¢ i Bidgrhted

determ ned or forned to be an array of class |abels. Energ ~ ~~ F(u, v)

~, where, F(elafjontopratechboth prpelectaniedacumenpand-a printed wpxofﬁb@_t,elqp;roniq

Energy a v - Bl s8¢ J niz de~radr Fineness = 3 '~z

dB~. zF(r, B) I?-br ~F\?€£1’3%E30§%Prléﬁ%{ % o Dispersion = -~~~z P, (B) log P,

(8)dB, whkre, P, (B) =f R~ F(r, B)dr | Energy Step 4: For a docunent to

be verifi ed,FE do g{irent i eis roc?s$£% t he sane way, .using the sane

cl ass parane ?%IHE IMER(§o Ryentionjipcludetouoproduete/seryices. prcloding frysied . The

derived di gegdcunfenfBUIRREH RIRLAR ColitRafiPRANS Eh, lecngﬁmetlfgxm changes
it t hose ocks

of blocks indicate that nodificati ons have occurred I n . Cl ass
definition (negotioblelhubiunet, andsigaingaf)anioffiGial doopmentdnyt melsipkeqtartids. (Thies

met hod and can,be defined for each individual docunent, or for. roup of
Gocuments. |+ et giha hpaRhys et B P e od i SPrn Gafr AoBieRdd cf ans
defini tipn i giffekdht types bPdstRbdentsng a 22 March 2004 -23 code book in vector

guanti zation. As an exanple, consider a class definition in the Cosine
transformdomain as follows: Step 1: Choose an appropriate block size.

clasees dot i ot PBROGRGHy of Bl FEhuR B AP, 18y Bk Br Bl YliS o1 m

each bl ock i sdabpiooiien o leapiSrotedliclottaw iin dacple Xiat #at doremet’ i€ GuthBrizeunds ent

characteristics of Irﬂose bl ocf{ks. X , ) _
protected. The watermark provides secure protection from possible unauthorized

20 modification of the document’s content. The optical sensitive component provides
effective protection for the printed document with simple and off-line visual

verification.

Advantageously, the embodiments are very user-friendly. People can deal with an

25  electronic document in a way similar to an ordinary paper document, More
advantagéously, the embodiments provide an integrated solution for both an
electronic document and a corresponding printed version. This is important because
both an electronic version and a paper version of a document have their advantages,
and both types of document are required in many applications. The integrated solution

30 s, therefore, a key feature for mission critical applications.



Step 3: Decide the nunber of classes n cls, according to the tol erance of
nodi fi cations of the application: the nore classes, the snaller are the
nodi fications that can tolerated. 10 Step 4: Use a cl usterimvargordodhm
(e.g. K-Mean) to cluster all blocks into n cls clusters. Step S: The class
definition for the given docunent inmage d4ta set is made up of cluster
centers and cluster |abels. 15 2.2.4 Authenticity Protection of the Digest
and Kev NRnageetihASthERaitaRath oy Sindiincha Sinial vty @Rhmepnl ent |
enmbedded into the e-seal in the formof a watermark. The watermark 1s used
to verify théegitimaerheferepyintifig abaddls thamepticaldy saneitive CFmponmtsnrﬂwrf[bmse, t he

authenticity,of, th est r,of ect e r 0 means before
t he di gest |y g%eiﬁfgag cang pflﬂged\ﬂtzg ﬁ%ral?g %&@e&bﬁ% ?rg%ﬁﬁ%ﬁe YHEEPEs and
term nol ogy @i Stesks fleRds AlstrReh dumpBn@e@sandRadle. C. van Oorschot and Scott

A. Vanstone, Handbook of Applied Cryptogranhy, CRC Press, 1996. Three
techniques A), B), and C) are set forth hereinafter: 25 A) Authenticity

protection o _thelgbg%%tal ifﬁé]gezﬁ@&]r Omnﬁskey encryption can be used. s is a

secret key shared e 1 ssuer and the verifier. Al so, E(s, D gest)

denot es t he @gainypi tlettrafic seaDbgeséal instebrdahies Wil tiss erathdlimbéms ofilghertext) is
decryption of Ciphertext under the key s. 30 The operations perforned by
the issuer i HoleRgen nchudespgigible %ed‘il‘ij’é@mg R HRISPRE aﬂ@@ﬂﬁ*@lﬁ‘fm@@ﬂt ent: Digest

Cont ent n t ext =
= M Cont et bl NS Bl Dy (R KSRGS s TR X
wat er mar kO Thﬂegrpgpﬁthecmsuxpemtf Figee tABNC ilhlstrMelanfexmnpilermcEIamdaeaIm) Extract the
hertext f nd denqgte t he ex cted ci xt as
S bhert oxt  + oydaie Plbhd RabodRen S BednimloRaredt ey D eb s e cr et
key: Digest’ comphentsch Qﬂﬂﬂ& @f(ﬁea) :vmdge' d “@%Mo}lﬂﬁnﬂ% gﬁ%st dPt8E&dntent of F OM

t he docunent content, Conten D gest" = Cont ent Conpare the
Di gest' wit haEbpgels@nt"andamdmhﬁaltmnsmst:@mp@lenbet ween Di gest'

U

15  Fig. 1A shows an e-seal 110, which can be attached to, or incorporated in, an
electronic document (not shown). For ease of illustration, the e-seal 110 is depicted in
a black-line rectangle. The e-seal 110 includes an image of a person’s signature 110A
(Jiankang Wu) acting as a visual identifier of the signer of the document, The visible
seal 110A is kept in digital image format. Other visible images 110A besides a

20  person’s signature may be practised without departing from the scope and spirit of the
invention. For example, the visible image 110A may be a document header, a logo,
an image of a person’s face, a graphical symbol, and the like. Numerous possibilities
exist which will be apparent to those skilled in the art in view of the disclosure herein.
Still further, the visible image 110A is preferably watermarked with information

25  about the owner of the visible seal 110A to protect the ownership of the visible seal
110A. The e-seal 110 also includes a watermark 110B appearing as a noise-like strip
under the image of the signature 110A. The watermark 110B conveys the digest of
the document’s content (i.e., the information contained in the document including
text, images, and the like) to protect the integrity of the document. The digest of

30  content is described in greater detail hereinafter.



and Digest" is within a pre-defined threshold, accept the docunent as

aut hentic; otherw se reject the docunent. 15 20 25 B) Authenticity
protection of the digest of a docunent content can be provi dEdMasshPYO4
Message Aut hentication Check (MAC). Let s _be a secret key shared between
the issuer and the verifier. The MAC of the di gest of a docunent is defined
as MAC = H(s, Digest), where H() is a one-way hash function. The operations

perfornmed byridepi iﬁﬁyﬁrfesia%h*éﬁiﬁindirb&e%ﬁpm(ﬁreh@&e@bﬂ@%n&ti doBem A ¢HsENt
content: Digest = Négon_tent); i) n].;)&;t e MAC of the"digest: MAC = H(s,
Di gest); andshawn) apdiegein Neciedtvdthime bleskdinquedtangilae bopelhe e-ocad 1p@r f or med by

the verifier.include; .i t _the MAC fr he wat er.mar.k and. denote it
ne whe ¢ iy R Sisuttt sl 1S nd RSl e S U e e
M Cont ent ™) ; dbdumentepatest. MAGrey retlabgulbl GRh! SensiBiElof ehsiEOIBRNFordAC W th
MAC' and, if the two are equal, accept docunment as authentic; otherw se

rej ect the déd¥fmispddedpsht)undgr thewatemeak $ripintheipsintegfdochment whentrerndanede

i ded usi Rg;.a. digi i gnat i viat ublic key
DT of an i S G bt S FANBI S aBMnkp 0 WIGSR[oniBNSe BASRUD! 0 SO
The digital Siptioadlly e seral hhmbesE.se BIOTR00DEIsdigesh thé c@nstoennEsd 1 ZANbe

denoted as S| G = &gi)ﬁa_{[l)%gest). There are two types of di 3ital si gnature

=S : ' !
schenes - di gideafifyd doganente dhepptically sersiatrrompanentdi2icentringi gnat ur e

scheres Wit hifBaeAR AaRNEHNE coffyidiQ md @RSHRh PRGN doculrddf haldgy type

of digital signature schenes is In t I ption OoW. npl es
of such &&henesodified ReAjonRfBhaprintad ddgupemy - Rigep@éd a dégectemadfian&tsesinl 00 t he

former type of digital signature schenes is straightforward for. thqse
G 1T e | Rt Shdtocdby of Mot attal oSl gmmet Sl S sk ne 5 ek 20 ER TBub i ¢
key of the i gSEgl 1€ hePhedtdiBat &-SealRPMBEs chhlge fh%ﬁeaﬁﬁ&tsbm aper formed by

the issuer include: i) Conpute the digest fromthe docunent content: D gest
= M Cont ent ) imperyeptiblaneridordeighe apticallysensitive evmponentdi2§dsnow gerceptitds s |

the et 11 er Uienaretgiredty ok WD & G bbbyl e o  ne wat or mark

and denoje it as SIG; i1i) Recover the digest fromSIG using issuer's
public key: Bijgesi/iisieRfa SIG ), where R() is the nessage recovery
function of the digrtal sSi¢ glzjsil g Sl gnat ure schene;

In the embodiments of the invention, a visible seal can be viewed as a user-friendly

interface and a visual identity of an authority. Huttinger, Stephan, “Online Ticket”,
Computer Graphik, Vol. 11, pp 9-10, January 1999 discloses a two-dimensional (2-D)
20 bar code for authorization of document, which is an easily detectable code of
encrypted information. A bar code is a printed binary code, which can be detected by
a bar code reader with a very low error rate, but is not readable by a human being.
That is, with a bar code on a document, who the document is authorised by is not
known, and a user cannot determine if the bar code is a valid one or not without a

25  testing device.

An authority, either an organisation or individual, often has a unique “seal”, which
can be a logo, a signature, or the like. The image of the foregoing is the visible seal
component of the e-seal. To protect the ownership of the e-seal, an invisible

30  watermark is preferably embedded into the seal image. The invisible watermark
information may include, but is not limited to, the name of the owner and the date of
generation of the seal. Other information may be included in the seal image. If the

watermarking process is not invertible, another person cannot pretend to be the owner.



20 iii) Conpute digest fromthe document content: Digest" = MContent");

i V) Corrpare Digest' with Digest” and if the "distance" between Digest' and
Digest” is within a pre-defined threshold, accept document a2 MatdheaQiO4cC;
ot herwi se, reject the docunent. 25 Note that approaches A) and B) are
suitabl e for situations where the issuer'l8nd the verifier trust each other,
whi | e approach C) can be used in srtuatl ons where the issuer and the

verifier do n@hod WhSmAREE BF OfripKEH Stebifdiflis MRt iBsK tﬁgé}&.r}q' ftﬂd( e.g.
address and Rgrarret ers) and in dr‘glest 30 derivation (elgenface are

gener at ed by MiHer év@ﬁthbr i‘AiReyicanef Wiatermarking aridghé Irhportafncc hEPetoenival nt 22
March 2004 - ddr ng ke ch nst ances i nvol vi ng
&6 m%n Pmc ?frﬁecg%’nt% Rz;}%ﬁlb{/”aﬂ yéﬂj

copyright pro renove wat er mar ks
froman e-seal, since such peopl e need to provi de evidence establishing the

originaligy QIse%hﬁ%ﬁ‘éhhﬁ‘ﬁ@lock&f‘l&’?themepﬁilﬁg%f @Jatﬂﬁlé’e@%tfoﬁbﬁﬁfs@&%§ il €

not a major issue erefore spati al dondi n enbéddi ng net hod may be nore
preferabl e thapcuge nbeetThﬁwwbcke@hmﬁdumagémei lsspatheasbaldnmgemmgthod is

ts egﬁhﬁqﬁgg Qgétm%éé‘gr Cf?ﬁ?s gogﬂﬁitr%‘h?&ggﬁg At? 1185‘%"?/ cﬁggtesd@ﬁ%gﬂ\é\gh %E"?nsﬁvroéciz@or dance

w th the enbe@kfienidsoobiotdgicshvention. M D. Swanson, M Kobayashi, and A
H Tewfik, "Miltinmedia Data Enbeddi ng and Wat er mar ki ng Technol ogi es", Proc.
of the I EEE, Vol.86, No.6, June/1998. pp. 1064 1087 provide a review of

wat er mar rot eg@nol %t%aﬂéﬁF Zlﬁg%segyb&etgmpr operties for watermark enbeddi ng
nmet hods for 1) Alarge capacity to store
docunent dj g&sdls and fignatites ont pﬁb&r(dhcmaénte:ﬁni)f(ﬁrﬁﬂeadwﬁﬂdneabfﬂm lécitirappl dfcat i on,

and. 2) Robust rin resc n process ch is a necessary step for 20
verificati onat?f‘{otcﬂlg‘ t} EPBEma él?‘ﬁﬁﬁ’éi e signatireon the B 680 Ban

utilise, butyaf@ed\@hply By $igichi lilﬁ e@iohl Fﬁgf ﬁ% El%&mﬁﬁafcnug&g\"gﬁé%gctﬁi Gbfthe  The

di gest 300B i s enbedded in a re ion o e-sea art of the
boundary of tomentat ehmdxrckmreetgﬁrmn uB@@Borissdton ellelgamimaggs i9maiBy téadized byga nal

i mage cont ent 00 Th ound 00B_s recorde t he doc t file so as
o Tact 11 ar delaDa dHends FPREd dp ihs sy BRfRDaT bR PORR Lo
boundary is teaheatdigencoertdocanshtchbRsal YIHal Rt 8% o hidforeplidrar k 300B and
the seal inmage 300A. Principally, the watermark regi on 30 can be of any

shape and at aplicatiensaequnng dequrmt Fgitbpacyinsoteeléans T first éyrepyflapplications as
1ong as the WAlRLIRI S uRbn i rdRERed W erfhd LiikndtRs RBLGGAL 18008 the e of

i mage conten
government gazettes and tickets, where the authorities or their agencies carry out the

20  legitimacy verification. In terms of information security, the authority / key-issuer and

verifier share security keys.

The second type of applications are those where documents are transferred among
multiple parties. Examples include electronic legal document, and official documents
25  in government or large companies. There may be multiple persons initiating the

document and a need exists for a trusted third party issuing keys.

The word “key” includes a piece or set of information, with which a message or
device can be transferred from one state to another by a specific function. For

30 example, a security key can be used to encrypt a message. Alternatively, a set of
eigenfaces being a face image mapped into a small dimension feature vector can be
used. Still further, watermark information can be embedded into an image with a

secret address. In the above three examples, a security key, eigenfaces and an



22 March 2004 -27 In this nmethod, the digest 300B is coded as binary

nodul ation of S conponent in HSV col or space in Fig. 3. O her possible
nodul ati ons to other conponents or in other color space are & ®Rrchd@ood. To
reduce the error rate, either an error correction code can be used or the
di gest can be encoded wth nore pixels. Wien extracting the watermark 300B
froma re-scanned docunent, there is no problemin recovering the

i nformation lhbbdting &REEUICERBe A réf@ﬁecffb%%é)&ég:cmg h&!}n%g}ﬂﬁstm@i\r@. Optically

Sensi tive Conponent The visible e-seal provi nmedi ate warning to
peopl e regar dumprelsadme possitile key exisrmdywilrbetapptecmted byobedchskillediit kheaart/i si bl e
seal, the optically sensitive conponent provides secure protection for a
printed docunent and easy verification by neans of standard optical

devi ces, sucholas @oaRecHR Db&Rger®r a commonly avail abl e device including a
photocopi er. 15 Any of a large nunber of optically sensitive conponents can
be applied i Ahe pabedipwaismdthsingéntionsctinipemoicordocPpmenicgoatsny fromi passibleof t wo

met hods for eddi tically sensitive co nent i.nto a.docunent, can be
Used: 1) b r SRS M RPbRlorte B, Tl itafi oTRERE ing'Bhin dy PRHRTBIS he
document . By prigéctioh ipR@esgRf sigaifieant ilnpoftiief EpE-IBINE for #RU¥BIUBcurhdifs SSGddr ©

el ements 20 can be enbedded into these holes and | ater detected by an
optical |ensb¥paginle pgrsefssi gned to match this particular class of document.
2) The visual elements of the docunent can be nodul ated to nmake the
docunent sensitive to a particular lighting scan along a pre-defined
direction by either increasing the resolution or changing the color of the

25 docu t. ' : oy . il abl e
oot ocopr o SR, By S HECAERFerER M i HRMEY Shilagl MU 7L ou
of a one pagéodmumtretrthd€ifhe dfsighing (hg. Apphdng aneé-sed ¢ the db2andR), dnsluding e- seal

parts: a logp 410 si.gnature 430 nd preferably a serial er). The
content regi o‘_ﬁt?@%gg]ﬁmﬁgp Eullis %_B?w%‘%@?m e?‘ﬁf‘@s’s@%@?‘ﬁ?ﬂtﬁ%@?%,as each of
whi ch may copmédt \ﬂtﬂlfe%ie%f‘fo AR SularSHGTer 36 AR %kamPle3PRhES thécdnBRli§s and/ or a
pi cture. 22 March 20 -28

signed by two parties. In a first round, both parties sign a plain document, being one
15  of'two copies of a contract. The contract content is the content of the document. In a
second round, each party signs the other document that is already signed by the other
party. In this case, the content of the document includes the signature the other party.
Fig. 2 shows a second example illustrating the idea of content definition with respect
to a particular signer of the document using a three signer example. A document 200
20  containing initial content 222 is initiated and signed by a first person, and sent to a
second person. The second person signs the document and sends it to a third person.
For the first person, the content 222 of the document 200 seen is the whole
information contained in the original document, shown as box 222. When the second
person signs the document 200, the document content 220 with respect to that person
25 should include the content 222 of the original document 200, the first person’s
signature 224 and the second person’s addition 226 (such as comments) to the
document. To the third person, the content 230 of the document 200 includes the
original document 222, the signatures of the first person (224) and second person,
addition to the document by the second person 226 and the third person 236. Note
30  that, the signature of the person is implemented as e-seal. This can be formally

written as:



2.4.1 Landmarks or Frames for Easy Location Frames 410, 420, 430 can be
added as | andnmarks for the easy l|ocation of content 420 and e-seal regions
410, 430. O her fornms of a | andmark can be used instead of fIaNMaschioDBOUt
departing fromthe scope and spirit of the invention. 2.4.2 Miultiple Parts
of E-seal There may be nultiple parts of-1&n e-seal. A typical exanple is a
formal docunent 430, which includes two parts: a formal docunent header
410, and a signature and/or 10 a seal 430 of an organization. The docunent
header 410 may contain the nam€,an® | ¢80 06, }h€;or gani zati on.
Classification and serial nunber of the docunent are usually printed in a
pl ace near the header as well. However, this can be part of the content 420
preferably. Wmered s thleohtehiodfithd Einicat AThedA T sipnials HRAK peftog, $:he | 0go
i mge 410 for protection. Commonly, a paper docunent to be a valid docunent
must 15 cont diesigotire af theaderiownibrenehofirstpigaingipgisah haes seqiba lunbel bf i S
desirable that all inmages in the e-seal arg watermarked to protect the
owner shi p, aPi¥sugs tiadditien i hedopanenrdydasigning persenMul t i pl e Pages 20 For
a multiplg page docunent, an e-seal can be inserted to every page.
Preferably a page nunber (numbered as current nunmber - total number) is
i ncluded in 1{gedHHARMANSHE AVSEGT, Btk BSest 87 818 dBBIrher CoRlRAUTRRAb&RAL ENt -
2.4.4 File of Authorized Docunment 25°For each authorized docunent, a file
cont ai ni ng nédedxea-seal of the patstwwhies therdogtmdntdn i gaedolrethaf parsdu. zr t her
reference. The information contained in the file includes a key for
authenticity protection of the digest and/or enbedding, the size of the
e-seal , par aﬁﬁéx%%refdﬁﬁd@lﬁ?(ﬁmhéd Lo f HR WchinéBt CRAMREIRAIdes R idames of the
signing persons, and the like. The file is stored with an authority or a
trusted thir doganeny again yéien theext persgusignsdbe decusnant. akhegsdundarcyf ¢dcurs 3.
Protection a bt 'Eq] S 4. - t.ronjc
Docunent Si gﬁ?cr?gggrh%g g%ée ig&’ngé:i ﬁ?ll dl?glf“r%g?tel\gs% E%E%égg%fne%f?g%&sp&o fe:Sslém?%r an
el ectroni c dpemomsnt according to a first enbodi nent of the invention. Wen
a person starts the docunent signing process, the person needs to unl ock
the person's e-seal 534 using either a password or bionmetrics (fingerprint,
face, etc). FofreBsdikbeRorRiseGcy Ahéh kﬁlﬁﬁ%nsv& ci&uﬁfeﬂglﬂf‘e Op%'r%ﬁ'\)%ﬁﬁﬁﬂh%o“’
verification nodule 510 for the verification of a prévi gus e-seal Is not
appli ed td t legitehagtofdmit dodouenrepiingallexdtioy sipnatufed Gromm thetfivet tditlyelast. of t he
docunent content is _.generated hy digest nerat.i,on nodul.e 520, either with
2 Koy or i t FOICTHE TS o Histban RuETEGH h A Sor i GRReTn
necessary. Adglifsstohe dBAIR WAES a PeBok BRAE heacimd@. KBM D3 Rntded to
the watermark enbeddi ng nodule 530 to enbed the digest (as well as the tine
when t he wat therfirstsigner enGpdbie dnters of thesubsaquent sigres itde %- sted)l Thivage 534
and provi de authentjication of E-docunent file 542. Landmarks for easy
| ocation of &ccyesAndaEPlehfr dle folawingsreagpaed. The final nodul e 540 of the
process yhcl C ' r 1 irpcl udi -seal he el ectronic
documntﬁglz&lgﬁ%e%ﬂ%%ggl c}a%eg%g‘?{yggggkﬂl\?e#ﬂhgg%ﬁﬂgrqg%ur{’g&lpt)la%t?])lfa'ilnmge(fo provi de
an aut henti cat eigringlanl) frndfofedll arehlafor dpotsrton cdih. Broddng hiy FA66f thé
mul tiple signi n%é‘gﬁris]ﬁns, at the tinme of the n h signing person,
verification i SNeETatEY aRcrrysivhanthentisplion.o val i date all previ ous
e-seal s. TheyPefiROfiodt of content for the i signer can be written as:

D, =d(S,,+8,)=d(S"* +d(S,, +38,,)+8) =...,

25 where the e-seal includes two parts. One part is the e-seal image, and the other

part is the digest of the content with respect to that e-seal, which is coded in the

form of a watermark. The formula can be re-written until the first signer, and then

the digest of the content is known with respect to the i™ signer containing

“signatures” of all content of the document at the time of that person’s signing.



20 additional information is added to the docunent, a digest derived with
respect to that person, and the digest encrypted and enbedded. Information
relating to the signing (adding the e-seal of that person) i%x mrddddda the
file of the electronic docunment. For rran){ applications, the content of the
document includes main content, 25 classilPication number, serial nunber,
page nunber and all other information contained in the docunent. For

appl i cati onssy %Héééh@@ié&ktgﬂitﬁf‘e%‘:@d't weacﬁ%t%m@hif?éféﬁz,eﬂﬂtmieqm eghcfa@igﬁ BEon

signing person i s necessary. This can be done using a password,
bi onet ri cs sucHheasrdei ofegpng nf thardc@beritaOe theosthertant gaodle tédd erplaecnessf ul

personal authentication,. the system does the follow ng: unlocks the e-seal
i mge, signs tﬁgalfgg&%pp%by%%&eq%s ?:‘%fé?orl@%?ﬁgo%@?e? n*YS & count .
22 March 2004 -a%gﬂ-@rgue\&rthégigﬁﬁg@@déﬁr ocess for Electronic Docunent Fig. 6
illustrates the verification process for an authenticated el ectronic

docurment 542 containing an e-seal and the corresponding electronic file 544
as input. Fi? t t‘@ £ ﬁr | ocated and verified by nodule 610. Wth

i nformation 23 S gf{tﬁ 5y Ccr mark of each e-seal is extracted and
decrypted t oTgetmbbdin@his@ifiish irliegest wolh®r Bbtiesdctrohictang peiatidgapev t h

respect to each e-seal is extracted fromthe electronic docunent, and

conpar ed wi t Keteioas af ydequmspt.r Bag ‘@lgest oph the do@urens porgntipehle to bpsadiine
parec Lt . . s \ .
Under o pr o1doieR RS Bitithe bept M fnd SuclfudbiohEOFRERoRmbt Suld g BLARAS 2

i mge may0 bedigesis aredhle samedrapktetshmilarr Theddipests bif p doafménts conteatdan bay
extracting the.capyright protection, wat rk in dul e 630 to. produce
vor! 11 cat T on S0 dedaerPrd FREESaRIGH LDt Brenat iR a stz sutpGieh g el e
this indicat _@&ﬂkra@gesh%&L&ﬁ&ﬂhé&ﬁ%&ﬁe%ts%atihﬁgepma@mi oﬁ&lmegﬁgéma'-
If the verification result 644 is "No" or "false", this indicates that the
15 docunent propemies for the digestgenerationsfunctiar. gastly,dneldighss niust esapsitive o kel y

| ocated at |ocati.o X~Y)...3.3 Printi.ng of .El ectronic_,Doc t .Printing of
an el ectroni & %&ﬁ@rﬁﬁes,@%luglggﬁg?nggﬁ%@gmgrl?ﬁqgﬁ? dG%%r ??ﬁoélaggawa%}'%? s 20
control | g3l byigkfi@s fnisifitve R spHBbINBEatIAS WH tHal thei18catibn of BRang8kdn W fYecRd t he
el ectroni c docunment is verified by verification nodul e %I 0. If the

verificationaj®elbuccessful, an optically sensitive conponent is added

r ef er abl A : I 20. nt is then
E)Iroi nt ed byyn%%ﬁﬁg%%@/i&gﬁg?@ g%nﬁorﬁggh%?ve@géjs%frpé%ogu%%%@%@%% e added to
t he docunent elettr@nic asl inglabert forrhine Thieidigesticandiyforridley épres@ittda “INgas=t | ve

conponent is ed tg the e-seal of the |ast signer, whjich provides overall
prot ecti on o?"FE t u%ﬁ?lg?sr‘iﬂa}ﬂgg% Contsptlouhsre M ghands 1or a @apBIngA val i d

printed stpcugkRtiofs &M ckzé?@% Y s&%&%rgﬂite%gﬁlgx beRfech &ﬁéﬁ%&d&g émﬁﬂgfh@%ﬂﬁ&. RbiQen /-

Thi s ensures that peopl € cannot edi then print t ectroni ¢ document
usi ng any 30bgowrré afew erertplemnef digsting fichoighiesy fowbreerpis avijébe ppidnent pr i nt i ng

function, the legitimcy of the printed docunent ¢ be secured. to.a | arge
ext ent usi ng ﬁ%ﬂld%? Iq‘gé‘%/ [ Ws‘?ﬂ@?%ils\? S%ﬁﬁ%}r?gl?ﬁ‘ _methoad; may be practised without * ©

deporting from the scope and spirit of the invention. The examples include:

25 1) Incryptography, a message digest can be generated using a secure hash algorithm.
For a digest 128-bits long, approximately 2'** messages must be tried before
finding two that have the same digest C. Kaufman, R. Perlman and M. Speciner,
Network Security, Private Communication in a Public World, PTR Prentice Hall,

Englewood Criffs, New Jersey, 1995, describe details of such secure hashing

30 algorithms. Consequently, it is impractical to find two messages having the same
digest. Clearly, a cryptographic digest is suitable to electronic multimedia
document, where the document I; content is digital and has a crisp definition for

“same” and “different”. A cryptographic digest is also applicable to a document



22 March 2004 -31 There are several ways to control the printing function.
In this enbodinent of Fig. 7, since there nust be verification before
printing, the printing function is controlled by parties whohwiech 2004
verification rights and the verification is well facilitated. Follow ng are
two Ways of controlling the printing fur@Pion. 5 1) On-line control: A user
| ogi ns on through a secure network and requests printing of a particular

el ectroni ¢ docUgRRtex: Sbdt&dt wHEGS Ll ' kty or
the trusted third party, the auﬁﬁ%&%@%ﬁ#ﬁ%@%?ﬁ?ﬁ "%‘ﬁ‘?a\l/%@?gﬂst t he
docunent and sehpRpet decuprenhta elertfonieciorronTd gerteaje & flocatin-depeaded’sdigystdat a

over to the user' ite. Th rtintin nction prints the docunent .qn the
user's printer .tﬁ-‘erﬁeéé 8%%7%%@‘3@3}%66"6%15#0@ 5, af‘ﬁés ;S?%‘};#?%ersglsr@nﬁa'ieﬁ%%at
has been pri nt eshcRbloRROATheCihl BRzestaicpRAYRANIDBT thdndl 47 diB&ster 0Cess is in
progress. _This can be done by erasing the nenory containing that data

portion p$ ogressively. 15 2) Verification and printing agent: An authorized
agent may have 4 sepeehashingralgarithn isle psendo-raienpmapping gutéoi.ck single Hie ei t her
on-line connected to.the authority. or off=line. In the off .lipe case, data
and finctions are pt geéﬁ’gﬂgattl?ﬂ’ﬁesﬁ]ﬁén ﬁgaﬁec(i‘ﬁ%ﬁgﬁ&e geet&'le%&ﬁrdilgﬁg ‘out the
docunent when artRiefdfes thel confetlt bthé d6chmeAh Biust iLerfR Vi @QIuHUE $rahdm@BoRN- | | Ne
node, the process is sinmlar to the first approach. Partial data and
function can besterags aad fgrmgt eoreersiasi. ce dependi ng upon the degree of
security ghe device has. 3.4 Verification Process for Printed Docunent 25
There are three levels of verification fox a printed docunent. As shown in
Fig. 8, the 2prAbingst dippstsifardosumerithie.g. dugredt cetifilacd) Rrimbe dadveddyhelevrsn fi ed,
together with cert ig(inf or mat i.on abq%ﬁ. t he docunent contained in a file of
the document 5442 fepeceyidpruney dsms snchuting thegesipignip thensmenidhag sbapl thend

baper docurent i offiéadeted UAL ieNBiPARE o SREH - Hekd drgd by
vi sual inspection, 0and t ee paper ocu%eﬁ)sﬁ)fa ggaggi%}g?%gﬂgég%nnedg#g
convert it to diapetcertifiatanibhtf mamallpéngua fese daosinent can be verified the
sanme way,as el ectronic docunent 544. The first |evel of verification is the
visual inspection of the e-seals by nodule 810, the second |evel
verification %) STHel\@nie@t bf 4 FidtukORasH ditiBRNORIHNGMdn\corPARIdI¥ietek P RENENt by
modul e 820. The verification 22 March 2004 -32 device again can be a
sinpl e optical raergsendationof thedextds spasti Aloneditshangedn thy dintent pf shibtesdepi er .
After phot ocopyj rtal terns._shoul.d bhec vi si bl e/l nvisible on the
optically sensi {a\gfgergrgcﬁ%)gf]@lﬁ? %&fﬁé’sp Opsjse{ e?hrlan Pe &ﬁr@?@f% aé/v\vﬁlfs?%ﬂtﬁe ﬁ*hf’ﬁi n
usual view ng diaadahe mt@prédtidn@fipinialis istipiécad. Eokahple, thewnkat bf 4 cati on

process can stgfp at. nodule 810 or 820 if the verification result is "OK
and the $&vel drcigldmags mpyinghchansa eveast e imagaaeta iweducaddinsn S\bés pei cat i on

is to scan the t tepl , el sing a
scanni ng nodul éﬁ)gggé 4&%\%\35@’%@1tﬁ%&g@§% aféahggg%é% Qo%f"gdleﬁ“ieségt)oyjeg%g‘}snganni ng
is in its rast dhe dattentodn pityrevifdatire heasliréS e extradtedfivrlagictuiegb rapture

raphi cs coded in their

el ectroni c docupent where text, nd .t abl es ar
usual way. Noi stggﬁlﬁat %ﬁﬁ'élfe%“% BEWéﬁaf&eay‘gl%"%?E&éﬁnPlﬁ OEIEF@“@%FWF%@@% and
pi cture cont e”tfa@hltihﬁggshisttl‘ikeéd%é{fﬁ'cep%gieﬂﬁéd&/ “Biyeh@Bsd B réc%?tqi?ibn”,-ﬁgg{ﬂ]ﬁ ore,

the watermark extraction nodule 840, and t he di'gest extraction ’no e 850
shoul d t3 er at efdiognisive Nsuresnignée Moht3, dp 5P SH0e heHsprovided detaitedapfurinatién on

chooses to use selected jt.ens as .digest. of the content, manual ipputting of
the selected i togﬁhlsﬁrwcmg}}ker\%wplfz%&cﬁ‘gf’%O‘é“llgcqu‘Bmt%rséﬂaJeﬁP?l}ﬂ %‘H{l ﬁ?%qirrent s
544, 734. Aft erquaRis@idTR(VQEbredéttin. REQE. WdnRalkh 8ndRYE. Wob&s, ®ibigl tabedli gest
of the content ci|s 20 recor)gﬁgg and conpared with the digest éxtlracte rom

the content of Broeesgngerddisnsaissley Byblihing Compory, Reeding 0P describa sich
successful if trH&flgds'. Vit fgét{cnfeenrleearslﬁrees ggpmre the salient features of a picture, a print-

30 and-scan process does not result in much change to the measure. Therefore,
detection of changes can be made between an electronic document and the

corresponding printed version using a pre-determined threshold. Feature measures



the difference does not exceed a threshold providing a positive
verification result 854. 4. Productl Services 25 There are nmany possi bl e
products and services that can be created fromthe enbodi mremtsmatchidie4
invention. Listed below are two exanpl es. . The basic concepts are applicable
to numerous other simlar applications. 411 Delivery of Trusted Copy 30
Currently, official letters and many other secure docunents are delivered
physically, Vi acpagtRbd £ §ib6R Ford |eX@bili fint !
Express. The enbodi ments of gt he iEsg?r??{rgﬁ&%lgg!elleigfegltﬂgﬁrtlﬁggﬂeélrectr’%ﬁlﬁ%ﬂas
delivery of a tfousthetnappigiusé data domsteefitmaThat i s, 22 March 2004 -33 a
reci pient can receive a trusted docunent either in electronic and/or in
paper form There are two types of settings described below The first
setting invol vebhd digerSaRdad VA eXdhaiah 58 lcbAiddrEed Ak Réyea W dpplngZactigdent ity and
havi ng set up a conputer system wth the functionality described above: 1
) The sentler prehsie gigenfaces aadithe X Qdigiananeare kbys for theanansdng. Bigenfaves and

| ect icd : ' ' : t. der th I
Tnio Lo the or ganePiosAC PRl Rbrl SeheBRRSh SRRUNBH 1o s BTG i ne”

person's e-seal, signs the docunent, and sends the docunment to the 10
reci pient while sqgcifying if the server wants the recipient to receive the

docunent in &) cHhe gt mersreycopsent cag be freended)fo deréve 4 digest dor paamiastercei ves
a notification LiZat] 9k i L on. ar i i QR=J.ndivi dual ) or
when the reci pi({eag{ﬁ?iggﬁ(gsgf gQgﬁg%gdt]ﬂﬁ’é%tgér?%@kfg??,%@%%gdn(?d?%)ggwes,

recei ptsl0.), tdigionggi-pisentpréssgmtionfar tedtend cabde)r For dtansyplstaasymabtsa t he

el ectroni c docu t,..and/qgr prints out the_ paper docunent. Wen the
docunent is pr ey %@egerPln%*ﬁeﬂ@qr&rP&fﬁoapslﬁF‘gﬁe{%e_&5@&&9@9&3&8@%&0@% s

i nvoked, and t hadsendad ds@iptidad, $hedt Sapbridsabn B8 RSidd, R HAMROBGRImA Ry added

Iphie
to print a trusted copy. 20 The second Settings i nvol ves a document bei ng
sent through a agp bejused toapgate a digest for the medical check up document.

15  2.2.3 A Digest Derivation Method Based on a Block-Wise Coding Technique

In the embodiments of the invention, an effective digest derivation method is
proposed for use based on image block-wise coding techniques J. K. Wu and R. E.
Burge, “Adaptive Bit Allocation for Image Compression”, Computer Graphics and
Image Processing, Vol. 19, 1982, pp 392-400 describe this method in detail. The

20  advantages of using this are that the method works for both electronic and paper
documents and the method can detect both the amount of change and the location of

changes.

Assume that a document is in raster format. That is, the electronic document is
25  converted to raster data format, a paper document is to be scanned in as raster data
format, and multiple pages of the document are concatenated as one raster image. The

method includes the following steps:

e Step 1: An appropriate block size is chosen. Principally, the block can be of any
30 shape and size. However, usually a block is chosen to have a square shape. The

size of the square can be of 4X4, 8X8, 16X 16, or 32X32 pixels, depending on



1) The sender prepares an el ectronic docunment by either editing an

el ectroni ¢ docunent or scanning in a paper docunent. The sender logs into a
service center, gets identified, unlocks the person's e-seal22 siaghs200he
docunent, and sends the document to the rgcipient whil e specifying 25 if
the sender wants the recipient to recei vé“t he docunent in el ectronic and/ or
paper format. 2) When the recipient receives a notification

(organi zat i on- orfiaRhZ@t diAbAhe @A Fd ABest Bk YE Rl dealto DAL, and

reci pient requests a docunent (tickets, coupon, gazettes,...), the
reci pi ent |ogs ithe&equired peoteation ae@maer , 30 gets the el ectronic docunent,

and/or prints_o t Qe r ;docunent,. Wen the docunent is printed, the
printing functi gL;gFfeIf ?gEnﬁE)c?‘rq)jocé(elrs \9%8%1%8%#‘\2?@ %th W?@?{%gﬁ p%?ﬂateffﬁ e@&ﬁﬁsé’?" s
e-seal s and opt i T cl&eifhfidn/€an beRnb Gifhe? BR4patd of RAREBEAHoRAR WRfded to
print a trusted copy. Alternatively, the service center can add a

notari zat? on sedfithgherigipalibdegk dataeyimeagures extsantashiromn sheldoek. fRpr example, i€ copy.
5 4.2 Certificat, . arl ] i r.ept certification an

not ari zation for‘kﬂzgﬁl)ir ﬁg&égg%%{cﬁl@%?gp%n {ef)la%lgrbgd%{ u %SE g% mga?%ﬁggg%ns apre-
certificates, nafetdrmgiedaedebdokcahiesan Bodlsd vizned b plassifidtionl Fot®agaddvfpaper

form For exanple, a_university student in Asia applying for graduate -
adnmission to a @éﬂﬁﬁf%i’qwn pigthodefipsh thehlecksrare fapsiorared ptodhe Epsing i cat es
and transcri pts gkfiat D8t LV, b i t hr ough
the public mail it%%bfg@tdg’?nlam& E. gni fQ: P%‘gk,[&%e?%ﬁaé%!}f@%ﬁs%%ﬁn@ﬁgpéﬁf%e many

uni ver si 1@ es i n mépsume chrdbe deriviel dor, eaich blogk dUsTrigatitse fhwrmensurerthe Biook is
official to jud the lLegitinpac f. those docunments. Stjll further, the
student does not%?% ﬂqtgpﬁgggg%%ﬂg,f{lasssqs%g&ragg lflggFﬁth? %“@&(Qg?&?ﬂ e. 15
The product of ceRkhdalleaiunereHtkl NREAEn IR MO EoP PRI RS if!Re Blobk fiyRes of
docunents, including, but not limted to, birth'certificates, nmarriage
certificates, ddaflesinganiipirgdomein iampresehiied iaslF (koticsBE(r,Hsghetour
certificates are used as exanple in the follow ng description. The
embodi nent of tﬁ’éeaiSPﬁ?éﬁ’E‘?%%nF%a%FquéE’Féd to the framework and technol ogi es
for opergdion, ofey §Hd dil&Rbt AR/GIELALL AN ORIRE & GG an 7fhy TBC
service center 910 shown T'n Fig. provides on-T1ne sérvices to document

i ssuers 930 (e. glast babelsni versity the student obtained the degree from,
docunent owners 920 (graduates), and docunent recipient 940 (the university
the student is applying for a higher degree adm ssion). Processes for

vari ous request sFaemgyas E[I}E(w)l,%eﬁi,ﬁ'ﬁm,by;oan owner 920 requests an

el ectroni c degree certifil @ate through the service center 910 with the

i ndi cat ed issuerl)@,%gﬁg,pgxlgt&pl({uqyg!r}g(u,s‘;)ipgng;réﬁ perfornmed: 1) An owner 920
| ogons to the webpage of 9 service center 910, gets registered if not yet
al ready done, and fills i.n/Aa request form,:30 2) The service center 910
comuni cates with_ the isguer 24 FQFélbﬁhltdrt/ﬁ]e réﬁi}d’c and arranges business

| i nks bet ween t hE€EfSitTe-ment et 7
done. 22 March 2004 r dé’ﬁ, Fr.0)dr/) ~ d8) dr

r 930 if not yet already

Dispersion = —J;MZ P.(0)log P.(6)d0, where, P.(6) = LR | F(r,8)dr | Energy

e Step 4: For a document to be verified, a document image is processed the same
way, using the same class parameters (or code book) as in step 2 to derive the
20 digest. The derived digest is matched against the embedded digest. Class label

changes of blocks indicate that modifications have occurred in those blocks.

Class definition (or codebook determination) is an important aspect of this method
and can be defined for each individual document, or for a group of documents, If

25 blocks are classified in the spatial domain, the class definition is similar to defining a



-35 3) The issuer 930 connects to the service center 910, issues an

el ectronic degree certificate for that owner 920, and sends the certificate
to the owner 920 through the service center 910. 4) The servixXmagamoes 910
keeps a record of the certificate, which is collected during the issuing
process and is enough for the verificati®fr service. 5) The owner 920 can
choose to either keep the e-certificate, or rent a secure deposit box to

keep the cert cddelifoRSn vEctdi\RiaRBEMN0RCAS %Eﬁﬁnﬁ&%n&@e@&%ﬁ@eﬁnﬁi@ﬂ irz g'lgg oo

alternative way is that the owner 920 brings in a paper docunent
certificate) Cosinptrasdonn demeions&olldd0 and requests an el ectronic
certificate servj

ce i ch includes e follqow ng, steps;, 1) The service
conter 910 ver| HIELL: HIPGEER ARt bk hul SRR 1A%eR Hoh &b | g nal
i ssuer 930 on i tgpeaReaicdtour MR ImInt tHE cRSREHAAGHTERIy }» to electronic
form signs on the electronic version and assigns a trust level to the

docunent .5 For e exSteplefortaielocumsit ilneged, tressfodoe edvhdiodkfintoeCosinestehnafrin t he
original issuer.,?2).The, service center 910 keeps a recaqrd of the
certificate. 3) “FH "b@%‘?‘x%‘i{)mﬁ?ﬁr%ﬁ%@éesﬁ%t _aﬁﬁlsﬁ%‘@ ﬂi“_?fétb@)-c &rtificate,
or rent a 20 depns §: DONdd BelhBEPLEF bt ORLES alddrdilStSRE YdI6Gn G e 910.
Thirdly, an owner "(student) 920 requests to send an el ectroni c docunent
(degree certifi onedlications of theiapplasutiof4be (toneclassey,ehssmaller hee the udent i s

applying for a hi r_.degr.e stug% nd includes the foll ow ng steps. 25 1)
The owner 920 Idﬁ‘g‘ﬂﬁﬁattlé’n?ﬂ??ﬁ%tﬁ %e‘gf the service center 910 and fills in

a requesig’ f ob Mgsd) 4T SQALMESSy HEHGRM @Eéz); KVRlehh) 831dshe of Iblsdks fith & decunent

and sends the docunent to the recrpient O together wth service Tenter's
e-seal and securdusferst at ement (1 evel of trnst). 30 3) The service center

(g:éf)l 28: ;gl ,? rS] eto Qﬁ%%@:megc 'gsggi%ﬁjét j]t'xphep %:t)rathg %iv‘t’a\g %Qc&rrrl]gnt Er%gglé) &a%{] get ?s4n(2a¢:tl]ea1§p of

cluster centers and cluster labels.

15 2.2.4 _Authenticity Protection of the Digest and Key Management

As mentioned above, the digest of a document content is embedded into the e-seal in
the form of a watermark. The watermark is used to verify the authenticity of the
document content. For this purpose, the authenticity of the digest is protected through
cryptographic means before the digest is embedded into the watermark.

20 Cryptographic concepts and terminology are described Afred J. Menezes, Paul C. van
Oorschot and Scott A. Vanstone, Handbook of Applied Cryptography, CRC Press,
1996.

Three techniques A), B), and C) are set forth hereinafter:

25  A) Authenticity protection of the digest using symmetric key encryption can be used.
s 18 a secret key shared between the issuer and the verifier. Also, E(s, Digest)
denotes the encryption of a Digest under the key s, and D(s, Ciphertext) is
decryption of Ciphertext under the key s.

30 The operations performed by the issuer include:
i)  Compute the digest from the document content: Digest = M(Content);
ii)  Encrypt the digest under the secret key: Ciphertext = E(s, Digest); and



22 March 2004 -36 Fourthly, a party can request the service of docunent

| egitimacy verification including the followng steps: 1 ) The party should
register with the service. 2) The registered party |ogs on tz Maechwgpage
of the service center 910, and sends in the electronic docunment. 3) The
service center 910 checks for the record?6f the document and carries out
the verification. If there is no record, the service center 910 contacts

the issuer 930 f0511)VeEian&ﬁ{e'G]Eherﬁﬂ€|n¥t$'ﬁi%vpﬂérﬁla}lbe service center's e-seal
into the docunment together with a security statenment. 10 4) The service

center 910 keeps a record of that docunent and sends back the electronic
i stered part t he, service center 910 receives

d h Ffthl
aofggﬁggt t ?ot pe{}fﬁeo%e? RQPYP Weﬁ{by& e}é‘;frbfielrﬁlbcrlu‘fd(? docunment either from an

owner 910 or anot fyer Eﬂt&écythelo'ipfﬂe}teiﬁ@mﬁ%l%w%ﬁﬂérﬁaﬁ@ﬁbﬁ&t@ﬂﬁ Mrhéted he
service center 91 2) The user logs into the webpage of the service center

910 and s®nds in the @pkestexbes Ciphedertsnt . 3) The service center 910

Phe. document . andibr  REayh B U FRAGLaNERRFUE e 353 Mael’ Bideal™ 2 2

dedi cat ed optlcal senbts iCysheeapipnent . Sixthly, the service center 910
receives a request_for legitimcy verification of a printed copy involving
the fol | owi ng stefs: @5’”‘%@ t%*’eﬁilﬁF%eD’@éﬁt ‘efrony the deguprenbeontent, Genfendi'ty of the
e-seal s by visual 25 p cihﬂ@ ,jhe service center 910 verifies the
validity of the optlca y sen5|t|ve Conponent. 3) The service center 910
scans i nl® he paperivioComparte theamgewémmu&ageﬂhmxﬂoﬁmmaistdnegi hdtweayDipest’

checking the docurent  content ol 885" SUdAuPURSIS Bectl h0Soiath (

authentic; otherwise reject the document.

B) Authenticity protection of the digest of a document content can be provided using
15 Message Authentication Check (MAC). Let s be a secret key shared between the
issuer and the verifier. The MAC of the digest of a document is defined as MAC =
H(s, Digest), where H() is a one-way hash function.,

The operations performed by the issuer include:
20 i)  Compute the digest of the document content: Digest = M(Content);
i) Compute MAC of the digest: MAC = H(s, Digest); and
iiiy Embed MAC into the watermark.

The operations performed by the verifier include:

25 1)  Exfract the MAC from the watermark and denote it as MAC’;
if)  Compute digest from the document content: Digest” = M(Content”);
1i1) Compute MAC” = H(s, Digest™); and
iv) Compare MAC’ with MAC” and, if the two are equal, accept document

as authentic; otherwise reject the document.
30
C) Authenticity protection of the digest can be provided using a digital signature, s

and p are the private and public key pair of an issuer for a given digital signature



In the sixth process, the service center 910 need only keep a record of the
docunent that is necessary for verification services. The record is created
and the data is collected when the docunent is signed using 2hBlassr200des
provi ded by the service center 910. That .is, the service center 910 does
not keep a copy of the whole docunent. Bﬁsdoing so, the authority of the
i ssuer 920 is well respected, and the privacy of the owner is protected.
Wien a user chogsese!The @pital 3igh@RESHf the WudrRdntthedisedt bt & JosfRtR ca®BP, the
deposit box is protected by the user. The service center 910 does not have
any right to ac‘g@@?dtaﬁé'f@(fnﬂ(éan@fgéff)-tTrﬁJ@rmpéfstb typgosf dighal Bignabwneched29-of t he

certificates ¢ " -certificat.es . to anyone directly. The
service center a@%ﬂgﬁgg%%%@g%g%%ﬁ%ral%%énrﬁiﬁx e(félgﬁalrségﬁ@% ?C%fmfs ére are
many docunent imsssegsrecovdrneVithoutdossafidedddflit, thé ldttet fype oPHightal sknature

i nfor matign avai |l abl e, about i ssuers and those issued docunents.

Consequent |y, tif8pEes is apsympdyn the deserntion belovrdixamples of pegh scheresare RSA,
verification. 8 R, i . per
docurent's and o ar i N RAGI AECANZIERR it foBha MRELELLRUATRARERTT o
t he 20 docunentsheBss isistraightiotwaed farchese skilled irethe larti Batier, the vaifariigde a
verification service re%ar.di ngﬂl‘%ge I egt&igmac%/ of certificates and ot her
documents. 4.3 #EPURE} gfbLai gkey, 155penie 3B AREIEE MARS unent s ar e
used and preferred by many people to pay their bills. The parties involved
are a payer, a payee, a payer's bank, a payee's bank and the service
center. M el ecthenpemtiohepirfaeredibydbe srudiniudes as fol lows: Firstly, the

payer issues a check jnvol vi the fol]owng steps: 3 Q% T ayer,

registers with th se{;%nggte(:t@%fhg?&&o&l%ﬁofﬁﬂe@é’gﬂﬁe te.%1 StTﬁZ(C?Pélfé#)w ogs on
to the service cefi}er CohQuleligitdbightareCsMhSdigsstEIPAGHs, Digedd); Mar ch 2004 - 38
C) The payer fills _In the formfor paynent and signs the form using thesane

nmeans as with theliDankmbpd 8IG intetherpatemmarkf ace, or others). The

form ncludes information about the payer's bank and bank account,

t heperson's name and identification nunber, the payee's nane, anount,

and5t he @&t e ofTht bpempaymsgretfobhddiey gervetifier meder 910 |inks to the payer's
bank for validatiqn.E\.The seryvice center 910 signs the check with both the
payer's and servi ﬁece xigaot thegligital signafyre Gemdhe wakeak@rd denqtpi as SIG’;

payee. F) After thejpay i [ I\ 6 er 9l otifies
t helOpayer. G The Bgyeg&ggﬁﬂlgﬁgg%ggﬁﬁn%??n{iﬂ%%gg% gsp\éfﬁggkgﬁg?l%ﬂt hgﬁgri nti ng
functionprovi ded by t$H’3evhare B()ae teanes8dg:, reemctrphmstoradd the digital t he check
to thepayee. The printed check has security feature of the payer's bank,
thesi gnature of the pHFMUCSHE™MSal and optical sensitive conponent from
thelS5serypce cent @) 9EOmpid digest fidiftRIdcRERAdIRDRANC S M| EddiEnrthe check
involving the follow ng steps:A) The payee registers with the servi'ce center
910. B) The payee | 8gs epmpweiligestorifh Biges®randnf the ({disage’ be)Ween Pgpssbaknds
in the electronic che a:.th er.vi enter 0.20 D)Al ternatiyel t he
payee can send the ch@gggtt (135t %,%neea %‘*‘@gﬁﬁ‘?‘%ﬁe&h?‘ﬁe%"gﬁ?é CHRENY 4§ ap e?%déd any
required information éthamiid)esjedt@docaténsendst he information to the
service center 910.E) The service center 910 verifies the check with the
original formfilled inby the payer.25 F)The service center 910 sends the
check tos4 he ! ] L [ . yer.! Kk
accepts %%e I(;]ﬁg% %aﬁa%gﬁt}%%iﬁltﬁ%@ %ér: gﬁg#%&og% 1%:1%%%%&2@1%%{5{ g‘é‘f@g in the
check. H I n cas#iafrustwack othef,uddle dpprdable Chasebé sseiamkitudiibes phyenthsishank

si gns on30t he check for refusal. The service center 910 notifies the payer,
payee, and pa@¥bihe VEERE doqt tsheagh piher, copy of the check singed for
refusal . 22 March 2004 -39 I) For all cases, if a printed copy is
requested by the payer, the payer's bank, the payee and the payee' s bank,
the servi ce Kew eseduewafermarktdnmbedtingKe wi dddrash endpargineters)faad in digekds an

opti cal nsi,tive c onent that designed for that check, and prints a
paper co% . ﬂ?%vagg??ﬁqg@q@ﬁt'e)rarf"aneé%tg@lE@ tsrrthasiiies dp Ffof\ﬂ‘}ll’fl%tﬂ eQ&&’rﬁ’ers
For the nult yedugnept.gners of the docunent, it is assuned that all the
signers have registered wth the service center 910 or the system

adm ni strator of the organi zation, that the service center 910 has obtai ned
a public key certificate for the business, and 10 that the users (signers,
recipients,...) have obtained their own public key certificates. For the
case of a contract between several parties, this involves the follow ng
steps: A) The patties communicate to get the final copy that is agreeable
to all the parties. The service center 910 puts a seal to freeze the
docunent and




15 sends the docunent to one of the signer to start signing. B) All the
parties log on to the service center 910 ready for signing. C One of the
parties signs the docunent and sends the docunent to the nexi2 pardhyzoand so
on until all the parties have signed the_docunent. The signing process
automatically verifies the validity of t#8 service center’'s 20 seal to nake
sure there is no change to the agreed version. The record of the docunent
is created apathe Wwalehhis® FEHdaMme910 during signing process. D)
Al ternatively, all the parties sign the docunent sinultaneously. That is,
after first \Elﬁngh?: pigcumstances yivelvéngseoppirighteprotectinme peodbadk notordinerilyarwioc e
center 910, }%Ovse%aé&neaﬂgsg@ter 910 di.stributes 1t he ocumaat t.8 arties for
Gl o >epln S e pegole pked Wil evideltEi o5 of t he

25 the second™4] gning, an
si gned docuneqisblishinihike 56@@3&1&% of iR dodniert. Thus h&ﬁlﬁér%eptﬁﬁﬁbg 28@POLRBRs P

di fferent_ order of signings ut the sane effectiveness. The signed

copi es ar® kalismohp ieiigver Eheratiee, 8 ispatial domain eathsddiag methesmayibpmere boxes
fromthe seryi r gig LI CQRi rely. 30.F).Upon a
request, theﬁsege?e/klﬁgg{ agleansﬁér 8@%&%%1@%({%% Sr%ﬁfﬂ' az%ojrﬁlgmam%tg%%lr”%&? of the
docunent w t ndimsadbigeabpatinsi tive conponent that is generated by the
service center 910 for that docunent. The optical sensitive conponent is

coupled with the last signer's e-seal. 22 March 2004 -40 For the case of
nul Ui pl & Si GNGES of OhaRPp RE Ch AL HIR B
or gani zati on can be used rlat her than gqggehglﬁugga@{e%%@?kiﬁé |ne\1/lg{:?/rgés}ltt he

f ol | owi ntP st digsst.emedding af ddcordahcalwith tergmifeligentaofiheiigrentocuNe@. of a

bui |l di ng) is,creat y.a proposer é e.proposer_logs  into the system

server. Wths‘fvﬁléstong]glr%&ha%a%‘r E@‘ggerE Wg{gh w%@gﬂeﬁ)ﬂ@%&rb&g@m&@ nds the

docunent to WhgeriRNin®TESR01dpRs" abi.ldreRd IERY, W.ls@,vm.smﬁleﬂ;gb&gﬁsﬂ@eaﬁt em

server. 10 C{ The system server notifies the next person of thé arrival of

t he docunent {0&mriovide apeviewof satpnmarkitechhotapiesnt . D) The syst em server
creates a record of the docunent and files the record

15  The required properties for watermark embedding methods for document
authentication are:
1) A large capacity to store document digests, the size of which varies from
application to application, and.
2)  Robust to print-rescan processes, which is a necessary step for

20 verification of the paper version.

The embodiments of the invention can utilise, but are not limited to, a simple
technique shown in Fig. 3. The digest 300B is embedded in a region of the e-seal
image 300A. Part of the boundary of the watermark region 300B is the boundary of
25  the original image content 300. The boundary 300B is recorded in the document file
$0 as to facilitate watermark extraction in the verification process. This boundary is
“content-dependent” and closely couples the watermark 300B and the seal image
300A. Principally, the watermark region 300B can be of any shape and at any
location, depending on the needs of the application, as long as the watermark region

30  does not affect the perception of the major image content 300A.



for fixrther verification. E) The final signed docunment is filed in an
archive of the organization. 15 F) Upon request, the system server verifies
and prints out a paper copy of the docunment. The printed cop32 Masch@woycal
sensitive conponent added to the docurren%. The optical sensitive conponent
is fromthe system server, designed for - fits particul ar docunment, and

coupl ed together with an e-seal of the last signer. 20 The enbodi nents of
the inventi o imbh aheBlg¥sti UDRSIBGAYs BilaRgmBBMSHia oPYERASShRPHPUt er S.

In particular, the processing or functionality of Figs. 1-9 can be

i npl enent ed &SVsetlenspaes indhig.a3- datgupaessibpe mgduiationsite other pemponeatsawmput er .

The net hod or s..0f nprotecting.the |legitimacy of el ectronic and
correspondi nat@g8%§$%t3§%§r§§ %:S(érﬁgﬁg‘gf%?e‘eiu ‘%hg gf[gldm%i? e}tﬂe‘sirtaﬁlf&o F 8FEC9"R™t he

sof t war e t hatod @nbarusédst taeitigeyt dahBe eAPTAdE Qith mbie phads. Wakie dxvmct: the

i mpl emrented as one or nore nodul es for inplenenting the process steps. A

nmodul e i s°a patrmatk 30084507 eae-sprnagd dasument. theraas pg/pighlenbiniscayepag thecul ar
function or f. i . . i he erei nbefore, a nodul e
can al so be gﬁ%@%ﬁ%&é%&%@%{ﬁlgﬁé& §'F%mﬁl/§?gsslg R ucfiy’ir:l' use with 30 other
conponent s or nodul es. 22 March 2004 -41 In particular, the software may
be stored in_a cor(liput : sabl e or readable nedium including a floppy disc,
a hard di sc érlive " PHSHAGHESEIVEMOMONER sc drive, CD-ROM nmagnetic tape or
any other of The DiHICE-s&fl pRAAIAGh i Riakd REAGF: BPEbHIBSedibdihe KPQMR; O those
skilled in the art. The gof tlware iseplr efera [gy ﬁ)oa@ege%%ﬁtlogtﬁe ccx)lrrput er

f rom t hel@ onngitemacygabiieetione Togethemwith hesikdasaal, ¢k opiically sérsgive@ompoment A
conput er progra roduct includes a.conputer usabl e medi um having such

cof tware br BRI SOE tel o oBrie e R RO BH SISO 1| e
out by a conpadid ofiil B&8c! suchs @ QPR 2EnsRr AGLAFH P Mk TableMel 28 comput er
preferably effects an advantageous systemfor virtual  commodity trading. 10
The conput er inglulingy phatogepietonnect ed t o one or nore other conputers via a
comuni cation interface using an appropriate conmuni cati on channel such as
a nodem conmuni cati ons path, a conputer network, or the |ike. The conputer
network hiy Anglofidéarge howbér cfiopticdlBisensilivd toPonesisWhhlBe as@Rdrgthsor kK (VAN),
an 15 Intranet nd/ or the Internet. Nunerous confi&gratl ons_of_ conputer

systems can BEbedHmERped th inkenion Riskrehlngithees tieanethedsdonembedding t of t he
i nvention. 0915% I A | : I e practiced include

| BM PC/ ATs or co%gﬁsm‘{aeg?ﬂ@ﬁg tgl@?ﬁt 0S %%bggr% 'y 20 of PCs, Sun
Sparcstation (RTM) aDixestlysdaticddasriain sehee kickentsThte the cageait o thesdovamenty

exenplary of the typ f._conputer, it h i.ch the enbodinents of the

i nvention may be pr a?yg%tﬂ‘.’“%fn@aﬁf’ffv? ‘t"‘ﬁEQBF%‘F@g?ngSTm fl}‘?ege‘é‘ﬁﬁﬁ Bts are
resi denta@s sof tware @h iR &iRAIGI TmEPhERIRY Gefd WMefadiaidl B} SkofHchVgnds the
conput er readable nmedium and read and control |l ed using tthe conputer

system In sone inst apeesily destensddomathrthis pagicsiasplaseof dagutmiset. user encoded
on a CO-ROMor a fJo LS or alternatively could read he user
from t he network é/j apg% l%a:fne{?g\?flgé)f@?)en Oecé‘{n&H‘y‘E% eﬁgo‘ﬁlg%‘ﬁﬁ)é??[y?%? exanpl e.
Still further, the soddcniiest @Aasltiod &0 petibQadethtindkean IenLH fiedysSt em
from 30 other computer readable nediuminclu |ﬂg magnetic tape, a ROM or
integrated circuit, aliFeglprRbyciiarivaeasyigsthe resolulign er ehangiviethe ealgr of the

transm sgg on channel peLWREN i BS case, the detector can be a commercially available

photocopier or scanner.

ET Arb
O

2.4 Document Structures

Fig. 4 depicts the layout of a one page document400, including a content region 420
30  and two e-seal parts: a logo 410 and signature 430 (and preferably a serial number).

The content region 420 can be further subdivided into several regions, each of which

may contain different media, such as text, graphics, a table and/or a picture.



conput er and anot her device, a conputer readable card such as a PCMCI A
card, and 22 March 2004 -42 the Internet and Intranets including emai
transm ssions and information recorded on web sites and t he 22 MearchDi§é4
foregoing is nerely exenplary of relevan onputer readabl e nedi uns. O her
conput er readable nmedi uns may be practicC & wi t hout departing fromthe scope
and spirit of the invention. Thus, an electronic docunent and a printed
docunent capabl e of having their Iegitinacy protected, and a nmethod, an
apparatus, a_conputer program product and a system for protecting the

| egi timacy ofdel ebandimarks anlrames fardipspbocationt s are described. Wile only a
smal | nunber d r o] t hose
skilled in tﬁ?aﬁrga%{f%i %ﬂt?}é@v ;ﬁjf&t%ﬁ%& & sc&lgg%{trsg&dtb% %jsyr%é(ﬁ%lpgug rﬁ%ﬁégg

and/ or nodi f asdé-seud segians 41€, 430 Othértionl oftelpadhaR Gah be 0yddiBstERIGrE R
spirit of _the invention. 22 March 2004, -43 CLAI MBS An el ectroni ¢ document
for repro%ucFmgﬁmdk@ﬁﬁwgﬁW@Sﬁ@ﬁﬁﬂW@mﬁﬁPﬁﬂéﬁﬂH@@ﬁW@ﬁﬂ capabl e of having the
| egitimacy of said el ectronic docunent protected, said printed docunent
being a printed version of said el ectronic docunment, said electronic
docurnent inck niyfulggiaeris oOE-sedd ori gi nal document in electronic form a

content dige for said content said OI’I i ha] docu in electronic form
10 an el ectrih?rérgaé’ © gl t‘BP of ap ex5ttlh ttyﬂf’é 3 ﬁ%ﬁséfgﬁ‘ 9 mE cunent

in el ectroni g3¢ GFHith 2@ivded s DAl Actufhent ﬁéa@lﬂnetlﬁﬁ%d ofi gﬁhﬁ%h%' ty

and sai d content digest enbedded in said visible seal’ an o
sensi ti vE0 conperhd obaidenganization. The dodvemni beaded4 Hhmayreentainghe pamtmnchg usi ng

a trusted printi ticall nS| |ve onen

ont o ning’ | ISR A ons 1ot o B Ve bk F ERTER a7 euly
printed dOCUﬁﬁﬁﬁedhrDapla@@ﬁ%r‘ﬂﬁelﬁBadérfdsQ#bqu{&#Mr Qﬁls%éﬂlﬁepéﬂ of @ cemenrTeNt . 2.
The el ectroni ¢ docunent according to claim 1, further including a waternmark

in said e-sed?0 pisferalycths vigibledniormatipmisembicddask asiwatermagk it fhsilegoseal . 20
image 410 for protection. Commonly, a paper document to be a valid document must

15 contain both a header and one or more signatures. Clearly, it is desirable that all
images in the e-seal are watermarked to protect the ownership, although this need not

be the case.

2.4.3  Multiple Pages

20  For a multiple page document, an e-seal can be inserted to every page. Preferably a
page number (numbered as current number — total number) is included in the

document and considered as to be part of document content.

244 File of Authorized Document

25 For each authorized document, a file containing necessary information is created and
stored for further reference. The information contained in the file includes a key for
authenticity protection of the digest and/or embedding, the size of the e-seal,
parameters for an optically sensitive component, the names of the signing persons,
and the like. The file is stored with an authority or a trusted third party. A verification

30  process can access the file.

3. ‘Protection and Verification Process



3. The el ectronic docunent according to claim2, wherein said content
digest is encrypted prior to watermarking said visible seal. 4. The

el ectroni c docunent according to claim 3, wherein at |east oreMatch2Boan
enbeddi ng address, shape, and boundary of said watermark is a key for
encrypting said content digest, maternarﬁ?ng said e-seal, or both. 5. The
el ectroni ¢ docunent according to claim1, wherein said content digest is a

condensed reg_rleseme%%gi@Mcuﬁﬁhfjs@ﬁ{ngip@@gesgocunent generated by a step 30
sel ected fromthe group consisting of: hashing said content using a secure
hashi ng proc&is 5 iletratssitigprotegtion prosessifosai dedmniedicnmanticco@ingvaraciirs? 004
-44 extracting,features,of said tent. 6. The_.el ectroni ¢ docunent

accor di ng t ooRPafificht SCEERtQy Whet Apknot srgEte dosiment sianpiaigeess, the
represent ati garséd néedh ¢ @ilb& helpeondPaRhl SRINRIR! @ePY pRkREKGIAEmMERE Ng
applied to said content, each block having a predeterm ned size and shape,

sai d cont2nt (dngsasint; faes, gte) nformeiaer elpctomic domimeniwith siwbhsigibg peiset.ng
dependent UpQEliﬁ‘ca%hR%?&dLiecﬁb' BPthg}‘vefgﬁ§é%{o%%§5?%rr‘%i6‘%]egée°ﬁ‘% nog?ﬁp%{?ﬁ ST

|9
7. The el ectroni c docunent accordin o cl e 10

seal i ncl udesleatirorie dstuntune opé-dacidnsiy Ted ind@@degest 6f the @ecu@icnBtémentks a
graphi cal synbol, and _a signature. 8. The el ectronic docunent according to
claimi1, wheB&isrriedpydigsstiscaspliionmedileiS¢l. abenwib dikey g8 Witdeut akeyerd key

number for sl di)tﬁh&ﬁbreﬂ&éf)t ﬁh@%’%gﬁf gF%eg%a?% AlRGrc8d %ﬁ?ﬁﬂﬁ&eﬁ%ﬁ%@fﬁa@& asa

according to claim1l1l, whérein s ni'c document I nc one or
nmor e pagés okexHiR movided bpthie svatgyniagkémbeddingimbdute dB@td erhlesdndae dizest (and one

or nore |andnmarks .for locating at | east qne.of said content, said e-seal,
20 and ot her W&B@ﬁ Hgﬁrﬂmﬁaﬁﬁ%h@%@‘?m% lsﬂ%egﬁ%bﬁﬁamaée@@@%m{m&&?& ding to
claim1, furifhgle 339GhaHAGdaiRGRREiEr FFHoAAYNDHle SONISREMEAL foAlHy second
e-seal including said content of said original docunment
location of e-seal and content can be added. The final module 540 of the process
includes or adds information including the e-seal to the electronic document 512 and
15 adds landmarks for verification and printing to provide an authenticated E-document

542 and an E-document file 544.

In case of multiple signing persons, at the time of the n™ signing person, verification
is conducted using module 510 to validate all previous e-seals. The person’s

20  additional information is added to the document, a digest derived with respect to that
person, and the digest encrypted and embedded. Information relating to the signing

(adding the e-seal of that person) is added to the file of the electronic document.

For many applications, the content of the document includes main content,
25  classification number, serial number, page number and all other information contained

in the document,

For applications requiring high security, personal authentication of the signing person

is necessary. This can be done using a password, a biometrics such as fingerprint and
30  face, or smartcard. After successful personal authentication, the system does the

following: unlocks the e-seal image, signs the document, and charges the cost to the

person’s account.



25 and said (first) e-seal; and a visible seal of an authority and a
content di gest dependent upon said content of said second e-seal enbedded
in said visible seal. 11. The el ectroni c docunent accordi ng 22Makchi 2904,
further including an 30 inperceptible ma%grnark enbedded in said e-seal for
protecting ownership of the authority of™¥said e-seal. 22 March 2004 -45
12. A printed docunent reproduced froman el ectronic docunent capabl e of
having the legitimacy of said printed docunent protected, said printed
docunent bein a rinted version of said electronic document, said printed
docunent i ncBudi ndferifisafinsy Rrgcess fardHectromiclloeumenit nal  document; an el ectronic
|

seal or e-se sai riain nt, ren ered aid
printed docugui %Qflgﬁé%ggﬁ%%gﬁf %%rgf%sé%a ik ?}bqngc% (gele%qoné% AHS ?%%S/ and
a content di g@sthmfngranSeawdl aunheobrrabosdhg cleir@iindle SiRcATRMI. Sbedded in
said visible s an optically sensitive coqﬁonent rendered in said

aut hent i cat e&® a#ﬁaartedfadwmﬁgibywdgheédopw tinfogmpieicem thefledthept i cal | y
t r

oo 1 cari on ARRGG. SIUIEL G, CBTaA Al lkd 1M R MRS AR ET

printed docudiest. ofilﬂa coTltmt pmnhrrb@dcuioemmmeaammd?ﬂa@ ﬁb?bmggldmrdﬁc_ gur t hter t

[ | udi 5 t k , d d e-seal for enbeddi ng _said conten

il gest 1 caPRUREEPE csmapred ith (i desrt GTH8H oG JETHBRE SHETUTBPHS 6P cl o m

13, wherein 38 desiation s SedQsful IfSh&E ?srrYooal?l‘éreBEé B the ‘alf‘f@{:rﬁ:re']? il ppal d

visible seal. 20 15. The printed docunent according to claim 14, erein at
| east ont0 of d@ﬁﬂﬁéﬁh@dmld*»dn&drdmasssessmilpda;ormfdh@wcalamygeorha;he cequisedtaar K i s

k f ' i d r Ki d |
both, 26 16. Chek it P Eherton fhe &Ry PGP EhinchP i mrrspats s
content di gegiatenfaik if MARNSEID t6 YBEREE REdiéa8i6n bsuftd4d. @Fthelv&‘f\ﬂica%ﬁmﬁt

generated by a step selected fromthe group consisting of
644 is “Yes” or “true”, this indicates that the authenticated electronic document is an

original. If the verification result 644 is “No” or “false”, this indicates that the

15 document is not an original or is a forgery and the forgery is likely located at location

(x,¥).

3.3 Printing of Electronic Document
Printing of an electronic document 542 to get an authenticated printed copy 734 is

20 controlled by the printing method shown in Fig. 7. The legitimacy of the electronic
document is verified by verification module 710. If the verification is successful, an
optically sensitive component is added (preferably with a copy number) by adding
module 720. The document is then printed by module 730. A serial number of the
printed copy can be added to the document file, as well to the printed copy. The

25  optical sensitive component is added to the e-seal of the last signer, which provides

overall protection of the document including previously signed e-seals.

A valid printed document can be only generated by the printing method of Fig. 7. This
ensures that people cannot edit and then print the electronic document using any

30  pnnting functions. By controlling the usage of the printing function, the legitimacy of
the printed document can be secured to a large extent using the optically sensitive

component.



hashi ng sai'd content using a secure hashing process; selecting key itens of
said content; and 30 extracting features of said content. 22 March 2004
-46 17. The printed docunent according to claim 12, wherein Sanv@rchaunant
digest is a condensed representation of said original docunent generated by
bl ockbased codi ng applied to said cont e8]~ each bl ock havi ng a

predeterm ned size and shape, said content digest including an array of
label s with gaed a&@%rapﬁz!a?gtoq%ﬁﬁﬂﬂﬁeEﬂ%%:ﬁﬁcﬁélﬁslﬁgﬁig%ﬁfbb&ﬁaéﬂft of"Fig. 7,
correspondi ng bl ock of said content. 18. e printe ocunent accordi’ng to
claim12, wheines thesanustibervatfieationibsfdse pristied, thewinidgfumitionénsintotied by a

docunent header. a.l ogo or..ariwor. a aphi.cal . synbol.,. and I.gnature. 10
To. "The. pr i npaieudin Bl Mlahir g SehERsiSn it rel ndiiewd foftdne
sensitive coaRaneWaysRELowRdlitg He phiatind iMegsn.f or said printed docunent. 20.
The printed docunent according to claim212, wherein said electronic 15

docunent ?ncl udes: one or nore pages of content conprising text and
mul ti medi a i nformil i ofn-lmscamtrel: g usen taginssomdtherigh afsocurk octatork gnditeqhestsst  one

of said content, said_e-seal. and other dacunment copponents..?20 21. The
printed document accol?lmtﬂlﬁqf&p@ﬂhqu rf%,c"r?‘&}f:tfiﬂ‘é‘_}m‘?‘ﬁ-c&ﬁ%ﬁ%ﬁcﬁs@ﬁ‘&%’ﬁd render ed
e-seal having: contenjerffiRhtisdbyheeaMositEorsa trusttd tHi fgtySteGuaRhtest of
said original docunent and said (first) e-seal; and a visible seal of an

authority and a cont etistefi iird pady yetitiesibe demmenhant sods thetprizgng funstipl

second eggseal enbedd ' ' .80l . Lahe_printed docunent
accor di n{gét o claim 1;{35; tg?lts‘ﬁigrij n%/dﬁg%a&j&aﬁggg% t? rgrlfzaeelll'sgref)?ﬁ?ebl e\%{lg?grﬁﬂnﬁgon .
enbedded in said e-sepintf the dotarhetttionrtte OIWFS pSintap. THe ddeament beid pomted, sai d
e-seal. 30 the portion of the data that has been printed already can be destroyed as

the printing process is in progress. This can be done by erasing the

memory containing that data portion progressively.

15
2)  Verification and printing agent: An authorized agent may have a special
printing device. The printing device can be either on-line connected to
the authority or off-line. In the off line case, data and functions are
preloaded into the device. The device prints out the document when a
20 user is authorized. When the device runs in an on-line mode, the process

is similar to the first approach. Partial data and function can be stored

with the device depending upon the degree of security the device has.

3.4  Verification Process for Printed Document

25  There are three levels of verification for a printed document. As shown in Fig. 8, the
verification starts with a printed document 734 to be verified, together with certain
information about the document contained in a file of the document 544. The
difference in verification of the electronic and paper document 644, 734 is that the
paper document 734 can be verified by visual inspection, and the paper document 734

30 has to be scanned to convert it to digital form before the paper document can be
verified the same way as electronic document 544. The first Ievel of verification is
the visual inspection of the e-seals by module 810, the second level verification is the

verification of the optically sensitive component by module 820. The verification



22 March 2004 -47 23. A method of protecting the legitinmacy of an

el ectroni ¢ docunent and a correspondi ng printed docunent, said printed
docunent being a printed version of said el ectronic docunent22 Saidh 2088hod
including the steps of generating a contgnt di gest for an original docunent
in electronic form authenticating said"?TginaI docunent in electronic
formusing an electronic seal or e-seal, said e-seal including a visible
seal of an adkVies hdain aitheAdithpROdPtRAl dovicdi 8RR 8RPRIHSthsi R ag Bidnati/si bl e
seal ; adding an optically sensitive conponent to said authenticateéed
docunent f or pPhetoernierg Afkdr photecenying. sdrtan ipattérng shpubtlescomesadibletptisibkel dny
sensitive cogpone: ' ining, information.for.indi.cati. copyi ng or
nodi ficati onﬁg d})glglhgl %rn ?1%’1,? é?’%%%r‘%%%‘% @5%18;5@“%?13%%5 i‘@g%\ilg?@on of said
printed docurimling 2dtanddien thelohigthabfEmed chigy 130, ClRivaiZ3atioMR6&dsH carPdteh
authenticating step includes the step of watermarki ng said visible seal
with sai o coat®adulgBy@er 824t dhaseaificationgesulbisnQint andi the kavel of verifigationgs bl e
seal . 25. Theg. netBpd according to claim24, wherein said authenticating
step includes the step of encrypting said content digest prior to

wat ermarki ng said visible seal. 20 26. The net hod according to claim 25,
wherei n at Iqﬁst .one (if an enbeddi ng address, shape, and boundary of, said
wat er mar k i s 14 By Jegs! VEREFORIIRE soan HequReriacureride convest & bark Riahieitali d
e-seal, or b A6 iRty (T AeTe] ' i, sai d
content di gegrhﬁgﬁgg%%cr?ﬁ;ggged r%’ggent a‘fd\)ieggh%?gggl?dg%%%?%ti%ﬁﬁo@umnt
gener at et0 by seangingps Beiksastecidsta tommiat evhiehois diffarei fainm g arfgindh akehirogc sai d

content using a secure hashing, .process. selecting, key itens of. sai

content ; and afmig Wi RE pailel BEFGRles Besoiod iR beod Fonelein Sba - 2o
28. The net hethengieRibn@ay Be SdRd D i o-WAPIRIgRs 8 SicRPOES RNt dit théy a
condensed representation of said ori gfl nal docunent generated by Dbl ock-based

codi ng appl i 8 arigingdlydn saster dermat.cEheretbreothie waiermagk extpctide modnierfdd, aidze and
shape, said . | i i ray..qf .l abel.s with.each | apel
bei ng dependg'%{htl g%%%)g{éa%@?%g{s? ?ﬂlelc.:égp ?g%ﬁgfﬁéra%gdf‘gggﬁgﬁafi%%mﬁ& ggfer e%i?d
cont ent . 129. a ysplivetidrochodsead dkd1geléctedtitethgasBeesbeihe icontsi tharbal idhtiseal
i ncl udes at Ifgiset one_of a docungent header, a |logo or artwork, a graphical
synbol, and § éﬁlg@tgqi gems may work well for both electroniC and printed documents 544,

4,

73

After watermark extraction 840 with the keys, the original digest of the content is
20  recorded and compared with the digest extracted from the content of the paper
document by module 850. The verification is successful if there is no difference or

the difference does not exceed a threshold providing a positive verification result 854.

4. Product/Services

25  There are many possible products and services that can be created from the
embodiments of the invention. Listed below are two examples. The basic concepts are

applicable to numerous other similar applications.

4.1  Delivery of Trusted Copy
30 Currently, official letters and many other secure documents are delivered physically,

via postal services or express deliveries such as Federal Express. The embodiments of

the invention facilitate the electronic delivery of a trusted copy of a document. That is,



10 30. The nmethod according to claim 23, wherein said optically sensitive
conponent includes a serial nunber for said electronic docunent. 31. The
met hod according to claim23, wherein said el ectroni c documrga®Mahi2004 udes:
one or nore pages of content conprising text and nultinedia information,;

and one or nore | andmarks for |ocating af3{ east one of said content, said
e-seal, and ot her docunent conponents. 20 32. The nethod according to claim

23, further jR&hds % afakeE i | nd
o seal | el Ut B e anOr AR Tt

e-seal ; and Fhefesirdive typed ofskttiags deschibed tefownd a content di gest dependent
upon said content 25 of said second e-seal enbedded in said visible seal.
33. The nethod according to claim23, further including the step of

embeddi ng anThéHgk @Bk mvalmtmrs_a@ddf’sidﬂgﬁﬁﬁa@ioﬁbéﬁglmfaeﬂwﬁ&é& Rehtitddnd
ownership of the authority of said e-seal. 30 22 March 2004 -49 34. An

appar at us® f oha\ingseb up jarsgmpHter Sysigrei widle thedtinctionality desaibed abovstinent and a
correspondi ng pri edngo t i i.nt ed, docunent .being,.a printed
version of said e?}ectrom&gﬁ%afg)cre rfagéjriqta('ill e@%{’ﬁ %lacpdﬁé“rngf:@xeﬁ {J%fﬁtﬁlég. ans for

generating a content eegemic doument @scginigd indOsapeEddcuiitne The k@Rt thehor m
means for authenticating said origipnal docunent in electronic formusing an
el ectronic seal or e-198&into tofhe organiation’ s compiaLSvaten, grtsaathorzed, yplogks

authori'ty and sai d cog gako essls BEREASRdodt Al AN Bl B8Rl NS 1o

addi ng an optically sensitive conpofient to sai d authentica
0 recipient while specifying if the server wants the recipient to receive the

document in electronic and/or paper format.
2)  When the recipient receives a notification (organization-organization or
organization-individual) or when the recipient requests a document
(tickets, coupon, gazettes, receipts...), the recipient logs into the sender’s
15 system, gets the electronic document, and/or prints out the paper
document. When the document is printed, the printing function from the
sender’s system is invoked, and the sender’s e-seals and optical sensitive

component are added to print a trusted copy.

20 The second settings involves a document being sent through a service center:

1)  The sender prepares an electronic document by either editing an
electronic document or scanning in a paper document. The sender logs
into a service center, gets identified, unlocks the person’s e-seal, signs
the document, and sends the document to the recipient while specifying

25 if the sender wants the recipient to receive the document in electronic
and/or paper format.

2)  When the recipient receives a notification (organization-organization or
organization-individual) or when the recipient requests a document
(tickets, coupon, gazettes,...), the recipient logs into the service center,

30 gets the electronic document, and/or prints out the paper document.
When the document is printed, the printing function from the service

center is invoked, and the sender’s e-seals and optical sensitive



10 docunent for printing using a trusted printing process, said optically
sensitive conponent containing information for indicating copying or

modi fication of said printed docunment in a copy or nodified ¥eMirsh2(0# said
printed docunent. 35. The apparatus according to claim 34, wherein said

aut henti cating 15 neans incl udes neans £-8f wat er mar ki ng said visible seal
with said content digest to embed said content digest in said visible seal.
36. The apparatus acceiihdi@nt fe Gidd o PPint MHBEEA BopRiatieAliDER! the ARG NMeAns
i ncl udes nmeans for encrypting said content digest "prior to Wwaternarking

sai d 20 visibl e seal . ca@rer cFheddippeletzaivnscadondioptcal sensitivernoBdonentdo ei n at

| east one of an enbeddirﬁﬁltﬁggrg%s shape, and boundary of said watermark is
a key for encrypting said con &RTPYi gest, watermarking said e-seal, or
both. 25 38. The apparatus according to claim 34, wherein said content

di gest is_a condensed _representation of said original docunent generated by
nmeans sel®ct éd pRriiHeationane Nogszalien ng o neans for hashing said content
usi ng a secu hi ng: X . f . i ' f said
content; and%lgn ’fc(g)lgl@éé?raaéﬁllnﬁg&%ﬁ?ﬁ?oeré)?%?ég%}%g;ﬁg{g%taie&(rj:%é?ﬁetrgggh rch 2004
-50 39. The gppastatusifeeenmirriged eritficiter ad traiaergt aresdl dbneon pepdr fekhgest i s
a condensed representati on Qf sajd orjginal docunment generated by neans for
bl ockbased cE8 FEHS I W LySH nkl&n%%%ﬁraplﬁagﬁowe@%?%%dmlﬁaoratoaUS

pr edet er m nednSbaRy ARCSREARE of £ Eaﬁé.%}ﬁﬁgut&edﬁm | ki fidy of

| abel s with each [%bel O?g?ngodepe%éent upon a c ass#?%%@%ﬁﬂ%@%

cor r espob@di ngnivexsik authogti ahdsemittbrough 4@, publie neiliey sstes. Acsignificarg prablehai m
34, wherein saj i si bl e seal. includes at | east,one .of. ocunent header, a
Pogo or - ar tub et derd etk e R iRt i e FouleS FmPtad Gsfedlblor TR akupRRRat us

accor di ng t 0offi el Rlige HEEStiMaSRAbItheR ddcahlevitsS ®sl AN, ARERRRAMoek AE! UdES
a serial nunber for said electronic docunent.
know if the documents the student sent are acceptable.

15 The product of certification and notarization here applies to all types of documents,
including, but not limited to, birth certificates, marriage certificates, degree
certificates, and official letters. Degree certificates are used as an example in the
following description. The embodiment of the invention is directed to the framework
and technologies for operation of a certification/notarization service center.

20
The service center 910 shown in Fig. 9 provides on-line services to document issuers
930 (e.g. the university the student obtained the degree from), document owners 920
(graduates), and document recipient 940 (the university the student is applying for a
higher degree admission). Processes for various requests are as follows:

25

Firstly, an owner 920 requests an electronic degree certificate through the service
center 910 with the indicated issuer 930 and the following steps are performed:
1)  Anowner 920 logons to the webpage of the service center 910, gets
registered if not yet already done, and fills in a request form.

30 2)  The service center 910 communicates with the issuer 930 about the

request and arranges business links between the service center 910 and

the issuer 930 if not yet already done.



42. The apparatus according to claim34, wherein said el ectronic docunent
15 includes: one or nore pages of content conprising text and nmultinedia

i nformation; and one or nore | andmarks for |ocating at |east2bNnardhf2094i d
content, said e-seal, and other docunent _.conponents. 20 43. The apparatus
according to claim 34, further including"3 " second e-seal having: content
for said second e-seal including said content of said original docunent and

said (first) e-sea); TRElistudtiosd BhtceRb 1R seARcAMLRL I b YisRBgaRelcQRIRANT
di gest dependent upon said content 25 of said second e-seal enbedded in

sai d visible seal . 44degrerecastificntenton shas owoen 2y andsenathn certifichterto e

i ncl udi ng neans for e i i ppercepti bl e termark in said e-seal for
protecting ownership %ﬁ%ﬁg@gﬁ%ﬁ%}%%ﬁrg escaelni(?rg- eal . 30 45. A conputer
program product hayi nghasez0iop bérdér Uvaekss ARIbrdrof iRy RGicts WK 8" readabl e
program code nmeans enbqdi ed therein for protecting the 22 March 2004 -51
legiti macy of an el ectqllshicd dypag Hsrissuingpracess prdissonegingr ghe verifigatitsc unent
said printed docunment bhei.ng a printed version of said electronic docunent,
sai d conputer program product including: conputer readable program code
means for generat 5hg Eheonhad20dhgelsdosé or cidrer Redpyhe alcedifiRutpoit rehta

el ectronic form conputer yeadabl e program code neans for authenticating
said original document®l%y P%%Qﬁ‘n‘i"@‘@%%cﬁ‘gi%t%ﬁl@Pé@t"?c@rﬁeﬁt%g]&ﬂ- or
e-seal, said e-seal including a visible seal of an authority and said
content digest enbedded in said visible seal; conputer readable program
code neahs f obecoadlyngn alterogtiviecway iy tisat thei dvimes 920 bungpinregrapet docaaient

authentcat o9 OrUTERIGLen PALALLTE SLD0, Fulf bl RIATILNG Broecas. ool
service, which includes the following steps:

1)  The service center 910 verifies the legitimacy of the paper document

with the original issuer 930 on its capacity, converts the paper document
15 to electronic form, signs on the electronic version and assigns a trust

level to the document. For example, the trust level can be high if verified
with the original issuer.

2)  The service center 910 keeps a record of the certificate.

3) The owner 920 can choose to either keep the e-certificate, or rent a

20 deposit box to keep certificates in the service center 910.

Thirdly, an owner (student) 920 requests tb send an electronic document (degree
certificate) to a recipient 940 (the university the student is applying for a higher
degree study) and includes the following steps.
25 1) The owner 920 logs into the webpage of the service center 910 and fills in
a request form.

2) The service center 910 verifies the electronic document and sends the
document to the recipient 940 together with service center’s e-seal and
security statement (level of trust).

30 3) The service center 910 notifies the owner 920 of the status when the

recipient 940 has collected the electronic document.



copying or nodification of said printed docunent in a copy or nodified
version of said printed docunent. 15 46. The conputer program product
according to claima45, wherein said conputer readabl e prograip Bt 200ans
for authenticating includes conputer readable program code neans for

wat er marki ng said visible seal with sai d>Bontent di gest to enbed said
content digest in said visible seal. 20 47. The conputer program product

according to @baiilyiBparW\@nekduesitthel sGORRBF 8bcunfad RRIANRY QLA Rde means
for authenticating I ncludes conputer readable program code neans for

encrypting saingl @adolivjegsteps:i or to wat ermarking said visible seal. 25
48. The conputer,\p ram product. according to claima47, wherein at |east
D hg P BRR B L RESAlhE

one of an enbeddi SS, ?ﬂﬁl&gfry of said watermark is a key

for encrypting syi Theespiéred Guteigs oS Bl Bdblkhgt0ofIAE Sbreics editer 0, Rt h.  49.
The conput er program product according to claim45, wherein said 30 content

di gest i s°a conden§‘?§’tﬂlsF%@ﬁé&éﬁ@&iﬁidéﬁ“fmmtsai d original docunment generated by

t dabl i St f:
22 Nar ch 2004 53 CouRr e PR TRRREARTLPRL Mokl ST MG AR Rnd RS ©

content using a sethererifiastiuinnif there tessiecodnthidtservideardapP b0 péragiathecode
nmeans for selecti ng key i tens %1% said content; and conputer readable
program code neans ISPYRT I8 feraverilicgfiqne apd,ihem pats theseavies penderis e-sql intpthe

conput er program pa@amcéma)%e@l@%ﬁﬁatsecﬂtggme gwherein said content digest
is a condensed representation of said original document generated by

conput er 1¢ eadabl4d phosgrame coder $iddesps orechidodkhdisloedmendnd gersls phileihet 0 sai d
10 content, each bllock hagi rllﬂ?a &r@determ' ned size and shape, said content
di gest i ncl udi ng afSEFPUS IAFRRLE Be feesiered PAY-ahel  bei ng dependent upon a
classification of a corresponding block of said content. 51. The conputer
program product according to claim45, wherein said 15 visible seal

i ncludes at | EHHiy,dhesasyicecanter fneceinsa daesquest th ggint @ hardreopp pkan elegranihi cal

document either from an owner 910 or another party.
15 1)  The user should registers with the service center 910.
2)  The user logs into the webpage of the service center 910 and sends in the
electronic document.
3)  The service center 910 performs verification on the electronic document,
assigns a trust level to the document, and prints a copy together with the

20 center’s e-seal and a dedicated optical sensitive component.

Sixthly, the service center 910 receives a request for legitimacy verification of a
printed copy involving the following steps:
1)  The service center 910 verifies the validity of the e-seals by visual
25 inspection.
2)  The service center 910 verifies the validity of the optically sensitive
component.
3) The service center 910 scans in the paper document, and verifies the
document legitimacy by checking the document content digest and

30 ownership of the e-seal (if necessary).



synbol, and a signature. 52. The conputer program product according to
claim45, wherein said optically sensitive conponent includes a serial
nunber for said el ectronic docunent. 20 53. The conputer pr oy ErRROgyct
according to claima45, wherein said electronic docunent includes: one or
nore pages of content conprising text armd’nul ti medi a i nformation; and one
or nore |landmarks for | ocating at | east one of said content, said e-seal,

25 and other @ogdBAk pRREROMBRESiceMnted DF0 FQARM eeBraQ'%cﬁ' PRRUChment
according to claim45, further including a secorid e-seal having: content

for sai d secothit s-nseedsaryrfot vatifivgtismsatvicemTéatrecofd isaratadrangitimadataliscument 30
and said (first -seal ;. and a visible,seal .of an authari nd a, content

di gest dependg?#ecffgovﬁh@épﬁg?:%me s Sﬂﬁneg&F‘&gﬁ%ﬁﬁﬂc@-g@&pe‘tﬁ}b@&&@aﬂq% sai d

vi si bl e seal . cent&d1Wardat 0Bé servie2eonterd YR MEHil@éech@ﬁ%%ﬂh@rvﬂ%t

according to claim45, further including conputer readable program code

neans for3 enbéeeimpt-dby doipe sedhr suherityef Srerissurr 920 isavall respsetatl, ndrthe

protecting owne i : it¥%-0f said.e-seal. 56., A syste

i1 51 g a nBrvRmIot obig iEbRE HathalRbr i3t real eI Mo urren
and a cor r espegrdicd geried 90 chediepoyiElx, is peotebted byrhe dis€lOThEERMich eédig | opr i nt ed
version of said el ectronic, docunent, said systemincluding: neans for

generating a Eesfttohhavs awdicht iy acspssdhe gantent ofihedereit hax- el ectronic 10 form
means for authenticating said original docunent in electronic formusing an
el ectronic seal or e-seal, said e-seal including a visible seal of an

aut hor i t 0 and Thabdneddarftthecayiftatesndae dhesbeitn sawdi the wicsitificates Rednyofi@ans f or
addi ng an opt hﬁgcltfyy sensitive conponent to said authenticated

The service center 910 is advantageous for a number of reasons:
1)  There are many document issuers in the world, and there is little or no
15 information available about issuers and those issued documents.
Consequently, there is hardly any effective means for legitimacy
verification.
2) Itistime consuming and costly for owners to send paper documents and
also to provide official evidence regarding the legitimacy of the
20 documents.
3) Itisnot efficient for each issuer to provide a verification service

regarding the legitimacy of certificates and other documents.

4.3 Electronic Check

25  Checks or negotiable instruments are used and preferred by many people to pay their
bills. The parties involved are a payer, a payee, a payer’s bank, a payee’s bank and the

service center. An electronic check services product is as follows:

Firstly, the payer issues a check involving the following steps:
30 A) The payer registers with the service center 910 for the service.
B) The payer logs on to the service center 910 through the center’s
webpage.



15 docunent for printing using a trusted printing process, said optically
sensitive conponent containing information for indicating copying or

modi fication of said printed docunment in a copy or nodified Aekaichr2008 said
printed document. 57. The system according to claimb56, wherein said

aut henti cating neans 20 incl udes neans f‘ég' wat er mar ki ng sai d visible seal
with said content digest to enbed said content digest in said visible seal.

58. The system aCG‘?rdTﬁkgpaI)/_@rﬁll@iﬂ%éfonﬂ%@?@rﬂeiﬁﬁh&js@ﬂﬁ hﬁ%ﬁﬁﬁ&ih@%wﬁans

i ncl udes neans for encrypting said content ‘digest prior to waternarking
said visible 25 seal .sa8 mgang as pathdhe bankdpih, figeerorinl, &icm GStheskeThé formt

| east one of an enbeddi addres ha and ,bpundar f said termark is
a key for encrypting 1§18|u§esc%1n eR 10%?%%‘2&6%?&@@}(}5“%’&@%%08%@%, or

both. 30 22 March 289¢n SdarfandlidentEiatiemhasse! ﬂiefrp@yéqas fidrié, Adefint, Wh@r €i n
said content digest is a condensed representation of said original docunent

gener at ed by means se‘lhééﬂtéd)ffhed?ﬁmét-group consi sting of nmeans for hashing
said content usi ng)r)'a PEEULH Qg&@érwogﬁﬁgﬁggﬁe?gi%@%orgi_%ggﬁdntr_lg key itens

of said content; d neans tor extra Said content. 61. The
system accordi ng Ed cThd saribe canleerod DRigaailt dhecit with bdibghs payed’sand gaderesed
representation of said orjagi na{§ dgcu nt alenerat ed by neans for block 10
based coding applied ¥t Hicrealsindsendsdugehegk frtbemavicng a predet er ni ned

si ze and shape, sgjd ﬁﬁ@hﬁega%egf?aés dprtﬁé&Eﬁcﬁ,%@geﬁfc@%xnteﬁgxggﬁgﬂfgfﬁdeth each

| abel bei ng dependent upon ssifrcation © correspon ock of
sai d cont@&nt. 62. Thepaygstem according to claimb56, wherein said visible

SENET G MR LN W T T T
wherein said optical | yo$RB8 bY theSservice center 910, and personally give the check to the
payee. The printed check has security feature of the payer’s bank, the
signature of the payer, the seal and optical sensitive component from the
15 service center 910 and is trusted.
Secondly, the payee claims the check involving the following steps:
A) The payee registers with the service center 910.
B) The payee logs on to the service center’s webpage.
C) The payee sends in the electronic check to the service center 910.
20 D) Alternatively, the payee can send the check to payee’s bank, and the
bank scans in to read any required information from the check, and sends
the information to the service center 910.
E) The service center 910 verifies the check with the original form filled in
by the payer.
25 F)  The service center 910 sends the check to the payee’s bank with
verification result.
G) The payer’s bank accepts the check and commits the transfer on the due
date indicated in the check.
H) In case of check refusal by the payer’s bank, the payer’s bank signs on
30 the check for refusal. The service center 910 notifies the payer, payee,
and payee’s bank together with a copy of the check singed for refusal.



conponent includes a serial nunber for said el ectronic docunent. 20 64. The
system according to claimb56, wherein said el ectronic docunent includes:
one or nore pages of content conprising text and nul ti nedi a 2hMareiE2(0dn;
and one or nore | andmarks for |ocating at,.|least one of said content, said
e-seal, 25 and ot her docunent conponents: 965. The system according to claim
56, further including a second e-seal having: content for said second
e-seal including $pi dreodl eRks, ofa Fited @Fydl RYucAOTHRR3S, BRGasard (first)
e-seal; and a visible seal of an authority and a content" di gest” dependent
upon said content of Bdikdtheaegerpnd thenryesrihwalialic servisaicantor wirifles theeal . 22
March 2004 -55 66. Th - L (i t |_ai m. further including a
trusted printing or rgrber%% dcrﬂlgﬁﬁg@\gﬁ @gnfﬁdrdgﬁﬁiom“?aﬁamssg}v Cgﬁ}pﬁgﬂlti%laét ed
docunent contai ni ng saésigneptforahbt cheelsiahd yng @ papacivby. 67. The system
according_to claim66, wherein said trusted printing or reproduction device
is accesstble via said network and is renotely |ocated fromone or nore of
the ot her coffonesteigsfCenigrdores Yoqume withiduldipis sgnefgcor ding to claim
56, further i ' f e ' : ' o i,bl e watermark in
said e-seal ;F gquhg?% ggltgs grg\/?gé}%esﬁ%pg%w?‘ Hggﬁhgﬁg@l‘aﬁgﬁ g?e LY eal . 69. A
system fo(rj _ pregigeatd Mg‘eth’éthesdreigb béﬁmggéloa:fr tfaa”lsysteﬁmfdngi_nis&ad)@Gﬂﬂ%m#rg@ﬁ!ﬁti@n,l5 .
correspondin ri nted docunen sai d system i ncl udi ng: means for generating
an aut hentic g@@ﬂlee"’@é’é‘fer ‘iﬁ’ﬂ?egs b‘éb@ﬁ@rﬁ%‘{l&iép‘d’l&keﬁéﬁﬂ%@éf Bedusipessi and
docunent {4 nc | : an Qri gi - e an
e i e e e A S T

el ectronic form said e-seal including a visible seal of an authority and a
content di gesFoetibeakiar ai conkct Haiwben seral,partbsdthisf iavolgestae &liowdng@teps:
optically sensiti v? C onent added to said authenticated el ectronic
docunent for prinf¥ng P%e%c%rﬁ‘é‘il@&eB}gfﬁtﬂiler@“aétcﬁ%g@‘}lf‘@&?eﬁa@ﬁiq dhthey
sensitive conponent 2l i ; i ndi i j r
rodi 1 cation of sai d P et o aeE SeTBl ORbi ol ool 3R GRAKRC - (i
printed P% docunent; sesdnthefdocumentitd piegf thheighegfotstaregigning. sai d

aut henti cat ed el egtronij,¢, doc nt; nmeans for prjnti ai.d aut henti cated
el ectroni c docune § a‘ﬁh%%ea?%H%%Pg(?ﬁlt? esggﬁ’fé‘fet(lpq} f%@%ﬁ%ﬁw WY sai d
trusted printing pyocessot@pprdRybigHPM dainflerahnl S¥iRIhIBAShPORROVI de an
aut henticated printed docunent. 30 70. The system according to claim®69,

wherein said | egiti meesxt paity 84 seoomudid sllithecpardesshave signed the dpewinénti e a
wat er mar ked di gest of _. t i . ch 2004 .-56 caorrespondi n
one of one or ?mr e e-%%gﬁé Sfbr?g%g%'teo %ur(fgl';l ivdizféets/&{ﬁ%ml}dgté’to PeNendes 8%935 S

docunent20 seal to make sure there is no change to the agreed version. The record of

the document is created at the service center 910 during signing process.
D) Alternatively, all the parties sign the document simultaneously. That is,
after first signing, the signers send the document back to the service
center 910, the service center 910 distributes the document to parties for
25 the second signing, and so on. In this case, the number of copies of the
signed document is the same as the number of signers. Each copy has a
different order of signings, but the same effectiveness.
E) The signed copies are kept with signers. The signers can choose to rent
deposit boxes from the service center 910 to keep their copies securely.
30 F}  Upon a request, the service center 910 verifies and prints out a paper
copy of the document with an optical sensitive component that is
generated by the service center 910 for that document. The optical

sensitive component is coupled with the last signer’s e-seal.



71. The system according to claim 70, wherein said |egitimacy verifying
means further includes neans for |ocating and verifying one or nore e-seals
in said authenticated el ectronic docunment. 72. The system acioxdich@009
claim 70, wherein said legitimcy verifying nmeans further includes neans
for verifying the validity of each of o80or nore e-seals 10 included in
said authenticated el ectronic docunent. 73. The system according to claim
69, further including: nmeans for verifying the legitinacy protection of
said authenticated printed docunent based on said el ectronic docunent. 15
74. The syst Eon the casedifmepltiplesignem focan efffieiabdocuseing thesystent sarverefiaflyi ng t he
| egi ti macy protect%on Sﬂ%ﬁ a tten icated.grin%ed gocugenEhf hther

i ncl udi ng: nedie F o SASITatSPY  aHNe }éaélte\%ﬁw SEFABR LV OSSE OPIEEE® of said
one or nore egpals; 20 neans for verifying said optically sensitive
conponent _of said authenticated printed document; neans for scanning said
aut henti cated pri A edAbeéigigocementdrer adesigndosumentefpbuildingis eaatrd by sai d
one or nore e-seals; %ﬂ% HE%“S for extracting a content digest fromeach of
sai d watermarks and 25PVEYS ying said extracted content digest. 75. A

met hod for protecB)ngThéeropegt ldgetuity tinf syaeredepedrr WikiCthdDEdisRd privite Rey,
correspondi ng printed docunent, said nethod_ includi nget he steps of:
generating an aut hent 1€ RFRPse seFs 2aa pendy des dacymenttyithe next peses &t ed

el ectroni ¢ 30 documenfedaglisidi ﬂ&@ﬂ%]@% Akkgknal document in
electronic form an e %ctréﬁ?é&gggﬁ or -segﬁﬂ?oﬁ authenticating said
ori gi nal 1@ocunent C) n ‘Ehesysteonserver aptifiesthe dext-mesah of thed ardval @f thedwiinkent, seal

of an authority and a content di.g}gs nbedded in said e-seal; 22 March
2004 -57 generating a?Fdﬁg?PEri‘PW SHEAPFY RN onponent added to said

authenticated el ephr oPh&s\AREVEBNY ctédtesRITb&rl BOtHEHoBmEn Il F&hPFdcBEd NI
process, said optically Sensitive conponent containing information for

i ndi cating copying orforfiather veifiestionf said printed docunent in a copy or
aut hent i cated o et r o tC oA SURER FOREHR gt Bhine s b FrobialpelPEl  Toni ¢ -
docunmentisnd sai dFpptijped i_regués@,rtﬁé bystein SQUROREIfiEs atRd Hrénts Bhitch papeSERS dFr | Nt ng
process dependent upon said verifying step_to provide an authenticated
printed document. the document. The printed copy has optical sensitive component added
to the document. The optical sensitive component is from the system
server, designed for this particular document, and coupled together with
an e-seal of the last signer.
20
The embodiments of the invention are preferably implemented using general-purpose
computers. In particular, the processing or functionality of Figs. 1-9 can be
implemented as software, or a computer program, executing on a computer. The
method or process steps of protecting the legitimacy of electronic and corresponding
25  printed documents are effected by instructions in the software that are carried out by
the computer. The software may be implemented as one or more modules for
implementing the process steps. A module is a part of a computer program that
usually performs a particular function or related functions. Also, as described

hereinbefore, a module can also be a packaged functional hardware unit for use with

30  other components or modules.



10 76. The nmethod according to claim75, wherein said |egitimcy verifying
step includes the step of verifying a waternmarked di gest of content against
a correspondi ng one of one or nore e-seals included in said zmmMashtiooat ed
el ectroni ¢ docunent. 15 77. The net hod aciordi ng to claim76, wherein said
| egi timacy verifying step further incl udés- t he steps of locating and
verifying one or nore e-seals in said authenticated el ectroni c docunent.
78. The net hadpateaaditRGohivatd Mhibd SorethghRbmpaith dsdbfObd AeiBb¥ Hedibhyi ng 20
step further includes the step of verifying the validity of each of one or
nore e- seal sindudingiefoppy &isg, @ hard diendiiveaneehgnbocaptionl dsabibenERO¥Y. The
met hod accor ] claim?7 fieuther including.,a step of. verifyin he
| egi ti macy prng e%ticl S%é%fan aoﬁh r(%f1 RERTFL Iéocﬁl"‘f)oﬂ%ﬁ? gtaraggélﬁwﬁ?ﬁw%lgg%%g%{? sai d
25 el ectroni ¢hodeskiltedin th8ait. The soreiiied Hefpily MAdE®intd MeBorPuteiofrethd sai d
step for verifying the legitimacy protection said authenticated printed
docunent ¥ ur epEputehesablgaaedivia agd dhea cafricdmug by the qoprputes p dcedmppteraireeroms ual
seal of each ' - |18, J Tyl ' t]
Sensi 1 ve. coRbenSahats QiR e SRoim ilihe WcRIRTal FACiPuld on 2004
- 58 scanni ngpsgran acordedtonahs eadipni hhechndeadmsdiounbd a @sinpart.| Tk @sewdt er mar K
fromeach of .said one or nore e-seals; and extracting a content digest from
et i g

each of sai dhROBIVER PLOLHY f i thg caapyeneterbl peffednicpdvaniagens. g1, A
conput er progyadh RiQAHEH cQﬁiﬂd&&y?raG%EPUt er usabl e nedi um having a conputer
r eadabl e program code neans enbodi ed"therein for protecting the legitinmacy
of an el &&tronic docunent and a correspondi ng printed docunent, said

t duct incluyding: 10 t dabl d
For gener ot 1 RUC SVELIEHShIPLCAERr R aeet s oL TR Al cr ORI PO | oot e

el ectroni ¢ desHiRRicaliBEintG 08 usifp b Bppropriad cOhh@ihitatiotl SEHABINLcH Bs £! ectronic
form an electronic seal or e-seal for authenticati ng sai d origi nal
&

docunment i n 8lodemrconineumientions path.gr eomegau¢r defivdrlicontle bikei Thetammerl of an
authority an : i edded, i id erseal; 15.¢C er
readabl e pr og?tgl%ﬁgg%gm%]gdﬁgaelﬁ %arlgge%nn%?"g ﬁkr@@ﬁ’ %Htlcliecaé?e} (}WBH%W aé"orrponent

added tolsai thtamet)ent/pctat &ttelegct roni ¢ docunent for printing using a
trusted printing process, said optically sensitive conmponent contai ning
information for indicating copying or nodification of said printed docunent
in a copy or NuRlidisRUnNAISHAR Peodpheh Kk e v

readabl e program cgg;ennglgné 6)r Cee?P‘%?’E}Sgéﬁ%ﬁ%nﬁ)ggﬁﬁ%gﬁg}oﬁgg%ghﬁ{g

aut hent i cat eftos the scapeiand dpicitinBiht inveatiput Eompetadabitle whichghaembatimeneans f or

e s G YT Aol B 0 o 1
sensitive co p on sal
conput era( eagapte Sih GphrRaGes R TRB ESwhRsta6h bf HeMlte! @he foregoing is merely

exemplary of the types of computers with which the embodiments of the invention

may be practiced.

Typically, the processes of the embodiments are resident as software or a program

25  recorded on a hard disk drive as the computer readable medium, and read and
controlled using the computer system. In some instances, the program may be
supplied to the user encoded on a CD-ROM or a floppy disk, or alternatively could be
read by the user from the network via a modem device connected to the computer, for
example. Still further, the software can also be loaded into the computer system from

30 other computer readable medium including magnetic tape, a ROM or integrated
circuit, a magneto-optical disk, a radio or infra-red transmission channel between the

computer and another device, a computer readable card such as a PCMCIA card, and



25 provide an authenticated printed docunent. 82. The conputer program
product according to claim8l, wherein said conputer readable program code
means for verifying |legitinacy includes conputer readabl e przovarshnge
means for verifying a watermarked di gest of content against a 30
correspondi ng one of one or nore e-seal s%%ncl uded in said authenti cated

el ectroni ¢ docunent. 22 March 2004 -59 83. The conputer program product
accor di ng t ot tefed dnd WHRNE Tnchadife SARP HhimisEaHaRlSnFAM AMEREE §BaNS
for legitimacy verifying further includes conputer readable program code
means for | owgbisiies anddhe Bks. fl}hq{gr&ﬁqmgas rrmlg eeemldaltysaf relegait domptteent i cat ed

I d d r dj I
N ¢ R s e S R S B

verifying fuaéﬁnemngﬂ@ﬂnuﬁe@opsméﬁﬁt(sfetaeiaﬁbﬁncm ogr am code neans for
verifying the validity of each of one or nore e-seals included in said

aut henti cited el ectronic docunent. 10 85. The conput er program product
accordi ng torglai r i o ram code
means for verl*gilaﬁ]eﬁ%ﬁﬁlr!gé%%%& gghpggtdﬁglﬁm%&t%é%arbgﬂa%ﬂfahmﬁp[ ¢at ed printed
docunent bas igitimacyairateeted,cintl anhethody au mppiratud,m @mpuldterégamiréducp b am
product according_to claim85 wherein said conputer readable program code
means for vef¥ FSFI'? Drefectingde legptmacy afielesitpris aﬁ‘épﬁn@&dﬁ@ﬁ{@ﬁ%@f@d printed

docunment fur gagFinddIGIkigH Sy g @p&g}m for
visual ly inspecting said vi gu seg{bez élgr{:lﬁhggesal %ﬁeﬁg@mﬁ%re
e- seal s; 1&onperagent rcceﬁndadad;l@llqﬂrmgham dosevwneiths disstosury; ifay higereas changes cal |y

sensitive Co%)cﬂgre&]lgdlgcanso%ls%an érl}l% é{;vcl: : etdderrﬂl'tlg'Eg%r%rﬁj t %%g(?p% and spirit of the

invention.



conput er readabl e program code neans for scanning said authenticated
printed docunent and extracting a watermark from each of said one or nore
e-seal s; 25 and conputer readabl e program code neans for extrIapthidh®084
content digest fromeach of said watermarks and verifying said extracted
content digest. 87. A nethod of trust ed -6dcunent delivery via a network,
said nethod 30 including the steps o establishing a secure comuni cation

| i nk between parties at one or nore |ocations; 22 March 2004 -60
verifying the identity of each party; providing neans for a party to sign
an original €GdARMSt; protecting the legitinmacy of a signed docunent in
electronic form said protected signed docunent including content of an
original docunent in electronic form a content digest for said content of
sai d original docynent Ankl@k@ficlddRinkedtFoMepAiidcidh 8f £&FflpdrdifSftint@l e- seal
for authenticating said original docunent in electronic form said e-sea

i ncl udi ng® a ¢paMkIng canshle afthaving tha lesitimagy afienid gledtrenin deeumalit geatecteshbedded

in said visipl ; Q- rotected, sign |l ectroni c_document fiom
a sendi ng pa?%@l“iﬁ%g dp ?s"’f%g%lt%gm g&’élt%ltt%dﬁvetrsom%ot%‘é‘g%\??etﬁ%m%g?‘iu?wgg SQLdsecond
renot e | ocat elettréfic dedutheneinstitdiig: not i fyi ng said receiving party of said
sent protected el ectronic docunent; receiving said sent protected

el ectroni ¢ docunefntert of ap grigvaldnsumspnelsconcitorof sai d network; sendi ng

a receipt of sai da%@:?l&nt%?és?fotrggd% feht ﬁ%&ﬁ@ﬂﬁ!&%ﬁ%aﬁt%?@kﬁ’mﬁ@ AL
party at said first lTocatTon; veritying the Yegitinacy of sald Sen
prot ect et el ect r omn electomnicresal ont-s@difat anteatichtingsviderighehtibamet irsai d

network to ensure .the |eqitinacy . of. a dogunen o0 be_ printed;. addi ng an
ool | P R S0 e G heI0ding o SO HoREH! ok i AR for Said spnish
printing usi Bged dhibédd&AnRhidNYidipG spsiocess, said optically sensitive

conponent containing information for indicating copying or nodification of
sai d printed docunksptidatly sersispye compoenefitiadded toerisl autheoficated doqunient fod

??ﬁgtﬁggt ;)r ?zgll"i)ﬁt%ﬁgn&slinngga Bu&P gﬁlﬁfngsp%(gesg rsgitdeo%gigglyes!egg&i{rg E:](I)rrclpcgn%%{’l ment using a
15  containing information for indicating copying or modification of said printed

document in a copy or modified version of said printed document.

2, The electronic document according to claim 1, further including a
watermark in said e-seal for embedding said content digest in said visible seal.
20
3. The electronic document according to claim 2, wherein said content

digest is encrypted prior to watermarking said visible seal.

4, The electronic document according to claim 3, wherein at least one of
25  an embedding address, shape, and boundary of said watermark is a key for encrypting

said content digest, watermarking said e-seal, or both.

5. The electronic document according to claim 1, wherein said content
digest is a condensed representation of said original document generated by a step
30  selected from the group consisting of:
hashing said content using a secure hashing process;

selecting key items of said content; and



process. 25 88. The nethod according to claim87, fixrther being a
certification / notarization nethod including the steps of establishing a
secure network with an issuer, an owner and the recipient of22Mardh@Odesent ;
30 obtaining an el ectronic docunent for ?? owner and assigning a trust
statenent to the docunent; delivering a Trusted copy of the docunent to the
reci pi ent. 22 March 2004 -61 89. The nethod according to claim 88,

further includi ngekitint €nebs Bf QYd eindgtan el ectronic safe deposit box for
storage of electronic certificates. 90. The nmethod according to claim 87,

further being an el ectronic check transacting nethod including the steps

of i establishing sec Lnk.from.a seryice centre 10 a yee, a
payer, and one or%'rmrelf‘?lggiégtér Iégo%u%%%? ccsoir%ﬁ%?logc%lﬁr'g’l‘gﬁ?Flgﬁf’lg C@HE‘%E and

sendi ng sai ddipestdka condensedrayResntfRinthfelidighidl Beduntens girbrabdBeBlogk-ect roni c
docunent; _claim ng_said ¢check for the payee; clearing the transaction; and
ref usi ng ¥ heP#sgyd vRdingappiigddo spid crnieat, gerl blagk havirg epredefenninedrsige ant hod
according to [ ' - f ixel1]| -of : .

mul 1 pl o si gy B ant D ARIAEH by SFABLIRAR col BRI Ge iklldens, o
| i nk bet weenuporseclassificationbf e camespending bkick fof edd icogetn agr eed ver si on of
said el ectronic docunent; and signing said electronic docunent in either a
serial or parallel manner. 20 92. The nethod according to claim87, further

including the step of The electronic document according to claim 1, wherein said visible
| 10 seal includes at least one of a document header, a logo or artwork, a graphical symbol,

and a signature.

8. The electronic document according to claim 1, wherein said optically
sensitive component includes a serial number for said electronic document.
15
9. The electronic document according to claim 1, wherein said electronic
document includes:
one or more pages of content comprising text and multimedia information; and
one or more landmarks for locating at least one of said content, said e-seal,

20  and other document components.

10.  The electronic document according to claim 1, further including a
second e-seal having:
content for said second e-seal including said content of said original document
25  and said (first) e-seal; and
a visible seal of an authority and a content digest dependent upon said content

of said second e-seal embedded in said visible seal.

11.  The electronic document according to claim 1, further including an
30  imperceptible watermark embedded in said e-seal for protecting ownership of the

authority of said e-seal.



converting said original docunent in printed formto said original docunent
el ectronic formusing a scanning process. 25 93. The nethod according to
claim87, fizrther including the step of verifying the |egiti2R@ychafoogai d
sent protected electronic at a | ocation of said network. 94. The net hod
according to claim87, further includi ng‘4§he step of providing nmeans for a
party to sign said original docunent. 22 March 2004 -62 Legitimacy

Protection of El egbroniscolnedadiineadbppodited 8 drURetrbRR ReImABIIRMI An
el ectroni ¢ docunent (200) and a correspondi ng printed docunent capabl e of

havi ng t hei r of byjiing thadseipmaeieefisetsl printer doavstehbprotestedagpidiprinted docummantput er
dyehoang; ' tecting the l.egiti t el ectr oni
Bnd printed T6 BadtG e eRilb Bla AEBIGR Al otif il TR uRenronFSt08

i ncl udes: content radesd conifedi ¢tain oipgnsEséunidht;el ectronic form a content
digest for the content the original docunment in electronic form an

el ectronit seal ofnglegEenic seahpr ¢-seal for ayeientieating saidiarizingl doeurasnt smderednt i n
el ectronic f -1 L A i A S . ut hority
and the cont g{n%&% %@S‘?a‘z eeélgégﬁi)ené%ﬁ%‘ggﬁdg%oﬂ&?gea%%%leoa{f?lﬁ%%%hgbﬁ {’}i/da%ensi tive
15 conponent cérit@@@)igeatifbe daitl @onthet efishidentigirehdecintat embaddetian sgid visibleg usi ng
a trusted printing process. The optically sensitive conponent (120C)
contains infd tion for indicating copying or nodification of the printed

docunent in a cop 1 [ V, i ar.Lat FIG S
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13.  The printed document according to claim 12, further including a
15 watermark in said rendered e-seal for embedding said content digest in said visible
seal,

14.  The printed document according to claim 13, wherein said content
digest is encrypted prior to watermarking said visible seal.
20
15.  The printed document according to claim 14, wherein at least one of an
embedding address, shape, and boundary of said watermark is a key for encrypting

said content digest, watermarking said e-seal, or both.

25 16.  The printed document according to claim 12, wherein said content
digest is a condensed representation of said original document generated by a step
selected from the group consisting of:

hashing said content using a secure hashing process;
selecting key items of said content; and

30 extracting features of said content.
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10940%& () -1 10%&" @nerdi@ififfa dontent digest for an original document in electronic form;

5 authenticating said original document in electronic form using an electronic
seal or e-seal, said e-seal including a visible seal of an authority and said content -
digest embedded in said visible seal;

adding an optically sensitive component to said authenticated document for
printing using a trusted printing process, said optically sensitive component
10 containing information for indicating copying or modification of said printed

document in a copy or modified version of said printed document.

24.  The method according to claim 23, wherein said authenticating step
includes the step of watenmarking said visible seal with said content digest to embed

15  said content digest in said visible seal.

25.  The method according to claim 24, wherein said authenticating step

includes the step of encrypting said content digest prior to watermarking said visible

seal.
20
26.  The method according to claim 25, wherein at least one of an
embedding address, shape, and boundary of said watermark is a key for encrypting
said content digest, watermarking said e-seal, or both.

25 27.  The method according to claim 23, wherein said content digest is a
condensed representation of said original document generated by a step selected from
the group consisting of:

hashing said content using a secure hashing process;
selecting key items of said content; and

30 extracting features of said content.
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29.  The method according to claim 23, wherein said visible seal includes at
least one of a document header, a logo or artwork, a graphical symbol, and a
signature.
10
30.  The method according to claim 23, wherein said optically sensitive

component includes a serial number for said electronic document.

31.  The method accordiﬁg to claim 23, wherein said electronic document
15  includes:

one ot more pages of content comprising text and multimedia information; and

one or more landmarks for locating at least one of said content, said e-seal,

and other document components.

20 32.  The method according to claim 23, further including a second e-seal
having:
content for said second e-seal including said content of said original document
and said (first) e-seal; and
a visible seal of an authority and a content digest dependent upon said content

25  of said second e-seal embedded in said visible seal.

33.  The method according to claim 23, further including the step of
embedding an imperceptible watermark in said e-seal for protecting ownership of the
authority of said e-seal.

30
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| content digest embedded in said visible seal;
means for adding an optically sensitive component to said authenticated
10 document for printing using a trusted printing process, said optically sensitive
component containing information for indicating copying or modification of said

printed document in a copy or modified version of said printed document,

35.  The apparatus according to claim 34, wherein said authenticating
15  means includes means for watermarking said visible seal with said content digest to

embed said content digest in said visible seal.

36.  The apparatus according to claim 35, wherein said authenticating
means includes means for encrypting said content digest prior to watermarking said

20  visible seal.

37.  The apparatus according to claim 36, wherein at least one of an
embedding address, shape, and boundary of said watermark is a key for encrypting

said content digest, watermarking said e-seal, or both.

25
38.  The apparatus according to claim 34, wherein said content digestis a
condensed representation of said original document generated by means selected from
the group consisting of;
means for hashing said content using a secure hashing process;
30 means for selecting key items of said content; and

means for extracting features of said content.
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41.  The apparatus according to claim 34, wherein said optically sensitive

component includes a serial number for said electronic document.

42.  The apparatus according to claim 34, wherein said electronic document
15  includes:

one or more pages of content comprising text and multimedia information; and

one or more landmarks for locating at least one of said content, said e-seal,

and other document components.

20 43.  The apparatus according to claim 34, further including a second e-seal
having:
content for said second e-seal including said content of said original document
and said (first) e-seal; and
a visible seal of an authority and a content digest dependent upon said content

25  of said second e-seal embedded in said visible seal.

44,  The apparatus according to claim 34, further including means for
embedding an imperceptible watermark in said e-seal for protecting ownership of the
authority of said e-seal.

30
45. A computer program product having a computer usable medium

having a computer readable program code means embodied therein for protecting the
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original document in elec ohic form;
computer readable program code means for authenticating said original
document in electronic form using an electronic seal or e-seal, said e-seal including a
visible seal of an authority and said content digest embedded in said visible seal;
computer readable program code means for adding an optically sensitive
10 component to said authenticated document for printing using a trusted printing
process, said optically sensitive component containing information for indicating

copying or modification of said printed document in a copy or modified version of

said printed document.

15 46.  The computer program product according to claim 45, wherein said
computer readable program code means for authenticating includes computer readable
program code means for watermarking said visible seal with said content digest to

embed said content digest in said visible seal.

20 47.  The computer program product according to claim 46, wherein said
computer readable program code means for authenticating includes computer readable
program code means for encrypting said content digest prior to watermarking said

visible seal.

25 48.  The computer program product according to claim 47, wherein at least
one of an embedding address, shape, and boundary of said watermark is a key for

encrypting satd content digest, watermarking said e-seal, or both.

49.  The computer program product according to claim 45, wherein said
30 content digest is a condensed representation of said original document generated by

computer readable program code means selected from the group consisting of:
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content; and

5 computer readable program code means for extracting features of said content.

50.  The computer program product according to claim 45, wherein said
content digest is a condensed representation of said original document generated by
computer readable program code means for block-based coding applied to said

10 content, each block having a predetermined size and shape, said content digest
including an array of labels with each label being dependent upon a classification of a

corresponding block of said content.

51.  The computer program product according to claim 45, wherein said
15 visible seal includes at least one of a document header, a logo or artwork, a graphical

symbol, and a signature.

52.  The computer program product according to claim 45, wherein said
optically sensitive component includes a serial number for said electronic document.
20
53.  The computer program product according to claim 45, wherein said
electronic document includes:
one or more pages of content comprising text and multimedia information; and
one or more landmarks for locating at least one of said content, said e-seal,

25  and other document components.

54.  The computer program product according to claim 45, further
including a second e-seal having:
content for said second e-seal including said content of said original document
30  and said (first) e-seal; and
a visible seal of an authority and a content digest dependent upon said content

of said second e-seal embedded in said visible seal.
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5
56. A system utilising a network for protecting the legitimacy of an
electronic document and a corresponding printed document, said printed document
being a printed version of said electronic document, said system including:
means for generating a content digest for an original document in electronic
10 form;

means for authenticating said original document in electronic form using an
electronic seal or e-seal, said e-seal including a visible seal of an authority and said
content digest embedded in said visible seal;
means for adding an optically sensitive component to said authenticated
15 document for printing using a trusted printing process, said optically sensitive
component containing information for indicating copying or modification of said

printed document in a copy or modified version of said printed document.

57.  The system according to claim 56, wherein said authenticating means
20 includes means for watermarking said visible seal with said content digest to embed

said content digest in said visible seal.

58.  The system according to claim 57, wherein said authenticating means
includes means for encrypting said content digest prior to watermarking said visible
25  seal

59.  The system according to claim 58, wherein at least one of an
embedding address, shape, and boundary of said watermark is a key for encrypting
said content digest, watermarking said e-seal, or both.

30
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means for selecting key items o sa1d content; and

means for extracting features of said content.

61.  The system according to claim 56, wherein said content digest is a
condensed representation of said original document generated by means for block-
10 based coding applied to said content, each block having a predetermined size and
shape, said content digest including an array of labels with each label being dependent

upon a classification of a corresponding block of said content.

62.  The system according to claim 56, wherein said visible seal includes at
15  least one of a document header, a logo or artwork, a graphical symbol, and a
signature.

63.  The system according to claim 56, wherein said optically sensitive
component includes a serial number for said electronic document.
20
64.  The system according to claim 56, wherein said electronic document
includes:
one or more pages of content comprising text and multimedia information; and
one or more landmarks for locating at least one of said content, said e-seal,

25  and other document components.

65.  The system according to claim 56, further including a second e-seal
having:
content for said second e-seal including said content of said original document
30  and said (first) e-seal; and
a visible seal of an authority and a content digest dependent upon said content

of said second e-seal embedded in said visible seal.
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optical sensitive component.

5
67.  The system according to claim 66, wherein said trusted printing or
reproduction device is accessible via said network and is remotely located from one or
more of the other components of said system.
10 68.  The system according to claim 56, further including means for

embedding an imperceptible watermark in said e-seal for protecting ownership of the

authority of said e-seal.

69. A system for protecting the legitimacy of an electronic document and a
15  corresponding printed document, said system including:
means for generating an authenticated electronic document, said authenticated
electronic document including content of an original document in electronic form, an
electronic seal or e-seal for authenticating said original document in electronic form,
said e-seal including a visible seal of an authority and a content digest embedded in
20  said e-seal;
means for generating an optically sensitive component added to said
authenticated electronic document for printing using a trusted printing process, said
optically sensitive component containing information for indicating copying or
modification of said printed document in a copy or modified version of said printed
25  document;
means for verifying the legitimacy of said authenticated electronic document;
means for printing said authenticated electronic document and said optically
sensitive component using said trusted printing process dependent upon said verifying
means to provide an authenticated printed document.
30
70.  The system according to claim 69, wherein said legitimacy verifying

means includes means for verifying a watermarked digest of content against a
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71.  The system according to claim 70, wherein said legitimacy verifying
5 means further includes means for locating and verifying one or more e-seals in said

authenticated electronic document.

72.  The system according to claim 70, wherein said legitimacy verifying
means farther includes means for verifying the validity of each of one or more e-seals

10  included in said authenticated electronic document.

73.  The system according to claim 69, further including:
means for verifying the legitimacy protection of said authenticated printed

document based on said electronic document.

15
74.  The system according to claim 73, wherein said means for verifying
the legitimacy protection said authenticated printed document further including:
means for visually inspecting said visual seal of each of said one or more e-
seals;
20 means for verifying said optically sensitive component of said authenticated

printed document;

means for scanning said authenticated printed document and extracting a
watermark from each of said one or more e-seals; and

means for extracting a content digest from each of said watermarks and

25  verifying said extracted content digest.

75. A method for protecting the legitimacy of an electronic document and

a corresponding printed document, said method including the steps of:
generating an authenticated electronic document, said authenticated electronic
30 document including content of an original document in electronic form, an electronic
seal or e-seal for authenticating said original document in electronic form, said e-seal

including a visible seal of an authority and a content digest embedded in said e-seal;
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elecfronic document for printing using a trusted printing process, said optically
sensitive component containing information for indicating copying or modification of
said printed document in a copy or modified version of said printed document;
5 verifying the legitimacy of said authenticated electronic document;
printing said authenticated electronic document and said optically sensitive
component using said trusted printing process dependent upon said verifying step to

provide an authenticated printed document.

10 76.  The method according to claim 75, wherein said legitimacy verifying
step includes the step of verifying a watermarked digest of content against a
corresponding one of one or more e-seals included in said authenticated electronic

document.

15 77.  The method according to claim 76, wherein said legitimacy verifying
step further includes the steps of locating and verifying one or more e-seals in said

authenticated electronic document.

78.  The method according to claim 76, wherein said legitimacy verifying
20  step further includes the step of verifying the validity of each of one or more e-seals

included in said authenticated electronic document.

79.  The method according to claim 75, further including a step of verifying
the legitimacy protection of said authenticated printed document based on said

25  electronic document.

80.  The method according to claim 79, wherein said step for verifying the

legitimacy protection said authenticated printed document further includes the steps

of:
30 visually inspecting said visual seal of each of said one or more e-seals;
verifying said optically sensitive component of said authenticated printed
document;

10
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81. A computer program product having a computer usable medium

having a computer readable program code means embodied therein for protecting the
legitimacy of an electronic document and a corresponding printed document, said
computer program product including; '

10 computer readable program code means for generating an authenticated
electronic document, said authenticated electronic document including content of an
original document in electronic form, an electronic seal or e-seal for authenticating
said original document in electronic form, said e-seal including a visible seal of an
authority and a content digest embedded in said e-seal;

15 computer readable program code means for generating an optically sensitive
component added to said authenticated electronic document for printing using a
trusted printing process, said optically sensitive component containing information for
indicating copying or modification of said printed document in a copy or modified
version of said printed document;

20 computer readable program code means for verifying the legitimacy of said
authenticated electronic document;

computer readable program code means for printing said authenticated
electronic document and said optically sensitive component using said trusted printing
process dependent upon said computer readable program code means for verifying to

25  provide an authenticated printed document.

82.  The computer program product according to claim 81, wherein said
computer readable program code means for verifying legitimacy includes computer
readable program code means for verifying a watermarked digest of content against a

30 corresponding one of one or more ¢-seals included in said authenticated electronic

document.
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of said authenticated printed document based on said electronic document.
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86.  The computer program product according to claim 85, wherein said
computer readable program code means for verifying the legitimacy protection said
authenticated printed document further including:
computer readable program code means for visually inspecting said visual seal
20  of each of said one or more e-seals;
computer readable program code means for verifying said optically sensitive
component of said authenticated printed document;
computer readable program code means for scanning said authenticated
printed document and extracting a watermark from each of said one or more e-seals;
25 and
computer readable program code means for extracting a content digest from

each of said watermarks and verifying said extracted content digest.

87. A method of trusted document delivery via a network, said method
30  including the steps of:
establishing a secure communication link between parties at one or more

locations;
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protecting the legitimacy of a signed document in electronic form, said
protected signed document including content of an original document in electronic
5  form, a content digest for said content of said original document in electronic form,
and an electronic seal or e-seal for authenticating said original document in electronic
form, said e-seal including a visible seal of an authority and said content digest
embedded in said visible seal;
sending a protected, signed electronic document from a sending party at a first
10 location to a receiving party at a second remote location of said network;
notifying said receiving party of said sent protected electronic document;
receiving said sent protected electronic document at said second remote
location of said network;
sending a receipt of said sent protected electronic document to said sending
15 party at said first location;
verifying the legitimacy of said sent protected electronic document at said
second remote location of said network to ensure the legitimacy of a document to be
printed;
adding an optically sensitive component to said authenticated document for
20 printing using a trusted printing process, said optically sensitive component
containing information for indicating copying or modification of said printed
document in a copy or modified version of said printed document; and

printing a copy of said protected electronic document using a trusted printing

process.
25
88.  The method according to claim 87, further being a certification /
notarization method including the steps of:
establishing a secure network with an issuer, an owner and the recipient of the
document;
30 obtaining an electronic document for an owner and assigning a trust statement

to the document;

delivering a trusted copy of the document to the recipient.
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