Communi cations network security certificate revocation
Field of the invention This invention relates to the
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networ ks, and particularly o the distribution of
security certificate revocation informtion.
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such as mobility of client credentials, revocation support and implementation cost.

One popular mechanism of distributing certificate revocation information has been
periodically issued, digitally signed certificate revocation lists (CRLs). A CRL is a
time-stamped list of serial numbers or other certificate identifiers for those certificates
that have been revoked by a particular CA. The CRL is signed by the relevant CA
and made freely available in a public repository. Updates need to be issued at regular
intervals, even if the list has not changed, to enable users possessing a CRL to check
that the list is current. Any revoked certificates should remain on the list until their

scheduled expiry date.
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that occurred since the issuance of a (prior) base

CRL. THeRbase CRL is identified using a speci al

extension, the 'CRL indicator extension', carried by

the delta-CRL. Base CRLs are typically issued |ess
dRIscauemdantagemg;.beeme yheyaue yeassehbyedHeap &kl ther@RIe data structure

i 50 SR R BCUR, G POREE GRLF i dotid using

nf‘e%ﬁetdﬁmé?ﬁhﬁl%r W dh@fidatd BiirTHEAGH, IsAck 8YY PBA M Reve OHIWRNEY, for

L, which can save consi der abl e bandwi dt h resources
laég@g@ﬁrmomylanpns, dhgERlssire sap brenmakasge o can FORSUDICEEXSESsive
P a CRL 30, as shown in Fig. 2, and is very
S|m af to a base CRL

To alleviate some of these problems, a special type of CRL - called delta-CRLs - can
be used. A delta-CRL is a digitally signed list of the changes that occurred since the
issuance of a (prior) base CRL. The base CRL is identified using a special extension,
the ‘CRL indicator extension’, carried by the delta-CRL. Base CRLs are typically
issued less frequently (e.g. every hour) and delta-CRLs more frequently (e.g. every 15
minutes). The delta~-CRL can be used to update the current list of revoked certificates
without the need to download the complete CRL, which can save considerable

bandwidth resources especially in large user populations.

The structure of a delta-CRL 30, as shown in Fig. 2, and is very similar to a base CRL
10. A X.509 delta-CRL 30 includes:
+ aversion identifier 32

« asignature algorithm 34



10. A X. 509 delta-CRL 30 includes: a version

identifier 32 a signature algorithm 34 a CRL issuer's
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information 40 the delta-CRL indicator extension 42

alist 44 of certificates revoked since the base CRL
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. Signature bit string: 128 bytes ( 1024 RSA)
« List of revoked Certificates ( 9 bytes per revoked certificate)
o 3 bytes for serial number
o 6 bytes for revocation date
« ASN.1 packaging data

« CRL number extension

Hence the size of a delta-CRL is approximately 180 + 9*Number of revoked and

unexpired certificates.

CRL schemes, including delta~CRL schemes, suffer from a time latency problem.
During the interval between a freshly issued CRL and its next update, if a revocation
occurs and is made known to the relevant revocation authority, the users of the public
key infrastructure (PKI) will be unaware of the revocation. For some systems, this
might be acceptable as long as the update period is not very long, although the CRL
update interval might vary depending on the application, and can vary from 5 minutes

to as much as one week.

As a supplement to checking against a periodic CRL, it may be necessary to obtain
timely information regarding the revocation status of a certificate. The online

certificate  status  protocol (OCSP) mechanism ( see RFC 2560,
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certificates and a digital signature of the most-recent base CRL.

The invention yet further broadly provides a relying node on a communications
network for requesting security certificate revocation information from an issuer node,
including processor means for reconstructing the most recent base CRL by iteratively
updating the list of revoked certificates present in the previous base CRL data held by
the relying node with the list of revoked certificates held by any intervening

incremental CRL data received from said issuer node.



i ncl udi ng processor nmeans for reconstructing the nost
recent base CRL by iteratively updating the |ist of
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Fig. 4 shows a X.509 milestone CRL data structure.

Fig. 5 shows a timeline of when base, incremental and milestone CRLs are

respectively issued.

Fig. 6 shows a timeline of when incremental-, milestone- and augmented-CRLs are

issued.

Fig. 7 shows an incremental CRL data structure and an augmented CRL data

structure.

Fig. 8 shows a schematic block diagram of a client-server computer architecture upon

which the invention can be embodied.



whi ch the invention can be enbodied.Fig. 9 shows a
schemati ¢ bl ock di agram of a conputer architecture for
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I ntroduction The enbodi nent&é descri bed bel ow rel ates
to X. 509 certificates, however it is to be understood
that the invention is not limted to such an
inplenmentation. The attributes of the %O that .
Fign Sniheve aeyohemptig block eingram jof & congmyter; archubectig 1of, an isgyer or
kbl date' 18 2) 'Next Update' 20 3) CRL nunber (if
rﬁl’ﬁgﬁ‘%‘%&é) 22 4) the list 24 of revoked certificates,
and_5) the CA signature 26 over the CRL data structure
Detaileddesgripiobked certificates typically doesn't
change much, except for additions nade because of

fregh revocations during the |last revocation tine
i ot del etions of revoked certificates because
of their expiry. The list of revoked certificates can

THE eRIb8&iBntd desaribedObalew relipsay & 50N icertificates,deswenks it o be
an ordered |ist such as_an ascendi ng order using the

urderstpad that the spteption ismeblmitedie sicgandmg t3lo8t can be

i ndi cated using a special X 509 CRL extension: the
ordered list extension. Consider the follow ng set of
Thoatttitnitess the ERL 10Rhat changs cSRINimbD emsw pesiodis-CRL és issued are:
refer t bﬁlse CRés,fksi ng the base CRL' s CRLNunber

the Iis0 ofls P& Sertificates is ordered when a
del t a- QRL ‘Nt iUpdlaetd20 a base CRL is al so issued at the

sanme ti_me hough c¢l.ients _need not downl oad this base
CRL) '@hpgk&ﬂﬁ’&i‘ r%gmfﬂ‘d%@fﬁpdat e’ fields of base CRL
and delsyagclst 4 800l dehfficRRPadd M are sane the

CRLNunbér of base CRL and delta-CRL issued at the sane

time i $)stheeCA sigaatuge2d eifer G CRE dgta syaseire del ta) is
di stingui shed by their extensions, and the CRL
ext ensi ons do not change with tine.
The list of revoked certificates typically doesn’t change much, except for additions

made because of fresh revocations during the last revocation time interval and
deletions of revoked certificates because of their expiry. The list of revoked
certificates can be present in any order. However this list can also be an ordered list
such as an ascending order using the certificate serial number. Such an ordered list

can be indicated using a special X.509 CRL extension: the ordered list extension.

Consider the following set of conditions:
all CRLs have CRLNumbers
e delta-CRLs refer to base CRLs using the base CRL’s CRLNumber

o the list of revoked certificates is ordered

e when a delta-CRL is issued, a base CRL is also issued at the same time (though
clients need not download this base CRL)

e ‘thisUpdate’ and ‘nextUpdate’ fields of base CRL and delta-CRL issued at the
same time are same

e the CRLNumber of base CRL and delta-CRL issued at the same time is same

o the type of CRL (e.g. base, delta) is distinguished by their extensions, and



If the client possesses the base CRL that the

delta-CRL refers to, then using delta- CRLs 30, it is
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base CRL 10 (issued at the Bane tinme as the delta-CRL

30) except for the digital signature 26 of CRL issuer
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delta-CRL data structure 30 is shown in Fig. 3, terned
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construct the base CRL 10 (that was issued at the sane
%MMHLM all attributes of the base
CRL 10, which are: CRLNunber 42 (sanme for base CRL
and delta-CRL issued at the sane tinme) thisUpdate,
SR HAEEEFT el ds 38,40 (same for base CRL and

delta-CRL issued at the sanme tine). An ordered [ st 44
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arel i ents since this CRL is identical to the one signed
by the CRL issuer. The size of an increnental -CRL 50

will be slightly larger than a delta-CRL 30 because of
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the same time)

e An ordered list 44 of all revoked certificates in the base CRL 10. (This is a union
of the revocation list of the base CRL 10 that the incremental-CRL 50 refers to
and the list 44 contained in the incremental-CRL 50. Deletions from this list are
ignored due to certificate expiry), and

e The digital signature 26 of CRL issuer over the base CRL contents contained in

the private extension 52 of the incremental CRL.

An incremental-CRL 50 is many times smaller than a base CRL 10 and hence will
result in considerable bandwidth savings. A locally constructed base CRL 10 can be
distributed to other clients since this CRL is identical to the one signed by the CRL
issuer. The size of an incremental-CRL 50 will be slightly larger than a delta-CRL 30
because of inclusion of the extra private extension 52, which will be around 130 bytes

(using 1024 bit RSA + ASN.1 packaging).



(using 1024 bit RSA + ASN. 1 packaging).M | estone CRLs
Once a revoked certificate has expired, it need not be
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dropped fromthe |list of revoked certificates.
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réiféved i@ RCRL et t ypes of i ncrenent al -CRLs are used
One is the (ordinary) increnental -CRL descri bed above,

and other an (increnental)
Milestone CRLs can be implemented as a special X.509 extension to indicate that the

CRL is carrying information about the certificates that need to be dropped from the
list of revoked certificates. The ‘reason code’ needs to be included along with other
revocation details such as certificate serial number, time of revocation etc. This
however is a rather expensive mechanism to handle expired certificate because of a

redundant piece of information: the revocation time.

To address this issue of expired certificates, two types of incremental-CRLs are used.
One is the (ordinary) incremental-CRL described above, and other an (incremental)
milestone-CRL 60. Both forms of incremental-CRL carry the signature bytes 52 of a

base CRL 10 issued at the same time. As shown in Fig. 4, an (incremental) milestone-
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included in the delta-CRL issuer attribute 36 2) the
ComlstFeribn 6fbasa WRIgr 22 is included in the special
extension attribute 52 or mght be present in the

AJERE! abrveRlwiexhemsdl§Nissue a base CRL 10 for every issuance of an

incremental-CRL 50, however clients need not download these base CRLs. Clients

can locally construct the base CRL 10 using only a downloaded most recent

incremental-CRL 50 and a most recent milestone-CRL.

Consider that:
1) the issuer name 16 is the same as included in the delta-CRL issuer attribute 36
2) the current CRL number 22 is included in the special extension attribute 52 or
might be present in the general CRL extension
3) the date and time attributes 38, 40 will be the same as that of the base CRL
attributes 18, 20
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revoked certificate of baseCRL p+ is obtained in step
1., This Jist is an ,ordered list. The CA'" s signature
Thiparogese s harrrplainedieg fJlsent as an extension 52 in
the mlestoneCRL ci+ 1. (If the client system doesn't
have baseCRL-p, but has baseCRLci-1 the client can use
St eBtep Andise ofo révioked eentificatesc of beaseCRLrip Fhirevdcsgtiem list of
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Step 2: construct baseCRLy+; iteratively: The issuer name for the baseCRLi+1
and the milestoneCRLr;+1 are the same. The “thisUpdate” and “nextUpdate”
attributes are also the same. The CRL number is the same. The list of revoked
certificate of baseCRLr;+; is obtained in step 1. This list is an ordered list. The
CA’s signature over the baseCRLr;+ is present as an extension 52 in the
milestoneCRLti+;. (If the client system doesn’t have baseCRL; but has
baseCRL; 1, the client can use Step 1 and 2 to first construct baseCRLy; This is
an iterative process and hence the client can construct the latest base CRL using
its last used base CRL 10 and all the milestone-CRLs 50 issued between the last
used base CRL 10 that the client possesses and the latest base CRL 10 issued by
the CA).
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When a client receives a set of incremental-CRLs 50 from a CRL distribution server,
it first checks whether the signature over each CRL is valid (if RSA is used as the
signature algorithm, signature verification is relatively cheap, if a low exponent is
used). Each milestone-CRL 60 also contains in its private extension the date and time
the next milestone-CRL 60 is issued. Using this attribute, the client should verify
whether it has obtained all milestone-CRLs. The client then iteratively constructs all
base CRLs 10 that have been issued in the past till the latest issued base CRL. A
protocol between the client and CRL distribution server for obtaining the latest CRL

information is:



base CRLs 10 that have been issued in the past till

the |l atest issued base CRL. A protocol between the
wa@bkdiosni49end CRL distribution server for obtai nPEDSGEHO5/000154
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extension, the signature extension is sufficient.
really small.

o The user need not download the base CRL at any time. The relying user can
keep on updating and reconstructing the current complete CRL.

e A relying party need not maintain a secure storage since it can construct a
complete CRL using the above scheme and the complete CRL is protected by
the certificate authority’s signature. The list of revoked certificates is also
ordered and facilitates easier processing for the relying party

o There is no need to alter the format of the CRL. The use of a simple extra
extension, the signature extension is sufficient.

e Moreover applications that use the traditional delta-CRL scheme can continue
doing so. They just ignore the extra signature extension. Hence it is backward

compatible.

C. Augmented-CRL scheme

The augmented-CRL scheme is an extension of the incremental-CRL scheme, and

may be thought of as a ‘delta-delta CRL scheme’. Referring now to the timeline of
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augnented CRL 70 is 30 seconds. If the clocks are out
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For example, assume that the revocation server issues an augmented-CRL 70
according to its time at, for example, at 11:30:30 AM and the update period of the
augmented-CRL 70 is 30 seconds. If the clocks are out of synchrony by more than 30
seconds, then it is possible for the relying party not to obtain the latest CRL. Hence
the time difference should be within acceptable limits. Otherwise, the client needs to

resynchronize.

Since it is desirable that the size of the augmented-CRL 70 be small, CRL entry
extensions can be avoided in this data structure. They can be included in the next

issued incremental-CR1L 50.
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revoked certificate of baseCRLaug is obtained in step

1 (imediately above). The CA" s signature over the
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augnment edCRL. Hence the client has all the attributes
regecation lishefamgmenigd-G8lt he client can construct the

BaseCRLaug w t hout having to downl oad

Step 2: The issuer name for the baseCRLayg and augmentedCRL re the same. The
“thisUpdate” and “nextUpdate” attributes are also the same. The CRL number is the
same. The list of revoked certificate of baseCRL,yg is obtained in step 1
(immediately above). The CA’s signature over the baseCRLayg is present as a
extension in the augmentedCRL. Hence the client has all the attributes of the
BaseCRLy,. So the client can construct the BaseCRLayg Without having to download
it.

Skipped incremental- and milestone-CRLs

There will be instances where when a user requests revocation information, the latest

incremental-CRL 50 might not have been downloaded. Hence the server needs to send
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authorized signer. This .makes the entire system more secure. The
cryptographic infrastructure needed for this scheme is much simpler.

iiy  The number of digital signatures that the revocation server needs to create is
also quite small. Assuming that if an augmented-CRL is issued every 10
seconds, then in one hour only 360 digital signatures need to be created at all
user request loads. If, on the other hand, OCSP is and assuming 3 million
requests a day, the server will need to create 3 million signatures a day.

iii)  This system is highly scalable, compared to the OCSP scheme because each
request doesn’t need a signed response. Moreover it is less vulnerable to denial
of service attacks compared to OCSP servers.

iv)  Using the augmented-CRL scheme, a relying user can obtain revocation status
of all the certificates in that PKI environment. In OCSP, you get a response for

each certificate whose status is requested.
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Fig. 9 is a schematic representation of a computer system 100 suitable for executing
computer software programs that implement the methods described above, acting as
an issuer node or an relying node on a communications network. The issuer node can
be either a client or a server in a client-server architecture, as discussed with reference
to Fig. 8. Computer software programs execute under a suitable operating system
installed on the computer system 100, and may be thought of as a collection of

software instructions for implementing particular steps.

The components of the computer system 100 include a computer 120, a keyboard 110
and mouse 115, and a video display 190. The computer 120 includes a processor 140,

a memory 150, input/output (I/O) interface 160, communications interface 165, a
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execution by the processor 140.

Other configurations or types of computer systems can be equally well used to
execute computer software that assists in implementing the techniques described

herein.



execute conputer software that assists in inplenmenting
the techni ques described herein.Clains: 1. A nethod
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steps of: an issuer node of said network periodically
generating data representative of base certificate

ation lists (CRLs); and said issuer node

periodically generating data representative of
increnental CRLs3 said increnental CRL data including
attributes for a _current |ist aof revoked certifi.cates
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according to any one of the preceding clains, further
i ncl udi ng said issuer node periodically generating

R e
frexpiaidddsueenode to cedets amansiacatneingl CRL ddtgnat ure of the

nost -recent base CRL. 5. A nethod as clainmed in claim
4, further including a relying node requesting from
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data, and (ii) renoving expired revocation

certificates according to intervening mlestone CRL
4dat ap dethdd aRbRTEg fSart chicE the precddaigeldimsf firtheeincluding said
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issuer node periodically generating data representative of milestone CRLS, said
milestone CRL data including attributes for a current list of expired certificates and

said digital signature of the most-recent base CRL.

5. A method as claimed in claim 4, further including a relying node requesting
from said issuer node to receive current milestone CRL data and said relying node
reconstructing said most-recent base CRL by iteratively:

() updating the list of revoked certificates present in the previous base
CRL data held by the relying node with the list of revoked certificates held by any
intervening incremental CRL data, and

(ii)  removing expired revocation certificates according to intervening

milestone CRL data.

6. A method as claimed in claim 1, further including said issuer node periodically

generating data representative of augmented CRLs, said augmented CRL data
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augnent ed CRL dataincluding attributes for
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claimed in claim®6, further including a relying node
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enerates data representative of ml estone Ls5.said .
T Gt on ABRESgEROH T SRS DR A, SR REs ity

certifibatl feveXRidnadfdRbib tooRlyRsy ﬁf&és,ﬁﬁélddiﬂ% %ké&bso; means for
signature of the nost-recent base CRL. . An_issuer
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nost-recent increnental-s. CRL data was generated. 11.
Slﬁﬂatl"%es‘%é]?e?i‘%tére %ngm} to any one of clains 8 to 10,
enbodied in a server conputer of a distributed
client-server conputer system 12. An _issuer nod
9accohaiipyet vodgragcerdmgde CéllaigﬂWhBTetlbsal‘@)Pm@ﬁ%%&é@q n a

p&Jicicﬁ&tlly generates data representative of milestone CRLs, said milestone CRL

data including attributes for a current list of expired certificates and said digital

signature of the most-recent base CRL.

10.  Anissuer node according to claim 9, wherein said processor further
periodically generates data representative of augmented CRLS, said augmented CRL
data including attributes for certificates revoked since the most-recent incremental-

CRL data was generated.

11.  Anissuer node according to any one of claims 8 to 10, embodied in a server

computer of a distributed client-server computer system.



conputer of a distributed client-server conputer
system 13. A relying node on a communi cati ons network
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18. A computer program product comprising a computer program stores by a
storage medium, said computer program providing machine readable code that when
executed performs the steps of periodically generating data representative of base
certificate revocation lists (CRLs), and periodically generating data representative of
incremental CRLs, said incremental CRL data including attributes for a current list of

revoked certificates and a digital signature of the most-recent base CRL.

19. A computer program product according to claim 18, further comprising code

for periodically generating data representative of milestone CRLs, said milestone



including attributes for certificates revoked since
the nost-recent increnental -CRL data was generated. 2
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progr?n1prov;d|ng machi ne readabl e code that when
'e r . 1 - . »
CR 2 R Re 2 A SRR ) of SEARE i COnR sqd digiel
sigiature v ednestiredeht ot €RIpr esent in the previous base
CRL data with the list of revoked certificates held by
any intervening increnental CRL data. 22. A conputer
2({?2 gg)}_%mn@h&d iégigrz?ﬁ pRIdELN@ bl wictaid 1B, fifrthet bemprising code
I sing code for renpving explred revocati
for genarati aé%rea@é@%tﬂi‘ﬁg)fta&}gm%ﬁt@ﬁi Snifd YR Ry data

infilifhe Asfbufds RAHBRHIRaiR FAUAREOh Ghose SR tihBEnToftal-CRL
¢l al ,

_ urther conprising code for updating the
ddta stas géneratebked certificates held by an increnental
((j:RL data present in any intervening augnmented CRL

at a.

21. A computer program product comprising a computer program stores by a
storage medium, said computer program providing machine readable code that when
executed performs the steps of reconstructing a most-recent base CRL by iteratively
updating the list of revoked certificates present in the previous base CRL data with the

list of revoked certificates held by any intervening incremental CRL data.

22. A computer program product according to claim 21, further comprising code
for removing expired revocation certificates according to intervening milestone CRL

data.

23. A computer program product according to claim 22, further comprising code
for updating the list of revoked certificates held by an incremental CRL data present

in any intervening augmented CRL data.



