A COMMUNICATION SYSTEM FOR PROVIDING THE DELIVERY OF
AN E-MAIL MESSAGE , This application claims the benefit of the filing
date of European Patent 5 Application No. 05028663 filed December 29,
wOoakantsaB US Provisional Patent Application No. 60/754 %29 /filedos/012605
December 29, 2005, the disclosure of which is hereby incorporated herein

by etarencerihe nventiontelatesiog cemminication systemvllThessace
invention further relates to a communication method. Moreover, the
invention relates to a program element. Further, the invention relates to a
computer-readable medium. Beyond this, the invention relates to a sender
unit. Furthermore, the invention relates to a recipient unit. 15Moreover, the

invention tglgtepficaBdPakinlunislidRPsan: HMESd /eSO ean Patent
communication becomes more and mor%f(ﬁular. US 2005/0021963
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20server recenes from the e@lplerﬁ?ean attachment as an indication of the
opening of the message at the recipient and relating to the message route

between the. seruafAndihe (eEIRIBRtuIIRSRNRFHANSMItS to the sender
the message and the attachment and their encrypted digital fingerprints

10and expunge&HsatiPaiureaaland bt RITFE Cio8dBearty authenticate
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what the serer has previonsiy fansitied to e sender, The sever then
prepares a digital fingerprint of the message and decrypts the encrypted
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to authentigaiRthermNBRSA0S:iRSPREVES PRGN the same routine with
respect to the attachment and the encrypted digital fingerprint of the
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In modern times, electronic communication becomes more and more popular.
Us 2005/0021963 Al discloses a system for and a method of, proving the
transmission, receipt and content of a reply to an electronic message. A server
receives a message from a sender and transmits the message to a recipient. The
20 server receives from the recipient an attachment as an indication of the opening of
the message at the recipient and relating to the message route between the server and
the recipient. The server transmits to the sender the message and the attachment and
their encrypted digital fingerprints and expunges the transmitted information. To
subsequently authenticate the message and the attachment, the sender transmits to the
25 server what the server has previously transmitted to the sender. The server then
prepares a digital fingerprint of the message and decrypts the encrypted digital
fingerprint of the message and compares these digital fingerprints to authenticate the
message. The server performs the same routine with respect to the attachment and
the encrypted digital fingerprint of the attachment to authenticate the attachment.
30
It is an object of the invention to enable an efficient communication.
In order to achieve the object defined above, a communication system, a

communication method, a program element, a computer-readable medium, a sender



It is an object of the invention to enable an efficient communication. In
order to achieve the object defined above, a communication system, a
communication method, a program element, a computer-readable
wediomasender - 2 - unit, a recipient unit and a control urittasaerslingsos
to the independent claims are provided. According to an exemplary
embodiment of the invention, a comtunication system is provided
comprising a sender unit, a recipient unit and a control unit, 5wherein the
sender unit is adapted to generate an electronic message, to send the
electronic message directly to the recipient unit, and to send a sending
information message to the control unit indicating that the sender unit has
sent'fik BietHGHeH el agetstherieraretipain iy Herarmdne FRiBRerE unit
IS aghapirddo receive the electronic message directly from the sender unit
and to seng a rgceiPt informatf'on 10rg1 satgte cehthe co?trol unit, the. .
receipt infOFRAtorT rﬁégseéﬁgﬁ)nad%gﬁna ata user ISY?HéOPégiﬁ?é’HP TP
receivsidntheretecied sionpressagesnder Auidor dénpitaamithet exerplant,
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method comprising generating an electronic message by méans of a
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direghysigcattesipisntroinihisentbng g wendingdato uxata message dim

the sender,unit lo 2;conirol yni ndicating that ihe sender unit has sen the
electiohicessage 1o e recipient unit, receving, By irneans of the'
recipleptumitméreagtetitrsticirmesbagendiroatlyairdta shwlsemcaptinforanton
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control unit, the receipt information message indicating 20that a user of
the rBEIRACHIR! d8sreceivtlf & erdeRsics88sage. According to stil
another execaplaing embodisnexdrof thg dmve it amneg{%ﬁtﬁlgment is
provided, whigh, When Reing exequted b h%é”%%e%ss{’ﬁﬁ; 5 ae‘?ﬁf%}egnt%ectro ic
control or carry out a comrhunication metho a\ﬁng? EGBSve Mentioned

featupessagecorefipgg &f yeendsotngs endinglhpclsatisottimesiagt frem the sender

1VeRtARiBctly to a recipient unit, sending a sending information message from the
sender unit to a control unit indicating that the sender unit has sent the electronic
message to the recipient unit, receiving, by means of the recipient unit, the electronic
message directly from the sender unit, and sending a receipt information message
from the recipient unit to the control unit, the receipt information message indicating
20  that a user of the recipient unit has received the electronic message.

According to still another exemplary embodiment of the invention, a program
element is provided, which, when being executed by a processor, is adapted to
control or carry out a communication method having the above mentioned features.

According to yet another exemplary embodiment of the invention, a

25  computer-readable medium is provided, in which a computer program is stored
which, when being executed by a processor, is adapted to control or carry out a
communication method having the above mentioned features.

According to still another exemplary embodiment of the invention, a sender
unit is provided, wherein the sender unit is adapted to generate an electronic

30  message, to send the electronic message directly to a recipient unit, and to send a



25 computer-readable medium is provided, in which a computer program
is stored which, when being executed by a processor, is adapted to
control or carry out a communication method having the above mentioned
WORMMES3943 - According to still another exemplary embodiR{erERfotaat2605
invention, a sender unit is provided, wherein the sender unit is adapted to
generate an electronic 30message; fo send the electronic message
directly to a recipient unit, and to send a WO
2007/073943PCT/EP2006/012605 - 3 - sending information message to a
control unit indicating that the sender unit has sent the electronic message
o the JECIDIBNL URIL, 1. SErding 1o, Anather exemplany embedimant of e
the invention, a recipient unhit is provided, whereinthe recipient unitis
addptetetoraicansesair b orsiviBunegisage directly from a sender unit
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information message indicating that a user of the recipient unit has
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message indicating that a user of the recipient unit has received the
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haraware, or |nshf/38ri ?orm, that i By Teans of software components an
hardiereatontpetsegrdrom theeesipieny voihthe xeaeiplanjosnabon Frsprast the

inveRHRRR MMVl SShRMGds RIOMASELISIWERRRBIe ARSIt a
recipient unit and a control unit.;he 20 sengdler unit{a&d the recipient unit
exchange QB HIRTRIARHESUSHES RIS HS SEreIPYRRISB ISP it

1 jn th@l&z@dt_‘@y@, ctbne;se_erdﬁognait_xsmus ansefectre mix:bm gm@a@mdgq at}_bmtal
IS toeﬁ%%o‘éﬂé'b%‘cﬁkﬂ%%séﬁl@&ﬁsj@g@ﬁ@"fﬁﬁ&d@%@%{%h@y@ﬂh YOt R AGEBIPL

This may allow for a simple and fast communication procedure. However,
for dBFRROP BT SR FRPRIIEIBS 8] PREI WA FaPBARSHSicates to the control

25unit the Abamission ekéhplelecivbitnBrssRe o heoke aipiethumtation

Furthermore, the recipient unit may capfirm receipt of the electronic
mesSaees higtided delsveen'd seadetunt 4 banient it andl conrlrtait The
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opened by a user of the recipient unit. i3y taking these measures, = )
message directly, that is to say without any instance in between, to the recipient unit

for receipt. This may allow for a simple and fast communication procedure.
However, for control and security purposes, the sender unit indicates to the control
25 unit the transmission of the electronic message to the recipient unit. Furthermore, the
recipient unit may confirm receipt of the electronic message by returning a
corresponding message to the control unit. The control unit may then report the
sender unit that (and under which circamstances, e.g. at which time) the electronic
message has been opened by a user of the recipient unit. By taking these measures,

30  all information concerning the communication (e.g. identification information,



30all information concerning the communication (e.g. identification
information, WO 2007/073943PCT/EP2006/012605 - 4 - timing
information, encryption information, etc.) may be centrally stored,

Ve amiabéd€ind managed in the control unit which has a prols@rERe¥iaaso3
over the circumstances of the communication. This may allow for a
secure, fast and user-friendly commftinication system, 5By sending the
electronic message directly from the sender to the recipient without an
indirection over the control unit, the necessary storage capacity and
processing resources may kept small. Furthermore, the "triangle" system
may be operated in a safe manner, since the transmissi hs.for t
e e e SO PR e
"direwst hrarpgeddrtitel selyrdbueit bhishcern frrpReativprbennesh thecisameiégnces
unit,apd thetRGiRIgRLUNIt which does not need any instance in between
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the sendeiHtahallewaiba GFiFe é&fﬁléﬁﬁ%ﬁﬂ&%ﬂléﬁmf%@rﬁ@&%y
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Thussdtisepossibhptaphdintbermedéatheinistengle’ st ve spatpsciin a
POSsSsiAMher, sinaHER RURIEHDMAYE 6 H AL ANRWSIR PIRYIRIE Adecryption

user-friendlélqelectronic registered mail system, which may make it
posETBIEWIRT SPRIFRIRS-computer mouse 20click to generate an electronic
1registeredimairwitiiizeteceptioardosififindtanfe ateraumbihitaithe systanthe
may combine in, a simple manner.the advantages of a traditional posta
oo R AE T ORI fealianes & AdanantRainl,
conmhatibiceliermomeseage rdebetansorfiabbecenthi lonatisa nbihe sendery

easy,fid ihatranee holds fanthatreinienbvbanonraing hisibersenal it
electronic registered mail, 25 Furthermore, it is passible t%ztt e se%j]der
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the System Maxke.sompatiple with conventional smailmaRagematkies the

systems like Microsoft OutlookTm. Thus, it is possible for the
senHEFTESIMPNSSEH messages with a high degree 300f reception
control. PastigidasiteAmeRGRimethiraasior inp ap oM tiitesegsldytrodc-

level when engin a confidential message. A.time,and cost advantage
R i e
20ndepisk deptrsfzcrnai programegisiaradmel ithavigkeption confirmation feature.

Thus, the system may combine in a simple manner the advantages of a traditional
postal registered mail with the cost and time benefits of electronic communication.
For the sender of a confidential email, the sending is very easy, and the same holds
for the recipient when opening this personal electronic registered mail.

25 Furthermore, it is possible that the sender and/or the recipient works with a
conventional email service, without any modification necessary on the basis of the
user interface. For instance, the system may be compatible with conventional email
management systems like Microsoft Outlook™.

Thus, it is possible for the sender to simply send messages with a high degree

30 of reception control. Particularly, an encrypted transfer may improve the security



When transmitting such a message by means of an email to a recipient,
the 5Srecipient may simply open the message, for instance with a
conventional reader like the Acrobat ReaderTM. The transfer may be
WEhERté4and the time and cost advantages may also be BBtARMFor2648
recipient. Furthermore, also the operation at the recipient side may be
independent of a particular mail pregram or a network operator, 10Coming
back to the sender, the system according to embodiments of the invention
ensures that the recipient takes knowledge of the important electronic
message of the sender. The sender receives an automatic confirmation
angﬁh s therefore the possibility to react in accordance with a
con&EpBRETG YL BEBIIFGERE  TE5h e JERURIGSET fbratage Hebe
electromigl ingisterademailrdsmpnrmal et jferfnstanesd eBidgéndent of a
co%gytiroonae{ err}%iIncli\gnrtkorrg‘lltlggpatively a specifically adjusted email
client if WHICh the electronic registered mail system may be integrated.
The systeffhendippaukingestak ewrsiagchydirgrsobuaehaicntaaatonvaticbdly
5in RERIRAHRRICHR N/ BIS MW BE LBCRINIRH LRSS BIAV-RERENLAT Alike

conventional 20emaj} and may be received by the recipient on a direct
wallXCBEhRE2 e reCNSiBATSHERY the Myl Saf dr timsyrré cetle a
confirmatign mMessiag BelnbludbifshtireeiptmiToRibentesipienthbBageration at

act II)éo ed.the message. In case that.the emaijl is not opened b
d B entenf,
rec{;ff)%ién%l\%gﬁﬁl a time peelrrllo whic ?fgf %%Cﬁs%r%aéfffﬁgﬁr %Hf/ hé Iﬁesgr&%(f the
serf@émrifit, an automatic confirmation may be supplied to the sender.

1025The reeipigny MRY ieagiventhe alecyaniceaiginad Malasanemal
and is therefore enabled to efficiently work with this email. By opening the

att AR BOFREHTRS e T B VGBI R Sepr ST BRTteRhElfetny take
knowdedgedfiat thedenirtant dacssegeshasiiematie caifieddoythadagipient
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may receive %ﬁ% efggzlt}%nglc reg%t%re%%é%jggtﬁrgn%%ﬁmﬁl?ﬁg orm é'cj)f:‘ a
corfii®dir¥email. However, this common email may have an attachment

15including e fiedtansmiveddon: hecaendesckrrdnsianes . dowieslisking
O B Y e 8 G SRR et
Instance a sStareware reader or the Acroba a .
email client in which the electronic registered mail system may be integrated.
The system may package the email including its attachment automatically in
an electronic file which may be encrypted. This file may be sent as a conventional
20 email and may be received by the recipient on a direct way. As soon as the recipient
opens the file, the sender may receive a confirmation message including the time at
which the recipient has actually opened the message. In case that the email is not
opened by recipient within a time period which may be user-defined by the user of
the sender unit, an automatic confirmation may be supplied to the sender.
25 The recipient may receive the electronic registered mail as an‘ email and is
therefore enabled to efficiently work with this email. By opening the attached
container file by the recipient, the sender may automatically take knowledge that the

important message has been received by the recipient and that the recipient has taken

note of the message.




The reader may open automatically and may decrypt the attachment. The
contents of the electronic message arc now available for the recipient. By
opening the electronic message, the recipient automatically initiates
WEAHEMIZEIBh of a receipt confirmation message so that the? SEXHOH oS
take note of the receipt of the electronic 10message by the recipient.
The transmission of the electronic méessage may be performed starting
from the sender unit and reaching the recipient unit. The transport of the
electronic message may be free from any intermediate instance,
particularly may be performed via a transmission path which does not
include the control unit. The transport may be 15 purely electronic (for
instance BYSFREEHEbMAN ERTEIP SehtIfSIniRacgistidet WAl treHanistliarihe
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transporting the USB stick physical to the recipient unit, and copying the
message TP§AFiAYE USERtRRYSRAEHGOd AL thenediprtiscmet The
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recipient which may also be denoted as the "recipient” differs from the
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SYS{#ide of a transmission path of transmitting the message between sender and
recipient. The control unit may then serve as a coordinating and/or authentifying

25  instance, but does not contribute to the transmission of the electronic message itself.

Consequently, a provider of the service system may become independent from any
particular transmission channel, and the flexibility of the system may be improved.
The electronic message may be transmitted in any manner, for instance as an MMS

or by a USB stick or a flash memory card.



According to an exemplary embodiment, the container file may include, in
15addition to the message, a further software attachment. When
accessing the container file on the recipient's side, for instance by double
VeI 7t message may be opened and, simultaneously’ Sh&ERSAPAES
attachment may be executed. This may trigger an installation of a
corresponding software component on the recipient unit For instance, a
reader required for presenting the message may be installed.
20Additionally or alternatively, a registration window may be opened
allowing the recipient to register itself in the communication system, for
nStance Vi ST IIHAIRHOR ARG SRAUALY N receivdr B QRIS
registration oPsénder analor reciplent before using the communication
systesipjantiliiloma ahie by draeiahay eI EtRe oMY Qut ol R ARRRBhat
partpershave fagisterech ReforehandiAlisinative e lighay ReRessilarihat
the registration of a single communication partner may b sufficienatli?
en A e e R PGS TP Ar G RO RO SR D BB R THEL L™ &
compRicatier@nities the electinicsaenagidindadnighifedicaiechenirosteshge
for using the system, it is possible 30t f ication
e N S
2003y hE9MHM3R@/EP2006/012605 - 8 - entity may bear the costs for
sending aRessARRnNRESE S ERREIR AR massREp s fIafb Qimteof the
recipient entity may bear the costs for r cejvin% a m,esdsglgeir\%he eas
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iments of
1dhe eosespuniaRiAeSySteTk Vil snehexmiaiatd sttdwewer atlésgecipient unit may
emhodiments als hoIdHI ty som upication method, for the
COH%&U%é?feI%%ggb%r%g ﬁlrr% %r thegglrog'ram element, for the sender unit,
for the recipienisunisails forreaB RSV MPERBIIfREIA RS HHEEHERHEAE
claimtggne sender unit may be adapted to send the electronic message
to a plurality of recipient 10 unLts. Thus,.one essage m be sent.t

more than’SHETPERG SRt “ARYR S ondamer file nidy Tnclute,

a@?éaf%rg eenrtﬁessage may be nsmitte .a
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By taking this measure, properties of the individual messages be
clSREE B o HERHE A AR HSEA ALE BT BF GTOBHEy 1BRAE
may:giffer fandiRiasch sEeipierdsonding software component on the recipient unit.

For instance, a reader required for presenting the message may be installed.

20  Additionally or alternatively, a registration window may be opened allowing the
recipient to register itself in the communication system, for instance via a
communication with the control unit.

Concerning a registration of sender and/or recipient before using the
communication system, utilization of the system may require that both

25  communication partners have registered beforehand. Alternatively, it may be
possible that the registration of a single communication partner may be sufficient to
enable the exchange of a communication message between these two communication
entities.

In a scenario in which fees are requested for using the system, it is possible

30 that one of the two communication participants bears the entire costs. Or, the sender



The sender unit may be adapted to generate the electronic message
based on electronic data provided by a user of the sender unit. For
instance, such electronic data may be a text or audio content or video
WeARMHEITAHIEh is input by the user of the sender unit, for inSEHEB206/H2605
keypad, a computer mouse, a track ball, a microphone, 20 a memory
cartridge or via a graphical user inte¥face (GUI) of the sender unit or to be
coupled with the sender unit.  Furthermore, the sender unit may be
adapted to generate the electronic message as an encrypted electronic
message by encrypting the electronic data. Encrypting the electronic
message, for instance by.means of a conventional 2 VLI :
oCRAN Y R T BT T B TV aF Ao o e e i Chhcscago i
confielettialhmesgage. iy senderuthit sady furtbra Bestdapegad geitatate
the elegtronic an emalil including an attachment being based
on tere%gztiéé%r%oré?gs 3%%356 'Iiﬁﬁ%s the sender unit may have software installed
thereon which is capable of processing the 30electronic data so that an
email maybg saRhHR:HISSeBRBbURILLR tTeneeipienhitaiion §sttawiibhas
an attachment file the F%roces e&j eletctr ni%(g a. %%%g ﬂ%rﬁuaEEaa%Qrmx%@tr}x y
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since 1t may be some kind of "fingerprint" of the message. The sender
unit PGS B DReRIBsSdR HIRSEN SR A ERE LT (R SR BES a
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system so %ts%ny misuse can securelé detected and prevented by the
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decryptionkey 19:4he CaRMOtsHIas: dideastadpatintiheisandinde user of the
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20  amemory cartridge or via a graphical user interface (GUI) of the sender unit or to be
coupled with the sender unit.

Furthermore, the sender unit may be adapted to generate the electronic
message as an encrypted electronic message by encrypting the electronic data.
Encrypting the electronic message, for instance by means of a conventional

25  encryption mechanism, may improve the level of security of the transmission of a
confidential message.

The sender unit may further be adapted to generate the electronic message as
an email including an attachment being based on the electronic data. Thus, the sender
unit may have software installed thereon which is capable of processing the

30  electronic data so that an email may be sent from the sender unit to the recipient unit



20sending the decryption key to the recipient unit, the level of security is
further improved. However, since the decryption key is sent to the control
unit and the control unit may be brought in communication with the
WECIpI@NTasit, it is possible that the control unit provides th@GEeERAeNatouIHis
with the decryption key so that a triangle system with a high degree of
security is obtained. 25The sender.gnit may further be adapted to send to
the control unit as at least a part of the sending information message at
least one of the information items of the group consisting of sender unit
user information, electronic data information and communication
information. Therefore, the sending information message may include
dathaiikes astiasiedacry Blsribie pieleassity eteeteiptatatidSuritpn attaghieatt ofay

ther30elecironic.MeeRARER (AR RNERYRHABMEY, A0A AMEAHE REFRIAMe

information. - 10 - The sender unit maly further be adapted to synchronize
8

the SRR U TRy BRAURM SRbE SaRfb B Aol B s dhcomi ol mestegspdhe

sengitighaifthe sesainginfospeationmeasgagestd daaeontteluids Falved from
5insl&nce the electronic message and the sending information message

may %gxéeélﬁiof}bm the sender unit to the respective 5destinations

essentiallyhsissofiemeaushy iﬁmﬁmeb%@ﬂﬂ@&dadast}trawmm@daﬁm on the
MESRAGEIR) 1FARARE SRR B ed on THRSGRERGGE A A% PEAIARISH ! Benoted

generate the electronic message as a compressed electronic message by

corfipPe8Syttie BrietrsiEoamasion rie PEsmptesansioaryBhiHomRation

anyandnyentiarisdico mxession salgotithroyides dongiptpad dQgdatmi S e a

tra [ etween the three entities may. be reduced so that th
s e b p R S et s A P

the 2blatire wyistsrifenijopeosiginfie drtigyrbelsrmpel kinde S éfindernunif’ wftlicbe

adaptegde initiate a communication with the control unit by sending an

authentication message to the control unit before sending the
The sender unit may be adapted to send the hashcode togthe control unit as at

least a part of the sending information message. Therefore, the control unit receives

15 the information necessary to monitor or supervise the entire system so that any
misuse can be securely detected and prevented by the control unit.

The sender unit may further be adapted to send a decryption key to the
control unit as at least a part of the sending information message, the decryption key
being adapted to decrypt the encrypted electronic message. Therefore, by not directly

20 sending the decryption key to the recipient unit, the level of security is further
improved. However, since the decryption key is sent to the control unit and the
control unit may be brought in communication with the recipient unit, it is possible
that the control unit provides the recipient unit with the decryption key so that a
triangle system with a high degree of security is obtained.

25 The sender unit may further be adapted to send to the control unit as at least a
part of the sending information message at least one of the information items of the
group consisting of sender unit user information, electronic data information and
communication information. Therefore, the sending information message may
include data like a hashcode, a sender identity, a recipient identity, a subject of the

30 electronic message, an encryption key and any other necessary information.



15sending information message. By such an autentification to be
performed between the sender unit and the control unit, misuse of the
system can be securely prevented since only authentication code or the
VRS WA #dw the sender unit to initiate a communication With/TRe0eaHRES
unit, and only in this case a transmission of a decryption code from the
control unit to the recipient unit may bé triggered. 20The sender unit may
further comprise a software element including an email client application.
Therefore, the software to be installed on the sender unit may be
completely autarkic from any existing system, and the conditions of such
an email ¢lient application may. be selectively defined so as to optimize the
electronic %fﬂé&%&"ﬂ%a\ﬂ%%ﬁ bR RS R rbg i b vend R ef the
possibiedhiattheseniertinit dconpiisest adofitate lemerifwhickhibng
em ] ich is,to be embedded.in a conyventional email client
appli%%%%f%f%?%%%gﬁl}g %Ogéréﬁlb?gl%b%a%%nfﬁ%%?l%ﬁ ggc tioha gsosr%ﬁ?oaﬁlgﬁlfe
on &RPESHRGTEEIN clienespiz R oanikeon ths sapteNaiitrator ttsGutivok”
or thestikersasbataniiysligh meeficalicns At BRCeFsaNARA8ableR
user to simultaneously use a known software client application and to
havB SRAB P 69O F $8F3BC T/FP2006/012605 11 - additionally the
opportunityhosssid entegisteradapal tygeneansttl dacelact anpizdpessage.
Bey, ' nder unit may be adapted.to notify an event that a user
of the r i?é%%%%%ﬁﬁcﬂ%ima%}’caggs the reelse%%?oﬁfce?%érs%né%g?t‘?‘hﬂ Sfore “the
senBRIPPHA Yeakzelitaatlyikefena wstionsh cagpressivlelgdrshnhteecipient
1unithasserd-thensieatrenicdnass@ee ansithereiye tacealyes adageipt
similar as.in casi?of a conyentional postal registered mail, however in

elecTFORTE TEPM S 1Y (W ith GRS 2Bt IRF rRepaRetanaLsesn aHacsetiger
unitsorséafurglide badeptéyrtdwetify an event _that a user of the _

Lorecipieninl s nRLALCESSRILIE RN MSSSAOS NINA B IME
interval exceeding a predetermined thresho 8 time mtervai Sf, for instance

one WiPYoHRdineSR WERECAOAIRCItIE AR hperitiblamidetotrsiending the
1 defmadinghhfoiimadniaeyalyOmEsushitaimedni8abmay SecRresir ek the

e Y B O e e Y B S e
actively informed’ a'%?he recipient has n?ﬁJ OpEhadrLEth e FeuEAy BTpded
thatsthes sahoitieat esenthisleriotmdiliormey mlay ortestethenit to initiate a
communication with the control unit, and only in this case a transmission of a
decryption code from the control unit to the recipient unit may be triggered.

20 The sender unit may further comprise a software element including an email
client application. Therefore, the software to be installed on the sender unit may be
completely autarkic from any existing system, and the conditions of such an email
client application may be selectively defined so as to optimize the electronic
registered mail system.

25 However, it is alternatively also possible that the sender unit comprises a
software element which is embedded in or which is to be embedded in a
conventional email client application. Therefore, it is possible to just install an
additional component on an existing email client application like Netscape

Navigatorm, Outlook™ or the like so that only slight modifications are necessary to

30  enable a user to simultaneously use a known software client application and to have




recipient to inform the recipient that an urgent or important message
should be read The recipient unit may be adapted to, upon receipt of
an access command of a user of the recipient unit, provide access to the
WE LB hessage to the user of the recipient unit. Such BRTAHEE84E012605
command may be a double click on a computer mouse 20 or any other
command which may be provided b)}la'user of the recipient unit to the
recipient unit via a user interface. However, the recipient unit may
further be adapted to, upon receipt of the access command, send an
authentication message to the control unit prior to providing access to the
A A SR R S s L G N
and {6 provide a Pgery- oof systent, any misusé may be prevented
whereskegaecipient unit authentificates itself at the instance of the control

unit befo rSﬁy@Mlﬂ&'ﬁW@&ﬁgeﬁ) BER 1S BIERUARICHNRRTIAR event thiT B

be achieved by sending a decryption key from the control unit to the
rechbReTSPRIRIGHIY RS Gt ST ATE QG MECE St EiOAsichefassaEaY b
sfrorpithel BOrReHRient beuh dhexsfoikewiteaancrecgiauradt tattae tectpiemninic
unit can onl en the - 12 - encrypted electronic message based
dec eﬁﬁ%ﬁ% e@%veﬁ?(%: 158 eé:ﬁ)l\;//ef)r"‘loﬂ/ei%ié‘3 %(ljnﬁﬁaer ?éé?pﬁ%sr?tou it ?V?ﬁzloggg?roglg A
unitredtersdosesdlowavthordiesitiore form qubiiar\eiththsigaidipiatly insicased
be Q,ggp‘;gp to provide access to the electronic message by decrypting the
electronic message by means of the decryption Skey. The control unit
may furthéb e pYEEESEe ?)%?'P?Ef?éi)ﬁ)( et PRt GrHgtioh e
10nessagRntuannfismatinrdes sageortne senee dotinthetoonfiteration
message ndicating that a,user.of e feciRient snibPasarsesRes A has
taken NGt of the electronic message. his confifmation message may
infomactherserderthalitivealsopresisinybn adsriveddsfiass vepidm nisael or
anddhas NERPiIRRENE q{£§ ad PR AGRIDIE N stem. ARErSRPEIEE BiRik AesHIE

recipient unit may be adapte irec comy uni%ation Witp one ?noth%{
a

for a
With@?}f’&HWﬁ{e%éﬂ}g?é%?ﬁi%? ATEYS TR SHOERRS PALTSHETEPIS LS BOLOPERT
1 Brrotheabesst gygte v thaytiresprdani daduadiicl isfemrytivsar-fiencdiptsihde no

t m?r&%e%gg Rifational LeSOUIGRINRRSIME: CPIRHIRNY Mstapcenbar bottad.

be installed between the sender unit and the recipient unit. = At least
one of the BesaeP ISRt RHEBASRHPH  AEh ECTRtAS T SHA TBRARASE 2
at least on@Ofis QR GRosIsH Rg &f foske\Wicaonphiasageatiaht user of the
computer, a desktop computer, a la computer, a personal digital
assigfgﬁf?rgﬁlaﬂa Mo ﬂ%%ﬁ?gsr?&%ar%z@%ﬁﬁg | rg}%ntl%kn?ﬁigéfoggg{leéc e
2@daptes yotbenemunivste hich army Doeleridehity devrialdhrrpsinsntasiticé

to cqg&s&ﬂpﬁg{ SRMPME Serfacel N€ COMMunication system may be further
adapted for a communication of the sender unit and/or of the recipient unit

and/or of the¥BYRShEFTE RS BhEAY HERAOReASIRIS AL PR AR GPSFIP AR AR
leastgiees Comn] Gativ arnaitneticaidhengragp toonsistinglafhihprinternet,

et R OB SR e e B g LB e e
25  system and to provide a forgery-proof system, any misuse may be prevented when
the recipient unit authentificates itself at the instance of the control unit before being
allowed to open the electronic message.
This may be achieved by sending a decryption key from the control unit to
the recipient unit only upon receipt of the (correct) authentication message from the

30  recipient unit. Therefore, it can be ensured that the recipient unit can only open the




electronic registered mail system according to embodiments of the
invention is not restricted to any particular communication network, but
may be installed in the context of any desired wired or wireless
Vo atilniesion system. The use of the communica®6A/EPem1ades/
be enabled to a user of the sender 30unit and/or of the recipient unit
against a fee. - 13 - The controt dikit may comprise a first control entity
(which may be a first provider unit) communicatively coupled to the sender
unit (which may be a client of the first provider unit) in a manner that a
transmission of a sender message from the sender unit to the first control
entity is indjcative af an identijty of the sender unit. 5The control unit m
Cont B TR RO SRR A BB REH chify Poviced
contheuségatitelyi Coyile doati edfitstfeostrobsfititputhtifiasocontrol entity
may be adaniegde IR AR RS DESRANR SotaL e etypted)
electronic message to be transmitted from the sender unit to the recipient
unitCISER ARCANCEIRES O BeTAg N Bl Glegrenistasssge ham¢erscr{ Psispkmfion
jnfoggation, hash code, etc.) to the second 10 control entity in a manner
that the seg¢ond contro] entity. is not aware of (i.el.z:%oes not know) the |
contity of 16 CARALPINTEFAETESE RRGURILE oA M RROFRESES Sathpasees
sendépmmition mevaper dhairthaipnovidesgknovis thelidentityhefanisentbn
the SRRARE WL HMNENENI0AWMARRiLhISA FOrEUNEION BRI e of
the first control entity and the second control entity regarding the sender
unit AR/ BECRITIRTATEGS [JustPrifteatisiaptAg bME e dha serdfilihabthse

1¢<ndQVMB§§@gTb1%§Eﬁﬁféd mﬁ&rgdom&wls Ijigw&mﬁa@b@&nm@' r}ég'tst@%e reﬁipient.
In |cat|ng communicatign (including time sta S, etg. tween the
first contro?%é;lst?fly gn‘ﬁl%waéls eogﬁal%gﬂﬂ%“erﬁﬁ ﬁw%%%ﬁs%r%g"iﬁcboth
entitesimpicramneitiaeanythedivitheat eoynntamieditiereay thersateooel.
and’fﬂ@x@%l@d&'@sﬁfe%@%ﬂ‘@ﬁ@ﬂrﬁ%}ﬁi%(@r@@@é'ﬁ%ﬁ%ﬁ%Q_mg(jg@'dgep

will be possible to 20 unambiguously reconstruct any communication
incl ARG HERIINPE PHTCSRRBEF ORAt ERINEFIR TS TP RSB dRtiRposrhas
1 hecesbaiystdllus waneapthmssnatawifand transpasanigommunication
history and may, make.it dispensible for the first coptral entity to pravide
the secon%ggﬁ%gpgpifi%e(ger% /egrugl?htl_gr% rgg}?tl%lt grﬁlt%f}%mt/% Cc(:}étrrlﬂl entiary
infoRPIANBPRE BédRartlinng tHahscelar enmitistiag rd gardiivg Wrehubtie ARKINDS Mpieter,
SendelciRpSRAHINAYNE0E SaRding, Nfermati RpMeasadePAHITHRHY.
may Fg th% sending mf(%rf?atlon message comprising a decryption key
adaBtlto BEEHISt the BHETSHEN RS GHOME RIERLLHR CPMIR IS RadY
2@0nt¢blg&gmimyﬁer§arjmgdjain¢n§e}dialadle mﬁwﬁanﬂ%mﬁ@&ey required by
the recipiepl i RL HeERyR UGS, lPRL RDIFMATSAIGN. A0 ANGRYIGHS ¢

manner. - 14 - The control unit may comprise a third control entity
(whiths PRESPDEE Askerrf Broveiicahity berderatitmrratyd sojiied 2o the

recipighiuidAnhighway, Be-dcaliente] He.ae6aRdRRVIIesHRININ Gk of the
manner that a transmjssjon of a recipient message hetween the recipient

unit ERERAEHIPIL O M ERERS &M HRREVobt ITRaR ity PO BERY ra iiént
28init (Fhelehilldoabatrohemtitsk ey bencbitemenivativetipicoetpledt tOirefore, the

electronic registered mail system according to embodiments of the invention is not
restricted to any particular communication network, but may be installed in the
context of any desired wired or wireless communication system.

The use of the communication system may be enabled to a user of the sender

30  unit and/or of the recipient unit against a fee.



second control entity. The third control entity may be adapted to exchange
data with the second control entity in a manner that the second control
entity is not aware of (i.e. does not know) the identity of the recipient unit.
Wh e 7478P6vider may communicate with the recipient unit RCA/ERarMEE 294t
the provider knows the identity 100f a user of the recipient unit. However,
in contrast to this, a communicatiort bétween the third control entity and
the second control entity regarding the recipient unit may be anonymous
so that the identity of the recipient unit will not be known to the second
control entity. However, a transaction history indicating any
communiggtion beteen the ird:conteol, entity and the second qontrel,
entity may bé's BI2d T BEth DEER s R S EAnar ‘fvany Y
conpnovitigation cambmikatiadeddapted Thihs swideruodrisibiehimgppbets client of
transReor i Bl 6 RO W BA LRSI IRIESRRSICh e

communication including the identity of the re(c):élplent unit stored in the third
contrRetRi o the Sedsaniror A0S dedeais cdmovdentitishrsmrdeortie
LOMMeIEERUDINISIOF Y aReHERAYBake s dispansgible fonthe bk d aemtitpl unit)
entity to 20pravide the second control entity (and/or the first control entity)
S e S e R T B R S R
theinddiget (s)forward the seaipientsvags sageanhy Gaaypealebnaaidheessage to

9royR CANSIAINORL G QAR LINIQIRRICN MASEAYS AN SIRERRHARKEY
adapted to decrypt the encrypted electronic messa:)%% 25Thus, a sender

uset\Ridings 8 e iddieldesropiehbssudeaationorihersis-ficpse s eand
1@ regspieNteHssimnam diseiana Mis selontityomady $atiys PIOVINRESENUS, does not

namel first contrpl entity. The first control entity may then. store,

cerh i O OSSN DA Ay aRnar S BRI TSEeap o
beirgrfdecuott the memtitytfttthe sronifer kpystthdestiboaickcuetrd|tensiyder

This,may aleVkIhe SERAEMHFGE 19 JaMAIRicalsr BA9BMMIRYELPEIRe.S¥StRM

with the exception to the first control entity. Such a system may be ideal

for §dRsiTRGGstanTO! entity JeRRFlng SR AT BE R B LS AR diat the
1usetdendtihe fleciphdat wisemilimthel kespedive pravidesses erstyndmedyer, a

the first contral entit the thir NHLY . il y th

o S T T S

theiPpekpractic dich eert{Rlestisy arsbieesisiecheude) entibereyson siprwt itheoth

MessAYRS @ihangethamenminesanihanitesoaraslicative Pidd Rlentified

ide titz of.the respectiv, user nar the second control enfity is aware of the

lor i of s FORBGAIVE L S0 ST ML ALGH SJRER 54D be

2@onfigarddgasualy exvomgmaimy communication including the identity of the sender
unit stored in the first control entity, if necessary. This concept may allow for a
transparent communication history and may make it dispensible for the first control
entity to provide the second control entity (and/or a third control entity) with
confidential information regarding the sender unit, i.e. regarding their client(s).

25 The sender message may be the sending information message, particularly
may be the sending information message comprising a decryption key adapted to
decrypt the encrypted electronic message. Thus, the second control entity/clearing
unit may handle a transaction of a key required by the recipient unit for decrypting

the electronic message in an anonymous manner.



transaction management system, particularly as an anonymous clearing
system. Such a clearing system may allow to manage transactions
anonymously and enable a multi-provider business with e-mail
WAHEZERNE across providers. Additionally or alternatively P&TIEBEO&HEGSF
the group consisting of the sender 15unit, the recipient unit, and the
control unit may be adapted for prevéf‘m'ng accessibility to information
included in the electronic message in case that a predetermined
attachment to the electronic message is lacking. For instance, such an
expected attachment being a requirement for a successful transaction and
decryption.of the, electronic message may, be an enforci ocument
atachmen e S LTt DR MY CE ) S S Y second
attaptavidensnstl chramditgitiy ey peupiedstobeabsir erswiid il pdihdinglient
COMYPHRICRUNN pFoRk RX AN '8 LDRRRAYEE YNLINR%AYR Y SR AL Ressage

transmission of the electronic message only when a special attachment’is
attaBAEG® HdsiBtporit Addaagird conay stiriatrdingtivratrrddentity of
attagtureito: e cleetigricmessagaywithpbd givingiEidseslihe aneon iae
Preve s “&';‘u?orz aiiachment. 22Addifionally, ot gltematively, i eaﬁeg'(f't%”tith
unit' may reject the electronic message when the spepuéil at(fac nt1o the
electrostconbssHge datityidsmagand ehtihseoateenttil el thencbatrak wihit

may({/gj@etARINERNG AdRuMeroed Meihrreaipienhunit in,dRepge the

electronic message when the special attachment to the electronic” =
me<SOIYRYR i gHp the msivient Yifin g MR HEL ISP AR gy pthe identity
1@dapfed:fer sNauadadipidytatiacHingeacpredetarmine thattachmentitatihiebetween

elecgronic message..ln other words, without a.user of.the sender. unit .
v B OO G B e WLAa) e Ty e e ARl
withbeittpeyaeae beribsitthihid entisic hhteniompiprib amtitoheridelknattachéd to

the SopeREaGER-DYEHRE SRBAE MMt IS S RiSRAHRHAIDAY, fRsEe B cation
attachment to he attached tq the message. When_ a recipient gets access

to thi THETLRE EEhEBT HeN SthTRETER Serith] Saita St Bn T Orth Gy
1Such@sgi enirebsotronictice difjcateniinisanay cen saretthakinaamadsagehmay

be seniwithausan auiherzafian aldne Sandshthe Rigdsisimined,

attachment may comprise at least one of the group 10consisting of an
iderffifEatBifory tRBRBRiEIE SenaR it a i eitreiteatrsipor binsrsidre
sendes Wit conebigaioIT afasuas! Dhih @ sepoaaypilowadrantpaRncy of the

characterizing a user of the sender unit,. Thosg a aﬁ_l ents or certificates
st e e
20vhigraidaube séscahentiobenfiy Exdrpibeférsordatslomsmeitoropidentte

restrichionsoh REHSRE BUCLLAEn SR S e. regarding their client(s).

The recipient message may be at least one of the group consisting of the
receipt information message and a decryption key adapted to decrypt the encrypted
electronic message.

25 Thus, a sender user wishing to send an electronic message as anonymous as
possible to a recipient user may disclose his identity only to his provider server,
namely the first control entity. The first control entity may then store the identity of
the sender user and may forward an anonymous message being free of the identity of

the sender user to the second control entity. This may allow the sender user to remain




15allowed to buy goods up to a value of ...". In the following, a
procedure of ensuring a reliable authorization according to an exemplary
embodiment of the invention will be described. This embodiment may be
WePIEHIEHEd in a scenario in which it is of particular impoR&AGE hHHH2605
user of the sender unit is a specific person with high reliability. 20In such
an embodiment, the user of the sender unit may be invited to provide an
additional piece of identification information such as a telephone number,
a copy of her or his passport, etc. The system may then verify the
correctness of the additional piece of identification information, for
instance may call the user of tI'E sender unit using the provided telephone
nur%‘b"ép?ﬁ%‘%f% S Y PPOCEH R FTRIOD Kb Grh SoPBY S SRR Gtivity
or cysigmetely lrutbnidved clbdhepuerifeaation procedure is successful, i.e.
when the proviged.adlianabpisss ol ideniication. infermalion s out fo
be true or the identity Is veritie , the system may prowde?he |aenrt| ied
usebSiitepeeibasraatEleosary s nametNdhs fult sensrdeptityabtbthiorthird control

5CONBRRUYIGAHIRNHIA GnEPIRITHNICAHIoN sXSte I AGRAFRINYAR B AP oI mant
of t%g?gventlon For instance, the user may be provided with a

pasH B ARITE A ShET SPIRECHIRS 56 APPSO U S ST DSBS IO Btss - npither
cantinmisoparitiennet pages ipominpehofiaueh adasswordhdhesender
uni lied, f n._Intern - With an_jdentity file
LRSS G e S
uSEESRICRYBEEGUent communication with a recipient and may form the

10basis for anatificatipndrAseciRient Ak AUNEsEaNL.2 569t HRyiig identified
user to the recipient unit that the user. o[;he sender unit has been
ideE KBTS BRERBRI Sy Fh BT S AR SR ™OHs sare iRy Such
deroteame fijetincluayngl centents gt anmemainianimstanctyiand rrebbr ypted

mangk. T8 £OURINEE R AN, SONAIRANIERANS gfland may include

different management information. The container-flle 10may have a
articular &S4EHSR @orlsEtaREd Holegssonnat heerdecappiiationitnagnder
p . - - - - .

1 sautamaticaliyiseengnizemhitkindiahnassagads e seriransds o be
d's%@‘cﬁgs?b% (S3o0tedon SaorMAY S Rrquided n he Sysipm which
may allow a user 1o

predetermined attachment to the electronic message is lacking. For instance, such an
expected attachment being a requirement for a successful transaction and decryption
of the electronic message may be an enforcing document attachment. This may allow

20  the communication system to enforce attachments such as digital signatures thereby
ensuring legally binding communication. For example, the sender unit may allow
start of the transmission of the electronic message only when a special attachment is
attached to the electronic message or may automatically attach the attachment to the
electronic message without giving a user the option to prevent such an attachment.

25  Additionally or alternatively, the recipient unit may reject the electronic message
when the special attachment to the electronic message is missing. Additionally or
alternatively, the control unit may reject delivering a key needed by the recipient unit
to decode the electronic message when the special attachment to the electronic

message is missing.



generate an email which can then be sent according to embodiment_s of
the invention. 15Such a creator may operate independently of a particular
email program. It is possible to use the creator in addition to the
WeAetalisidf the emails when no separate email program R§ﬁééﬁ@é¥91_2605
Requirements for using such a creator is just an access to a netwo_rk like
the Internet and an email account. Suéh a creator may use a special port
of the TCP/IP internet protocol or the common known SSL standard for
20secure connections. For instance, such a creator may use port 3080 of
the TCP/IP intcrnct protocol. Furthermore, a "reader" may be provided as

a read and display tool for container-files. It may be used as a standard
display to%lafS‘f‘ﬂ?ég/vmsﬁ’?éeé%ﬁgﬁ%b%@@ﬁ%faémﬁé%@ém ettaghiopder

anypredateunica mmwm&tae@&s&m&maéa@va&?muédgﬁmgﬂ%%
an | and a corresponding user account or member

e G e R T PP e s pe sen
protBEd I Mt eheraaikmonty 1S Sitastammianbfosesetora telifetions: ke

InstaneaR ISP HISHABNGTMAY.LSERHBA8: ol he 1S h/fgzttigc el johe
proto "AES245" or "Blowfish” may particularly be denoted as

enc?)t%%lé)eﬁl AR BFSSatr KRR A pien gel tepesnter fstmgstihgedsitacarid e
eledtnomidiangssagadathnmehBof aeniainarchle HecRBIUBIEALAR ViRdhg,

Inte ncrypted via "AES245" or Blowfish, "Hashcodes"
rgaj5 %%ﬁgé%%agﬁrﬁeg%é%&% &S ??Eévérpor?ﬁ%l 8t ‘TﬂéaB%f’BﬂPﬁfﬁnﬁﬁre
assignmentePidieTnizedaltadanedtashoudeineay bestunambigegusy By

1(rneaeﬁsgﬁﬁgmm&@ﬂﬁﬁéaﬁéh%@q%é&ﬂ'%ﬂﬁé@éﬁl%}%n‘ilé?ra%rE@xﬁ%n‘é’%?i%‘neéf a user

been modified in a file between the generation with a creator

Zgytg% rg‘“’gg?ﬁé‘%itf‘%?‘?é%ﬁ@f} WRRCHY thasprdsasaihraddcioteshatetiiaing

is idewricaf. the sehdetattachinoentt san s arfier atiachanioiam TRl \VIAGR

o L RS SPbhpraa b
example for orders or some competence restrictions of the user, such as “user is

15 allowed to buy goods up to a value of ...”.

In the following, a procedure of ensuring a reliable authorization according to
an exemplary embodiment of the invention will be described. This embodiment may
be implemented in a scenario in which it is of particular importance that a user of the
sender unit is a specific person with high reliability.

20 In such an embodiment, the user of the sender unit may be invited to provide
an additional piece of identification information such as a telephone number, a copy
of her or his passport, etc. The system may then verify the correctness of the
additional piece of identification information, for instance may call the user of the
sender unit using the provided telephone number. This contact procedure may be

25  performed by a human activity or completely automated. If the verification
procedure is successful, i.e. when the provided additional piece of identification
information turns out to be true or the identity is verified, the system may provide the
identified user with access data to an identity file such as a key usable for

communication via a communication system according to an embodiment of the

30 invention. For instance, the user may be provided with a password which she or he



text. Thus, this password may be used for encrypting and decrypting. The
key length may be selected in such a manner so that a desired degree of
security is obtainable. Apart from the data of the container-file, also
WRS WAt Ai¢hication with the server or control unit may be &¥drBEae/4R60S
this context, it is possible to calculate a 15 new key for each connection
(for instance Diffie-Hellmann key exédfAange) with which the
communication may be encrypted. Each sent or received mail may
comprise an assigned reminding term. When the email is not received or
confirmed within this term, the sender may receive a message concerning
the non-access qftthe (tamail L@the.recitpi nt.ﬁZOIt is‘gl)o sit le to distin uishb
parﬁ%irél?\’y Bethetn td iHdsror rlr?é’}lnlﬁ)erssuﬁlpasl?ﬁs hé)rsys &Ry name ymfi1 er
accoppliehdmembetemet oagtt,. Witte ansderaity dlmtomayiatlpvd fori redemtion
of MiailFn BAa B;%l%‘{s%? gﬁ&ﬁé&gﬁwﬁﬂéaﬁ&‘g@?;&!eé%f’mfs nlhenalanon

the sending of mails and may be provide onfy I

= ( \ly against a fee. In the
follVikharesiipstenirmeafra thetase br meiitanenteeadesinieny o sraguise

sandsinteghityiefiashereuaik i @S ERASRSEHN dHICHIE: A1 X B Yender unit has
embodin %?}%ff the invention will be described in more detail Next, an

overy ShPRPHAHF Wil be given.  This system is designed to
provide aBertioe foomegisteied foryqertifiet)isdiveryaof ififo rmbtiorg viztents
e-mail, ThigSeYieemHSINg sYsier A meiliosis.s0a6seabed Reloain
shall facilitate delivery of registered e-mail for both the sender and WO

200PfTER0 AsbniE P goeise b ierent oranesspietinfaEmifgcdhe container-file

10compigxiies ipaeQmpRsigaioh kRoWREatVICaE Tiuthay siem e lipinaiesnthay

need 1o 1ake ﬁoﬁe%gss'%”w%% Td & "rﬁgésﬁraer}§X$9rtef£Paer%§?9§£ Beplayed o
addTeSTEE A IS EHieVé asﬁltdleverag existing e-mail servic Swiich

senpesatrd.receiver have already in use. This automatically eliminates all
provisionsawiich petharwiss WatldiRaYesR:Be {aken 10 LARMS RGPS
handling of an e-mail in possession. , ) .
generate an email which can then be sent according to embodiments of the invention.
15  Such a creator may operate independently of a particular email program. It is
possible to use the creator in addition to the generation of the emails when no
separate email program is needed. Requirements for using such a creator is just an
access to a network like the Internet and an email account. Such a creator may use a
special port of the TCP/IP internet protocol or the common known SSL standard for
20  secure connections. For instance, such a creator may use port 8080 of the TCP/IP
internet protocol.

Furthermore, a “reader” may be provided as a read and display tool for
container-files. It may be used as a standard display tool for files with the extension
“rgf”. In order to use such a reader any communication network access may be

25  advantageous, for instance an Internet access, and a corresponding user account or
member account. Such a reader may use a special port of the TCP/IP internet
protocol or the common known SSL standard for secure connections. For instance,
also this reader may use port 8080 of the TCP/IP internet protocol.

“AES245” or “Blowfish” may particularly be denoted as encryption methods

30  which may be used for encrypting the data and the electronic message in the




The system and method can be summarized as follows: A sender may
want to send an e-mail to an addressee and may compile this e-mail and
send it using an ordinary email service. The ordinary sending and
WR2ENIHG’ 1D process may be synchronized with a new proBeSErgpup 2605
sending, the process may encrypt the e-mail, resulting into an e-mail with
a specific attachment, and may sen %hcryption information (e.g.
hashcode) and the e-mail address of the addressee to a server. Upon
receiving of the e-mail through the regular e-mail service of the recipient,
the process may recognize the specific e-mail (e.g. ".rgf' attachment) may
15ca| : ific £-mail, ' »
e e S AR T
mag'ddmpEte "sent” and "received" hashcodes and recipient/addressee

informatiofaidddReRESHIMEAMRIGB. ey 8@ Sl kY iaREIDBBLAS a text.
recipient key and special reader program may decr tth%.e-mai and ¢
20may HREREEELE RS hE AshtE Pl SN B R i orseass
swill beslexppladtedhepteatesgetaible to Jdngmmnderemawnyéaﬂg bas bepnailodified
Upo”aséﬁér Qfibs 580 eRé‘r’a%%%SwﬁhSP&%@éP{g?@[ﬁ‘éﬁéﬁﬁﬁg@(&@%&%‘ﬁ_ When

invoked. The creator- rogram may merge the content of the e-mall into a
file feohrsierdesinsy. iTeidiedntantiiniideetgele attached files, text
25messaggs-amtigihariniaypatien dihercansantdmihisrontain@miile say
get encrypted using a common encryption algoritlun. Optionally, the
contiRLPTHRRL AL WERBFE S EPBGIRE 4 ommon
1ccompressitr-aigofithyi nldyedemseyppasavwioey wralt b engemée ratdrpyt data or
randgn At VD, Lhsh: AR edNa R Rl cHAlEd (b oMb Rl

container e creator may use a common hashcode algorithm like
30SPHX-D5EITHEraaTieh Amenreatd i Jemb desre sbigaty is obtainable.

authentificgier{fiR.saneesis dlic(@gaiseMaraRipasIVertdicingnaaackse
and encrypted transmission protoctoeld.llJIPt n autpent{gatlon Bflletcrcea%[ﬁg o

may TARSTiPHYE HESHES geo?ri%rgpcontalnésr-?ﬂg,efﬁé elﬁgf)ﬁ’f}tmen %&y‘an
| pthewinfornietionitodhessirvdfon meases &fi fircBebsfultiaysmibsian) ofithis
dat%g&b&@%ﬁum&&&p@ég%@lﬁwdbe available to be sent to the
prog

5addressee using the ordinary e-mail program and account of the sender.
The contafifeP-AfEY AP 15 Sh BTHiIRAK PIRATHHIB ATHSE GERURURE fReh, When

the email is not received or confirmed within this term, the sender may receive a

message concerning the non-access of the email to the recipient.

20 ' It is possible to distinguish particularly between two kinds of memberships in
the system, namely user account and member account. The user account may allow
for reception of mails. It may be free of charge. The member account may further
allow the sending of mails and may be provided only against a fee.

In the following, a system for and a method of monitoring the sending,

25  receipt and integrity of an e-mail message according to an exemplary embodiment of

the invention will be described in more detail.

Next, an overview over the system will be given.

This system is designed to provide a service for registered (or certified)
delivery of information via e-mail. This service, using system and method as

30  described below, shall facilitate delivery of registered e-mail for both the sender and




The creator-program may be designed to support a range of alternatives
of composing and sending an e-mail: 1. Using the creator as an
e-mail client does not require another e-mail client 10(such as Outlook).
Wh&ereax 8 may allow a sender to compose a complete e FGEEP2006/@12605
Using the creator with commandline-parameters. Thus, it is possible to
embed the creator into other program$<{for example
MicrosoftT"-OutiookTm, Novell irm Groupwisemt or Mozilla Thunderbird
rm and many others). Monitoring receipt of the e-mail may include
automatic notification of the 15sender in case recipient has not (or
recipients have not) opened the email within the time specified by sender.
In the PR\ ets S EUBRIFRY Bt eRmmariseR tekaebeerincencTeidetatiinT he

conthimientitaimayeheorake pasasoan oidinamatAC BNt I AnEednal By
opeRin A gg ;l;glrétlasig%.-gi\!eed(éjso%lpleclick for instance) or other methods
(such as 20 & PRrAmETAES s iRt sraretarbighesradetand

comman
(WHRSSIHSape alveiditevss Tee aovumted)y dhitnay eaniddieWatis

sProgessas NeWERHR 1By e Arsarialed-withihe ending of the, .
container-filename. The reader may con?égé%}éargﬁ\%ro ?gréﬁfﬁgl}dfbate the
rec?ﬁféﬁ?sfﬁgemame/password) using a secure and encrypted

transmisslon prosaceid dpopeshsntcation heseatsrmay calculate the
hashcodergeggthe received container-file and may transmit this

hashcode, accompanied with BeHar SHSHARADAIIE s ardvery Trandisis c-

mafEherksend ihusheeuerdiainstithieseashe e thdihhaddan eaMGebom,

10by fhe-eremtarasspaiehing sendi H&@ﬁ?&%?%-g})&?ts@n ashcodes as well as
a

theegesti? tion e-mail address (recipient = essee 1rI’r11géltcﬁ,p tReseRAer
may) ARSI e S Nk 676 il reith e sopeificledipdragnbemoe ek bd
30deompichafonteioh gt hesposaiandite AN ansmission.afihekey,
thesgt%\{eg bg}eéégﬁl S?nﬁj an e:mail to, the sender of the container-file to
indicate that the addresses Fergéf\%%oﬁ%l ML il aeeistime
opETRRITEH RIS i Tuey meaeehize b eprtdiamayaildenyptiffe aopkamat), may
15 thersibylpeavidingoas eassdoptaifilemand. Qiher information,inside the
contglner-flle. -
Iniormation on the recipient to the server.

'The server may compare ,,sent” and , received* hashcodes and
recipient/addressee information and upon positive match, may send a key to
recipient. A recipient key and special reader program may decrypt the e-mail and

20 may give access to the content of the e-mail.

Next, the sending process will be explained in more detail.

The sender may create an e-mail. Upon start of the send process, a special
program (creator) may be invoked. The creator-program may merge the content of
the e-mail into a file (container-file). The content may include attached files, text

25 messages and other information. The content in this container-file may get encrypted
using a common encryption algorithm. Optionally, the container-file can be
compressed using a common compression-algorithm. The encryption-key may be
generated by a random algorithm. Then, a hashcode may be calculated for the
complete container-file. The creator may use a common hashcode al gorithm like

30 SHA-256. Thereafter, the creator may contact the server to authentificate the sender



5This receiving process may be advantageous, since authentification of
the recipient may ensure that only the addressee as stipulated by the
sender will get access to the e-mail.  The following prerequisites should

WA IR for the recipient to get access to the content o tHETEA4{P1195
the recipient should be in possession of the not-manipulated container-file.
- the recipient should have a user-accbunt or member-account in the
server-database of the service. the recipient's e-mail address should be
unique and the service should make sure that an e-mail address can be
registered only once. 15Hashcodes may provide the following

ady, engt,a %?ﬁmne/{izligsi%o? Slic'si{%lef;[ Q&%@ﬁcogt%ﬂ%@&g&s&l- S5°F ott%go}ljxjtgo%
serveri t.e gon alner-tile 1s ot-manlpu atea. mtegrlty OE}
congsthertifipsiord dittiorahlenshodiestior the e shaed eeddhveed wometihiée - the

meanthatsagelvan earialtskilesARdReients AR ddelcali@:P&hsmission

20container-files and contents. = Encrypted transfer may provide
sechfitys Spiaérihe sy phorP AP Hallf R uRg e In I P Ecat B Mfnonly
usegiatgattmngire dsedrios-figitpt signathiesayumbit ey saidkr. The
government. 5\1%(5 wser reg{rsl,grati C\ﬁ/rirllleggat%xplained. r2I15E§efore a user can

n
sen 3%13%%ﬁ us nget‘iq'{leoéerV|rcyeE,1%€l IS POSSiI fePthat the User has to be

known by The gesteerpiegsponsibihe desigtisere Hwpad beange ehtlieinatidnel of

userAAaRas end sig Ry eanafie created manually by an administrative
person or, preferred, using a website that allows the user to sign-up as a

member of tHeBRAGESHIOR 2 GEREHE FIA SHEP a2 QERACR el
1dhe (neatinbeCaitosit). Thacsuoistering 30 th enke racsopsi and tisetdrgaiid
o o Ay e SR TR M
e-meifed Fiviesanail oot pregransr$e corhie dbmptefe cotRk
(attaghvaeMsaRgWHREY RivspatiomunayLRePosaiblejrigarsy of content
(only & CO%%ilri?t%rr-iﬁ!gerggggt%%rtlileecé-rr}%?{]gx%g ?nc 1|1|cket railici’%?nratic notification of the
15 sender in case recipient has not (or recipients have not) opened the email within the
time specified by sender. ‘
In the following, the receiving process will be described in more detail.
The container-file may be received as an ordinary attachment to an e-mail. By
opening the container-file (doubleclick for instance) or other methods (such as
20  commandline-parameters), the recipient may start the reader (which may be available
as free download). This may be an automatic process as the reader may be associated
with the ending of the container-filename. The reader may contact the server to
authenticate the recipient (username/password) using a secure and encrypted
transmission protocol. Upon authentication, the reader may calculate the hashcode of
25  thereceived container-file and may transmit this hashcode, accompanied with other
information, to the server. The server may check this hashcode against the hashcode
that had been calculated by the creator as part of the sending process. If both
hashcodes as well as the destination e-mail address (recipient = addressee) match, the

server may transmit the encryption key to the reader. This key may be needed to

30  decrypt the content of the container-file. After transmission of the key, the server




5 the correct key) may be ensured. The e-mail may be sent in a usual way
(through sender's provider and sender's e-mail account). Compatibility
with other mail services like digital signature may be obtained. The service
WPIderinady have only a limited transfer (about 1KB per dtsiifiietens/012605
transaction for key- and hashcodes and other information but not the
e-mail and attachments). Compatibilitly/-with other 10 methods like digital
signatures or encryption processes may be achieved. The process may
work world-wide without frontiers. An easy integration in common e-malil
processes is possible. Service does not have to bother about legal
requirements that emanate from possession of e-mail. Consequently, all
tecHRIEETSH ReTBHS oG AP FmeRriehid ciarnsicalgshabthe prdressee
syste:tafium}lw endeilegd evidesugy @Hﬁ&&t.ﬁ@ﬂ%@@h’ﬁ@ﬁﬁf HRY, R reader '
container-file accordin an exemplary embaodiment of the invention wi
e B e GRS 3 SN o e G Er@ i iormtion
corrsidirtbethenfuliecdiitent of an e-mail, the attached files, messages and
sother InformelianaRegesak [k Aerin A ReUled GHIR URNRIGFufe"

e-mail may comprise one or more recipients 20’0f the message, th
serfdeP TRy ethet priydhg adeErca ALtk akrdthy hes reersuidesed the
recipierixoandeatisichments (other files attached to the message for

transfer). ith the process, the m e body and the attachment(s)
b L R P A e et
to thethe peaipnpsihsontedder-file may comprise two parts, namely the

10Containet-tHeades; and Bifape m&@f&%ﬁl aﬁ%em%&a{}ﬁﬂi@%ﬁ gb%%ﬁﬁérfﬁ?e.y

contain every information necessary for transferring and decoding the
binary datdhr i SBEHIR A AR GraHEETIRS PN QTR SFraceintamBe Fraviter
maylgurmstolel deteetoi@nsure the authentication against the 30server and to
display re_qggble informatio

ta the recipient. WO .
2007107394 3%%3‘7% 82%8%1%3%%8%5 ?lygf& Qe unique and the service should make

sure that an e~-mail address can be registered only once.

15 Hashcodes may provide the following advantages:

- it is possible that a container-file is only accepted by the server if the
container-file is not-manipulated.

- integrity of container-file: identical hashcodes for sent and received
container-file mean that received container-files and contents are identical to sent

20 container-files and contents.

Encrypted transfer may provide security, since the encryption and hashing
algorithm may be a commonly used algorithm, also used for digital signatures by
military and government.

Next, user registration will be explained.

25 Before a user can send an e-mail using the service, it is possible that the user
has to be known by the server. It is possible that there has to be an entry in a kind of
user-database. This entry can be created manually by an administrative person or,
preferred, using a website that allows the user to sign-up as a member of the service.
Such a website may offer additional services for the members such as administering

30  the user-account and tracking and tracing of all the transactions.




In fact, the complete header may be not encrypted (except the
body-message). Every file may be encrypted or compressed separate so
extraction of a single file is faster. Every field inside the Container-Header
way e divigded by a LineFeedCharacter (&HOA). The dividerrabvean2te
entry-headers may be the PIPE- Scharacter (&H7C) The following table
illustrates an exemplary Container-Header:
FieldDescriptionExample-Content IdentifierThe first two letters in a
container-file are"EIVI" EM. This stands for "Encrypted e-mail content".
AddresseeThe e-mail address of addressee"alice(r)inter.net" SenderThe
full name or company-name of the"V. Schmid Lnspirant senderGermany"
Creation DBt Batecasdnin Bagt the feHeatiog avinage05/11/16 10:32:54"

container-filg.Jhis- iAe Sk isdhe datpltine dheoreioRs PSS pted
running on %d not a certified date! CreationUser The PC-usemame of the
cregﬁﬂg@f‘)ﬁ ?st

R SRPMEFSERTHbIE RIS RO SOhPRfRE AN Betisuter,
the poesditbtr. nankdst vihibateneatidya biassaceiiy Witk entsytiatcode will trigger

gty SR ISRACRARGREMES g
HE xea¢fesdwelviger and sender’s e-mail account). Compatibility with other mail
services like digital signature may be obtained. The service provider may have only a
limited transfer (about 1KB per complete transaction for key- and hashcodes and
other information but not the e-mail and attachments). Compatibility with other
10 methods like digital signatures or encryption processes may be achieved. The process
may work world-wide without frontiers. An easy integration in common e-mail
processes is possible. Service does not have to bother about legal requirements that
emanate from possession of e-mail. Consequently, all technical provisions to fulfil
these requirements can be avoided. The system may render legal evidence.
15 Next, details concerning the container-file according to an exemplary
embodiment of the invention will be described.
A container-file (or container) may be a single file, containing the full content
of an e-mail, the attached files, messages and other information necessary for a
secure and certified e-mail transfer. An e-mail may comprise one or more recipients
20  of the message, the sender, the subject, the message body (the text written as
message to the recipient), and attachments (other files attached to the message for
transfer).
With the process, the message body and the attachment(s) may be put into a
container-file. This container-file may then be attached to the e-mail.
25 A container-file may comprise two parts, namely the Container-Header and
Binary encrypted data.
The Container-Header may contain every information necessary for
transferring and decoding the binary data in the second part of the file. In addition,
the Container-Header may provide data to ensure the authentication against the

30 server and to display readable information to the recipient.



avoid bothering chars. FileCountNumber of contained files Entry 1A single
entry for every filesee Entry-Header WO
2007/073943PCT/EP2006/012605 - 24 -
woinldidesesiptionExample-Content Entry nA single entry forenengdile: teos
eCount) see Entry-Header EndCodeA single ASCII-255 char.&HFF Files
4)Binary, encrypted and compressed data defined in the Entry-Headers *)
Encrypted data. Files may be also compressed. The following table
illustrates an exemplary Entry-Header (for each Entry-element of the
Container-Header) Values divided by PIPE (&H7C) 5
FieldDescriptionExample Filename The filename of the stored
file"Rechindry: peffcarmilett badst inakidditotisnstypies s <6t Hie Bedy Resthec)
the Ly alidents, I e fPRE S5 IS QAL RS eka(t solat ke on standand ZiPis

compression. Other compression methads ma% follow. _
faster. Every field inside the Container-Header may be divided by a LineFeed-

Character (&HOA). The divider between the entry-headers may be the PIPE-
5  character (&H7C)

The following table illustrates an exemplary Container-Header:

Field Description Example-Content

Identifier The first two letters in a container-file are L BM

EM. This stands for ,,Encrypted e-mail

cantent™.
Addressee  The e-mail address of addressee »alice@inter.net*
Sender The full name or company-name of the ,» V. Schmid Inspirant
sender Germany*™
CreationDate Date and time of the creation of the »2005/11/16 10:32:54%

container-file. This time stamp is the
date/time the creation computer is running

on and not a certified date!

CreationUser The PC-username of the creating person. ,VolkerSchmid*
This is the logon-name of the computer, the

creator worked while creation.

Message *)  The encrypted body-message. This is plain ,,7ECACODA2C5D6B94C69
ASCII-text encrypted with the container-file CE884F395C70...%
key. The text is stored HEX-encoded to

avoid bothering chars.
FileCount Number of contained files 8

Entry 1 A single entry for every file see Entry-Header




OffsetOffset in bytes for the beginning of the file data. The offset "1234" is
additional to the position of the first binary data-byte (one byte behind the
last ASCII-255 char of the header). LengthLength of the file data in

wWoViEs b 8384" In the following, an exemplary embodiment of,a, . 012605

10

Transfer Protocol will be explained in more detail. This document
may describe the transfer of data betyveen the creator program, 10the
reader program and the server (providing the service), which server may
also be denoted as control unit. WO 20(171(173943PCT/EP2006/012605
-25 - A purpose is that this protocol may describe the complete
transfer between the programs involved in the service for registered

e-mall,  Refeging.io INvVolved programs, there are particuiarty tree
proglrams usingftjﬁlss& pPr%?Scol, but more applications are% B%Iggfﬁ]é.p%t-em

creatgr(Rrogram tgcleate saptaips/ileg @N@@&m(f”xeé%%ﬂ%yd@ﬁ

e-mail using SMTP) - reader (program to open and decrypt container-files)
- seltuéC{tie sereidgleatsdiessdagiicated intemet-hosgErgviding the
functions to register an e-mail with an attached container-file or receive

the iy {0 10deEipptya esntaierbrntieombiessrstdetamay comprise a

database and Io@gg&&wqp@mmg%ing and logging of transactions.)
The.implemented protocol may comprise four parts:

*) Encrypted data. Files may be also compressed.

The following table illustrates an exemplary Entry-Header (for each Entry-
element of the Container-Header) Values divided by PIPE (&H7C)

Field Description Example
Filename - The filename of the stored file »Rechnung, pdf
CP Indicates, if the file is stored in compressed mode. If the 2 0%

value is ,,0%, compression is not used. ,,1* stands for
standard ZIP compression. Other compression methods may

follow.

Offset Offset in bytes for the beginning of the file data. The offset ,,1234“
1s additional to the position of the first binary data-byte (one
byte behind the last ASCII-255 char of the header).

Length  Length of the file data in bytes. ,»16384%

In the following, an exemplary embodiment of a Transfer Protocol will be
explained in more detail.
This document may describe the transfer of data between the creator program,

the reader program and the server (providing the service), which server may also be

denoted as control unit.



I Initialisation (initializes a secure connection between the creator and the
server or between the reader and the server) 152. Authentification
(authentificates the user of the creator or reader against out

QA ditbase) 3. Create a new message-transactidit [rEgp&tePiie’a
new container-file in the server-database. Used by the creator-program.)
4. Request a key (requests a key to tiecrypt a container-file. Used by the
20reader-program.) Next, a detailed description of the protocol will be
given. An initialisation protocol may initialize a secure connection
between the creator and the server or between the reader and the server,

It may be@%%%%gefgrtﬁa\{%ys %9&9@&49&%%&\9{%%%9 EoRVR! PRIrRERAOr

or reader. first, a TCP/IP connection between the creator-program
andheresirey By Jusdacihienevicsder isesiisheamaithe server may be

establisheghdhis: idande aigiaeand, TeR/AR-sanoeatigntiesprnesiiiesing
IP-address and a mandatqry port. Those.&ayameters may be configured in
the CHPEYSEH H@%?Beg?%ﬁi%c&%%stgﬁ BYSfEs8er.. program). -26-  The
sclient (creatomiore@acerrm aycsenccantamtiafideton strifvgady theadsthene as Thisil
strirﬁgiﬁwtain: "regify <TAB> G <TAB> P <TAB> Alpha" <TAB> may
mean ASCII-code 9, no blanks. 5regify -> may be something like a
handsha@@éﬁ@ﬁ?@ﬂ%%@@ﬁ’?&%ﬁﬁ%‘%ﬁbﬁﬂﬁ%@ﬁ%m G -> may be a

random nuggher faictheRliftieatde bnandéamex ehange fuwiacoldhgxhaay be

a common prime-number for the Diffi -I—‘fel(limalgt kgél‘ charrg3 & proto gl to

10ATHHA Y Fﬂéﬁgﬁée{r?& %&ﬁﬁlﬁle%é a&lf)%%c 6F the Bifffe tihintan Key® <

lGexchesrget protogokr-file. This server may comprise a database and logical functions
for securing and logging of transactions.)

The implemented protocol may comprise four parts:

1. Initialisation (initializes a secure connection between the creator and the
server or between the reader and the server)

15 2. Authentification (authentificates thé user of the creator or reader against
out server-database)

3. Create a new message-transaction (registering a new container-file in the
server-database. Used by the creator-program.)

4, Request a key (requests a key to decrypt a container-file. Used by the

20  reader-program.)

Next, a detailed description of the protocol will be given.

An initialisation protocol may initialize a secure connection between the
creator and the server or between the reader and the server. It may be needed for
every connection between the server and the creator or reader.

25 At first, a TCP/IP connection between the creator-program and the server or
between the reader-program and the server may be established. This may be a

standard TCP/IP-connection to a specified IP-address and a mandatory port. Those

parameters may be configured in the corresponding program (creator- or reader-

program).




The Diffie-Hellman key exchange is a well known and broadly used
algorithm. The server may compute its own numbers and returns
its calculated beta back 15to the client. The client and the server may
womputeadshared key, only known to themselves. ThePemginrgy6/012605
communication over this connection may be encrypted using this
calculated, shared key. 20In case of ggrors (failed handshake, missing
parameters, etc.), a error message may be returned to the sender. The
error message may be kept simple, to reduce vulnerability to hacking
attempts. Next, issues related to authentification will be explained in more
detail, This process may authentificate the user of the creator or reader
against oUtSEERy Eierpabeesdery mashaend be inisiatiedtiforstimryocbnseetion
betwarnthe seKvesAag: the creator or reader. After initialisation, the

clients may send a logon request in the following manner: Login
TAB> UsERibhd AFAGS PALSWord AFABIPNT User CAB> 30

NTCompu@AB2iaylrisareasIiat dbvat 3his traagfer may be encrypted. Login

5> may define the desired action Usemame -> may be the usemame, i.e. a
registered r%%rlnbé%r.ii of t 5%%%\%8&@5’5%\%18%h-%kerrt\%)?rﬁgrfﬁ%eﬁggf‘%%%?d
SN TOYER POo@ER? be the username of the computer, the sender currently

uses NI COMPWER raboay ReHRe Mﬂr&%ﬁ%@%ﬁ'&%&%‘%%‘g@fmm col

sender is gurrentl logged in .
-> may’be &’ common prime-number for the Diffie-Hellman key exchange

protocol
10 Alpha -> may be the computed Alpha for the Diffie-Hellman key exchange
protocol

The Diffie-Hellman key exchange is a well known and broadly used
algorithm.

The server may compute its own numbers and returns its calculated beta back
15 to the client,

The client and the server may compute a shared key, only known to
themselves.

The ensuing communication over this connection may be encrypted using this
calculated, shared key.
20 In case of errors (failed handshake, missing parameters, etc.), a error message
may be returned to the sender. The error message may be kept simple, to reduce
vulnerability to hacking attempts.

Next, issues related to authentification will be explained in more detail.

This process may authentificate the user of the creator or reader against out
25 server-database. This may be needed for every connection between the server and the
creator or reader.

After initialisation, the clients may send a logon request in the following
manner:

Logln <TAB> Username <TAB> Password <TAB> NTUser <TAB>
30 NTComputer |




The server may compute the hash of the transferred password and may
authentificate the user with usemame and password against the
member-database. If 10 the user is not authenticated, an error message
Wike 0 I4EM&EMe unknown" or "wrong password” may be retBf i@ 2ed 12605
return code "OK" may trigger the next step. At this step, the protocol
may offer several options. FoIIowingQSptions are available: - NewMail to
create a new message-transaction 15- GetKey to retrieve a key for a
existing container-file / recipient - GetState to retrieve information
about the current member (statistics, active transvers...)This protocol may

be enhani:telglrteoC ﬁlré)vgglg &l{gthgrrlsfepctéo%s. Next, it will be described how a

new message transfer maly e created. %ﬁ?grﬁ%{fﬁbd may be available
upon sucdessfubinitiakisbtiothades2dhethentification. It may allow to create

a new trapaaghian. far A, desied RESIA0S dransittetdiR. aRIAD Ph R vice

protocol may be used (only) by applications that create a new transaction
of a desirédHesdag @ abR iRy MR @A tay send the following message

30 the seryerUser -> mhlewdviaibschiBre Rariienbsit) B Subiectrehipases
i A I e e
recipiertiiydiggedress of the desired recipient (addressee) - 28 -

The server may compute the hash of the transferred password and may
authentificate the user with username and password against the member-database. If
10 the user is not authenticated, an error message like ,,username unknown® or ,,wrong
password" may be returned. The return code »OK* may trigger the next step.
At this step, the protocol may offer several options. Following options are
available:
- NewMail to create a new message-transaction
15 - GetKey to retrieve a key for a existing container-file / recipient
- GetState to retrieve information about the current member (statistics, active
transvers...)This protocol may be enhanced to provide further functions.
Next, it will be described how a new message transfer may be created.
This method may be available upon successful initialisation and
20  authentification. It may allow to create a new transaction for a desired message
transfer. This option of the protocol may be used (only) by applications that create a
new transaction of a desired message transfer.
The client may send the following message to the server:
NewMail <TAB> Recipient <TAB> Subject <TAB> Hash <TAB> Key
25 <TAB> Days
This transfer may be encrypted.
NewMail -> defines the desired action
Recipient -> may be the recipient mail address of the desired recipient

(addressee)




Subject -> may be the subject of the message. This is for ease of
identification in transaction-logs Hash -> may be the calculated hashcode
of the complete container-file Key -> may be the key needed to decrypt
e GREM3of the container-file 5Days -> may indicate, hoRWCGHARRPeh\3605
this transaction will be available for the recipient. This value is also
important for the creation of status-T#&ifs by the server (After expiration, a
"mail not fetched" alert may get sent to the origin of the message transfer,
i.e. to the sender). The server may create a new database entry to create
this transaction. 10Following information may be stored in the database in

a transactjop.table: Transaction:1D be a serial.number for gach new
transactiot%'j E&tj?%épsaeyaegﬁsﬁé?- 'ﬂgjfrﬁa%r/}] @é rél\?gsl%gkﬁl)ﬁli/s, | rtﬁaeger(ca’gipient is
alresleytitoation)id\dlaressee-Bgnail address Sender user-ID 15Subject
Hashcoda Kgy Sttt batk. (RRVIREREsHUSEE BT BN GLIRIEMM S her-file

Termination-Date (may be the current server-date increased by the
number of20 FaaxbE peksyprierd cotprep(hasanen a5t raortpsr-file

successfubpigkspnal thei faesaage) B9ades s (aashiean URoddiRs s obr
the sending cliegt. computer) Sender-NT-name (may bge the loggn.name of
the HSSFBR e @H&%@) SHGRPIRET t-(léoorm|cffuctre((‘r‘?'1 trlloa%{rr?eﬁ S{f%%lﬂ%é ?r?ga}lrﬁ;eme
of thercamiiteexfithecLrrentiPivdercbaitirdedlimny gidejnt to Themsgnvelthe

may, ety ;}Qﬁg'iie;oiygqoc&%%,{&ﬁase of errors, the server may report
errors In plain text to client. Requiest may be a key for a container-file
The server may create a new database entry to create this transaction.

10 Following information may be stored in the database in a transaction table:
Transaction-ID (may be a serial number for each new transaction)
Addressee user-ID (may be available only, if the recipient is already known)
Addressee e-mail address
Sender user-1D
15 Subject
Hashcode
Key
Start-Date (may be the current server date/time)
Termination-Date (may be the current server-date increased by the number of
20 days for pickup)
Pick-Counter (may increase for every successful pickup of the message)
Sender-IP (may be an [P-address of the sending client computer)
Sender-NT-name (may be the logon name of the user on the client-side)
Sender-NT-computer name (may be the name of the computer of the current
25  user on the client side)
The server may return ,,OK* to the client. In case of errors, the server may
report errors in plain text to client.
Request may be a key for a container-file
This method may be available upon successful initialisation and

30  authentification. It may be used to request the key for decryption of a container-file.




This method may be available upon successful initialisation and
30authentification. It may be used to request the key for decryption of a
container-file. - 29 - Such request can only be made by a client that is an
WENEATSHthat wants to open a container-file (reader-progFaiif 21174 Chiént
may send the following message to the server: GetKey <TAB> Hashcode
It is recalled that this transfer may b@9e’ncrypted. GetKey -> may define the
desired action Hashcode -> may be the calculated hashcode of the
received container-file The server may first collect all e-mail addresses
available for the currently authentifieated client-user (in this case the

reciianRl, AN ol RENGE MR GHEMIS i datalafeiRh A HARSACUOBpen a
i

which may match bo

h the hashcode and the correct recipient e-mail

addiesangrhle EsndennecgEer may stop execution of this function and
may returnRiQKOmAIesEAae: RIbR @iahkssage o BRIEO&ITIVE match of

hashcode ag%? 2{%&}% ss, the server may retrieve the key from the

database e% 8 S2§°c(¥eeate a new database entry for archiving a
Scomplete transadiminbaflthis folisfwingaydeescrmptgde stored: - Archive-1D

(may be a@éﬂ@@ﬁfﬁé@%&%@ﬂmgﬁeﬁ?&ha@ﬁ% entry) - Recipient user-ID -

Recipient e-mail a

10

15

20

25

30

réss 20- Sender user-ID - Subject _
Hashcode -> may be the calculated hashcode of the received container-file

The server may first collect all e-mail addresses available for the currently
authentificated client-user (in this case the recipient).

Now, the server may query its database for a transaction which may match
both the hashcode and the correct recipient e-mail address. If this fails, the server
may stop execution of this function and may return an error message to the client.

Upon positive match of hashcode and e-mail address, the server may retrieve
the key from the database.

The server may create a new database entry for archiving a complete
transactions. The following values may be stored:

- Archive-ID (may be automatically created for each new entry)

- Recipient user-ID

- Recipient e-mail address

- Sender user-1D

- Subject

- Hashcode

- Key

- Start-Date (the date, the transaction started. Taken from transaction table)

- Termination-Date (the date, this transaction ends as set in transaction table)

- Pick-Date (this may be the time the key is picked up)

- Sender-IP (may be IP-address of the sending client-computer; out of
transaction table)

- Sender-NT-name (may be the logon name of the sending user; out of

transaction table)




- Hashcode - Key - Start-Date (the date, the transaction started. Taken
from transaction table) 25- Termination-Date (the date, this n-ansaction

ends as set in transaction table) - Pick-Date (this may be the time the ke
WOREKAPUI) - Sender-if (may be IP-address of the ser&ifr2006/012605

client-computer; out of transaction table) - Sender-NT-name (may
be the logon name of the se ding uséf:out of 30transaction table) - 30 -

- Sender-NT-computemame (may be the name of the computer of the
sender out of transaction table) - Recipient-IP (may be the [P-address of
the client-computer that received the key) 5- Recipient-NT-name (may be
the logon- f.the current user on the.client-si -
Recipionc N e e el W B e commtsaepgagnder
curremplisarsestitndabiiont side) Now, the server may transmit the key in

the f0||0WiﬁGeé\{£ﬁé§-3@zm]a9@é<ﬂfﬁﬂ?§jﬁﬂé£%M§ EaeAlEsHINALING TARKE the

may be encrypted. OK -> may indicate the correct identification of this
me ébe and transaction <PIPE> may be ASCII-Char 124 (&H7C) to
Sseparate tieekpieffanT ik eaybnay hgdhekay srpdedimdaecrptitiae

filesé and Sclgg}tent of the
- Recipient-NT-computername (may be the name of the computer of the
current user on the client side)
Now, the server may transmit the key in the following Message:
10 OK <PIPE> Key
It is recalled that this transfer may be encrypted.
OK -> may indicate the correct identification of this message and transaction
<PIPE> may be ASCII-Char 124 (&H7C) to separate the key from OK
Key -> may be the key needed to decrypt the files and content of the
15  container-file
The aspects defined above and further aspects of the invention are apparent
from the examples of embodiment to be described hereinafier and are explained with

reference to these examples of embodiment.

20
The invention will be described in more detail hereinafter with reference to
examples of embodiment but to which the invention is not limited.
Fig. 1 shows a communication system according to an exemplary
25 embodiment of the invention.

Fig. 2 shows a communication system according to another exemplary

embodiment of the invention.

The illustration in the drawing is schematically.




15container-file The aspects defined above and further aspects of the
invention are apparent from the examples of embodiment to be described
hereinafter and are explained with reference to these examples of

VEPEeHAEt. 20 The invention will be described in morBIEERA006/012605
hereinafter with reference to examples of embodiment but to which the
invention is not limited. Fig. | shows dlcommunication system according to
an exemplary 25embodiment of the invention. Fig. 2 shows a
communication system according to another exemplary embodiment of
the invention. - 31 - In the following, referring to Fig.1, a

communicatjon system 100 according fo an exemplary embodiment of the
ontion B S BT R er oty TR AR RO B
a gmmmmmb@dmptammmmem@ﬁMt 103. 5_The sender
unit 101 isjgdapted 10 generale.an @é%%&?&%%i@&%&i@dﬁ‘o‘@’m%i @t unit

also be denoted as a container-file. Furthermore, the sender unit 101 can
send®hand eeprsincurietShge 104 directly to a mail client 105 of the

secipient ik 1624 (oecialciaghles HarbRAHALIE 1odch
unit rthermo e, the sender.un may send a.sendgin
AT HASaNE S LR B Tt dorm e it g send
sendlerderit 04 thersage nomi@mrm air_naﬁeﬁsagkﬂi@ﬂ_tt@ tbapient [niﬁnt_(nmit
102, EHARSIIPIG SRR U, HOR SARISESINE DS HGONIRe, e

message 104 directly from the sender unit 101 and may send a receipt

infoSPSEHHRNHESLEGE FO¢ G ERORESTIHRMDS ARSI ot pepafpfnit 103
1informméion MessrgedRy indicatesdhaitant 2usebat thessgainieniouny 102

has rrec(lzeliv?d tfgzotilectronic message 104. A user of the sender unit
101 'GFEAH8S AN erfiail 108 and chooses to send the email 108 by means of

the comminitationrsybierecikdtnt Angrédlone iy ofttiielsendee message 104

directly from the sender unit 101 and may send a receipt information message 107 to
the control unit 103, wherein the receipt information message 107 indicates that a
15  user of the recipient unit 102 has received the electronic message 104.

A user of the sender unit 101 creates an email 108 and chooses to send the
email 108 by means of the communication system 100. A creator entity of the sender
unit 101 may then generate an email with the attached container-fiie 104. This
container-file 104 comprises the complete email 108 in encrypted form. For this

20  purpose, an encryption key 109 is used in the user unit 101. The container-file 104
contains the message including attachments. To allow for a document integrity
check, the creator entity may calculate a hashcode of the complete container-file 104.

Furthermore, the creator entity of the sender unit 101 establishes a connection

to the control unit 103 (a server) and authenticates with the user name and password

25  of the user of the sender unit 101. In this context, the message 106 may include the
transmission of the container-file hashcode, a recipient, a subject, an encryption key
109 and any other necessary information.

The sending information message 106 is sent to the server 103 holding every
information needed for a transaction. The control unit 103 authenticates the user of

30  the sender unit 101 and/or of the recipient unit 102 and checks against correct




unit 101 may then generate an email with the attached container-file 104.
This container-file 104 comprises the complete email 108 in encrypted
form. For this 20purpose, an encryption key 109 is used in the user unit
WAV THE%dntainer-file 104 contains the message includintCatFRapieeiAees
To allow for a document integrity check, the creator entity may calculate a
hashcode of the complete containerdfile. 104. Furthermore, the creator
entity of the sender unit 101 establishes a connection to the control unit
103 (a server) and authenticates with the user name and password 25 of
the user of the sender unit 101. In this context, the message 106 may
nclude e aasmission ofthe.conainerdile nashiepde & iseipionb A, e
subject, an encrtilptglon ey b6°an any other necessary in Ormation.
Theesmiirepintéenfertitaermméisnad eontdnies $ides tothisdegdimereredmultding

every information AeRARIHOLAH1ABSSHAL mLRIRHRY 65 YRlhd BRipient unit

authenticates the user of 30the sender unit 101 and/or of the recipient unit
102 Ehdhenedrisn gain s areves thpemall SRRBHBERE 1Skl sindittidile
scontoal v dh kRS uwiay ferthesisraciiie1ke k0% 60 dhe: resigi ans wisitor @k for
decryption of.container-files.to legitimate recjpient. After reception
of (R B TALD 1 By Ha AT G B R o e
recipieitsuwi¢, 102 peseblethththeremibroardiamagothe instaldereldcdntenribe-file
5104 yhigh.the,yser of the recipient unit 102 can now open. Once the
user of the recipient unit 102 opens the file 104, a reader may get started

automaticaffgr Buterefihe mdpigatinitidBesimenshithe redrfarisd ) hdle
100 bedfstalleddnaaliycanrike recipienitiaitida thétasen df3ne akifientacipisrnt

unit.102 has opened.the container-file 104, the,1 e[ connects to the

TP S RARE R O IRC IS Sl [RERRR SRR fa iR

readertgnendlcetipiend mait 2B2 pppcHR dlatdakeynHSHedsiserpitthe
received GoRLRIRR AfiR404 a8 MAY Rslpidns ahvel 0b03 dpis k§¥htQBrRo!

decrypt. When the authentication of the recipient unit 102 is accepted by
the EBhHGh itPO30THE 3685 10 e SERT SO Ithe O MFIFEMIET I3 td the
1¥ecipient thitlkdRoldh Berthenviong 108 ceptoldnidiO8naiap senshge 110 to

confiaian Message QoA Sendaral L ddnon hedelivans ot

key 109, the server 103 sends the email 110 to the sender unit 101 that

confith® the sgaicaiyiotthéeecnfsisberi vomnetite feemént kavt G0 the
Thisegnéimaithab thekecpiemk it tho2etaseivediard epered dh€opened the

Com et AN Mot manipylated emahA04-

20 After receipt of the key 109, the container-file 104 can get decrypted by the
recipient unit 102 and its contents can be extracted. Finally, the container-file 104
and messages contained therein can be opened to get access to the content 111 of the
file 104.

In the following, referring to Fig.2, a provider system 200 for secured email

25  according to an exemplary embodiment of the invention will be described.

In the embbdiment of Fig. 2, the control unit 103 is subdivided in a
first control entity 202 (a first provider server) communicatively coupled to
the sender unit 101 in a manner that a transmission of the sending information

message 106 (comprising a decryption key 109 adapted to decrypt the




20After receipt of the key 109, the container-file 104 can get decrypted by
the recipient unit 102 and its contents can be extracted. Finally, the
container-file 104 and messages contained therein can be opened to get
VeeeesgtéPthe content 111 of the file 104. In the following, REEHERG0EA 12605
Fig.2, a provider system 200 for secured email 25according to an
exemplary embodiment of the inven#idn will be described. In the
embodiment of Fig. 2, the control unit 103 is subdivided in a first control
entity 202 (a first provider server) communicatively coupled to the sender
unit 101 in a manner that a transmission of the sending infoiniation
message 106 (comprising a decryption key 109 a%a ted tq dec the
WO 200, 1BF30HIE B FHOEIEA DR B SR Bl e
message dpram iesennicaivid dOdntol¢htfirstaosatra thatitpd208rig 101.
indicatve of an ifentity.of & 5%, A1 Ae SAHSIUILONa conBCAR0R) (o
unit 103 further comprises a second control entity 501 a c(iearmg sérver)

communichtiviely scouspl sonotnicHiiseborepled natro izt e Sty eitol he
entity 202¢sadanied e {omasdananenisness seadinghibionnrtion
message 204 to the second contrgl entity 201 in a manner that the se on%
control entiyTR198 M5EsaaAR 3P S TEEMI Bl EIL A8t Ré g@ﬁﬁ%rr%‘ﬁi ©
101. Morepvetd twatenrindlyuiit 0D conupsisBbaidairdiontrohestitf/tROSfeer
10second &E?Y&qef server) communicatively coupled to the recipient unit
102 in a manner that a transmission of a recipient message 107, 109

between the recldiservsnitheoRrid whe 19} GuBPRASH il cUEY MEIYAR?
10f an identity,gf 3r4sRE e esiRiami bt d02oUiied Rl ess FBssaga 02 in
107, 109 may comprise a decryption key adapted to d y%&f@)etencrxgted
electronic 1 BAEES Ealtff‘&?mlsm‘?ﬁggﬁﬁ 1?6?‘&?8}63%3(%%/?;(%3 g Derweenihe
communicatipédytcoitiléiata the hadora tod etrotyetiidtys 200 catihe péim tidentity
second COEFEQZlS%PHHh%%&é}Q%m?f’r?%? rehanggdaRsa0owih seeddyrd

control entity 203 in a manner that the second’control entity 201 is not
aware of themaditermEdsy soameed thdemiehihGineryped eleftic the

1sommunicatigngysieém 200 is an anonymous transaction management
system, more pai;]ﬂgléll%r %5‘&&”&%%%%%%%‘&%@%%@ coupled to the second

control entity 201, wherein the second control entity 201 is adapted to

wn

exchange data 205 with the third control entity 203 in a manner that the
second control entity 201 is not aware of the identity of the user of the
20 recipient unit 102.
Thus, the communication system 200 is an anonymous transaction
management system, more particularly an anonymous clearing system.
The clearing unit 201 allows for a management of the key transaction
in an anonymous way. The key data is transmitted anonymously upon receipt
25 from the first control entity 202 or upon request from the third control entity
203. Only the provider servers 202, 203 which may offer their services
independently from the intermediating clearing unit 201 know the identities
of their respective clients 101, 102. Therefore, the key exchange handled by
the clearing unit 201 is anonymous, whereas the first control entity 202

30 knows data characterizing its client 101 and the third control entity 203




The cleating unit 201 allows for a management of the key transaction in
an anonymous way. The key data is transmitted anonymously upon
receipt 25from the first control entity 202 or upon request from the third
Veontislgsity 203. Only the provider servers 202, 203 whichOED20fén 2605
their services independently from the intermediating clearing unit 201
know the identities of their respectivé¢lents 101, 102. Therefore, the key
exchange handled by the clearing unit 201 is anonymous, whereas the
first control entity 202 30knows data characterizing its client 101 and the
third control entity 203 - 34 - knows data characterizing its client 102. The
clearing unit 201 is a "trusted party" which carries out key related
transactioKSWRHBACRAGH RS e RiERT SR HO T HRAMEHRL AN hatdmsisd
101, 102. pasyitedidfvhiriansmiksjorlafthesdectyqploritkey foowitetiseidemsty
5control egpffoOl to the third control ﬁﬂti%g% and from there to the

.. (f mmunicating ins c?s ) g
recipient uni may result in the ransrission of a notifier or

confirmation meéswgectsdh tthesthiivel woelttbe derfnp2oBkey from thesecond
gecipient unjtd 3210 FREARAERNTRLSD IR 3b 119 106 titstoentrol

entity 202 or to the sender unit 101, 10A transaction history indicating any

communicSGBIFHNEET avistldRd Erisnon 264 RALLSE o5 ferEomatin
entity 201 mayspefsiared ihifdeononesmitpoid entititsh2G2sigdhtina 102 to the

manner .thé‘etﬁ%‘”a/ SO0 En?fﬁai'&“o‘%%‘ e £84 rgcﬁgolse%%\lzf)és %EOIL'(IK‘&JX séhder upit
transaction history indicating any communication between the third contro
entity 203 #hd the second control 15 entity 201 may be stored in

16nemories of both entities #0HisBEAiHRMINAES AR AR HHMEARR st
can be retraced later. Thus, when considering the transaction histories, it

will be posSiBPkEYEEGHE AR R SF A ARG it R S BTt ity of
the sendemsibvAeloStorgcnritibe2(e5t200ritro neniity B@Paandiarrbe: tdendibin

of the recipjet il 102 SIateghin e AL LONIH A0NHHAGR, 1y, 10 the

following, several aspects of the communication system 2
described feTRHTéGRHRrdIEt W eerEha Hatd| seRfFR) YYEteti2od, thtsesurhtpatp!

18inlimited ryamben Dhdiwes thiee B ivien @revdel sntdids 203 DENiPE manner
supported: 25- this allows for Ioba%?vailab' i%egf IS se}l‘cured emalil

system 2081 ?Sﬁﬁﬁnaﬂ&flélf%an}o v?/?f erreeér o MOre) users” 6‘1?% enng-tﬁ?e

first user 10dneatigensaisadurel braisiiod torthenses rdyusemiogoaivo
can access,ig¥aR dldhe s Sk 10kand it serrRd MR F A% MR 1Bty
service of different service providers 202, 203 ] )
202 and/or the identity of the recipient unit 102 stored in the third control
20 entity 203,
In the following, several aspects of the communication system 200 will be
described in further detail.
By the clearing system 200, an essentially unlimited number of (two, three or
more) providers 202, 203 can be supported:
25 - this allows for global availability of this secured email system 200 through
different (two, three or more) users 101, 102
- the first user 101 can send a secured email 104 to the second user 102 who

can access it even if the first user 101 and the second user 102 use the service of

different service providers 202, 203




WO 2007/073943PCT/EP200610il2605 - 35 - - service providers 202,
203 maintain privacy of their relationships with customers (sender 101,
recipient 102) - the clearing service unit 201 only handles anonymous
WPHEHET# data 204, 205 and does not have access to arBte(EtE Hata
5The clearing system 200 may be organized in three layers: Ina
user-layer 101, 102, the applicationd>'creator" and "reader" may be used
to create, send and read the messages 104, 106, 107, 109. Ina
provider-layer, a provider 202, 203 runs the server-application to which all
users 101, 102 connect (provider-server). The provider 202, 203 also

organizes 10 and mana he customer-data and all data.necessary for
e ayetar UG PRV Cm S A Ay e o A S Al
cleansigrierpéscd0dr I xebpnge tbahsaction information. Every provider

202, 203 sgads (o FRCANESHN I MAHORA0s ZAhARE6CHIRMRRAAR 204,

new transaction anonymous to the clearing instance 201. 15In the
_cIeéﬂﬁgﬂﬁa%qﬁmi?%ﬁé%ﬁ%ﬁﬁjﬁ%ﬁs‘:ﬁ%‘?@g&%ﬁs of each provider 202, 203
s5is managegdegrapsiaeeiobange obisansaciiomiedoimaation across

providers 202, 203. The clearing system 201 may held the fallawin
informatioh:? “Sﬁr"laxeﬂg%lhgc? et%? %%%H?t"r%{ﬁ’é%eﬁﬁ%{ %nafré‘?rié? %erverﬁ?y be used
cortecidnsnsenissid meatth2 Mesegsadé4, K&y 107dé&e?ypt the message

(transactign:key) - Hagheods ol e sesinignmall Addrass ity denich

correct recipient - Identification code to’handle the management of
trardhesesn 01 0 QPeCran B RIS - S RGO he provider 202,203 also organizes

10 and manages the customer-data and all data necessary for the system 200.

The providers 202, 203 may communicate with a clearing-layer 201 to
exchange transaction information. Every provider 202, 203 sends (or receives)
information 204, 205 needed to manage a new transaction anonymous to the clearing
instance 201.

15 In the clearing-layer 201, the anonymous transactions of each provider 202,
203 is managed to guarantee exchange of transaction information across providers
202, 203.
The clearing system 201 may hold the following information:
- Hashcode of the transaction container to verify correct transmission and
20  message

- Key to decrypt the message (transaction-key)

- Hashcode of the recipient mail address to verify the correct recipient

- Identification code to handle the management of transactions

- Date for transaction timeout

25 - Information about the sender (authentication-state)
- Identification code of the sending provider
Next, it will be described how the recipient 102 of an email will get access to
this email.
If a provider server 203 receives the request for a transaction-key from a

30  recipient user 102, it will send a request 205 to the clearing server 201 by submitting




25- Information about the sender (authentication-state) - Identification
code of the sending provider Next, it will be described how the recipient
102 of an email will get access to this email. If a provider server 203

. WeceNE33Me request for a transaction-key from a 30recipieftTRA0AQR 2405
will send a request 205 to the clearing server 201 by submitting - 36 - the
hashcode of the message. The cleagpg server 201 Iwill. deliver the ke_y,
hashcodes, recipient-hashcodes and other information about each active
transaction that corresponds to the hashcode submitted by the provider
203 of the recipient 102. The provider 203 loops through thesg results and
compares the hashcodes of the 5recipient’'s mail addresses with the
hadhebrrbsadagfieempstes. dbadlgring vev a0l datdiieaimatshhibieodes,

prowielpreROR: afctues acirigit Hacwilk slelivar therkay:te &sta%&b%ﬂgt 102
and will con irm}gg%‘g‘ltment of the delivery to the clearing server 201.

The CIEHMG*<8 FoSorRmHie B isibRREitete  Shscreipient 102. The

notificeiden2titilepstignet teeaekunt the payides %%Qgs_t%g&shj&;ﬁ@éetfy I
| Q sts. itscurrent notification-table in a short interval.
T e B DN R G ety ot
notifieistidn wstehe the neivig 288 DO the ki the 190cekdlivetativiry of tiis

traneastian 02 ankwWie JollowingimieatH %ﬁﬁ@&%ﬁxﬁ&}?{afﬁ{ec'&ﬁ‘:&rg%cue%%[‘501 .
att%gq%nts will be explained. 15The system 200, more particularly the

provider RBRFSFDEE 2 R AP BN S BHER IR 8 SRS r'tBretomtaeator
10 ksogadditatiadthefiértsrodczerdivly 203an exemplary embodiment, this can

10not be aVEi%%ﬂpPé%H& 55’?}203 requests its current notification-table in a short
interval. If the provider-server 202, 203 receives such a notification, it may trigger a
notification to the sending user 101 about the successful delivery of this transaction.
In the following, a feature related to enforcing document attachments will be
explained.
15 The system 200, more particularly the provider-server 202, may optionally
offer the possibility to force the creator 101 to add attachments.
According to an exemplary embodiment, this can not be avoided by the user
101 and is managed by the administrator of the provider-server 202. Using this
mechanism, the creator 101 can be forced to add di gitally signed certificates of
20 authority.
Actually, it may be the provider-server 202 which enforces the addition of the
attachment. Furthermore, the feature of a mandatory attachment is optional and may
be activated or deactivated by a user or a system administrator. Optionally, a
provider may leave it to the disposition of a user to activate or deactivate the feature
25  of amandatory attachment (for instance via a web interface). Moreover, a user may
define a sub-user (secondary user). Then, it is possible to assign the documents to the
sub-user who cannot avoid the attachment or alter a corresponding setting.
Those certificates may include rights and restrictions maintained by the

organizations of which the user 101 is a member, for instance for orders or some




101 and is managed by the administrator of the provider-server 202.
Using this mechanism, the creator 101 can be forced to add digitally
signed certificates of 20authority. Actually, it may be the
waavidersserver 202 which enforces the addition of the attaR§HitF@RR06/012605
Furthermore, the feature of a mandatory attachment is optional and may
be activated or deactivated by a use¥7or a system administrator.
Optionally, a provider may leave it to the disposition of a user to activate
or deactivate the feature 25 of a mandatory attachment (for instance via a
web interface). Moreover, a user may define a sub-user (secondary user).
Then, it is possible to assign the documents to the sub-user who cannot
aVCiOMRAB ARG ESHFERTSIOA WG bepishain e is i o7 prbiscbuy difRdsten to a
mayalnelgge, ﬂghts and restrictions maintained by the organizations of
which the u Olisa membe for instance for grders or some - 37 -
competerfe i:ﬁl‘ét %ﬂé‘%f‘fﬁreo i Py IAAng Qﬁgé‘refg%ﬂmélﬁet@ Bipaee
g omdstiﬁpates sbladkiegdists'br somA hedetitel sotteatt mmaraardsffﬂﬂ iigital si gnature
sPrOKIARSRRRLARR BRSR SOIRLESP, el (GRS PleCKOE.,
or some hardware to rea smartcargs 15 |g|ta Rature ﬁ

uset BYsE B deRes oy bidaciupsgathisrsighed ay kﬂgﬂim@Mm&@mmaty tre
all. @W%?Wﬁ@%&@ﬁh@ﬂl@@lﬁsﬁéﬂ&lcgﬁﬁigﬁggiiQu?n lgg@lly binding
manner b}/ E izé)gn ny, 8@ the added and digitally S|gne certificate of
authority. 't SP°U R B HOESE that TR TEH RS g udfRtaeh glements
exchudesthet thiethentsSanl’ sStepaarddiode'aplordlan deeslaataxdisdebad in
oPluRl Ala AleTIRGIS EREURGRIN 1 Assaciagianvith different

embodiments may be combine e noted that reference

signs in tHesERihalshaetndsbas sifetrnetsiEsinisglaiasstopasiane

claigaistn28 aMEHHR G4 AL the coamRUNication system, comprising 5a
sender unit; a recipient unit; and
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a control unit: wherein the sender unit is adapted to generate an

electronic message to be transmitted to the recipient unit and to send a
sending information 10message to the control unit indicating that the MCSLLP
electronic message is transmitted to the3¥&eipient unit; wherein the -
recipient unit is adapted to receive the electronic message and to send a
receipt information message to the control unit, the receipt information
message indicating that a user of thelréchpMri unit has received 15the
electronic message,; wherein the control unit comprises a first control
entity communicatively coupled to the sender unit in a manner that a
transmission shasrmdstinTessded.ftomhezender unit to the first control
entity is indicative,of an {gggtity of the sender unit; 20wherein the control

unit comprises a second control entity communicatively coupled to the first
control entity; 2 Kg#igreih 4hd: fivad control entity is adapted to forward the
sender messageg, 1o Hagsgpend control entity in a manner that the second
control entity is not aware of the identity of the sender unit; 25wherein the
sender unit is adERtEANchg et HS GEADERT I9ta Tt tHeckiebaBisincssage

message dhg Hagerniel alaing foeHnamigyeysidentlcation abMRiion

electronic message; and wherein the sender unit is adapted to send
the fingerPMftagetiteteortsrannidnstitatiae Ao fierreitdmgysage is

informatiQpMgsEaEe. 4% lelficaPiUNication system according to claim
1, wherein the sender unit is adapted to send the electronic message to

the recipient unitvhereingthg pe_cig[gfr_lt unit is adapted to receive the electronic message

and to send a receipt information message to the control unit, the receipt
information message indicating that a user of the recipient unit has received
the electronic message;

wherein the control unit comprises a first control entity
communicatively coupled to the sender unit in a manner that a transmission
of a sender message from the sender unit to the first control entity is
indicative of an identity of the sender unit;

wherein the control unit comprises a second control entity
communicatively coupled to the first control entity;

wherein the first control entity is adapted to forward the sender
message to the second control entity in a manner that the second control
entity is not aware of the identity of the sender unit;

wherein the sender unit is adapted to generate a fingerprint based on
the electronic message, the fingerprint allowing for unambiguous
identification of the electronic message; and

wherein the sender unit is adapted to send the fingerprint to the

control unit as at least a part of the sending information message.

2. The communication system according to claim 1,
wherein the sender unit is adapted to send the electronic message to the

recipient unit.
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3. The communication system according to claim 1 or 2, wherein the

sender unit is adapted to send the electronic message to a plurality of MCSLLP

recipient units. 5 4. The communication system according to any one of
claims 1 to 3, wherein the recipient unit & adapted to receive the
electronic message from the sender unit. 105. The communication system
according to any one of claims 1 to 4, wherein the sender unit is adapted
to generate e WEeHBHIEHRasyatfsset bls edtionit Wata provided by

a user of e SeNdR dRifer Gnithe £LOMBAUBICAIPMH SYHEM ARAALING LR,

claim 5, wherein the sender unit is adapted to generate the electronic
messagePa& diteAtFypidgné edifitonic message by encrypting the electronic
data. 7. The communication system according to claim 5 or 6,

wherein the sender unit is adapted to generate the electronic message as

an 20em4il THeI GG MM SHABRREFIN SR Rs Euasy 1R efedtianid dath.

8. The copnadnicatior systRMACEAipRIaARYINeRE elailsBdthdssage from
wherein the sender unit is adapted to send a decryption key to the control

unit as atEaSP4HARIbS the sending information message, the decryption

key 25being adapted to decrypt the encrypted electronic message. 9. The

communir%a,%ign system according to any one of claims | to 8, wherein the
it

sender unit ISAEABBYYS LRSS a&‘iﬂfﬂd’f‘%ﬁ‘ﬁ%é’?@%@?@ﬁhﬂ P the

sending infigrsiation sepssagatdt lerstane ettbminipeRalion iRmeahgd based
the group consistin%iof sender,&l it user infoEH?ation indicative of a user of

the send&P e B GHPIRTC R AASh ShiE SVEB B ctronic data

used for generating the electronic message, and communication
jndicative MCSLLP - 40 - of t%e communication between the

informati%n fn
sender ufit BchSPHN AR R PSP B RSB tmit. 10, The
communicatiesirsyisieendeaatdingdapsy oneef-aaimseet@r8nic message as an

encrypted electronic message by encrypting the electronic data.

7. The communication system according to claim 5 or 6,
wherein the sender unit is adapted to generate the electronic message as an

email including an attachment being based on the electronic data.

8. The communication system according to any one of claims 6 to 7,
wherein the sender unit is adapted to send a decryption key to the control unit
as at least a part of the sending information message, the decryption key

being adapted to decrypt the encrypted electronic message.

9. The communication system according to any one of claims 1 to 8,

wherein the sender unit is adapted to send to the control unit as at least a part
of the sending information message at least one of the information items of
the group consisting of sender unit user information indicative of a user of the
sender unit, electronic data information indicative of electronic data used for

generating the electronic message, and communication information indicative
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Swherein the sender unit is adapted to synchronize the sending of the
electronic message to the recipient unit and the sending of the sending Me
information message to the control unit. 11. The communication

system according to any one of claims-5*b-10, 10wherein the sender unit

's adapteditg generate e claglionls messade. 3. COMPIER3ed vicnt unit and/or
electronic message by compressmgnthe electronic data. 12. The
communitetismisybtent. according to any one of claims 1 to 11, wherein

the sender unit is adapted to initiate a communication with the 15control

unit by sending an authentification message to the control unit prior to the
sending dfthEhsendinty infetipatipsiamcssagdahid/enproe @ tamsaittng.

the electiopic MERARGUer i< R SOMBUHERIR R AGERITTR O

any one of claims 1 to 12, 20wherein the sender unit comprises a software
element ipleliEing arcesned|telibategplicdtiog. and tha sqdEnoehiarsizdion
system agearding o Iﬁ@é/sé’éket&ft}?@%%r&l ta,43, wherein the sender unit
comprises a software element embedded in or to be 25embedded in a
conventional email client application. 15. The communication system
according fo-pRy QReAflaias kididd Whstai esenderenitisadaptest

to notify an event that a user of the recipient unit has accessed the

electronic'ssate. soder ung, iy Rdaptit MUESRABENTRY slepi ARiCIRFITgER 2s 2
any one Qfglaingch 19ekBrolt GRskae &by 4bimpressing the electronic data.

SLLP

12. The communication system according to any one of claims 1 to 11,
wherein the sender unit is adapted to initiate a communication with the
control unit by sending an authentification message to the control unit prior to
the sending of the sending information message and/or prior to transmitting

the electronic message.

13. The communication system according to any one of claims 1 to 12,
wherein the sender unit comprises a software element including an email

client application.

14. The communication system according to any one of claims 1 to 13,
wherein the sender unit comprises a software element embedded in or to be

embedded in a conventional email client application.
15. The communication system according to any one of claims 1 to 14,
wherein the sender unit is adapted to notify an event that a user of the

recipient unit has accessed the electronic message.

16. The communication system according to any one of claims 1 to 15,
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wherein the sender unit is adapted to notify an event that a user of the
recipient unit has not accessed the electronic message during a time
interval exceeding a predetermined threshold time interval. 517. The
communication system according to anybnre of claims 1 to 16, wherein

the recipient unit is ada é?%&&*'é’%&’é"g{ee&??'r%{ %ffﬁ‘%na‘:&eerﬁ%l%%@ andqf.a
user of the recipient unit, provide access to the electronic message to the
user of thedipatpiantituhit 1018 cTedcbmermaicattonsysendmotading toterval

claim 17, Q0eeln, g erRiant unhis aapieddG.Rag receibtof the
access command; send an authentification message to the control unit
prior to providing access to the electronic message. 1519. The

communigation. SySteM, AEGALIRGsIa¢ 2o A Mherain the.ceniiak ynit i,

adapted to send the decryption key to the recipient unit upon receipt of the
authentifiedierimiees seqjplérd mnthés astapliehtouiROROC TR ©b Hihdgefeagemmand

system ageqralpad AR R-P ARNSTRIN DS JEEipIBnh DIt ARRIRAIRL to he

provide access to the electronic message by decrypting the electronic
messageW§rbEgs efifhendaeiyption key. 21. The communication system
according to any one of claims | to 20, 25wherein the control unit is
adapted to send, upon receipt of the receipt information message, a

confirmatich hhesoayewsigat e ARc eHEDiithABAd message
indicating,fhakaUaerQfi FereHR RHHpiEhas Qﬁ&ﬁ%@%;{iﬁ@f%@%@éﬂgcommmd,

message. 3022. The communication system according to any one of

claims 1 g&3dapEhsRfierdenRastrse 9 AfapeHabudheripre @ Rssting access

message difgCtlyat9 the e 6l ?g unit. MCSLLP -42 - 23. The
communication system according to claim 22,

19. The communication system according to claim 18,
wherein the control unit is adapted to send the decryption key to the recipient

unit upon receipt of the authentification message from the recipient unit.

20. The communication system according to claim 19,
wherein the recipient unit is adapted to provide access to the electronic
message by decrypting the electronic message by means of the decryption

key.

21. The communication system according to any one of claims 1 to 20,
wherein the control unit is adapted to send, upon receipt of the receipt
information message, a confirmation message to the sender unit, the
confirmation message indicating that a user of the recipient unit has accessed

the electronic message.

22. The communication system according to any one of claims 1 to 21,
wherein the sender unit is adapted to send the electronic message directly to

the recipient unit.

MCSLLP
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wherein the sender unit and the recipient unit are adapted for a direct
communication with one another without any intermediate entity .
therebetweem 5 24. The communication system according to any one OMC’SLLF’
claims 1 to 23, wherein at least one of tH& sender unit, the recipient unit
and the coptigl Ui comprises,at least.ang g ihe aioup sonsisting of a
server computer, a clien compu%’er, a aes%op computer, @ laptop
computeryvhapeirstreadaiditalias sistane, it Oanubaumiobiteadhpied f25. ditvet
communicafign SYSIG AAPISInG QAN ARG ATARIMS Wio . aapied for
a communication of the sender unit and/or of the recipient unit an for of
the contréhemhaovesi® another via a communication network, 15

particularly via at least one communication network of the group

consisting of the Internet, an intranet, a WLAN network, and a mobile
communiéatibhcrrsineraicati B sySaTcaraphdin drishysysterhciioordity 2o

any one Qfelaims 1125207 danteshas.an slectianisregisiersg Mol uni

system, particularly as an electronic registered email system. 27. .
communiCaHHisSistE HaasceBpdTh N eREP SABSHTEIAIPAS Sy B omupieadfelient

transmittipgthgielesiefiGMESSPARTARINS SeRHRIUNT H3, R A Mipital assistant,

recipient unit via a transmission path which is adjusted so that the control
unit is locatéd apiilerBPeRRe transmission path or beyond the
transmission path or outside of the transmission path. 28,1 he
communication system according to any one of claims 1 to 27, 30wherein

the sendermBXsSHERUHESOAGISTHIBFRMUGDS RSS2 parhtmalyass.

sending infRRMALIKN MLAUREATORIEHNG HGEHRHOMIRY BAaRIEL tient unit
decrypt an encrypted electronic message. IVICSLLP - 43 - 29. The

communi@atich S4EesPAEEb I (L8NS RPBIRE O R ARSI Yeiog QpreseTArk,

the controlauiitea9RSas |8 it COsRh RN PR MRICAEIMAIY fRIEASisting
to the recipient unit in a manner that a transmission or a recipient

message HetidBIF e i Whd I dthvertomdat Bife communication

network.

26. The communication system according to any one of claims 1 to 25,
adapted as an electronic registered mail system, particularly as an electronic

registered email system.

277. The communication system according to any one of claims 1 to 26,
adapted for transmitting the electronic message from the sender unit to the
recipient unit via a transmission path which is adjusted so that the control unit
is located apart from the transmission path or beyond the transmission path or

outside of the transmission path.

28. The communication system according to any one of claims 1 to 27,
wherein the sender message is the sending information message, particularly
is a sending information message comprising a decryption key adapted to

decrypt an encrypted electronic message.
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5is indicative of an identity of the recipient unit; wherein the third
control entity is communicatively coupled to the second control entity;  pcs|Lp
wherein the third control entity is adapted to exchange data with the

second control entity in a manner that tisecond control entity is not

aware 105 the danity,or e reRiERtUnit AR I COMTITIGRHOD o 25,

system according to claim 29, " “wherein the tecipient message
comprises at leashonm tihi¢irenjrolipnsonsimimg ot thedeeaiprlintdiimation

messag e&%&%ﬁ@%&}?gﬁﬁﬂe@qg%gqe@19%‘1:{ YRR DG SEY B, transmission

electronic message. e communlcatlon systerr] according. to any one )
of claims df torg@pighenespsagddwsorivtbe theiRjroupibisisthsglordiserfiret entity

control entity ApgNEHiH SOl SRR BiBEPYIAET unit. 20 32. The

communication system accordirig to any one of claims 1 to 31, wherein
the first control eritRieEn@erBidipadE Bl BhiTgArediferENelrevfgigd to the

units. 2533 Jhe caminepigation system according to any one of claims 1
to 32, adapted as an anonymous transaction management system

particularly as aiaeieHy o tdIcanipl spsisrs Bleptdd e snshingRdigvith the

system aceQrding, IrBYnPRe Al ClaimeLika3R. 3Whe N leasl a8 @faware
the group consisting of the sender unit, the recipient unit, and the control

unit is ad&piBa e drieitheagessgasiBify to inionnation included in the
electronic message in case that a predetermined attachment to the
electronic message is lacking. MCSLIP - 44 - 35. The communication

system acCordi§ e EH AL ISt £ 4 SRS e e sender unit is
adapted fammandatoriy AHaching 4 Preapiesmined AttasboTaRt @ dhs consisting

electronic message. 5. 36. The communication system according to claim
34 or 35, Of the receipt information message and a decryption key adapted to decrypt

the encrypted electronic message.

31. The communication system according to any one of claims 1 to 30,
wherein at least one of the group consisting of the first control entity and the

third control entity is a provider unit.

32. The communication system according to any one of claims 1 to 31,
wherein the first control entity and the third control entity are different

provider units.

33. The communication system according to any one of claims 1 to 32,
adapted as an anonymous transaction management system, particularly as an

anonymous clearing system.

34. The communication system according to any one of claims 1 to 33,
wherein at least one of the group consisting of the sender unit, the recipient
unit, and the control unit is adapted for preventing accessibility to
information included in the electronic message in case that a predetermined

attachment to the electronic message is lacking.



wherein the predetermined attachment comprises at least one of the

group consisting of an identification of a user of the sender unit, an .
authentication of a user of the sender unit, an obligation of a user of the MCSLLP
sender unit, and a 10logo characterizingt4 user of the sender unit. 37. A
communication method using a control unit, the control unit comprising a

first control entity and a second control entity communicatively coupled to

the first contiieenitynthiecaathogstommisidi d Bgeneeating daisledtionit
message\pp{e REAHR géﬂételrﬁg%[s%gﬁted @?ﬁﬁfﬁg{gﬁt}y a@f@rﬂﬁgoe{ H?gdet,ermined
sender unit, a fingerprint based on the electronic message, the fingerprint
allowing fotagshmeibiubheseidemeinicaniossaicthe electronic message,

5 transmitting the electronic message to a recipient unit, 20communicatively
coupling the first control entity to the sender unit in a manner that a
transmissién 13t eByian paE S8 Ay6erD HreREdSehitetlaimi 36 #8 first control
entity is inglicatixe Rl ABJARRHM Al RERERACE HArises SERAING R 8EAdNDoup

information message from the sender unit to the control unit indicating that_
the electrepieiftiassga islerdiignitea e trerasrhe sraentit, an guthgnpation
by means, of, the, sengiersunit i fingeymiigk iohhe LA ol yRilas R A%t &nd a
part of the sending information message; _forwarding, by the first

10 control enfifip, tharagptangessapelibeiendsedhd-control entity in a
manner that the second control entity is not aware 300f the identity of the
sender unit, receiving, by means of the recipient unit, the electronic
message 3 W& sppprunisation aehathisH gttt i Atals T HESL 4G from

the recipigptpitiie; thecpatial nihtherRce iRt SP ENAHON MRS BESnunicatively
indicating that a user of the recipient unit has received the electronic

message 538 A tBrbsrart srpshenfitichie mshP B spigRikEREted by a
15 processor, is adgpieshim SARER @Fomat ih AWk GRMIBAIN cAtioRRaethac of

claim 37.

generating, by means of the sender unit, a fingerprint based on the
electronic message, the fingerprint allowing for unambiguous identification
of the electronic message,

transmitting the electronic message to a recipient unit,

20 communicatively coupling the first control entity to the sender unit in
a manner that a transmission of a sender message from the sender unit to the
first control entity is indicative of an identity of the sender unit,

sending a sending information message from the sender unit to the
control unit indicating that the electronic message is transmitted to the

25 recipient unit;

sending, by means of the sender unit, the fingerprint to the control unit
as at least a part of the sending information message;

forwarding, by the first control entity, the sender message to the
second control entity in a manner that the second control entity is not aware

30 of the identity of the sender unit,

receiving, by means of the recipient unit, the electronic message,



39. A computer-readable medium, in which a computer program is stored

which, when being executed by a processor, is adapted to control or camyyicsy L p
out 10a communication method of claim 37. 40. A control unit for a
communication system, wherein the4fontrol unit is adapted to receive

1f m a sender unit,fthe st%ndin

a sending information messal% fr in .
. sen 1ng.a r%ce (irglatlolfl mtessai%e Tom the recrpient un%t ta the
formation message Inaicating tha an electronic message IS transmi te

to a recipientruhitpandés entaptedaondteivecasreediptivformtition user of the

message g faeiplent uniL i tesiphinigumagion message

indicating that a user of the recipient unit has received the electronic
message; wherein the control unit is adapted to receive from the sender

unit as 20 Ieash a-RarLRLG SeRARS RiARIAliop AIcesRas égiﬂgwmts

being based on the electronic message, the fingerprint allowing for
unambig@eaBfdeAtIERIIPDEANE elbcromieEsahge nWHWGH Helwohtrol
unit comprises a first control entity communicatively coupled to the
sender unit in a manner that a transmission 250f a sender message from
the sendeéPunitciipeteiseediionedtsnisinth gl e omnantrdntgias thstored

sender unify;ch, WG SIHS,CRIE bNK GOMREISE T2 AN SPULry out

communicatively coupled to the first control entity; wherein the first
control ertiggTHHBGREENGRSARARS Bhidielfder 30message to the second
control entity in a manner that the second control entity is not aware of the

identity of the sender unit. o
40. A control unit for a communication system,

wherein the control unit is adapted to receive a sending information
message from a sender unit, the sending information message indicating that
an electronic message is transmitted to a recipient unit, and is adapted to
receive a receipt information message from the recipient unit, the receipt
information message indicating that a user of the recipient unit has received
the electronic message;

wherein the control unit is adapted to receive from the sender unit as
at least a part of the sending information message a fingerprint being based
on the electronic message, the fingerprint allowing for unambiguous
identification of the electronic message;

wherein the control unit comprises a first control entity
communicatively coupled to the sender unit in a manner that a transmission
of a sender message from the sender unit to the first control entity is
indicative of an identity of the sender unit;

wherein the control unit comprises a second control entity
communicatively coupled to the first control entity;

wherein the first control entity is adapted to forward the sender
message to the second control entity in a manner that the second control

entity is not aware of the identity of the sender unit.



