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.DI G TAL WATERMARKS AND METHODS FOR SECURI TY DOCUMENTS Field of ﬁﬁhJ 1003

I mventi on The AR nvention relates to nmet hods and systpeifuséodiss2

i hconspi cuously enbeddi ng binary 5 data in security docunents, and
associ at ed net hods/ systens for detecting/decoding such data. ("Security
docunent " i mum mn to refer to negotiable financial instrunents (e.g
banknotes,|mwuﬁm I mwm ecks, bearer bonds%, passports, visas, other

i mmigration docygmpt s, stock certificates, postal stanps, lottery trckets,
sports/concert tickets, etc.) One application of this the invention is in
di scouragi ng counter f

transferring machi ne- ?éﬁaﬁ%ﬁ&'ﬁ?ﬁﬁﬁ%%ﬁ%}%g@v YE&,UM

wi t hout alerting human viewers to the presence of such |nfornat|on
Background and Sunnary of the Invent irarobBhghvedion Wat er mar ki ng (someti mes

termed "data hidi ng’ ThQEresergglLeﬂu ﬁm&@ﬁ@' Qﬂ)dgand s§ste¢ns e Q% Quo s'ly%lngi,dcﬁr}cglbsweavor

with several different proac ‘E)resen assi gnee’' s wor s refl ected

in the patenfs &t TS’”aﬁffF'i“??‘é’tal‘d&Ff%"'a&%f“ﬁ @%‘ds‘eé‘bf?{/@‘ec“f‘%ﬁ@f"ﬁ%ﬁ“"h\ﬂi“’t " SPHiY - open
PCT appl i cat i on dWi®e!” £3%86rein@ ferrto nagridoleifiganeidl Inpis i engt(ceadbalikyiotds), tBvelep alfeckait S

5 734 752 S 64 ea nas a S, 10 al Ccu 111gate. otte
5,734,752, S, 64 GudionesPre B8 180 o i BrumBn Dk LA krc2p B b o
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S, 530, 759, 5, 539 oGty docwupms. Gnaher & inJFFeEEImacteABPble BRmaton HOUSHIRY dockne@y S, 098,
5, 319,735, 51033 itdRertifl ihah, vitwds to e k@dncol Qich ifforddidn. 423, 5, 091, 966,

5,113,437, 4,939,515, 5,374,976) 20 4,855, 827, 4,876,617, 4,939,515,
4,963,998, 4,969, 041, and published foreign applications WO 98/ 02864, EP
822,550, WO 97/39410, WD 96/ 3618%%8‘3—“@%7 197, EP 736, 860) EP
705. 025, EP 766, 468, Digit T8RB@R (sohBn@ B/R0 28 hid MO0 Gti26HDdIng WBOEBE885, WO
96/ 42151, WO 97/02%2&@@r w}ﬁ@ew%z{daﬁlzﬁ3ppro§mh96res$nh£s1£n&rs%@||sméﬁecga-ﬁ1% §cn{s Qldat eto

vi si bl e wat ey_mar ki n ues t echni ques
(e.g. data g{ vp hg;jllcagons (?eFlleq ab v to%?ther wt]anléopen i’l.lt)fl aﬁ;{hcatlge\{}%}aggﬁz%thg Wé)ggs 620. 25
5, 684, 885, S, 680lustg byd). 566’8"‘6%’64 738, 56466?964‘759 86, 564; 0@09671 NS0 6.68.280r k i n
dat a enbeddi ng iss89x81, 5j563,5thESTRMTET4,962,15879a104) 5,681 )500 5,61800a51629,790, pudhlazeshed i n

technical arti C|597§3 63) 3 4@%94 5539959t5939t79ﬁ4 mb@n;ﬁse?m%w 1*3@5563%?799:!15‘993Pat ents,
sone of the oth { ngs

can by found by 55?1’19 QEJPTWP“S%%Z?&H %lﬁ] ?t]Préz 3&%@@@'8?6 ?\E?(f%“(fégfséﬁéé@g% am)ng
ot hers) i ncl 2Wde 4855.87.t4%,61 E6RBAAS L KOV 4,965,041 and pebdishedNoreignapriligeondhBO| not 0,

Lawr ence 30 Boneyn:ski, g2, Matweivrzoho,2vo sbiss k€l 2ideaeh, i b, 78 er 75, sed\/Eﬁq, Ahmed
H Tewfik, Fr Ed%§ &s ‘]Egk)%‘%gh e R2 ﬁﬁﬁ@'i %96718@43&% &Mg%ﬁnul

Johnson, I ngena and Law ence arti san i's
assuned to be f e?ﬁ’izpp W%"”?(ﬁ”t T’?é"’ ?fé*t‘é@"é?‘?ﬁg’a‘fﬁs rye 19 Yigible watermarking techriguer) Oy 356
_2_ 3 0 JAN Z003JisBEhattiB@Bingheciidde (d endataigigphf)ate dowibeign @B 9adne s, m6964|. s.688bm0ul d be

under st ood t pat 5@1@5@,@@@53ggggmtﬁamﬁlgis;}go@ncorrpass not only the

assi gnee' s wat er mar ki hnal t.can act i c W th any
ot her wat er mar ki ng tlévgﬁ‘ ew° 1n9ag¥1hbepJJ BERELdhe e’pat \M"er?mrﬂb" E Ry &Py é"r mar ki ng

can be applied ttefhw*rar*a'ds M#%@nmhe Patphtess ?fé!telfqmsmq@rmfermseseﬁthe pihes wqrises iprtids
focuses 5 on it Sficapote@aitrinarid&ialeOwRIBR WdnibY Purd OLA ERIGE SarchHIOUEIMSHEC o NEXshOUI d be
recogni zed t hat Jalfgﬁsegamgm Sonfll SHLSBLE SO D n@mg WigimBRRhiGE Out si de

this area. Most rior art in | nage watermark ocuse

pi xei at ed i mayer8Prpekitge M Afaped e Pf‘é[b’é’ss MJ%E@"IWE@" H@“@?"}‘IP'WGN@VGA

di spl ay devi ces, Katasy, JosepinO’Ripsdidh\hait Bhma@r thgemg CoeBhervaises, and lagrebceiOriGoaace or
col or val ues of corrpqmmsanp)slaggmesmaggm,sgrh,ght,elfe,gcgg,hﬁﬁg,eaq_ to effect sublimnal
encodi ng of 10 binary data through the inage i s encodi ng can be done
directly in the pixel domain, or after the signal has been processed and
represented differently - e.g. as DCT or wavel et coefficients, or as
conpressed data, etc.)
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While pixelated inmagery is a relatively recent devel opnent) secggtﬁg
.docunents -- commonly enploying line art -- go back centuries. N0 i ar
exanpl e is U Swaqupesé currency. On the one dollar 15 bankndC@/ustsprsiexanpl e,
ltne art is used in several different ways. One is to formintricate
webbi ng patterns (sonetines ternmed "guilloche patterns”) around the margin
of the note (generally conprised of light Iines on dark background).

Another is to formgray scale imgery) sach as the pomait of Ceorge

Washi ngton (generally conprised of dark lines on a |ight background). There
are two basic ways to sinulate grey-scales in security docunent line art.

One is to change ZQ:}Iemownegld@adsM@n shouft bR urfbrchd h@fefedrel@s th WG SRarki) eﬁ'cfoms;t a

| i ghteni ng or darkenin

arrangenent; P&y 155(5%?35 W&' f“"g %ﬁ‘ {ﬁg a?“gcél’" I,Bfe”él‘g e 'Ef%f"%e!ﬁ%“héry El’ér spaci ngs of
t he conponent waemmedsing qheslogy, wérasthesehmaqé@oves to change the widths of the
cormponent |ines - - wikd@king damsppneﬁwytiidn@mmmmakw TIRHR}R dAdduriRduteoVer | i nes

resul ting ISn ! I %Eatu?r‘lrs;%se'&grmﬁ:%&mengs ﬁov?e% ?oaygﬁ{ecogmze al-{aaﬂ%rmc Phdlscusgg1 area

B | ooks darker” t he
conponent | i n@glov Fhwde PRlchitilis dre of ten 25 used together. U timatel y, a
gi ven region si npl Yodnershe pir @t iDinage@BBmarkikg had Mcustl onpfxthtédaradgtrp@.c b imdped 159

i ntroduced, an.qagksnmwmaﬂp.tnggﬁ@wcmv@a/df}%,dgwsletﬁI ARk @sts,qarmnecﬁnﬁm Ri.ques for
wat ermarking 1 ne ar posi tions,

t hs
of the corrponé‘H‘E’"aP‘ieﬁré§]°'x’§ﬁféf‘f°‘f"g’8'ﬁ?1t p'ggseaesgﬁ%@g?e’w?ﬁéff“ésﬁbd@ﬁﬁé'&fmi'ﬁ°f he present
di scl osur el0 n binery dataibrouglf thpyipage | (Tackngedingoat by dong digtitly ke pixel denmin weftsr thical | brat i on
signal s" that sgRMhdeedisRelsel Hd BPesbitaidiirbrtndy o d RO CABGANING Bfent@t g7 MBI kK dat a
despite corruptrlnqrslsegga th encoded i mage) such as by scaling or rotation.
(See, e.g.) paf’ nt Cicpd 7119.) Conmon counterfeiting techniques -- e.g.
col or phot ocopyi ngWhtbf’rP"%'é‘%‘ﬁ‘igﬂb}sPﬁR“é‘t/ refFRg deelopqrgnt. secugyy fasymentiyt papPORde such
corruption, whablagig ligkokti-tpe baak edtyied Onefatiiad ahad it .S, pdereatestly NOH tye ond dolldr S
i mpor t ant ‘ishat M@&eefoﬁ&m 1%?1?@‘&19@% sbdéral%ﬁﬁ}éﬁt'wm &Qﬁmﬂ@mﬁé‘wéﬂﬁiﬁfﬂ able 3
0 .i~~ 20D3 V\DOO/ 4 bv\atf F n[g such f ects I|brat‘i
signal s parti cafegy Y}“eg'ﬂ‘isfeg’ﬁ fgt')' spé“ew o &ed’i’afgﬂnf tB"d‘(‘fﬁFFé’ﬁfa BPEsgat ai 1 ed in
t hi s di scl osurlight lihes orgdadk bckbapried® Anpthen is torfeyn diayrssie iaegd, seches Ygpestsaiief Géongyent i on,
security docun®esihisgn (geneRMCOBRIEkd bilark GRVE@ ligleligRamy. eadabl e nmul ti-bit binary
i nformation (e' g qhegé e ?@ttvﬁ s%ﬁnﬁ%& e’gre¥§:H@s”s¥cu%% ﬂ}ﬁﬁocun n(9n 1550 cﬁ!!ngrt ! ng

human vi ewers that suc at| on i s’ present ments can

provi ded wht h Befte Mﬁ*ﬁ’ﬁfsl‘?&fﬁ“&“dlgwﬂ‘r‘"ﬁf’ dEken Ba e res reeh &1 'a“SEfB"éunent

i ncor por ati ng sdeharanggadnt @B lioks derka thimeacka A duegp thdPjpseaspBingtodbOPmMpngn) lintsh e
pattern facil If@%@éted,ﬁ.t,@cst.a amgeqﬁe “t.mofems}q,eﬂmn,ﬁhfs oman.he@nsunﬁg Wudnlistandi ng
possi bl e scal i ngnam he calibration tern can

serve as a cartier o lmestrﬁsumr{ﬁ/e{’q’éhter makslp#]%r (r’r'ﬁts‘f%zﬁ' i g 'X%‘tarew%o can be
encoded i ndepedttserian 3jea A fis Bpfeludppifasprfths of thresompepeat s Rhess frehniabreareef®n br at i on
10 patt er n2ar eusédosgpme tinatelyen gdheOepod Kiinpllas Adte driksagl | O process, with or

wi thout ink. A phOtlrprG)oanlﬁ{tlorr (ﬁﬁﬁngslllﬁﬁ%duteq aﬁdjiﬁ:ny %fcmom%%ﬁfgnl etla%ged on,
predeterm ned action | roduct ocument 1S attenpted. A

passport proce€LPfg ErErTa ‘“%‘5’%?5‘0"?% “gﬁl§§t§\ff8¥fs %'id'ﬁsg%’p&‘é'ﬂnst%@et he decoded
bi nary data t ocompmensknes Sebh teghbiguseardferreriaxpandef imthqragsinodisclesamcer ni ng t he passport
hol der. Some such apsaaefaaafu§a5d Mehe Cdisolaet hn&umalmﬁoag.gmmkhadaﬁ&u&ed the
_F?_Lgsfes?gggr ng‘ %aéﬂ ifate +ehdeco 1?g aEe:i'ngaékCJ;%E gpél%jceogr!xr{)%ono the en*ogetd%nea(gfeugulcl;[ a¥ tr?;[sc ?Igggﬁmjl 0335/
wi |l be nore r&&ta Sﬁeea%ﬁoa?‘@mmf H dhyompen @merfBVﬁgﬁd“"lﬂ@f‘aNé‘ﬂP’d‘é@?ﬁPY"ﬁt‘i’on

whi ch pr oceedsscidninglink)@ prérigR-@@entir@rodubr@uch ECOPIE Riyekhardel Hérasy di gSidenBly. ef

Descri ption of A£ct'.%m£§f AW DG DA Wale@rks dnfBedBidGh shbdirs ROMRL He‘&&ect@ﬂlé techni ques
for achieving grey- Scal e effects using line art. Fig. shows a virtual
array of grid points that can be inposed on a security docurrent i mge
according to an enbodi nent of the present invention. Fig. 3 shows a virtual
array of regions that can be inposed on a security docunment image accordi ng
to the Fig. 2 enbodinent. 25 Fig. 4 shows an excerpt of Fig. 3 wth a line
froma line art inmage passing therethrough. Fig. 5 shows changes to the
width of the tine of Fig. 3 to effect watermark encoding. Fig. 6 shows
changes to the position of the line of Fig. 3 to effect watermark encodi ng.
Figs. 7A and 7B show aspects of watermark and calibration bl ocks accordi ng
to an enbodi nent of the invention. 30 Fig. 8 shows an illustrative
reference grey-scale calibration tile. Figs. 9A-9C show steps in the design
of a weave calibration pattern according to an enbodi nent



of the invention. Fig. 10 shows the generation of error data usegui N 2003
.designiing a weave calibration pattern PCT/US99/ 14532 according tb an

ermhodi nent of WEL0FENt i on. 3 0 .~4N 2003 WO 001 07356 PEFT{USFI4PL532 - 4
Frg. 11 is a block diagramof a passport processing station according to
anot her enbodi ment of the invention. Fig. 12 is a block diagramof a

phot ocopi er accordi ng to anot her enbodi nent of the invention 5 Detailed
Description By way of introduction) the_present specification begins with
revi ew of techniques for enbedding watermark data mline art, as disclosed
in ny application 09/074,034. Referring to Fig. 2) the earlier-described
t?Chni que enphayihstdigs b ef*@tsQfahﬂrﬂ@fgigﬁ‘h@rpkﬂld'uﬂrﬁﬁﬁ@mﬁﬂls@mh%ﬁlﬁ%&uQY&Qrcover a
line art imag tmledhmeth]s lscpogung bet ween points is 250 mcrons in the
illustrated 16° Aty but greater or |esser spacings can of course be
used. Associ at ed \/\li“P%Oféﬁa‘th“‘g"r“Tbef""mﬁ i the present nvenijon.sesprily degpmenssgresrrode® o shown i n
Fig. 3. As desrdyhedinbrhdn miitd binaythfaastioh . diital erbrin@1), 890818 )n a@fanm@ach  of
these regl 9”5 alt]:rgng hﬁmaﬁlv,e\g«;?stt}ka%uﬁmgg lst Qescgr f’l‘ﬁecdtocuﬁxu'{%lc!mﬁ Pg\Jldec?»OlﬁxQJanQg of

bi nary dat a. Regm can e varl ous shapes
r ounded- r ect afjliPisy cAMApEPaficgs- r“@‘ﬁ‘r“é’%ﬂ?"h‘f“i°§?é’a‘ff55"8‘rﬂPﬁf‘em(“m@‘e‘? EePétrat ed shape
has the advantpgeops!), iepsempaifiatksigeceon bberchopdell afogetiamesithyumidingpobsivtesaltiigci ng

Fewer visual @fbbdoR6lR LB, n@cambm.o,s,gwc@n s@leegas Qasrm)forma wRbiAgk mfzmg&ll ment s,
squares, rectangles, circl es(%d be enpl oyed

er nat
R L T
passi ng t hWougﬁ‘e'P Irre fogppeid ep togfdogyminpltygn mfaa*reprmem“wh errthbqqrenkl Amestocepfer cour se,
depends on t heesgasive toGuth Mbrkihgi e @keQfeddtdrhifeld adtibn if répraduch@df a sddiy dldunkehligist r at ed
line is about é ngm Qf Qs@yﬁm x@ce%%inggtanon rg;goﬁs?&re%rsucgl:narl(\ﬁgs.)§a§(xseWﬁge§:(Q§dCP?r%y d?rl"thg ur al l y

be used. In one &ncodi i ne
is controll ablaffesﬁsl%ﬁ‘afa?éf hé‘@’géfgmf‘a(‘i""c?ﬂ’éﬁﬁ'@ “ieﬁﬁsl’f"h'fﬁdﬁo§‘i“?§”c'b’ff’paf Fhees Ao bﬁths
t hrough whi ch tietwatgrags daa.andlite preseade efagibie ectiruermositit of a (corityrdeduhect ance) , the

line is mage narr omrfqrégbmgeané AR SteatultKank Rivinfigs 600 b@aa.)t techmoggiamrb@a&em;dhﬁ

| um nosi ty’ t I‘;;(;}parent?rom {he fo owmgd allg%e cr%tlon,whncLTroeeds w1t% refergnce tovn ace r%‘g tnhe

| um nance in a’grven region-s froul d i'nCreased” or cf'ecreasea f&¥nds on the
particul ar watdewitetr ki ng al gorithm used. Any al gorithm can be used, by
changing the lum nosity of regions 12 as the algorithmwould ot her wi se
change the |um nance or colors og,lefmeggggugndfmegmphggel ated i mage. (Sone
wat er mar ki ng al gorithns effect thei anges 11N a transforned donmai n, such
as DCT, watel et F'gﬁ:b"tﬁ“f’é'?m%‘ﬁé'\?%?ed‘"’g‘lﬁ%fﬂ VA RER Gl PR aTy mani f est ed
as changes i n | um Rarfcewer vitwellagay ofjeri@inisthatzen be jowpsed @ yecwitygieruingnhimpeet he bi nary
data is represesighoasenBodhRipsedfinvenhors and 1 s, instead of OGs and 1 s.
(The binary data c I, conpri ses
several. In an I1] 3‘@3&%@5@2‘& ygh&%ﬁhaqat%m%ﬁ% ggncagzr%%ﬁ (}é’éelug] ,ﬁ%@él some
of which are &fyire vrFecerrd™et - detecting bits.) 3 0 .inN 2003

25 Fig. 4 shows an excerpt of Fig. 3 with a line from a line art image passing therethrough.

Fig. 5 shows changes to the width of the line of Fig. 3 to effect watermark encoding.

Fig. 6 shows changes to the position of the line of Fig. 3 to effect watermark encoding.

Figs. 7A and 7B show aspects of watermark and calibration blocks according to an embodiment
of the invention.

30 Fig. 8 shows an illustrative reference grey-scale calibration tile,

Figs. 9A-9C show steps in the design of a weave calibration pattern according to an embodiment
of the invention.

Fig. 10 shows the generation of error data used in designing a weave calibration pattern

according to an embodiment of the invention.



WO 00/ 07356 PCT/ US99114532 -5 Each el enent of the binary data sgﬂggp%ﬁar S
.then nultiplied by a correspondi ng el enent of a pseudo-randomn

sequence, conprweewr7d¥ -1 s and 1 s, to yield an internedi aPE€r/dgsepddssy gnal .
Each el ement of this internediate data signal is mapped to a correspondi ng
sub-part of the image, such as a region 12. (Commonly) each elenment is
mapped to several such sub-parts.) The image in (and optionally 5 around)
this region is analyzed to determne itsyrelative capability to conceal
enbedded data, and a correspondi ng scale factor is produced. Exenpl ary
scale factors may range fromO to 3 The scale factor for the region is then
mul tiplied by the el@iRRbio@idiakdhCorh paserrrmgdésa.tgeta@atc@omgmthemmﬂtmto@ the
region in orde[lelve"ﬁr eld a "tweak" "bi as"™ value for the region. In the
ilTustrated cade)"* the resul ting tweaks can range from-3 to 3. The

| umi nosity of the FiggiZén blod diapiamofadljotrepigrteieidingle engthel aiprediment effthe inhastiwe ak

val ue. A 10 tweak value of -3 may correspond to a -5% change in lumnosity;
-2 may corrgspond to -2% change' -1 By BQLELGEsPond to -! % change; 0 may
correspond to no change; 1 nmay corr 1 % change, 2 may correspond
to +2% change, and B¥Y f'"E‘lﬂt’?“é‘s‘b"c?ﬁ"d“"t56“’3:5“@'/8“(??%{‘?15@’ rev("‘l’mg‘%‘i"é RSl e fol | ows
the basic techmibegdieswatesmdrdbadineian, at diviofeiany dpirsioeprou®t. embodi ment

di scl osed in pat entReémZé t9F1§§4he)earl endeEdng:d teémlqltehﬁ Zﬁﬁn@&' Kﬂa%garyarLfg'gtrcé thm
det erm ned t hat I um na #he?pr on ced by a certain
0

per cent age, V\hp"f"g a'i""ﬁcg TG hlimﬁ%'&’%ge écé"rgg?%”%wﬁ“" tﬁﬁ %"g‘h%'ﬂ’l" 'es“f‘tﬁicr eased by
certai n per¢entragpenent, hupgreatersir istier spacinghean pfgenspeyese i s reduced by i ncreasing
the line width. In Asegi@vidlactgh@ponticn gnadtﬁca,gire@mi NCshERHEGL. hyAsra@dwEdi ng the

lt :‘]Pgu\émhd;[’ E‘gl On%tvathe lé’mu}’| Btly o?ghe(gtnncgog elgé(‘:)hr {the%i r?g;/onseﬁﬁ slﬁhtﬁxcgan%e?| o effeNosubhm;naq passes

| uni nance. 20 PFAdEE Ffeingrdatap at aI to the met hod) however si nce the exerrpl ary
wat er mar ki ng al gor iRegion 12 @d wkedarivbd syapenh)aoldi@mte@a@hedbéc&ng@lﬁr sichped igrefrddensitile- part s

spaced thr qslghsrw (rhbmustrataaera&rhtstﬂemﬁageaFaeonrpELam%ﬂ}rQ elaremﬂwnatdm in regions
A and D of Fi gfewer vrsual am?actsgger at %are region )Dlu 08 ren?bodr ens uares ect n Ies irc) sV\hI le the
illustrated variance 1's possipie: n%)f APl enent a 8 WTF tVf)fCaIIy

modul ate the |Fllrrmﬁs\ﬁjcmaha"srnalwd&m/&nqnlomﬁr ease or decrease) 25 (Many

wat er mar ki ng al gor iFighds  iha@bitiddRew yf af pedidb@igvi, thbvifp adinSli4 gaagdg uﬂmgrgi;ergna)tff about
+/. 1 changes | WAk &Yk qfc%t.rtee&tend@agpe%nerar .lgg@tmm ,t,tbs‘m figi se” added
by the encadin so of er gnal . Lines

typical l'y dbn 31“55?3?9&5"3}5 ‘tb?t’é"alf"ﬂ‘i'?"s 'étl’”éjﬁ‘ L lresé"@f"ﬂﬁs ca'é'Btuﬁ"yltiﬁ%e‘E hange to line
wi dth may only eff deneegncddde sthaimgehiw inFegs, nwidth of tedisd it opntrobisbly variBbsoente t y
docunents are giadgt @¢ re,n,tost,ro@m fogidat @.grgaph& it plkseks. hﬁtnckhethat,trmwor%&erc@i ly need
not convey phOFhOlItn%?é mla € Narro erldse)les {he Te on q'CH Cre setﬁe lumi 051§y thet}me is w T Wi th

hi gher ener gy than i's used in wat ernar g phot ogr aphs, provrﬂ the resul t
is still aesth&fimEMYy satisfactory. To illustrate) |ocalized |uninance
changes on 26he or dewhetér thit Bnarcein PHES refibrshdull bsieedated érjecal@alin®m e thenhi | € such
a level of wat nmrrhat%er,wargmmpmt Qwa@mﬁn WPt g@&%ﬁt h¥ubiReshyQRS| der ed
unaccept abl e. um nance changes of 20, 30, 50

o even. 10006 aFEoR LB BE AeiEmoie oy S oo TGt SR s G o

il lustrated tethes foee W?t'eh@fk@ha'ﬁg@mt dfeqt theichagped il trinsformed dgmait, pugires B6T.el y of t he
\Qﬂ][ e\rN)mar k t V\B&K/a»l(elal’or V&ui@ I RoWavek fubitchinbds @t biitel) AaiiRdted ad MBgKin hhnardé &ﬁdﬂtﬁ $ eﬂ

elow) to appl i [ T s .Lhrnough any
part of a It}ggl on telgV%chnﬁlagal?cg ithh tl;lelgrl g?/ata JSJWégenB:h Js a%al}gnce&fpﬁs dq nstead\c,)mtudt hin
that region is%tRahgelr gy éﬂ‘af%'h“f’mlt"lsfé‘ singlg ‘Iaﬁﬁ’lbhté‘l?tféyptﬂ?“ﬁ F%P%Sﬁif@’e’all Habari ant
t echni ques) t helwhangeodimend, haddta wirghtidas 138 bits s@ne bUMED srodroabrdeting ol -depaing pPosi tion
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smal | er changes are applied. The manner in which the nmagnitude of the tweak
changes as a function of line position within the region can be determ ned
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bi -linear, bi-cubic, cubic splines, customcurve) etc. In other variant
techni ques) the change in line width in a given region is a weighted
function of the tweaks for adjoining or surrounding regions. Thus) the line
width in one region may be increased or decreased in accordance with a
tweak val ue corresponding to one or nore adjoining regions. Conbinations of
t he foregoing techniques can al so be enployed 15 In the foregoing
techniques, it is sonetines necessary to trade-off the tweak val ues of
adjornrng regrons For exanple) a Irne nmay pass along a border betmeen

o " -
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| um nosity across the security 25 docuneat inmage is zero, so no generalized
| i ghtening or darkening of the image is apparent. The | ocalized changes in
| um nosity are so mnute in magni tude, and |l ocalized in position) that they
are essentially lnwc]sumeﬁo(xﬁbgaryaaa@gnssansquwmpﬁmyhmfagdnamgte@mn.u&ran Vi eners.
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t hought of as a mgne 't either amacts or repels lines. A tweak value 10
of -3) for exapercf °Smay correspond to a strong-val ued attraction force; a
t weak val ue of +2 ﬁ'ﬁyg'@cﬁ‘r'ﬁ‘é‘mﬁﬁ'sfﬁ“‘ad‘?h"ﬁﬁﬁs’éﬂ in¢iwigth-rlppseipnd?. ghp lufnisnese, et c.
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| nst ead) magnetic e can in arconputer p ogram and serve to
synt hesi ze a d‘é’§|“"f"§‘d Pl erfERtt ©°gF%-he |ines relative to the grid points.

Arbi traril g5 cust om®ey warrgaietd agorftime Fadnelg eparatp @ithinse gna) m2dh dEaloln +61%t he

variants appli mlesen ThrRndsi goeﬁ‘é:t én&:dlhé klﬁéMsSﬁ ﬁ)ﬂp’labcﬁmlt}@ exIcQijlalgountﬁto ust 1%

Conbi nati ons .Ogr S0 (te}%e un erPn S neﬂ le es plcally%%nt cu the fu§] area (Q”a egi nc.% arlé’Fcha ed
resulting in inéred RBE el i B e Bebter Srgnal®th lf’lo and,
in many cases, Mgy mpeibclsi & °E3H§r‘fg'ee$°“ juppingsiy. et S&C"f“w"lcﬁ@r“s Efe@ﬁfﬁﬁ“cfﬂé t he

| um nance in efiﬂbhgrﬂpﬁ‘:gh BA the Stwork dng el naalibol @nveyedvtorenisni Thus |séctrty dobumaadtged. Thi s
can be effggt eéeemedeﬁ Rl 1 fn%sir 2y @nannsmseq%twsme&farm@ﬂmsgpapﬁs%ovﬁsdhﬁ MiS&riy acant

parts of the 25 region, qualt ren pe used with
security docunéeﬁf“’é‘ca"’bff“ﬁfﬁf‘%% §°glhs" ﬁ)é"’aéif%lé*’f’“"?i‘f’e °§’“*|"ff w5 ager °f1‘°d’|a’§ﬁ‘§i ¥¢ncan be
deposi ted. (St rekdrityldaqugenss. vdiloph elew! dmeaerpirk ¢nbreshephonglephsyeulpgnadipbd on t hr eshol d
for most vi eV\eEo%sﬁereéSQﬁ&éﬂai)lBgn Bmé BYxANoMAdhunSldehchal QR BB, 50 6i b 8dosdaR @

regul ar array, baandorr) or according to a desired profile such as

Gaussi an), can ré’ G y effect a 1% or so change in lumnosity. (Usually
dark droplets are added to a region, effecting a decrease in lumnosity.
Increases in lumnosity can be effected 30 by speckling wtth a |ight
colored ink, or by formng light voids in line art otherwi se present in a
region.) (Actually, production realities often nean that many such

m crodots will not print, but statistically some will.) In a variant of the
speckling technique, very thin mesh |ines can be inserted in the amvork -
again to slightly change the | um nance of one or nore regions (so-cal ved
"background tinting").
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further details about the illustrative watermarking nethod. Referring to
Fig. 7A, an exenplary watermark is divided into "cells" that are 250

m crons on a S side) each conveying a signgle bit of information. The cells
are grouped into a "block™ having 128 cells on a side (i a 16,384 cells per
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thereafter scafcm&ls Ja@& emgs,@ﬂo de&eamemgmmh ¥e ik EOSILGESIK Gt at i on, and

soneti nes scal rans ar & nd| cates the scale and rotation
eta m’mgw at cha obe made to.the me Wi m %' iven regio!
of the scanne acre tatr ng virtual grs fation of the securi ty
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The Dbl ock Con-plgéaﬁz@cﬁchgl elg]ai’nugogtygrggo%nug r§dgrp(§c;eqmmc§llzl:(ym ;soqmttflaptﬂéy arke ¢ | es) each
2 mMmon a side. F 8 8

] rm bg‘wg_@n ses X array of conponent
cells. WD oo"fiﬁ"f‘?,%““@“ gp'“°°35p'°"°‘f S U§§‘§7 14532 As descri bed bel ow)
t he geonetrical calAnltezativotchpiateisgiromn infigtthie whith linstositipn & dhagaedratir freriine | s a
vi si bl e desi gnwifigat ure on the security docunent. Accordingly, unlike the
lﬁ;?{ n?;ﬁgg@'z)fa d;[ gﬁ?]gakltr{)tg{)ra}[nalops#?nor Eliglrne{sgw%nn 1n9a8};[ggavgnd§hec ange4ﬁ05m0ﬁo ddte(l')l a
anong ot her fe'ai'u‘FéSh%'fqu%f%béf&ﬁ%'ﬁ‘tsea’N%é’“ﬂﬁ?%k@e'E“hé"\ﬂ)&ﬁé’ﬂ%?‘kﬁefd‘&t“‘a t he
il lustrated cadehdarotthd goithpdn i igxFetise Dregi®’smdiinoditg @i lideyis noedlsi@elylaRayatimgindance wit h
data hiding at &g,zmbAUIhﬁﬁne% ot Bw B éntey r.ﬁlpowmmm B6ris nlovedlawayPOSSi bl € T
print rectangular grids of grey-scal ed i nk on a document to eerve as a
calibration pattern. However, aesthetic considerations usually discourage
doing so. Preferable is to realize the calibration pattern in a nore
traditional art form such as a seem ngly random series of intertw ning
lines, formng a weave-like pattern that is printed across part or all of
t he docunent 10 To create this weave-like calibration pattern, a designer
first defines an 8 x 8 cell reference calibration tile. Each cell in the
tile is assigned a grey-scale value. In the illustrated enbodi nent) val ues
within 2-10 percent of each other are used, although this is not essential.
An exenplary reference calibration tile is shown in Fig. 8 (assum ng 8-bu
quanti zation). The Fourier-Mellin transformof a block derived fromthis
reference calibration tile will serve as 15 the key by which the scal e and
rotation of a scanned security docunment inmage are determ ned.



There is sonme optim zation that nmay be done in sel ecting/designi gﬁtﬂfmgg
pattern of grey-scale values that define the reference calibrati tJ .
The pattern shewodotssese a F-Mtransformthat is readily di 8ETHSAMNISH2Ed from
t hose of other design and watermark el enents on the security docunent. One
design procedure effects a trial F-Mtransformof the rest of the security
docunent design) and works backwards 20 fromthis data to select a
reference calibration tile that is readijy distinguishable. Once a
reference tile pattern is selected) the next steps iterativeiy define a
tile having a weavel i ke pattern whose | ocal |um nance val ues approxi mately
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X 16 calibration pattern b I cU ar%ﬂ ey-scal e array
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resul ting fronmotkeired ebfile @reeGiisanlcan rgdiveffata 1 hgr s chbg inumigty. gUsvally dok  err or
val ues. This eHrB}Qdis aQ@Jd@dti) §reg*s.e@kecxncg ardmaskmumosay rxmmmm@;&ychma&m&dn the
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l'ine Iength (| wil) too nmuch ink). By shortening the line length in those

colls, their | UM NAREErinfor nDGLEAR RGN Voly nfmelnfifes G bl imbrita b )
Shor t eni ng can be effected strai ghtening curved arcs, or by relocating a

line's entranc@Bifdea cP““Efd'i fyrdnanc,of Sne opmare reaiong (specalledyibackeroyadtinfing™; ¢ 4y er sed
through the cell. Conversely) in cells where the error value is negative,
the line is too short. By increasing the line length in such cells, their

| um nance is decreased (i.e. the cell is darkened). Increasing the line

| ength through a cell can be acconplished by increasing the curvature of
the line in the cell, or by relocating a 25 line's entrance and exit points
al ong the boundary of the cell, so nore distance is traversed through the
cell. A conputer programis desirably enployed to effect the foregoing
changes in line routing to achieve the desired darkening or |ightening of
each cell. After line positions in the trial calibration block have been
tweaked in this fashion, the trial 30 block is again converted to
grey-scal e values, and again subtracted fromthe reference bl ock. Again) an
array of error values is produced. 1'he positions of the lines are then
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signals, converting anew into grey-scale, and conputing new error val ues,
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to the paper substhe ateef Ceduty dociniea). patterning is highly unobtrusive. (If a

hi ghl y contrast i ng A's %d %lwggm!irﬁpay]%ﬁqanmwI2|8tmstomta p@%ﬁb@ﬁs@epﬁé}-tg{w%nover nost
or all of the securit desirable to e a brighter

| uni nance papéeteeraH" %'t‘hl‘i‘éf‘%b@% (T'?l"ﬁﬁpé‘ggfﬁés R bﬁﬁsf‘td&faﬁ“@f‘f"’ée%/‘i' Wl 'y dar kens
t he subst r & e. yhepyise NBite 2B “P'la and} 1" vgf hk vatarhariodats @BraBidBized [in®)sutistyeialeqealt er - Mel | i n

transform has gdgi@r-@pedat-y stbyla;tseuadmendan'ém&amo r&mew&mﬁ.@%.aw WiRreREQGMCEd,

regardl ess of rotati.o g ari ant out put
pattern i s shi af talue tf nhe?ummance ofthe orrespondm a6ea ?f%e alge lf %qmtlﬁﬁcreaseg S%ﬁa g]ﬂ and

shifted in andta’f”f’é’la‘“‘iﬂfnén@T ‘b‘h'"aﬁ‘fe(ﬁf)‘b??"r’@ﬁ%i‘r"gf’ﬁ °f‘ﬁ?a‘g’é8°§élﬁmyn‘g"%‘b(ﬂf vVigh | mage
whose F- M t r angfsOrimomsentobdingnats, the ®cdlite thargéstteimage Gnabredduai thé or-1 saahaidcel) t he

degree of pot alaiugqreeealdd ,ﬁgcedraa&gwm@ta nangda@wamm@dcab%aefgss«'xr\ﬂgwfﬂ h&,idegr ee of
shift of the traps di nensi ons. %

rotation and st} eéS ‘ﬁt‘"éreﬁi"ff V%fg’fﬁ f%c“i%'?”&' gl‘h%%’z{’g’g‘gi"hlg "6‘1’3’°‘EPH‘2=,““¥ nmage can be
performed to rest ontghouldke rolgdibyat a tingletvptgmak feg)l” preimondy ¢neamipases Omeeamcbeséake | n t he
above- descr i bedopabm digiesdhution biftingCa lisichindbhll Q81 iDleO@ily dRabdnB (e, Joes a known F- M

transform We i ng.s t S scanned
(e g. by a Ol{‘:'l(c)rgdcl)' ﬁgk;gr mEI-M fagl %gmgar(l:c éﬂl(r;]ng% %Qol;ng%éargglon %'iICsQ drrgt%gsﬁm Ed% Jrople{ c.), the
resul ting a‘gt “é‘ﬁ‘i‘ie'bt@d"l‘i’e“féiatCF'H%f'tS?"l‘?ésdgre‘*‘Fh‘é'effﬁdiWPe’F"fM%‘&‘ftern is 25 then
identified in the tDeaisdOrammarkekgtias preaisede-iegigrationgs e saamesioamer imsdei sb the | Ndi cat es
the scal e and kbt QR a6 Rbdked PhekeQhbeu. tIIRIBEANRL:HRE WEdibYiocAQSMIRRAL dat a.
Wth these paranptgrs known, m sregistration of the security docunent -

i ncl udi ng scal e Pahd rotation corruption -- can be backed-off, and the
security docunent d@r¥mplELeBFEER $e87! |5 BFRTrICH PINER hine  lapin Fewiat Nellin| n t hj s !
re-registered sddine,Asiheibsiat [@enrs,sd2,2@awhelckndaipaei @dransfoinad ab theFdiad | ve

embodi ment s) tma@ ﬁogﬂenﬂlmemmrﬂemo theFoliOMeRh R5RR S dats Rl EHR Y wmﬁae 30

scalelrotation effects. |nstead, su seguent processi ng procee t he
data in its coP{ABt BEIRpLibegattony It R3Erm s replicpied.on  BEHY d‘t"r‘f&"“‘sﬁ'ﬁb‘&‘i"?‘iaﬁe'cor ruption
factors) to nownendiéds ey, spanedecormeny mgtdecetreta o prigomedhes scplingd)ltee - M sinsfalescr i bed
cal i bration pagaaéfdRad e scalesi g»andaronmskme@aataqicnﬁ%rv&ean refdgRirdibhk thEX&AP! ary,
and are sugbecﬁocém(%m]m i orwaf mdifications The dinmensions can be varied at
will. It is not esse Rat ?Phe cell size of the calibration tiles match
that of the water na“rslﬁhPW‘l\lBlF‘gdB 2 Hlastratiyg geamegics) galibrayaiongtiergs oiock, AR eginalsilyy 3 0
JAN 2003 WO 0018 BB&Gomplis £IEK/1653P4 hubbadPally iednérhiantts, b0h 2rae bn aatdhamach ibas  does t he
cal i bration paphetmRasHs PatorbdipleiiBnL €d as |ines; other ink patterns can
alternatively be used to approxi mate the grey-scale reference pattern There
is no requirenent that the |lines snake continuously through the tiles. A
line can connect to just a single edge point of atile) resulting in aline
that crosses that tile boundary, but no other. O a |line can both begin and
end in a single tile, and not connect to any other. While darker lines on a
| i ghter background are illustrated, lighter lines on a darker background
can alternatively be enpl oyed.




The iterative design procedure can enploy the F-Mtransform (or mgw 00
transfornm). For exanple) the irial block pattern can be transfor % he
F- M domai n, and®vQ®risé conpared with the F-M 10 transform ofPCTY8991&B2r ence
block. An F-M domain error signal can thus be obtained) and the routing of
the Iines can be changed in accordance therewith. Al though the illustrated
enbodi nent tweaked the cell-based grey-scales of the calibration block by
changing line curvature and position, othler |um nance changi ng techni ques
can be enployed. For exanple, the width of the weave lines can be Iocally
changed, or small ink dots can he introduced into 15 certain cell areas.
The foregoing (andat &Lchawbm)magea&uxsmammmnﬁw,mema Habdihedts Maber mar k
and/or calibratig O?Ca@ R Db SacRlefl! £ orbhen! fifce ﬁ,@aﬁenmrma%c&.hnﬁﬁgqem

soneti nes as par e art securit

appl i cati ons ideesig hﬂé@l"?‘ﬁ!b‘l"‘b‘°ﬁ5‘a‘b‘i*’WPfd§“aﬂ PrEbesdy ?’Tff‘ai“ie'b’hs“'itf&f‘f"é’rhﬂdedn t he
security docunebig oSitHiGtufesds @e ficin@iit. Also yoiike Mt wakgmarkldae thrtidkrhaiggivedon pdoen | Nk

appl i ed by ¢ hgg mwﬁﬁ&kh’rﬂ%&mdﬁe wqmtatnemgxmg,&%mg%ﬁgral,cmg,.m2g9 e.g., by
rollers mthe paper-na Rgrp%r oces mar Ki n ussed

ra
Forther el ow. ) b Mt PRl G e b ER R e o oS BE ent
printer, as a mtesl Hnwwaraystharc|cwti¢eng°nop@#1m'a°®ﬁ$e deipges. Raeferdyle isaf fafiesthepr i nt i ng By
using an i nk cQkvRkiénGRRSid aynokeli@ditiohss arBtbrinEsddl ¥s a(fslzeﬂﬁ@il ¥nddm bt @ Dintbrvininl Gnes,
underlying ti nt of the lgaé)ageml%og,kn‘edgcho% MR REE ML e{emof t he paper can

i ntroduce | ess 'fm"ﬁtaweave cture. Such tinting wll
ef fecti vel y0 be repITa&’@éf ‘Wef%ékeﬁ?‘@'lai’%i’ﬁa? ¥ eyt frgneptn Spxp§gell reference
wat er mar k/ cal i dantadion0ite. pab ée@ inhed istaltigneld b geykecaR Sahpapette iluGatbd chbaimetvaigs gnal s

entirely diffe[gab. lbmtkn%%hggt @ad Sifou my@nope@s@m@l APexBGIHI8Genfeal 1 Drati on
signals that are optimzed to dete ro atjag% but not scaling, can be

enpl oyed when ety '1S§°WH&F'%” @%‘P’?'Wé’“&‘ﬂﬁ'& DCT and Fourier transforms
provi de data that iTse FogrzdMeljn amseinyof @ blodk derigkd frem Wris reéerenag tadibratiomtile vAll gaxk dsbr at i on
signal canibe #&die) §rvdidn hOscHd BdGraidhl b alsdanndd ki) Goadmledt ilkagdireQREMBAA. porti on of

the transformed 30 T%pg"lg}o{n {)T}n(n?ang) tha@mzﬁf%g 6oﬁe§n sglecux%%nin tﬂe p% eﬁ:tofﬁg s!:a clined

angle transfornms to e scanned
i mge can be tYaéﬂFFé‘Tab‘?eﬁ‘EH‘e feffret"ﬁéahm ‘I’—*Y)J ‘i"é‘f"md‘BNﬁf‘at‘i%ﬁ %“@%%‘*H'és 'H’ﬂ‘i’ shift in
t he cal i br at i odistigguigiea fronf thesgjof other ddsierf dnd watemimek elbpentsio@the sequety) drevveyt. Predesiesent at i on
of the incli negoéeduﬂ%ﬁécts amal:i N@trm]s%“n ZQQ%S:M&%W Meﬂg;g/gpga%rMZards]-B I'n

?ﬁggpgﬁggrn![ f)y I FF‘I ata lo leech arTlﬁflg nce cahbraggncilethbalﬁs reagﬁ dis! mgumh%agegl \rlrf\ﬁ;/g ! tshgr:/\gta\e/g
serves as the |i nesOnemeeenvmt@tpmry is|seiestad: Ihom‘,s‘elét‘%ﬂ“)(e‘ya‘ﬁ@e Wﬁh}?'@tae"dﬂ"by t he

wat er mar k dat ajike asiterd @hodd 1bciQunti@kice alue Sfiloxintatela paéhi e adfdreddd 09 £rey/alddadm. | N an
IlTustrative enbod'ﬂzﬁn.kgm%?%me o Qe toEJiLQ pa,ﬁ;:aameworsipnqwm edgeshf aChi eved
by int agl io 5 F’rl nt i ocess enpl oyi ng

wel
2 et s Cpl ot o PHUGPAgR Rt RS ELE gt Lot = BAPY e g e sk
engraved. [20k prealmpyicied din theillpsratedginbrdignent, thiede pdintsgnd angles are eelveied abireribs gbwitlgr ooves
Paper is then ﬂro§§$ﬂ§!)d1i‘n@ﬁsoth€Jﬂ@ce@daﬁﬁe@ma&tm @nfdRinye With B bpikiEIktig@priciug) 10 - 20

tons), ooth ralsed-f0ilng ANc Pl &k, Qﬁ,tﬁ%mtmo&s SELLEL ol A, Baper.

n

Althoughlnklscrr+rlr1o pr o be in
certain enbodi feHs By alﬂ‘getmﬁ’é‘ “p“rsé"s“é’ﬁt‘“’ Y"?ﬁfé’ﬁt"ieéfl"‘f“‘“F‘hg‘teb‘é"d’°“°f"r?é‘heﬁé’ﬁ‘é’l‘g
texturing proviidethekyne brigle. Likeviag linepexpingesigt snig of-a tila beanlessly join @animssifthel ce t o
convey wat @romrahraggaagﬁ,nlnég[&ggturl ng of a mediumto convey wat er mar k

information is disclosed in va including
al | owed application hﬁgﬁf‘&'ﬁ’g‘e’iﬁs@[’ljs"e‘i'o’aﬁ)‘f'elpggt's)g?gethm“g{n)g? tﬁet(gésr i o&%ﬂ“&‘i’"é was
engraved (usi ngbigarihmatshdd eids Plypoictpmtthedile]s eddes ebppeanekingpatippraerestimesyermed 0 a dept h
g}‘ slki g][lt |y | eSSorhdYDeskabihesd pathSfass MFBARLER of\tle b4 compodeniel fodmids tRiTe, »mgihse I Lkg
ock of 15 wa I Koo escri be
above (c.g. 1o8obpetsf B ol WL REHR S BB ntag EREh BB A 346" Cel
array), and sum"red wth a correspondl ngl y-si zed bl ock of calibration data
(i mpl emented as discrete grey-scaled cells) rather than the |ine/weave
pattern detail ed above). In this enbodinent, the data was not kept within a
smal |l range of digital nunbers, but instead was railed to a full 8-bit
dynam ¢ range.) Banknote paper was intaglio-pressed into this plate --
wi thout ink -- yielding a 20 generally flat substrate with a 3.2 x 3.2 cm
textured region therein. Only on fairly close inspection was the texturing
vi si bl e; on casual inspection the paper surface appeared uniform This
textured paper was placed - textured extrema down - on the platen of an
conventional flatbed scanner (of the son conmonly sold as an accessory for
personal conputers), and scanned. The resulting image data was input to
Adobe s Phot oshop |mage proce55| ng software ver5| on 4 0) whi ch 25 |ncI udes
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3. 0 JAN 2003 WO 00/07356 PCT/ U599/ 14532 -14 Experinents have al ;ﬁ Rgan?
conducted using traditional opaque inks. Again, the watermark c reliably
be read. In ad®NQ@®mséo t he dust-described techni que for " rREIAHSEYHSR2nt aglio
mar ki ngs by a conventional scanner, a variant technique is disclosed in Van
Renesse, Optical I|nspection Techniques for Security 5 Instrunentation, SPIE
Proc. Vol. 2659) pp. 159-167 (1996)) and can alternatively be used in
enbodi nents according to the present invgntion. Although intagliois a
preferred technique for printing security docunments, it is not the enly
such technique. Oher famliar techniques by which waternmarks and

calibration patﬁ.seﬁmmﬁ@&n b@ewnhaatvmehcneddwta @f rtosatomrmnttho@rama dofueer press,

as well as inkje i nti. r rlntln% as noted, 10
t ext ured wat eréﬁghlckgtatmn thpgxgousegfgﬂgct X er |n9 t device 9 rP'ampt(x:lated b¥ tqé deT(%n I to process,

e.g. by high gﬁ*é@f@me@Ut'@&tlwetpstraBﬂt@?%ment'ge lﬁ‘FSihP‘i“Utdﬁé?ab@h%oéﬂomFt’B t he
wat er mar k and/«8d an@@tagdpaing @tvedn'ihea babarEIDd -0 picrPaLalidiigh hesa paamdert arpriot Nt ed on
the security dggument substrate, but rather are forned on or in an
auxiliary layer that is lanmnated with a base substrate enerally
clear |anminate is OWBEE™Xfrdie {0 By BIscpalpt e fiee "E%t‘ﬂmﬂ‘éa ‘i’B ’?‘@%{g‘f"i‘éﬁz Wi t h
opaque i nks) smpph gdepmith avepetitinewedve patigm foowed dylvephicericief thelinagttesdebed atie 8 xOr  t he

added i nfor rratdc@mngata rtastrmﬁ,adﬁﬁentdavettaxwgr@lscate%m TeOIR et b Sonby t he
f oregoi ng can Ssi it ex glocurrent

designs with |Sﬁ"f"%’r‘grmt’t‘“‘}ﬁﬁe""’“t“f‘té’? pge "ta'tt’gm"e‘)’{u"%?mﬁ‘“e’ %{‘a't"s‘sgttﬁeq‘ﬁt:‘§'tga%aé nodi fied to
ef f ect t helhecresdoay \! hwmttﬂaéﬁ%‘ AR RETAYF erevienieRalues, GaCh wiatorsseidinggethy i t y document:
| um nance and/ighindn@¥%t AsemicidOccN@im tk@SI k. Nng new security docunents, it

woul d be advant ag ECH,iIl§ grEyOscafleadgtL Js hogn%;ra \Jngérglggaﬁtdlatgﬁal?ded dy ra]Jsegtr {I%B%%Pthtfp atterns

into the basic desi ol | owi ng

di scussi on I\/arf)?fe@'@&‘iﬂ'ti“t“ﬁ" ‘%@M"é‘ agpaf lfsy iptp a &é%'?gat@aw'r REgETYk By hand A
desi gner wor kspaaitula thd p@f-schievgray resplkirg friom the pintplotkay submaqtdd Sorathe mey;scalkiachyspends many
hours | ayi Rg- OedultifE AR rdion@ blosk, d¥HBralingd 19801 2E4GEF BoSvaRlls. TAQrEQS] ORes TO ai d

i ntegration of wae;tlkeihea r kem%n o!lmesm hemapbra'tl on pattern data in this process)
an accessory 2‘8“’7 G provided) identifying the waternmark
"bias" (e.g. -3 to‘“t?&)‘S ﬁ?i‘f‘a‘Faéb'tt’G“‘ﬁ‘ékWWEI‘*H&@HVWéa@HV?'S@“W@Pb‘i’fé det | of the
security dOCUﬂEﬁHe.pattbxfl istda@ariaig Gess 80 (Ye. [hias dllow NElinerad goey-stala @dlue}, e tolawmdance

shoul d be sli glh\te !eygtﬂ (p@{ogﬁ&fmtk)' By @orgﬂtlg theﬁlﬁe 1& th tln thé@e’cellg Iﬂ%r gxﬁ@ nE G crels@d take
this bias in and 1 nclude a

touch less? nk(”f H’éﬁe'll’ﬁ"éﬂ?’edbtsﬂ W%@ bb%fpg"r‘i'(s',’?' t&fa'é*ae"'"gt“wq aéff I°'S}"y “’l'“Fa“fgrf’e
accessory gri dlinesehtrarag @dexit barts it 4rel! foigsridivaneieraybred hgud éhe sinewhat strongly
increased in a cellcofrsdy, inodf wheleR erdvaBeS he@RE, mE MR isdP oA HYBRfeashPins 1 N M nd

and t ry tO I nCJd’lE %tmgugh cfelﬂKheqrmﬁtrLam xgngre etdh%rt aﬁs dQ&enecﬁCIncllJegsmg'the ] tﬂ(l) t he

subst anti al anc termar enco

conpl i ance by Preehged| Cﬂ’r?éi‘“"t"@"sf“t‘ié%‘éc“’giﬂgﬂ‘éF‘I"ﬁ@? °f g”‘ﬁ‘b‘t‘ thffét!,awée@w'lr_a/ﬂen | oose
conpl i ance 26 antinel srbrice anfexit poinroiokg the badndanadthe ¢etbSo thar¢ didtagee istriiveraad yhroughuiet her

nodi fication tgureliably convey watermark and/ or cal i bration i nf or mati on.

WD 001 07356 -1S 3 0, JAN 2003 PCTI. LL$99/114§32fSucE %1.@ ??‘b of enbedded
information in secdt PP AR H LI mPREf Prfegtisdorsyng AREH é?‘""@fm arbitrary
desi gn choi cesachiayére Bgpired delgpipg oplicieungebmth cllesi gners. A few exanpl es from

U. S. banknot es i nclAfdelint feiti@iih thetribl alibrit@n 16cR Bavelger rcaked Mithis, fashibhatfiape of

clothing, the glouds; i cgnv}{ta@?gtét s%aﬁevattnndsapt Sl o8 thbr@fet,?mo%t%hnqﬂ the

bricks |nthe yram terns mt terin r eat
number of ar bi f“f%??"‘ﬁd?“fef‘éﬁrh"é':eﬂra h‘t’ %’F‘h"é‘sﬁﬁ‘ﬁll“ﬁt"ﬁ"é'i”“f“&‘i‘f&‘i‘”f i npesiiys)Pet c. Al
i ncl ude curvesthetmlales Wi nkl es, shadow effects, ete.) about which the

desi gner has w de dthsweg&tgqt@psbnwesﬁtgamrbmm a&&admel“mmﬁaastgsﬁs; coflefGing shddst ead of
maki ng such choi ces rb| desi se choic

del i beratel y 58“0 Tey tsc(g dtco%putmﬁx wnef'rorrv?%\é? IS r aalled untlﬁge lumnra]tce gli}ateéeﬁult&églfaﬁet ic --
function. To further ald the security docunent desi gner, data defining
several different information 10 carrying patterns (both waternmark and/ or
calibration pattern) can be stored on mass storage of a conputer a

wor kstation and serve as a library of design elenents for future designs.
The sane user-interface techniques that are enployed to pick colors in

i mge-editing software (e.g. Adobe Photoshop) and fill textures m
presentation progranms (e.g. Mcrosoft PowerPoint) can simlarly be used to
present a palette of information patterns to a security docunent designer.
Cicking on a visual representation of the 15 desired pattern makes the
pattern available for inclusion in a security docunent being designed (e.qg.
filling a desired area). In the embodi ment earlier-described, the
callbratlon pattern |s prlnted as a VISIb|e artlstlc elenent of the

o o . Y e I N 1



25 The uses to which the 128 bits of watermark data can be put in security
docunents are nyriad. Many are detailed in the materials cited above.

Exanpl es i ncl uceo pagisal stanps encoded with their val ue, orPCINUSPA/I4ER@ zi p
code of the destination to which they are addressed (or from which they
were sent); banknotes encoded with their denom nation, and their date and
pl ace of issuance; identification docunents encoded with authentication
information by which a person's identify,can be verified; etc., 30 etc. The
encoded data can be in a raw form- available to any reader having the
requi site key data (in watermarking techni ques where a key data is used),

or can be encryptedme §1H(Bncka§arb\{”aﬁlpcl&w@|xhleﬁxmlﬁﬁﬂe &m@:reﬁérprtckﬁﬂk triegfvelues, etc.
The encoded data .can be a pointer or an

index to a fur{aps ?:férlslpé"é"t %lrf)?ﬁ’mgf’"lydsat’ce 9 C°"v\7\7F\° °nﬁﬁ%/h°§] al“‘f"%ﬁ%lt e information
desired is stored. (Itwiybgnoted fhatihe injtial iy pBtery\eea@d HHORISEPETNL KB4 ¥E328x 16 For
exanpl e, wat ermnsk A€l@tha infifa@iaDAS SP@kd, subRqeht fretkssigd1ERELs 2B RBNbel R8s dogsi er of

i nformation Once ]sg Ap §rprgs(1]§ of%me%rtlw dL&% r@%@ Ye 1stt Fth?ﬁ%&)ggﬂnegggeghﬁcan i ncl ude

key data (e security Tar record in
a renote dat abH‘éf@mi“h T\‘M‘l i'sd'l'f' Pmeﬁg?'ﬁﬁl’ﬁ ad“a‘lat ad&"t‘eéc’fb*@rf t“’éfahti”’r‘f@j‘ blogk Yithesngsll Repor t
owner i s st or edightiddiffassipamnie pjdierd 6idiss inngle sdacthd corer giiplblogkiyng such an

arrangement is ShOVKheJ tht fﬁél gahbr;lu;lm lﬁocﬂ_PaanﬁﬁP:Qé‘x emtlsﬁgdrmszgve %E@oks atrthﬁ‘edsecur Ity
docunent nust be converted Thi s

r an Si s
conversion is feﬁl“ﬁi“’éléPTCV°'E3%‘?’F'E‘V&’§?§°“89/ d°°“'§e8t ar'i’ﬂ‘é’l” g"véé"gﬁﬁse“?%ckgé?“éda“ﬁ%ﬁ known) so
a det ai | ed 18eseemept 4r esrs moxs apperent genesytioftkectesipn By printingfthis weave pattert oy amsighcolortripse
scanners convera)tt}ie@ml s&bytraeramrobe p&teﬂnin@ﬁhn@hﬁy vRdbRERE. Yf ﬁm@admahgtnpdet eatHr cells
t hat pr oduce si rﬁ%e?an@rﬁ ex ea(?s ove‘rz' rgos} gl'\?g{rpslé&;né?ocungcn elt r]rcmaly eh esnrab eful) eem% ed from

successi ve swaf nsive co YScanner s
have a resol ut Prghtedminpm P“tﬂﬁf“g“ %W'SF IR the Hiﬂ"’)"f“eﬁr”ff?ﬁ“"élé 114 ké'rs “‘F Ho¥Emt er spaci ng
of conponent phot odetreret iDmhBappifcatiad@ 69,439 thefanepgllin tdhgine hias tie@dpbrtyyhagizanner s of

the sort qundsame Upp%tpamnqiﬁ@@epne&meﬁmﬂm{wm@gm Qmspu@me RAOhAGAPI ers have
resol utions of better.

;
Taki ng t he exaﬁ‘B‘f“épa?)% £y %Efd" ‘5‘5"'"’%"5‘:';’1" '80“"’(‘%4’ mr’ﬁgcrr(’%??" ‘hdélf ggé‘[a%% 'or spaci ng),
each 250 m cr odimgmioy psepoigppaliPimenq scplipg %&@r'mvcsyw*mf@dﬁeantfom#Mowwrthee@bbnd to
about a 3 x 3 idiedyndof scdkDlcQEbRE ETCtMion aBBdaFDhgsn be Madrmified by dbjervirp Iny depree of ar €

instances will &kh\;ﬁﬂsf&ﬁwmpmm mnwoqa,lﬂlsxnsrs,ms.%&t%ﬁmmcalbarsm scanner so

t hat ni ne photo et ector sanples capture | um nance I n_ that region, and
not hi ng el S8, RASPECHBITIIMI°f e e o ﬁ‘ﬁ’é’@"l“’g OFSPEE AR °’t’gé‘§lr5’é"(',’fa“°f‘6"dt he
scanner phot odewectors, or is longitudinally msaligned (i.e. sone

phot odet ectors i magg u;swav e@a‘mbsaﬂama@ucaib;ai.dngnocrkegiemnas}knohmmwe,gfmsi nce the

scanner Overs alml o h%%iocumént m?orpora?ﬂ& suc n%pagcnn} src]zg‘nrx]e% ?eﬁe Yy a eho%cog %18}%{(‘! can

unanbi guousl y be det er a fromthe
docunent is colstmE: elarsimge '&ac’t‘w‘cd»l“ﬁé‘ﬁ‘é‘i“éi’f‘éfl°a"éff‘ F %FaﬁPWétTée kaprg FoY ek 6ed t o
det ect t he Bnbeddigahtifzanite raktbrard datafagritswioidiownsionahdifigrdraes ét scdadhdrott®n t hen

processed to efczrﬁl&toneftﬁélsJa&nk@chu,r@a&eght%;tJ Rith MEke patamttamgla,cm,greg}&aubmg@ A
sof t ware program ne3é<) anal F/zes he statistics of %d °§ gl stered data

(using the techKIEUEL™E s EIELEE 1AM B Erhr FE PH bits TFAN the bits
of the 25 enbedekeuientidate zestor¢dagpapper)alignpient gngfely: ém'b'eretrqslstprpd setstheivetermetitap barar k
decodi ng t echnideletRs. (inSlteniPaphtadiyendilcyngifaliesd dfeQeidlridgseb@gmbve hand the data is

avai | abl e i ngl&a@\m 40 mstéad g@sewtaloamg ;s?scxx@srvqmth@gamn{sy orr i stgs ga,%r

wat er mar k deco gue to extract correspon -enco
wat er mar k. So néakb“’f'““t %‘é%"é‘hb”tpf‘fg‘rc COTRRY Fcéf(f?}é" "é’ﬁ‘bf‘?ﬂ/y %Ffﬁ'?‘ﬁdefﬁd&’%‘t’ brmat i ons
(e.g. to wavel et, DGOk, juseiesclitediiiberionpparmianisissigasodqedurs, b foutsdiee jBexehaptracint g

process).) In qre\é@oyett%me&nbﬂaﬁm% THe hxeenaa@&nggbaﬁeagtav.ni axsmatesséxﬁmﬁmted in a
conpl ete array aI-tlrre)

roc n
as it is gener aF‘«[:\S&”f"ﬁ C%’Frﬁf@? e mat&'g{‘aé?:fp’egat m"(‘ﬂ %tge ]Shézfs"e gé{’tbﬁ'm\ﬁﬁ"i Bout
del ay. (Depending on the paraneters of the scanner) it may be necessary to
scan a half inch 3 0 JAN Z003 WD 00/ 07356 PCT/ US99/ 14532 |7_ or so of
t he docunent before the statistics of the resulting data unanbi guously
indicate the presence of a watermark.) In other enbodi nents, hardware
devices are provided with the capability to recogni ze enbedded wat er mar k
data in any docunent images they process) and to respond accordi ngly.



5.0One exanple is a color photocopier. Such devices enploy a col oy ()gaRniRr
to generate sanpled (pixel) data corresponding to an input nedia (e.g. a
dol lar bill) | WaRKE¥ark data associated with a security dRSTNPBHI4SI2s
detected) the photocopier can take one or nore steps. One option is sinply
to interrupt copying, end display a nmessage rem nding the operator that ii
isillegal to reproduce currency. 10 Another option is to dial a renpte
service and report the attenpted banknot.g.reproduction. Photocopiers with
di al -out capabilities are known in the art (e.g. patent 5, 305,199) and are
readily adapted to this purpose, The renote service can be an i ndependent

service, or cadakhfo acrgﬁ,v;emdaa&me c@l@»ﬁﬂ&¥aﬂex¥€§ed @ B8O IABente Ak fifefothePink AuddBr M t the
copyl ng, but tc(gn lte e%vetl beuse?toap r%xx;[ngtgge € scaltereferepce 2}6 resul tant 15 copy. Thi s
tracer data can take various tor & ¢ga Fn caIIy encoded bi nary data

ogra
is one exanple. An Té%f%t‘ﬁi?lf‘iél“‘r%‘e"éﬁﬁ%“’i“rf" af"é‘ﬁtmuﬁy tyggh peiges. Thee cancg@st dat a
can nenori al i zejuth&ngeade abintdauRaEtsuiolg it NBe fA bk ®attila adundaRde: nb bger.c@py and/ or

the date and tlsnmnwﬁbegif?faxm\ms“mmﬁe 2 nREHEESSmPhileyaCY concerns, such
tracer data is not norma insert in all photocopi ed output) but is

inserted only when Wédag‘ﬁ‘ﬂ’f“’é@talﬁ‘éf’ ﬁijkgb"r‘ifﬁ"ffdlﬁ'ﬁiaﬁéﬁ lighter Ippesop g agker bar&ertyad ng a
security docunemtiemiuily xmpqytde of such an arrangenent is 20 shown in Fig.
12.) Desirably, therh..siceanvedé;tg@prbcsdué@ﬁleamsadhe@m@aanénneorQ%nlmw&m)baél s in order

to identif y i l I CIlet thgptrlaqglo&opt%'n caq bi transpormedfo the Frﬂjpmaln and there cona)arf:d wntﬁ&elgg’lgl t y

document is scanned scanner "8t
provi ded ta0t h@“ﬁ%?@@dﬁ?@?e bé“‘? épft%ﬁ"ﬁﬂh?r@’ sigp! gan Eb@fbe?b@m%@d Fhet%gmft i on
deci si on has beelhesvade chatgad ih Rtddarasaedihe phot ocopy will have two regions: a

first region that 'Aﬁmga,g.hhet ﬁl@tﬁ@aemmnwea@me&ﬁba@msgg%moftﬁ&gnﬁ,gﬁﬁg%m regi on

m whi ch the tracer data has been inserted. Photocopiers wt means to
det ect not - t o- D CHPR BUHEUEIE ATEOma ST RABRET Shapeinefreinigpes can b sarietshI T8y var i ous
response str at egnnsthe Wita pfitieersavalines cefehe rdllp changed, dsr®)) inPddtsemtts infiqdB8Bipt6 14)

4,723, 149, b, 6&33,,90'§Qarea5 640, 467, and 5, 424,807. Anot her hardware devi ce
that can enploy th regoin clples i one s

pr ogr anred processgrrh {(%"’F §EH °'R)wmg’ dﬁg'ss Wé’?"i a]ftﬁtté’lattewf"f'u"@arksaé’% ﬁ’g’rgmhﬁal yzes

t he data bei ngp@%@?f&teéaﬂwmfwaﬂ@@fﬁééomemasw@*s@dmse 2 eEy ey fogumentet

anot her har dwamenasieipplicaorns h &tiesicaia to@ropitiale chifatich Pates i theGeciity doQuimprt @8strits A

printer. A pr om@g,rm,agnfrhed,ﬁmtn Qa8 Wik spsl,ea%%@.ﬁﬁfacare.aman%aémbhmgs‘ppﬁi@t a to be
printed, S assoc ecuri t¥“§‘EOC unment s. 30

|
PN 2005 300 081 st O DEITE PRy S e e e REbe Ry Sl pr i nter
devi ces, respomykingstan it wejicdty thesaaurivriefumeneprifies el relimnappeniag dpomion, oxh ds hser t i ng
tracer i nfor mabftseprintifeSBe Geind @VihkCoBIBr/dentiBi 1kaBik Aiiadgl QostiPhardh@MEinelindthyi@uht of the
Capabl lities. ) pfﬂ%&l ) the, "fa"'{ﬂ%t“’g'%ﬂhg ;ﬁpelr gan I’nQodpJ;: R&s%ﬁﬁ Eutll?g l(§ %?n@rnc%fre %Ech Wuh,?t er

data as it becones avai SO as security docunent
processi ng wi t KISl e rpRia5H bylg pé"g}‘“““i‘-(é%ﬁ“ﬁ')g °f‘PFé’f‘“§"Wk Cibrgon BsTRON S gtk e 5
before a debectapen decision is nmade. Accordingly, the scanner or printer

output will be conphigses ajﬁmstemel,pmeteﬁtmapmese mahéa%te cm%o i;eruéeqeéanaﬁ,tna and
anot her with tgenals[he}“ dat a. deem% ebt it ocurre e}, %% i ncI ude
visible structufes™t rfp'?ézn G SR gl ey RO 54 n%?f?)we"dsé"’t t1%h (e.g. the
seal of the i s&tieHscoasa %Trawifsneg@aﬁwswmm daferEhptis resgily pnalyped tofletermineraiatioe. with a
further aspect Achlibiating sipfaieacHa taldréd\esRhd o a tHpicaIBCdN-dntryy pd@isnlonB N tansfasmeanal yzed by
an integratgd gyshemtnal %fng% §,H&Qed99gﬁ am&s%a%gum by Sachit G55 and

maternark-enbegﬁed dat a. %y% l e securit gbcunen fuct urés can be sensed
usi ng known paffP¥r dfrecEYH "E‘?gﬁ)ﬁ‘" PeéTé‘Tff?F’thI S SE %“é""“ﬁsfm WP ABRR ques are
di scl osed i n Uth&caliRgioesidng (&g, BRif iniie3patidh frQDcy2pBsentBiobF Bie hdidyd libes539, 841,

5,583, 614, 5,633,952) 4,723,149, 5,692,073, and 5, 424,807 and | ai d- open
foreign applications EP 649, 114 and EP 766, 449. 15 In photocopiers (and the
| i ke) equi pped to detect both visible structures and watermarks from
security docunents, the detection of either can cause one or nore of the
above-noted responses to be initiated (Fig. 12). Again, scanners and
printers can be equipped with a simlar capability - analyzing the data for
either of these security docunent hallmarks. if either is detected, the
software (or hardware) responds 20 accordingly. ldentification of security
docunents by waternmark data provides an inportant advantage over
recognition by visible structures -- it cannot so easily be defeated. A
security docunent can be doctored (e g. by white-out, scissors, or |ess
crude techniques) to renove/obliterate the visible structures Such a
docunent can then be freely copied on either a visible structure-sensing
phot ocopi er or scanner/printer 25 installation. The renoved visible
structure can then be added back in via a second printing/photocopying




WD 00107356 -19 3 0 .~~, N Z003 PCTNS99/ 14532 Desirably, the visikl ¢AN 200
structure detector and the watermark detector are integrated together as a
si ngl e har dwar &va@7356 software tool. This arrangenent proWCA&SINIEAPEE ous
economes) e.g.) ininterfacing with the scanner, manipul ating pixel data
sets for pattern recognition and watermark extraction, electronically
re-registering the image to facilitate pattern recognition/ watermrk
extraction, issuing control signals (e.gs.disabling) signals to the

phot ocopi er/ scanner, etc. Wiile the foregoing apparatuses are partieul arly
concerned with counterfeit deterrence, the enbedded marki ngs can al so serve

ot her functi ons. Emsmlsem &almg@ethﬂas?&&?seecmsrgfa@&é»ergnmmkp@e&u; hat perform
etectl on

](cj 522?} gﬁtsl O?l Swg{emarggrh:%dﬁ ot crex{%ﬁslrgcenlt‘stlhe weave ¢ sefv? as tge lmﬁa)?)ongldths lrél(iapcinbut%/
t hr ough known ageneduated by tmmwmnéudm sidetailed harein end/inopdieatipn W0 7148#¢- can 10
subsequent |y be nDRiah Miskslivé @hbaiiehtShe philinfIE e S0 RiG/AUBRRINEs ARALI @ifaglo From t he

for egoi ng, § t p\r%tlnL 19%1.5 1@9\9&%%%?7]& Q%;O?e\!s%ﬁblg)’*%égﬁgggtle Hf&%*?&bﬁ‘e%&ghg' ng to the

present invention inary data in
security docurf"é‘h‘t“%’" PRKTRYIS BEREAF El‘é’a‘f‘%r'"kt“’rfép FEP Fh&'BT“'eﬁ‘g%t“Fé‘&‘F? ’6ﬁssﬁ‘ﬂr°%vﬁ-‘ch dat a
even in the priegente poabsediaw ihopks af ornyBigtofresOo (e [9t- 2otns), @ihgaiscplengandnd
rotation) 15 I—;gé{,hmfog,e@c&@,gnpﬁgma&gﬂl I ust rat ed the prl nci pI es of rry
invention with ref Z‘@E’née to seve % § % 9 dl f
recogni zed that th s ’Pr"é"ﬁ]??e Pée'«g 'ﬁﬁ'r’%%sy BRI ° ﬁ'&f"@%"B’ﬁ? H“e%‘f be
t aken as | i1t tthenepsentievension fhsteadftherpgper tex(pengtproyided bY3h¢ intesdio hygssinghralofeorcangiffistg

t eachi ngs, it 5kl dabearioqaparremting dnahedih RRbnviBRmIR ifdm@en idBEIREd ing, and

ant i -count erf glti,n &a%{x?op{},gl &Qg{x)seéclu&mng%d ?pgﬁ’c%' 8#45%9 or, and/or combi ned

wi th, the el enents vant ageous effects. O her
features 20 discl ogéEI‘“ﬁ“ﬁe’W“‘Eﬁé\??'ﬁ“’é’f“”&ﬁﬁ’le‘i"C%Ptglab‘f’i'?"%' iforgpild sging be enpl oyed
i n enbodi nent sapgfatub)hrea depts bisiightygsss ket aiml ieetcdndance vith 2 32kAA s nbischigatdpcingt her e

bel abor ed appl Jvaqeaﬁamaa Offhe emnafma tvxa@en&esahmesmes alg{'e%:é Ps e.d ofHatgyanM)J ier
apphcat tons - stn fd m a IE‘Z{Z efZS ce%lélrrra angsummeJm acorr S Xr\\?a%}' snz]ec{bbock ()?ca?b atlon t?a;ta_ - to

t he present su r S|nc 'saie I's Talr r &ad

present discl o@weelefltqﬁl aydiperetpgyfytseaied ceB¥ rathyy thargthe "F‘%‘fea‘m?“km )‘C‘WPWO@H lh é"st echnol ogy
has been descr éntbedinedd, hiviata @hs@H1@EDC @ithin@ stRATROEL oNBYKEI sk b@ oisterg wiseged @d 25

rect angu' ar ar ﬁlffl’W§it cham%@ingc% Baﬁ@&éﬁpeﬁ»&a‘s Inlagg pl‘egedtun(?th@{l;te 1lh!>ut hec gnﬂﬁ e that

ot her arrays -- nel t her rectang %; - - anaternalveybe
used. Wi | &°t hEERHERITRENE ¥R é%l%‘é‘f?‘f‘i’“ﬂé%‘ ‘E‘H"’é“'bé’f“iy BHAIEY U PSBETORPHs  as
adj uncts to di ¢¢exaringndsibisr arassiedinspectidn the papér srefede pgpeared aniformgdet ect i on, such

patterns have util ithycRpadphpef WaOpcel GextuRl exeMa@EWFBIOK fhe pna@aefae&,amloean ~s m

e egl St er] 00 R P RENE Lo ARGHITE Lo A% AL AL L8 Ll fedet ect ] on
of visible structures i 30" det’ecti on of "t he ed seal fe i ssuer,
usi ng known pate't“é'f‘ﬁmi"gé aé”g‘ﬁ? ‘E"?“b‘ﬂ@%“c’rf’ﬁ?‘%ihf@ﬂage Hr%ﬁe@d°ﬁwf'ﬁée’ﬁ°§é Od’fh‘céuch

cal i br at i ons panhtieesTsgihoc waggiagkir@der oftar. Watsefiwanarekdilpfdctadite whatr@arsfranult ur e 1 nage

data for recogpididbe, aemeatnacb@,rem@ke\e@anmn&nmmcan be gained by

integration a visihle structure dete rkd ctor into a
single system V\%lhbfi’ 'ﬁrfg%%m" %"S%’yﬁyﬁ'chasfﬁm?gég 'ci"zfé@‘gy RMthough
security docuntipis ofipdravehsr inp@mtsiaseesant b F%tyeélm(’ea”g‘he deane p'derAllzédnen) |

ot Iher su;ast rgt R Becfioh @or) Bt phbdd Gayi bB a AR oBWHeihdF the Q]u@nateﬁ)éﬁﬂ)rhﬁctoiﬁ:@ﬁ prbcsuah,a as e
pol ymer s t he above-descri be
t echni ques%Thg’ er%%cfhefrsr(soﬁﬁ]% ge"&g{; k lsa%n%g%gh%éloﬁn%%’gto\M'&eFLerrent ed m dedi cat ed
hardware (e.g. ASI C%§°§°"%ex£ff'ﬁﬁ‘f“‘aaﬁff’ﬁ‘lﬂf“’é’ “I‘f&?‘&ﬁﬂﬂ?@gm"ﬁ%‘%‘f“s dpsroiRgetieRsParedey er al
pat ents and paingthe psuhd weaimilo xihovgh eectivo bl valeowk dataMagnosdiayaualiabis aspr esunmed

to be fam |iar yWnkibds zaneﬁe%mm.s%mndee@s Asmgﬁicomerd ngt@mldm be capable
of integrating

enent s inthis
di scl osure. '@ﬂ'@aﬂg&’f‘ %“ﬁ’teg'%%!é’év PRSI W’H’ls"" Fggﬁct %‘g ojil a‘ieﬁ‘%?geé docunents is

i ncor por at ed hereln by reference.

be



10 In view of the many possible enbodi nents to which the princi glgegnoflt he
above-described technol ogy may be put) it should be recognized that the
detai | ed enbodiweenesssare illustrative only and shoul d not beCT/zHe®NsRS
lrmting the scope of my invention. Rather, | claimas mnmy invention all
such enbodi nents as may cone within the scope and spirit of the foll ow ng
clai s and equi val ents thereto. 3 ~JAN 2~~3 Clains: - 21 1. A Security
docunent including at |east a substrate,;a digital watermark, and a
calibration pattern, the calibration pattern having a known transfosm
facilitating decoding of the digital watermark from scan data correspondi ng
to said docunent, SRpmWRhLEE MRben BRiucRAkRGrARRALRN: inkO AgilMIBRmhawer of

t he docunent, {F%l g ndbe detected fromvisible |light scan data

correspondi ng Fd7¢81 ® document. 2. The docunment of claim1 in which the
cal i bration patt er rin #idigondo thayesinesciesd fethainue Kgs [ reading"tintaaliparfadsings b aedntentioged i ng
decodi ng of t heafdirGivhraht weamiqed f@ciksed ih ViMRaRAE oﬁam&s&armmaﬂq&@liomc&ig said
document . S AQSHGLIANE: fLNAR Gl I ST HEBN L4 AGEOARNGE, W th cl alm 1.

4. A passport I'n accordance wt ocunent of 'claiml in
whi ch the cal i BF¢ineGH 2552 tinedp the Rt iaveRii@hve- | i ke appearance if scrutinized
under magni fi cati omith&igh iMthgtio d @pefere techaifiue Gr printing kecirfty dokuimenn, it iddt @adniybucht | on

pattern eXtend&ctﬂiﬁJeoéﬁerMIart&tmlcfua% §}§&L&Etbrﬁl¥rksqmm%'pan2ms cm% piigument of
neo wat er mar.k and callbratlon

cla|m1|nwh|chaf§ ‘f“%'

pattern are reé{’ﬂ’f%&s“@’ f“(g)?f"ﬁ’f’?ssnaw(% s pd%'&%ﬁ%%i"phsclﬂ”f"%gc @ M
printing. 89 Themrefoeatermarking eph beceffeeiedps part of thoubpper-making placetsipes. totihigh presburenmxtved mar k
and the calibrauion pattern are realized by texturing of the document

Surface and not pl‘ r[tll o{l]l%em odlm;l;lbseth dv%&%qﬁ%d/opcahbranon (m)fg'rmzlmgn”gé“ CQarg%?h one
square mllineter zoneo cal 1 bration pat Bt grey-scal e

val ue within t Ry gn the seuryy ?)"RN‘C‘EGKB%’W' b‘??‘herﬁé’rf?f’é‘f?ﬁn gfin ap prsiligraleysethasfs 211
adj oi ni ng one &ojinatedovitrh baksd snata@r 1f 2 genedly Oéar rhieatedakddpbeatfindtioakenetanbe 10. The

document ~ofscl ?elalmed]mﬁ\ Qpawgtnﬁshsu s;lthuzgﬁm.dmggsrqmeuhagr@,@f;ubma&r&r&m%&&e of the
calibration pattern nsbe L~ twenté per cent of

c Vi
the val ue of alP™%4f"din ﬁ"mdﬁqs'bte’ﬁﬁ"grmb’% (% &%U’S %1"’5?%3%“?6??@5“”8? o¢ ¥
cal i bration patt er nlorgrfi eﬂfﬁ’eg %@u#mwntdwgesl“ah irformation pastkrinscthe existing artvloikbr at i on
pattern conpri msbenddifitdaclfpadhé @Rtessary Ridibhs indb@wdaiad ibkalizeGecarity doBighedt Ol | OWI Ng an
apparently rangQml.0Mi6 wxhpr: The docunment of claim1l in which at |east one
of the digital watermark and calibration pattern is realized, at |least in
part, by teXturing BPef4ie"EIRETTEY &Rt é{c“,"é‘"d bp gavaniegseusdn s itesBon el ai m 1 i n
whi ch the cal i linfaatiorpatsas int the basic designt Qo sath@hngemerhis tidededvethedvlirainkdigpatidner n, and
is |ikew se not appras.@E&ur.tyqoca,_nnuraﬁa.n\aés@mrarga; bylhR Al AT Yries atlféraﬂ.ég substrate

on which a sec 'Ijaue orycon(l:;ﬁter ﬁvﬁqallozll %nd spex(ljpb Ban@ I;1ourstlagm%)1)u(f\'m111 {:’(Ir_ﬁs IS rs]e x% n‘Fl)'n) lélxl;g'pts! tfy of

features thereon wh nsor,
i mage data, chaitdegelp 9ig ftegrpfiop ‘Pf ét’f'e"“('éj"d’f"‘rfé'ba‘pm E%PR oA thif Precess. @n ‘fc@m’fmr es
when cont r azst edhywt grid cdnlbeproviiadidandBing Bf wateh@rkSbia s g.at © +3 fisacie inchdd SeicRCt ed SO

as to be subst agfj;al, amafmdgeéﬁ.iy@&meﬁhﬁmegccéa;ery%mnd,&@mattmunﬁmc%%@&ee of said

feat ur es | S Sel e uter ana SIS O Sal
et h ool iyl £ vt e R BED PLUETIE s ber ng. a

security dOC u ITE?WP,"S“EF]Ef‘he cell and include a touch less ink than might otherwise be included. Similarly, if the
accessory grid indicates that the luminance should be somewhat strongly increased in a cell (e g. 5%), the
30 designer can again bear this in mind and try to include more ink than might otherwise be included. Due
to the substantial redundancy of most watermark encoding techniques, strict compliance by the designer
1o these guidelines is not requircd. Even loose compliance can result in artwork that requires little, 1f any,

further modification to reliably convey watermark and/or calibration information.



(c) said features are repeated at intervals over at |east sone of the
surface area of the substrate. 3 0 JAN 2~~3 - 23 15. The sub%frJANJ0Wdf
claim 14 wherewpao9g3sidentificati on features are repeated iRETASPRGER ar

t wo- di nensi onal pattern. 16. The substrate of claim 14 identification
pattern by which discerned. wherein said features define an skew in the

i mge data can be 17. The substrate of claim 14 wherein said features
conprise ink applied to the substrate. 18. The substrate of claim17
wherein said ink serves to give a tint to the substrate. 19. The substrate
of claim 14 wherein said features conprise texturing of the substrate
surface. 20. A secgﬁchtays.grdmgmmaﬁbeuea mm,osms&m, @@Qsﬁsnﬁxc&tagﬁ byGhe@bdBerl4. 21.

,|[ g ?hzeg;rel t %/hog?rgyaay %l%nfcf%mesrl]'rg?]e b()? cun% docuxtnen%%Q%leais VA! fs ew exim)q):l g’oml’lls:g lé?n%iotea.ppar ent

vi si bl e st r uctippfuge thy cilsighe PrEsigpRe R e ‘i‘rﬂé?ﬁclmlhinéﬁ'ﬁ‘ﬁﬁs ipythe Sé‘ﬁse‘hﬂib't‘fhh"r'éﬁ‘t‘hef rom
visible |ight 1smaamngateasicksiotht jyatidabpfilpament n tisiedringn kb ikamithber @ RbiGeICt | ON

can recognize jfgh. ,;a&%sqfawmﬁmd&,gas SE QM kb cmp%ﬁﬁemmﬁemm&u%&@ its

operation accordin rove wherei n the docunent further

conpri ses ot hef® bégt‘%'lﬂé‘ge dfsl’\gﬁ”’aé?”ge ﬂ??f%%f"afﬂf%"%‘ﬂ”ﬁH‘I“g‘éﬂc’i:letﬁlll‘é’ieﬂl"émﬁki"@ht scan
data and yet ane cimies aebfyardly ntlesipror ceriveskees cheia dliterately ke to feeabrunfomatemédbl i ng
recognition of. agmamggmﬁt_f@@mﬁ securl ty docunent, so it can be treated

accordi ngly by eqU| duct The docunent of
claim 21 wherein Sal@gﬁﬁ‘{anﬂﬁe Sfcgé ?ﬁ’?"mé?marﬂéner et Hlﬁléfeveaa?gféerr%t's'%m"sngwra security

docunent , wWhereinynsapteny Gat] wasrmatk andipy @hld@ew@n@ cap by sisS eI stprags of4 camiytee
struct ur e doesa vadtaide ind stve ehatliad bf@sigd Element3fl foture deRighs. Thh@madstrememkedocunent as

a securi ty docummn fiud SLAJPGE &R Blhde BhNELALRA LARR mapflngHpSt rat e

havi ng a background pattern formed over tion thereof,

charact eri zed ‘le’ﬁ““'tsﬁ‘ esePipfien BagrAma (g i §S°%1P°§"ﬁ’5‘§T‘)afﬁ’tsf“3]F' y)}’ Wi 9 R5F5M 2R3isar ance to
casual human i ffafevatipnoatempyige sepusify decgrgnt dssidierbflickingmh 2 eifugjirdprdentalian dthewhere N i s

greater thaf ORGied Sadntindhs e pterPRhilRGe LAARGIIAN Lol IRUHER b&QIMLRTeganal YSi s
fromvisible |} gnhtadségeggreaglata corresponding to said substrate. 24. A
banknot e formed‘ he "SUbstrate of claim23. 25. The banknote of claim 24
wherein said N b| t Tgjtht apbedimspt axlichifegcriperdheigalinmiiop patier s prinfsdate Meble Biftic 26. The
banknot e of cl @énmmtB&hesveitedopumemi Kbwhlebiht samlactamaran@prfem proVidee aublinOmlly if

i nfornmation. desnea- hﬁatﬂa&Kw &n&aﬁm l't@érm%‘pcklm% QS/ Qalgﬁah&in A}I' hplegerem:@t a

represents ?ate i nf or ma 3 wherein the

pattern is or%?ﬁa"ﬁ’yblﬁcﬁﬁ’ereg@m clah%at'g'h%"gf ﬁ’ttselﬂ’(ffnc?:‘{e%l” %"Z?Wg?cé'feﬁtaf he pattern
is formed by t et ehenges iglgral laptinancy (Jhymeny sitcleembpdinchiy ithepigs3o logalzededogymeniyismipatet er n
conpri ses pl ur &k wGiklcdliSratior fuliéin & SpiyEEEA tolthd Giaddhelio INe Witdifark data, and encoded like the

watermark data (e.g. as localized changes to the width or position of component line-art lines, as inserted
ink droplets, etc.).

25 The uses to which the 128 bits of watermark data can be put in security documents are myriad.
Many are detailed in the materials cited above. Examples include postal stamps encoded with their value,
or with the zip code of the destination to which they are addressed (or from which they were sent);
banknotes encoded with their denomination, and their date and place of 1ssuance; identification
documents encoded with authentication information by which a person’s 1dentify can be verified; etc.,

30  etc.

The encoded data can be in a raw form — available to any reader having the requisite key data (in
watermarking techniques where a key data is used), or can be encrypted, such as with public key
encryption technigues, etc. The encoded data can embody information directly, or can be a pointer or an

index to a further collection of data in which the ultimate information desired is stored.



31.. The substrate of claim30 wherein each cell conprises a re%ggm p@
array of plural regions. 32. The substrate of claim31 wherein Cch Egion

i s associ at ed wiadewomie of said bits. ~0~ - 25 33. The suBsBUSW@S31xf claim
23 wherein the pattern conprises a steganographic calibration pattern,
permtting the orientation of said substrate to be determ ned by said
conputer analysis of visible light scan data. 34. The substrate of claim23
wherein the pattern conprises plural intgr-woven lines. 35. The substrate

of claim 34 wherein the |lines have wi dths of between 30 and 100 m crons.

36. The substrate of claim 23 wherein the pattern is designed to produce a

particul ar patternghRxadpit, ms}atrpéam,m%,ioﬂ nee@rfot endods cSrHMdB@aTer%fﬂifomﬁtlioﬂi m 23
wherein said atternlglves e a.co e substrate

of claim 23 Whglghéraﬁspo owacr ln%tetafthe encosdedd can Cri‘dYDde e.ly d%ad( Fasoclal securﬁl number)g9 The
substrate of ciieatvfm@:varm@vrrecprﬁ mgaqntﬂtesaéﬁbtsew wth*smerelrhr?édatmﬂ@mwﬁémasepﬁat is
| am nated to SﬁhdmSHE&L¥@&ﬁmpé@mmﬁm@&ﬁﬁﬁﬁﬁﬁs@ﬁ@ﬁn&@%ﬁﬁdsmﬂnhm@1$ubStrate of

claim23. 41. A Cherglfecidggmrko @ﬁ%im SusOlfe cogbe%}m@éeé éézimﬂg%

i dentification docunent ftorne strate

CAF[. A Ah. Al | forgpeivas TAj§ F".")L?Pi%'&.‘natffﬁy_?eﬂ?fm‘—d. BR2 SRS A LA

JAL?CA T DA N AAS?. AendaiRardWdl kngwa), sy a @tailed description is not provided here. Suffice it to say that
scanners conventionally employ a line of closely spaced photodetector cells that produce signals related
to the amount of the light reflected from successive swaths of the document. Most inexpensive consumer

10 scanners have a resolution of 300 dots per inch (dpi), or a center to center spacing of component

photodetectors of about 84 microns. Higher quality scanners of the sort found 1n most professional
imaging equipment and photocopiers have resolutions of 600 dpi (42 microns), 1200 dpi (21 microns), or
better.

Taking the example of a 300 dpi scanner (84 micron photodetector spacing), each 250 micron

15  region 12 on the security document will correspend to about a 3 x 3 array of photodetector samples.
Naturally, only in rare instances will a given region be physically registered with the scanner so that nine
photodetector samples capture the luminance in that region, and nothing else. More commonly, the
image is rotated with respect to the scanner photodetectors, or 1s longitudinally misaligned (i.e. some
photodetectors image sub-parts of two adjoining regions). However, since the scanner oversamples the

20  regions, the luminance of each region can unambiguously be determined.

In one embodiment, the scanned data from the document is collected in a two dimensional array
of data and processed to detect the embedded calibration information. The scanncr data is then processed
to effect a virtual re-registration of the document image. A software program next analyzes the statistics
of the re-registered data (using the techniques disclosed in my prior writings) to extract the bits of the

25  embedded data.

(Again, the reference to my earlier watermark decoding techniques is exemplary only. Once
scanning begins and the data is available in sampled form, 1t is straightforward to apply any other
watermark decoding technique to extract a correspondingly-cncoded watermark. Some of these other
techniques employ domain transformations (e.g. to wavelet, DCT, or Fourier domains, as part of the

30 decoding process).)

In a variant embodiment, the scanned data is not assembled in a complete array prior to

processing. Instead, it is processed in real-time, as it is generated, in order to detect embedded watermark

data without delay. (Depending on the parameters of the scanner, it may be necessary to scan a half-inch
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&1OUKKE ( ) - Yy ﬂl{apc{ﬁo&'eré w)mh diaBout capabilities are known in the art (e.g. patent 5,305,199) and are readily
adapted to this purpose. The remote service can be an independent service, or can be a government
agency.

Yet another option is to permit the copying, but to insert forensic tracer data in the resultant

15 copy. This tracer data can take various forms. Steganographically encoded binary data is one example.
An example is shown in patent 5,568,268. The tracer data can memorialize the serial number of the
machine that made the copy and/or the date and time the copy was made To address privacy concerns,
such tracer data is not normally inserted in all photocopied output, but is inserted only when the subject
being photocopied is detected as being a security document. (An example of such an arrangement is

20 shown in Fig. 12.)

Desirably, the scan data is analyzed on a line-by-line basis in order to identify illicit
photocopying with a minimum of delay. If a security document is scanned, one or more lines of scanner
output data may be provided to the photocopier’s reprographic unit before the recognition decision has
been made. In this case the photocopy will have two regions: a first region that is not tracer-marked, and

25  asecond, subsequent region 1 which the tracer data has been inserted.

Photocopiers with other means to detect not-to-be-copied documents are known in the art, and
employ various response strategies. Examples are detailed in U.S, Patents 5,583,614, 4,723,149,
5,633,952, 5,640,467, and 5,424,807.

Another hardware device that can employ the foregoing principles is a standalone scanner. A

30  programmed processor (or dedicated hardware) inside the scanner analyzes the data being generated by
the device, and responds accordingly.

Yet another hardware device that can employ the foregoing principles is a printer. A processor
nside the device analyzes graphical image data to be printed, looking for watermarks associated with

security documents.
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For both the scanner and printer devices, response strategies can include disabling operation, or
inserting tracer information. (Such devices typically do not have dial-out capabilities.)

Again, it is desirable to process the scanner or printer data as it becomes available, so as to
detect any security document processing with a minimum of delay. Again, there will be some lag time

5 before a detection decision is made. Accordingly, the scanner or printer output will be comprised of two
parts, one without the tracer data, and another with the tracer data,

Many security documents already include visible structures that can be used as aids in banknote
detection (e.g. the seal of the issuer and various geometrical markings). In accordance with a further
aspect of the present invention, a security document is analyzed by an integrated system that considers

10 both the visible structures and watermark-embedded data.

Visible security document structures can be sensed using known pattern recognition techniques.
Examples of such techniques are disclosed in U.S. Patents 5,321,773, 5,390,259, 5,533,144, 5,539,841,
5,583,614, 5,633,952, 4,723,149, 5,692,073, and 5,424,807 and laid-open foreign applications EP
649,114 and EP 766,449.

15 In photocopiers (and the like) equipped to detect both visible structures and watermarks from
security documents, the detection of either can cause one or more of the above-noted responses to be
initiated (Fig. 12).

Again, scanners and printers can be equipped with a similar capability — analyzing the data for
either of these security document halimarks. If either is detected, the software (or hardware) responds

20  accordingly.

Identification of security documents by watermark data provides an important advantage over
recognition by visible structures -- it cannot so easily be defeated. A security document can be doctored
(e g. by white-out, scissors, or less crude techniques) to remove/obliterate the visible structures Such a
document can then be freely copied on either a visible structure-sensing photocopier or scanner/printer

25  installation. The removed visible structure can then be added back in via a second printing/photocopying
operation. If the printer is not equipped with security document-disabling capabilities, image-editing
tools can be used to insert visible structures back into image data sets scanned from such doctored
documents, and the complete document can then be freely printed. By additionally including embedded
watermark data in the security document, and sensing same, such ruses will not succeed.

30 (A similar ruse 1s to scan a security document image on a non-security document-sensing
scannet. The resulting image set can then be edited by conventional image editing tools to
remove/obliterate the visible structures. Such a data set can then be printed — even on a
printer/photocopier that examines such data for the presence of visible structures. Again, the missing

visible structures can be inserted by a subsequent printing/photocopying operation.)
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wnh the scanner, mampulatmg pixel data sets for pattem recognition and watermark extraction,
electronically re-registering the image to facilitate pattern recognition/watermark extraction, issuing
5 control signals (e.g. disabling) signals to the photocopier/scanner, etc.

While the foregoing apparatuses are particularly concerned with counterfeit deterrence, the
embedded markings can also serve other functions. Examples include banknote processing machines that
perform denomination sorting, counterfeit detection, and circulation analysis functions. (I e., banknotes
with certain markings may be distributed through known sources, and their circulation/distribution can

10 subsequently be monitored to assist in macro-economic analyses.)

From the foregoing, it will be recognized that various embodiments according to the present
invention provide techniques for embedding muiti-bit binary data in secunity documents, and provide for
the reliable extraction of such data even in the presence of various forms of corruption (e.g. scale and
rotation)

15 Having described and 1llustrated the principles of my invention with reference to several
illustrative embodiments, it will be recognized that these embodiments are exemplary only and should
not be taken as limiting the scope of my invention. Guided by the foregoing teachings, it should be
apparent that other watermarking, decoding, and anti-counterfeiting technologies can be substituted for,
and/or combined with, the elements detailed above to yield advantageous effects. Other features

20  disclosed in my earlier applications can similarly be employed in embodiments of the technology detailed
herein. (Thus, I have not here belabored application of each of the techniques disclosed in my earlier
applications -- e g. use of neural networks for watermark detectors -- to the present subject matter since
same is fairly taught by reading the present disclosure in the context of my earlier work.)

. While the technology has been described with reference to embodiments employing regular

25  rectangular arrays of cells, those skilled in the art will recognize that other arrays -- neither rectangular
nor regular -- can alternatively be used.

While the embodiments have described the calibration patterns as adjuncts to digital watermarks
-- facilitating their detection, such patterns have utility apart from digital watermarks. One example 1s 1n
re-registering scanned security document image data to facilitate detection of visible structures (e.g.

30 detection of the printed seal of the issuer, using known pattern recognition techniques). Indeed, the use
of such calibration pattemns to register both watermark and visible structure image data for recognition is
an important economy that can be gained by integration a visible structure detector and a watermark

detector into a single system.
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Several patents and patent publications were noted above. The artisan is presumed to be
familiar with the technologies described theremn, and to be capable of integrating same with the elements
particularly detailed in this disclosure. To the extent possible, the disclosures of those documents is
incorporated herein by reference.

10 In view of the many possible embodiments to which the principles of the above-described
technology may be put, it should be recognized that the detailed embodiments are iliustrative only and

should not be taken as limiting the scope of my invention. Rather, I claim as my invention ali such

embodiments as may come within the scope and spirit of the following claims and equivalents thereto.
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apparent to a human viewer of the document, yet can be detected from

visible light scan data corresponding to said document.

2, The document of claim 1 in which the calibration pattern has a
known Fourier-Mellin transform facilitating decoding of the digital

watermark from scan data corresponding to said document.
3. A negotiable financial instrument in accordance with claim 1.
4. A passport in accordance with claim 1.

5. The document of claim 1 in which the calibration pattern has a

weave-like appearance if scrutinized under magnification.

6. The document of claim 1 in which the calibration pattern extends

across most of the security document.

7. The document of claim 1 in which at least one of the digital
watermark and calibration pattern are realized Dby texturing of the

document surface, and not printing.

8. The document of claim 1 in which both the digital watermark and the
calibration pattern are realized by texturing of the document surface,

and not printing.

9. The document of claim 1 in which each one square millimeter zone of

the calibration pattern has an 8-bit grey-scale value within twenty
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11. The document of claim 1 in which the calibration pattern comprises
a tiled pattern, each tile including a line following an apparently

random route.

12. The document of claim 1 in which at least one of the digital
watermark and calibration pattern is realized, at least in part, by

texturing of the substrate surface.

13. The document of claim 1 in which the calibration pattern 1is
integrated with the watermark pattern, and is likewise not apparent to

a human viewer of the document.

14. A substrate on which a security document 1s to be printed,
comprising a plurality of features thereon which, when imaged by a

visible 1light sensor, produce image data, characterized in that:

(a) the appearance of said features, when contrasted with the
remainder of the substrate surface, is selected so as to Dbe

substantially indistinguishable by eye;

(b) the appearance of said features 1is selected to be identifiable
upon computer analysis of said image data, so that the substrate can

be computer-recognized as being a security document; and

(c) said features are repeated at intervals over at least some of the

surface area of the substrate.
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eated in a regular two-dimensional pattern.

16. The substrate of c¢laim 14 wherein said features define an
identification pattern by which skew in the image data can be

discerned.

17. The substrate of claim 14 wherein said features comprise 1ink

applied to the substrate.

18. The substrate of claim 17 wherein said ink serves to give a tint

to the substrate.

19. The substrate of claim 14 wherein said features comprise texturing

of the substrate surface.
20, A security document printed on the substrate of claim 14.

21. In a security document having formed thereon a visible structure,
apparent to the eye, that identifies the document as a security
document, said visible structure aiding in machine identification of
the document from visible light scan data, so that equipment used in
document reproduction can recognize that the document 1is a security
document and change its operation accordingly, an improvement wherein
the document further comprises other features that are detectable from
said visible light scan data and yet are not apparent to the eye, said
further features enabling recognition of the document as a security
document, so 1t can be treated accordingly by equipment used in

document reproduction.

22. The document of claim 21 wherein said other features are
distributed across sald security document, wherein alteration of said

document to obscure the visible structure does not defeat detection of
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corresponding to said substrate.
24. A banknote formed on the substrate of claim 23,

25. The banknote of claim 24 wherein said N-bit data represents the

banknote's denomination.

26. The banknote of claim 24 wherein said N-bit data represents

location information.

27. The banknote of claim 24 wherein said N-bit data represents date

information.
28. The substrate of claim 23 wherein the pattern is formed by ink.

29. The substrate of claim 23 wherein the pattern 1is formed by

texture.

30. The substrate of claim 23 wherein the pattern comprises plural

cells, each representing all N-bits.

31. The substrate of claim 30 wherein each cell comprises a

rectangular array of plural regions.

32. The substrate of claim 31 wherein each region is associated with

one of said bits.
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33. The substrate of <claim 23 wherein the pattern comprises a
steganographic calibration pattern, permitting the orientation of said
substrate to be determined by said computer analysis of visible light

scan data.

34. The substrate of claim 23 wherein the pattern comprises plural

inter-woven lines.

35. The substrate of claim 34 wherein the lines have widths of between

30 and 100 microns.

36. The substrate of claim 23 wherein the pattern is designed to

produce a particular pattern in a transform domain.

37. The substrate of claim 23 wherein said pattern gives the substrate

a colored tint.

38. The substrate of claim 23 wherein said pattern 1s formed by

intaglio printing.

39. The substrate of claim 23 wherein said pattern is formed on a

layer that is laminated to said substrate.
40. A passport page formed on the substrate of claim 23.
41. A check formed on the substrate of claim 23.

42, An identification document formed on the substrate of claim 23.



