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WD 2007/ 131190 PCT/ US2007/ 068281 GROUP BASED COWVPLETE
AND | NCREMENTAL. COWPUTER FI LE BACKUP SYSTEM PROCESS
WOND7APRFRATUS FI ELD OF | NVENTI ON 5 The pr eseneCT/US2007/068281

i nvention rel ates generally to conputer data rights

d_dat dent it Mo fi I
RAS hBSH EOMmtnD ERRMLITAL e ABhEs Do crur
as it applies s&f@TﬁM'ﬁRﬁ%ﬁ%grﬁﬁqn%@mﬁ&m@ata backup,
and conputers in genera CKGROUND Mbdern soci ety

relies heavily on conputers and conputer networks

(conput er systens) { tly the Internet,

as it is essentialIg&gLﬁgﬁxﬁ&ggggﬂﬁgr system Managi ng
W r&@ﬁﬁﬁ{}‘elﬁlron%lhieg el28ly to@BinPutep dda Phis Hldata ifiédtRy. More
'S extrene y difficult, résource intensive and

specificalliys the giresent mmmmaumm@lcuhietqomwa‘ayg dita geaageraeirt e iftapplies to
enment at i, gn na nent and file :
file sys i EPmpat 1R vakr o R R AR " s e

concessi ons and conpr ophsgGhevaIbeen nade across the
conputing field. 15 Ri ghts managenent, in accordance
Wledern Recigiy irelies deavily an wrm%@ﬁ w}d %ﬁi@lt@ﬁleﬁw‘ﬁf@ﬁ (gpygruter systems)

and sulgsr%glrl]%g F#Jg%{rgétb%@fﬁeers?é Lan Qédng@.g%gsygt@gl 'l\?cial?atgm% \ghat

an i ndi asi's
per son(b@ entty hhorights kes pasisolat ﬁlead emdnlnalyi' difficuls eesoumehigtensive and
onpared bit far bit or through the use of me
criticalgp GeRtamiAg the RHBH Y 9pr i(di6ien m@a@l‘fwaslﬁ)é sehtsaaagoment and
r
file 1de§1’t1§ﬁﬂ§§)ﬂ aﬁea S(ﬁngfficsegll% g{aali?}agéb:%c%ssfe@)g ?ﬁd @ﬁﬁo&?&? fl’i‘éwé"ygén made
across Hiel @npanpgfieklon is 20 typically done in a manua

S ramaaraan sormigeeneuialRp iRt (P AT paer

‘basis. Aluk& 1@@9116%1@%@%11&169{% aikd s'gf; 1t%1§1ﬂ§01@91%d@@@1@£ of bfoRp basis. It

and verifiées that the checksums match. Traditionally,
is compwpdonfiles espeiesd ofitht @abbgswt@bmmm&atdwb@ frhit ergbtpugh the use of

some %iﬁ%lp%%lrﬁlg?%%ﬁﬁffg% H)é: Irdg gngzgud% &C1C- gggfggggt%{% 2912 i8¢ gheck and -
a more 3Bk Iﬁ*idil\{ﬁétho@ﬁﬁk%ﬂﬁl@ﬂfyédl}ﬂbﬁﬁi foelayge® milésamﬂég:oﬁfparlson is
initial imge or fu backup of the entire contents

typicaldy denegnapuareipl prpeess an lagge ﬁ@wmlﬁadq ah lqulggé]é%wgpldfhﬂ sppphed with an

md5 cl&ecﬁ%l’ﬁﬁ) STgGHXS - G5W 1foah{]th¥ ?{l)é/ alkd 1%59?16 {:ﬁgg S‘?gg?y @ﬁﬂh@ g_iownloaded file and

verifieV &fak Qié&hé@@hfmls auech. Traditivedlyc Bd’pgrﬁd"lﬁ)pﬁeszﬁ fiés ebao:rkamnaned for each
t hat exclude parts of the file system and/or do not

uset. copy data already backed up. One technique for

rﬁﬁ%‘ﬁ?gﬁé&ﬁg 11?& o BQ@C&Q}?A&@% a{ré &‘P r?dydxel%%@% ﬁie Scess of

rea finol ogy utilizes
compm‘fr(ba'o']alpasl\/B)sCle&kkls tmhmhmgelgn dnl’taltm g en na’nﬂ imdes pgfu&ﬁtlmpkup of the
to deteymine if a file is alrt ositor

entire E?ﬂﬂ?l}ﬁ/? @cqlwt@rs&/stgrzl t % n& 1m égr hgquﬁ RHABT ult in very
large lﬁﬁ:’ﬁ g%rbteﬁl% & ORe HirfHee DR hadiip pfrd)de§se§5 ThE@rae ddr Rm@?é&l/mlques

conbi nations of data o he sane size that
for redMCinlg tiyesiee of mckines tlaarﬁackclﬂ@ p@‘ZS @fahaﬁlewstemxd/ oreinggcopy data

a5 RSB0 0 SRS BBy copy e
do not already exist. This technology utilizes crc-32 as a checksum along with file name
designators to determine if a file is already in the repository. Employing the cre-32 technique
does not reasonably guarantee the uniqueness of the file as there are many possible
combinations of data of the same size that will generate the same crc-32 data. Moreover, using

the crc-32 technique has an inherent file rights problem and file identity problem. If duplicate
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WD 2007/ 131190 PCT/ US2007/068281 files are not backed
up, the backup space is essentially a shared system

waeaoh/1shdpE shared system one nust deterni ne whiTS2007/068281
files each backup client has rights to. Amother such
inefficiency is in the process_of configurat]

files arprapidiekrshitp, ﬂ@d?ﬁck'@m"l’&?? Bressertinky Aated $tank e%%@@%awd system
one m Ldé@ﬂ‘ﬁr% Q/gwhgﬁ tch@ﬁ’t 135 rignS pgTPUt €r  system
'S process apturlng and restoring
datvfliey vt iin@ﬁﬁcmtg is 163(1)1!&3c prgcesabt cxmf@ataslorrwyamgmnaltn Configuration

file, structures and. confi ation i.nformation
managggBet e SRRt & MOPgiREAbeCRUIRIAIOR &1 R SRTPREDT RLET o process
fl i lobei Yt B Bets ] RSt
1ncludé§ aﬁ?ng% Hl{l(?tegtogpgtcbe 1g§¥§tt ks ESO h_,g)&l alrggﬂ;ﬁlglg 'sf%ﬁ‘ giéy cbBir fMle
structums |aqdl emﬁ“glra:tfonfmfmaum a$ gl masdrgts @smsla@rcenﬁgmu@t mformation

dl e ant ta.
or mangERGe i 151o0n G B rorekUen B P LY 8 By Bhdadgtmee e
unlqueﬁéss folp ﬁle%omhﬁéhﬂaﬁon Qs gk ORpRG Mehdids| g Selbimt dahe Ml
ssured to be unique. The |ist of inefficiencies with .
conﬁgueﬂwuﬁ@¢W§tbﬁ@g@ﬂﬁnhwag@ﬁ@ﬁ@wS@ﬁ@ﬁ&ﬁﬁﬁmﬂaéﬁﬁbwg9§ﬂ@ﬁﬁnmkmﬂy
al most__i nd ni For exanple, a
Ofmang'glﬁﬁlfn?se[g AR arsﬁure(f{ |bnee‘%’$($ Ci ency exi 2{3 s in the

PriRARS sf DEffRMGRcles il R dt(ﬁdg&ﬁmamme asdl dma@eckup systems
techni ques as well|l as applicatjion data stor

contim@oNARY indsdiptieldi HeT sxample, s gmlicn] %Pufafofﬂl lé%‘/e‘?ffsts in the
procesg of’ e?rl%l ?ﬁgragé ah® oﬁgp%%&?%@st&?%? te%ﬁﬁlgﬁéseﬁtwéﬁgs%?hcﬁﬁq data

managi ng eri and f
mmagedentlty In accordance with at |east one enbodi nent
of the present invention AE' for determning a
reasonabl y unlque credeﬁ?ﬁgg? provi ded. The net hod

ng&% %l?/ éd'ﬂ 9f the%@es%ﬁtqg{féﬁtlﬂﬁ i#tof frodible b MYEP eFT¥ent method
(0] oni c aStore on a first renote Storage

and systemi fammanagieg ﬁlea filb@ighisy mtd ﬁ’lln\v@mtlar y conprises at

| east qne desc t he at | east
dB gD BT LB PsEr PRy e gt & method for
detemgﬁﬁ hirPsBhably 881906 bRHGHiaMstploAd &R CHRnAYE Byl lyodomprising:
tronic data stored on a backup data storage

medenumg a fibtanegntony od ek:etr@ng dptaseneberya fst traele stongge medium,

~_data.c rises electro from.a plurality of 25
Where]éltatﬁ? gﬁ"g nﬁ'gaﬁ%’)@ﬁ%}n&}?rﬁe@r en%S g fgéo?nestc {1@@ irst renote
St R g R4 tUSAst St @ISERifONGS thd fitst aw%mroB}t td‘iaElSSi foif désariptors
fron1the at | east one descriptor of the firs

assocwtﬁd/ afithgrspeonsl ipeerndenyi odlelogtrpmic éh@ét%e%%%hadw@éj@ﬁ $hprage medium,
wherem g (flaﬁd ﬂv%htio%{ ofjqu'& aanct c?artasc %%E Qlteﬁﬁjorﬁ% A Plurahty of

rep ort tot rst reno
storagstriwﬁm dtﬁéﬂenﬂfrbﬂnahe ﬁfseﬁeﬁmmstomgatrwdam,om ated with

Lgéﬁaigﬁ%gttlaa%g@g?@%&&%&rf{éﬁ% }aglsart Eesaé'(vlms ;q%réﬁ:erﬂator oS first inventory
substanﬁglﬁpllhﬁt%ﬂésca fn‘rﬁi d&@M t%PfrBﬁStHQHQ of ‘éleé%lnﬁﬁaﬁ Qé@b@iaﬂceﬂ h@8h the second

ns of ectron c files, chunks of data, data
mventst}r,uncﬂures, nmet adata, or any other piece of electronic

ata.. 2 . . . .

reporting to the first remote storage medium that electronic data associated with the first
descriptor is already stored in the backup data storage medium.

As used herein, “electronic data” may correspond to electronic files, portions of

electronic files, chunks of data, data structures, metadata, or any other piece of electronic data.
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WO 2007/ 131190 PCT/ US2007/ 068281 A descriptor may be
a conbination of file netadata (e.g., file storage

wo omati3aam and ot her bi bl i ographic informati on PCT/US2007/068281
pertaining to the file) and cryptographic S|gnature or

signatures. The wuse of a t
&&emat@mnay BE P aEPRAaD of ? ﬁ%ﬁété a4 {4 %SP llestasaeedogitisg and other
blbhogﬂtphr&qgforﬁgﬁfon g‘d @k IﬁX aﬁ@ @Hg@(@ m;gﬁé § IZQ&IGQQ signatures. The

nor e ﬁan on Th| SSI

use of avl¢shaptor,5n ant uabd)@mmnoallmm@nmlt&uda d)feﬁlaand) v Sttdimdlt\mthout any
e files biit fo

substarg e e e a%qraﬂlaegﬁ%Aﬁag o B mags e o ighout

actuallj( Bro@'lcﬁﬂgc'{h%'ﬁlé had WRB@’M'CQ ?ﬂh@ rﬁ'lésedi?for bitURGlata®RR! dnbiYor other
one enbodi nent, a hi g er evel functionali ty is

softwargspdlition gae rrmaa;gz the dessrigtoss ineystencibpt prgvides bigherlevel

o R REER S TSS9
exact c&pies 8flothbd @18s hikd he¥E0E BdtoleaGRTIBenDhgéNentGRaEs @Rtbe overcome.

[imtations 10 in nmenor storage, and network
Reducmgélmmcwt oﬁmtm@nﬂaw&iv filgs 15t1ﬁ7@05ﬁ1§§?@ﬁ%usp Y Bstcogianddimitations

is capable of determining a
in nlf:l'l’}()é)‘gf SEOI‘Q%&F gncﬁj 1‘1§t¥\/%h? é{é’lg‘?%s tor. The deternined
desgdr I@Elﬁfct Uﬁ&ie b&s&atﬁﬁﬁﬂﬁhlﬁtﬂ Onethbd ahd bgtanetiadatapaie of

t ogr aphi c si t t
determyidio h & AEPHARN m%e”aes%.ﬁém"é e s dlsporgon IRy be b eombination of

file mega%ﬁﬁlrajl L 9%) 0 e sor %Q%thfaéﬁ(g% 5% Eﬁtre & e URE Sf?lcdlﬁte%%odlment

r sequently t processor
enablehaﬁostshﬁor ofyht dewwriptve td autberdicate thadt tluehlﬁepaxsoessd rw1thrthy processor

O G N R A

descrlgg&t ﬂd@oﬂ@n%eh Wabsdebs hasild. I18REsh &fbGiRBAt ’clfé%@d’eﬁdrhsﬁenabled to
ecause determ ning the descriptor for a file,

determiviet thaiut hesweghtplosspstiua filh becfamaedetfvrgmemg ﬁlefr@flsyrlptm for a file,

B e A S R E—
outmés%é 7R t& @ff?é@flte afe db@ipsesent invention provides for
he use o gtographlc routines or algorjithms. The
CA)fmthyg rdgmqt ef the gmsqntt e nEPRPIYisISE ertthapseyofppynio graphic routines or
algOI'ltBl&luI 'l"l%euclrt ttoglt gfnlg Jtlgéggre Eﬂ&s‘tz{'%l\a}lﬁ gr%ﬁéggsffi?gp%eo@%ﬁ Eﬁm entity

trying &Eﬁl’éﬁt tha mduﬁﬂee(“mmg)edoes ot lese accaneeboth the satret aabthe message
some enbodi nents of the pres I nvention, an att

In accqABACHEVE 1§35! SR SRR §?Wﬁl{’é"’§e’tﬁﬂ§"%ﬂﬁ’t‘)ﬁeﬁt fitasffres access to
nelthelgfﬂ# l’nectﬁ% b Xutﬁ%?tﬁﬁﬁm% Qfﬁfeb @efiﬁ@éﬂr@ s 13%%'1 {L¥d ¥Ry dould

0 guess t ata as we as the
have t& g@ﬂaﬂwfele aetalagnatwiel bss, thasigaghretdn atgnamrﬁxa teesmelhajz is extremely

diffienyiF et TG &0 Socgalioh o8 fare when gl SBnadids are used

to 1deﬂ&ﬂ§ Qtﬂlé Yon@ nidih & ng gﬁmeﬁﬁfn Q41 Qéscﬁﬁﬁ% @Bhlﬁ@be\(@ls!a?’c with an actual
torS woul eto tart wt an act ual ||e, |n

file, 1mmh1cln cmsadal thatlwdadidbe Wh@llﬁiﬁddl}’dbmqtﬂ@h@@ tw widd be given access

er .is they woul d be glven access to a file they
toaﬁ%ﬁﬁ@’ Vmﬂﬁgﬁ 30 The term "automatic" and vari ations

t 1p¢ Reh “a@d®niaiedaliEvRiaflond tBERHS ad Gsedérddi, G6RES0@NY process or
operati on done w t hout mat eri al human i nput when the

Operaqurruix@s smdxoubmeteatal lyndnsinpdrfiian teeiprocess we PBeratien j§mseiagaed.
HOWCY‘H‘ B Bfo[g%sté Sog %8(?31%{18% g y ﬁ%}xétfc e%%g li]f efrfoplﬁﬁlﬁc%r Whet Iﬁrg«r?éss or

| on uses
operaﬁiﬁ{ @t Bhm®H inpitadiiRiHeanateriaL e ivenatéred] Q’reeelpﬁ fedoreareciormdnce of the
t he

3
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3 WD 2007/131190 PCT/ US2007/ 068281 process or

operation. Human input is deened to be material if
wao@/1sriput i nfl uences how the process or 0opePEr/UBIV07/068281

will be perfornmed. Human input that consents to the

erformance of th
process G apBToARL RiMHR EPuHHIGBIRE0 DHERETH] Hsuch 1Pyl DpEiEs Tow the

procesﬁ&%&e&ﬁgﬂ Wit be ggffgu &y | 1ﬁ£ﬂﬁgﬁtﬁﬁ£t%flsen?ssto YgEFerRrmance of the
ereln, are us terc angeabl'y and 1 nclude any type
process:lcﬁr dpetdniod id mg)deelpecbmd%“mmdi’érrat ical operation or

chni qye. The fer

dul sgd erein refers to
5§ RHOWC SIS o FABWOR! dpodedamtinared g ppn gt dstued
herein, fatd hitercBhddehibiGiadl indhdR! oy} gﬁié‘}ﬁ’nﬁth@&ﬂo tdeessOfmathematical
lrem_co ination o gr dwar e andysoftmare thé?ogs te:apab1emal
opmaﬁoﬁop@pmuqmang the functionality aSSOCIated Mﬁth t hat

telglr%g‘%%g?m@éﬂgq, Vmslf/h E‘F}tﬁgloﬁ ﬂﬁlﬁq Ona\{l(;/rf(%nlo\%ﬁ X a&el criloB&fjhell Bware,
softwafed PR &hRY %%ﬁ@lntelh?ﬁic&l filga) logﬁ:p@Cdo‘inlﬁﬁatIdﬁQ)f ihartevie oM software

can be separat el ai mred. These and ot her advant ages
that is gdpiableted paléplam@atchefﬁlaeﬁqnabtyaswnaé%\véh frat elgment. Also,"while the
{1.on
1nvent18%s scr:rrgl%]et(ds h ter g)tg%#g}ﬁ}gl xgpf{ngﬂndghrgg g? ﬁgﬁ%\éer g%&p clpa%jd that

individuar aspsiausthe \ilﬁ/enﬁsn \Mri Be deparatepy dainaided, ot her
enbodi nents of the invention are

uthess aidhefheradyariagrs Wil begpprRR from I “%41%01%%“%@%6 grveptin(s)

contauge%q}e%f SH?%@JJ& é%%r%?é%lb%ﬁ:ur_%aﬁ%ﬁQ%H@auggta@% h?ltshela complete

nor exhdwstike. dhayilabe ggpecitedptler cotmdimentst Qf(ﬂ’.qe By sntem drg possible
accordance wi.th certain t he ﬁres

utilizing, gloR¢ P cogémpqtlé)n ongQr ngloergggﬂ{gqga}r}grﬁﬁ 3%faxélbfz qveﬁ)él?igscrlbed n

damlﬁ& ni cati on device in accordance with certain

odi ments of the present invention 3is a
Ioglcal repréﬁéﬁfdﬂﬁﬁﬁiﬁﬂT@NHQFngiDBéﬂMﬂ@3§nployed in

%OL%@O Ocﬁlaglagleﬁﬁeiﬁ?%lﬁg él)?:ghﬁl?l?unl a? o s telﬁ h]? %’ WoFBRBE with certain
embodi'ltnbﬂlt's setheiplesdpciaveange Wi th certain errbodl nrent s of 25

gresent invention; Fig. 5 is a group-based backup
Biga2 st bletluflieganplepyaiagiarroruaiy eing device i aspidanss with certain

embocglﬁxglrltts o?ﬁﬁtﬁ%s%gt L& Rpesent invention; Fig. 6 is a flow

I'ng aspects of a backup routine in
aEig0s @eﬁd’ﬂb@m‘ﬁd iebre@ﬁftﬁtm1mf aghibodiuoeme smploytdan geceslente with certain
invention; and 30 Fig. 7 is a flow chart depicting
enmo@ﬁﬁ@@@§ﬂ@ﬂﬂﬁmpb@F@F@nrout|ne in accordance with

CRfol Bidun SERPHN FBNES cHftof NRiRE BS £RbrdaRYERIth @Brtaift embodiments of
the present invention;
Fig. 5 is a group-based backup data structure employed in accordance with certain
embodiments of the present invention;
Fig. 6 is a flow chart depicting aspects of a backup routine in accordance with certain
embodiments of the present invention; and
Fig. 7 is a flow chart depicting aspects of a restore routine in accordance with certain

embodiments of the present invention.
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WO 2007/ 131190 PCT/ US2007/ 068281 DETAI LED DESCRI PTI ON
The invention will be illustrated below in conjunction

wowdo/1zmoexenpl ary data storage and backup syBCEDS2007/068281
Al t hough well suited for use with, e.g., a system

using a server(s) and/ da the invention
is not limted to Qgg"ﬁ}r?ﬁ %%?E@%&é&l ar type of
GRETRLGEE [AMLS MR b&BWClB RbAAHE R VQlEh of exxshs data storage

elenents Those skilled in the art wll recognizé that
and badkie sgiten] ddtdugh weh rsmmpsﬂsbr nEyWwitle e, G’dSMSWHathg a server(s) and/or

databasfgfsgwﬁg lggfgfltlng{] 15 E}%P L}lgg@@ 9 1lls|e é\qgl\ggwﬁgrtgg}%z{@ﬂ?ee%ﬁé)mmumca(t)lon system
or conf} RNy Y8 lefiiRer®N ATHIRE RANad B thé Bit Svill Rac@BhAiz6 fhattHe! disclosed
so be descrlbed inrelation to comunications
techmqsxos magbe usefbid whe somandicatenenndicaidorcianvhiel Bag destrable to provide a
er, to 10 avoid unnecessarily

h
group'%%é%ﬁ?%ﬁk‘t%%y%epésent i nvention, the follow ng

q@&%&brﬁbla@nsy@tﬁrﬁssan‘d&héthdﬂémﬂm@Irfvldﬁdi(ur wH] alpebsvdeskribed in relation

conponents and devi ces that may be shown in bl ock
to comgjuaigpapRs Oftiarc Fodytes and@ﬁwtedoqmgp@n@:%twgrlw@@re However, to
avoid “?Pér c %agﬁgg%sc:gg{lg fﬂé r;ﬁlgs%ﬁtﬁlngérl g)?ipthg@a?dg@ﬁ dQé&ﬂ?EQﬁ'\%mltﬁ well-known
structutRdRstwbANebnii@nerts e dpries et ma‘y\mmmwn in block kuglain ﬁmn are well

appreci ated, however, that the present 15 invention
knownpenare ghsFuse FEBIANED variety of ways beyond the

tf
TG Pulpes S PlaRarh Al niAbiolh R e oo JUB IERTEL @ prsig F horoueh

uuderstaadmgws?thmmmnmvtmcmf It fiwublist pprecoittd bavedr, ﬁhtat thg pragent

be appreci at that t he varlous

mvent]é)i}é]{x e&gﬁctgg rb%gziréeay 8{ Waysd ktegﬂle n.’r)sgﬁl:’]%ﬁ% §¢6c?1fls set ‘f:"oﬂh herein.
i3t eI TR kmp BHESN RS Re e MMifheaheRh sHSL e Krious
and/or the Internet, or within a dedicated secure,

componasgeofithe dysten/coHoetesk {it BbesApprasintedabatithg gariqus coppanents of the

systelnocéang%ﬁ%cfeaﬁ éigat %ﬁstt%llg gt(ﬁrtltolﬂs? of; e?m HE@ g d%leRI’OT hs%cﬁ %3 tl %mlﬁﬁ‘lﬂlca‘uon

netwok Hn@fop thcSRtes Rt V@I witldA Y ddéivateé séMuteh uﬁ&l‘cﬁ&ﬂanﬂ/ 08 tamrrﬂged system.

cag(?bl lities, or collocated on_a particular node a

Thus, diskawldl be prrTeHated ik theseamonantanl A awéan ﬁwalvwmabl@m? gto one or

n
more cfeg[glgg%&iaﬁ glse(??eq“w&g nrv 9% a\wfdlglrzlc?gfétzxg)‘%ﬁﬁ&{e?¥ ﬁgrafgé QéBaﬁahﬁms or

colloc&edphlt @tnrtmnhk nedd ofci dsteiputed hetmmuciem & ofldagwmdsy sigal
can be arranged at any | ocatjon

5
commgm Gk AR AAPPIFS e LT St YoV Gpinsiopoppdpr reasons
t
o o5y DA EM AL AR el Ve 314U BORROIRINEpcsin
withinpr distribesd netwsk ns&thoumfﬁanma?g the rmptﬂaﬁme of the Symlha F byexe@née the
or nore func&)@qnal por stem co
t

be
varloua ngli[lP?lmse(&n 133 gF serv&&tag%%// rlgﬂléf/LgFls pren"uses or some

comblﬁﬁ’tﬁﬁlcthategfd GRIAHYI GRIJr §ibrél @MicESnal PEFRINE bﬂﬂlels%téﬂniﬂo{lw be
to Fig. 1, a coniunication system 100 w | |

distribulesldreivbeed ai sar30, gatesaydanmiée agsackated cqr@agmcastmeievwe

< B g o £ B A0 eI GRL ibs degeribed n

accor 8B th GRleh QR oM DO Hinddde ofaRep@Eeniiiven@NTIIN cﬁ)aﬁmmﬂcatlon
devices 108, an enterprise server 112, a backup server

system 160 gensralldi qwppaishae RUPMERORIPRTBOr k1194, ongry maOTE sgpgFUgIcation
dev1cespl%l8 i tent%rpn]sggervénplflaa gg&kﬁp%r@’élagl% 1@51%@111%248{1ackup application 124

and a restore application 120, and a data storage area 128.
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5 WO 2007/ 131190 PCT/ US2007/ 068281 The conmuni cati on
network 104 nmay conprise any type of information
wWa e@nspiasd at i on nedi um and may use any type of PCT/US2007/068281
protocols to transport nessages between endpoints. The
\?& mmuni cati on network 104 may i.ncl ude Wl‘f{alﬁgq and/ or ,
ine SPREWNLEAN APk JAT may AABPEY: BY. YPEERMrEetig) rppigortation
mediuf QHAHIAY G3L bl%ntgﬂgt) obocd 4o AR PedEne b el Bt deh Eh i A@N The
a standard Pl ain d 5 Tel ephone System (POTS), an
communitagign atehriSéd4 ineg sndbidgi wiadd duelf avorikel¢ss SDNmuntdagioPtashingogies.

Exalxlp%ﬂ#%{]%%w%\%igﬁg)%%agﬁm% lfrmi\{%%h?mﬁ)&aat{%'gg Standard Plain Old
Telephbf¥ SYsi&h (P@mgk aNInteERRH Se¥RCesDighA kR oINISONgAhOPublic Switched
circuit-swtched network known in the art. In

TelephauriNetivwsnk (FITha Lvsalase detaersdLahas a Wide doraideivods (WAN), the
etwork 104 ne t AN .0 a n K. .
Internef, )?Bg,%n% Héxelr F’@F ;%gggc%g§gglégllgg1 rgr)‘%) Eg%l}éﬁs%?%gd %atﬁboglgﬁdé\?\gg in the art. In
additiofl] it t&1 BdppResimed kst e do@imuhatiet wetworkt YPeseed Hoebe limited to any
conmuni catj on devices 108 may be packet-sw tched
one nefyk Srpecindinpteadipy bneematedodn number ofdiffereyt nelygrgsagd/or
s, | P phones, Personal Digital Assistants or
neuwnggﬁgs'Personal Conputers or PCs, | aptops,
pEeketminasediohl.d8idesy 1 (Banapbopret ctasvd tahod fued/@enaiaug-switched and can
: uni ts, packet - sed vojce sagi and response
inetud o e Rt GRODFa PP L Lt eGP B S RS
Compéls WPPES, lalgtgﬁéf ?Q&l&e@ﬁﬂed%.g ] i@éqrﬁhcfn%l; 88b It BRNAR 8Rits, packet-
cel l'ular’ phohes, and the Iike. e enterprise server
based Vi@ mressagiogpnd swspensd edits ppdet-bassdégddonahamfuierdele gy
) o provide, services.to selected.client devices.(e.qg.,
adjuncliorARYAILSIE BBy FERe B O e bl RS endaR k1
gEReh&pscaRAR €52 FANTHRLES 4 SiticRRt MBERsdMRatindLE to provide
~ communi cation devices 108 connected w thin an _
servicagiie eqlpntedeicandevicast(pes cpmpwnigedomdposaitl 08F Brsrnsasprigsperver 112
generaﬁgrﬁngbl.}?]sec%gﬁn %rﬁéa'rt?%% Bgcg}reglg Pgﬁoﬂ_%gﬁ}l};%é%r{rl?aglgﬂ Zi%%}ﬁ%g; bOe8 connected
within@h eﬂtfegﬁrﬁ;s Shd QurtHEe giovites pb i becdmefeon for thel ensdrprikztto Gies
stored on an el ectronic data storage area, The term .
commurgggtiogpretvgirk 184, Jhe entgrprise sveidl d MPRYIoEINTse gRY type of processing

mediux#b&;.@faﬂqugmﬁgnh %ltljdgl‘?mﬁ st £ &I QE% ic&ty Stora arei'?. The term
evice W | er

h per manent storage capabilities, or ot
“switch’y e sefvet’edsasedrherainchbuldivs usgatteml swinchide aan egterpese server, a

. as well as other types.of propcessor:based . )
device JGHRRRATMEE! 319 ™eEs: FEF O iy PERECTd ot O S e Saih pumioations ygp switch

or servet, a8 well8BtHer SR BI Sroc¥QbCIHIBA Lorf@tMRASon MWRRoP 8EN&ESuch as
and the like),  conputers, adjuncts, etc. The backup
media seversi(i.d 1gndisscadaptveitemeil seryoisdech sdreerbaaiupe like), computers,
g facilities. The backup server 116 is characterized by
adjunc{$, &api ity to manage a file backup systemfor a group
ofhdisRkSp s@d&h 18fis adpicaio PRI QeI BEEGIpah EHti¥d, tThetABK &Y server
~nore communi cation devices 108. In accordance with 3
116 is charpeiprizedritydhe aeilitystogranapea piteelaskep syteanfarargrogmhef users, each of
.. backup server 116 i rovi j - Aar -
which SRR i Bat B BRI LA BRET R, 1y aoggpoe vio
certairf 1€bIdimEHP O the\PReseMMAVIItOA] the Badkeyise®sr LISis pr@viédd Wl a backup
t he backup server 116 or to the data storage 128. The
applicgéekld tagpille asarsfe b_gg]qugﬁ]ys fem their respective communication devices 108

to either the backup server 116 or to the data storage 128. The backup application 124 may be

available to only subscribing users or certain communication devices 108. Alternatively, non-
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avai |l abl e to only subscribing users or certain

comruni cati on devices 108. Alternatively, non 6 WO
wWQe®7/1339090 PCT/ US2007/ 068281 subscri bing  PCT/US2007/068281

user s/ communi cati on devices 108 may be permtted to

utilize the backup applicatio 124 to stare
SUbSCHH’@SélS‘?Fé/rcglinHH%“‘@Fm’g a?\ggqsr@ I%Pygb"rﬁ?ﬂlﬁi‘t?étt? gl I%Fe\?i‘F géd@@sﬂpphcaﬂon

124 to SBLebrR orr‘ﬁg@é Gersoh® Bﬁ&ﬁ a 188, d @rhhldi¥ati HIR Q08 RE Aremote
such as negla that resides on a comruni cation
storaged@@ifealityl @B ymnas racdiaishclr & thatediabthat reedes anescampiasation device

the dat 0 reside.el e for. n sage 5
108, had s Jhlire e Tt eclTPRAHGIS DR toraS S BE Wt e
scenanb@ Phd&30 RTHAE %ﬁéﬁ@%oﬁﬁy t&ebelfStokdiao %\é%ﬁﬁnulﬁéatlfoﬁ Ide\ice 1 @éf the event
the original nmedia. This process is called backup and
of failureef the erlgmhl whdips Tmmm@cresm chijed bagkugp ackieptoap piliideis isepported by

licatjon 1 res
e bac il afift | 2L DR ARG BdP0 FERRTRE et Rhyrerticaion
124 an@Bdstire hﬂﬂi&aﬂ@n 1 PemaRektid Sehy ﬁéckllﬂ»@e@éﬂl/l gheroRide@ndeh@Al support
support for the managenent of a group-based backup
for the gypgagamertnéa BetiRdiasetheRckes s Xskean. pT]'(lft up ard fafkgre prycess has two
p che 0

e B EP EBSErg PEbs leh FRAR 0 L ORK s o
commufgoation ddiBe 10'81€T1®Et bther ik 8 fl&b-f)dtéeé -bbcﬂﬁl@d Vasiakois may exist that

_Varlatlons |st t f|Ie based .and
combingy gl RatsAgad Dk Q&M&a Taaeerdaes i vHesEpRodiments
of the AfI B Gh, 2 %) E cﬁftﬁé'éagtlﬂ %@ansttllugﬂlwe 8n E‘dl)llmrﬁﬁ’iméu&fl device
e existing data structure &n a communi cation device
108 cail B8 backred e hatieddekyp apphcettime 1Bd@kd pulapcgllelndaumamndmdl and/or full

baclmpgggn Egg% QI u%ﬁ%ré&%&]&% nd/ E&B&ﬂlbﬂcagg% aevwg T08 may copy
only th‘é Qiﬁﬁucﬁét%ﬁ tiRdhol@¥h @ifit é&ﬁmﬁﬁﬁéat@&p&ew&nﬂ 08 sifee teatack fhhak
has changed on that conmuni cati on device 108 since the

incremestet backip. Bestoranen wareastiem indokdys! fiRsd0 epmpietmmedip reséoration.

é:if}fg] | ngsyéé!tlsdﬁ%cw{dggg g%lg rrgfg%\}\ldn%ﬁs %n_@ b %rés%%t I Veall%mg ngncally
group PARES By Vol@B ko wher®h §aluhie segE@Rtshaak epsreiihagohiticremental
sets, where a vol une set consists of an entire inm

backupsn fhsn ezcBriohag set beckyacRupEs aTNYIe BAEH a%wﬁ@%@fg changes.
t ! ,
Tradm%ﬁzﬁﬁru Rofe ‘53‘( &r}?fogﬁ% II,S lﬁaéé(gycggss?ﬁlﬂgﬁfl%n Zlﬁ?é et?&esplte the fact that
typ1ca1$}hlalbad)f alodso $iesrmid tdeptical vidlentiel Sigissedespt & Blajd’my batike files on each
t hat g% pically nost of these files are
¥

commyrgiion JAFIce 108 Theprkupatrve H&jiy Fhlfir@ct@fze'@% the Plzél;tyotﬂ actasa
managg n i @&EH @{o‘f@ég (g réle‘éﬁ&'u@ QathQ8d h{ e RBAHYR REFHRM0 116

I's characteriz e ab | ity to act as a nmnager
commuficaionidedexe ﬁo&mcﬁcrragm hEmel lethar arpiadictléer picsn of blastrothe data is

alreadj? ?{;Ifnlaz:dt r]ijtﬁ%p{ges Ong{){]‘ gf:x?lges&@g{gu% a@iﬁ,&n‘é(?ugfyi%ﬂgﬁt?@ eac(:)h file to the
backuﬁéé?@érrlq BiaGsud@b dnlyPonealop$ %da)(:tlfal@ ls@led %ﬁ t&ﬁf@ﬂéﬂixﬁ@eh en

devi ces 108 can eéach uniquely identify each le to
commueatiopatekisps $@F haste bmlﬁ‘ada@stm Sénlge obigl yThe lbéCIWWPhSaUOH 124
ic t

o LB SRS ARG R B s SOTLE R

netwolkdRhhifcdbdn®) 124 conbines the backups of al
comruni cati on devices 108 to dranatlcall¥ reduce )
sAcss:aag@ ferripluBosaieiswp providedhe perBResthalp Fitsgappniydpe retrieved by

someogg hawﬁg is@gt% tb Thelffle. pﬁ’%\éggﬁaﬁﬁ Thid 468G ﬁllg @%hﬁ‘ng dek Backup by

er e rreve
restricting access to the backup repository and various access rights. In accordance with
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sonmeone having rights to the file. Traditionally, this
is assured in the volune set backup by restricting
W@e@ess11v® t he backup repository and various aRCEES2007/068281
rights. In accordance with 7 WD 2007/131190
PCT/ US2007/ 068281 enbodi nents of th resen
embodiieps .t%fhpwmé reatigh elsHPTecRpiEolIg FENF agagss o files by
! ! Eleqhdstifg thetBRore) to
requir e MU L Aol e 1S, Sl dnctiB8ore
provide ths tfider@jnet mze pndwhiee sigeathid ditanle. Sl hzselnfmtlgmrsquéy known

ture of t hi s nfo tion

nterna T APy Steg R FR e RIS AP i Pty eepar L P St Brcingly
the bacgﬁﬁy ;Qiéﬁﬁéfn gengldatadre d@}ﬁﬁéﬁtl@[ﬂl 20 AR Esipredtivelyitotitentain a group-

Kup application 124 and restore application 120
based ﬁbbkclwp@yetpmmmhb data @tomeri@&ﬂwt magriainp onlyp5¢opy peunique files

up syst n,the d i
and allg\m §cc§ﬁset% (‘,S‘ng/n}i% bM &i pé Ioﬁ’ 8151%% Gc%ﬁﬁr h%&egg?égé t?l'to%,s
commuitidafioh db@SedOD08aR |pbkfv’1‘dld thy pftfpeﬁ Qiﬁd)’ﬁﬂhltl@ﬁ,t usﬁﬁlllydﬁi\/the é{ﬁml(ﬁ&

if those comrunication devices 108 can provi (ﬂ
descriprofsethe bagkoparviebhl 0. U that InformptioRés PErEo e ekl Server 116,

then thg ?ﬁ?’qglreétﬁt Ocro’mr}uﬂnéﬂ%nmggl Q@O? RIYBlved %@resﬂofre 5@ herwise af(c)ess the file

t he backup server 116,
from tHef’tBiﬂa dtoage ePRIest bﬁgbd:appmumta‘hby ore dilddae OB ,itse enterprise server
owed to restor other S the f from .
112 1114}1@5%1&26&1@\9%@;} agggtleﬁ\gl(g tgﬁé?@%‘r’ SPNg Lb& JMare specifically,
drfortt %@ RE b8 RRrM@for cddrdifi®Ybackups of
the enté#luclsaé %?Y rlnlzlght‘?f\lg ba(l)(l:vlkupC lities pr oavll dOééf bylt he P
varioubaakmpnisaioredevickd lomlmestpém the caterprise stnh'gr el er pr i se

server 112 may r f or,m backups its
e BB B B0 | Continioce b e Readine
embod%gért%? AREGEQM: IR ehtlh, SR8k IHPCIRAl/V@erkbalicatlons but each client

i cations provided by the backup server 116, in
can beacsemecl anmentypred eatliet. dhstbadaw seewnéﬁ@ éntmapatamhe mventories of all

I
the bacg%lm; Fna:cgfe‘nntﬁesnérﬁoﬁg attlgi'] e? oK o%ﬂﬂ?ﬁlké{gﬁ de@ﬂ:teé §@§ Hﬁ{ have or should

et € a serve

have a%mduihn@ﬂe edlthd Sfstem si'ix?pb@éliﬁh@ abigity@rprddide mhryt maparﬂeé]mt of

the inventories of al t he backups.and can,th
commprigaicaeleytres:ryiNedie partiss i 2t otPIGUP PB4 Hefle transfer the

r f the system

sel'verglbe gpe{nel?]&?ﬁleg a dﬁlﬂﬁﬁl;&it 121@ F()i?é(t) Vl?ﬂéf@)rh aE’JFf.“gd{“Olé . partial

| E§sbnt®illy2cﬁe bavknpRéwat | idpraedectbs papmbtlhy tfbren cpmmmumm <arg1 oup of

file and the ability to provi dfe Eg% file trans &
users fptygordyeiy le sraea s sbperEesRin s H8 e oI EFEEH o or more

users §1 tﬁ&&h@&%ﬁ nidPA dr dé | R@cor@ﬁ%l?r ih'e%lalz%pts}é?vebﬁ@d'ﬂ U4h provide each
rovi he capabl for a comuni ty or
COmmgfn@Bm)lDdEVHmSl@BSl mmo@do«:aﬂlon aoefile |bhekus>t1mf does b aeeshsaridy have to
access to fl (1% t are comon

allocatgdperaony; feReachy B0 3 081111@.}116 onﬁgv%%@o@ ﬁlﬁﬁ&t Hle backup

serverdABHHR sHRE ¥ Ghokt 6 §3§f‘a RIeOM a1 PRERdZha AT Bhdadse O the
evice 108 a rerm{) | ocation for file backup but does

commioity negresp drit kyn pravethep havd acsesstte tirefs yseom seupRliet deSCﬂptm

Vi t her,

. {pE b B T TR P R Fet i

f iThe a&adiomgel 128034 dgrebiaid tb ahetytpe oé&ﬁdswm den stomagehﬁedlum or

community or group that can prove they have access fo v
combtnhemf of worpas Bgdimsa AsdpFOEge dég &ay r&’tl‘a\"de g 1geda used for persistent

tifli e

storagg CSB@ a4 Iearrfln %&1&/? 8ﬁ5&1) \geléégft{?hlest%gge &xg\fég Elg&gfe%fazﬂé% ?}%’B%IMQStm age Area
Netw&R[ 6@&@@&& dt@clegdystdrygee of known data storage nedi um or
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conbi nati on of storage nediuns. A data storage 128 nay

i ncl ude any nedi a used for persistent storage such as
w@2Gvansiige i ve or drives, optical storage dri veBCT/US2007/068281

non-vol atile RAM Storage Area Network, or network

attached stqrage. 8 WO 2 131190 PCT/U82007/068281
g shopidh heerprhagizprhthat the gor fﬁ%{ratt%ofé%wwﬁ at4-diog#set he
comm 9{?\485 Sevide 0:!3191(1 & @rreléﬁéﬂf@l&' s‘ﬁ@@v‘nq{l‘ F%G\I 1§ fot %sesa&qllusmanon
er er enents as shown in Fig. is for purposes of
only andl shosltimat beoconsonéd/asanuiting dld ldvq':rtﬁtonbe agypaticwedarsmigement of
1 limting the invention to any particul ar arrangenent
elemenfy o enents. 5 It should al so be noted that the
b@&}sum A&J Vefotdd Bral e Bk s@ﬁ%ﬁ?ﬁ@fs)hot A n8G&SHE ¢ #8ordance with
certai n enbodi nents’ of present invention.
certain Ra’tblqém,lemtsrﬁ thap@sgtt mvag@onl z%athgy thg:eiatqmqn@g@ h2%nay e irgplemented

os a oggBRoa FHE br Rl b P ERom e ML g and
signifi@hf éi‘ﬁc&ﬁ@ﬂe@@arﬁﬁm sdrchlizebe realized. Wth reference now

to Fig. 2, conponents of a comunication device 108,

Wish refsreace n@w EoRigudi CORIPBEYS B 2 cUMBURICAEPHER I 08a5ush as a
commtglﬁgatlgl’lse gr onnpg{‘tl?lg laegi 9%@5’%&8&&% o&g&gélﬁﬂl%ﬁn% E&mdance with

enbo |nen s *of the present 1 nventr on. e conponents
embod(fBshts othe @lfbs&ﬁﬁﬁﬂﬁlﬁ@ﬁ O’E‘ll&&ﬁn}ﬁﬁﬁﬁhhmmﬁcluéaeptticlesn;gr 204 capable of

program i nstructions. gfccor |ngI processor 204
executwg}pupg?{gmda%ngﬂg)nsgé}@p ingl b %Bgo@esﬁpb A,a%mc 1de any general-
&38R ller fi

poos2 AGE ST o B St R SSARLPSR ol fe xcuin
application @rogxtmvehgy , Altidreatprebg elssmocdeer Myllwmmpr§e agpecially configured

. Speci al. confi gured p i cation s
applicq i BB BN T or SRR Rehtiny dgrigns  ron
prografilfg tORSindPerhdtiing R AGIHTHE s HOdS i A yalB Béhinication device
various functions perfornmed by the conmunication

108. device 108. A comuni cation device 108 may

ditiona e
R e Gy T B Py e B BB -85
conneciod Wil the BReduEBR OF Brogra@imingd @;yhﬁkﬂﬂ‘o&@’s@ﬁ Hjaamddger Bk téiﬁiicaaly or

or programinstructions. The nmenory 208 may conpris
long-tesa stefage off EthpiipgrameiafEusHons.  BioRaBPey H18 haneRTBriss Solid-state

memo;gf(a)rgﬁdgnt %%%Qa@lg gc[;)ér?%r o er : hwﬁﬁ{?\l\ﬁggg S%I{;&Igﬁes‘\@ here the

conprises a the nenory

procesbdii28grcdinptidest e npiotiee Q&Oﬁen&ﬁhﬂ( 208 Ty eaimepeyal 208 e payceksar 204.
vol ati |l e and/or. non-vol atile nmenory. In addition, the
The mewgRTAHSIBRY BhVelatile @ad/PpBotKglatlls s Yone or nore user

'Ef)gxpal(ﬁﬁﬁm%]' AHmAR00F dQficd R 8€m&'§3 flcnfe toBH 515 111%;66user inputs 212 and

es o user 1 nputs 212 include, w't
one orlrncma tusdriommuts Kby doangdes df eygrancisits 2 bbmhluslc,r\edlrcsl,t litrotatipn,

h | .of
e g B SRRSO S it GBS 1B i
includg, q{u% 8RSk hﬁﬁﬂeﬂ% RPedkeHCHisSIay & Beri(SRhANS) toudéreen displays), and
i’ndi cator |ights. Furthermore, it can be appreC|ate£

indicatoy lighte. Efirthdeitiore, iitrcanhe appreciatedbytame ofighiHl in Fisuprt thatihe user input
erate

212 1n8%¥%6?1n§1fgg owpeé§5%f oniine gmwltg I%rusgrn(?uttpuqrilw 9&'1 e‘?(allijl%?erof such an

integrated user input 212 and user output 216 is a touch screen display that can both present
visual information to a user and receive input selections from a user.
A communication device 108 may also include data storage 220 for the storage of

application programming and/or data. In addition, operating system software 224 may be stored
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30 integrated user input 212 and user output 216 is a
touch screen display that can both present visua
WO pdoonsmEpé on to a user and receive input sel ece€DIS2007/068281

froma user. A conmunication device 108 nay al so
_ I ncl ude data s ra e 22 or the storage
in the d&ﬁb&]t?lé%q ?%pn %8¢ 9%@1@/&}5 COREISE, fqlrpxa]ala}el, p gﬁlgnetlc storage
device, QPRI 's{wtéaéésmééfah fi &l 20h ke Slb8fcQtculd MG binati
evice R R o s b I b b e S R e R ey, h oy combination
of such2RBiceThk shl«aﬂé figther hegepi2@atad that thegrogems find dar dmbiney tw

o st devi ce ate st or age .
maintafgq e e 2 el G opapetuiuess U Gut o b PR g ozt
dependﬁ@’m@ﬂi@’@bﬂféhla@ anl@fneﬁt‘dﬁ&l geik 688 stordgestpoul d further be

appreci ated that” the progranms and data that may be
rlebie releta sm;rdg¢ 2{2({ ey futhar Bicbidagdadaw apaticaiompZt sad a restore
applic 1ﬂgt2é@ qVé mcltlgnall??m V}%L ?oo{hg% astelgf%g ?gérjg&gl @Qioln relation

to Fig. Th €he @h&l@ti@pﬁwoﬁ 208 naydehtion hﬁrcolmmlml@ﬂoﬁ db@ck UPs may provide
plication 228 and a restore plication 240 that

the abldeQ ibadaiprigrens Blsapnd gthe; SHeatEnia gty e R@Bwém@n device 108
r i

o B LGB LA B0l o1 b BOC B o

based Ha@&lmtqﬁ[,om bekup Weplabiidrd 238 hay bapiovjledavitbouscahiing snodule 232

and HIGEHE TOBT8 838 01 B FaO0E G e IF BEREJEBO BEiSH T iniial scan of
local ﬁ%%@lﬁﬁ(@ Eﬁﬂgkjd%%m-qﬁtlgﬁﬁé {o \Iil?étﬁerqgé’fiéjch A& bR Bhndd, %pdated,
based backup system the backup application 228
added, rmy 1&3 hackowi apgdicatian228 mazaamplng theodaten@@@dula?d2 fi¢ bean a selected
si s nodul e 236. The s

an anni n dul e 232 | .
numbef Dbt AP B ST APHRE RG] Ber SRR SBHoN SBLe ks By
scannn’i@lﬁ Barficldt v AR ERNAMBIrh & madui tﬁéﬂ%@&lﬁﬁﬂigbﬁlbﬂtﬂe dap & dapsble of
been changed, updated, added, etc. The backu

creatingpapflle oeveniony Bzghawelectadpirivy. The fisciamentory reBeris 6167_832 epigtate of the
drive agg g}aa/dgc‘:clﬁ% S% tgeest%n%éonn I'[‘Fgg [ne rchc'an 9’9& %r4f¥ﬁes%f%e Oltﬂégcannmg

crea

modulé 23N HaN @lsa beaplegiehed adh Iﬂl@sy@tens hmﬂtaﬂ’ that @hégeousBdirasies changes
t he scannlng nodul e 232 is capable of «creating a file
for a conipaanbiopl-tige badlainseludieted drive. The file inventory

r AeT=lal: i e 1
G R L NS A . v
analysisheodilé 2?/385 is Ebeﬁgxrahm p‘egfonmadnlble i28@ptivayalgbis of Hies that the scanning

i npl f h
e Lt g2 S S Bt em o T contiauonsly
modulé QISMHa be aygitéc?totg;‘) I}ISEE:@J%BIIIMI‘ MRS t%?e%cl‘l ﬁl&@&fﬂf%‘d%@ Sossibly

cursorily scan sel ect'ed nedia, the fil anal ysi s
alteredmﬂml appR&Bionf dmrﬁesgqﬁ@ohlgcmtpmrcﬁwem eanmpxeedqswmw ach file. In

accordfiggnVith PRt S BRLEEER YT UG Y FUPele Saagn Modn 05 i
capabl@ Rf Jﬁb?atﬁfgaﬁ{b!sp dompHsthea aﬁxﬁugﬁhphb%uﬁﬁﬁﬂﬁt@ﬂgﬂ)@s@m thhe @le data

escrlptor algorithmto each file identified as
itself. P sietiriptorabeagithig rusek, asTheingpipthiedde defa legfludingraw data and possibly

metadgtgichcrlegqeg}ge (?6.‘[,? ?}gtlgzt" @1{&1 dtgl}&%el?etl L ﬁé@é}%ﬂﬁl@ %ﬁlg]glél%md'e 18ﬁesf the file or a
portioh BEhBIRS ETlhe feBVBS ltl(ié'lappihbzﬁloﬁmﬂ"|tb[e$»<ﬂ@cﬂijﬁdﬂiilgoﬁt&ﬁl GeSg the generated
capabl e of generating a hash conpri sing

hash cairpipandinger pachdile pPhepHas et §i¢) ARG 50/ ks Aded(o the guieptory to help

thmuses, as an input, the file
dﬁ”“@%@%Cﬁ%@ﬁ&éﬁ%ﬁ“ﬂkaﬁgéta and p033|bly
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netadata to create the descriptor that uniquely (i.e
substantially uniquely) identifies the file or a 30
weooriianoof the file. The results of the appliPer/Us2w0T668281
the descriptor algorithm(e.g., the generated hash
rrespondi pg .t o ch fjle or t|o 0
s braoaaberted 2R ibeniraryRebe e i i descriprors
just HALEEN, (8E Al EnBfy dMBe MsbMSiorskB (VB 2RBY 34198, where the back
or just GBS (B¢ F Gy S i im0 e |C§Pt7| on 228 may then T
server t Itanas mompateghel pdfantedy uorﬁlemztlmasly otoredrie thiedds stptage d 280 detennmc

e ST o G B D R B BEEL AR BB tap server
Hﬁto@@ﬂp@@qnﬁ&ﬁm$bﬁﬂkﬂYﬁﬁtOry to files already stored in
data storage 128 to determine what files w]]
ﬁéledest@e@epluqaaﬂs rﬁﬁ’r@ tI@(ﬂ bﬁmmﬁlfﬁdeto(f@mhﬁam thefrpeieige\filesefrom a
backuposlervgaghé F etlhgg&iﬁ# uglcra el é?velgealé()éﬁl\ga re.parl CE%B’ Fhekf gﬁ&%gpphcatlon
240 may10Nize @@cdrifgadbdile a8 Patdhefileraabhsmafuld I?(ﬂﬁmﬁlmotm tRose provided
backup server 116 to the communi cation device 10
for the hpelaippaptiation 228 yo detaranpewhefdenpndite ke .’fraﬁsferz@sbfrﬁwhe backup
a
v G BE I QRTINS G 3035l BRI Sy v
descrlp&ﬁs bf fifs it@ det2@Bint o adftle eeedsrte bakddatvnioati@btoribebadkop bever 116, the
transferre backup 10 server 11

to t .
restore ag KDL 20D BHI GoVE ST BBORIP T oS 6t B B g dliepgnstored in data
st01ag£ﬁ}8h €fhe r@ﬁ@re%zb?&tﬁ)n 240 ﬁj(?a%(ifa'll@& Qfesscﬁ'fmﬁg mB&ulk 232 to determine if

termne I f | e need downl oaded to the
any ﬁlé:mmkmptls gtoveglrin 1d@] mehery ('z@zs tt]mlgempp{ ofghe pqmmglq_@atmn device 108)

v chil 355 BR YR ET LR ot S R85 8d M epane

modul@@Pi iagtchQk MARdARYS files hhZ&orihee BRafditdgmpRadbdit 2 of the file
deternine if any files currently stored in |oca

with tlmmtyn-(cumeecmreﬁ}mgdmfg Itlg,e sfueskes resereu it ©aililesverawiagked as altered

some tBB? %féesrgl&% Ieﬁtétc %@p(ﬁxﬁt 111?[ enQeiCj Z%e‘tﬁg fr)egjts ?é aﬁéﬂcﬁfﬁcﬂ}%o ma§( employ the file

analysT¥Estuee Zﬁ?—m%&érﬁh%kﬂmﬂtaﬁabﬁs dfectdd s caﬂt(éntxﬁrthﬁﬁtb t'IﬁfB file
create tirrre and edit tinme of the file wt

analysisoneful¢ 36 mae apRly @@gwyp@qr@n@gtn@g@gqarét&g)e@teégh ?!tetgp &jeatified files
and coi‘x{?g}elhtggt{] \!tvl l? g?(frﬁ:aﬁ_ 0Ty’ mgl@gctrﬁ)ricﬁg fronHiE 1&&1%6@{)&%{ -in-time.

he restore
Any fifa9 Pl bodion@f aZfﬂé)hmg e diffeognt tlberipidr enayahad b@ldsnmﬁmjwyethe restore

236 to deternine if the alteratiagns aff ﬁ@ he fil
applicatim 20tas gequiniee ¥eplagemsiy during glefGStBW£p§ rémﬁs]ét e file or
pomoﬂrﬁy a ﬁ%q{na%é In?t &ﬁﬁgéd me%rth&eegﬁ)[‘@iﬂﬂl‘lgaﬁdngﬁf@ 1¥1Mét9mﬁﬁ@ﬂla€)fhe file or

I ed 'es and conpare that wth
portiombfilerdoeshoti m:vé ft bfr tyansittheksitom gheobaskp sarvertie the comimunication
oint-in-tinme. Any files or portion of a

danu¥Q§éﬁﬁggﬁ e&”ﬂ?@?@?@ﬂt descriptor may then be

I denbidu e bgbkub RBpli@ELALES adPRbiofAdPpHBatdAR48%re deplcted as having a
requiring replacement during the restore oFeratl
dedicaBrdwsanuiing modfilet23d ahil [fide @wlysrﬁdﬁ@qhé% 231, one sifled Hethe agivill

t hen t he restar 4
apprecag;f: @?aﬁ,la ﬁlélgi] SepnIe Mo }Slte% 2§% %g@ lf'l }%% 1% &Jtlé?% may b be Rlowded in
the dat@®6te 200 BB EHAOBHY the %dclifupoi@Sph&mmb ackupd swrovesplioatidre240.
comrmuni cation device 108 during . the restore

opbe datp 619ragsl 22A GrayrplEOnER RRIPICARY PIOSRBRING 28d gafg used in
conne&té(alt &{tﬁ ﬂ%pf%l‘ilb%%gl]m%%f %ﬁl%f I n%g%%%fﬁﬁ?&iﬂ%uﬁ@ ﬁd?ﬂie@lce 108 For

scanni n e ana ySI S nodul e
examp88n comgctikh Inithc dommlhﬁcaalbh dewikcé 108 such as a telephone or IP telephone,
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appreci ate that a single scanning nodule 232 and file

anal ysi s nodul e 236 may be provided in 30 the data
wGee@wra3nd2® and shared by the backup appli cati orCRES20a8TI068281

restore application 240. The data storage 220 nay

SO C ain |cat|on d data us

the datg HARIGE P DT E 4 BB B IRRAEGF O SRR yrigraTger Brample,
communft&ticR ABHAL ¢6 éLQH agﬁ‘f"efégnéll%gltﬁqﬁ[ssw%@(mﬁ&) o an%enel al-purpose

connection wth a comuni cation device 108 such as a
computee irap hiorhedeor whifd pzreccsphg npphcﬂmow\m thod7ta 58:1a4@(®220. Also, a

PCT/.US20Q7/ 28 th ta e. 220 ma
commybiGatiny deviee 8(288%}}:9élai5 a&pi “‘%ﬂ %’ﬂ t%&g%ﬂ%ﬂ%ﬂ’acy BEvice may
includE2ppIBAtRns Belate@ MBI @a@bh&dbfd@ﬁbﬁﬁsté&a cohteht. as a

Personal Digital ASS|stant (PDA) or a general -purpose

e%n@nm@mcﬁwl daveeulds raaywisaiingluge €88 piigOeponina i pasipningtwork
interfacfég4 gﬁalﬁtgl%g 89801%%&’110&&”%18 C c\>/r|k g@‘é&o :j?ga 'él?&ho%egﬁt Afe not limited
to, a neplvaNkiagkfacerdrg,e medend d wietdidepappt pagtal sensl drehasfledddtoport, radio

t he pl ayback of various stored content.
frequencyripasicas tiapsreasy addS B aysrtn%rwﬂaqrs%lqdrf&maf‘ée% FEmgRuniRgEign network
interfal@Muni cation network interfaces 244. Exanples of

cohmuni cation network interfaces 244 i nclude, but are
NFith r¢feiehednow @ Fig. Biat dute inichtre B0Gogedaandnage filedend daa

wi r.ed teIe hony port, rial aral l el data po
structufesdp 8 a?@%@%ﬂwpsw&aa 84 Pe Pserbed InAsfordznagty g gast ggme
embod%é]ﬁ§ Pk ?Pes@ﬁt 1m/ernﬁb§ STh& QAViRhG&ki300 nfb?d&ﬁ{ﬁﬁse 4@ile name (or data

I nt er ace reference now to Flg
structusd mamed) dredd 300 ad'd@data dieldedti8ge déschiptor gﬁmarajatgaal gorithm filed 312 and a

descrlgsﬁt ' q‘iﬁgj gifgs"lfh g%% bacgwg él(’)gﬂn{a%rb%tm gt%@{eld O%W\g)letely of in part, at a

comm GO BOL:E 108, dnhftepsiReebivet NVE Al WRKkup fevetali g, or in data storage
structure 300 may conprise a file nane or data

128. Enerfu@nmn@ﬁnbiraé)ﬂ mdyehecisgd1p starefthe eleefeanac fileglagheagglatagtructure

dn BESEDH B RFA T B RO T Sk ARy BB A e o

creatiof®f feafi18 @ﬂ)ugﬁmﬂpérfyt @het iddntificatiar information swhmelddadat iromemory
devi ce 108, an enterprise server 112, the backup

and thesbk&/er 116, or in data storage 128. The file name
f ]S fi U
L 5208 R DT R B P i

exampldself dilS@a tay nsy be eep;rh:em&d metlmﬁdv date dietdo3@8hieclude actual file data,
electronic fil.e upon at I on

file meé‘l‘%ﬁ‘tao%“l‘ﬂé @S AeRSHPTLYY @Stlafl%}ﬁ R E’Prﬂ Qaéﬂa gﬁ%cﬁl%ga onglgtcf‘ %(Pf PUIposes
such ak HlS&EJe@P}E ¥n 1%911@&%151@ fhclddife eldihientt hi{@tlﬂ’@taﬁstfdcﬁlaqtlﬁg &nd

tl ized to store or represent fil

keyonNdn) -dtiundutdl mgetadekeaierd. osctadatd thlaelndma‘as hhmconwuméobjects are put
esent

din the fil ta.fi d30 ude tual
togethey R GRPRIE ey Pasar e o ae aded o B L drgacace
(e.g., &&a@a’ca iRt BRI Rs IfTBimARAES h&IB A es BibGRe fsAEh RIWRASES] how it
such as di scovery and identificaftion includin

was cxeate@mwnlglalné maqdification bigtestapmps), g type andyeffiertsChnical information,

J rgﬁ s) structural netadata (e.g., netadata that
and Who, 060888 Tow conpound obj ects are put  together, for

EXRE I sCriptdPYERAGRS afiogitlan (fﬁrdi‘ﬁl 2tayf conipridealptaaeBied tandiescriptor
admnistrative netadata (e.g., netadata that provi

generdting otgesithre shat és wedl fp &%ﬁﬁ'@%deécﬁl@@w& vl desa dn mgance with at
least Sgll:lll(g egﬁ’)\é’d nhents of the present invention, the descriptor generating algorithm is an

algorithm applied uniformly to all files. Communication devices 108, enterprise servers 112,
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was created (creating and nodification tinestanps),

file type and other technical information, and who
w@anw7asaess it). 30 The descriptor generating BETUS100T1068281

field 312 nay conprise data related to a descriptor

and ba g SIS 4B Y B eidBseT T SRE GGG HEE it Hidgrmly such

that a cbﬁﬁ%n $I0MRs BRReGE H@%&lﬁt&fassto@ﬁtéarv@lﬁ?ﬂt1egaﬂ‘dﬁ3§§ bm}mcﬁ Rfdpoint
descriptor generating algorithmis an ~algorithm

generatap pid dedeniptprf. oFlnd ynif@malepreféritgsmn demetmnicdtlesory drsviipters allows

0 ent se Ser 007/ 131190 . .
the bachy IR g DY 11 LA R 5T OUP R S 1l S FIcRPgHRe
aheadyzs‘?c?ebl it @ﬁt(ﬁ@l%%lh@ PZSf gﬁﬁQfﬁ@éript'ﬂ(% 14986 gé"{?'é W fl@ﬂéﬂtﬁél for the

u hat a comon | e has e r r
commuyseasion é@‘@gew\] QSﬁhattwmlit HREEeHS élgessmglg ;gg)cquee;%@p;g@ﬁi@ If the descriptor
is genegaﬁe e]%f?é%r? O%the%c des lﬁta%r %fg%l-”r? :1c§e ﬁéﬁgtl% rgggtglplr ? ?1 ntlbgtd"](a? Will afford

efficier@@ivmgr-bakd® bhdkuls rswmgal df hle@trbﬂ&ﬂ@ﬁaa BIxemplee wiih dedcriptor genel ating
certainty when a particular file is 5 already_stor

algorithin thdhanwy e e ag@di,z\glthorﬁ dmiglien 3P hagh, &y 5§e§%56 cre-
0]

2SSO i, SO oL o8 88

algorithih nﬁaf}ebeckﬁﬁler a piypto grapdmog&menan‘ﬁﬂo prpipenlgpritdtm dgminding upon the

. endpoint a uniformidentificatio. stemis created.
desired TRl Qhpgauaf AP GUOR LR Ginut DegBLed BbedeisheR gonsting
algoritBh 1&9% Zocgutﬁﬁﬁg kO Bu sl ﬁl&»ﬁts Rt R/ %f‘esm&tld&i HeBe Fﬂe@&ﬂaﬁon of the

generati ng orithmthat may bé utilized inc
descripart Hionexdrinpiie1 addsoriptoamanbs ghestted B140 581p1% shostie actuel file data.

Pomm}srpftnheéa(%]ta? ll’lg‘}?-ﬁléo her u?%ﬁ g5 gﬁ)élﬁ gllﬁn(geécn St %etﬁgﬁﬁlkﬁg rithm.
bﬁleegehgﬁfedaie%r}ﬂ@&&ﬁi}aﬂ%ﬁ Be Slorddah tid d/e@&r%fnaﬁélﬂg 16. As noted above,
al gorit hm dependi ng ‘upon the desired |evel of

each elsetmm ﬁiﬂ orAeliar efreefile @sﬁydlaﬁay dpseripteswpedtadiherqwith. The

descr qg?]r 1S \ggl Oﬁ Igseﬁpu? Ct%ﬁmtu%l &%h‘—ﬁaqm %}rles%g‘gﬁ%gofﬂxtel e%hglgxc file

|

througRé 1@ Plad @oupdasdd Hableup syemar I/pctc@fdmﬁw a @Xﬁﬁ’plhleatlcal dewce 108 and
descriptor may be generated based sinply upon

baclmrawxﬁaﬂ Ipicpreredeience a1epnpaeq filsy @ﬁen?eflaﬁlé(tg&nﬁrayn&ﬁ descpfator for the

or,

eSS0 5 M) 0 KSR BB i

descriptor fohe pdegalar filcomay beh dmﬁmﬁiatldksofrmmwxﬂban b(ﬁdacup@as:hlch as
electronic file or Eﬁﬂtlon of a fi

descripjeis A0fpnb WharssMdr genser! bHearad orriigal Gieees - Ftlblespaptor 404 may
be used f(pl%ﬁﬁalsleﬂ‘c 4R §6reASpdritn Spdﬂf@fbr aRehimdemd ahe 95&13@6@& ‘gitbl\/lﬁay

e electronic file throughout the group-base
represéyd @ puglesoysiirexh legtic of @Iat:n gFgr, inglarenmfadile stanerhal evigapdesd

acku server 6 an refere
frequef .o Ae SRR PY g1 e 15 o s PP I b Fugis and
each cH&iMaﬁﬁa\?&ef B8Gud R HESEE e tHIRREIALA RGN 21VEDY, htthéhat is
can be seen in Fig. 4, the descriptor for a
updatqda“retqmcmbamaf bt divideg ile 1M1 shiiksde pesyidsra mors gratarget of
escriptors such as descriptors 404a-Mwhere Mis
8Heral Iy greater than or equal to one. Each

dERE Elupk QescHportBiay bifenusednibinddepsualie it aadtiififeefasiion, to create a
portion of data for a common file and each descri ptor

combigydespBpipE Aot eDE S EIRECErTHEd THORYLC] HFTgaariviesyis useful in
sﬁuaﬂ%n?ségﬁé;n t 11))/ J %(gﬁ{)jﬁe bea fift 18 @%&[’1&@& sinSe 1l Has PREBI&Ed llPheDurlng

term ned ts netadata, then
analysid byethadije hexlybisvindéde R3d mhtﬂ.ﬂTng@mlmhks may be identified by their new

descri
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each chunk may have a uni que descriptor associ ated
therewith. Alternatively, a file that is updated

wo e@guand y may be divided into 1MB chunks to PeDUSIIE7/668281
nore granul ar set of descriptors 30 The chunk
descriptors may_ then b nmbi ned

descripigg; TH436 SIS STk Redb OBy T B PARB P H Sptsaes o

perfornh Q@Bn1PI%%l?a%ﬁ{1‘15 §f thB %nt‘ﬁrétﬂlé eMokd ﬁ)ecfﬁ?ﬁlly‘ Sctecoﬁfmﬁhé‘zm@n device 108
escr ptOTS I's useful in situations where onl Yy

may onppn¢dddn thsrait thidse pbﬂalsnsch’"aan’@bdhzﬁlhm@cllangv@mstea@ of tfazdwgdhe entire

._.buri ' t fi ' dul e 236
Tk M G R P e e
%&Q@Hﬁd&m@&%@ 0?@%@0#{'15%@@171@19 682RintaideS 6 h B&RRSInicAROS Bevice 108,
changed chunks nmay be the only data that the backup
enterpriseserver 1106 apd/exsackup swrfldﬁmﬂus&éfmd%@lé bk ipgn@intaingeparate
vk s B LY TR SRR, B8Sfion

stmagef1'2|83mtt1Q@Inn{tﬁlviﬂe§§talfé@@1€krb1ﬁst ead of sendl ng the entl re
file which will reduce the anpunt of tine required._to

é?eﬂfr?ﬂ iag aowre Fim Sk grovpaiastd Raskumsdate stapciyrg WlH\P@ﬁ@%ﬁa jbsd in
(@ e .
o 535 LTI R O B0 AL R s
is typicafly weiintdih6d oil Hiesbaakfposetieer ti hé aabidfelteyca to thaidena@tyrof files and when

N LT O TR G A
demgnec'cf @rlﬁﬁﬁ%ﬂ%vaﬁgrlmr ddch@tersiosed ANBSEhPent&ST U DY

a group-based backup data structure
corr espmﬁlto bEraPescsmcdmddlwamt@@ Sadle g aneespand h) eger Beawd a ghoggnventory

enbodi nent r.esent enti.on
R N R T e e R T
commBfENRBh dbiBe 268 8f 4 fAELERCEef. OA IRt b tah tivvedtorl 5D £ shagned
when those files were backed up on a per-user basis.
mamtamwdéosmﬂw thiag identifiestfiles Hawidifiersa spmmumeatipgyletises 108 associated
wit S S3GENEE. ST PR UST oSSR 8 gyt
his/herAntife ﬁe@lﬁﬂ@ tb MacesTE Giles ol bl vaKisther caspondatian desgses BOB back to
and a third inventory 15 504c correspaond to user
the pragiouhidail el eommprycHpa deipe 188 bR o ey ghay be alist of
[ I
descr 1;%\?1{?%%61?"3% g?l;}:fqg%drﬁ)ﬁcgé gi&% % eg%pﬁ’sref' bW SﬂBrr%aqll%ﬁétg g?prll % gntatlon of the
actual @ildds@rportia@ts df dieeyt thiat M/eﬂjeéleﬁecéml}madkéd @y Bmithe user’s communication
~ conmmuni cati on devices 108 associated wth the sane
device JO8r . Thi s way, when one communication device 108

ffild ack éi? Hﬁ%@é' r 1T8Yndit ddld tﬁ)%allﬂn%(nlﬂeﬁﬁ 18 AidaBkddMLMESS V2 Eftrently

restore from al her conmuni cati on
stored diethecosni@Blarmskrago 128) Tlhﬁebq@kep/ peyur] y 6fnadyi r@ﬁm ence the list of backed

o 1S EHR 4 SR8 ! GFs BLGBl by i

on the Qhtad@iagd P8O tﬁ@gacﬁ{ﬁf) s@Q6M 16584y Rh@tan &HDStofbaskdd up files 512 as
representation of the actual files, or portions o

of
a list offidesssiptarh afctradiaghetn badewrerver b kadiuigkly spmpae the descriptors

mTunl C tiQ
o3G0 SO AR ARSI 6D etz
deterntided Which €1Mdsl éach déer SE&Ozicﬁélssltﬂ. Abeordimpy thedatkkuscovad@o only has to
128. The backup server 116 na% reference the |ist of
maint4jaekeeopy of any file in the data storage 128 and can utilize a descriptor mapping to
determine which user and/or communication device 108 is allowed access to the one copy of a

file. This is particularly useful in situations where a single file is stored on a number of different
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up files 512 through a descriptor mapping. |In other

words, the file data itself may be nmintained on the
wa@210a/13110¢ age 128 and t he backup server 116 nmaRCT/US2007/068281

maintain its Iist of backed up files 512 as a list of

descri pt d | th 1
= T
desires Ego%gklfﬂjofttﬁg fHfeRLihE BhQ sRrakt 12N %e 'chﬁu&‘»%eNe? [} @Ean%%@%‘ag the

es 512 to 30 determ ned wh | es each user
backupHasiliiectos thetfde bacdes dotigivy to tnlamtanaglsamm gleicopy carieparidiyg to each

.has to maiptain on of any file in the data ..
copy ingfig paigansg ey et i1 Tore Gt ATESR THappTaBodne o
descriptt 19(511"1'11E‘/ﬁel"%lﬁrhulwéﬁfonaﬁd{c@ [0gOUREHR Gdk/ial0 HAQY iHe&ak@&ile
is allowed access to the one copy of a file. This is
Corresmaflllﬂgd@ Hescriptond e flle filrcastesprnding dgpaintoral wpnge a compmenly

utlllZGCLE?-]]({grﬁg%%?lg gg%lg:fﬂg suaI asdI{/IE r&d0 oil'c€® V\Qat%%g Yllft%g[é #%thfel ences

conmuni cat i'on
betwec@ QRERN Tﬁ@ﬁﬂ@dbr@@p’drﬁiﬁagﬁ@ Blesoriptaitd, bh Zl& dther Hahdl ankyolead ﬁ}e unique to
but desires backup of the file on the data storag
user A {@g,, MpRKOS @aer@é@e@@ﬁ ‘Jf@rﬂl‘?twer%@ﬁcif’?‘é}&|aH%11CtaH@“) Pk bccordmgly also
backedeﬁ)C del Ate\§11fc‘t§gthg %ﬁllyfdsgleabﬁ’él{o a@@@s% Rk RF@ Yendel, ﬂﬁés@taﬁbt'ﬂel user has
parate co responding to eac opy in
the exacommmpre&t énobs $)y®me¢n15bﬁ& is Berorilnstawdh theudaga that ll'q:alsltsan descriptor
file corresponding to 5 descriptor 1 on his/her
conmuni cati on device 108. User B may al so have the
SRIE erilleleexa gﬂé %@RE%H@sﬂoﬁdf?@Q& Hés‘%hﬁfor N mip @01{1191‘1@ base
correspondi ng to descri ptor be a commonly
applicationlsiicieas anoypetrgpmgcgsen mkgataqowrmmam tooal] usstss hr aideast a large proportion

ot 080 HEE )2 B NS5 L St 20T I FBD588: et

the filePhdithE cAtRBEndIRNEiliRBY gbferate ldedRiptttiNIWEL bOabl $@kicohss the file from
(e.g., nmacros or(greferences for the wor d processi ng

backumﬁ@lwh:@lcﬁisng regnte dlgum@ﬁt@rq@eyatwns 0 10 backed up.
?@ﬁ euiggﬁ)g ¢ e% ltslgre 20X %%%%ﬁl%@de%ljie skﬂﬁc;l(%ﬁ The tﬂf@ﬁl %%)remate that

PESE AN e exac

the badkugfserven DFBSmaii) paseny sembér (biﬁlstnﬂﬁachﬁﬂ» ycc@nﬁts V\/IAtdhaltth]@ously, as
data that results in descriptor %h

the numerrRd|users tiHBZing te @@k\%@fﬁ@ﬁ@ﬁ ng%aéeﬁég ewra GHIgnRy T the system

t

1ncrea§e%g?1 {321% C@@ﬁ%ﬁlﬁ?%?h?\ﬁﬁ%ﬁl 1c§fégpe§?n ﬁ% (gffﬁgl% cgiﬁgrgﬁﬂ&tﬁ%ﬁ‘devwes

108 inpreayesr Findiermbbe, effididne h’acklam; bthe tharandwuirseqiani neggtages are facilitated
separate copy .of the s tiple tines, .ea .

autom By B Che TROTAFIEPIRG | e OLURERLISGIER Fij P foc ety which fles

he/ she%%' @ts@n(‘f’ 85645 tRE REwdIM 04 dBrgafabitud 18 aBGe8SPt foNBerbhde®ackup

om backup if such access is required durin

efﬁmene)st Ratberp hertatkuprservalr  ho aulgtmn@mag}lytlﬁm@éies; ﬂ@rduag@m files, or portions
icted, one

of fle. g Uy Gats0p wBros P 6 R Sl Ll PRERBLD Gym e

connnﬁﬁﬁﬁtlck??&'é(z% 138 GO URIackpReARE 306 RiStafageds 20 the
unber of users utilizing the backup accounts
i ﬂbﬂsamlcp IheFigy 6 abackep fqugine el befleschbed ipsacepridance with at least
some ?rpﬁ%(gl%gﬁt% 0 %%)?estﬁgte 189%1%{%1)1%3 :,z%l%ltg%{%loﬁlegglz(%\glgg %Q%lgﬁ&tl fs mostly in
relatidn6 FEAERS andédch gfomddceresgfridingd te il Bdskorpsskifedtihehedat will
and subsequent restores are facilitated automatic

appredste tlps sm@@r aietlpsls @?qyme@lpghedml ROTtiGioh fides, d3a chiaks, <?a(t)e], g{uuctul es,
and cogrelég {dlrggdés Bf’sf %'(Th 661& elble %ﬁé WhIQE b Sl PGS He? o?ﬁl@gla are

up in an attenpt
selectédfof Bas@phas lebhmmumcatlon dev1ce 108 or enterprise server 112 (step 604) A
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25 efficiency. Rather, the backup server 116

automatically identifies the duplicate files, or
weoooritango of files, and then requests non- - dupdT/Us1007/068281

files or portlons of files to be transmtted fromthe

s S A P BB BB s Thcron
drive. W biseP ﬁw@%@s%%'ef%@ﬁeﬁcfhsﬁﬁ@ %913{'1’16 Snoltid Rhadh eh@@@cé of SREEhat are not to

odi nents of the present invention. Al t hough the
be bacMedIquoWhn gxdesiond pay mdﬁ:fgwhbéialsw PhcorBon efitgrino Kxpgples of

b bl B 153 RS s g o e
selecte® hi¥ila2roM@uedHe B iPLotabRliteddo bele@@ny endlssiofs. f i | es,

data chunks, data structures and carrespondi ng

detae mlpqtmgsonem a1019) me(iﬁefob‘@@khg, thamsthed peniines |w1ﬁu% éqannm g
ot TR 3 G ESIBF LS i BOGHHE 1 B, EOMB G5 D) i
step thd\2aRRiA ¢ hicdh LB 2REY IS0 A shdR8dpy dfyix drre thed rotidesthe ability to

for a nedia mght be a C drive of a co ni.cation
read a gfash cansptEnt wesign REReve agHicyistedgh th mrﬁeayla PWSOpY Was

createc? ﬁwg%tspgéﬁkgg)é BlRS A 11%@ I{g‘t}&gac E?e ?ﬂay%éa?é"a ﬁ{aﬁsl‘?& t1$1t Ok a minimum,

not up. The excl usi ons
identifieRyheldectiehicniabl @. gnat“ﬂaj resideno pmte sc}erteé miealia Exdathp kies apfvhich

nose esisuRa? s DR eEBF M S R SPELHEEe gy b somed
to detefRRk3F anq fiIEOMNR G chh dURRIstandp et is RFbkdcest theh BelI&E backup.
any exclusions. After selecting one or nore nedia for

BEekeafter, tiescrenihg thodolet 237 wesy wiidets thtElesigueniomidor Wegeleeied media

(step 6§é é]g%e%alﬁ)élgé) 1311]’?@6: ég.& Ig%g()rgce%\fﬁg? Qamﬁ]t%‘rﬁ %eﬂe%tedqﬁedm comparing it

to whalRAH kIR 134 3nvERYor ¢! Bfah&re vas Iiia@@ey\h@lﬁmﬁc]@fp ifoh eledséleV&dﬁﬂimiﬁa then all
provides the ability to read a crash consistent

electrontsrdataopn G selaeted iedia e considsrgdsieayiodhe barkupophermatgely, if there

was a ]irgg%o %ﬁ% ny\%iﬂégﬁﬁﬁlﬁ@tl@?%ual §fm§ gigg%%%l {}]éﬁ’tlf}'; Qﬁy the

electroﬁldﬂzmlﬂhht hds¢@aidetliog bednhilded einte ﬂmella‘st Hatkap( & gep 616 Ithaes$canning
resident on the selected nedia and t

modulg R42 éet?m“é§5 if dxrgisany Hataen t %61?%?%*&85313 ﬂz:?ftnﬁﬁYFebe\‘?B Ff%}t&?d or
added ] I a?l gepg e?(ﬁilt‘?(ﬁs gﬁ%hﬁﬁéﬂa YheA€hS %ﬂﬂﬁg mdd@le 23hZ continues by

de te any ave a c anged tinestanp t
1dent1ﬂyﬁlgr’tbff ehangecbmt neWalecttdmc das {stdpa@ONp Tha iemeged ormew t:lhetl onic data

N e TR e R
from tl%g’l%ema)fn (jﬁcﬂéﬂ' & é’cﬁllsﬁﬂel%&%ﬁhﬁg%dt t/\% a%félrﬁﬁtlﬁf&ltlﬁfﬁﬂg e changes, the

nparin is in the l'ast inventory. If
scannlhg moelulm%? 2nna3pm®ateocssmmnt¢<ru p)flﬁdﬁﬂ haprsl gefilsaesy. nedi a,

t Eﬁgqvggg QHE lﬂg}%frcg{]?lh(éld (%tgg%e&% tt e\{ailr% ﬁi f ?egg 1&81%:?61?%?01‘110 data on
the mMBS t1R THCRY A cRAGKLIS, enbif] thB ﬁléﬁﬁ[}ﬁlisﬁgodtﬂdm @to2a’§>@ly the

may attenpt to identify only the electronic data t
predethamnechéwgepltoo germmg@Méﬂhmut% sachrifientifigd piagg ok dya (%f?P 624). In

other Wﬂlé)fs),et?lfa gl’le ?%’a?yégst@&%“%p?%ﬁ gp%h:g?ﬁ)té c%scﬁg%o %,%B aﬁgohﬁnenetrc]) any file,

portiofi RRAGE Shaik of@dﬁt@dr ddtd stareyure feunyesbean 1(hzuildﬁbd ameilawgc(bm new to

identified, then the scanni ng ul e 232 conti nues by
createjachemit deBGIPIGT ¢HESRITE that nga%tét ronic data (step

g) ?th;g G&E)%g%%ﬁelgﬁn ‘Q’ox‘?tlh ﬁe{s%éﬁp Ly afPiedRE each identified

e na menory [ ocation.
piece Ef @ad, rthniike e@halyas mhﬁhﬂdm doaemue(ﬂ dlyetpdating the descriptor inventory locally
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fromthe nedia may al so be considered changed. As a
part of identifying the changes, the 25 scanning
wore@al1211282 may update its inventory of files PeEES200T068281
f|Ie name. Followi ng the identification of changes to
he various files and other electronic data on
(step 62%&%d iThe upfricchaRsRUP OB ERE BN inghile dhynayy descHBLoF ﬁoe the data that
has chaggéeﬁ glsﬁe%n %@éﬂl & v?e?fpast\gl F}Q} Hle& 'ﬂﬁlt hﬁ)\re%@ﬁ ﬂé 'g{eﬂ% .othg:rwwe
ptor generating a gor mto each i ent| ie

removefdi feae tl(a:f settated nﬁesiue pInGaﬂthLon [ton resoltheﬁthwamﬂ&atlmh ef thie Idescriptor
anal 'y

| | :
sencraEgrSEoi, PGy OF R GTEer o OF E16HS 81 TIp P CORGRRNGRE descriptos
may beq 18ded®in tg@ﬁﬁda%dr&é%r}ﬂt@r 15@&&0119337&7 SRR degé?'ﬂ)ttér ih@ht@$ updated, the

anged or new to create a néw descri pto
backupcapph%poridB mgmptf:s$dsa]ne qiﬁSQl@]QiODﬂlleaI)a/ (s@n @éZ) h&ny known type of file

oS5 LB TSR RS PSRBT g
inventPBLIS ke%iu@@ﬂl@'aﬁaoaﬁﬁoﬂﬁﬂﬂwm SinBYubkRg@dnt G8lohdEme, required to

descriptor inventory IocaIIy 16 WO 2007/131190
transmP@:E/ dgspUUTy D8RS acfess dly wrByuniqienpgErkedOdescri pt or

Alg g}ﬁ%g%s C (}/eSéré?g(l’)Iulglg%}{tgl IE] gign gl%ﬁgi{l tt%? %I%SJ t?l% é&ﬁ}u%?ctaaon

networfc i10@gnd b@lbadk@l\/cs theerkaesetad 161(step hm)wsaeseqeﬂnw chef desdriptor
the selected media, In addition to results of the

inventegp i desampesesfbst the berdaie seiyeiol 16 adriéared pngyPHT glothe fipeh s inventory
r A f i : ,
504 in Hl% 1??@?%&&%@&&5 C?Olsgc ?lll %('tlcgﬁ(zn %élp%i%%ﬁle q’lfstc %f'udggﬁlpﬁlﬁq tsfq%’ the backup
server umjmtage dlsd mrd fhie oitnd avwendlothy bawmfoctlhreecﬂfes Eaciljgbtoon of future
i nventory updated, the backup application 228
restore Opfi3FeRses t he descriptor inventory (step 632). Any
kl%%cﬁ-%%r\%fr 116 he tH&Mflﬁé% @ch@l&)gﬁf)héaﬂﬂh rm td€mpare the
enployed In this sg he conpression of
recelve«ﬂeksmmwmnventm\yen tioﬂcylptmad pshe bshud datked uarfdcmi 120ftep 644). In this

COlnpaflﬁ(ggé\%‘.ﬁd {ttlget tﬁ\g 1|c Etlﬂgf {24nt5§rh ?%Flg;llg%sr%)g gaecﬁﬁigscrlptcgr in the received

descrlﬁmt@@t WRAh&Eh¥EGKespOing Ble] R S2fidM, RESELof data, or data structure
escr%ftor i nventory i s then transmtted across the

is alreaslyrstrued iwathe data siesaard2R. Bogeddthe spwperisentstsrt Hie begletogpplication
124 id@ﬁ\%ﬁ%lg%t]fgmé ﬁ%xe 091%%% tha?%%%%g ‘%‘}%@E(L El tlﬂg dgtg§ﬁ‘ﬁ é#llg% (stap 648).

onpress up server

The bask@y @gﬁﬂ)h@@tuﬂl mfthelﬂéelkhﬁesuﬁl@t ofditaperions §e.g. SOUBstiof fi ﬂ&w that need to
list of descriptors 508. In addition tgQ u ?atln%
be upleadsd befaugrbey pists UGy onrbe daia Kiggecdeydpe § it portions,

usuall)?lnstﬁf f od'f(%iegcg 1Js N uith éﬁ' taBi e @%hﬂlﬂw‘aﬁ&yﬁéﬁg& foy (step 652).

a I on O u’ture restore operations.
bﬂcﬂwmnﬁ@mweronlibﬁlcmi% tdeeiveuithielliszef desarifas kang 1dent1ﬁes the

plication 124 co e e received de
correspRBETE IgFS POBICHE SF Pt QIBKS 8 B of 76 “BFctmEe ’é&“‘%& o be uploaded
to the EAC E% sevér (l%ttg ot é@e tht Ba(tktﬂlb %}eoel%ﬁgﬂ? BtdpSEb) STRP coﬁlf"l@u"ncatlon

p app icatioh 124 then determ nes for each
deviced®8 ¢hénpdnpploynthe Ibecl«upcapphv@don aesor ¢cpmpjp55| tha}/eiqn@ﬁgd electlomc data

ether the corr ondi n
e PR b OBl PRSP e PR e BB P
corres Idak) $h9 E@iﬁﬁre@s@@n alB8@eh RLWR RO AFlBRAmMSFeS the dofifpression may
ackup application 124 identifies el ectroni ¢ data

be skipext hwnloes hedp resuee ﬂn@tﬁl(y@r@nssmsﬁi@dswm the data storage

LB by P R G g e

uploa&e’d't@ﬂ‘)e HabRlp *eR4l 116 (step 664). The step of comparing descriptors does require
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be upl oaded because they are not currently on the data
storage 128. The |ist of data portions, wusually in
wao b@7fisriso of descriptors, is then sent back toP€TES2007/068281
comuni cation device 108 (step 652). 25 The
communi cation device 108 receives the |i
additioprd PepGepting a5 Ammgssddesinply aglopAwsg allpf rﬂéf‘s@@ﬁ é“PPPgthF cpgunication

device ?ﬁ% Eo tﬁgﬁéa{ug Elv%S 1 6C|'Yg5\5§ve?fbﬂ%tri%ggc HRLRe1fhin 10%'1%?%0’1“

e up oa erver

descripaﬁﬁrﬂieem&)uhhef drac tearpropet aby be gleatly pedﬁEﬁJ) if thehmckup server 116 has
nmuni _cat devi 108 t he | oys the backu

copies G EATIOHCBoBIEG e SeCl: PRl TRRLE U o fioq have @

si gmﬁéafl{ dze, Qﬁ§/ ?éllu@@(%s in A% MM @P@e{té/ tHAPLs @ Ekyuited Fo CRARMBSTINAN greatly
algorithmutilized during this step may 30 correspond

increasedleaawecboﬁmbmp opelaﬂlgnrl thm known in the art.
Furt her nore

o TFeUE e e apeas R gs ARG e gl wE B

server Fi EHhy 8 1(5‘1"121@?@@@01@1%] ﬁght\!\ﬂitbl bl ReiployeRy the s dTghe compression
descriptors, are t | oaded to the backup server

algorithm Gstels 6@&) @am}natrmley tbte @izf:ctrﬁmé SlaaRdhee laé%ltﬁuilqsitlé Als cgppressed
format g(&gs:{?rla% 071 thPre djst%%’%% g q@g? QQZJdO ﬁﬁ%gojacllq d:) 55:1 ver 116 then

roce Sion
stores Ak |ele@froﬂilb Gaﬂcallh e (faltzom)ﬁage 1Z&ﬂ'ﬂﬂ@m@tﬁtth@ncord:epmmmlgl@ﬁcmﬁm in the
.the_backuF server 116. wever ¥ rning this
descripgera in Herist 9 l?ﬂ%%‘kl%ﬁleséé%@?ppq@s bHEA it DD RRAT 116 stores

the usetr %@?ﬂp&&i Z%My?zee g:flfa&{tlgé’ crlr%sgﬂ oféjctdﬁlfeeséciﬂl 11%6‘51‘1’1@1165 on the

opies o Since
commlimcb@odalhawe eé$))eada>r® Wigh ﬂmmm@@ﬁmcklgpq:ﬂmpiamwmﬁ_s@p 67ah Following

of ten have, a nificant size, any re tions in the
storage;fghim s d&é‘irg’t?lﬁg‘t’elﬁt‘gyftgﬁ Eﬂep?é’gl qﬂg? Yslt &g) ssi on can
%eﬁ’@rtr Ig bablPRS 885616, ¥ahs PRKHp QhplRaREs KUPIQBeTiAsd 1B there have been
Upon recelving the electronic data fromthe

no changrstucsalsctd mein bz 168¢r bhalisuekuiner Jel s fyhen
o B PR 1S SRIBIE e SRR GBS P b e some n

stored Aloh8 A thy by bat i) tBhect roni c data may be maintai ned
in 'ts conpressed 10 format for storage_such that

qutdmpf@cj:ng@ op e e Figapatiesipre/ e gewme WiH& e@g@q&‘pﬁd in accordance
with a’talg?sg SQpg Flgag&ifgtss tf%e 1e§e{ﬁﬁ1n$/ S8 Aibifou gﬁttl?e dﬂoﬂo&vﬂl% description 1s

el I corre
mostlﬂﬁ&@lﬁhm @ full Filénd déas prorptor&pbidihf & fuillsﬁlesgﬁ)nb sldKedlin the art

up files 512 (step 672). Th ft
wil appresiate G lohBIeGOES 1Y JESERHh BIPOTIRRBAL B Q14 Bk e
stmchﬂ%sm%ti}ﬁ A& s(bro 181({5;8 rd%sc?fﬁﬁdé% Lo EQ tf?&le lbegllnls %ﬁthocﬁe Eé?@ctlon of a

nic a ron along wt
backu}b &ﬁzlemtpr}i:ﬂimﬂieateﬁtom cep & p4}5 76 Xhis Bep) a)wen gsseljiﬁlllsltsol'ea'g gheypoint-in-

time g gey RALHET R BRI e mETacHEg depee { e rpERLfpck . This may be
automgtﬁcgilllg%@lteb@@ i4h&e ‘i@(tnﬁ%/ %@S&kﬁﬁ %r d ﬁh@ﬁ(ﬁllﬁ%‘éﬁilﬂﬁﬁ&tloﬁ @evice 108.

es to the selec medi a ei t her
Otheraist,af ﬂmg: araddilingle b@crkugeltm 9% can se%emég)ne ofiibe b@qr}@lps that correspond

ot JE Ao B P E AL OERE oL UfH TR BR3Pt s s
comlnYﬂnthtldrh@eVE&VVchQﬁ@tiﬁﬁ@f bd RBieved i fe bedk@besser BV t 0
g a restore/recover routine will be described in

a&?h@n@f’amdée UWItChn seledt desterasbmediald e the Fesrefstapnid8). A typical
select orgev&%%% be 0l ore Ae: cﬁll\;e ocflégslgmtnmﬁnéa%ol %@4]1991@5?8‘19{ bzﬂ{lbﬁ% network

drive associated with the enterprise server 112.

18



10

15

20

25

30

nostly in relation to full files and descriptors
corresponding to full files, one skilled in the art
waowdo/1zmpr eci at e that simlar nethods may be ap@l/Usmot/a68281
portions of files, data chunks, data structures, and
correspondlng descrlptors The recover routine beg
vifien therfarsebmadinihgn besm sglegisdifhie kesipre ARidiceey 24 4ot télﬁe
commERHOH Soifd A8 Sl the Lol By By Ak AR AL A itdt media
with thb&wentobhe (stepciixuhi thak¢anningewipc the T&8ore applicagidn B¢ knaty@mploy the
.This e .autgmatic electe if th i s onl .
scamninggruOHE £ 0 Gl TEQRSHT i S hE SRR U 1GHC BB oo determine
if the fgshﬁ" ofed Rlectr f)mE B%%a@é £ PdatddrlReRAGKHRBIS hdie réb%ﬁ‘tr the@le
sel ect one of backups that correspond to the

selected{ psunt-adtlpm ﬁﬂ"; t-hr: npdathbtlmbc‘.tamp@s ¢lasrgharothy sdpctbql goinpfn-time, then
entor|$? does

there i RO ERE Rolt R/ R TR Tt Orlge BTG s P ol chpahyresides on

the con:nﬂﬁm?@tﬁ}huci%vﬁ:%g‘% in ﬂlﬂ%?brﬂ tﬂ%ﬁ pafid E&drmg&h@?h’cﬁ@ st’é@n Hz‘(ﬁifeﬁ'@i if the
he target media(s) for the restore (ste

scanning/ppdelp %32;. detepninehibajoione dhenges, dskians eor; afei?tlodﬁ pf/@ﬁ@ror&lecmmc

T ey R —

last med@0A{dn3di130 t1RGEIdJed ket DBEEB lBasé’d biethetdomphsis@edtepyet i@store

has been selected, the restore agpllcatlon 240 of the
apphc%l@m%éﬂ detgrmings Habare arcrny diffemaces Refween dieaerip apdyihe inventory
(step 7I %@gnéeg{ﬁgﬁqr glét;ota@l]lrf]tgltaﬁlg&fz%%ﬂngéjﬂnl nh glasswentvgntt)ﬁﬁtook place may
includé ﬁﬁlhgllhg, ajoipgd, oati¢letmg2dles, payticaspl Giest ankscﬁdaﬁa,mg data structures

nodul.e 232 to check the netadata of the various files
ﬁmnﬂ§¥8ﬁ@ﬂ on the media to deternmine 5 if the files or

Qﬁ%dl@f‘e?&&:@s‘)ﬂb Gedatd tﬂ@iﬁ%’d}%ﬂ chPl‘ﬁﬁIe@ g%rtideﬁ‘iﬁﬂlﬁ‘élﬁletclﬂaﬁ%;ad
S re recent that the selected point-in-tine

electroumpthxtaea‘hdtltsrmsnemqmdug debatiptortfhem tltmevgwrefdstepi 724). More

R T N

potentﬁilg/ aathrelt @8k dLeemeftamp AEFEEIERY MieGaklygn We¢heatefS dtsfdnptms If the
the formthat it did during the backup step. Howe

descnptm i efferensdram Hy mivdensclesgmterethephnhsmengdasciipiis ‘addéd to the list

of files tllggggme ddl 'ﬁ ?F%ﬁaﬁg ﬁleql%!ecﬂo r%glcgreglgr @a rtoluﬁts g ttai1¥ iCEél'glln

r oni C ave occurre
scenarfo@l Fbr in@tadeTﬂurlﬁg‘I@ rdsest of @pﬁﬁﬂhlhﬁlﬁckﬁmo%ﬁblﬁmﬂnﬂﬂﬁm device 108

the last nedia jnventory to t he selecte di a .
over apqthe| PMNBHLEEAHOH rﬁie‘(lﬁ%l%ﬁﬁﬁral %?Hl%’fl@b“’ ‘l‘sﬁg ngjé“ﬁ‘@l"%" most electronic
data d%g?}o'( G&hl 12 Qh%nétg SRt ?tE GQ?O%S IbECl&lEgiElg s@did4Would be identified as

erenc ween nmedi a and the 1nventory (step
unchan/@Q)if nokfhg thdsngeiag Ei&gl than gjn theamrrmarm(m &f thedésariptiorsc €l'he
the | ast i nventor%@t ook pl

descripfgrsi fﬁc@n tg:rm&eé}t%ryl egenf %]g e eﬁgplelf: gt %ﬁl@#qﬁ%ﬁle?@% :gﬁc%'élp occurred.
Thosegxfl?sdcﬁte?ectreﬁlc%Faathﬁtkfayg ERHBSd sikee tfhE ‘Pd@nhh@d pEit-fhr-titnb afen

ferences are detected, the nethod continues by
markeil cﬂ@nt:stbl;mtmg (stére7 2R a iviee speeife:@tly,on iaccotidange adh dettgin embodiments of

e prS SR SREPE PRSI Pl T BT OLERNR! st HPtes o

restorftfogPar i son step, electronic data that is identified as
potentially different due to tinestanp differences are
a@arqﬂile descaiptiun bavetheen markedder ieptomtion, the reste application 240

Contlnl,lﬁsw %ﬁﬁgér%l%ll}%é Al%é(ﬁfg?tl%%g% {nqlﬂé glglgla‘[’ag)? %lrje %HE%%F&& gﬂ ﬁ{f @dr rpet media

(step 732). If there are any directories in the inventory and not in the media, the restore

19



10

15

20

25

30

of files to restore. This can elimnate the need to
restore large anounts of data in certain scenarios.

wao-o007i189P@nce, during a restore of a particul aPChESI00068281
of a conmuni cati on device 108 over anot her

comuni cati on devi ce 108 such a ture e.useful.
apphcaﬂeaée% Freatey dose ABpgipragsiie thefatest lals (¥eR 73@ ﬁwnfgﬂaﬂg@

requlrea é@ ERate! sﬁ(cjlpglgé/dﬁésﬁég rﬁg&&;ﬁ%ﬁﬁ@d %Hﬁﬂh@' ab@ Ry ehedfventory.

Ifie not by the scanning
Dependah gpportt the cobfygurhteoncafithapieson infentidreardiedata inghe nyentbhyg existing

oSS BLOES ST NGO FEBERODE LR vt
by the I-BQQ%QT 'Aﬁé c%ati%h %@ﬁfe@@dpﬁsﬂﬁdlﬁacﬁdﬁﬁﬁ dray ﬁle‘%l‘%'@ﬂ%@h §lcR@Bon was
entif pOlnt in-tine are then marked for

not neqessAr Yo ithat nesmre( mpélpatmgﬂo rivprests sl (t;hefba@lgmp g;:rvqrnetrleve the electronic

data (s eH\C/gh)( algﬁlem?%g t&gg%ﬁq%%?%ﬁgcag%l} ?Ed] 168% I15&140 e mrt){j m%ﬁ recent

backupBlofGhd eth@usiahorade?idFBI0R edelf Of soafk ststlocAnidha. Ditesame or
t he descriptors have been nmarked for restoration, the

reasongtdy sigHlar dpisriptoss est indieatingghatianidentisy! fdeexisisilnsany opfthe local
r
commLf}hé/au;g dg%tcg ?rggst}éé afét{bglbd %gwﬁp%’ (?pLgdr fg&'grtgé g%glrktopglnnstead of
from tieh Haelallipjdrm' li16. Thi dptivenition ys exncnedy effertiven meataﬁ: whdrea
restore .19 WO 2007/ 131190 PCT/ USZO% ﬁ828}1
separatg pyACHIg( BRing #erddp SsH U thaRsSkUR o R i thasviflsupsrguently be
1nstalletdq{"1%eatnoﬂfég hﬁclﬁlﬁg ePhié 3fhninaldiehab M6 ABKhRAG tl{e%ékartﬁ% sb&@em, for
reate such directories may be provided fromt
exampka; ass_umungthebptlh‘eng spseEmisony the sBepen elmm@x uffche t:lhetromc data is not

. ,confi ti n of the prese |nv o dat
avaitatfe Gipfren B8 reiar gop1BrFaCe B B n el SRachtpiglyd v been
marke@FRR&tore baBORSHE b@okug ORBEML6. Orhedtiaielrie? 1161tiBLds th)@scriptor
structure defined 5 by the inventory. After creation
to file olapping to Bt vsitheredilgstast Bdedtesic data framttheday sieraggudh. dhe backup
server gzgls cé'taaaég{)ial{%nvg%g ec%%g%@@at%)g%s\élr%g t}g% & a‘%%Q 0%13; ‘Jhggle files and
other &éc@%hchﬁtaChstaﬁh&hf{ ﬁl&/@lﬁoﬂ%iomdwﬂ with $he‘5<tcﬁhﬁlnu1ﬁlha&1(ﬁﬁ&tfmee 08. The
plication 240 may first ook in the nost recent
fles thahuk wpEspmicaben devitt Hikuaveobadiawd thereferg cringdigeneste e
[
ot K955 B bl RRIR Ot ERRGRANLS, Dddnay
descrift¥i 1$1tt518|swpa\|cts)as arcrddestidloc &ie files mimmnmaialtaatrhad\eweqeevmusly

108, the electronic data will be copied fromthe |oca
bmmeQ@$§0nH§9§g§H@pwa?Wb Vitel Wackup server 116. This
oRhéI”[‘hé @5&1&5 SEISVele Xtd 1%%&’16:@&( @Eideyghikd el%&ﬁnﬁ@é@ca VM€ b&kup server
Separate machine 1s being used to restore the
116 ddmﬂkaqs theoelectrimiovéatd toathe wthbstmgmsemuemaltlyn device h@¥ éstdpetf8). The

0 anot her chi ne
recevighit BRICTRBBGIASE T Oy BE G F B Py B @iy 108
whlchttllﬂé?l RRSHRALA 59 t1RME B Medh gstéﬂ"'%ﬁ afl‘ﬁerpihe%mﬂe @bphdaﬁoh R0 stores the
el ectronic data is not 15 avail able | ocall hen t he
all of the steotreniadptaiondhé ree2 n@diar(etep dée). tlhéhip pisp, %@ file 1
tars

possm?q,| oty étg lggglnggglvaet}onffg aﬁﬁega%é I%gwgzee?i\r}g(glﬁiig Qe@ﬁﬁ@ t &tributes,

Accesb 08nE&ISIGEK PACLs), bed §d b1t Iri@RItdg t6 Asse@blih@ue eldi@onic data and
request ed el ectronic data fromthe data storage 128

storing’ ﬁ@nb@tmﬂﬁ mgdiay e rast@eiagplicaan PE0 gt ﬁ]lelné)‘%?“*?@a fo he electronic data
(step ’%ﬁgmfﬂ% ﬁ%et mes(iI Yﬂe Qv d&ya &10\98‘3‘?1095'111 ﬁlettgﬁ‘l%é@mgéhg €Pe., were added

er e ronl Cc ste vent o
to the &F8QGhediLGh seépt 71369 heyaomine detrimstadbes feserddls; th'eEln@.stom application

is moved, if
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20 files that the communi cati on device 108 never had,
and t herefore cannot generate the correspondi ng
waele®menspvor, wll be maintained securely in theCHES®07/068281
storage 128. Accordingly, the descriptor in this step
ts as a credential to the files or electronic. data
240. Ftlmnd\ﬁéweétop%t}xabweyﬂy gaiskethgfareptgnedinand ysmehindhe iygntory
oy b O e By P AR By L) s

Foloaythesdssehthdy aldaettoniion of diedtargot mbdia tlegesstd application 240

conmu H|cat|on evi ce, 10 Este p, 748). The received ]
determigst (e aipSRier1 e elsshoul ahcebiuarippeeade By e (iep
700 SORANERY OPRIRLSes AL L0810 TR 9 000 pcaon
If suchazkﬁusucmmsts ilge restote applicdimnal4@oritlodintifyl andised suchhigdes and
el P BB o W o SR DBl i reeivea
from thRlUackRf ek 2 16 vifl bBlairdSided icd 6ipBehry Hare StordRSirea until the system

attributes, 30 Access Control Lists (ACLs), and so on.
reboots (stead@B}.i dfiet the Spsand Fleﬁ@mtlﬁ dateneteurtsnily capable afrdrestore have

been sei%%rl rle[s}g)ié 1}6)8822%)% 0t ‘rflfrtg%re are 1%? 0{1"1%51{5'83[18 e (stﬁ c7:72).

o h addsdoRRl BBYdiméRe fdhd }&@ﬁdﬁt {r@®ntioh, b ﬁmeﬂmeﬁbbﬂhy protected
~which were not on the target nedia ( i ., Wwere added
media ¢a5 hengenerfege Niypayeatary iss lgf;s of s%ﬁlfﬁavtbasv%ma\ﬂ@& frspyiptors. The

e ceER 48 P SRR A L B

file naler file spnbtse, tieate tonestanimd, nyodsfsi tﬁnesﬁmn}t, hed {at g}&bssm% dinmstamp. The
and are not in the invent

1
file descaRigatty MUY SHST SUENUPL® Bl % %/ffptgusglﬁlél'ggn‘ﬁ Hlichgptography type
algorithi® SudhSEmdY ShesEidqhe ﬁFeolleﬁé)cW e dé@&lﬁt@@@ﬂ?@@idﬁa@l@@ssme the
restoration of the target nedia the restore
umqueamslafd:lwt filonTIa0o tWetdeﬁfmmtésles 6 thirearee h:ngtham;l upililedatacould have
her elec ronlc d not jt;rrent

the sanpeegg%q,qére(v%l EbrengO})é C alrg}eho asglilrfuucgy Sg ‘P% %fﬁﬁ%sg| frlys have some small
differefiéd. 988 uﬁ\fenﬂ)r}fl sl sBorb& b&UNs@MNY lad ORENE REvekN use by
anot her application. [If such a situation exists, the
rI@sat:mréaIaJp mltlnat 4lismaging ewbpdineabof the Preseitl inventigyarhen a new
invent%rlg{ d° g%l}serag c} r%(le gcetnrero ?1019 %9‘{)@& Bﬁfl:]%r,%e a?gb ?\glgreutﬂg @19&1%%‘38&1})
configlR€i6h kedalkéd Mlttlﬁ@mbélﬁkﬂy@eﬁa’faﬂaﬁ ThlSganietdtioheould be generated

maintained in a te rary data storage area until Ehe
throughyistasimg threpghbths liske ngw f?lesand oly gpneraiingremegngiees where the

C

modlf)ﬁ n%%gt%lglg é]ése glﬁgugféllﬁgl}s 15 g?}é ¥%1g§%@%lﬂger9[gd fhr 51 #Q{o%ekregt by the

applic&fdd dfallsile writéd toshe ;ﬁrb&cﬂfﬂhﬂitﬂﬂﬂh #igsopesdtng s??tﬁl)n plo\Aéesasrmcll an APL
addi ti onal enbodlne 0 he_ pr.esent inyention

This npwJBYAIGHY C8f b8 FEVRY 61 st b R et By S avr Dl inerementa

1nventg-ll?éss T 1@%2%?5%& £ séhskd (ﬁtallcﬁrot%!:tled fﬁ'lés%at%{/@changed This inventory

orrespondi'ng descriptors. escn&t or may
can tham:m)apaned fol the maﬁter meettory qubh ba@cumsb]yet b}ﬁgﬂ he A@Llstum (ie,

e t nat ur
descrpiopis £ vrala gt oRBe 1 1 et SRl e sl RSN R e e i
comp&és@@%ﬁ@mkegnﬁ ok%hd dehwrdescriptor may actually consi st

multiple file descriptors using nultiple

cStylpt: oydaphyperyipes Ssate@@mr@wds ag A fergrondiEng s amdicaten of file
systen] Eléang% Eth}engérgfu Tshyesﬁg 1? Oy él@g %ﬂ ch@n%Pﬁﬁ@&%ﬂ?@ '1%&@@%&‘6!‘&06 108
can prB{n'd@ $heddaphtlBryseipRribeRigE e fithelisabnentd b kap Wderhthe @perating
he sane signature with a reasonabl e anount of
assurance as long as those fyjl es have sone snal
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di fference. The inventory is stored both locally and
on the server. 20 In accordance with an alternative
weedodsirent of the present invention, when a nROI/US2007/068281

inventory is generated, the generation can be a ful

generation where the entjre backup nfj uratlon IS
sysremmnﬁ@sdhagomﬁmmetwrhwhqwt bRaraerisH et gt Pand
subseqﬁ;e?dtﬂgq (Q? En8¢ fketle ?tt\bﬁloaﬂgl 2¢ IRTAL hLitScHdlk ﬂwhastté}qn{félﬁ&y on the

es and only generating new signatures where

backuptsbever Mliffiye ddsomystbaeristhés fdbange dackEHivg. Henedeatiiptnr does not

coul d be %ener ated thr

) | o e t by.the 25 . .
exis g Tt B Gt <f PG bk 28 S vy DRk €8 fggfngremental
log will be ApEnOREN AL Hﬁgle%ya%taﬁmspr ovi des such an API. This

new 1 nventory can be conpared to the |ast ful

|"111n\te1n¢rong/y soheit alfile Hubgerfem ammyn@mmfalrorw Heetysigi then checks

to see 1%3\;6‘(‘118 ﬁzélﬁs é)éi%e (?e g(?qsﬁl\lé ?Sﬁel%)t the ﬁ%em e{% f g\;e %o%g g{egsl B? ﬂ{e client
prov1d1ﬂ§$ﬁ@&esb1n;yt§ﬁ&ﬁhé’ fipn1#the ﬁl@@&fﬁ@ﬂﬁ&l@%@fpt&lﬁ chelcf(ed hIé the descriptor
Fgnature (i.e., descriptor) exists the file is

does ndztan&eldthqrﬁle ISfre'trﬁéGCH@Q@rﬂli)ﬁ%Yerd’débe o iding e d@%?rg’éorle% the file. If

the desglé%g]; Hslgcg?s th&\)/els ({ch{lg %%elg traﬂgvéﬁaﬁ:&ﬁ gxel"s%r\%gﬁ% tﬂfoﬁéﬁﬁg le

era rovi
descripi@tdnti¥edigre@rTIRAkd ﬂaftlhe(mrtoﬁfpafdd et fos i aadn fchandesot thdtch both

the operati n%l sy stemgrow des such an APl the
“Ploadé‘bfﬁﬁj’rﬁlt%tt‘iaé ngaigader Hpher ¥3SHr ovi de the capability

per
SR ST Sy O T A B0 0 s
each filodsiifi ilesintivélvabrestoratioat i on devi ce 108 that a protected

file is bein vvrltt t ent .
KRN AR o b e e e
operati % SEm INEH Alba@ Uk Eles. bﬁfélﬂjb@raﬁﬁ%‘éﬁﬁelﬁ HBesistich Reswap files,
striptor exists the file is not backed up. If the
1eglstrd:e,samdllq))gsmre dBsulhiotbacke cawns therare psualle anﬁ er haye a high degree of

volatll{ty %l‘;@tﬁ flgen%ﬁ%g[s 2f és fngzgcpmo tttg §aci(blgé OF cflele sa1 {'Be%ﬁ] eﬂ oper ating
systenrPdIRE Y&d fhe vONREiliHEIBueTRYicAB| Pahs Multiplefiled. THesé QBL&:sfal‘ dm‘id&:ssed by
previ ous inventor stem then checks  to

se
varlous %elfaltlhg Sestergtand | atgbeee APY& TdsesARBS caxngelly ke S‘Fliﬂt%i @tghe 08
ved fr he. s r
et LTS P TR OB P by PR 06
exclude@s tdeally @esé 3 PTReRkRDbe dsdked thassdesonsiptny. Adh!ﬁﬂﬁltlﬂdly the system
match the file is retrieved fromthe server
will erpployisenciy t@qﬁn@c&n@g&geﬁg@ms&nt iTHRSep |°F mdiyidua fl(l)estqﬁlg gr oups of files. In

|
the ev?n%%ﬁ’e{t tlﬁe o éﬂ?&)ﬁﬂ%ﬁ 11?3 J[r}% \PYégdl'eﬁég 9{17at§ﬁ%§fug rtl?epit'l%rcfr g%% §RVOfk technique

wouldrsesd dscatly cdpyethe lﬁllceamdad(mbtermfy: teplesaiptdi Thik egchbique gnghres the file

SRR M T O

logica l&l %’a% ?%éﬁ ﬁf%rlnt‘?(‘fadlg&steﬁ'élmgék WhEpS et NueRtploy. If the

restoring each file as in the individua
copy bleslt dveamnbomatch SheGeutcgibhodki th@lalon}ays ieeonies aridcthe deseyiptor verification

beglng%%%s;chi%};rtgoxicgééﬁéﬁk@%) qleégrlygprs dﬁé%t%lbgl a%g%%sy P&l?tl W/ If.lzﬁceo%sg ent copy

can ndtBE ra?tﬁﬂn@@b&*)éﬁﬁee(m ffik b 6mtiByahe B&kﬁ?‘@ptlfelﬂle& file set is aborted. This
registries, |l ogs are difficult to backup because

teclmltlhewllhwerkmg]é lfcbryog legend }ovha«yl@tﬂaty}qi,a@hasd:égt}uggh@ftecln‘uque employs

file system monitoring, which like the previous technique is to copy the file or groups of files

and logically separating each file into blocks each block will be verified with a descriptor.
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volatility or both. The database files are difficult
to backup for the sane reason as operating system
wo 2does3amd the volatility issue typically spanBCT/US2007/068281

mul tiple files. These issues are addressed by 20

vari ous, QOperati % System and Dat abase API'
Instead spirecopying thesblark 91l patesoyillireantcrepteq andgsculegjor Eﬁy‘?m@d blocks

t [

until th%%?ldlgﬁpﬁl%nﬁ tggﬂl&gﬁfe ti% l?ebwp?/ ec)(éc ?egecfj "I‘hl?sg\g uryt‘lgaé éhe copy is
conmméﬂl s woul d be used to assure consistency.

rnatively the system w]| I er.al
tTé]g lawe%onp%mﬁg/t mc%cﬁglldg{wé:n\yltl? ﬁ’:[g%§ 0%? glsﬁ%({lslleahcg the present
inventlr)ﬁ |88 ﬂ%g H14"R %@ﬁ)ngfngftb E%§rt1c{1ﬁ1 a}t)[h%aﬁéﬁ? Mhid Wed1dbbat filelsBapshot
'S In the process of backing up the file or
level afid the fé@teveldﬂae naoh Andjeiber2ibfonmation Bechtag seayeiay 11§k tegply The
como b3 SRR STt e RO gl comensis wout

be availMShsSkENhs indVhRAEEorh@EHB] THIE wil eﬁdbl@t@@)toﬁlhﬁmfty k@j@pe the
groups of files and logically separating each file
Vahdlty of e Bilescind qggd,(ly BeerEkn whm a ﬁé iy baqefi p@@om‘ntq@ltg feedback Thus

malwa],;7 adl'%csg%ftrg Ccl%n ' eg 1ﬁg<§g]sy nglr géégle?)g%%r AR tggtttzg E)Iaﬁlculal 0S

revisiod ER bllihg BhIOUDgr zbi%g klias weteasre Siondl e Iimp@@tb& @l dnsopported by the vendor
descriptors match the copy is consistent. If a
would gppessstlent copy 30 can not be attained because of file
% 6@6::156 gkﬁ%%ét?@an?%gsﬁ%d Qs %ﬁ?{l c&?&&%wfe'al }ﬁg’fﬁ;phb&loul If individual
Signatt&é\ﬂarb Qlaredhad pdstddyin das‘babmcs fordreaty Hde cowdd he shmed and acce581ble to
nploys fjle systemnonitoring, which like the
mﬂ@n%ﬂ@b@@d§mFEchnlque is to copy the file or groups of
fWIhﬂé tl?eaﬂ)gvé ﬁgécﬁﬁé(!l ﬂo@@lﬁ%@{s HaliBcpakdtuldet €n teMtnltb @%ﬁtlculax
eac be verified with a descriptor.
sequer2®07 £vedis] g@hm@ﬁ/b@sm@mmsslzes tharges tacthieh sefluanee @@)‘WW@I without

mateu@]:fy ?ﬁ%c%gg [51?6 %e\&ft@tgezthedmefr l%loph td% Fo%?]tl)? céh Q&c@&%ﬁéﬁc@%f events

need nbf‘m%% & @k Yore ke é)&%pﬁzﬁplémb@ﬂmﬁ@tﬁ dr he'EBtbﬁler;l' {ecﬁﬁqwefsellustl ated
that the copy is consistent. The backu% comuni ty
hereinaccuntdiamited toitherspaeificalst lugrsederplrsiiments LBt Ca@r’v‘@%éﬁﬁd with the

ent | f i
o b PUEN AP RN A AL R R s
claimdb@vel and the file |evel. The nane and ot her
i nformati on such as security risk |

vel. The .
cnmianaly, dsepscas pehodt FuRETPoRs §f Ut inpritee cge e implgmented
o s EL Lo 0, U TR B R A e
integrgtedrofdiit @lelhmt[sl)l,c@e%ﬂ(iéor ol]&rllnhegty'\tedfmmhle, of digiesd segmdl processor, a
qgui ckly ascertain. wh ased. on

hard- SR EAER O 1851 TR s & HRELEYREPE BB e rogranable ogic

dev1cé gl%ﬂtak E)F &% wBGI, PALL Q%mﬂﬁﬁlﬁ%ﬂ&ﬁsl d%%lcteosu@hte@h héne, any
ticu revision. Rolling back u grades hat

compmlvle nyEaes oo tel likei mpgsrmradl @yotevmwamhkr ofaishphgmertiiag a state machine

that 15\51{](; gqrg&a]? éyg)‘[feéﬁ?o 13& eelgstﬁ,gcrl] gtgﬁiaé Félt%lngc%ﬂ b??lsed to
impletrfefi thb %&%us O IBNAHid4EBE NS f}ﬁb@@ol@ Afd peBikiges dtcarding to this
searchable formany file could be shared and

inveng@cessi ble to 15 anyone that can search. Wile the

?E gﬁ?rgf?%f (rgheb(%ﬁ)é?ste ﬁqgéés%weeregﬁmn&héﬁéfﬁ&?ﬂ software using

object or object-oriented software development environments that provide portable source code

23



sequence of events, it should be appreciated that
changes to this sequence can occur without materially
we@bdogasiing t he operation of the invention. PCT/US2007/068281
Addi tionally, the exact sequence of events need not
occur as set forth in the exenplary enbodi nents.
that carelx@mldam;a asiehmfgaewuier puyerkstasign z}t/?tﬁ(?@”fl@ ﬁltéﬁnétlvf‘éi’a e disclosed

system Brllﬁy be 1 iﬁ%l%l@%d eﬁﬁaﬁly{ (&ng@h%m}{} %Jr{i\gglre ﬁl@lﬁlgg‘?aﬁg%gﬁ% a@{}@ults or VLSI

design. emﬂief’f@éﬁ\ﬁar@ e hgdearede asdd theipfeamhtihe sysiemml:h adcdrdahdeywith this
and separate

claimabl e, Additionally, ﬂe WB
mventlﬁ@tsrftsr@gn@ﬁampﬁ?@tsa%@ andesr effigiency sowemshis o i aocéytem the’particular
functioh nBlde[Hgmer? gulap&f@va‘f‘gglcﬁaqaw%r %ﬁéﬁs Spﬂpéﬂ&ﬁﬁcesé‘m or microcomputer

processor or cro controller and
system@ Beinpheatiadd. % donnmgncaitled systcmau |1met}ecbcb mad p(cg())colsmlumgtgi herein
or other inte circ

can be Eﬁagtlg élgg],emegte élil bar ALSAT {Oé éfﬁg'flﬁe 15161|g ang é{%gwe of !:alﬁ:r developed

system§ WE BntBurdd, SIET8ESarl &@@%a&'ﬁ Hbde of drdNAYLRIMBIhEaglighlsle art
devi ce sucéh as PLD, , PAL, a communi cati ons

from tmbefunumnahdasm;ammprpwdnteheramwnd s pmgesiad bpsakeowlsrae ofdhe
eneral , any device capable of inplenmenting a

CO“¢“§¥§Pédﬂﬁég¥%§ MShat is in turn capable of inplenenting
the nmet hodol ogy illustrated herein can be used to 30
i mpl enent the vari ous conmuni cati on nethods, protocols
and techni ques according to this invention.
Furt hennore, the disclosed nmethods may be readily
i npl emented in software using object or
obj ect-oriented software devel opnent environnments that
provi de portable source code 23 WO 2007/131190
PCT/ US2007/ 068281 that can be used on a variety of
conputer or workstation platforns. Alternatively, the
di scl osed system nay be inplenented partially or
fully in hardware using standard logic circuits or
VLSI design. Whether software or hardware is used to
i npl emrent the systens in accordance with this
invention is dependent on the speed and/or efficiency
requi renents of the system the particular 5 function,
and the particular software or hardware systens or
m croprocessor or mcroconputer systens being
utilized. The communication systens, nethods and
protocols illustrated herein can be readily
i mpl emented in hardware and/ or software using any
known or |ater devel oped systens or structures,
devi ces and/or software by those of ordinary skill in
the applicable art fromthe functional description
provi ded herein and with a general basic know edge of
the 10 conputer and data storage arts. 24 WO
2007/ 131190 PCT/ US2007/068281 What is Clained is: 1.
A net hod for managi ng an el ectroni c data backup
system conprising: receiving a first inventory of
el ectronic data stored on a first renote storage
medi um
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wherein the first inventory conprises at |east one
descriptor; 5 conparing the at | east one descriptor of
wWa b@7fi31%t i nventory to a |ist of descriptors PCT/US2007/068281
associated with a second inventory of electronic data
stored on a backup data storage nedium wherein the
ry of electronic data conprises

| ect ;Agg o 3hA LM A PhE R daebackt SR YRR

Q‘éctee\ﬁﬁg Bifing ifiveatoraof éleatoniedas Btptemlr onf o frst telne:)tattofz@asﬁedium,
one descriptor of the first inventory 10
whereig dt?sﬁlféh‘tm%‘PtPV Q?&%%ﬁ%%atéeaéb%‘k?rﬁfsﬂﬁ% i ptor fromthe

!c'o\lslr%)aﬁflg ﬁl%saﬂ E’ttd?)re%e?&ﬁs%'oﬂl’f‘edﬁ ﬁlbeﬁt&? 8 8AR0GF descri to1s

in report| g to the first note stora
assocwmﬂwunmsbmindeﬂlmtm;a nf electadac das stoiealt anch hmckhp tike sfar agtmedium

descriptor is alre stored in the bac
whereif g S5 A HEPTIAD o CerHE e B o ARHEEC SR g Rty of
stor ag@ﬁle(lhﬁﬁ‘ﬁ tdlf?é}@ntq?o?ﬁ Felt o I‘elQlfOtﬁt Prabd ﬁl%&luh‘pv entory 15
substantial 'y uniquely identifiés at |east one of a

fdeteemanidg that a fistt desstiptos fltOhrathelasle@ﬁ anh degaripgtr of drepfiret inventory
substaSifly BG RS o i e Batr LT HE] g the second

1nvent(Wyt dhd he first descriptor froma list of electronic
data that is to be transmtted to the backup data .
Sqemrggg tovigifiishremotestorggeanedivmghatslecgpnic fat: as§qppqt%w1th the first

descrlp}}?l réacﬁfo ) e%cz ﬂs e'iagé‘]ﬁlg élﬁta%?(%rggﬁlgdlg&t a fromthe

rage ackup data storage
rLEdI Urffhe\llrhahﬁcﬂ of ¢1hien &) velodreianhecatdedstone deatrgptot dfatle first inventory
rises electronic data fromthe first I nventory

substapigaly wopiely ERHEARIAE B R 458 GLS LN TRCRTE Hat 15 e first remote

toracBSGH Pt or . 5. The nethod of claim1, wherein
stotag ﬁecltrom c data stored on the backup data storage 25
nkdi urilendethsd ofélatied, fuithér cohmprismgoadodeg tlrd geagronic data

ses.data orjginall ored on.th backup dat
associ g0 My, G5 Ueseauie B e e SREs s g B SRS F e Babhfed o the
backup EAREBraeM&Benedi um that differs fromthe first
renote storage nmedium 6. The method of claimb5,

wher ei Theaméthpd of clgieon 3j furtherswoipaisg trnshittingelpgtrastic data from the

e S R S AP R 5 o

transndTR&EH dbiprises diBErdRd (sl froh ik ArdNidvenwWhelegs ﬂl@&lﬁﬁ:trﬁﬁiceiata associated
copy of electronic data associated wth the second

with thpelaist desewptor.s mai nt ai ned on the backup data storage

;r?dl umflfleoll;laéﬂﬁg oP Xlagn P! \Hfl&g te\{'ec%fomcq{a fs%% @@to (?l?et l‘?ackup data storage

orage ne IN access

mediudpdrl RsSRRtdvad thw %hoﬁdt&s&{fptmcﬂlﬁ}ﬁ%és’ma‘ti Qﬂgmally stcned on the
PCT/ US2007/ 068281 . second descriptqr is restricted t
backup dafastorageghetem Aung Ao ¢ RROPSFAHIN Rlggh perenfpugte Storage edium tha

differ sdﬁg’lﬁrtheoﬁl%f refnfbtd g}gragp Aflgip, data storage nmedi um

6. The method of claim 5, wherein a first user is associated with the first remote
storage medium and wherein a second different user is associated with the second remote
storage medium.

7. The method of claim 1, wherein a single copy of electronic data associated with
the second descriptor is maintained on the backup data storage medium for use by a plurality of

different data storage mediums and wherein access to the electronic data associated with the
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8. The nethod of claim1l1l, wherein the first descriptor
and the second descriptor were generated using a
w@ewnnsiigescri pt or generating al gorithm and coP@mDIS2007/068281
inputs to the 5 common descri ptor generating
al gorithm and wherein the conmon jnputs conprise at
second| dsa@ipteyne resgicteiioa datstoragadgtansrthatmsoddethefop deserinter to the
asSoG i.th the first descriptor. 9. The nethod of
badﬂq%%%ﬁﬁ$%%gaﬁﬁ$%$n the electronic data associated with
tthe fiThtmeth@bef dlgitor, viengh tiecfsadestig@si amginte edcoad descriptor
el ectronic file or data structure hayi ng | engt h
were gm@t@qi Bgjng |aﬁOlﬁlp’tOéléi_eSCftpt(f(genfﬁﬁEn%gﬂla N qogiung%}nputs to the

comnu‘(ig&;e&t&iiﬁgf %{/‘ntegdgi%g%l itk | HIh LR SEsnéh BBl iséht least one

wherel n the descriptor generating
of datasind amdtaduta cfthp elestemiatath essotiatedevidf tha firgdggtripgeraphi ¢

d nqp- t hi I ithm 11. Th t.h f
i e o B el e hesiopic e e P
descrifffort ¥ fHisEEMERt SRS BRI PRdhieMI1E 8r BRE E@idR ha e Qfl@ngr‘gh measured
e

' operation; 15 referencing a backup inventory for t
inbyteshird renote storage nedium wherein the backup

B Rl BT 8 955, 6805 R R et v
2 byteAIRIGH he?BinGhél@dsariptbaendtsing @sdodiéiith cOMptifes at Rastthneaiat e
storage nediumat a paint in tine prior to receiving
cryptographie and aen-crypiqearhes #eerithest or e operation; retrieving
sgl ectg I ; r he backup data storage
o kGRS P ke kiRe s De
desdivinptagequesifréha third tenodfte sosape npidons taps ficined edtovd dferation;
the third renote storage dium and providing the
Sl@feé@tc&g Bhackyp HiYEptog, tltegtﬁtrﬁ éer{lq)fp ls@rzfg@%et U1 tgflg‘ﬁ@ the backup
inventS'iS/%f‘me.tlliild?remm?stﬂﬁ PAfaRim EbabiRed 4 1isf 8 deli&fprors associated with
conprising: receiving a second inventory fromthe
electronii dada thetwheresideontagehertuidinemotetoregaimefismsa @grodnt i2 §me prior to
. inventory for the third renQIe,storage medi um
recew‘é‘&ﬁ}b‘ﬂe%. tip H)qré)(nn&ufregggec%e& ’tS’Ps associated with
eleffdviip efecftatlcfecidhic @it fYorh @%d KHRREp @fta bldtik Mihddhuh ERhHE a
storage nedium and renoving the electronic data
descriptar thehmhptghesdes¢riptetsiin therlishof deserippragesasiadidivrith therthirf gemote
tora se%gctednglectronic data prior to providing the
SOTagE BI°ELYed"l ectronic data to the third renmote storage
NBdiidmg B0 sdidcted blectidih@da af the ttdrdRelnbie whapeniedain.
| east one electronic file fromthe sel ected
elct r b methad af glagn i fyrtherigoprtisigaded to t he backup
d st Qr edl ‘ ' her.
¢ v R ARy Do (SR8 Rrah LB g H REDR e second
invent3B0fBf i3 1ARO rdnioié LSO HddRB2 8dmprides aAisc ofgratiptorseastaitel with
medi um conpri si.n roce r execut abl e j.nst ti
electrgnag datb glilmg]rt)]ﬁﬁ 1'ﬁsddf?qq gn R tagg rejpote |sgirqgefpednrl]1§1; agnudC ' ons
removing the electronic data currently on the third remote storage medium from the
selected electronic data prior to providing the selected electronic data to the third remote storage
medium.
13.  The method of claim 11, wherein at least one electronic file from the selected
electronic data was originally uploaded to the backup data storage medium by a remote storage

medium other than the third remote storage medium.

26



10

15

20

25

30

15. A device for managi ng an el ectronic data backup
system conprising: a backup application adapted to
wo emeityg9@m first inventory of el ectronic data BCDUSHHOTDO6S281
a 5 first renote storage nmedium wherein the first
|nventory conpri ses at | east one descriptor, conpare,
tife at/ FEBRY CIOAdAPESREFIBIOTOMTISIIZePPosEqr expRpER o trugsions for
pe1fonﬂn§tﬁém9{hog%§8{ iRyors associated with a second
entory of electronic data stored on a backup data
sit5or age demack fommanhging an elehieors e dam dackupwsgstemr yoroprising:
eI ec ronl dat a rises. electronic da from
RACEYR £RP ’Gf‘“@’t %ﬂ%aég IERGFY R Tirgfi I yegfQ © %‘eﬁ‘i"ﬁ’l%lﬁ gatPiSFOél‘fd ona
first 1efn%f@3§t§1 agé Realh, Wl@f%mheqﬁgﬁﬁ\r/@n@&ytcbﬁ%l1§’esfdt &t one descriptor,
descripfor fromthe at least 10 one descriptor of the
compafd ths it lemstent desgripiob of tuetfirstl 1hyelmy¢¢1@hsta)fsbwmﬂms assomated with a

escriptaor.fromthe escrjptors associated.
second T F T SECBC PAGSHES] 57 BHEP SBBRIOHEE: TR UFT pggrein the second
mvent&@'ﬂ?‘é%cﬁbl‘ﬁf: AV COBBLLY elédﬁ@hw@ia@cﬁrérﬁ Rl fhurd Bty fassy vﬂécﬁﬁms
h the first descriptor is already stored int
dlfferebh&kmgh@jﬁtsgl enmt@ stgga@e mxpe@liuum defegmirpribatefitistdesefipter ﬁpm the at least
one de§c6ip_1|_%r %rtl%og s 1[1 el?tg g%ﬁtfi%é ﬁ%tgl?asls%%?nétr&e g&\r,at ﬁl{? %%ﬁe list of

descriptbisSiksod RS with the sfadfcﬁi@ll iAvdnitay, 0d rep@etorthe fiést dahete tsh)aége medium

is to be transmtted to the backup data storag
that elegignigrdatagssocrfed wethithelist descepter salrepdhetteted i H@ gkt
storag@f?l@hlhﬁf"t' on is further adapted to transmt electronic

data fromthe first renpte storage nediumto the

biec k uplletateaicstod chge 15 mebi¢rem thevbakep applivatien Esd’urtbm aclapted to

aitatrans tted cOo es el ectroni c_dat m t he . .
removg fheglectropic; %;%) t]‘laehfgr ggltlptghfremcpa electromc data that 1s
to be tﬁ%&ﬁﬁfe@&@glevﬂa%ﬁlﬁcﬁ@a §tb1ra§5 nf@fgLi ptor. 18. The device
claim 15, wherein eléctronic data stored on the
bh’b ku meiadewostozﬁ chge 1 6nrwb|¢ram theblackep @pplmaedn wi futtherrpelapted to

SIS BT FaTBEL S5, L, Lt 518
mediufP §MhafeiiPihe @fecosie Qi@t@drah@ﬁﬁfeﬁ c%in?h@@%l&ﬁ@hiérﬂatehﬂém the first
differs fromthe first renote storage nedium 25 19.

mventmryele@éhei electmieflah aseeiatedivathethn fisstdpscgiptaiser i s
oc| e(?ev%etol% b §la C}S 1;5'6\5\/3&6{1 éfgcttr%m 4.2 8984 Wﬁg ﬂ%c%ﬂ? ﬁata storage
S e

erei a seco ent assocl ate

mediufEGANGsdceli®d ®ith Steaeagrl d&dhpmﬂ ccﬁ}[{bnséﬂﬁ@tﬂ eMgiagllpitosddainithe
15, wherein a single copy of electronic data
backup daia EfomeEaneium QUfing a DackomcPaBSER Pht 87°ond 15raPtR Sigrpsdnedium that

dlffers 01{,@]‘]&;1?)/ o#{p)t%%g%fgﬁlgﬁﬁtl% medi um for use by a

ura erent data storage nedi uns and
vvh@r ei Theadwiefichimie, eheetr ofifscustaisasassaed aithdhamitshremote

t he seco ri tor restricted to
storagh s SRR BG GO HEHET Sier HSEt bR g et remote
storagR AfeliHi, dat a st or age medi um 27 WO 2007/ 131190 _
PCT/US2007/ 068281 21. The device of claim 15, wherein .
t D@ fi Tt devesarficptior] Saw&.ieltehvea singlo ndpyielsdedirpnor dajgassociated with

the se(gqngéi;:at i rl;h%] bq%gnéﬁﬂ%ﬁrﬁ% SC r(ia?ahs orags 1?1%51%%11 19 use by a plurality of

different data storage mediums and wherein access to the electronic data associated with the
second descriptor is restricted to data storage mediums that provide the first descriptor to the

backup data storage medium.
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conmon descriptor generating algorithm and wherein

the common inputs conprise at |east one of data and
woredoadsuigo of the el ectroni c data associ at ed wi PET/UB®07/068281

first descriptor. 5 22. The device of claim 15,

further conprising: a restore application adapted t

Pdeei vdiegeyisgbelai | prvhereinithelisbIrseupter srhihe seroar @ﬁ@crlpml
. rest
were gléﬁn)e\llaetg(?g{lgé g]gir%n on &E&wﬁ&%ﬂ%ﬁa@ﬁ%?&%@?ﬁe dco‘ﬂﬂn&?ﬁ*!f;ﬂﬁ to the
commorhdgseriptot femehaiak la‘rgon_[lmrﬂndrwhef@n tiehentriom thpnewogrise at least one

stora e. medj um conpr.i ses a |j st of scrjiptors
of data jud geetalaBiONNE Flogr oLt f&ﬁ?%soalateé "flﬂh‘the%é §‘-§ Pf¥nt on
the thm{ediecr%@emaﬁrﬁ 5 afgahmk@ms&@ at a point in tine

prior to receiving the request to performa restore _
cpestatd applicatenradepted telecedived reques dtonon ﬂarcbllatn@tef storage edium to

pectr 3B 2 OIS PRSP PGP ISR B Gl g medi,
whereiB$I8O6AcRES thvehtoR, foh ehel thirdl derh &8 RloRa g dAGR cOB@HEEY a IR0 AT
provide the selected electronic data to the third .
desm1m@mﬁ@cm®r@@@elpﬁgmlgdﬁa thpg wagFrsidgeiqictle grirdiegiong storage medium
ata pohpé 11} élglg ptrlgre fo f?éf;glﬁg tl%DI%gu{S?{o Pfon% a rﬁgtg Q OpC%‘ijl%Rtl%ﬁleth selected

I nv

electrofifcQa@0RoMEBEE butkupigh 8iofadeBedivndading A\RRdriptr thitanhattine
third renpote storage nmedi um conprises a |ist of

descripjers én fstlist of dpssiriPRstPoltiechwih dirthishrenotg soreeardp nd
providé i sgf‘e@{elg]l%%cfrgglctdmartg iSRG Cerid @ rsﬁbg qugdlﬁﬁg‘ and
renove tronic data current on the third
rEnot ellstderagef nkdh 2 Vherintthersekeaiptidateines futher adapted to

dat a r|or to grov ding the selecte ele tronlc dat
receivg b4eRB] NPT BRBLES Lo St LR e oDy A CIERLILg Sprand inventory
for theQEm‘ﬂ & Sor g \é’i?ﬁé'd?dlﬂ céltnph%saths@Bﬁdﬁbﬁﬁbfs%éd‘clzftéd @Hfl %%Uilomc
ecte el ectroni ¢ data was originally upl oaded
data curmntlyeedmmk op thetathiad senmvtag@rmdmdmrbyand re@not Besiotragie data

curen g S B e o Sy TR R REF s provion
the selEc%d §l%é’c¥dﬂ"«9dz§ta fd ﬂl%ttlnﬁﬁierrﬁfte ﬁbﬁ 13 feaign.data for a

plurality of renote storage nediuns 25 at |east two

024 whi Bie deviced slieh 2R edheetnrnt diasf @eedpctionisiiye fiopyihe selected

electr0é1|1 %atrtsi;e %’ﬁ%’ }érllglg%lg/ lflpﬁg&l%ﬁtt hR l?"élﬁh)u Stgl% g Bg:gg;%ngg Ifa L ?ﬁnOte storage

roma Firs
mediuffE@N& that thd €lig] RhidkgotaBainediunt. east a fl rst electronic
fileis inthe first set of electronic data and the

s&tondABelecenie ﬁ@étb@%}ﬂipéyéfﬁmacwpré%%ar ing descriptors
oxfneél %F‘%tom?f& Fusft 'sét%tf.eﬁelc Glik ‘agﬂa or Eﬁ@ufajhlt}?of R g@ﬁa@@ mediums

ectronic ata an second set
at leasetvacd 1 whick amaatsmmamhwﬁhﬁdfemumsém ng the first renote

storag( medi um t hat thq}a{{ east %II‘S el ect.rqni .fil?_
ATRRdGT FSSV S TERIh JaEkaR @ Sepndspet of glBeralF faiadom 2 fist
remotggo;g%%ggyn;sllgo PCT/ US2007/ 068281 neans for

erring, fromthe first renote storage mediumto
t ineamsefandetémrinigdhdtagleastfa first cletoniffile IlFel(Iﬂtth@ﬁlsé seiaf glectronic

data aléqli gcisgtgﬂl:dge{]oaét ieoltrgélgzocﬁ a%y comparmgtdesecrf?)%rg (r)lfd the 3 a leagt first electronic

yd

file in both the first set of electronic data and the second set of electronic data;
means for notifying the first remote storage medium that the at least first electronic file

already resides in the first set of electronic data;
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the at least first electronic file; and neans for

adding the electronic files associated wth the second
w@edo7081180 ectronic data less 5 the at | east fPEBUS2007/068281

el ectronic file to the neans for storing the first set

of electronic data. 26. The system of c¢laim 25,

WhAng o7 trapafeging, guy thy ﬂrrstrr%mofé|8@é4aedﬁ¢<%umutv ghegans for storing a

first se{e ?Péfé(,ftl%ql{ %fécggﬁc 'ﬁ@is%s %eds\;/ﬁﬁ Hfégse&m?l sfe{ 5isélec§§)tnhco(§ata less

tronic y a secon renote storage nedi um
theatli:asstﬁthtéfeeﬂrmnt fildpandt he first renote stor age rredl um

g (6 SBBRUEE Blespirgeioes DI P8 PR IoF: b GHBTEnS dat loss

the at 1§§s@ ﬁ?@ %le@@&hé‘ @@e ttocih@ﬁl‘é%%sfoia 58RLE Qﬁ'fﬁstfs'e{ &SGI@C?H%Q% (ﬁltta?d
t he second set of el ectroni ¢ data, wherein the

s%bs etTlmfsyasthla qd IcmnraIZSt yhetirtbeat leas adnaqéecnedlclfds was transferred

to the 1§g§1\é1f?ras[t<glgi"1s c 1F 1r ﬁgt (g%ie&hamggitatagiyragﬁneggq r&H 3 e §fQrage medium that is

differeRf th@k tHeGirstd8mbicNGordgeMediun?8. The system of claim 27,
wherein the descriptors for the electronic files

a&s ociresystemidaim 25h @}r@étm@przﬁ@tg pmeasdet pldnvipg @atibset of the
pluraliérg r%.tﬁn{e S?OI%%@ il (jTth gy a%c%% lc\%&%%n c%ef%s@g%gtgﬁl '\xgthf 11: ge%ond set of

electrofRNqald, S&@lew'ln tleRBgeY OBIhe @lushlitly d rendfte d@t@egﬁnﬁl{rﬁﬁ pﬁﬂ)wde
usi ng predet erm ned descrijptor generating algorithm
descriptpraon e ﬂeﬁ@@,mc Adesiaggagtased With e S8R dSHEOTSCHRDE RIPTIOT 0

gammgg&gg@ta fromthe electronic files. 20 29

28.  The system of claim 27, wherein the descriptors for the electronic files associated
with the second set of electronic data substantially uniquely identify the electronic files.

29.  The system of claim 27, wherein the descriptors comprise an alphanumeric string
of data generated using a predetermined descriptor generating algorithm that utilizes, as inputs,

at least one of data and metadata from the electronic files.
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