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SERVICE PROVISION SYSTEM FOR USE IN DISTRIBUTED PROCESSING
ENVIRONMENTS

The present invention relates to service provision systems for use in
5 distributed/processing environments.
Distributed .processirg ehvironments are being fouhd increasirigly useful.
Distributed processing describes the case where computing processing capagity is
no longer centralised, :for instance :at a#nainframe installation, but canibe situated
at various different :sites with ‘communication -links ‘between.  Client/server
10 architectures are a form of distributed. processing enviroriment in which one
computer application, or software progcess, may itself be distributed between two
.or .more computing: -platfprms. These .computing platforms may be or ‘instance
‘personal computers linked by.a network :such as a local areanetwork (LAN).
1t is sometimes neacessary, ih .any computing envirenment, to support an
‘15 .operation by using a ‘set of differént processes. These processes may bse
‘colocated or installed at different physical locations. The .processes rhay for
instance comiprise several processes for providing information -and a process for
performing a security check on the intended recipient of the informiation.
In an example, managers in organisations need to be able to make
20 decisions based on informatian from marketing, sales, researéh, dévelopment,
manufacturing, finance and legal departments. They also may need to be able to
mest for instidncé a stringent security process designed to avoid the information
falling irito the wrong hands. Requesting pertinent and consistent information
across a large company can be complex -and time consuming, particularly where
25 there are other processes involved as well. Then 100, changés to information
made in one department &an ha\)e repércussions throughout a company often
invalidating previous decisions.
Another example of a multi-progess activity :-might be account set up. This
might require the gathering of information from various sources, the use of a
30 security process to streen the new account holder, the triggering of scheduling for
account statements and other processes.

To set up an overall service may thus in fact rely on several component

’ Vewy processes, each of which may have its own availability requirements in terms of,
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for instance, storage capacity, communication bandwidth, time to delivery and the
like.

As always, it is preferable that the time to actual provision and receipt of
a service is not too long. Hence it is commoniy preferéble that, in any environment
in which different processing capacities might ha\)e to be brought together in the
provision of a service, the time to set up those different processing capacities is
kept low,

In accordance with one aspect, the present invention provides a service
provision system for use in distributed processing environments, said system
comprising:

an input for receiving a service request;

service request processing means for idéntifying cdmponent processes for
use in provisioning the requested service;

negotiation means for use in establishing conditions applicable tc provision
of those componeht prbcesses;

means to access an up-datable data store for stbring parameter(s)
indicative of availability of identified component processes to provide the service;
and ' |

an output for providing a response to the service request, said response
comprising an indication of availability of the requested service;

wherein the processing means is 'adapted to process a service réquest by
accessinlg: one or more parameters in the data store, proceSsing the request using
the one or more parameters', and producing sai'd'response.

A component process might be supplied for instance by another system
and/or by process capacity within the same 'system.

Thus, although embodiments of the present invention are equipped to
negotiate for provision of component processes to provide a service, an initial
indication of availability of a service is made f}om stored data. rather than from
real-time negotiation to establish conditions of service provision. This has the
advantage of speed since the real-time negotiation, in practice, .can create delay.

The processing means may first ideht'n‘y the corhponent processei____\___fyhich

will be required in provision of the requested service, and access pararﬁéters in -
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respect of those comﬁbnent processes, or may have one or more jparameters
stored in refation to the service as a whole.

A system as described above can be embodied .as a software “agent”. A
software agent is usually a module of software which comprises process:software
and data, or means 1o access data. The process software usually at least.incjudes
& nagotiation process, for negotiating with othér agents, .and the data available
usually includes both data which is tocal, or specific, to the agent, and ‘data which
has a global nature with regard to ‘an overall-system comprising the agents.

Agents ‘are 'des’cribed and discussed in “Intelligent ‘Agents: Theory and
Practice” by M J Wooldridge and N R Jennings (1995), in The ‘Knowledge:
Engineering Review, Vol 10(2) pp 115-152.

A system according to-an embodiment of the present:invention might itself
be an agent. ‘It might comprise processing and resource capacity for previding at
least ;part 'of 3 component process or resource required to:proyide a service. The
system however might :preférably comprise a plurality .of the above modules, or
agents, each agent comprising (or having control of} capacity for providing at least
part of a component process of resource,

The “parameters indicative of availability” mentioned above might be in
the form of a set of conditions or rules, and/or data, under which a component
process or resource can be provided, sometimegs known #s a "service level
agreement” {SLA}, from one agent to another or by an agent in direct provision of
a service.

Where the system comprises a plurality of the modules, or agents, then
the availability of a service may be indicated by the SLAs of and between the
agents ‘which will be required in provision of the service. The agents may then
have a “peer to peer” relationship in which the status of all the agents is
substantially equal in a team of agénts brought together for the purose of providing
a service. Alternatively, there can be advantages in the agents having a
hierarchical relationship in which a primary agent may have availability data for a
group of “subordinate” agents. That is, the primary agent may have stored an SLA
indicative of its own capability to provide a service, which SLA is determined by a

predetermined set of other SLAs, these being the SLAs of the subordinate agents.
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Such a hierarchy can be complex in that it may have more than one layer
of subordinate agents. It can increase efficiency in estimating avanlabmty of a
service since a primary agent may be able to substltute one whole group of
subordinate agents for another group, in the event that the first group was not
compatible with an SLA negotlated by the primary agent.

In embodiments of this type, it can be advantagedus it at least some of

'_the SLAs have a limited lifetime: a “time out"' rhechanism. Otherwise, actual
' conditions may render an SLA unsupportable, or at best mislsading, by being out

- of date. This is particularly advantageous if the system encompasses proactive
10

versions of services in which the system might for instance alert a user to
information in relation to a service. If a relevant SLA times out, this works to
reduce the possibility that the system will provide out 'of date or inappropriate
prompts or data items.

The term “entity” may be used in the foilowmg speclflcatlon. It will be
understood that the term entlty "as used here can mean a plece of equipment

which can communicate in a computmg environment. [t will in practice usually

comprige't least an input and an output and, often, some means for delivering one

or more of the services, or co,mpbnent processes, to be provided. It might be for
instance a work station, personal computer or a computing network node.

in embodiments of the invention, a system will generally further comprise

a control output connected to one or more tasks (component processes) and/or

‘resources required in providing a service.

' The system may also comprise a data input connected in said computing

_ environment to one or more tasks and/or resources required to provide the service,
- for receiving data output by the tasks and/or processes, and data processing

" means to generate said parameters from said data. Alternatively, it may be that

the data output by the tasks and/or processes already comprises said parameters.
Preferably, a system according to an embodiment of the invention further
includes scheduling means for scheduling the running of component processes and
provision of resources in support of a service. However, on receipt of a service
request, the scheduling means is preferably triggered after outputting of a response

to a service request to indicate availability. This avoids delay in indicating
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availability caused for instance by any detailed processing and co-otditiating of
scheduling data or conditions.

Once a system has agreed to provide a service, it can schedule the use of
its resources to support the delivery of that service. Hence embodiments of the
present invention :provide a methed of providing a service, in a commiunications
-environment, whip'h comprises receiving a_request for a seryice, accessing one or

more stored parameters indicating availability of the service, providing an output

:based on the parameter(s) and subsequently scheduling resources and processing

capacity for provision of the service.

Further to the above, in embodiments of the present invention, relevant
information may be pro-actively identified and delivered to parties which have not
specifically requested the information but .which nonétheless -are ‘believed to have
an interest in the information. ‘Such :an ability to disseminate information 'is useful
particularly for parties, for example ‘decision-makers or service requesters, who
might be unaware that the information exists. The information dissemination
might happen as the information becomes -available or when the party initiates a
service to which said information might be relevant,

Systems according to embodiménts of the present invention can be used
to enhance the way a large company runs its business by improving the way it
accesses, uses and adds value to its vast quantities of information. The metaphor
of ‘concurrent engineering’ suggests that the best way to achieve a business
activity is to bring together as early as possible all the necessary information,
resources and skills that are needed to execute that activity.

Further embodiments of the present invention particularly support the
concept of a virtual .organisation comprising two or more actual organisations
which are linked for a defined period of time, for example by a business agreement
or contract, and are treated for the purposes of the present invention as a single
organisation. Under these conditions the or some of the resources associated with
each organisation become available to the overall system. ‘Such virtual
organisations by their nature are subject to strict mechanisms that control which,
and to what extent, transactions between the actual organisations can be carried
out.

Embodiments of the present invention can provide the following activites:
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i) allow the decision maker to access relevant information wherever it is
situated in the organisation (this should be possible despite the fact that
information may be stored in many different types of syster'n' and in many different
information modeals); '

(i) allow the decision maker to request and obtain information management
services from other departments within thé organisation (and in some cases even
from outside the organisation);

{iii) nmagnu]y_;dgnﬂm and deliver timely, relevant information which may not
have been explicitly asked for (e.g. because the decision maker is unaware of its
existence); | |

fiv) inform the decision'maker of changes which have been made elsewhere in
the business process which impinge upon the current decision context; and

(v) identify the parties who may be interested in the outcome and results of
the decision making activity. '

As mentioned above, an’ advantage of embodiments of the present
invention is that a decision to provide a service is based on stored paréwieters and

not on real-time or near real-time information of the resources required to provide

‘the service: there is no need to perform a detailed analysis of the resources

available to the system before a decision is reached. The system bases its
decisions on an estimation of the capacity of the system to provide a service at
the requested time.

The stored parameters might include the average time a service is
expected to take, the expected cost of performing tasks to provide a service
and/or the amount of work already being done by the system. Other information
can also be used to determine on what grounds a service will be provided, for
example past experience of any dealings with the same entity.

Although the lack of a detailed resource analysis during provisioning does
increase the risk that once a service has been negotiated for it might not be
possible to compiete it, such failure can be dealt with acceptably, as described in
more detail below.

The processing means is typically adapted to receive data from a

resource({s) for use in updating the data store. Such data might comprise a
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measure of capability of the system oh the basis of the past performiance of the
fesources. For example, each time a service has been provided by the system,
information about how well the t&sources performed may be used to agjust the
parameter(s). ‘Performance informatioh might include actual :cost data “angd actuatl’
time taken to provide a-required output. The information q;'ight also:dnclude task
‘current statusinformation which is readily available to the systeim.

In some embodiments, the system comprises a request outpyt connhected:-
to a distributed «cofmputing environment for requesting a comiponent ervice or
‘ptocess from another entity. %A compenent service, or sub-service, is one which
the system requires in order to provide its service. For example, if sthe service
requested is to open a new -business -account, a sub-service might.be: the task of
checkingsthe financial _viabiiitv of the prospective -account holder. This-sub-service
wotlid tvbibafly be provided by an entity which could be another:system, or-maybe
-even a‘human operator.

In some embadifments, the -system comprises means for scheduling
resourcels) to provide a service. Preferably, in this case, the processing means is
adapted, in response to a failure by the scheduling means to schedule a resource,
in time to complete a‘service, to:

» re-schedule the task/service;

® transmit a message to the.entity that the originally requested. setvice can only
be provided under different conditions;

* re-locate the service with another service providing entity; or

» indicate to the entity that the service cannot be provided.

These possible actions give the system flexibility to deal with problems which
might arise with the provision of a service.

The above-mentioned steps for recovery can be similarly applied to the
case where a service fails during operation. A resource might become unavailable,
for example, due to a break in communications.

In general therefére, the -system may {further comprise means for
monitoring for failure, such as of scheduling means. In order to act on detection of
a failure, the system may then be adapted to initiate a modified response output in

respect of a relevant service request. It may further be adapted to store service
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requests and to be triggered on detection of failufe to identify and access the
relevant stored process request, to reprocess it using one or more modified
parameters from the updatable data store, and to provide a modified response
output, ' | |

In embodiments of the invention, the system is arranged to provide more
than one instance of a service, and/or of .a negotiation for a service, to one or more
requesting entities concurrently. An advantage of this asbect is that the system
is available for use by plural service requesters. In this respect, pfeférably, at least
some resources as well can support multiple resource requests concurrently.

In accordance wiih another aspect, the present invention provides .a
service provisioning system, said system éomprising means for negotiating with an
entity, in response to a request from said entity, to provide a serVic'e and means
for accessing one or more resources available for use by the system to provide a
service, said negbtiating means including data about said system relating to a

measure of the current system capacity to provide a service, and being arranged to -

. negotiate substantially on the basis of said data to provide a service in response to

a request.

In accordance with a further aspect, the present invention provides a“
method of service provision, said method being implemented in a distributed
computing environment including at least one service provider and at least one
service requester, said service provider comprising an input to receive a request
from the or any service requester within said environment, an output to provide a
response to said service requester, processing means to process said request to
determine the nature of said response, means to access an up-datable data store
for storing parameters indicative of the present capacity of the service provider to
provide the service, and a control output to one or more resources in the
environment available for use by said service provider_, wherein the processing
means determines the nature of said response on the basis of the data stored in
the data store,

{The terms “service provider” and “service requester” mean here of course
equipment for provisioning and accessing services respectively, rather than

organisations and the like, as the terms are sometimes used elsewhere.)
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Embédiments of the invention will now be described, by way of example
only, withireference to the accompanying drawings, of which:

Figure 1 is a diagram which illustrates a suitable distributed architgeture to
‘support an embodiment of the present invention;

Figure 2 is a diagram which shows @ basic building block of the
architacture of Figure 1;

Figure 3 is a diagram which illustrates the relationships awhich exist
‘between different parts of the building block wof Figure 2;

‘Figure 4 is.a diagram which iliustrates the concept .of a virtual agency;

‘Figure 5 .is a diagram which represents the constituent parts of an agent
according to an-embodiment of the present-invention;

‘Figure 6 is a diagram which:illustrates an exemplary scenario én .which ‘an
-embodiment of the présent in\ig';-ntion can operate;

Figure 7 s a flow diagram of a-‘process :for operating & service in the
‘scenario represented in Figure 6; and
. Figure 8 shows an agent and the architecture in which it sits, in ‘hardware
terms.

Analysis of a number of business .precesses from various industrial and
commercial domains, in making the present invention, resulted in several common
charagteristics being identified:

(i multiple organisations are often invoived in the business process. Each

organisation attempts to maximise its own profit within the overall activity;

{ii} organisations are physically distributed. This- distribution may be across one
site, across a country, or even across continents. This situation is .even more
apparent for virtual organisations such as described in “Social Dimensions of Office
Automation” by A Mowshowitz {1986), Advances in Computers, Vol 25, pp 335-
404. These form allegiances for short periods of time and then disband when it is
no longer profitable to stay together;

{ii} within organisations, there is a decentralised ownership of the tasks,

information and resources involved in the business process;



10

15

20

25

30

WO 97729443 PCT/GB97/00395

10

{iv) different groups within organisations are relatively éufonomous - they control
how their resources are consumed, by whom, at what cost, and in what time
frame. They also have their own information systems, with their own idiosyncratic
representations, for managing their resources;

(v} there is a high degree of natural concurrency - many interrelated tasks are
running at any given point of the business process. Although the control and
resources of the constituent sub-parts are decentralised, there is often a need to

place constraints on the entire process {e.g. total time, total budget, etc); and

(v} business processes are highly dynamic and unpredictable - it is difficult to give
a complete a priori specification of all the activities that need to be performed and
how they should be ordered. Any detailed time plans which are produced are
often disrupted by unavoidable delays or unanticipated evéhts {e.g. people are ill or
“tasks take longer then expected). ' '

Embodiments of the present invention are designed' to support businesses

" in this type of environment.

Figure 1 shows a top-level view of a suitable architecture within a
business organisation in which an embodiment of the present invention can
operate. In Figure 1, a distributed system of agents 10 are connected to one
another via a suitable communications network 11. The environment, including
the agents and the communications network, constitutes a distributed processing
environment. Each department 12 in the organisation is represented by its own
agent 10 in the environment which can provide a service related to the department
to other agents.

A distributed computing environment should not be taken to _be a specific
piece of technology in this specification. It simply is intended to mean an
environment in which computer processing capacity and resources may be located
separately, being accessible via communications links of some sort.

In this description the term “agent” relates to a function or process which

operates in the distributed computing environment and which can act
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autonomously to receive a request for an operation and -provide a result. An agent
normally has access to up-datable local data and usually slso some global
information about the distributed environment in which it sits. ‘Agents operate
autohomously, having decision-making functionality {intelligence)} allowing them to.
fiedotiate and output a resultiin résponse to an incoming message.

Each agent is able to perform one or mere services. -A service corresponds
to some unit of problem solving activity. The simplest service .{called a task)
represents an atomic unit of problem solving enhdeavour ‘in :embodiments of the
present invention. These ai.omic units can‘be combined-to form complex sérvices
by' ‘adding ordering constraints {e.g. two .tasks can run in paraliel, must run in
-parallel, ormust run in sequence} and conditional contrel. The nesting of :services

‘cansbe arbitrarily complex and:at the topmost level the entire business process can
be viewed as a service.

Services are @8sociated with-one or more agénts which are responsible for
managing and exécuting them. Each service is managed by one %4ént, although it
mdy involve execution of sub-services by a number of other agents. Sirice agents
are autoriorhous there are no control dependenities between them; thetefore, if an
agent requires a service which is managéd by another agent it cannot simply
instruct it ta start the service. ‘Rathsr, the agents must come to a mutually
acceptable agreement about the terms and conditions under which. the desired
service will be performed. Such. iontracts are calied service level agreemients -
SLAs. The mechanism for making SLAs is negotiation - a joint decision making
process in which the parties verbalise their {possibly contradictory) demands and
then mobve towards agreement by a process of concession or search for new
alterndtives. This mechanism is described in “Negotiation Printiples” by H J
‘Muellér (1996} in Foundations of Distributetl Artificial Intelligence, published by
Wiley Interstierice and edited by O’Hara and Jennings.

Reterring to Figure 3, the agents 31,32,33 generally have the same basic
architecture. This involves an “agent head” 31 which is responsible for managing
the agent’s activities and interacting with peers and an “agency” 30 which
represents the agent’s domain problem solving resources, including other agents

32,33 as resources. The head has a number of functional components responsible
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for each of its main activities - communicaﬁon, service execution, situation
assessment, and interaction management (see description below for more details).
This internal architecture is related to the GRATE and ARCHON agent models
described in "Controlling Co—operati\-le.Problem Solving in Industrial Multi-Agent
Systems using Joint Intentions” by N.R. Jennings t1995), Artificial intelligence 75
(2) 195-240; “GRATE: A General Framework for Co-operat'ive'Problem Solving” by
N.R. Jennings, E.H. Mamdani, |. Laresgoiti, J. Perez ar_)d J Corera (1992), IEE-BCS
Journal of intelligent Systems Engineering, 1 (2) 102-1 14'_; and “Using ARCHON to
develop real-word DA applicaﬁons for electricity transportation management and
particle accelerator control” by N.R Jennings, J. Corera, |. Lafesgoiti, EH
Mamdani, F. Perriolat, P. Skarek and L.Z. Varga (1996), IEEE Expert.

Referring to Figure 8, typically, an agent 10 is embodied as a piece of
software, for example written in the C programming language, running on a
suitable computing platform 80, for example a UNIX {Trademark) based platform.:
Requests and results are passed between an agent 10 and a requesting entity,
which might be another agent 85 or a user terminal 12,82, across a suitable
communications network 86, for example a TCP/IP-compatible local area network,
to which the computing platform 80 is interfaced.

The agent 10 may be provided with a local data store(s) 84,85, or may
have access to a database 82 via the network 86. This or these data store(s) may
hold SLAs between agents and in support of services to be provided by the
system.

Each agent 10 will generally comprise (in its “agent head”) a set of
processes 51,52,53 for use in managing the agents and their interactions, and will
also be provided {for instance within its “agency”) with task processing capability
and/or resources 41,42,46 for use in actual provision of services requested.

In some embodim__ents, in accordance with the principles of distributed
processing environments, plural agents 10 can reside on a common computing
platform 80 and, conversely, a single agent 10 can be realised across plural
computing platforms 80 in the environment. Also, the computing environment

might be heterogeneous, and support various different types of computing
platforms.
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The agents 10 are able to communicate and nagotiate with ®ach other for
the provision of services. Services provided by agents can range from the
provision of information and data to the impiementation of some concurrent task
within a business procéss. A service usually -comprises & number of primitive
tasks. A task, ‘being a primitive functional .component of a business: ptocess, is a
re-usable building block that allows-an agent to manage processes svhich make-up
an enterprise. Typically, a task 41 has a low-level structure which allows a user to
«define the :basic operations that ‘make up a -business process and can be
impiémented @as$ a managed object in the -distributed compijting envirbnment. A
task also has -an implicit representation of resources it will consume when it is
activated and an explicit representation of its operational requirements, including
the informatien it requires and produces, ‘and its duration of activation. Thus, the
-way a task.behaves under normal circumstances, once activated, is.predictable. In
this ‘embodiment, a task supports two -interfaces: a management interface to
support a standard set of operations which permit the exchange of management
‘commands and information between tasks and agents; and an operational interface
to support a non-standard, but agreed éet of operations which allow the exchange
of operational messages between tasks. In essence, an agent 10 on the
infrastructure in Figure 1 is characterised by the services that it provides.

In this embodiment there are three main requirements of the architecture:
autonomy, concurrency and migration. Autonomy means that a local organisation,
for example a legal department, is able to define how it will perform its own local
tasks and processes. The definition will determine how an agent representing the
local organisation will interact with other agents. Tasks and services associated
with agents should be able to run concurrently, with interactions berween the
tasks and services being menitored and managed by the agent. Migration allows
services to be defined for agents incrementally, without the need to redesign the
overall distributed system.

Figure 2 shows a representation of a basic building block 20 of the
architecture. The basic building biock comprises an agent 21 and tasks 22 which
are under the control of the agent. In some embodiments, building blocks 20 may
be arranged to operate on a peer-to-peer basis. That is, each unit 20 is able to

negotiate with any other unit when supplying or requesting a service. Most
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commercial environments are founded on organisational models which are logically
divided into a collection of related resources and services. Thus, in the present
embodiment, the architecture draws upon this principle to group services and tasks
where it makes pragmatic sense. For the present purposes, such a grouping of
tasks and services is known collectrvelv as an agency.

An agency is a collection of tasks {and by implication re_sdurces) and
(sub-)agents that are under the direct control of arr agent. An agency reflects the
hierarchical grouping of tasks that are under some form of common ownership, and
for which there is some reason to attempt to dptirriise the use of resources in the
execution of those tasks. The collection of tasks and {sub-)agents in an agency
does not necessarily reflect a functional grouping, though in most organisations
this effect may be expected.

in Figure 3, other servant agents 32 and 33 can also belong within the

agency of a controlling agent 31 Thls means that servant agents 31 and 32

provide services exclusively to the controlling agent 31' However. a servant agent -

still maintains its autonomy. A servant agent cannot offer its service directly in
the world outside its agency. Under some conditions an agent can have both the
role of .a controliing agent and of a servant agent. Agents in an agency will
normaily be the controlling agents of lower level agencies. This leads .to a
hierarchical organisation of agencies reﬂecting the logical structure.

Generally, there are two types of agent interaction: negotiation arrd service
management. In practice it is possible to have a sbectrum of interactions between
these extremes.

In the present embodim_ent, a number of separate services can be
combined in providing a single service. The agent providing the service is
designated the controlling 'a'gent, and then a set of (sub-)services from different
agents can be selected and grouped to form a virtuallager'\cy, as illustrated in
Figure 4.

A virtual agency is a structure which supports the service rnanagement
function of an agent. As shown in Figure 4, a virtual agency 40 is the collection of
tasks and sub-services 41 and 42 (from other agents 43 and 44) involved in the
provision of some service by a controlling agent 45. In this case, the controliing

agent 45 will have {or require) contracts for the (sub-)services that it requires from
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the other agents 43 and 44. The tasks 46 under its direct control that are involved

'in the provision of the service will be a sub-set -of its agency. Each virtual agency

is in a one-to-one mapping with a service that an agent provides. .Before providing

a service, the agent 45 can assemble Pro-actively (at least some part of) its virtual

agency by negotiating with other agents for its required {sub-)services, That is, it

can negotiate and store SLAs in respett of a virtual agency in advance of receiving

a service request.

An important advantage of supporting virtual agencies is that seryices can
be Provisioned automatically in real-time and resources can, in effect, be pooled
from anywhere.

An agent can provide multiple services, each one demanding a virtual
agéncy to be assembled and «controlled. For this reason, it is necessary that the
‘platforms supporting agents itherefore can ‘support multiple threads. Operating
systems which support multiple threads are 1052, UNIX, Windows 95 {Trademark)
or Windows ‘NT (Trademark). dn ;practice, distributed computing platforms have
been developed specifically for supporting muiti-threaded applications. One such
platform is DAIS from ICL, which is conformant with the Object Management
fBroup’s (OMG) Common Object Request *Braker Architecture {CORBA). CORBA-
compliant products offer the Interface Definition Language (ID1) as a homogeneous
object interface. An advantage of adhering to the ‘CORBA standard is that all
CORBA version 2 compliant platforms will be able to inter-work with eath other
extending the potential scope of applications using them.

In accordance with the present embodiment, an agent has three functionat
external interfaces:
= an agent negotiation interface having a standard set of primitives to support the

negotiation of terms between agents requesting a service (client agents) and
agents supplying services (server agents);

s a service management interface having a standard set of operations which
permit the exchahge of information between client agents and server agents;
and

* 3 task management interface having a standard set of operations which permit

the exchange of management commands and information between agents and
tasks.
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In practice, all three functional interfaces are realised as a single physical
interface, for example an interface in a corﬁbuter system, in connection with a
communications network 86.

Figure b shows thé high-level, functional modules of an agent according to
the present embodiment. The modules can reside on one computing platform or on
several. Each module is typically a software process, where all the modules
together define the character of the agent. Communications between modules is
effected either by parameter passing in procedure callé, by each module having
access to common data files containing relevant, up-datable data, or by inter-
object messaging.

The agent 50 includes a negotiation management module {NMM) 51. The
NMM 51 is invoked when it is necessary that a contract should be established
with some external gént for providing a particular service. An agent can commit
to a contract without perfbr_ming detailed resource allocation. That is to say, the

_ NMM 51 of an agent can coﬁymi_t that agent (a server) to provide a service without
_‘de'tailed s_;:heduling by the agent'’s re_sdurce management module (RMM), which is
: ngcribed' in more detail below. In tbis way, an agent dé-couples negotiation from
detailed resource sc_hecjuling, in order to sdpport real-time performance during the
négotiatioh process; in the bresent embodiment, an agent can negotiate for
multiple contracts simultaneously. The NMM 51 of an agént ié necessarily multi-
threaded for this purpose. _ |

During negotiation, the NMM 51 correlates and balances multiple criteria
both within negotiation for a single service and across all the negotiations in which
the agent in involved. The criteria can be modelled as (partial) ordinal value spaces
that represent parameters such as quality, time, cost, etc.

A negotlatlon language, an example of which is illustrated in more detail
below, is supported by the NMM 51 to support agent negotiations. The language
comprises agreed primitives and a protocol to allow agents to suggest
modifications to, and consent to, the value of parameters in a contract. The
negotiation language protocol defines the v_alid ordering on sending and receipt of
primitives during negotiation between agents. Negotiation for the contract

involves the selection of messages referring to former messages, stored in a data
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storage area, conforming to a protocol and processing incoming me§iages with
regard to the protocol.

A contract, within the mebning of this description, is the tésult of a
negotiated agresment tbetween agents. The contract .contains the tefms and
conditions for the delivery of an instance of a service. The contract contains a list
bf -agrekd values for parameters which e%téb]ish ‘the criteria for the déﬁV§f¥ of the
service. For example, the time(s) at which the service will be available andfor
Aactivated, the duratiop of the actiyation, the .quality, the tost, penalty for failure,
ietc. These parameters are contained in a contract template, defined for each
service on offer, which is used by an agent-to structure its negotiations.

A RMM 52 serves as a link and balancer between an agent’s ‘two primary
roles - that of being an indi\.lidual and that ofbeing part of a community. The RMM:
"52 manages resources controlled by the ageht. The major concern of the ‘RMM 52
is ;scheduling. This i ®ssentially the maintenance of negotiated contracts, This

involves the co-ordination and scheduling of services and tasks to ensure that

existing .contractual obligations are met. The RMM 52 checks regularly. the
‘conditions regarding an internal ¢ime line and changes of information. The RMM
52 also triggers negotiation by the NMM 51 when a contract is required.

A serviceftask mariagement motule {SMM) 53 is responsible for $aunching
-and controlling services and tasks. The SMM 53 deals with :contracts which have
been estabfished, ensuring that terms and conditions are hanoured, that
appropriate levels of reporting take place and that the contract is finished cleanly.
The SMM 53 also maintains the status of active services. This involves the
maintenance of stacks, to perform the successive decomposition of services, and
pointers to the active sub-servicés and tasks. Moreover, the SMM 53 is
responsible for the provision of required information in order to launch a service
including the checking of conditions and returning produced results. The SMM 53
furthermore performs tasks and task error tracking.

An agent can execute multiple services and tasks simultaneously. The
SMM 53 of an agent needs to be multi-threaded for this purpose. During
operation, the SMM &3 is also responsible for handling exceptions from the tasks
within its agency and from other agents (as servers). Exceptions can be resolved,

in accordance with the present embodiment, in one of several ways: re-resourcing
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the task/service by the RMM 51; re-negotiating the terms of the contract (as the
defaulting server agent); re-locating the service with anbther agent (as the
aggrieved client agent); or ignoring the exception and accepting a penalty f{if
appropriate}. This flexible approach to resolving éxceptibns is also applied to
instances where a contract has been entered into, without detéiled resource
scheduling, but cannot be completed due to an unforeseen demand for a particular
resource or agent {as a server). '

Each agent 50 has an information store, for example in main memory or on
an external data storage device, which provides bdth persistent and tempbrary
(working) memory. The store can be partitioned into the self and acquaintance
models. '

The self model (SM) 54 comprises information on the services provided by
the agent 50. The SM 54 maintains the representation of services and information
under the regime 6f an agent and stores the contracts (SLAs) to which an agent
(as a supplier of a service) is committed. '

' The acquaintance model (AM) 55 enables the agent 50 to build up a
picture of information as to the sérvicés offered by other agents and a history of
the performance of those agents. Such historic info}mation can determine which
solution to a problem an aQent adopts, in the event there is a choice. The AM 55
stores aiso the contracts (SLAs) that an agent (as a récipient of ‘a service) made
with other agents.

The nature and scope of the SLAs can be derived almost exactly from the
types of legal contract which are often used to regulate current business

transactions. An example of an SLA is as follows:
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I Slot Name - lnstantlated Values o
SERVICE NAME* sost & ﬁesngn customer netwotk
JSLAID: 21001
[SERVER_AGENT: o0
|:CLIENT_AGENT: CSD
?? SLA_DELIVERY TYPE: on_demand:
{ DURATION: (minutes) 320
| START-TIME: 9:00
(| END-TIME:; 18:00
Y VOLUME: 3®
éﬁ’ PRICE: (per costing): 35
TPENALTY: 30
‘| CLENT_INFO: cr_profile
'|-REPORTING POLICY: customer_quote-

10

15

Service_name is the service to which the agféeirient refers and sla_id is the SLA's
unique identifier (covering the case where there are multiple agreements for the
same service). Server_agent and tlient_agent rgprédent the agents who ate party
to the agreem@nt. Dé’live'ry_type identifies the way in which the service is to be
provisioned. The SLA's scheduling information is used for service execution and
management - duration represents the maximum time the server can take to finish
the service, and start time and end_time represent the time during which the
agreement is valid. In this case, the agreement spetifies that agent CSD can
invoke agent DD to cost and design a customeér network whenever it is required
between 09:00 and 18:00 and each seérvice execution should take no more than
320 minutes. The agreement also contains meta-service information such as the
volume f invocations perrissible between the start and end times, the price paid
per invocation, and the penaity the server incurs for every violation. Client_info
specifies the information the client must provide to the server at service invocation
(in this case CSD must provide the custbmer profile) and reporting_policy specifies

the information the server returns upon completion.
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There are two support modules whicﬁ support the creation and
communication of the agent 50. A communication module (CM) 56 is the focal
point for both 5n—cqming and out-going messages. The CM 56 supports the
distribution of software_ agents across the distributed computing environment.

An initialisation module (IM) 57 is the module that is started first. This
module initialises all the other agent modules. Once all the modules are in place,
the IM 57 is mostly inactive. |t éxpons an object identifier to the distributed
computing environment so that it can be located by o{he'r agents. The IM 57 is
also the initial point of connection between the agent and a range of agent
management, inspection and debugging tools.

Figure 6 iliustrates an example of a virtual agency according to the present
embodiment. There are six parties in the agency, each having a respective agent:
a séles department 600 and its associated agent 60; a customer service division

610 and its associated agent 61; a Jegal department 640 and it associated agent

- 64; a design division 630 and it associated a"gent 63; a surveyor department 650

and its associated agent 65; ahd a customer vetting department 820 and its
aséociated agent 62. ' | _

The customer service division 610 is able to provide, via its agent 61, a
“provide customer quqte" service. This service has'thre_e component services: a
“legal advice” service; a “vet customer” service; and a “cost and design customers
nétwork” service, 'pms five component tasks: “capture customer details” 612;
“capture customer requirements” 611; “identify service reguirements profile” 614;
“identify service” 613; and “provide quote” 615.

The legal advice service is offered as a "regular" service (the types of
éervice offered are explained in more detail below) by the legal advice agent 64,
whereby on a regular basis the legal department will review the customer requests
for bespoke services and flag those that are not legal or which pose legal
problems.

The vet customer service, provided by the vet customer agent 62, is an
“on-demand” service consisting of a single task 621 which vets customers by
verifying identity and checking credit worthiness. Typically, the vet customer

service would bse provided by an out-sourced credit checking agency.
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The cost and design custoiner network service, provided by the cost and
design customer network agent 63, costs the bespoke service requested by the
customer. This service comprises three tasks and one component service. The
tasks are: “analyse requirements” $32; “dgsign network” 631; and “provide
quote” 633. These tasks, ‘based on their knowledge of the customer’s premises
equipment -‘{Ci’E}, provide a quote for the required network. in .cettain
circumstances, the survey ‘customer site seryice might be utilised to survey -the
customer’s site,

The survey customer site service, pprovided by the survey cuitomer site
‘agent 165, is a “one-off” service which has to ibe specifically nagotiated for when
needed. This service is only required when ithere are insufficient details on a
customer’s site for design to commence. .The process for providing .a quote is
exemplified in Figure 7.

The .provide customer quote ‘service: is typically offered to a
telecommunications sales department 600 to support its customer servicing. On
}eceipt of a customer service quote request, the customer sgrvice agent 61 will
generate a quote for the reguired service and send it 1o the custgmer.

The process is initiated with a customer contacting the custorher service
division in step 700. The customer details are captured, in step 705, and whilst
the customer is being vetted in step 715 the £ustomer’s requirements are captured
in step 710. if the customer’s vetting fails, then the process is terminated by step
720.

The customer’'s reguirements are recorded and mapped against the service
portfolio in step 725. If the requirements can be met by a standard off-the-shelf
portfolio item then an immediate quote can be offered in steps 730, 735 and 740,
after which the service ends. In cases of bespoke service requests, the process is
more complex and involves a bid manager.

For bespoke items the bid manager(not shown) further analyses the
customer’'s requirements in step 745, and the legality of the requirements are
checked in step 750. In circumstances where a refuest is possibly illegal the
quote process will be suspended pending more information from the customer at
step 770. Where a request is definitely illegal, determined by step 760, the

process is terminated and the customer informed. For the present purposes, it will
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be assumed that the bid manager is a human operator, but it is envisaged that a
number of the tasks can be automated.

In order to prepare a network design and a quotation it is necessary to
have a detailed plan of existing equipment at the customer’s premises. In certain
cases plans of the CPE might not exist or be out of date. In such cases the bid
manager will determine whether the customer site should be surveyed in step 755.
This would typically only be done where the bid value exceeds a certain level (ie
the most profitable bids). If required a survey is requested in step 765. On.ce the
}equired information on customer CPE is available the network is designed in step
775. On completion of the network design and associéted costing, the customer
will be informed of the service quote in step 740 and the process terminated.

Each activity in this process requires resourcing and has a start and an end
point whereby progress can be measured. The choice points in the process
indicate which activities require provisioning to operate sequentially. Similarly,
there are a number. of activities which must/may operate concurrently and which
require co-ordinating. |

The key role of an agent is to provide a service. A service can be
requested (or negotiated for) by another agent, and typically this may result in the
transfer of information between the agents. Agents must contain the definitions
of how to provide each of the services which it offers. Accordingly, a description
for each service is represented in the agent. A service description is made up of
two types of primitives:

1. tasks - executed entirely within the control of the agent;

2. services - provided by other agents over the infrastructure.

Tasks and services may be initiated concurrently, and the interaction and
communication between them is managed automatically by constraints in the
service description. It should be noted that services in turn may be defined
recursively in terms of services from other agents, but eventually the definitions
will be solely in terms of task.

A service is a packaging of tasks and other (sub-)servibes that allows an

agent to offer (as server) from its agency, or to receive (as client}] from another
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agent, some functional operation. The service can be re-used as a component of
another service. In the present embodiment, a service is a recursive control
structure composed of tasks, other (sub-)services and performance parameters,
The performance parameters are agreed during. a nagotiation process ‘between two
agents {referred to as client and server respectively). These parameters determine
the precise characteristics of an instance of a service upon agtivation.

In some situations, an agent may need to guarantee the existence and
availability of a particular service with some fundamental level of assurance and
reliability. This would be defined by the performance parameters. There are three
basic levels of service: one-off, which allows a single activation of the service (the
time of activation is agreed during. negotiation); regular, which atlows muitiple
activations of the service at agreed and pre-scheduled :times; and on-demand,
which allows activation of the service at and time within an agreed time window.

A service description is created and registered with an agent by a
language which supports the formulation of complex concurrent operations. A
description comprises a list of statements defining the steps which together define
the service. Within the language, each statement expresses both the sub-set of a
virtual agency which is to be used and the condition(s) under which control may
pass to the next statement. The language also contains primitives to express that
tasks or (sub-)services may be executed ‘concurrently, or that they must be run
concurrently. In some cases, however, sequential operation is also provided for.

Preferably, the service description tanguage is an interpreted language, and
services may therefore be re-defined by a service creator and registered with an
agent without extensive re-compilation. For this reason, each of the core modules
in an agent includes an interpreter to support the main function of the module
(service negotiation, resource management and service/task execution
respectively}. The language generally combines aspects of declarative non-
determinism, which allows an agent to determine dynamically which elements of

the virtual agency to employ, and direct procedural control, which allows the

‘service creator to structure and order the language statements.

In use, an agent uses a service description to determine, firstly, how best
to negotiate for sub-services in its virtual agency and, secondly, how to manage

the execution of those sub-services together with its own tasks {if it has any).
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A service can be defined, for example, by the following features:

1.  Each service has a unique name.

5 2. Each service has a guard. A guard declares information which is
required in order to launch the service. There may also be constraints
- expressed such as that a service may be launched only when some valué

X is available and is greater than 5, etc. |

10 3. Each service may have assumptions. An assumption may impose
further constraints on information or assign default values (which are then
belisved but perhaps not yet known).

4. . Each service has a body which describes how the service can be
15 executed. |

By way of example, the part of an age'nt’s self-model which contains the

service descriptions may be instantiated in the following manner:

20 (Service _
| :Name PriceFofecast
:Guard (Regidn, ProductionCapacity, CapacityCompetition, Demand,
Expérience)

:Assumption (SalesLeve) :Default 100 :Obtain}

25 :Body (Sequence
(Paralle!
(Sequence CreateTable, SetYears (94..96))
{Calculate (Region, Pro:ductionCap'acity,
CapacityCompetition, Demand,
30 Experience))

StoreInTabIen
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This routine states that a price forecast is produced based on information
about a region, the production capacity of the company and the capatity of the
competition, the demand specified by a client and the experience of a company
which is fixed in the services guard. {in general, this information will not be
available automatically and has to be provided on demand. This will ibe one by
looking up an agent’s self and acquaintance models. Most of the intormation
which is not given beforehand might be abtained viadaunching appropriste services
as indicated by .a “provided-by” slot. After checking this initial condition (guard),
in order to execute the appropriate calculations, the agent will -assume:that the
sales fevetl (in relation to the specified demand} will be 100%. Albeit in order to
justify its calculation, the agent will have. to.launch a service to obtain the definite
value of the sales level. When this-has been checked, the agent will initiate the
service execution, ie it will launch the body.

It should be noted that none of the services in the body needs to be
executed by the agent itself. It is likely that the parallel part of the body will be
provided by different agents. In general, &adch of the services in the body will be
represented somewhere in the agent’s self or acquaintance models. In fact, what
the body describes is that .a .price forécast is .provided as a short sequence of
services. The first service is a parallel sgrvice which is followed by the service
“StoreinTable”. The parallel service describes the creation of a table in which the
years 94 to 96 are initialised. At the same time (in parallel}, an agent performs
some caiculation. When this has been provided sugcessfully, then the results may
be stored in the table.

There is a need to define a language that enables the agent to
communicate and negotiate. Furthermore, when twa or more agents are
communicating they must share a common view of the problem domain. The
following description provides an example of such a language for negotiation
between two peer-level agents each representing their own respective agencies. It
will be appreciated, however, that other forms of language would be equally as

suitable for this purpesa. The generic service/information negotiation structure is
as follows.

1.  Find/locate {(a service or piece of information) - make contact.
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2.  Ask/explain {(what is the form or nature of the service or information)
- get the details.

3. Establish/negotiate ('setting' a service or receiving some information) -
agree what is to be done. ' | _
4. Execute/review/inform (perform the service or deliver the
information, with the ability to review progress and inform when
necessary) - do what you agreed.

5. Terminate.

It is important that this structure applies to both explicit service requests
as well as the more general, implicit service requirement of finding, locating and
managing information within a business. The structure employs the following
primitives, numbered in accordance with the above structure.

15

20

25

30

1. CAN (YOU/ANYONE) DO <a service s>
CAN (YOU/ANYONE) PROVIDE <information i>
--> >return list of service/information providers

The primitives would be equally applicable in a muilti-cast situation
involving department or enterprise based agents and location brokers, as
well as a contract net type of broadcast requeSt for the service. Various
degrees of sophistication could be imagined in terms of the details
associated with the location of the service provider dependant upon the
type of models that are developed for agents themselves. These
primitives can be summarised as saying “WHO" can do this and “WHERE”
they are. |

2. SERVICE DETAILS <ask agent a, regarding service s>
INFORMATION DETAILS <ask agent a, regarding information i>
--> >return list of <inputs required>, <outputs given>,

< Optional Resource {“time”/"cost”/"...” estimate >
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These primitives det you establish exactly what the servige consists
of in more detait. It can be summarised as saying “"WHAT" can be done.
As no giobal common language ds assumed, an essential. .additional
primitive here will be “EXPLAIN <ontology/term > * which will be needed
to allow agents to handieshew terms.

3. PROPOSE <agent a, service s, cpnditions ¢, optional rationale r>
COUNTER PROPOSE <agént @, service s, conditions ¢, optional
rationale r>
REJECT
ACCEPT
-->>return <agreement (working-conventions, reportingitevel,
penalties, etc)>

These -are the :basic primitives that sliow -agents to agree how a
service is to be provided. The cohditions will be split into “mandatory”
and “desirable”. The optional rationale and details of service provision
should provide agents with the mechanistn to break deadlocks atising from
“unnecessary” mandatory requirements, or provide novelalternative forms
of service provision. This should allow much more sophisticatéd forms of
negotiation -processes to be developed/researched. The key thing to note
here is that excepting a proposal, after any modifications (and perhaps
nested asking/explanation), results in a specific contract that can then be

scheduled to be carried out.

4. INVOKE <agent a, service s, agreeinent c>
INFORM (ie notify) <agent a, mode of acknowledgement m>
QUERY/INSPECT <service s>
REVIEW < services deliverad d>

Services are invoked with respect to some prior agreement, after
which the progress can be queried or formally reviewed according to ithe

reporting levels in the contract. If it is necessary for the agents to inform
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each other of events (unforeseen or otherwise} then this can be done with
the mode of ackhowledgemént set to “none” or “need acknowledgement”
or “re-negotiate”. This is a critical primitive that will allow the whole

negotiation process to be become nested if necessary.

5. TERMINATE <status s, option reason r>

When a service terminates it will either have satisfied its “success”
or “delivery” criteria set out in the contractor not. If not, an optional

reason should be given for termination.

The above descriptioh illustrates an embodiment of the present invention
suitable for managing business process enactment. The embodiment demonstrates
how muitiple agents in a distributed computing environment can co-operate to
manage both the collection of pertinent information and the tasks and resources
which use the information. Such a system potentially épeed's up processes within

an organisation to provide a better overall service to its internal and external

‘customers as well as the provision of whatever services are available, by running

the tasks and resources, particularly by the use of prene_gotiated SLAs in virtual
agencies. _

The system provides flexibility in that it is cabable,of negotiating with a
requesting entity over provision of a service, and/or with resburces available to it in
provision of a service, so as to be able to determine a modified version of a service
which is acceptable to the entity, or to find a modified relationship with said
resources so as to provide the service.

In addition, it is possible for the system to act proactively in information
and service provision to the user,. for instance in relation to changes affecting

potentially requested services by that user.
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1. A service provisioning system for use in providing services in a distributed
processing environment, said system comprising:

an input connected 1o .a distributed processing gnvironment for receiving a
gervice Tequest from an entity;

a response output connected to said distributed processing environment
for.providing a response:to the entity;

processing means to process ithe service request and. provide a:response

10 -théreto; and

16

20

25

30

means to access an up-datable data store for storing parameter(s)
indicative of the available capacity of the system to provide the service,

‘wherein the processing ‘means is -adapted to decide, substantially .on the
basis of data held in the data store, whether to provide a setvice, €0 propose
conditions under which the system .is willing to provide a service or to decline to

provide a service.

2. A system according to claim 1, wherein the way in which the processing
means is adapted to make a decision is that the protessing means is adapted to
process a service request by acecessing one or more parameters in the data store,
iprocessing the request using the ong or more parameters, and prdducing a
response at-the output, which response is selected from ingications that

a}  sufficient capacity is available to provide the service;

b} insufficient capaéitv is available to provide the service; ant}

c}  sufficient capacity is available to provide the service if modified,
together with associated madifications.

3. A system according to either one of the preceding claims, comprising a
contral output connected by said distributed processing environment to one or

more tasks and/or resources required to provide the service.

This Sheet Has Been Replaced

R




10

15

20

25

30

woomses PCT/GBI7/00395

L L

4, A system according to claim 3, wherein the pfdbeésing means is adapted

to receive data from the tasks and/or resource(s} for. us_e in updating the data
store. -

S. A system according to claim 4, wherein said data inéludes task/resource
performance and/or task/resource status data. |

6. A system according to any one of the precédihg claims, comprising a
request output connected to said distributed processing -environment for requesting
a component service from another entity. ’

7. A system according to any one of claims 3 to 6, comprising means for
scheduling tasks/resources to provide a service.

8. A system according to either claim 6 or claim 7, comprising means for

scheduling a component service to provide a requested service.

9. A system accordin'Q‘ to claim 7 or claim 8, wherein the processing means
is adapted, in response to a failure by a sche'duliﬁg means to schedule a
task/resource or component service, to: re-schedule the tasklresourcelcomponent
service; transmit a message to the entity that the ‘originally requested service can
only be provided under different conditions; re-locate the service with another

service providing entity; or indicate to the entity that the' service cannot be
provided.

10. A system according to any of claims 7 to 9, wherein the processing
means is adapted, in response to the inability of a resource or component service
to be completed successfully, to: re-schedule the task/service; transmit a message
to the entity that the originally requested service can only be p.rovided under
different conditions: re-locate the service with another service providing entity; or
indicate to the entity that the service cannot be provided.
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1. A service provisioning system, said system comprising :means for
negotiating with another entity, in response to a request from sajd other entity, to
provitle a service and means for accessing one or more resources available for use
‘by the system to provide a sefvice, said nefjotiating means including data about
said systém relating to a measure of the cuifgnt system capacity to proyide a
service, and ‘being arranged to negotiate substantially .on the basis of ‘said data to
provide a service in response to a request.

12. A system according to claim 11, comprising means ‘to update said
information on the basis of the past performance of the system.

13. A system according to either claim 11 or .claim 12, comprising means to
schedule resourcels) for use by the system necessary to provide a setvice.

14. A system according to claim 13, comprising means to dnitiate the
negotiating means to re-open negotiation with the entity which reguested the
service in the event one or more resources ¢annot be scheduled,

15. A system according to any ong of the preceding claims, arranged to
provide more than one instance of a service, and/or of a neggtiation for a service,
10 one or more requesting entities concurrently.

16. A system according to any one of the preceding claims, further camprising
a aata store containing data relating to the services offered by the system and to
one or more entities which have an interest in receiving information relating to
enactment of one or more of said services, means to access said data store in
response to a service request and establish that information should be transmitted

to one or more of said entities and means to transmit said information to said
entities.

17. A system according to claim 16, wherein said means to transmit are

operable in the absence of a specific request to transmit the information from the

entities.
-
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18. A distributed cbmputing environment comprisiné plural syste.ms according
to any one of the preceding claims connected by a ;;:dmmunications network,
wherein at least one of said systems is arranged to provide more than one instance
of a service, or of a negotiation for a service, to one oi_'? hore réquesting systems
concurrently. ' o

19. A distributed computing environment according "to claim 18, wherein each
of said systems is associated with one of a plurallty of organisations, said
organisations together defining a virtual organisation.

20. A distributed computing environment éccording io cléim 19, wherein the
virtual organisation exists for a pre-determined period.

21. A method of busmess process enactment, said method being lmplemented
in a distributed computing envnronment including at Ieast one service provider and
at least one service reguester, sald service provnder compnsmg an input to receive
a request from the or any service requester within sald___enwronment, an output to
provide a response to said service requester, processiné ‘means to process said
request to determine the nature of said response, means to access an up-datable
data store for storing parameters indicative of the present capacity of the service
provider to pfovide the service, and a control output to one or more resources in
the environment available for use by said service provider', wherein the processing

means determines the nature of said response on the basis of the data stored in
the data store. |

22. A method according to claim 21, wherein, in the event a service provider
and a service requester agree a contract to provide and'accept a service
respectively, a copy of the contract is stored as a data structure representing the

terms and conditions of the contract by both the service provider and the service
requester.
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23. A service provision system ¥or use in distributed processing environments,
said system comprising:

an input for rensiving a service request;

service request processing means for idehtifying component processes ifor
use in provisioning the requested service;

‘négotiation mearns for use in establishing conditions applicable to provision
of those component processes;

means to access an up-datable data 'store for storing conditions when

‘astablished: and

an output for providing a response to the service wrequest, said response

comprising an indication of availability of the requested service;

wherein the processing means is adapted to process a sefvice request by

“accessing one or more of the conditions inthe data store, processing the request

using the one or more conditions, and producing said response,

24, A system according to Claim 23 wherein one or more of said conditions

may have an associated expiry time for storage in the data store.

25. A system according to Claim 24 wherein the processing means is adapted
to detett an expired or absent condition in the data store, whith condition is
applicable to a componfent process for the provision of a requested service, and to

trigger the negotiation means to establish a substitute condition.

26. A systam according to any one of Claims 23 to 25 which further
comprises initiation means to initiate one or more component processes in
provision of a requested service.

27. A method of providing a service, in a3 communications environment, which
comprises receiving a request for a service, accessing one or more stored
parameters indicating availability of the service, providing an output based on the
parameter(s) and subsequently scheduling resources and processing capacity for
provision of the service.
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