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code division multiple access (CDMA) techniques.

The invention is described hereinbelow in its
application to a UMTS network, of which Figure 1 shows
the architecture.

15 The switches of the mopbile service 10,
belonging to a core network (CN), are linked on the one
hand to one or more fixed networks 11 and on the other
hand, by means of a so-called Iu interface, to control
equipment 12 or RNCs (“Radio Network Controllers”).

20 Each RNC 12 is linked to one or more base stations 13
by means of a so-called Iub interface. The Dbase
stations 13, distributed over the territory covered by
the network, are capable of communicating by radio with
the mobile terminals 14, 1l4a, 1l4b called UE (“User

25 Equipment”). The base stations can be grouped together
to form nodes called “node B”. Certain RNCs 12 may
furthermore communicate with one another by means of a
so—-called Iur interface. The RNCs and the base stations
form an access network called UTRAN (“UMTS Terrestrial

30 Radio Access Network”).

The UTRAN comprises elements of layers 1 and 2
of the O0SI model with a view to providing the 1links
required on the radio interface (called Uu), and a
stage 15A for controlling the radio resources (RRC,

35 “Radio Resource Control”) belonging to layer 3, as
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35 "Radi o Resource Control") belonging to layer 3, as - 2 described in the
techni cal specification 3G TS 25.301, "Radio Interface Protocol", version
3.4.0, published in WMarch 2000 by the 3GPP (3rd Generation Partnership
Project). Seen fromthe higher |ayers,,the UTRAN acts 5 sinply as a relay
between the UE and the ON. Figure 2 sHovws the RRC stages 15A, 15B and the

stages of the |o | ayers which bel ong to the UTRAN nd to UE._ On each
side, |ayer “&Sg? V@&Gd P dEBSi deshet CPQm%P?%El%HP& RIS St-afd 16A, 16B

and a medi UMREQHiAC eSS ORI Oérc{M@ysta@@réMn 37B. ol ayeb1l speEprirses  a
coding and mul tipl exi ng stage 18A, 18 Amr adio stage 19A, 19B caters for
the transni $8r6h of%0Re PXdi 6Resi aﬁgfs Fom @reé‘leﬁ§tdﬂforbyr%"(ﬂt§‘eﬁr%\ﬂ1ﬂjed by

the stage 18Aek8B,. atkkd herbRcamd oni @het h@a?'e&@?" sthd Uheadt helts 15
direction. There are various ways of adapting architecture of

prot ocol 8 a&ddPdivngst @ Fegwye bzettwetméh%éﬁdm% 1“:'%iffér\(ﬁﬂecture of t he UTRAN
according to Figureg;};,;@n |§kﬁ(g‘§§1ercﬁle YaH Qus, ailyt)g '1?%5 adopt ed

20 depending on the types o annel's (see sect e t echni cal
speci fi cat i Gta@EsTL5the1, lowmRANayever whlmsbeﬂpngortq tbesiWRAN 1. 0,

publ i shed i Januagy 2000 it hey GEPP) 4 The BEC oG, gOA MR stages are

| ocated in Layer Fé TR node B.° A part
of this Iayeqadrimy homkevernteoll otBLeH istadgre RAK, 126BWae~rd saverreahd%NCs are
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MAC) are Iocaatcgﬂliirrmdarai mebisip bereinglr s £ag&NC8Ral 68 . DRNG ddi v tedyé s
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51gnals from trains of symbols provided by the stage
18A, 18B, and the reception of the signals in the other
15 direction.

There are various ways of adapting the
architecture of protocols according to Figure 2 to the
hardware architecture of the UTRAN according to Figure
1, and in general various organizations can be adopted

20 depending on the types of channels (see section 11.2 of
the technical specification 3G TS 25.401, “UTRAN
Overall Description”, version 3.1.0, published in
January 2000 by the 3GPP). The RRC, RLC and MAC stages
are located in the RNC 12. Layer 1 1is 1located for

25 example in node B. A part of this layer may however be
located in the RNC 12.

When several RNCs are involved in a
communication with UE, there is generally a so-called
serving RNC called SRNC where the modules pertaining to

30 layer 2 (RLC and MAC) are located, and at least one
drift RNC called DRNC to which is linked a base station
with which the UE is in a radio 1link. Appropriate

protocols cater for the exchanges between these RNCs

over the Iur interface, for example ATM (“Asynchronous
35 Transfer Mode”) and AAL2 ("ATM Adaptation Layer
No. 2”). These same protocols can also be employed over



over the lur interface, for exanple ATM ("Asynchronous 35 Transfer Mde")
and AAL2 (" ATM Adaptation Layer No. 2"). These sane protocols can al so be

enpl oyed over - 3

the lub interface for the exchanges between a node B
and its RNC. Layers 1 and 2 are each cpntrolled by the RRC sublayer,

whose

characteristics are described in the 5 technical specification 3G TS

25.331, "
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The RLC sublayer is described in the technical
specification 3G TS 25.322, “RLC Protocol
Specification”, version 3.2.0, published in March 2000
by the 3GPP. In the transmit direction, the RLC stage
16A, 16B receives, according to the respective logical
channels, data streams consisting of service data units
(RLC-SDU) arising from layer 3. An RLC module of the
stage 16A, 16B is associated with each logical channel
so as in particular to perform a segmentation of the
RLC-SDU units of the stream into protocol data units
(RLC-PDU) addressed to the MAC sublayer and comprising
an optional RLC header. In the receive direction, an
RLC module conversely performs a reassembling of the
RLC-SDU units of the 1logical channel from the data
units received from the MAC sublayer.

The RLC stage 16A, 16B can have several modes
of operation as a function in particular of the type of
logical channel. Subsequently in the present
description, consideration will be given to the
transparent mode of the RLC sublayer, which is suitable
for a logical channel relating to a communication in
circuit mode. In this transparent mode, the RLC module

performs the segmentation and reassembling operations

from

C subl ayer. The RLC stage 16A, 16B can



transparent node of the RLC sublayer, which is suitable for a |ogical
channel relating to a communication in circuit node. In this transparent
node, the RLC nodul e 35 perforns the segnentation and reassenbling
operations - 4 when they are necessary, and it does not introduce any
header into the RLC-PDU units. The MAG subl ayer is described in the
technical specification 3G TS 25.321, "MAC Protocol 5 Specification",
version 3. 3WDenpHIgYs HEE | RE R TR 20007 By 1Eh&o$EPPOY t1R FaRdpE8ed¥ne or

nmore | ogi cahcghapnehs o @MOREREPPE ML st.ransport channels TrCH In the
transmt direction, the MAC stage 17A, 17B can  nultiplex one or nore

| ogi cal channel s i nTéfe Mid TWelavesane EPEREPELE cdantes. teghedeh la

transport CQ%QEEEicattﬁ%n_NAC st agerd7hs 3B del i vergaguccessipygibansport
bl ocks TrBk each consisting of an optional MAC header and an RLC-PDU unit

ari si ng ¥ rofranifssaciienéd Iwgidan 2Ehanhel pubdipbededeh Marh £2REO0RRC
subl ayer prQui t suby i t et Ofct1anspant tarmags (TFS,
“Transport @ér?f&?’ gg%%'%%trans orstél%‘ o(%}]né;téconrlr%r?seg@a gtrél:ngm?;gsi%on time
interval (Tdhkoeqoak torl0mo28, #40aospo80 nshaanedgnspofiH.bl dek &hee, a

transport block set 20,s] par te def | nj t rotecti schene
to be appl %CEBDFWlEthe ##E?gﬁqayerﬁi@f olr:ﬁ’get e%:?‘%%% an?pp’cglrf%ct %%8
transm ssi ofiugeipnex DRependtngoer tleyicalr remdnbelsrane are t Ardl dahiecal
channel_or channels associated wi.th the TrCH _the MAC stage,17A, .17B 25
sel ect $4 t PaREpor 2R P REL é’ﬁrﬂ“tetjre G n@dmo‘qurPeorthRéhgunﬁlle er, and

it deliversthe aagd BHage setagf 178r amspprérdl eakseaopleyi ng atisporithe
sel ected fornmat whilst indicating this format tqQ layer 1. Layer 1 can
mul tipl ex severks Tk 8ACA &O@éﬁgstwgpr&gi BRI CBbhmAL TAC %’ieéd@arse, t he
RRC subl ayebnd an RLC-PDU unit arising from an associated logical
channel.
15 For each TrCH, the RRC sublayer provides the
MAC sublayer with a set of transport formats (TFS,
“Transport Format Set”). A transport format comprises a
transmission time interval (TTI) equal to 10, 20, 40 or
80 ms, a transport block size, a transport block set
20 size and parameters defining the protection scheme to
be applied in the TrCH by layer 1 for detecting and
correcting transmission errors. Depending on the
current bit rate on the logical channel or channels
associated with the TrCH, the MAC stage 17A, 17B
25 selects a transport format from the TFS assigned by the
RRC sublayer, and it delivers in each TTI a set of
transport blocks complying with the selected format,
whilst indicating this format to layer 1.
Layer 1 can multiplex several TrCHs on a given
30 physical channel. 1In this <case, the RRC sublayer
assigns a set of combinations of transport formats
(TFCS, “Transport Format Combination Set”) to the
physical channel, and the MAC sublayer dynamically
selects a combination of transport formats from this
35 TFCS set, thereby defining the transport formats to be

used in the various multiplexed TrCHs.



assigns a set of conbinations of transport formats (TFCS, "Transport
Format Conbi nation Set") to the physical channel, and the MAC subl ayer
dynami cally selects a conbination of transport formats fromthis 35 TFCS
set, thereby defining the transport fermats to be wused in the various

mul tiplexed TrCHs. - 5 UMS uses the spread spectrum CDVA techni que, that
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station can,glag use ARVl nghibald oorthogongle pialip! | aocoges,- On the

upl i nk, the base station uses e scra I ng code parate the
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PhCH. The vakireu®lphysicale chanaeélscaredotgardazed base station, and
various physical channels used by this base station are
15 distinguished by mutually orthogonal channel codes
(channelization codes). The base station can also use
several mutually orthogonal scrambling codes. On the
uplink, the base station uses the scrambling code to
separate the transmitting UEs, and possibly the channel
20 code to separate the physical channels arising from one
and the same UE. For each PhCH, the overall spreading
code is the product of the channel code and the
scrambling code. The spreading factor (equal to the
ratio of the chip rate to the symbol rate) is a power
25 of 2 lying between 4 and 512. This factor is chosen as
a function of the bit rate of symbols to be transmitted

on the PhCH.
The various physical channels are organized in
10 ms frames which follow one another on the carrier
30 frequency used by the base station. Each frame is
subdivided into 15 time slots of 666 ps. Each slot can
carry the superimposed contributions of one or more
physical channels, comprising common channels and DPCH
(“Dedicated Physical CHannel”) dedicated channels. Each
35 DPCH <conveys with the data a transport format

combination indicator TFCI arising from the MAC



10 ms franes which foll ow one another on the carrier 30 frequency used by
the base station. Each frane is subdivided into 15 tine slots of 666 ps.
Each slot can carry the superinposed contributions of one or nore

physi cal channel s, conprising common %hannels and DPCH (" Dedicated

Physi cal C}bnnel") dedi cat ed channel's.” Each 35 DPCH conveys with the data a
transport forpat conbinati.on indicator TFCl arising fromthe MAC -

subl ayer, eﬁHBF?H@theQﬂéﬁ%Hﬂﬁlcﬁp$mmﬁﬁﬁﬂbpét98n (%evﬁogﬂéestFﬁbture of

the TrBks. FekroB@ecaR@ct Re rgafRreoBfuRheallir®ks.it is possible to establish
several DPCHs corresponding to 5 djfferent channel codes, whaose spreading
factors may be equaf©&r GP?feﬁéﬁt ERRi sSEPEUAFPBRUNS CaRdGENt erdd ik

particul ar ywaenig1BPGHL I SRl 1SUf | gbeBLat 0 PrEYE dedhe sdddshg SHion bit
rate re U|red by the application. Furthernore, this same comuni cation can

use one 30 TRBrentr shepael cIvalatel YhoRRe TR #YLARILERECTFUMEYPIREKI ng of
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descri bed in ‘detai he technical specification 3G TS 2
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Cct ober 1999 %%shQ% 3G0P. é% ; Qrds §%qrgggig?L ¢hannel, for. whigh the

processi ng module of “the Ia ef per ates transparent node, the
MAC st age 1TAxthéBﬂcaEBrSthmBrGBMEE ﬁxmmmdqﬂuaﬁimglobamheusﬁfommatknn
transmited 20 and deci herlng f i nforpation eived.

correspg%dlﬁﬁ tranéﬁﬁ?}z%ﬁénnelqu% t BKS %atlné8 9 thitd oglca

channel eachuaamyrﬂxumgzﬂﬁF&ﬁbPDHfommbtummﬂ&ymhbhcsbrdamgtarxsrmmhanism

descri bed in chapter f the_afor id 3G T 01 speci fi cat.i on.
Figure 3 |I&G§W¥d¥5§ Tﬂ@g |ﬁﬂeFﬁﬁgP %& ?Sc¥ stgg& 7 Al 17B of
the RNC or ehet he ddmidsedspecification 3G TS 25.212, “Mult1plex1ng

and channel coding (FDD)”, version 3.0.0, published in

15 October 1999 by the 3GPP.

As regards each logical channel for which the
processing module of the RLC sublayer operates in
transparent mode, the MAC stage 17a, 17B caters
moreover for ciphering of the information transmitted

20 and deciphering of the information received. On the
corresponding transport channel, the TrBks relating to
this logical channel each consist of an RLC-PDU unit
ciphered according to a mechanism described in chapter
8 of the aforesaid 3G TS 25.301 specification.

25 Figure 3 illustrates the ciphering module 20 of
the MAC stage 17A, 17B of the RNC or of the UE, used
for a logical channel. An ciphering algorithm 21 is
executed so as to generate a binary mask which is
combined with the information bits of the RLC-PDU unit

30 received 1in transparent mode from the RLC, by an
exclusive OU operation (gate 22). An identical module
is useable for deciphering. The algorithm 21 calculates
the mask on the basis of the following parameters:

- CK: secret ciphering key of M = 32 Dbits,

35 defined in a prior phase of authentication

between the core network and the UE;



for a logical channel. An ciphering algorithm21 is executed so as to
generate a binary mask which is conbined with the information bits of the
RLC-PDU unit 30 received in transparent node fromthe RLC, by an exclusive
QU operation (gate 22) . An identical,nodule is useable for deciphering.
The al gorithm 21 cal cul ates the mask on the basis of the follow ng
paraneters: - CK s§§ret clgﬂerlng keé of M= 32 bits, 35 defined_in a
prior phase of authenticatiBASTbBEwedRIREC Eor & Wetior CAMPTRe BF - 7
CﬁN: c:phgringfseqwﬂnﬁe3mu5bes;Conposed of M= 32 bits; - BEARER | ogi cal
channel identifier,_serving.to, nerate different nmasks for the various 5
| ogi cal channel sT -BERRECTI RIS i?ﬂﬁQﬂéi nbg?ﬂﬁléFFéCti%ﬁFYﬁng"to

transm ssion (uplinkegerdounl idikfers@itvi NgakRs gemer at e nd f f eaenbupBsks in
both directions; LENGIH |ength of the mask in nunber of bits, 10 given by

the RRCstage as a +08EEAbNCBANRRES/ transport format. The al gorithm 21

combi nes the MbLt Bgﬁﬁéhgﬁz\' with tiheskey ;G Widie t hes absr 0bnpr ¢l udi ng
the sanme nmask from being used to encipher different blocks. This 15 nunber
CSN is incremented aranheipgienof (a0 g G blRkhneseNigiF et t hus

shows the 32-bit cogg%ggﬁggydg@gggegglbgﬁ&&ﬁ%ﬂebg@ angter. .This counter

increments the nunb uantit each new giocshof t he
| ogi cal channel , -N bENG§Ht hd engtierobf tRe fraatesipenuTPeronof hbitmsansport

channel, bearing this._laogical  ¢cha =1,_2, .4 . The_go er is
theref&#g increnentgéV89 fxévgﬁﬁ 1 ns%ﬂggez‘%%eﬁy 9QB§%%?IbQI§ g@%ry 40 s

or by 8 every 80 nstr@®nspbmict ifalrimaicng t he ci phered comuni cation, the RRC

stage The algorithm 21 combines the M-bit number CSN

with the key CK with the aim of precluding the same

mask from being used to encipher different blocks. This

15 number CSN 1is incremented at the rate of the 10 ms

radio frames. Figure 3 thus shows the 32-bit counter 23

which delivers the parameter CSN. This counter

increments the number CSN by a quantity N with each new

block of the logical channel, N being the number of

20 frames per TTI on the transport channel bearing this

logical channel (N =1, 2, 4 or 8). The counter is

therefore incremented by 1 every 10 ms, by 2 every

20 ms, by 4 every 40 ms or by 8 every 80 ms. On

initializing the ciphered communication, the RRC stage

25 provides an initial value CSNo of the number CSN and a

start command for the counter 23 (START) . These

operations are performed both in the RNC where the MAC
task is executed and in the UE.

A problem considered in the present invention

30 is that of the transferring of the CSN counters upon a

shift of the MAC module catering for the ciphering

function in the network infrastructure. Such a movement

takes place in the context of a transfer procedure

involving a change of radio access resource (handover).

35 The transfer procedure can thus give rise to a change

of SRNC, thereby requiring the CSN counter of the new



25 provides an initial value CSNO of the number CSN and a start conmand
for the counter 23 (START). These operations are perforned both in the RNC
where the MAC task is executed and in the UE. A problem considered in the
present invention 30 is that of the tyansferring of the CSN counters upon
a shift of the MAC nodul e catering for the ciphering function in the

network infr rycture. Such a novenen kes e in the cont of a
transfer pr (?% u?ceO VB UF hEORT & naétcgf tt%gg‘i odpgag% SsPFEYSGMCe S?pﬁ\'tgndover) .
35 The transferd proceddr gE¢an Wi vehsi & t=ndy ohange ieft SRNGed her eby

requiring the C?N ounter of the new - _8 SRNC to, be synchraonized with that
of the previdd§s € (%hd ©¥e t iVUE) | Fvher @X@MERECRG1EAd/ ¥ Yur 9%t er f aces

avai |l abl e t @ {hec”NCaufor LomandadNg Wit h pge ;a88t hebsalie1asyRehr onous.
It is also possible to 5 envisage cases where the novenent of the MAC

nodul e WouledH&RESp| GReCF nd T OnéNgnde FRMRAhe HNCENEf Mie mogttle uses

different ciggtuid s-40 ™Aage e RGLESSe LESOWIRES s8Rl Qe beforg and
after the transfer. Various possible scenarios for the transfer 10

procedure arl@tdescribed id:flererthiicdluigigecithi caghone TR EBFI2,
"Mani f est at i .0y o Vi i . 0.0, published
u%;@%%‘é@gg@%ﬁ?%}%s & aAtd Oy e VEL S Of 3

i n Cctober t he i st1ngui shes between on the one hand
sof t handover (SHO Vshiichisusesss ifder odiogeregiitos ndde 15 hend twrctfamy

possi bl y,be fal |l b Nnge RNC .. ca ocatian'. and an the
ot her h%/.%d hard %\é\fﬁr ov%]fgﬂ %E!%b%%/%{jc?ncc%}ees%%ﬁggl%; %%Er(r%l%el 6gon“aonchange

of carrier 3@ efuertc)B I t h*Meninf ¢ Sioait i @ingef of H&hGpveand/aord t GRNSandof f
betveen o S L one gudc 108 20 BRI AGEEPINE ST oRLoRL U dstent
interface. Ay HE2 caepbakenpl ddetiingudehasUHANddn on the one hand
soft handover (SHO) which uses a macrodiversity mode
15 and which may possibly be followed by a change of SRNC
called “relocation” and on the other hand hard handover
(HHO) which corresponds for example to a change of
carrier frequency (with or without change of RNC)
and/or to a handoff between two RNCs (of one and the
20 same access network or of different access networks)
which cannot communicate with one another via an Iur
interface. An HHO can take place inside a UTRAN if
several <carrier frequencies are allotted to its
operator or if Iur interfaces are not provided between
25 all the RNCs of this UTRAN. An HHO can also take place
between two separate access networks, for example
between two UTRANs or between a UTRAN and a system of a
different kind based on a similar functional
architecture making it possible in particular to use
30 the same ciphering procedures, such as a system of the
GERAN type (“GSM/EDGE Radio Access Network”).

In FDD mode, the UMTS supports a macrodiversity
technique, which consists in making provision for UE to
be able to communicate simultaneously with separate

35 Dbase stations in such a way that, in the downlink, the

UE receives the same information several times and, in



several carrier frequencies are allotted to its operator or if lur
interfaces are not provided between 25 all the RNCs of this UTRAN. An HHO
can al so take place between two separate access networks, for exanple
between two UTRANs or between a UTRANq@nd a systemof a different kind
based on a simlar functional architecture making it possible in

parti cul ar u he .pher. pr ugh st. of the
GERAN Type (PESMTEDCE Ral e AEeils Ny s S e e o0 Bre
supports a packedi war ShY ythé ebhaeqeeatwineh scorsd ste Farmalkiidg epreoti si on
for UE to be,able to camunicate sinultaneously .wth separat base
stations ine§§&Wa§eﬁb§V‘Wﬁ§,aﬁ%1 W%?%ﬁﬂﬁﬁﬂ%%@c ﬁ%&n Jfécg?%egT e’ sane

i nformati on several Thenasa@nshiiversiy &theoupki nk,gdire fadirecipgnaln

transmtted by the UE is icked up by the base stations sp as to form
different  Stihat PR h Bhe BEbSBAUARE Y CtortiTet!s HoPhEYUMRAN SThe

macr odi ver sictey @4 ordsbangagn oM dEELPténn obswhivah ibmpr avesohbe and
performance of the systemby virtue of the corbinin of different

observat i on$h6f SGHE AfE™ tHe TAMRITEehODf Thi Dt A8t PEASS) L ARG TS it

possi bl e te@Ladzy Qut o3@f t doFteer Geltle Hoeansf @rsaincSdds, W) t heyHds noves.
10 I'n nmacrodi versity node, the routing of the transport channels for
mul tiple tr&R€mSsiMYSS-omthe UTRAN or UE and the conbining of these

transpofg§ channel s i RREERIHIOR Y& PPRI,0NS nehi Gy Afighg | nepinhad on a
sel ection and conbi ni ng nodul e belonging 15 to layer 1. This nodule is at
t he interfadeansppatheCchapresabligrermubhiPie itgansadisesd Qth fHemMRNDS er vi ng

the UE If the hase St @l ongd nvgloveddependon o qdi fferent port
comuni cating through the lur interface, one of these RNCs plays the role
of SRNC andchlanstllser ip0 thetepfi®RNCare operations which  are

incumbent on a selection and combining module belonging
15 to layer 1. This module is at the interface with the

MAC sublayer, and it 1is located in the RNC serving

the UE. If the base stations involved depend on

different RNCs communicating through the Iur interface,

one of these RNCs plays the role of SRNC and the other
20 that of DRNC.

When an SHO is completed, the radio 1link
between the UE and the original base station is broken.
It may then happen that no base station within whose
range the UE is located is within the dependency of

25 the SRNC.

The UTRAN may very well continue to support the
communication in this way. However, this is not optimal
since it 1is possible to dispense with the exchanges
occurring on the Iur interface and to free the previous

30 SRNC, by contriving matters so that the DRNC becomes
the new SRNC for the communication in progress. This is
the subject of the relocation procedure (“SRNS
Relocation”, see section 7.2.3.2 of the aforesaid
3G TS 25.401 specification), triggered on the

35 initiative of the previous SRNC.



When an SHO i s conpleted, the radio |ink between the UE and the ori ginal
base station is broken. It may then happen that no base station within
whose range the UE is located is within the dependency of 25 the SRNC
The UTRAN nmay very well continue to_srgpgrt the comunication in this way.
However, this is not optimal since it is possible to dispense with the
exchanges occurri ng,an ther Ilur aitn.terfaceréinddtl() free 'rtnhe.previ o] 30 SRNC,
by contriving matters so t hat the DRNC Hetones "t he neW SRNEf or e
conmuni cat i arans fleragmessof Thhe RIC tdred sMbf edhsalnides r ehocatilon g ocedur e
("SRNS Rel ocation", see section 7.2.3.2 of.the aforesaid, 3G TS 25 401
Spec 1 cat G T IS5aed Gh 11 20T BT B PV PR oL Ro Cpr dAIGTS LSRRG, - 10
Thi s rel ocatihen pr eeedudeveesptiyses the thansfermédg of then RLCtanrd MAC
instances (as well as__of the selection and reconbi nati on nodul e of layer 1

if the PacPIGWENS SRNG fhiiaiRéed) FdhiNe 5 previous SRNC to the

previous DRNC. A preblemposedodyelihby ithitshe d renst erbihBgeefr i nghe FCSN
counter enpl oyed 53\?/ the ciphering algorithmin the transparent RLC node.
Speci fi cal | yyhe HiSN ceembeer AUBLOVERRIY ShfchFUPoRsi Mgt RLORAL tHM ddt ed in

the MAC 10 '@ﬁéer_t%nggsr@ﬁtsixﬂm %%ree.asS%@@ik&egm et werens t ey, RNGS

(through the lu interface and the core network or hrough the lur
interface) arst nrepidihei pvachasopadlr ohidds. tirae I2thisttasunber LESNMAEh be

east st gn Fdah B TLSH of "N ARG ACo & HRar e anm Runber TEN

correspondi G (ther@&P nbst Iusiigriekifeamt dnd stfe/BBprePret@cadcarding to

chapter 8 Othgg%fﬁorﬁﬁgid ?E}TS ggtgg%aég?Cifg%%tiOQ%' principle
asynchronous.

The 32-bit number CSN can be broken down into a

15 connection frame number CFN corresponding to the
P least significant bits (LSB) of CSN and into a
HyperFrame Number HFN corresponding to the 32-P most
significant bits (MSB) (P = 8 according to chapter 8 of
the aforesaid 3G TS 25.301 specification).

20 The RNC supervising each cell served by a base
station 13 updates for this cell a system frame
number SFN, coded on Q = 12 bits, which is incremented
with each new 10 ms radio frame. This number SFN 1is
broadcast by the base station over its common control

25 channels.

An UE measures the time offset between the
signals which it picks up from the cells neighboring
its current cell and its own clock. Before the
triggering of an SHO to a target cell, the UE provides

30 its SRNC with the offset which it has measured in

respect of this target cell, which corresponds to the
offset, within a span of 2f x 10 ms (i.e. 2.56 s),
between the SFN counter of the target cell, obtained on
the common channel, and its own CFN counter. This
35 offset is determined, on the basis of detecting

synchronization patterns, with a temporal precision



20 The RNC supervising each cell served by a base station 13 updates for
this cell a systemfranme nunber SFN, coded on Q = 12 bits,
SFN i s broadcast
r An UE nmeasures
the tinme of fset between the signals ich it picks up fromthe cells

increnented with each new 10 ns radio frane. This nunber
by the base station over its conmmon_co trol 25 channels.

which is

ering of

nei ghboring its current cell and its o clock,. Before the tri
an SHO to astufrsgt&nucc]ésﬁi,yt e "OE pr\?indeIlBSBS'rtsf%ﬁNC,eWT%{'?heO%ff S whi ch
it has nmeaswmweibd of respesimiodl t biset argeseeekk, tohitempearaldsparidang o t he

offset, within a span of 2P

. bet ween

x 10 i.e. 2.56 3),
of the targét'cefFerdBtarned & ttqf‘?e(r&%‘?‘mﬁﬁséh l,onandt?t§]%

he SEN count er
d@h G

counter. Thiis 3adefrseled stHebagAl Nee oA he nbasirs cef, dgbec%mg in

\ : , substantially

finer than MMPIRSIFGTexahpredss the GBI AThel s§hBoF SCeiyed tP¥erves

to temporal lphcl 8P £id}e LHANSPASSLOD Qfalkh@Rew, pase szt athgn.o @i ch it

is addressed through the lur interface, so that in 5 macrodiversity node,

t he infor matWigh | tégpecéceive®nsy 2RAEhEE, f rdm ¢the WeardidouseguArFor®N ar e not
i essive

&%10%' n?%o t he

provi si on ofoliddrvatfiees, the DRNC knows a priori the P |east significant

synchroni zation patterns, with a tenporal precision - 11

too offset witdydespect Larong anohbey ., t‘@!ﬂikg% weukd feaup

anount of nenory to be able to conbine the servati ons.

bits of ;phe CSN co ﬁ(gt{)o b@h%ﬂ%k%??iéﬁr o% pheri %Qﬁf?s{ég;,((j

However; "thi s does not ptovide I'gni ficant

g TS

current 3GPHrspexidi patbons tpeow dedar dbgnheicahochiitenofr cdeduC&Nt o

conprise the sending, by.the NC of nmessage :'Rel ocati
Che 1u" i nt GRET T ROWRChC TR YRR hifoer BT Hokr A0d. &8

n Requi red" over
. feauired.

However, this does not provide the most significant

bits (HFN). The current 3GPP specifications provide for

15 the relocation procedure to comprise the sending by the

SRNC of a message “Relocation Required” over the Iu

interface, in which the HFN number is inserted so that

the DRNC can synchronize its ciphering

sequence

counter. On receipt of this message, the core network

20 instigates the task which will lead to the routing of

the communication to the DRNC, and retransmits the HFN

to the latter transparently.

These arrangements do not solve the aforesaid

problem since between the moment at which the SRNC

25 transmits the wvalue of HFN and that at which the DRNC

receives it, the HFN in force on the UE side has been

able to be incremented. This occurs each time the HFN

takes more than 2.56 s to be received by the DRNC, this

being difficult to avoid with certainty given the

30 queues which may be encountered by the messages in the

35

asynchronous core network and the times for processing
the “Relocation_Required” message by the switches 10.
Errors may also arise if the HFN takes less time to
arrive at the DRNC: if it is transmitted at a moment

where CFN is equal to 255 for example, 1t 1is very



t he DRNC can synchroni ze its ciphering sequence counter. On receipt of
this nessage, the core network 20 instigates the task which will lead to
the routing of the communication to the DRNC, and retransmts the HFN to
the latter transparently. These arraaﬁfnpnts do not solve the aforesaid
probl em si nce between the nonent at ch the SRNC 25 transmits the val ue

of HFN and that, tt‘ésh'beg 1hee PR %gg%'nl%e%fiﬁo éf‘@eﬁ':g‘ﬂb?e&%% t?ﬁ.gt he LUE

side has been "able to I NCT enen hi's occurs ea t akes
nore than 20%6taet HFNevaécei weédthy UBe DRNC, this being difficult to avoid

with certainty givep,the ueue ich may be encaountered the nessages
inthe asynchronoughgorﬁgﬂgg s%ﬁ%htrh§t.%%&?Wﬂﬁ- ceggﬁﬁg
"Rel ocat i ongRegykredaciuessage, by ihhethwi t ghes 1Qh1cErra&& nayeabsedarise i f

the HFN takes less tine to. arrive at the DRNC it is transmtted at a
monment 35 wHeFBOBENUSL Ngqlae PécfgngSFséE%n&qgelt is very - 12 likely to

be received by the BRNC aft epnpncr emritaat i 08 gknthe 1HRN wgluao@blbhe UE.
The above problemis encountered, with even greater acuteness, in the HHOs

whi ch are eR&eafsastsng t ROGSusi e maErJdi VErRi t §aRBdel tFR a fHHO,

there is gepgrahhkyxa ijr?f'cphﬁatP&@aq(éasﬁtﬁﬂsrﬁbﬁﬁéddLgln'fLQLﬁ’%e%‘uéI‘§ LAMe item
of downlink information is transmtted sinultaneously on both access

resources. Phits arldss fﬁéOWEcﬁé r dddisveenapiee theortat Fon Hesediv@ed f or
it wthoyt iptenr %%Eh%%N &EH'%o?“iﬁcﬁf§h88ttPﬁté%&%@@l@%?§é§
i n cha 'y becone

resource. Hence, the rge of the target cell nust™ rap
awar e of theooinphasi ngt segudrdescotint ekhe CSN @t dt ianFass t kesdBngeen an HHO

|5 10 be exgeuted. IpMRgever, t@&g@%@ etg dargets Gl laeif ifudes

different fromthe previous y has no
rapidly become aware of the ciphering sequence counter

CSN relating to the UE when an HHO is to be executed.

15 Moreover, the RNC of the target cell, if it 1is
different from the previous SRNC, generally has no
prior awareness of the CFN counter since there is no
macrodiversity. The value sent Dby the previous SRNC
must therefore cover as far as the least significant

20 bits of CSN so that it will very 1likely be obsolete
when 1t 1is received by the RNC of the target cell,
given the routing times through the asynchronous
network. This drawback is difficult to eliminate in the
absence of synchronization of the base stations, which

25 synchronization 1is not necessary for the operation of
a UMTS network and is not utilized by the standard.

It should be noted that in the non-transparent
modes of the RLC sublayer, the problem considered above
does not arise. These non-transparent modes are

30 intended for packet transmissions, for which there is
generally no harm in momentérily interrupting the
transmission during a handover or during a relocation
procedure so as to ensure, for example by an
acknowledgement mechanism, that the correct counter

35 wvalue has been received. Moreover, it 1s the RLC

sublayer which caters for the ciphering/deciphering



prior awareness of the CFN counter since there is no macrodiversity. The
val ue sent by the previous SRNC nust therefore cover as far as the | east
significant 20 bits of CSN so that it will very likely be obsolete when it
is received by the RNC of the target 1, given the routing tinmes through
t he asynchronous network. This drawback is difficult to elimnate in the
absence of %%g%hr%ﬂlzatloQ_of HQ§1Q959 stations, which synchroni zation

5
i s not necesSsary e operatlon of éxﬁﬁfglnéP%%?k and i 548 utd 1 i zed
by the standagdenkce smmMekbefnmhedhd&nennofheanhnREGﬁBm@renﬁt raades of

the RLC subl aye th | em con |der d.ab ar i, hese

non- transpaF@%ﬁ @ﬁéégjg e %63|ﬁ?8§8é86 oflp §¥¥%Eq§$§n§§$sgpé whi ch
there is gerguahncy muntarmmin tearestiaridy lhrlilélectf}dptdadﬂg the thtartartsm ssion
during a hando¥Fr .0r during a relocation  procedqure s to_ensure, for
exanpl e Dy &SHPPEERAGW MeThahPEmPet IFH° G Qkﬁ? ctclift &35 val ue
has been reegigeed. Mreover, it is the RLC sublayer which caters for the

ci phering/deciphering - 13 function in the non-transparent nmode, by using
a  sequence nunber & t RS hSEFRANGIIREIR RN PBEMUNT ¥S TS erlCiGrR2  he data

contai ned i Ryisfties REC: PRpUniet . cditheni S£AUSRCE RUNBRS +8mir gnsmdiled
unencrypted, "so that the 5 ciphering counters need not be synchronized at

the two end®ltiplenelseesad- §ERERAL | BRCICEMIBYSt ensn "Gldmﬂrl@stleﬂmfor
Mobi | e gommupiscaldion’) using Ti BE?P vighan My tiple,Accesge(T

t echni ques, the ciphering |s 10 effective only over the air inter ace The
i ncrenent at |l@r¢r@ﬁnetntt@tmogheofnglh@y ciiphipaded okeyhed s spaskconprattifton wit h

respect to i %Ju% z%pc%; fr{ aEsn r‘@‘gp“e@kﬂ St SChi@vedni,f %&p%rﬂ%?us
manner on eitl 0 he radio I'ink i n the Tranmewo
whlch is achieved in an unambiguous manner on either
side of the radio 1link in the framework of the time

15 multiplexing scheme. Therefore, the above problem does
not arise either.

W098/09458 discloses a radio access system
derived from GSM, in which the ciphering of the
communications 1is carried out only over the air

20 interface. A constraint of this system is that it
requires synchronization of the base stations on the
scale of the TDMA multiframes. Moreover, the
synchronization of the ciphering counters is lost when
the exchanges between the base stations take a time

25 greater than the relatively short duration of a
multiframe (120 ms).

An object of the present invention is to afford
a solution to the problem of synchronizing ciphering
counters in particular in the case of the HHO.

30 The invention thus proposes a method of
controlling a circuit mode communication logical
channel between a radio terminal and a <cellular
radiocommunication infrastructure. The infrastructure
comprises at least one core network, radio network

35 controllers linked to the core network and comprising

first and second controllers, and base stations



15 mul ti pl exi ng schenme. Therefore, the above probl em does not arise

ei ther. W98/09458 di scl oses a radi o access system derived fromGSM in
whi ch the ciphering of the comunications is carried out only over the air
20 interface. A constraint of this sysgemis that it requires

synchroni zati on of the base stations on the scale of the TDVA nultifranes.

Moreover, t e, SWAChr o 2athon o0fi dihe GiRherifng equnt ef shksq! @t yihen the
exchanges between the base stations take a tine 25 greater than the
rel atively sHorathaluradionneftwarkmyantinodme 5si-20T e ) me pAhoghjamp wifsathe

present inv [ [ .Q. af .a solution to the problem of synchronizing
ci phering gg%n'(t%e%rlsl%lv{]l% ar{ﬁo‘“{:r% ar in the case of the HHO 30 The invention

t hus proposes a eetthdd ichimeprat oldéasty enei frust podeuvcdmainicaatparh | ogi cal
channel get ween %%Er adi o term nal arqld a cel | ul aé ergdirocl%meiuni cation
infrastructure. PREMSTEY atT (e LT S UhRhr i 388 5PeI SEEMISIRE ¢ e Tt Shor k,
radi o network 35teanrtugel | ens |éhketet cdbdde cares iretsvonlsiand eonpirst ng
first and second controllers, and base stations - 14 rovided with radio
interfaces and ed@™i9 nkdd%o° onE€SBP Fhie F&fﬂno tn}éf%‘?lﬁ cgtﬂter ol 1Er¥t The
met hod conpri ses cdrte-J10ld oWickg sstiepsing est abhssdin@itteaséroneofirst

comuni cation path . 5 between the core network and the term nal, passing
t hrough one of t§éishde SittatRay using a first radio access resource and

through g he first rGoptindlil g consthdtidmopdr PRSHhEAgCRBL 1ald erodnEa1 said
first path; 10 - transmitting information pertaining to the | ogical
channel al ong t hehansl corffisthitd i o FatdPmuuestabt 3 hPAghat | east one

second comuni catdQblishing at least one second communication
path between the core network and the terminal,

passing through one of the base stations using a

15 second radio access resource, different from the

first resource, and through the second controller
constituting a master controller for said second
path; and
- transmitting information pertaining to the logical
20 channel along the second communication path.

The information transmitted along each
communication path is ciphered in a portion of said
path going from the master controller to the radio
terminal. The ciphering is performed as a function of

25 parameters comprising a secret key and a ciphering
sequence number combined with said key. The master
controller and the terminal Jjointly increment the
ciphering sequence number at the rate of frames of
determined duration, so as to have the same ciphering

30 parameters to allow deciphering of the information. The
second path 1is established in a transfer procedure
comprising transmitting adjustment data from the first
controller to the second controller, a phase of
simultaneous transmission of radio signals on the first

35 and second access resources by the respective base

stations of the first and second paths, then



path between the core network and the term nal, passing through one of the
base stations using a 15 second radi o access resource, different fromthe
first resource, and through the second controller constituting a master
controller for said second path; andjs transmtting information pertaining
to the logical 20 channel along the second conmmunication path. The

i nformation 4y, 14t Rf akgrg eaghsiconpum catign pathydiS Ci phgjeAad n a
portion of  sal path going fromthe nmaster controller to the radio
term nal . THeagigshigrtiaty o5 Pee f bined agdaseanndi sacess23 esavanstserin

conpri sing secr ey and . i ri NGe . L.pe jth said
key. The nas heer pgéﬁ?ro?fe%lgn# tt%r?i:eotue%?mtﬁgﬁgf%gggﬁﬁgn?ﬁ%arrg%%Qt gcehvg
ci phering seguencentfiverbartiah,t heatdt e ndfofmaanies obeidgt eciphededurat i on, so

as to have the sane cipherin Q par.aneters.to all ow deci phering.of the
ot ormt pon thaesb Gt PSR L P LT R ot P Pe T H S SASRER R Gt
conpri si ng tyransn 4 | SBf sslf ush NnBAvades awi thmrebpetir sb thent naddderby o t he
second controqller, a phase of i mul taneous transm ssion .of_radio signals
ek ih 2 on

on the firstti$s ah cof@PEECESETr edSur cBR°HEPthe FBEpecttiRFTHY

stations of ¢ha dJriistednd1sagonchdatthsstt NGAHS THEPPrEasbNdMeiddT st
path. The radio signals transmtted on the first and second access

resources i PYWitHd'ghas¥esf ETomI tthifeolis T Fartie:F ok SSCRTSSor £°t e sanme

i nf or mag hon,ssalfh | Reemat i pasBelrg cipherrd BMaSet NGt seciond sl | er
w th a ciphering sequence nunber which is offset in advance w th respect
to that usedipnsniEsionst bynt BAVEECNT eneiPheFiPRETERBor NERIWRNCE

transmtted Alafg the Sirel patln Thewiad enkelFadl rdeanasQyasy from
the first access resource to t 10 second access resource in the ﬁ%ase of
- si mul t aneousthe second controller. :

The transfer procedure preferably comprises,

15 after the reception of the adjustment data by the

| second controller, the transmission of a switchover

control message from the second controller to the radio

terminal through the first controller. This message may

indicate, with respect to a time reference available to

20 the radio terminel and to the second controller, an
initialization frame to which an initialization value
of the offset ciphering sequence number corresponds,
said initialization value being determinable by the
radio terminal and by the second controller.

25 In one embodiment  of the method, the
ciphering sequence numbers are represented on M bits,
and the adjustment data comprise a quantity represented
by the M-P most significant bits of a current value of
the ciphering sequence number wused by the first

30 controller, M and P being integers such that 0 < P < M.
The switchover control message may then indicate the P
least significant bits of an initialization wvalue of
the offset ciphering sequence number and/or its M-P
most significant bits corresponding to the said

35 quantity, increased so as to ensure the advance of the

offset ciphering sequence number. This ‘initialization



transm ssi on, by advancing the ciphering sequence nunber so as to align it
with the of fset nunber used by the second controller. The transfer
procedure preferably conprises, 15 after the reception of the adjustnent.
data by the second controller, the t r‘l%ngm ssion of a sw tchover control
nmessage fromthe second controller tothe radio termnal through the first

controller. This nessage,. may indicate, with respect to a ti ref erence
Syl 1 abl 6 | 70 heotad Bf or MAERC nd BCERo SEeRRRCRBRGEol 1 5F,
initializatiign dirane 410 odhi ehafe idetddradinzdliconbyaltie érihaacf faed

ci phering sequence nunber corresponds, said initialization value being
det er m nabl @}yFhheSeGdM FITRINGL and by the second controller. 25 In one

enbodi ment of the nmethog L8¢usEhBREr dAG aSasenses Nibebapaiger eesent ed
on Mbits, and the adjustnent data conprise a quantity represented by the
M P nost Ssi gifFiesgitadiiee ofoh ciir eft£5aFuebBEVeERe &ﬁer%ﬂ’%@d’tﬁénce

number used fydifed iddinl) a0 oy ehe Hi2Bd BoRLBAIGA el & sk t hat O

< P <M The swtchover control nessage nay then indicate the P | east

si gni fi cant usifieragfcamvaitakale Ax i Ore wgerndfconteobi¢Eet ci phering

sequence nunber and/ orpids, ¢ P aggg}‘:tsi g fi t g'ﬂe%eggrrei i to the
said 35 quantity, increased so as to ensure the advance of the offset

ci pheri ng semlencss nunberan Thisebsi t hatweaki onf - 46 calalwbanf tdmioffset
nunber rresponds. to .an initialization frame determnable by fhe. term nal
and byEﬁhe SEUGHY Sont Tl Iseyrs.teﬁle CaodTpurs Frer aag% aeloep Slncgna?rfey c%arr%lrclgse dat a
5 represent atdtweord apnatbiéerbed meemgddie tol phreplagensequeneehodnbes used
by the first, c .ntr(fller and a time reference available to the second
control | er. NE2 SV he present invention -

Other features and advantages of the present
invention will become apparent from the following
15 description of the non-limiting exemplary embodiments,
with reference to the appended drawings in which:
- Figure 1, previously commented on, is a
diagram of a UMTS network;
- Figure 2, previously commented on, is a chart
20 showing the organization in layers of
communication protocols employed over the radio
interface of the UMTS network;
- Figure 3, previously commented on, 1is a
schematic diagram of a ciphering module used in
25 the MAC layer of a UMTS network;
- Figure 4 1is a simplified diagram of a UMTS
network to which the invention may be applied;
- Figures 5 to 7 are diagrams of the network of
Figure 4 showing the links which are active at
30 various instants of a communication;

The infrastructure sketched in Figure 4 has a
deliberately simplified configuration to clarify the
explanation of the invention. The core network
comprises a mobile service switch MSC, (“"Mobile service

35 Switching Center”) 30 for the circuit mode, 1linked by

Ju interfaces to two radio network subsystems (SRNS)



relates to an access network of a cellular radio- .10 conmunication system
conprising at |east one radio network controller arranged to inplenent a
nmet hod as defined herei nabove. O her features and advantages of the
present invention will becone appar en fromthe followng 15 description
of the non-limting exenplary enbodinents, wth reference to the appended

drawi ngs i n_which; Figure 1 relousl cogpent d_on S a dlaramof a
UMTS net wor K& Clh hSure 2, aBre\%Ngus?éy com{rente % Ps gN(IC::hart ’20%shovm ng

t he organi Zabls@lédtlivlea)yer mooﬁto@orrhusecaéstmm@t om),I S npl @y=it oB3r the
radi o |nte ace he U rk reviously comented on,
‘is a sche ré’u@%aé:&‘frn%%ralrb’iep%?% nﬁrd u%%ﬂ’gPﬁ §§pgl’°n§ SWE%ayer of
a UMIS net wehkire- ifd gweILﬂrlﬁlt?eﬁfa(@élkﬁéﬁﬁle@rh a@rﬁ@nm& aNUMT$nvizgtoeer K to
whi ch the invention nmay be applied; - gures 5 to 7 are diagrans of the

“network of 6firgut’e- 41Ehatildg k?el’lenPFﬁFils t\mltcht%ﬁ%e aEPPe e 88Shadious

instants of @ ConuuGalidon, pifie inde asééf‘@irﬁﬁe gket cheddoR ekl gurg, 4 has a
deliberately Ssinplified configuration to clarify the expl anation of the

i nvention. Erempdee RecavpRr dutpriaddera ABbiPRLWReW| c,téq%vmdtlcftfel‘m@t
('Nobile seiuigqel PRELGORBgERN! A hndinker %@gﬁ%ﬁlgmf] e, mijciked by

lu interfaces to two o network subsystens aV| ng an
RNC 60, 61. 6Dhe alwdeRNCsy 60y &ilf ferspecitoety mohvooksbdse USRAN @rsl 70, 71

(nlode B)%tteg;ggg&gt% | Lé%aﬁnt \k:)a%ﬁlsés In the exanple represented, there is

no | ur etween involved 5 60, 61. It will be noted
that there could be suthjares |Jur gt et f askeow bubchotresercwmgirficra thiaordover ,

for - paths between the core network and UE 14 when the
latter is moving, in a typical HHO scenario in the
network configuration of Figure 4. Initially (Figure
15 5), a path 1is established in a conventional manner
between the MSC 30 of the core network and the UE 14
through the source RNC 60 and the base station 70 which
depends thereon. The SRNC 60 and the UE each have a MAC
instance which, for each dedicated logical channel in
- 20 circuit mode and each direction of communication,
caters for the ciphering and deciphering functions in
respect of the information transmitted over this first
path, in the manner indicated with reference to Figure
3. The static parameters (CK, BEARER, DIRECTION,.
25 LENGTH) of the module 20 and the initialization
parameters of the counter 23 have been provided by the

RRC stage.
The UE performs the prescribed measurements
on the common channels of its 'neighboring cells in
30 particular the channels of the base station 71 linked
to the RNC 61 in the situation illustrated by Figuré 5.
When the analysis of these measurements shows that an
HHO to the base station 71 is desirable, the SRNC 60
sends its MSC 30 an HHO request message
35 (“Handover Prepare”) designating the target RNC 61. In

particular, for the implementation of the invention, it



exanpl e because the latter is between two different carrier frequencies.

I n anot her enbodi nent, the RNCs 60, 61 belong to different access networks
(a UTRAN and 10 a CERAN for exanple). Figures 5 to 7 show active _
comuni cati on paths between the coreipgetwork and UE 14 when the latter is
nmoving, in a typical HHO scenario in the network configuration of Figure
4 dnitiall o Hgrue dedls aopathd ymestablisheddira £Roventianal, mnner
bet ween the MSC 30 of the core network and the UE 14 roug tphe source
RNC 60 and tofdsiedset shatvesn 70tahioen cdependsid r@é@@émcahﬁuﬁla@@ @¥nand the

UE. each have I nstance whi or each dedi cat ed | ogi cal channel in
20 circuit r?&éia tg%d SIS d??%?Fo%ng tk?ﬁbn e cheéPs sttart iafe

ci phering and dagdpherd NgohMBSt B8RS 1 Ax rc%%%%%tl Jta LD 2L tiyon
transnmitted over this first path, in the manner 'in cat 8 h reJTerence
to Figure Beaphaest atith @ar%ﬁmﬁmrmicﬂ@tﬁmmnDtHECTbG\ItheZEOLEI‘dGTl-i) of

t he nodul e 20 and tg\’e igitl al ization arameters of the Lcounter 23 have

been provi ded 38 Sth LtagRY $he~U Por T oP i) tﬁ‘@dplzeséhiebéﬂlmber

measur ement gepe sk ceoNBYN ehannel seak+i t 8158k ghhaRikng, ceL! S

particul ar thgqchannel an? the base stati onlg ?I naeg to t% Cq; |n t he
situation ilindsgeat edaby FiQuitees. of Phen tmee&mlemiesj of nt heser gregsur enent s
shows that an HHO to the base station 71 is desirable, the SRNC 60 sends -
its MSC 30 afR F‘lI%O(rletﬁlé%t< @éssa@@ TSN "heimven Prepaleb) tdesingnatieng t he

t ar get C artic for the inplenmentation of the invention, it
g i %Nt 2Febus fior LiFrFe'S VBT T MeasuFestfe T épor BRthéms dde A

-bet ween lts oWt e&itPhey# NG §EAURAECE oAY RS §am%‘ pumbey SEN
br oadcast b)? thg base station 71 gver |tsé1€?§m%{5jcdé&mf% nk c annel s Thi s

offset A isreports Ar = Ag to the UTRAN.

When handover is triggered, a second path is

established, beginning with the downlink (Figure 6) .

15 The same information pertaining to the logical channel
is transmitted twice from the MSC 30 (or several MSCs),
once by way of the RNC 60 and of the base station 70
and once by way of the RNC 61 and of the bése
station 71. 1In the uplink, the terminal 14 keeps the

20 parameters of the physical channel of the first path
until it receives a “Handover Command” message asking
it to switch over to the other base station 71. On
receipt of this message, the UE 14 executes the
command, doing so once the synchronized network

25 completes the establishing of the second path. The
first path is then suppressed (Figure 7).

In the situation illustrated by Figure 6, the
downlink information  is ciphered on the two paths
between the RNC and UE. The RRC layer has for example

30 applied the following process to start the counter 23
used to encipher and decipher in the MAC layer of the
target RNC 61:

- in the “Handover Prepare” message, the source RNC
60 includes the current value HFNE of the
35 hyperframe number HFN consisting of the M-P most



5 measured with a finer resolution than that of the 10 ns franes. W
denote by Ak = (CSN - SFN) nod 2k the nunber represented by the k | east
significant bits of the. integer part of the offset A expressed in units
of 10 ms (1 k Q . The CSN being on W=-32 bits and the 10 SFN on Q = 12
bits, the UE nmeasures AQ = Al2. Wthin the context of the macrodiversity

procedures, the Uk . LeRQL T daqyd RAN, ovyer |
triggered, a secongnﬁat%aﬁé éggf2§1ighé£?x%€glnﬁ?ﬁgfargﬁgﬂhg%dgﬁn%’nk
(Figure 6) 15 Théisan®ailntor FEFE orbgenq aitianpmic ke [ogi ddle cleammel i s

transmtted twic t eral, MSCs), once by way of the
RNC 60 and of thgefggggks'?g)t &@% %%rggrr%d%g}?céﬁby way of the RNC 61 and of the

base station 7lafikert hbawphignkrethevedr nthak l4dnKeepsttilbe,20 ifar dnet ers of
t he physécal channel (%f the first p unt i

% L Bk RN T S RBaPRer e

" Handover_CorrrranS‘ccﬁgs age as ‘Tenrg
station 71. On dedeipfliekhttibns fessageumbee WENH éxecutles idoeinteammand,

doi ng so once the_synchroni zed network .25 | etes the establishing of the
second pat h. The33f'i r"’sltq}bafﬁsﬁ’gq hgﬁ’ gjﬁprégggérefﬂﬁg&%%e.r | Rt e
situation illustratreetbpaegwitaatbort MeL, doywnkénk &8far eBiireRdondainpher ed on

the two paths between the RNC and UE. The RRC | ayer has for exanple 30
applied the fol | dWihd3PrEEEdON 0 ¥R ANE t heNdounteF 2FD]iseditdedriciPher and

deci pheroin the MAgQukaver mimddie {RrggtnRACWEY thdh thes" HRARVWRILPT epare”
nmessage, the source RNC 6 60 includes the current value HFNE of the 35
hyper frame nunbePUPPRIcOrfsi &t i AGVBRCEhEikhPPesPect 10 &hahi pisedntomits of

the CSN counter \Mﬂiecffiirfstu§%%h Hethtetaltie HNE drii trransgi L ted by the
core network to the target RNC 61; _

- when the MAC instance begins to encipher the
information received from the MSC on the downlink,

15 for a frame with number SFNo in the target cell,
the RRC layer of the RNC 61 initializes the

counter 23 of this MAC instance to the wvalue

CSNp = (CSNI - SENI + SFNy) mod 2%, and it controls

the base station 71 for transmission to the UE 14.

20 In parallel, in the switchover control
message which it addresses to the UE through the core
network and the source RNC 60 (“Handover Command”), the
target RNC 61 indicates the CSNI and SFENI parameters.
Thus, at the moment at which the UE performs the

25 switchover, it can reinitialize its counter 23 in such
a way as to align it with thét of the RNC 61, and this
will allow ciphering and deciphering on the second

path.

Specifically, the UE knows the Ay and its CSN

30 of the previous path at the moment of switchover, so
that it can deduce therefrom the corresponding SFN in

the target cell: SFN = (CSN - Ap) mod'2°, and hence
immediately reinitialize its counter 23 to the correct

value for the second path:
35 CSNg = (CSNI - SFNI + SFN) mod 2".



after having received this information, if it 5 accepts handover, the
target RNC 61 determnes an initialization frame nunber SFNI for the
counter 23, with respect to the SFN frame counter of the target base
station 71, as well as a correspondingg initialization value CSNI for the
ci phering 10 sequence number, in such a way that this sequence nunber is

in advance with respegt tgoggalaysgglogwﬂgy%ég r%%egathbeEW%enbggg RNC 60
and the UE; - when the MAC i nstance begins to encipher the infornmation

recei ved fr&kRtRENMBE, o hehdlFddvas | hks CSY fnowmkef reyrchviohi pedbeL tSFNo i n
t he target I aye C 6 al i th 23 of
this MAC |n§?gnce£F§rQE§ éalu%mﬂ%§$§€eﬁy N%eh@%&h E@E 80w§9;§% and it

control s thefbametsbat|a7m71:rra@rsntlrtanshessnpﬂmmlo uhnéol:d'ﬁlamOmomLMh

par al | el the smntchover control ness ich it dress Q the UE
t hr ough %he cSr né%ﬁbrflgﬁgrlﬁg soure %%Eﬁmgafekbn%%ve?an B t he

target RNC GtqgubhdedateachhenCohlk iand SENIsp@b@mepemh 1éﬂunmpkﬁt@me monent

at which the UE perfo the 25 switchover, an nitialjze its counter
35 ' such - a way as FBLEI (GG VAR LI | 8F (e RRENG COBHETRI 43 w 1|

m|CWVCipheékagtmﬂtdgébﬁh%@IEh@nHHmiéﬁﬁéﬁﬁhomatﬂme$p&%EW§@h|ihdrﬁ UE
knows the OQ and iits CSN 30 of the previous path at _the nonent of
swi t chover, C88NSPASEIPR canPdeducéNher efFYHThe coifesponBing SERSin  the

target pel | vpSFNovekCONepaGD Mg 2Qyc anthdierae  snTREhatELY dei Ridd al i ze
its counter 23 to thE'correct value for the second path: 35 CSNo = (CSNI -

SFNI + SFN) UBpd @dés 2BotAsesoceada’i tx swilt alses=oviér ,0 whéchases dinat i on
71, the UE h%gctggecgwwg§gb%%es%nchron|zed | t
The advance of the new CSN with respect to
that used in the source cell serves to obtain the
15 double transmission serving to minimize the
interruption due to the HHO whilst preventing the same
ciphering mask from being produced so as to encipher
different blocks transmitted over the radio, this being
required for security reasons.
20 It may be noted that the these results are
obtained without requiring the target RNC to receive
information about the origin CFN, this being

problematic given the asynchronous transmission through

the core network, nor even about the offset A observed
25 Dby the UE.

To prevent the same ciphering mask from being
produced | to encipher different blocks, the
initialization wvalue CSNI should be determined as a
function of an item of information provided from the

30 source RNC, namely the parameter HFNE. The RNC 61 adds
an offset O > 0 to this parameter so as to form the M-P
most significant bits of the initialization wvalue CSNI,
and it assigns a predefined value CFNI to the P least

significant bits, for example CFNI = 0. It therefore
35 takes CSNI = ((HFNE + 0) x 2F + CFNI) mod 2".



can therefore imedi ately receive the downlink

informati on and transm t

the uplink information with 5 the correct ciphering. Once the base station
61 has acquired synchroni zation, the second path is conpleted. Thi

synchroni zation of the CSN counters i
time, between the

S

2 % exact as soon as the HHO execution
transm ssion by. t t Source RNC of the 10 "Handover

Prepare" nessage and the sw tchover of the UE, does not exceed 24 x 10 ns
40 s, which is in prasei cefisahyd thekeasaccpwdtadeancdof PrREapdR

with respect Lo, Lhat used ipthe, souspe ael loseryes to,oiaip Lhy
ng ue to

do_ubl e transmssion servi ( _ _
whil st preventing tfie samRmpliePhgbBgpMBSked r argeei By Pr @lucenh s

0 MNIrm ze ‘the interruption t hé

CSN

15

HHO
to

enci pher different blocks transmtted over the radio, this being required
for securitpro@asdény. 20 popAay el hotent haprgid tpesdheesarderad

out requiring the target RNC t cei.ve informtipon _about the
tz{ahiss fE) 'nb{leprd{tﬂcélr%ci %Fv&get ?{E@Sy%ﬁ%n% S¢Y alsfi%si on
through thaleer @enpirRiamma® even about the offset A observed 25 by the
UE. To prevent the same ciphering nmask from bej ng gr oduced to enci
sh

obt ai ned_ wi
origin C%N,

di fferent bl ocks, thelt nigictidati®on VaFed CSRP

BFd 5EHPrA

function of an ankeemiofodd¥rivR} i 00 PEOVhEeHefr aBstRep3d $RWGH MNwe
the paraneter HFNE. The RNC 61 adds an offset 0 > 0 to this paranet

as to form &NV faRANCS| fhi FLEaReSbitt $Of7 t#RUIHI t REFPEELNEN BPalie CSNI,
and it fgsigng japr edel LAgd jvRlug il 1O the Rdkasite %&Pté' e@Nta i ts,
for exanple CFNI. = 0. It therefore 35 takes CSNI = ( (HFNE

CFNI) nod 2Mtem ofheeqfiipeend takesatedowt 6f oh#eprobaBee of the

15

20

25

30

35

network. This item of equipment may be of RNC type in
the UMTS architecture, and the two separate parts may
be «circuits separately managing the two paths as
regards at least the MAC layer, these circuits
communicating with one another in an asynchronous
manner. These circuits are for example carried by two
different cards or contained in two different cabinets
of the RNC.

It will also be noted that the above HHO
procedure can take various equivalent forms. Thus,
.rather than containing CSNI and SFNI explicitly, the
control message returned from the target RNC to the UE
could contain only.the difference (CSNI - SFNI) mod 2"
which is sufficient for synchronization, or any
combination making it possible to retrieve this
difference.

Furthermore, the data CSNI, SFENI indicated by
the target RNC in the control message returned to the
source RNC and to the UE can, in full or in part, be
implicit:

- if the offset 06 is fixed or known to the source

RNC, the latter can already be furnished with the
M-P most significant bits (HFNE + 6) of the

parameter CSNI, so that it is not essential for it

I 0) x 2P

her

d as a
namnel y
er so

+



execution tinmes for the HHO In the case where P =8, it is for exanple
possible to take 8 = 8, thereby providing an anply sufficient margin of
the order of 5 20 s for the execution of the HHO. This offset O can also
be progranmmable. It should be noted_that_the controllers 60 and 61
operating in the manner described herernabove wth reference to Figures 4

to 7 could, according. .2 10 yariant, of (e Iventian, pe.hwg gengrate
parts of an item of "equi pnment sitdated at @ given node 0 t'he “>retwor k
This item of equitpmehe W&y be of RNC type in the UMIS architecture, and

the two separate.parts ma be.circuits,separately mnagi ng, the two paths
as 15 regards at Feds¥ t W@K?f%%ef? ?ﬁégg é%ﬂﬁn%&?méigmghrcéFiﬁﬁ\Mth
one anot her in anoasynrolymms toBARehsmikese ciscuhes T e The esarpl e
carried by two ifferent cards ar contajned in two different cabinets of
The RNCS30 1t whPItS! 80 68 hionas tonar (IR e Lo TBPBEedure. Caf ¢ ake
various equi val estNf @fitschelhtigrget atBel shaaeCaiHeai Ui Nga SNk taitehi SN
explicitly, the control nessage returned fromthe target RNCto the UE
coul d contain onFPl§h§EN1W¥9bgﬁé3G@SMOﬁ SN GE RV o5 L & fiset
sufficient for synchroni zatipn r_an conbi nation making it possible to
retrieve this d¥?fg?%%%ef£ u?%he?ﬁ%?%?dthe data CSNI, SFN i ndicated by

the target RNC-i Aft k@ eCERNDI isressageueettingd the tUR c30 %avkge fNC and to
[ i cit: -.if the offset 0 is fixed or

the UE can, in full or i art, be inplj
known t50the SouPEETPRAC PITrISS br TCart HRTPad) the T (AT s REFSATR Y he M P

nost significant tbi tondNEatD)i0f rhes3omparamiien GNe Be1HBatidt is
not essential for it - 22
respect of only a low-order part of the SFNI.

In cases where the UE has forwarded to the

source RNC 60 an offset value Ay between the CSN used

15 jointly by the UE and the source RNC and the SFN of the
target cell (for example k = P or k = Q), this RNC 60

can communicate it to the target RNC, in particular
with the "“Handover Prepare” message. It may then be
envisaged that the time reference available to the UE

20 and with respect to which the initialization frame of
the new CSN counter is defined should consist of the k
least significant bits of the ©previous CSN. 1In
particular, there may have been a macrodiversity phase
between the source RNC and the target RNC on a first

25 carrier frequency before performing an HHO with change
of carrier to the target RNC. In such a case, the

target RNC is already furnished with the offset Ay or

Ap, so that it is not obligatory to repeat it at the
moment of the HHO. It may alsc happen that another UE
30 has had a macrodiversity phase between the source RNC
(SRNC). and target RNC (DRNC). When the HHO procedure
commences for the UE 14, the source RNC 60 can then
determine the relevant value of the offset Ax without

having necessarily received it from the UE 14: it



to receive themagain if it transmts themitself to the UE, - if the

value CFNI is fixed (for exanple 0), it is not necessary to transmt it to
the UE. The same 5 holds if this value is defined with respect to the SFN
of the target cell since the UE can_dgtermine this SFNwth the aid of its

CFN and of the offset OQ which it has neasured; - if the SFNI is a val ue
whi ch the Ugeeapaknow, bn 1 exapp! & because i s e £ $pg0t
necessary t0 comrunicate Mt i S observation als S in respect of

only a Iom#ofdeetp@eaS@&e@h@nSFdeltmteabé&'WMQr@tmmg wElhas forwarded to

the source RNC 60 an et u t d j o, tly by
the UE and the source %h §éndlﬁ% %§é%rQ$1Q%% ta?gé% ceI (fg%y%xangle k =P
or k =0Q thb@saRNCd&hlkahiaxhnuhuumuthettargéheRN@rQEtaRNCLolmhe

ticul th the "Hand ! | £ d
parti g i L LEBTIer PRRRRT S TERSaRe, LA ISR 0 e sage

the initialifzateonnhimae® Oo5FNTheohevarGEN qiltialy | sedefdared tehowhd sconsi st
of the k |east S|gn|f|cant hits of the previous CSN. In particular, there
‘may have beBH"ReFactOd F&PHIPP phase between the source RNC and the target

RNC on a first 2%near5irRr &f eGuRiidedebase pstaershna amksdio v t knehange
of carrier to the target RNC. In such a case, the target. RNC is already

furni shed with t R@reRfsdNGQ BROSR FOmFENt [RAN HKOY; <Hatnb Ngat HeEnt o
repeat i§ at the Ry ofy the HHO (44 wyaﬁ&§9ebaaﬁeeuga%l%@@tlw UE 30

has had a nmacrodi versity phase betmeen t he source RNC RNC) and tar get
RNC (DRNC). When thige SiqH@Asy &8€dure commences for the UE 14, the source RNC

60 can then det gpal et her el evalle valyei o, the BREEEuALWiAQUGs having

necessarily received it fromthe UE 14:
the source cell, if the RNCS know the SFN offsets

between the wvarious cells, as 1is sometimes used

15 for subscriber location services;
- a time reference common to the RNCs, obtained for
example by means of GPS type receivers or the like
picking up synchronized signals transmitted by a

constellation of satellites.



deduces it fromthe CFN of the two UEs and fromthe offset neasured and

i ndicated by the other UE. Oher tinme references nmay also be used, if they
are available both to the target RNC 61 and to the 5 UE or to the source
RNC, to express the initialization frage_nunber SFNI or any quantity
related to this nunber, for exanple: - the SFN of another base station
linked to the target RNC, whose congpRig@ntrol channel has been 10
detected by the UE (or by another UE supervised by the source RNC); - the
SFN of any base station, in particular that of the source cell, if the
RNCs know the SFN offsets between the various cells, as is sonetinmes used
15 for subséri ber | dfedhiooh sev¥i cespnarviliingef e@encectoaubh t omdse RNCs,

obt ai ned for le . s . of el iyer L he | i cking
up synchr onicfgﬁ?ﬁgﬁq%ﬁgtll?\ P%n ncﬁ?][ eéfg?/}%g gg%g’t%ee Iaatsigéld%{g staete & Iaes. - 24
- CLAI M5 1. (MEt)harhdf acaetllelllaimgradoecounin hogel o o imimiacatiuat uregi cal

channel etm?gn.aj{adhp Q:rninal 14). and a ﬁellular radiocongrni ation
i nfrastruct (1€, 5 RS THTERT SUre Tohhrisi hgat PREstCSfe e et wor k
" (30), radio 3&wordadiantnetkers ¢60rr6l)leksnked,t ciheligkea nret wdrk and
conprising first and second controllers, .and base stations (70, 71

provi ded wi 5 adP§ T RES f af8S an&BREH STk ed ﬁ&szne &% he S5 10
networ k contgopltdrens.ertshe amd hbdseorgdisidigs t heo, f all)owb AgvsHeas with
establishin t. least ope first comunication path between the core

net wor k and % et PFFEF2CPRs &Py CIHP obghkBAe T PRE isetBEatiashe® (70)
using a1d5 fhidtilorkadi @oREGRIS dr@SoUr @ candpfehn@ddh heddilsSitng  the

following steps:
- establishing at least one first communication path
between the core network and the terminal, passing
through one of the base stations (70) wusing a
15 first radio access resource and through the first
controller (60) constituting a master controller
for said first path;
- transmitting information pertaining to the logical
channel along the first communication path;
20 - establishing at least one second communication
path between the core network and the terminal,
passing through one of the base stations (71)
using a second radio access resource, different
from the first resource, and through the second
25 controller (61) constituting a master controller
for said second path; and
- transmitting information pertaining to the logical
channel along the second communication path,
wherein the information transmitted along each
30 communication path is ciphered in a portion of said
path going from the master controller to the radio
terminal, the ciphering being performed as a function
of parameters comprising a secret key (CK) and a
ciphering sequence number (CSN) combined with said key,

35 whereby the master controller and the terminal jointly



controller (60) constituting a master controller for said first path;
transmtting information pertaining to the logical channel along the first
comuni cation path; 20 - establishing at | east one second conmuni cation
pat h between the core network and t_h% erm nal, passing through one of the
base stations (71) wusing a second radi o access resource, different from
the first resaqurce tar%g‘ t hr.oygh .t he seconrg 25_co te£O|a|tertl’¥e61} ons%i tuting
a master coRtrdFleht o SHik srelcn&ds%%%%;c%nau ransmtting |%€ rffati on
pertai ni ng teaibe lofyi datermiraavhelduabkongnt heosexontocbrmmeni clad | eampat h,
wherein the infornmation transmtted al ongleach 30 .Cﬁlgnmmi catipn %gth IS

I

ci phered i nCAPBEFEPgn SIS TSat - Yoi AGLPY omOEe PRSI coftroFfr to the

radi o terniAgbrmbieosi, phering being performed as a function of paraneters
conprising a secret ke CK) .and a cipheripg sequence nunber (.CSN)
combi ne® wi th said WE??ﬁlegB vﬂé‘?eﬁfctoﬁﬁpnﬁgf: r tont§Hid l%ﬁ%fit Heé t & mi nal

jointly 25 tiRakeERNtpiHEe@hPOErdIMD SOAURNCE rAukhet tathgt hedrakemeht frames
of determ ned duration, so as to have the sane ciphering paraneters to

al | ow deci pAatRng BFofhe thenf ofr&fiton, CENWRREEPR t HeP se p&eronsd

establ i shedcbRtao1tkanst gr prosedye campnitsindGds ansBinthiing idf ustment
data fromthe first controller to the second controller, a phase of
si mul t aneousagdiansfiwsilen @f thadifsrstgralds sarale F¢ESPSal@SOEESSE access

resour cgs 1gyb%hgéﬂeré%ggﬂ{,gebggée statians (78, 13) r thgefidistse and

second pat hs; then suppressing the first path, Wwherein the radio signals
transnittedaod. seken pstthsnd thecostracesss ndedddr das Sth ratd phase of

si mul t aneous transnu%%&%@ntr@ﬂ§p9£ﬁh&pes§8ﬁgls transmitted on. the

first and second access resources 1in the phase of
simultaneous transmission transport the same

15 information, said information being ciphered by the
second controller (61) with a ciphering sequence number
which is offset in advance with respect to that used by
the first controller (60) to encipher the information
transmitted along the first path,

20 and wherein the radio terminal (14) switches
over from the first access resource to the second
access resource in the phase of simultaneous
transmission, by advancing the ciphering sequence
number so as to align it with the offset number used by

25 the second controller (61).

2. : Method according to Claim 1, wherein the
transfer procedure comprises, after the reception of
the adjustment data by the second controller (6l1), the
transmission of a switchover control message from the
30 second controller to the radio terminal (14) through

the first controller (60).

3. Method according to Claim 2, wherein the
switchover control message indicates, with respect to a
time reference available to the radio terminal (14) and

35 to the second controller (61), an initialization frame



15 information, said information being ciphered by the second controller
(61) with a ciphering sequence nunber which is offset in advance with
respect to that used by the first controller (60) to encipher the
information transmitted along the first path, 20 and wherein the radio
termnal (14) switches over from thé%iTst access resource to the second
access resource in the phase of sinultaneous _transm_ssion, by advancing

the cipheri kg s&#fdéfice amunbBAtdg14&2E408R! | giRiUS wi PR t Hd %f f SEESREinber
used by 25-tBgeser@nd caphiiehker (6humpér Met hod acghiag to Shagm 1,
wherein the transféer procedure conprises, after the reception of the
adj ust ment #athipyizpbisacoril tnbednPerdgBaymingplet Rinsissi 6adéP a

switchover cophtpliesgage LhamtBend0csaeopgicentroller to the radio
termnal (14) through the first controller (60). 3. Method according to

- Caim2, wherein the switchover control nessage indicates, with respect to
a tine Teférence avalfabpbd teoreingdite tanyr ABE Cf4)thedr3scedinge second

controlier (pllnsan JUidAl! 28kl 00 fhalPng 2Rqudhod! Gl Ad LEdk) 2ati on
val ue of the o %nset cl pheri ng sequence n%rrber corresponds, sai
initializataoa vedpeedenneddetrer Mi nabt e, byandie thedi edjuetmenal dadaby t he

second contrgller, 5 4. I\gﬁ}g}lchl COn .P%%%@%‘?‘gy(%gﬁ) Qi & heyPpecgding

cl ai s, wher 8I'R tRE ci phet1ng seque are represented on M
bits, and tbegadifustmentbidad aofcapcuseent quaihig yofeprtesentiptieynghe M P

nost significant bits of a current | ue_of the ciphering sequence
nunber ]Lfgedsﬁguteﬂgef irﬂ"’g&’ecronlﬁ%?l g?’, \{%lean%“ﬁt bgPﬂsglogngéérib?S%%ﬁ '?hat 0 <-
P <M 5 Mthad %ﬁ%@%@&@gshgh%ﬁiaﬁs 02<apd<4y wherein the P |east
significant bits of an initialization value

5. Method according to Claims 2 and 4, wherein
the P least significant bits of an initialization value
of the offset ciphering sequence number are indicated

15 in the switchover control message.

6. Method according to Claim 4, wherein the
advance of the offset ciphering sequence number used by
the second controller (6l1l) with respect to that used by
the first controller (60) is effected by increasing
20 said quantity contained in the adjustment data received
from the first controller, and by allocating the M-P
bits of the guantity thus increased to the M-P most
significant bits of an initialization wvalue of the

offset number.

25 7. Method according to Claims 2 and 6, wherein
said increased quantity is indicated in the switchover

control message.

8. Method according to Claim 5 or 6, wherein the
initialization value of the offset number corresponds

30 to at least one initialization frame determinable by
the radio terminal (14) and by the second controller
(61).



of the offset ciphering sequence nunber are indicated 15 in the swtchover
control nessage. 6. Method according to Claim4, wherein the advance of
the offset ciphering sequence nunber used by the second controller (61)

Wi th respect to that used by the fir controller (60) is effected by
increasing 20 said quantity contained in the adjustnent data received from

the first c%ntroller VAR %J@/éﬁé §§§ ng%éhgn§$%ném ? g%é%ggndty t hus
trari

increased to‘the MP nDst S|gn ica an ini tion v of
the offset clather,. fekeivet hatk acedjuktgento Clatas 2oapdite wmmtar1 sai d

i ncreased quantity is i ndicated |n th t chover rol me 8.
- Met hod acchﬁfﬁﬁ Ftatdivh s fﬁﬁ%& r@@tV%??laEF?atl&ﬁ of the

of f set nunbele fRNRS PRMdE 3ﬂséd) G\ ﬁke@sfl@zm.e tshtralizati(en)f raame a
deternlnable by the radio termi_nal. (14) and by the second controller (61).

- 27 9.0 MettiE@ FELSEEG By 2R Roife W thife SNSRI TR $E; wherein the
adj ust nent data conprise data representative of an offset betmeen t he

ci phering sequence nyhelodisadyding ftbstctonhrod) ervHbBimnGaa4d5 tine
" reference available to the second controller._ 10. Method accordlng to Caim
9, wherein Sdif¢etofisdieaurRARY cehyteFBIRR} nil A4l (3&‘4}'- &nbave H&f s of

radi o signalg qieceld Mathfd opr 8- basg $tahl @n k{a7s]é stakedn Y91hhe ssaeend
controller (61) and carrying information O relating to sald tinme

reference. XP mkﬂhéﬁcgééoﬁépﬁgoﬂéeeldﬁﬁJI?D%MQaéFMléﬁldnﬁQﬁﬁ?Qkﬁﬁwence
conpris a ryg% base station (71) linked to the
second ggntﬁg 1ﬁ94ﬂ§%k1 f%hﬁkb dggcé%rdlng to ains 4 and 10,

wher ei n
11. Method according to Claim 10, wherein said

time reference comprises a frame counter maintained for
a base station (71) linked to the second controller
(61) .

15 12. Method according to Claims 4 and 10, wherein
the information relating to said time reference
corresponds to a frame number represented on Q bits, Q

being an integer such that P < Q < M,

13. Method according to any one of Ciaims 1 to

20 12, wherein the adjustment data are transmitted from
the first controller (60) to the second controller (61)
through the core network (30).

14. Method according to any one of Claims 1 to
13, wherein the first and second radio access resources

25 comprise different carrier frequencies.

15. Method according to any one of Claims 1 to
14, wherein the first and second controllers (60, 61)

belong to different access networks.

16. Method according to any one of Claims 1 to 14
30 wherein the first and second controllers (60, 61) are
situated at a common network node, and comprise

separate circuits in relation to the first and second



the information relating to said tinme reference corresponds to a frane
nunber represented on Q bits, Q .being an integer such that P< Q< M 13.
Met hod according to any one of Clains 1 to 20 12, wherein the adjustnent
data are transmitted from the first ggntroller (60) to the second
controller (61) through the core network (30). 14. Method according to any
one of d ai to 3, er.el first, and second_radi o_access .resources
25 conpri segglltg?érefr?éE caéc\rl\ﬁerearét?rst'e%een# ets?lglg?mﬁ?}é{‘h88£é880%f° acto&sany one
of Cains 1incluti4ngnwhéhei ninferfmatsbnandipteandgcoantol Berd pheq,inkyl)

bel ong to different access networks. 16. Method according to. any one of
Clainms 1 to t4 t?{@%\l?ﬁervgrllenr%l)é fslarlgt %Jhﬁc%le%%nﬁoglgwflrl&alt%r SWJ(%@, FF) are
situat ed at aaotbmnDRr syeichaickoueds,. and conpri se separate circuits in
relation to the first and second - 28 paths, for at |east sonme of the
conmuni cat i protocols includi the information _ciphering and .

deci phert ngqqf'uncti on&CRTEr eb)flers]cgfodn%i rcuits %ormﬁﬁ#@ﬁ?@rwi t F3GH€~ anot her
asynchr onougloyamub itat iAecC esy shreokckhmpir iz iegl | dar 1eadito- ce@MMuidaat i on
system conpri Si ng&at | east qne radio network controller arranged to

i npl ement  a"FAIRGE  SOLGTRING R 0 AP of *? helBPEeBENRg &l afedhod

according to any one of the preceding claims.



