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1111121121111111 _*159159* Method for detecting fraud
in the transnmission of position |nd|cat|ons by a
nobi | e device The present invention re
met hod for detecting fraud in the tr ansm SSI 0 \ﬂ\“m\m\ “ “
position indications by a nnplle device. It aﬂm
notably to the field of systens for the renote *159159*
coll ection of road, notorway and urban told-payments
and to any ot her geolocated paynment device. To
determi ne the position of a vehicle, the known devices
Methodr farpdetesting cfraudbrin dhet tansmisginm©of pasitien tindications by a
signalling gantries strategically sited al ong roads
mobl¢ deviceo a toll, 10 or a locating device onboard
the vehicle periodically transmtting its position
determ ned by a GNSS (G obal Navigation Satellite
Systen) satellite positioning system for exanple of
GPS Tr@ mresent yentioromeiates Byesmethpddor detedting fraug rethe transmission
A satellite positioning systemis very suitable for
ofi pesitiemdntli¢atigns by arraakilecdayisiel d@ppties odtably del thentirld pheystems for
and al so urban toll paynents but the reliability of 15
the remoitss icoliestion 10l iread i roetotweyt and uchaini ol reayoheptsnaind to any other
solely on an indication sent by a G\SS receiver
genhratadpaymentdénNied. e and the reliability of the billing
carried out by a position server depends directly on
Tq Hetermiosithe pasitioniptatvebinle, thecknewnt dryvicesdai remategeltestien of toll
sources of positioning error that may inpair the
payalentd use either isignping ghotries atateaicalyrsited @langdedds subjee to a toll,
position server by a |locating device. A positioning
oregr logatingedevise anbeanddhe vehicle pedodidaliytrapsmitingrisrpegHiodidatermined
the reception of the GNSS signals, such as for exanple
bya ad GNSSE (BtobahdNavigatipw eyatelliteaSysiemy tsatsfllite Frositioning system, for
indications transmtted by the satellite constellation
exgsle offGRS éblabeal NesjtianingoSystdrg) erddalilortype.t he del i berat e
use of a decoy by the owner of the vehicle in order to
transmt A refitelitei positiopingr exgten disngery osuitatlief fosrigmplementing the
pl ace fromthe place where the vehicle is actually
regiate geltegtiemaf dads metaiway aas@iso yrban toll payments but the reliability of
111111111171111111111111711111111 _
the position indication that it delivers depends solely on an indication sent by a GNSS

receiver onboard the vehicle and the reliability of the billing carried out by a position
server depends directly on this position indication. Except there exist numerous
sources of positioning error that may impair the validity of the position indications
uploaded to the position server by a locating device. A positioning error may be due to
a technical problem regarding the reception of the GNSS signals, such as for example
a defect of the receiver or a defect of the indications transmitted by the satellite
constellation used. The error may also originate from the deliberate use of a decoy by
the owner of the vehicle in order to transmit indications corresponding to a different

place from the place where the vehicle is actually situated and thus evade taxes, the
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*@00002* 2 decoy being able to use for exanple a
progranm ng of a predefined trajectory not subject to
taxes or a generator of false GNSS signals simlar to
real signals. A first known solution making it
possible to detect and to elynminate a defect in one or
nore GNSS signals and to detect a partial defect of
the GNSS receiver, on one 50or nore reception channels
consists in using, within the G\NSS receiver, an
al gorithm known by the name RAIM (Recei ver Autononous
decay aging gblRpAi Yssr fon gramplese RspararABNg 0§ 8l Rierefined trajectory not
consists in analysing at the level of the position
subjgol tor taxesher agenanatooef false GNSIIsigeals givdlar taogal signals.
i ndi cati ons which are upl oaded by the | ocating device.
An eh figat kopwa spligen imakingeh passilie te detgatianst tecelringtess defect in
soon as a position becones 10i nconsistent with respect
onegorpnere GSS (signats angisto gletoha dartial defgaisefdhes GNSS receiver, on one
geographical junp to appear between two successive
orpogiet fegaptiondinaanels wansigigtin usingywithig theyGASS regaiveh@n algorithm
difference in position that the assuned dynam cs of
kriowen Byethe @p@eo%glwaaqaiyer Autonomous Integrity Monitoring).

A second known solution consists in analysing at the level of the position server, the
evolution of the dated position indications which are uploaded by the locating device.
An error or defect is then detected and pfocessed as soon as a position becomes
inconsistent with respect to previous positions and when it causes a geographical jump
to appear between two successive position indications that is much greater than the
difference in position that the assumed dynamics of the vehicle can permit.

However, these two known solutions make it possible to solve the problem of integrity
due to a non-intentional defect but in no case do they make it possible to detect
arbitrary intentional deception.

The aim of the invention is to solve these problems and to propose a method for
detecting fraud in the transmission of position indications by a mobile device not
exhibiting the drawbacks of the known solutions and making it possible to effectively
validate the position indications in any circumstance, whether they take the form of
coordinates or else of measurements making it possible to deduce therefrom the

coordinates of the mobile device.

1. For this purpose, the invention relates to a method for detecting fraud in the
transmission of position indications by a mobile device, the position indications

being acquired by the mobile device on the basis of GNSS navigation signals
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However, these two known sol utions nake it possible to
solve the problemof integrity due to a
non-intentional defect but in no case do they nake it
possible to detect 15arbitrary intentional deception.
The aimof the invention is t0 solve these probl ens
and to propose a nethod for Uetecting fraud in the
transm ssion of position indications by a nobile
devi ce not exhibiting the drawbacks of the known
solutions and nmaking it possible to effectively
val ransmittachley @ eonsteltation radisetellitesnand being penti to cupestitiomcserver by
whet her they take the form of 20coordi nates or el se of
meaway efrantadiulenlohetijei qconpownicdtion netwdrkd gomsistingr édrr eanh position
t he coordi nates of the nobile device. 1. For this
puripdisationt pequinedeon itbe basisapbdhe geceptien hafda fravigation signal, in
detecting fraud in the transm ssion of position
i nodag@iringne  lsgmenunishtiore signedl ceangnhittepowi tth@ncellular network, in
i ndi cati ons 25bei ng acquired by the nobil e device on
t hecampsiriog dempnshindioations conaisedimathe n@igatianssigriat extelypd and
a constellation of satellites and being sent to a
postemiporal sedigationpycoptginesf i the|dopmiraunicatdibn| gignal received and in
conmuni cati on network, consisting, for each position
i nodesiycing thereiger véethen theneoditioni indicdtionlie exant epeirameous, the said
navi gation signal, in acquiring a comrunication signal
t r amsihiod bethgmpataeterized iruthat theesajbtenporal indicationp aorntaiged in the
tenporal indications contained in the navigation
si gmyigatiee sioneldregeided ang oy the donuiurigation signeleaeived areninstants
t he conmuni cati on signal received and i n deducing
t heofdrfansmissioat dfdhe said sjgneist dated by thecsateltite, respestively the cellular
erroneous, the said nethod being characterized in that
t henadword, tnenfioe skcale sihcaonizedswito ab abseldtei time deale and instants of
navi gati on signal received and in the conmunicati on
si gieaeptionsd thecspicsignals steagured byGhemobileadevidessi on of
the said signals dated by the satellite, respectively
the cellular network, in a tine scale synchronized
with an absolute tine scale and instants of reception
of Advantagiedusly.gihal eompsaiisan e thg temporablidieatidey icoetained in the
Advant ageousl y, the conparison of the tenporal

navigsitioa and romenmicatior dignalstdepsists in calculating the absolute value of the

difference between the gap separating the instants of transmission and of reception of
the navigation signal and the gap separating the instants of transmission and of

reception of the communication signal.

Advantageously, the method can furthermore consist in choosing a threshold
value taking account of an estimation of the maximum propagation time for the various
signals and in verifying whether the result of the comparison is below the threshold

value so as to validate the position indication.



10

15

20

25

15 navi gati on and comuni cation signals consists in
cal culating the absolute value of the difference
bet ween the gap separating the instants of
transm ssion and of reception of the navigation signal
and the gap separating the ipgstants of transm ssion
and of reception of the commnication signal.
20Advant ageousl y, the nmethod can furthernore consi st
in choosing a threshold val ue taking account of an
estimati on of the maxi mum propagation tinme for the
var i Advantaggaesly thedmethodecarf yongjstwiadt drer atthehe esame instant of
the conparison is below the threshold value so as to
meagureraent, irhacporng severalnghsitioni iodicatiohs for the mobile device on the
Advant ageousl y, the nmethod can consist, at one and the
basimnes navigation sighalsneriginatingsinem severakdjfiénenhgptalites rialcomparing the
position indications for the nobile device on the
tebworad indicatigus ganiamedsingerthsnayidagjion atignag réqeived seitre theel temporal
different satellites, in conparing the tenporal
indigetiangt ¢antainedin dhe expmmuricationnsignajateceimed i gmdilin validating the
received with the tenporal 5 indications contained in
pasitiencal rthe mabile idemics iifyivaleack of ithee thdicatiohs acquirkd diheiragult of the
the position of the nobile device if for each of the
canmetirisan wih ¢heatbepsheldds positver esul t of the conpari son
with the threshold is positive.
Advant ageously, the nmethod can furthernore consist in
deciding that there is 10fraud if a position
i ndi Advantagepgslerthemeethed can further@bieecorfs@shinudesidiagdhat there is
advant ages of the invention will be clearly apparent
fraug it épositirsiadigatinn idesonéqusi on gi ven by way of purely
illustrative and nonlimting exanple, with reference
to the appended schenmatic drawi ngs which represent: 15
- Figure 1: an exenplary systemfor |ocating a nobile
devi @Qther faaturesand adetntages obipesavearitibn wdl| bactearidiapgareot in the
the invention; , '
subsequent description given by way of purely illustrative and nonlimiting example, with

_reference to the appended schematic drawings which represent:

- Figure 1: an exemplary system for locating a mobile device, such as a
vehicle, by satellite, according to the invention;

- Figure 2: An exemplary procedure for determining the position of a GNSS
receiver in a mobile device, according to the invention;

- Figure 3: an exemplary schematic diagram illustrating the various steps of

the method, according to the invention.

Figure 1 represents an exemplary system for locating a mobile device 1,
for example a vehicle, by satellite. The locating system comprises, aboard the vehicle

1, a locating and broadcasting device 2 intended to determine the position and/or the
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- Figure 2: An exenplary procedure for determning the
position of a GNSS receiver in a nobile device,
according to the invention; 20- Figure 3: an exenplary
schematic diagramillustrating the various steps of
the nethod, according to theginvention.
Figure 1 represents an exerrp?ary system for |ocating a
nobil e device 1, for exanple a vehicle, by satellite.
The | ocating system conprises, aboard the vehicle 251,
a locating and broadcasting device 2 intended to
spget af ihewehible gndstot transmitnitiées lachtion Hidiatiens tof a tpeeition server 3
vehicle and to transmt these location indications to
chargaskwith storimgethesr ari/arhdilizjegl thent. Ths tarating) abdh broadcaktiog device 2
utilizing them The |ocating and broadcasti ng device 2
canises seseceives ceiof eBNSSo{GIGhIBSNaGhativenl Shibllitey Byistem) navigation
Satellite System) navigation signals such as a GPS
sigr@inbath #8iGRD (Ginbal Resitioningddystea)i dre@alilecreiceiger, transmitted by
transmtted by 5 a constellation of satellites 5a, 5b
a awdstellateinl of satelisgsndbak Shodnd @ celalarnhetabrkomobile communication
transcei ver 6, for exanple of GSM (d obal System for
travisbeiver @ domepangde cOGSM (GIMES Sytlemvior $bilé/bbimhreinications), UMTS
Tel ecommuni cati ons System, or CDVA (Code Division
(UvliMersab| Mobillec Eslesormmpeicatiine Pysemn), cor CARMA 4Code Division Multiple
cal cul ated by the GNSS receiver 4 by utilizing signals
Adcgas atypelIbet pasitom intiedtidng arteecalailatel i thye $hes &GNTD recliner 4 by
nunber of 10 satellites nust be at |east equal to four
utdiging ssignalsl eier andd 3b Heanbmittedpbypithe catalibes $an&beJhefnumber of
the vehicle in space x,y,z and in time t. This
sgtellites imust bendt leasti emuial to folreso gertovdetternhirtethe fiaur ppobitibre coordinates
conmuni cati on transceiver 6 which in accordance with a
ofstbe vehicleng spepergenandin tirhe t.apps positioroimdichtien is then provided to
sequenci ng possibly being limted to follow a
thpr mdbilee coimmathiqadion ddinstceiyer 6i wialh cheacdoldansei with a sequencing
~position indication to the position server 15 3
dependenthon tbenapplicatini dhe ceqnemdingl Doasitly being \lintifedato follow a
base station 7a covering a zone of coverage, also
predétesdinad petiddicityndispatcihes the sainbpdsitiodendicatiob to she position server
si tuat ed. An exenpl ary procedure for
3 dwpaghrandcomymurtieatioosihanoel 1 and by GNSSOfr & bese efatidn i7a covering a
represented schematically in Figure 2. The procedure
zarergicovarags, alsoyealled atckl in abihtee mbbilendeldteet is siuatgdt he
pseudo-di stances dl, d2, d3 separating it from at
| easAn ekereplary procedure for determining the position of the GNSS receiver 4 is

represented schematically in Figure 2. The procedure consists as regards the receiver
4 in determining the pseudo-distances d1, d2, d3 separating it from at least three
satellites 5a, 5b, 5¢ of the constellation and then in deducing therefrom the point of

intersection 14 of the spheres whose centre is demarcated by the position of the

satellite itself and whose radius is provided by the pseudo-distances d1, d2, d3. The

position of the GNSS receiver 4 corresponds to this point of intersection 14. The
measurement of the pseudo-distances d1, d2, d3 is carried out in the receiver 4 by

logging the time of arrival of radio electrical signals constituting a navigation message
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20 satellites 5a, 5b, 5c of the constellation and then
in deducing therefromthe point of intersection 14 of
t he spheres whose centre is denmarcated by the position
of the satellite itself and whose radius is provided
by the pseudo-distances dl, g2, d3. The position of
the GNSS receiver 4 correspohds to this point of
i ntersection 14. The neasurenent of the
pseudo-di stances dl, d2, d3 is carried out in the
receiver 4 by 25l ogging the tine of arrival of radio
origirating ifroa theisgtedites ban Hbt b¢.Uiherapsentizhindigatiorsnorigisding érom each
6 originating fromthe satellites 5a, 5b, 5c. The
sagltentia dhe inadigetidri owessagd gnad athichg musb be gacdessed dlyl the ereceiver
via the navigation nessage and whi ch nust be processed
cangist e theedade b traosmission obthet messhgecarsf thermosition s ittensatéllite at
the nessage and the position of the satellite at the
theonementaff thehtransmission sEiherradip didriricahsigoaleThe sateliite transmits its
signal. The satellite transmts its 5 ephenerides
egheoprides gfepteraanetramnsiers)nn it pavigatiopatessagerallowing, the receiver 4
allowing the receiver 4 to calculate the position of
tot dedcudzde ahe positiomofathersatadlitefin aefaane nt eeféneack tied tdithe Earth. The
Earth. The ephenerides consist in the case of a GPS
eptegragides fcondstpn tzmeaser of a 6PSatighl of ¢6 patinatersoepeatéhevery 30
t he navigati on nessage. The position of the satellite
sdtands o the pavigiton messaget remains for the receiver to
detect 10the tinme of transm ssion of the nessage so as
The positihrcef thesaletlitg bgdng been obiinefl, it heanaing fralthe receiver to detect
transmtted by the satellite and the distance
thedijpzer at iranpnissiéon ohthehsessagelsbidseto daddcee trenpriopegatdi tinse of the
of one of the 4 necessary spheres, and the position of _
sighead traphinidled by. th@ satefiiter epdi theedittance sepesatirtiat it frgmtthe satellite, and
position indications to the position server 3 is
theatthe radiusof oby obithe el nagkeasarn ephvrek and nimpdsitioni af the vehicle 1.
t echni que. 15 The schematic di agram of Figure 3,
Theeprogssdure forttramsimittingthhe positips indicatibes toehd pdsifiar server 3 is carried
detecting fraud in the transm ssion of the position
outriyi eceellulan setwbhi sommuhioationdeshnigue. i n detecting, in the
nobi | e device, at the level of the locating and
broadcasti ng device 2, the inconsistency between the
nmeasurenents carried out by the receiver 4 of GNSS
The schematic diagram of Figure 3, represents the various steps of the method

for detecting fraud in the transmission of the position indications. This method consists
in detecting, in the mobile device, at the level of the locating and broadcasting device 2,
the inconsistency between the measurements carried out by the receiver 4 of GNSS
navigation signals and the real trajectory followed by the vehicle on the basis of a
comparison of the temporal indications contained in the navigation signals received by
the receiver 4 and of the temporal indications contained in the communication signals
received by the communication transceiver 6.

Indeed, all the satellites belonging to the navigation system and the cellular

communication network are mutually synchronized with a universal absolute time
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20 navigation signals and the real trajectory foll owed
by the vehicle on the basis of a conparison of the
tenporal indications contained in the navigation
signals received by the receiver 4 and of the tenpora
i ndi cations contained in thegconmuni cati on signals
recei ved by the conmmuni cati on transceiver 6.
Indeed, all the satellites belonging to the navigation
system and the cel lular 25comruni cati on network are
nutually synchroni zed with a universal absolute tine
refererdeerfohcaxamplsr abxdipl €Casirdinated (Universahdiree) tyrey etos aithin a
Time) type, to within a mllisecond. The tines that
millisecelids phhe Hisoes dhatheresidigpatobedhinc ithe rsignals avideh tthey transmit
respectively to the navigation receiver or to the
regpeatively datheonavigationveeeivgreorttp dhe tomemunigatien fegeiver are therefore
synchroni zed and may be considered to be absol ute
muluatssynsmienized @ad imay kenebnisideeaticda deiabgoldtavtinoes. 2
conprises an arbitrary internal clock which is not
syncheolecating and [praadeastingcdevise 2 iIrempsses ap taghjtramydinternal clock
whi ch delivers its own inherent tinme scale, common to
whihle is selesynshranized dvithotheheockoointhai sadellites and avhicre Heliversgits own
with a |ower precision than that of the absolute tine
inBergnitima geale.i ganamereiestie secdiver dranddp dhekcathinghicationctoanseeiver 6,
to the two receivers 4, 6 have a precision of the
with ddowesfprecisiemtien thafi of(the; sbssiute time stales Thaimee measured by the
precisions are sufficient since the nmeasurenent errors
clegkewhiole Is caminpr o thedwotreeeiyars fagaevea pregigionpf thaerder of a few
navi gation signals which is of the order of 100nms to
millsgagndsde 1amsal kesei precisinngjeresufiicienhainge theyneasurement errors are
According to the invention, the nmethod conprises a
mich smakigrdhan thei propgdatinn dimeaofithe navgativingyigrialsa@hich is of the order
transmtted by a satellite is received 32, aboard the
ofiid9imseto d80mne éor essatdllite y gedstationgiygabit.on recei ver 4. The
receiver 4 carries out a neasurenent 33 of the
pseudiecording dmdhe dupation itihey mathdd comptigessaffiegt| ste 48 which a
the instant of reception Tr of the signal and then
najégation signah3Q transmitiechby peeatdlite i, received 33t zhoardrheanobjle device
the start of its transm ssion, dated by the satellite.
1,Thie theoravidatign decpiver dadbhegereiverde earcies Dut 8l mekswrersentha3 of the
gap between the instant of transm ssion Tesat of the
pseadpgliatarme sEpgrading dafrerd thy satedit2 @nd dhat iistant of eavdptidreTr of the
instant of reception Tr of the navigation signa
sigal sandetireh\detents. rin dbe \ségnall recpivied, Hepinstant depainefsthecstart of its
estimation of the propagation tine between the
tranamisgion, slataddbyt the satedide.vEre lacaing andriypadnastinghdexides2 calculates
with respect to the real tinme of propagation of the
theiggpdlefwedn the distardiof tramsneisgiomdiesay of thet ayigdtioh eigealciateédby the
synchroni zati on between the absolute tine scale of the
sajgltitel dna &he dnstent e necemtiosc i ef dfe nadgatinnasiong measured by the

receiver 4. This-gap corresponds to an eétimation of the propagation time between the
satellite and the receiver 4 but comprises an offset with respect to the real time of
propégation of the signal, this offset corresponding to the difference in synchronization
between the absolute time scale of the satellites and the time scale of the locating and

broadcasting device 2. On the basis of the estimation of the propagation time, the
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25br oadcasting device 2. On the basis of the
estimation of the propagation tine, the 8 |ocating
and broadcasti ng device 2 deduces a val ue of
pseudo- di stance between the satellite and the nobile
devi ce 1. In the sane gtep 40, a conmuni cation
signal 31 transmtted by a base station 7a of the
cellular network is received 34, aboard the nobile
device 1, by the 5 communication transceiver 6. The
| ocating and broadcasting device 2 detects the instant
lopdtingr antsriogdéasting devibe 2cdaduoes e amaiusnofspapudo-distansd Hepween the
the base station, nmeasures the instant of reception of
sateliteepmhtoeinolile devies tnal and cal cul ates the difference
Delta corn between the instant of reception and the
i nstlarthe shmersiers A0.sa comnuihicatien sigha Ilotranamitted by base station
signal. The gap separating the instants of
7a rddintbei sgliutan ratdokf is t€reaivedepéi ehoartl thee mobilendevicat i oipy the
signal corresponds to the propagation tinme of the
caromunipationt iramsceivgh gl Tthe Inkalitg ard dudedtastingofibyes 2 detects the
corresponding to the difference in synchronization
inlantvesé rirarisenissiane of dhé ecanimumieatival kighalr detednbwitbat base station,
network and the tine scale of the |ocating and
mipageie Ak iinsipnd eofi regemtionAsf theeceinruningiiors eigaalaanthgalchlates the
nobi | e device froma base station 7a of the cellular
diffetence Relta coms bptwaenl the instant ekrespption arél thé instent of Wansmission of
a few tens of kilonetres, relative to the distance
thieesaidecammiieicatioli dignati eriecaaplsepachtiag dbe istantseof tramsmission and of
exanpl e 96000 km for a geostationary satellite, the
resepljpmgaft thencemmenigétiah eigoainparrdspandsoito dheypadpaghtion time of the
exanple of the order of 0.1ns, is negligible conpared
cagnmunigationt $ignad it evhicheissadded an atiset cohresprmdingetoathatdiffagence in
the instants of transm ssion and of reception Delta
synehrenizitiorhkbetweamiid trae isoale of greateliukar chemhipation agtwork and the
substantially equal to the difference in
tirgg rschle oafitheaiacating enduberadchstingi dayicscal As tfe diblancelskpdrating the
conmuni cation network and the tine scale of the
mobiteadeviee Herd apaseditationi fegofdbe icekiular. network is veryEmeall, for example
met hod thereafter consists, in a step 41, in conparing
oft the qrderpeigafeve tensi ofekilppetras crelative totheadistamce hetwaenothe mobile
hand, on the basis of the navigation signals and on
devigehd anther salalite, fon examplea86@P0okmt fes z genstaliowmry watellite, the
signals. For this purpose, the
propagation time of the communication signal, for example of the order of 0.1ms, is

negligible compared with all the other measured times. The gap separating the instants
of transmission and of reception Delta com of the communication signal is therefore
substantially equal to the difference in synchronization between the time scale of the
cellular communication network and the time scale of the locating and broadcasting
device 2.

The method thereafter consists, in a step 41, in comparing the propagation time
measurements obtained on the one hand, on the basis of the navigation signals and on

the other hand, on the basis of the communication signals. For this purpose, the
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9 nethod consists in calculating the difference, in
absol ute val ue, between the gap Tr - Tesat separating
the instants of transm ssion and of reception of the
navi gati on signal and the gap Delta corn separating
the instants of transm ssionjand of reception of the
comruni cation signal. Next i 3 a step 42, the nethod
consists-in conparing the 5 difference between the
two gaps with a previously chosen threshold val ue, the
t hreshol d val ue bei ng chosen by taking account of an
methodraensists infcalchiating iiendiffenencg diy absalutetvaiue, betweehehe gap Tr -
vari ous signals and probabl e nmeasurenent errors. If
Tedat sdpdrotingthesndtentemé trahéreistion apdps réceplien ofvheheavigation signal
t hreshol d val ue, the pseudo-di stance neasurenent
anchthei g2gp Delta toym shparmting thet instants exf diaviemission \ahldi o aé&gbtion of the
43, in the converse 10case, it is invalidated 44. The
cammeniodtiqor sigaglatNeoh infa tshep dRgiad sndikbdveensistsSiat drhpdring the
and a navigation receiver is |ess than 150ns. The gap
difeneneattiaiwearhdhe rtwb agapsofvithreaspreeinesiy chosert thieshobldvediue, the
of the navigation receiver and the instant of
thteshninvalge deinfestaisen shyt takingf acuhe st ah hedtinitis® @PBe rMaximum
t hreshol d val ue of between 200nms and 2s can therefore
propaggiiop efime For thel Sarmuangigeals aardhpebhble dmeadurementuatrordso If the
a second nmay be chosen as initial value to distinguish
differenére betweenplbsi tvoogapseiashelewrihie treeshold daloe theypddueo-distance
navi gation receiver 4 is likely to be exact or whether
measurementr careedisut Bndhe hawgdiondreceivereis najidatpd ia3nal the &mhverse
adj ust ed, subsequently, as a function of the
caseait isrievedidatedrddor s actual |y noted during operation.
20The determ nation of the position of the nobile
Thietine ®f prapagatian ofghs sigeaisl beteesua eatetitesand a navigation receiver is
pseudo-di stances with respect to several satellites of
less thanstS@msal he gap sepabtild thedsstarthod meaisuensens Te pstheflevel of the
the nethod are repeated for each of the '
ngysgatido -rdcaivarnand e mstateoit transilissi@oTesatois theasareclgsntthan a
is validated only if for each of the correspondi ng
sqoeordidd -thiesheld oaluseaisbeterem 200mshendr 2s ahih tidrefohe be chosen. For
conpari son with the 25threshold is positive. The
exxnpie sa ithrespald i valuen egadl uesa aeeosk mayt be tdhes@o st infial value to
server 3 10 acconpanied by the result of the
digtinguisb poredherdhe pogiior seasuréimenpeatied oot IDetheatavidjatiok esceiver 4
t he deci sion about the presence of possible fraud.
is likely to be exact or whether it is erroneous. The threshold value may optionally be

adjusted, subsequently, as a function of the measurement errors actually noted during
operation.

The determination of the position of the mobile device 1 requiring several
measurements of pseudo-distances with respect to several satellites of a constellation
of satellites, the various steps of the method are repeated for each of the pseudo-
distance measurements. The position measurement is validated only if for each of the
corresponding pseudo-distance measurements, the result of the comparison with the

threshold is positive. The successive position values are sent to the position server 3
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Steps 41, 42 of conparing with a threshold and step 43
of validating or step 44 of invalidating the position
nmeasurenents are preferably carried out aboard the
nmobile 5 device 1, but this is not obligatory. These
steps could al so be carried t at the level of the
position server 3. For this Sﬂrpose, it would be
necessary to send all the time neasurenents carried
out by the navigation receiver 4 and by the
conmuni cation transceiver 6 to the position server.
accompanieddly theereisul of the gomespobdieg epenarisoedT hen position server 3
conjunction with a particul ar enbodinent, it is quite
taken/the decisivoatabiout the presence ofposkible frad. t her et 0 and t hat
it conprises all the technical equivalents of the
meanstepe 4tr4dbeidcanrpaney witha thresholdandostem #8 ohgalidatinger step 44
|atter cone within the scope of the invention. 11
of Gvalidging. thépobkition neasdremeotsi arg prefatathlyi ¢artidrbout aboard the mobile
transm ssion of position indications by a nobile 5
deyéogi ¢ dut thjs istnegopligatary.orhese dlepatcouidsaldsehencarded aut adhdievel of
the nobile device (1) on the basis of GNSS navigation
theinpsiios SeBGr 3.rRavsthist purdodsy itawouldsheeheegsisery tof send all the time
satellites (5a to 5c) and being sent to a position
measwemerits) camjedrvayt by the cavigalien renshbier ¢ gty nthe atdnomunication
network (7a, 12), consisting, for each position
transgeiven 6 orthapgsitioreseryd3) on the basis of the reception
of a navigation signal (30), in acquiring a 10
comruni cation signal (31) transmtted by the cellular
network, in conparing (41) tenporal indications
contAltheggh i the tineentian i hpst bean deggiibied (IBOJonjunctivry edthaa dparticular
tenporal indications contained in the comrunication
emsbegiment; 819 quiteceiviceis thatdt isin de avayilinttet Hieereforand thiakit bemprises
the position indication (33) is exact (43) or
alethe derboical ¢quiyalents ef haintbams tdescritiediasgvellas their goinkisdtions if the
that the said tenporal indications contained in 15
latterecomevighin thersoopg nhthe(iB@ntiorecei ved and in the
comuni cation signal (31) received are instants of
transm ssion of the said signals dated by the
satellite, respectively the cellular network, in a
time scale synchronized with an absolute tinme scale
and instants of reception of the said signals neasured
by the nobile device (1). 20
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2. Method according to Claim1l, characterized in that
the conparison (41) of the tenporal indications

contai ned in the navigation and conmmruni cation signals
consists in calculating the absolute value of the

di fference between the gap gqr - Tesat) separating the
instants of transm ssion (Tesat) and of reception (Tr)
of the 25navigation signal (30) and the gap (Delta
corn) separating the instants of transm ssion and of
reception of the conmunication signal (31). 12 3.

ChAM®d according to Caim?2, characterized in that it

furthernore consists in choosing a threshold val ue
taki ng account of an estimation of the maxi num
propagation tinme for the various signals and in

1.V @fetiiod fog detbd)ingviratidh @ tHehgarispsisdidn of p&ditiom inakRRIHsSIHNa mobile

(41) is below the threshold value so as to validate

( 48yicé (1B), prespdsition ihdichtivak ibeihg(adlired! by Mes hodilaaents!{ 1)®n the
to Caim3, characterized in that it consists, at one
abdsit lvé GNS® nanightion sighalggag)uirarsaitted by aacanstallatiah of satellites
several position indications for the nobile 10 device

( Ba an Sthanbamirg eéntndva gakition seh@ndBp beriayl 6RkI ¢dllular mobile
fromseveral different satellites (5a, 5b), in ,

C aopatuniegtidr eetwainip OTza112),nebnsBting rfer eadt posigsh indicaticrhacquired
navi gati on signal received with the tenporal

i (8B)can it Dasisnbiathiee eedeptidrnef GO mavIgatAL sighals(3onain 4&liring a
received, and in validating the position of the nobile
devmearinichtidro sigaalc{3 1 rahsraitied diyciht i e@hslaaaéwioricdn coldaring (41)
result of the conparison with the 15threshold is
pterhporsieindibatidistdoathireiciartté ngvigationnsgred (30)eegdivreshd@mporal
clainms, characterized in that it furthernore consists

I indikatibad ponthinad i hits eommuhlcatish ignal (30%rdded@d and in deducing
i ndication is erroneous (44).

therefrom whether the position indication (33) is exact (43) or erroneous (44), the
said method being characterized in that the said temporal indications contained in
the navigation signal (30) received and in the communication signal (31) received
are instants of transmission of the said signals dated by the satellite, respectively

the cellular network, in a time scale synchronized with an absolute time scale and

instants of reception of the said signals measured by the mobile device (1).

Method according to Claim 1, characterized in that the comparison .(41) of the
temporal indications contained in the navigation and communication signals
consists in calculating the absolute value of the difference between the gap (Tr -
Tesat) separating the instants of transmission (Tesat) and of reception (Tr) of the
navigation signal (30) and the gap (Delta com) separating the instants of

transmission and of reception of the communication signal (31).
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Method according to Claim 2, characterized in that it furthermore consists in
choosing a threshold value taking account of an estimation of the maximum
propagation time for the various signals and in verifying (42) whether the result of
the comparison (41) is below the threshold value so as to validate (43) the position

indication (33).

Method according to Claim 3, characterized in that it consists, at one and the same
instant of measurement, in acquiring several position indications for the mobile
device (1) on the basis of navigation signals originating from several different
satellites (5a, 5b), in comparing the temporal indications contained in each
navigation signal received with the temporal indications contained in the
communication signal (31) received, and in validating the position of the mobile
device if for each of the indications acquired, the result of the comparison with the

threshold is positive.

Method according to one of the preceding claims, characterized in that it
furthermore consists in deciding that there is fraud if a position indication is

erroneous (44).



