WO 2005/ 117331 PCT/ GB2005/ 001479 - 1 A METHOD OF
v ENCRYPTI NG AND TRANSFERRI NG DATA BETWEEN A SENDER AND
AvEfel 5 USI NG A NETWORK [001] The present invention
relates to a method of 5 encrypting and trand¥CdfGizgH/001479
data between a sender and a receiver, using a network
thereby resulting in transfec @f _ data in a secure
manner., [002] In the present day sensitive data is
| nor easi M| YETRED! Of NEREREHTAN Gul D FRAF AR ARNISEr, ©
a receiver. In such 10 circunstances, It has becore
nore an8ERBEEY| ApSENRBRR ANDeAsBEEEIVAR UHENGAhANEEWORK
not be intercepted or read by unauthorized peopl e,
that is to say, the data nust be transferred in a
sdo0lg namher oAk theveRpisnt PL1l a gan '
~only be accessed by the sender and the&?secg%erg 1%eth°d. of
o 663FYPhintie anbetranstemrigodaeat ilmrtwdark gansdificset and a
u e sender A and recei ver B before .
t F@gﬁg?%%\@opsgﬁg ada‘[‘%t‘%oc"g%r@?e%vé??u%lw t 4t itygeesfer of
Wiete isay 3@cumdi wkhdHal-, people in one office wish to
conmuni cate with and transfer sensitive data anongst
téﬁgﬂ%bl ye§nar§élet e neEEgydo play |t ﬁemﬁattmt ﬁataeﬁ_@t &ncreasingly
0 ; Wo- Wa nner , ere are the .
di s%%\?laﬂn?ea%eéstlf%yr@?hgrﬁﬁ AnYBRERT stofayrreepiwsn. In such
£ 10 setimemsteaast | 08 |HIKSLE8GHE I 65, -2ddL L j;onal  har dwar e
@‘ and software. ' Ini addition, ther g%arééﬁgo%%r er%%?%rtant to
RIS ethAt tihe datsouraresnobvlevethtdrs@bpédi RirnGread by

?ﬁ%ﬁéﬂo@ks and the'ELr 25 associ ated password systens. .

1SS e BPPREr uetBHen i8heto pediie theeadata must be
cffdrF @ S onnest ad chegeknahe Y 308 oM of ooy o -
Intranet or Ethernet and the o fl'sg)es%%cagm}:{}%nelc pRpEt of the
sledia tgee dndteretacddsdes! alysaHREGRS{RIY 4rl RAME receiver.
C@M ex cryption and decryption software at  both :
1Y *dend rétEi v éEr SSNitEh CeDneEkPRed iaddicehobal set up
han-dwane ;and sft war g, syst . and the 20051117331

POt o085/ 00 g - and e FeBe 1 A BMe¥brE transter of the
data occurs. However, in situations where 'say 10 individual

15

pPeople in one office wish to communicate with and transfer
sensitive data amongst themselves and to 10 people in another
» 20 remote office in a twb—way manner, there are the
L | disadvantages that making arrangementa for so many secure
connection links requires additional hardware and software,

"In: addition, there are considerable hardware and time

| ‘resources involved in maintaining such ‘links and their

25 associated password systems. This is especially true when the

people in each office are connected together by some form of

Intranet or Ethernet and the offices communication over the

Internet. It ié also nec¢essary to have complex encryption and

decryption software at both the sender and receiver, which

30 requires additional hardware and software systems, and the



2 associ ated specialist maintenance costs. [004] In
anot her case, a single sender may wish to transfer
(data to a plurality of discrete recejver

%%@géﬁ% his has the sane di sadvantages to ti’r’&gé(;m““s’“““”
mentioned 5 above. In particular, it is necessary for
the sender to set up conplex security provisions to
keep the password systens secure. MNoreover,
addisbgaabdnapdwak @i andns Oht Mok C- S VS P, nust be set
up to store and maintain such systens. [005] I|ndeed,

rioaﬁlagelaf §ﬁﬁthehanqhe¢d devideglesuskndser 1flay wish to

PeL3ANRL- UOLEOL: 82813000, JBNA AR HhE ke receivers.

haveelef] t €81 5EAREY tBBAsahE 0§ £S5V € 'EU tﬁ&sé%mentloned
often not technically practicable to have

o 8BPVet yIpoParhbewhyT setur ks mamsfwmetm simgler to set

,(ﬂ‘ﬂ’i
O

and degcryptio re |nvolved 15

el
[ BBeruRLe Sl SYRHLEY BEPTITTold o bt iR epagpiore systems
r edueee. t Berdevang aad&egaﬁafaharaﬁgyéceadf Wo QYo N/ stems

server and receiver, they involve a cost that can-
ofueh hotsee UPutplBtedetandheaLEtelmesuchveysmbms

SORBRF T o afeR i 4 it i 20 oFe beberaNEldy Pty such as

10t beRséa send gt a1 encsyndadhdat angnete Yimat V\Qigh rIenternet

However, once again, the receiver nust "have har

p?@‘é%%%l A regeril k esaratdi 1 idgy, e whdget IﬁmlvaMJIJ.Im:J‘tErabmemory and
for the relevant .software to_enabl e decryption of th
RIS = Hitheover 151 AELPE (BRY GrRCiiberal oh@racticable
deyi Revel che I11808) VRlr NABo Ll A1 LYELYo POBLNRREBAL® wne e
resources, taking up valuable resources to enab

Seibaly el ewelrs faeft emicm}qraqrs araf tc@mnmtlmmcana:arbhe:lved

[ of ¢co encryption- and decryption ‘
15 @‘g‘ﬁ% qug@*ﬂr i fegt ra " PREEAF TSR YRR ROspscigped to reduce |

20

25

.30

?g%%ﬂsgﬁugﬁao§0tEEﬁn§@Q§e e%oﬁ%cgé g%? ?gﬂgahghe server and
pparatus. This 1

REJGB2005/ 60&479involve a ' cost that can often not be
justified to the receiver, evenrwhen this cost is small,
[007} An alternative is for a sender to encrypt. the data
to be trahsferred and then to send the encrypted data over
a network. However, once. again, the receiver must have
hardware processing resources available together with memory
for the relevant software to enable decryption of the
encrypteq data. Moreover, in situations where the device of
the receiver has relatively poor hardware resources, takiné
up valuable resources to enable secure transfer of data is
often not practicable. '
{008] The use of complex encryption.- and decryption

techniques requires the installation of special software on

the sender’s apparatus and the receiver’s apparatus. This is
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3 both inconvenient and costly. Moreover, the
installation procedure can be conplex and tine

- G Rsy and can cause conflicts with other
software on their respective apparatus. Furt B&T{(H2@05/001479
the additional software can require a level of 5
processing power that is unavailable in the apparatus
and can take up valuable nmenory space; this is
paothculmardrrehiieat Nand heos23§, ofudheafor esakd N 11ati0n
hel d devices. [009] It is clear fromthe above that
KREARCAREPoBdNaRE copeilens ahdr tihe tcoassfidngef adat aam cause

a ! ire..10 consi derable setting up,
CoSEEN ST G CR 0,800 SELEDLE, SSLULIR aratis
NEODE e @S0y Cftte dddStichal QYAakNRRR MG ALS L0 1evel of

those situations where the sender and/or the Treceiver
S HRECCRHPHEIE POWRIn khakl s amdvaitled lamsanthef apperatus and can

' i cal . [0Q10] There i |
SRREEAE (L REI S Nol S0 LR Hh ) Ao mas L dlardpe true in

datie daba GECtHE ABIFRSSatdatakfmdRAULS 1he | evel  of
techni cal resources required. by the sender and/or

reA Ner sTtappar glesr Arow, the tdhoveassiat hkbown methods and

> | rd vat ey encryption is,used, the sender - )
%ge&{e&o okt itf'g‘een?”ty"ﬁ‘f&c% ofth&35abiPc 2k 8FCHkec RapRey require

10 hejrisd\ie rh@liengse t ©itfenpeceisefe1 Pag sno it%?ff}&fr% a%gﬂputer
by the public key of an interloper. [001 ccordi ng
tRF GBS sadpecandf ldeabr ewowiryi nvesduomest hefteid s is  clearly

r QY a thod of encrypting and transferring data
R REEts alR B ite € atBi e sthnge S he eander end/or the
i‘éc@@b&@d'hﬁ)%%été‘@ué hgisheprsi9f 5, l@mf?éé{eramount of the
receiving fromthe sender an identifier of the |

réesesaid &srhblicshi mgsaurcassfer specific encryption

pegific to e transfer; 30 encrypting the data
15 8T g Pet REBBERTS & IS 0USL £ BSERSd and System o

. RehheBeP0840914149 & secure manner that can reduce the level
of technical resources required by the sender and/or
receivers apparatus. Also, in the case that public/private

key encryption is used, the sender must be confident that

20 the public key which they believe belongs to the receiver

‘ has not been replaced by the public key of an interloper.
{0011_] According to one aspect of the present invention
there is provided a method of encrypting and transferring

data between a sender and a receiver using a network, the

25 method comprising the steps of:--

- a server receiving from the sender an identifier of
the receiver; '

establishing a transfer specific encryption key
specific to the transfer;

30 encrypting the data using the transfer specific



4 encryption key; the server accessing receiver
specific information according to the received

.¢f; of the receiver and encrypting, wth the
Pﬂggﬁﬁgr dpecific information, said 5 transf:§="rc"‘["’G’Bm05’“"’14'79
speci fic encryption key; transferring the encrypted
data and the encrypted transfgr_specific encryption
key over the network for receipt by the receiver; the
senveypte6€i ¥kpg fromthe receiver the encrypted f-)

10 transfer specific encryption key; the server
accessi ngthhe segygiry @cosedingi cededfvernmricsn i information

d h ted t f fi t !
e e S B0 SR ReEl L oY P ver ano
deseypbeing 15wikanstes sReeibbe esrb“eraﬁn:tl'conlh%mw@a&] said

Preferably the nmethod further conprises establishing
ateehﬁ£#Wcﬁm$@#ﬁi¢rﬁm¢MﬂNW&nntHByysender and the server

and sendj % s id Lden% ier of the receiver to_t
server. %6 ) gal Rkl hﬁoﬁﬁﬁéﬁptE#h@%ﬁirﬁﬁ#r&h?h@mcrypted

C@f@r’ié% spa188abhbshhRgoh h@e)‘f:%@@fntﬁ%t fl@ﬁﬂéi‘f@kfor receipt

bet ween thé sender, and the server to be a secur
Ibmkth%OQQQ@lveane case, the nethod further conprlses
establlshlqg the conmmuni.cation |ink between the sender

and ser veElre SRS ﬁ%?%&véﬁgcﬁrB? the mRGigrepthe encrYPted

10 Pesanret ofpddigrs 2% o [ch I n anot her
enbodi nent, the nethod furt nprlses

establlshung asarwwmlcabbeeshh@k #1ad weateddi®rer  specific
recei ver and the server and sending said identifier

dfn HEFLOH vEP t BSCTHBE sebher . SIrRImrs] tangder specific

glyi rther conprises WO 2005/ 117331
005/0 }27%hkp

decrypting the encrypted data uslng the decrypted

15 transfer specific encryption key.

{0012j Preferably, the method further comprises establishing

a communication link between the sender and the server and

sending said identifier of the receiver to the server.

[0013] In one embodiment, the method futther comprises
20 establishiﬂg'the communication link between the sender and

the server to be a secure link. 7 ‘

- [0014] In one case, the method further comprises
establishing the communication link between the sender and
server subject to a check by the server of a passﬁord of the

25 sender.

‘[0615] In another embod%ment, the method further comprises
establishing a communication liﬁk.between the receiver and
the server and sending said identifier of the receiver to
the server.

30'[0016] In one -case, the method further comprises
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5 establishing the communi cation |ink between the

receiver and the server to be a secure |link. [0017]

Wb %ho j.cular case, the nmethod further conprises

est abIg?f;7 'Jflng the communi cation |ink between tHF&T/GB2005/001479

receiver and 5 server subject to a check by the

server of a password of. the. geceiver. [0018]

Preferably, establishing the transfer specific

east ¥pli o ke Yt K @ k@sminde@tabnt DenBepdele 8Nt hdereceiver and

established transfer specific encryption key Is sent

t Bheheeseeyeto @ RO62OUrenlambt her case, encrypting

t a ing_the. transfer specific encryption key .

t2§%2?£lag§ gtpﬁﬁglggaangafﬁooggf Wﬁtgoﬁaﬁﬁqﬁm%ﬁ'comprlses

eaPosh TEHind hﬂles%&ﬁunﬁ%ﬁ%ﬂﬂﬁsliﬁﬁrﬁeﬁ@@eﬁ%%&rrgﬁ]&%ver and

encrypted transfer specific encryption key and .the

SERERT tFurisfadr o lae chrokypyetheaterean dhen euysipie of the

légééaﬁ§ger-specific encryption, key to the receiver

over_% e’ network. [0021] In another enbodinment, the

"ECELEr PROELNASI Y OMRiDeo1 SAIMES thee deetypted,  speciric

transfer specific ‘encryption key and decrypting the :

et pmtadrddtey tsikeg phecdest yitiedsdndnsiard 242 established
[ t akes pl ace at the receiver.

eci ff’ c encr ,pft,l on ke ) ,
[5‘8‘%?2“2“] 9 SRS WPEARBIKRENES E&nEbitios ibey seiwer.

10 trensser ﬁpe%infoit%eggggi@é i o%ﬂﬁ%&lpl%gﬁ]@ fifet 2§§§a plu%cl%g the
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at the server. ']J I'n a pa ar cas
drranyieimepehd fdat @nesiypgivheke25tbkassptacapaei £he sender.

engryntion key takes place at the server,, [0024] In
A2 o citién P2 TERETABF y BRb SR MR er e smetsiy peseives: from

dalasandethen speci fic. encrypti.on :
key o the rggé?%g&ﬁ%v%%%gﬁéﬁégt ?iﬁflc ﬁQﬁfQﬁﬁlqnhkey and
det reesmdend Ol aveste r leEhy pehBgyphed eaat wptal dekd 3fcrypted
ysi ng .t he decrypted transfer specific encryption key

f 90 FeSATImEnEuRERP00S001a78he receiver over the

network.

E0021] In another embodiment, the receiver receives from the
server the decrypted transfer spedific encryption key and
decrypting the encrypted data using the decrypted transfer’
specific encryption key takes place at the receiver.

[0022] In still another émbodiment, establishing the
transfer specific encryption key specific takes place at the
sérvér.

'[0023] 1In a particular case, encrypting the data using the
transfer specific encryption key ﬁakés.place at the server,

[0024] In one embodiment, the server transfers the encrypted

~data and the encrypted transfer specific encryption key to

30

the receiver over the network.
[(0025] In another embodiment, decrypting the encrypted data

using the decrypted transfer specific encryption key takes
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6 place at the server and the server transfers t he

decrypted data to the receiver. [0026] Preferably,

W08t A9d further conprises sending an identifier of

t he rece?ger fromthe sender to the server. 5PC§B2PLs/001479

I n anot her enbodi nent, the nmethod further conprises

sending an identifier of the.rgceiver fromthe

receiver to the server. [0028] Conveniently, the

nptLhod hur ther seawRid 0% +HRSisableshithand FI8sSSage 4 t
aut hentication code (MAC) 10 value for the data pn%ﬁyyp ed
QaEﬂcF9thﬂgreFﬁaﬁ§£errlng t he MAC val ue toget her

l“éf%@?ﬁﬁ REOELYRLEY, IBAS AL S rprs ke weanging an
f beh hief Dat aoaf gk ré@eﬂ@éﬁ Yﬁdnn&lr?én%é{'ﬁ:i gﬁdq{%n&é lserver.

a ainst the transferred" MAC val ue.
41 henin @h@t®®¥|ﬁ@bw¢mmﬂntan§ﬂnwIquHndﬂﬁnrther comprises

e tion ke one re of ,a public key
eﬁ%ﬁ%%%@{ on Jn%%‘?fisahfl%r b?ngJF e nrefrybres hﬁafmge*éh@t rgggéver to
ofthsesanefer 20 [ 0030] Accordlng to anot her aspect of
the resent invention there is provided a nethod of
i nCenwenrienrtor thenaeiidn g uanitietrr ansfrerisiong -

' data betmeqp]% nder and 'a receiver usin

T oftpris] FiF= h@ug?éﬁgi%\glozs code (MAC)

network, h

10 receleVifg foramdie s dﬁ!-ﬁH‘édé%@F}fh%f of the
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recei ver; accessing receiver spe i ¢c”'nformation
accor di ng:naalSﬁaIe:mae;:eltl@d iMignt i+fdlete oftdcj&}ﬁ@ﬁelw&:h the
the receiver specific

and _en
R A mr@}eefengﬁ@emﬂctrwmﬁp@gl@ﬁckeycrypuon
thaat, ispqused to encrypt the data; WO 2005/117331

PCT/ GB20051001479
establishing a MAC value for the data after

decrypting anq.'validating it against the  transferred' MAC
value.
[0029] 1In one embodiment, encrypting the transfer specific
encryption key uses one or more of a public key encryption
'method, a blowfish algorithm, sécret code of server,
{0030]_ According to another aspect of the present invention
there Vis provided a method of operating a server for
encrypting and ‘transferriﬁg' data between a sender ahd.'a
receiver using a network, the method comprising the steps
of:- | |

receiving from the sender an identifier of the
receiver; |

accessing receiver specifie information acgording to
the received identifier of the receiver and encrypting, with
the receiver specific information, a transfer specific

encryption key that is used to encrypt the data;



- 7 receiving fromthe receiver the encrypted
transfer specific encryption key after. the encrypted

he encrypted transfer specific encryption
ﬁgﬂ)ﬁg\%r’ Jeen transferred over the network fg?/?%Gszosmomm
recei pt by the receiver 5 accessing the receiver
specific information to decrypt_.the encrypted
transfer specific encryptiqn key. [0031] In one
enbodi menteckhe 1 A8 FRnOft NP &R RE ra t 3 W crfitdd & ransfer
conprises establishing in the server a transfer . :
spPertEtcemtyoypritdonkdies patiér cthe tdne rypearesf edatd0and the
[ggg%& tndan therfenbodinen% t he et hod of‘%gerating
a~"serYer °f urtABP-EonprP§Es ?80e?9?ﬁ§9?F8ﬂ1t Ysed@ere been
atkbABSE8Fed SBREL f LR CRELYPLL OFb KeYe SPRA fib e {0 T hEceiver
"transfer; and transferring the encrypted transfer
Sspeci fic agpesgprponthey receimeserserciflis [ Q0834 rmation to
Pr,ef er apl the nethod of operating .a server further
R TBEs YRR CPOBFTRSS Her et £ PHA Hidr AAC DGR e -
trepsier $REchbi enBHGINPRL ON P4 | ] ‘
pr eferjreed enbodi nent, the rretﬁ(yinec;{ og?]éfr %eﬁ{}é@;ﬂ-ﬂ a server

séuyeref uccinpr icespr ¢ siesb isnisfeer thng:Hhese2®er a transfer
encr ed data and the encrypted transfer specific

eRTYPt ORI e TrASHdHE f6r thec N ahAr-he

107 B6@3 YT - 1h 0033k nBref Shaf iWrenith e- RS hﬁgtﬁngpoef a&{aggaéing a
server further conprises transferring the decrypfed
t serred e rf e comprenes yipddainrikey riromt bRer €6edyera t2ansfer
[0036] _| n anot her, enbodi ment, the nethod of operating

- SPRER R bR swecdddey e ot e aavdepit ed
data in t I ks t decr t ransf ‘o
specific %ﬁ%r;gtral\ﬁ%ﬁeé%% [%7]%83‘%%?%%9&%’1%%%]{ hglpelelc
aspectptafort Neeypriesetie iduteidd.on there is provided a

onput er nmedi um for a nethod of 30 encrypting and

Cc
15 ¢ kGhsiler rh¥RE epabl wetthee mehhadneroparpiinpa server further
2@09[%1:11]5%%31eﬁg§%§985/89e147dgata in the server using the

. transfer specific enc¢ryption key. '
[0034] In another preferred embodiment, +the method of
operating a server further comprises trlansferring the

20 encrypted data and the encrypted transfer specific encryption

. key over the network for receipt by the receiver.

[0035] Preferably, the method of operating a server further

comprises transferring the decrypted transfer specific,

encryption key to-the receiver.
25 [0036] In another embodiment, the method of operating a

server further comprises decrypting the encrypted data in the

server using the décrypted transfer specific encryption key.

[0037] According to another aspect of the present ‘inventioﬁ
there 1is provided a computer medium for a method of

30 encrypting and transferring data between a sender ‘and a




- 8 receiver using a network, the medi um i ncludi ng:
conputer code for receiving fromthe sender an

' i ] of the receiver and establishing a transfer
gﬁﬁ@%#?égéncryption key specific to the transP&f/GB3005001479

conmput er code for encrypting the data using the
transfer specific encryption_kgy: conputer code for
accessing receiver specific information according to

t heceeebvadihgent hil ghof v S
encrypting, wi'th thehreggfvgggs%%gfﬁﬁcfﬁﬁfgﬁgng'
i nf or mat i opppséed teadsf dorspeetdéleiwncritRii oORhkeYsender an

conputer.code for transferring the encrypted data and
tﬁgggﬁﬁ%§%¥ed1%r§ﬁ§feFe§§éﬁ?¥ié“%hc??ﬁﬁ hsképgover transfer

t ei d ei,Mer; ter

comeo P e e bl ST kel  PRec A U R < S ot e
Stransfer speputer encleypfoon deeyyardnbortl@ecesiangusing the

tﬂe receiver specific information to decrypt the

eht?ypt e SE?%ﬁ%%%re%$EXH?¥Q9 erfetypti on key; and

conput er Qﬂﬁu d ti t ted data usin A

thgpdecry%ted %?gnsgggggpgg?figgggggé% i onKey . ©20 é%eqlflc

[ DOBSimaAri ex avpke rdf nyhet pr eaentrddniarid ondehth rRew b the

descrjbed with reference to the acconpanying draw ngs,
i TPCHHT%h: PORB39ETEyBLeng, shidha ddirenatrpeedvayr aspecific
: r.at, t .Qf. the present
10?%$§ﬁ§%§%§g%c%§§f?ﬁﬁﬂgh EE§§&%%§%éFe?PF%§p§éPB E&¥Geen
-a sender antb@tdreideerodsifthsFerahWotke ¢004Mted data ang
Figure 2 shows a schematic bl ock di agram of the
- JP& afnRgYREED| dsraisfiere spegbfiusedcnypiigmr ekdy over the

LRI S ) Lt o e processe:
present \WordOR/A1dS3d Pod/ B2OV9E1R91443m the receiver the

15 encrypted transfer specific encryption key and for accessing
the recelver specific information to decrypt the encrypted
‘transfer specific encryption key:; and

computer code for décrypting‘tﬂe enciypted data using'
the decrypted transfer specific encryption key.

20 [0038] An example of the present invention will now bé
desc;ibed with reference to fhe accompanying drawings, in
which:~ ’ ‘

'[0039] Figure 1 shows a schematic diagram of a system

operating a method of the present invention encrypting and

25 transferring data between a sender and a receiver using a

network;

[0040] Figure 2 shows a schematicrbloék diagram of the
Qperating modules of the server used in figure 1;

[0041] Figure 3 1is a flowchart showing the processes

30 involved in the sender and the server for the present



9 invention to send data fromthe sender to the
server; [0042] Figure 4 is a flowhart show ng the

REG 65 E5%31 i nvolved in the receiver and the server in
response Yo an - emnil received fromthe serverPCTAGB2005/001479

[0043] Referring nowto figures 1 and 2, these show a
.system operating one enbodi neng of a method of
encrypting and transferring data between a sender and

aiheeatYeh Ysi BEnd dAELWeLKm Eﬁ£e§éﬁ@8rt90tgge server;
drawi ngs, the system operates to encrypt and trans

. ddﬂﬁ43étmé@guaeseﬂdexsappaﬁﬂbmshh@ﬁ asHowifiga tE@EHpﬁﬁcesses

200 0044] In this_ exanple, the sender
S 160 sesiyer; aghpitersatie oiheEEROREeato an

host 430708 §2bA_purge ,d08 and an externa

di spl ay device e data source can conprise a
5dil864BtadBefetrringe rsor t tor fdtirekerf aged 15, -these show a
connectlon to a data library, the data source storing

t FESTERIP IR bed Pé’ﬁsf*@PP@bm?%t tdHe & Bebhodrof Breorypting and
Ceﬂgﬂgférﬁfﬂghaétaab%ggggﬁl a%%%ﬁ%r %%M#nggogge%ékng51ng a

to a m croprocessor ,
i netwdake R@ﬂeraﬁngnputtHeVdQEW1h@§ﬁrﬁﬁées%QQema%@e%ates to
web browser 110 for connecting to the 20 Internet via

SN t3%h tfPPS#@GM@IaTh@taeglm ays§niey famerEgas 400 and

10 CONRESL £7k f O ey di spl ay device 105 whil st
ﬁe ?nput deV#ce |nteq%ace 109 is connected to the

kEybosr d 107tiahd &bemsips 2 WUIRAde 08ppihati@Maoy fprises
wi typlcall store the sender's ID and 25 the

§%n8%?P% Pass r&oﬁpﬁﬁﬁﬁéhtphéséfﬁbvaﬁd ilut &idathesource

07,4 papse. .to display 0 s qn, the
splay eV|ce %1 %ev%ﬁ 1@§aﬁ€ﬁ8 8?ﬁ8 source can
r e Migge a@paﬁﬂbés gegdéﬁnpéfsaﬁxmﬁ RRt! € oRN0RG  interface

having an Internet capability via a web 30 browser
15 Zi@rtﬁﬂmufng godate Labeemygt vhe aladtenmemiio:n 2idring the

taogso/ %17%%%11@%4:% Ogg/glg)eldfr?egcelver The computer _101 has
a general access bﬁs 106 connecting to a microprocessor 102,
a memorf 103; a display interface 104, an input device
interface-109, and a web browser 110 for connecting to the
20 Internef via a connection 111.
[0045] .Thé display interface 104 is connected to the
external display.device 105 whilst the input device interface .
109 is connected to the keyboard 107 and the data source
108. The memory 103 will typically store the sender’s ID and
25 the sender’s password although these may be input via the
keyboard 107 in response to display prompts on the dlsplay
device 105.
[0046] 1In this example, the receiver apparatus 200 comprises

a mobile phone having an Internet capability via "a web

30 browser 210 connecting to the Internet via a connection 211,
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- 10 The details of how such a connection is

established is well known in the art and will not be

VRS Sdok shere. The web browser is connected to a

general access bus 206 connecting to a m cropiddeiagy01479
202, a nmenory 203, a display interface 5 204, and an

i nput device interface 209. _The di splay interface 204

is connected to an integral display device 205 whil st

t Maei. dpbbillevbgenbht aaEACE 208nd t i
integral., keyboard 207. Thg n%ﬁ%%??ngﬁég%&%§ifghed is well
t FPPERI Ly Sther ear handr eddilvarcts b desict Hieed eheicker ‘The web

p t h these may 10 be i nput via the .
PBSNEE 2h! OO LEcE, Bodf R | AU 8L g gomnscting
dtsp laa_)hid:@é:pﬁacaggor-rbgz ap B.a_h@hgicfyz Q@3f, u _rat _Qﬁ_rsﬂln%é) 'l"!i_q'ﬁ-_?‘erface
an email client 212 for sending and receiving emails

SvPlda anchvedripot de¢sice itenftcer BOP. . ThOM3pPay interface

15

20

25

TR CE iRt SOP A0 L SI IL V2 1S S

connetti
StReICiHpEr QbviBE $RENBFALS 69m@siEo%ﬁggﬁgdztnghsintegrai
"structure of the server will be explarnéed in "
ckathoritd 020N -t hTaedesenopy i @93 ofvilbe opetediny oftore the
the system af the present invention. [0048] Referring
t%e‘f‘?% o ?ED dzj%hﬁr FEFeiBetis® RASTHRE D@ Ighesiaht these may

| 10 s tiePubeti the %@9985r3n§%%eﬁ?i%’ee§'ﬁqog{sr% g:%' tdlilaslglléyeprompts

regi stered with the server 0 an et al

stiortdée diippdagedaet cedthaspenpdpb£aB®S.2d0 dfdither includes
enbodi ment, the information stored includes at |east

& 1 9%nd ofOT eI h ] afrFeleciely epmabs via a

"
Q04+ Ehe %q@d§£1g§t 65,19 Liansfer data held at the

[
data source 10 e recerver. In order for. the

SEdS] t & damnsf €300 his dal & - dhenserlertheels rRLKRRN via
the I D of the_ receiver and the web address of the

SerPOReSBACPTHOS - PnriStaddPEnbhagkbéiagpamdof nthestructire
R ML 1 SEOET ) TR AR or ehe
B@@N@BZ@QE&OQ%AEﬂqﬂained in combination with a description
of the operation of the system of thé present invention.
[0048] Referring to figures 1 and 2, prior to use of ihe
present systgm, both the sender and receiver are initially
registered with the server 300 and fheir details are stored-
in a server database module 306. In this embodiment, the
information stored includes at least an ID and password: for
each sender and receliver.

[0049] The sender wishes to transfer data held at the data
source 108 to' the receiver. In oider for the sendef to
transfer the déta, the sender needs to know the ID of the

receiver .and the web address of the server 300. This

- information may be stored in the memory 103 of the sender or

30

can be manually input through the keyboard 107 in response



- 11 to pronpts on the display device 105. [0050] As
shown in figure 2, the server 300 includes a web

?ﬁi*ﬁ5-ﬁg connected to the Internet via a connection

& b server is connected to an i nput BSFEBHEH/001479
and is 5 controlled by a m croprocessor 304. \Wen the
sender contacts the web addregs of the server, a

secure link such as an SSL link is established, the
delaigrem@h sWInC R n@r @11Wel1h KBRYAEO1p5hose skilled in

the art. The m croprocessor 304 does not' allow

ad®€s81f oist shosender figutrke2pr eEbensesyst eddUntndladdd a web
passwor d Eeck has been caonpl eted by nodule 305 in |
CORFSRE PO WPPREALEEsE A ¢ i AsaSfodiie SofenARRELon 302
dehai I gp Okasdeh S chegksar n i h ;
art aﬁﬁaarg ?ﬁerg$%r£8%§? desc??béﬁlngéé?g[gb 1]§b$ Snd is
SAtbekrobhptieby om ofctder passwr G0dhedhenatser semded Scontacts
display,is.,sent by the server 300 to the' sender. By’

csﬁ% %Pnadéﬁﬁgssgﬁeéh? PREVEENdRrseEHs Yotk midedgean SSL

thenkl dentit¥L01s5B8, I ELE iRt ' '
datg to be trangf erred, g (?%%ljl'%s ég%te‘g{hﬁ%hdv%%%rﬁ%ﬁe known to
‘déhassowkidl1#08.1n Ttieseartipurse amécacpedcossdy Bbé does noti

nodul es towards to upper 20 edge.of the figure. .
[ BO59Y eRCPEEeifpr dthe hiendekiterthd RABSERAE gyFiepmountil a
10085560y 1 BReSR VALSIT BLOR! OBBRAPLLARS LOIVALARIENC 305  in
data to a nessage authentication code (MAC) generator
. nodnf en80Ton Agith Saktey® td ddteakdds mosltdle SogRnaa aetails
produces a piece of 25 code that is conputed by using
a®hafchr PafisHeTef dhgekgatige iweldonBiows iloh Wpeéhagt and are

fﬁg@iggggggéﬁagéggg#iggg ré}§n1'ln the present case,

nown gorithmi's used to generate an MD

hassvpl ugrteemddag1datian T M hasBswalkde clsck, a screen
forwarded to an email client 312-'connected to the 30
15 digplay Vi senitnkb3letBe asenwee 30€adyof ofhe ' sender. By

pcrzgrglgfg‘éﬂgg %Eg%&%gﬁ?%ﬁggg&&g@%gﬁ §7%o the server the
identity of the receiver 'ID together wi’_ch the data to be
transfeired, which is obtained from the data source 108.
These inputs are acted on by the modules towards to upper
20 edge of the figure.
[0052] Onlreceipt of the receiver ID and the data to be
sent, the server microprocessor 304 forwards the data to a
meésage authentication code (MAC) geherator module 307. As

is known in the art, such a generator produces a piece of

25 code -that is computed by using a part or whole of the data

in combination with a cryptographic digest algorithm. In the
present case, the known MD hash algorithm is used to
generate an MD hash value from the data. The MD hash value

is forwarded +to an email c¢lient 312 "connected to the

30 Internet via a link 316 so as to be ready for processing
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12 into a part of an email. [0053] .The received data
is conpressed in nodule 308 before being encrypted by
usi ng a session key obtained froma nodul e

g@gﬁkggégg known in the art, the session key ZGI&B20065/001479
generated from a random nunber, provided by a random

nunber generator 311. This §e%§ign key is specific to

this data and the transfer thereof, it therefore

berpges Bartrarster .5Re¢ific encryption key. The

encrypted data is consequently forwarded to the email
cfivend] 312heeadyefvoed ddtgpriecesspngssaiioin medil Of3@ before
emaj | . %OOS%% The session keﬁ fromnodule 310 is also
eRetYPt BRCFHPTaddbY e9931asPRY BA&NBUBI SE€SRepnofkey obtained
p L c,k LV k €N [ hgi_gque,_,for .

oo 2 AR08 5K R RSP b8 e Rgssion ey
Sats. gehereabtersrdmeaouapdon! rumyedul rdbiddd by a random
further encrypted in nodule 314 using a blowfish ‘
AFYHEE heeRPE FCF ndbk poFlat essehel gusesior & ofpeadfic to this
r | V beh | I n fromthe, dat.abase 306. _

R oS s R alPE i "R g b ST T et e Rgoomes 2
recaivesr f epeaided famrpyitieonT geQPr ACRSSEhHcOPPBES data is

315. The encrypted session key is' 20 forwarded to the
TR TS IRy 3forvardsd s 6p priscedwiing rFhienta 3&r tready for

_ ' mi | ., [,0055] The email| cli.ent 312 processes the
10 V(\ﬁfcﬁ%sﬁ vaﬁ uléto t%epae%cr%/%?aéld ed%atlg‘and t he encrypted

SEEEE 0N KEYe | 4 4IBM keRREREH hOIEDNSITAGEs AN RMBhkrypted in
which is then sent to the 25 appropriate address of
e vrler o hde rusaimay i tded piwp lillee kemi ofopr pobdder ke /pusvate key
315 foll.ow n ccess to.the databas 306. In known _ , .
SRR BT G enf OBl PERUPLS RSB qUE YRR qich is
e lenmdyrandn | egs bhe Senlifg fher edhe ditput i Ffrom module
confirmation of the sending of the enmail 1salso sent

15 t3d 3 hes 3Gugehder encirtesi hy toeludeb 3kt vesi8gl orblowfish

WD 2005/ 117331 PCT/ GB2005/ 001479

the email - cl.ient ,
a gorT%hm which incorporates the password of the receiver
which is obtained from the database 306. This password is
output according to the ID of the receiver forwarded from

the migroprocessor on bus 315. The encrypted session key 1s

20 forwarded to the email client 312 ready for processing into

a part of an email.
[0055] The email client 312 processes the MD hash value,
the encrypted data and the enctrypted session key in known

manner to construct an ‘'email which is then sent to the

25 appropriate address of the receiver provided by the

microprocessor on bus 315 following access to the database
306. In known manner, the email client allocates a unique
label to the email and logs the sending thereof.. A

confirmation of the sending of the email is also sent to the

- 30 sender either using the web server 301 or the email client
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- 13 312. [0056] The enmmil that is sent by the

server 300 can be received in the typical nanner by
5?5&1C|'ent 212 of the nobile phone 200. The

ContSHE 8! the emmil is set up to 5 either aI@FFK¥HQENM4”

receiver to a transfer of data using the system of

the present invention or w Ll jautomatically activate

the web browser 210 to initiate a conmunication |ink

t912he server 300. In any case, under control of .the

m croprocessor 202, the receiver contacts the web

aflop sl 0oThéO0 emad Iserlwsr amd sansediyr ethé nlkeswel @D0ancan be

SSL Ijnk.is tabli shed, the details of which are
mié??ek\ﬁ%%l{lotfﬂﬁostéfplgﬁh Megdnes e Hhia oMl setint 212 of

N4 %ﬁf@%o@@%ffd’e%ﬂ@tcorﬁl ln‘%wo%cqz%% &r%lﬁ.hgs set up to
.present systemuntil a passmor check €én

S congiet eal &yt mbel ecd@ivier conjaincidryfonr tdrf ageessSuddbng the
to dat abase npdul e 306.. The details of such password
chEtkE & 19 IBFGRRTEN LRESRFIORNPGr &itHer égpaatically

n&%tﬂ?&ﬁ% 'tkilleed we%%%ow%@?@ﬂo ﬁ%LXnﬁgigE?edr%r%&dn%%ﬁ%lo% l:Lnk

successful passwor eck encryp

-ener pteedseeseiron30key Iandanyhecadde, 20nHash yehtol of  the
contained in the email are sent on the secure link to

HE LRRRGESTRT i0Z /t hBewEBCEeYSRICBTECIdde aied address of

10 a\ﬁ{eEd s%QvF%osgﬁdm)egu' %l%u}%%waigék dct?hafasl fgﬁhggsclho nk is

figure e appare
reedttatd iahedh siendi gtk readi-ageenairk iwe1ay mhqmaw those
then the separate enmmil client 213 is unnecessary.
[S00591ed0d 1t el prr heFleof SexTRr sereraprRes M Cctbsodoes not

e.encr 33i.QNn key .t.o a nodu
%géiﬁ%QJ app#?egga eve%se %Ing ﬁﬁﬁl&orlt%ﬁ§?word check
¢ebian Gonglldtddey3aopaiswend oh thauReel ¥8T wikh Chccess
is obtained fromthe database WD 2005/ 117331

15 por/detzbeseoorgpde 3064, The details of such password checks

are well known in the art and are therefore not descrifoed

here. 7

[0057] Only after completion of a is_uccessful password check,

the encrypféd Qata, the encrypted session’ key and” the MD
20 hash value contained in the-emaill are sent on the secure

link to the server 300 via the web server 301. These are '

acted on by the modules towards to lower edge of the figure,

[0058] If will be apparent that ifl the chosen method of
25 sending and reading email is b}}" web mail then the separate

email client 213 is unnecessary. |

[0059] On receipt thereof, the server microprocessor 304

forwards the encrypted session key to a module 320 which

applies a reverse blowfish algorithm in combination with the

30 password of the' receiver which is obtained from the database
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306 on bus 315 according to the ID of the receiver.

The output fromnodule 320 is then further decrypted

o BREM] 831 321 using the private key of the R

encryption used to.send the data. By virtue gﬁﬂyﬁgggmmpug
nodul es, the original session 5 key of nodule 310 is
re-produced. [0060] The recei vgd-encrypted data that

is in conpressed formis decrypted in nodule

3386usimngbiihie 3decraiadisRssionthkeybefor enbeiRGeiver. The
deconpressed in nmodul e 324. [0061] As with nodul'e 307,
afuiPlhadkopamesule geferid ddem furthemetyryd2s fimomodule
t d t . deconpr.es data.and under contrql

of 2 e e B BB S L oo coSat R bR Ceed o cend
cenpadasan sheek rit@evalfl ddc@ct R RAWY d9RETARA MY session
hash val ue agai nst the MD hash val ue received from

St kevreéepgénlet L8ndar serhavdedey. mat ch. 15 [ 0062]

L Ng t .the .VD hash value is correctl ,
ﬁwggfed&ﬁ% ﬁggﬁlgeﬁlzén%tggc ""_edﬂbaatt aX?r gfh compressed
NBEith €13 2dectPp6EAT i Ragkad & 14163 NECKIY h PRI ed session
secure link. [0063] Figure 3 is a flowhart show ng .
t ey proterss ceeingvétvempressdik igenmtetulandBahe server

BT’ AT HER R oty Gy Spnfipr B Py Ve fiee shaismerated in
10 WhSdiese tyz ot Ff%_@ﬁlf %ﬁesﬁ%i:ﬁb’@ed %@.Hadlé%omg%:éQg%gLééétlaA and under

recei ver. having a known receiver
t¢entsandert nekesméonbprocassdr t hdd sether mbduda 326 conducts

attenpt to establish a secure conmunication link, for

75 %%ER&%J@O%C%%TM FAkva Est 2t i §1F ngevhy sopnpkated MD hash
T YRl &Y €5 d U Nohe 135 OHPB CELY AL N EO0GES | PRoRT ehg%éeiver
and the abovenentioned password check and can take

tthe droouneoftlaidi Wpamafcta web page on the displ ay

1 devi ce 105, the input of appropriate |ogin data on _
>t ifP8%Eh PARRMME sdha ¢ Ebeas MRentrghed vad usef dFe, cpREectly

;@&%@Fﬁ% ;{gb%{ﬁ%é%g 03%/688%3 id‘é_%&%%@e'di B‘ét%” %rgllgemo ule 324

is sent back to the receiver over the secure link.

[9063] Figure 3 is a flowchart showing the processes
involved in the sender and the server for the presenf

20 iﬁvention to send data from the sender to the server.
[0064] 1Initially, the sender wisheé to tyansfer specific
data to a specific receiver.ﬁaving é known receiver ID. At
. step S51A, the sender makes contact with the server in an
~attempt to establish a secure . communication link, for
25 example, an SSL link. Establishing this link involves running
through certain connection protocols and the abovementioned
password check and can take the form of a display of a web
page on the display device 105, the input of appropriate
login data on the web page and so forth. BAas mgntioned

30 before, the establishing of such a communication link and the




A,

et

assword check are well known to those in the art and
. aﬁll not be described in detail here.h [0063] The <o
i35y response to contact fromthe sender,, als
?Taijg?s/ilwsgt ep gi B'to establish the communi cat |P&T"('§1F%09ﬁ€001479
5 by running through certain connection protocols’ and
the abovenentioned password-chgck. The server wll
then check in step S2B'to see whether a valid |ink
hasspeendnalieckt hat wellalkhoRhoteCcehssaf 1RORIUNILGAtI QN L 1qq
hay een met and that all_password checks have been
pﬁggeg? EFS?HébP@nknhﬁgtﬁbl heea. 10 establlsPed, or
t S fajled, the server goes o error
| Rooespsvieng EeRk:! Al ol e SNCI 088, 1O CUOT e,
atlsoptside Eﬁtabéprla'%@”@BQ%EQ&%QHthbn%mﬁégiigh@gon.link
that a valid comunication link is establls.e , the
S dthc FLEEningy esh ¥ @G eFeSABiNG wwmitte didrom epeo'gbccAals_t hed ‘the
I 868} 0D, he [data to ho-transferred. A tine _
“out é%@%“%ﬁ%.g p%%ghﬁagqug?kth §?p§ﬁ¥ﬁeﬁfw%¥56#¥%09h60k in
[FDOA0I5AM dhserendther QR 1kS 1TRACHER BLER RaQe! Ohat is
also see whether a valid |ink has been nade, a
éﬁi PFQtROIs of communicatiom have been met anli thiadt a1l

d checks have been passed. |f the link _
%Jéijss'sﬁ%t Z:z]\#%rkgs S i??eed‘ RAsate pdssiis dldHedkas not been

Y 10 feaithedishba, serdahd 38S sdd E U PTAGESS] NG5t eg%ﬁ?eﬁén goes

Such a step may involve further attenp s’to-est
&Oc oPRLPT catiosiesisime  AbspMiIAR. t Bakha yaldikp may involve

[ ' ink is established, the process 25 .
O CHE Bk P Y 1%%@%@#@91%1?%. drning
thabea tvranaf ebhfdnifatl S1€EP. & £.4in ed a
this point i fopaanLe e‘ta.g?ogjé% Jf%%n‘ga%ej_g’asn%? | HREpeess
PPUAST &P witp P tics wadits moa-yedc@m?thsfdtﬁéﬂ PYCEBYELErD ,and

5 whj ch vires the input 30 of the IDof the
15 %g%e?%tg E%Sggntﬁ??%E%ﬁ%%@-dﬁ e duita, sfer 0A® be included

200Bh1d 7881nFCTE P200PL 01479 - 16

[0066] In the sender, a check is made in step S2A to also
see whether a valid 1ink has bbeen made, that is all
protocols of communication have been ﬁet and that al;
20 password checks have been péssed. If the link has not been
. established, or the password check failed, the sender goes
to error processing step S3A: Such a stép may involvé
further attempts to establish a communication link. Assuming
that a valid communication 1link is established, the process
- 25 moves to step S4A to send the receiver ID and the data to be
transferred. A time out step can be included at this point

if required, .
[0067] 1In one example, a data transfer web page 1is

displayed on the display device 105 which requires the input
| 30 of the ID of the receiver and an attachment of the data, for



O

eXanpfe afile located at the data source 108. The
conpleted data transfer page is then sent to the

. It will be apparent that the data to be
2ﬁ%¥§%{§%8nay be entered directly into the d&CA/CB005/001479
transfer page. 5 [0068] The content of the data
transfer page is received by. qthe server 300 in step
S4B after which the process proceeds to step S5B. In
t bixampliePa ENBeSESVLLeP AIULRS AR M N2ER 148! usy
uni que to the data and forwards tﬁé Sa?ue to the %H%ﬁTpleted
chlpépt tTansfaft @aowhiich thse mentess mheceadsrdro Fitep It will

S6B. 10 [0069]..1n ste 6B, the data is conpressed,

TOF SERMITE 0y hTh pf g A hero (AP sYRprIETERA Parids entered
nuibeetiyomhtbethandory pugher.gepesator 311 is

obtai ned to generate a’session key "which is specific

5t 60PABE d3abe tomhsherof Tier ekftieet rans§eeppa$8Bis tiaceived by

dﬁ%a IS encr¥§6ed with this session key and the 15

ehtTypEEdCHarQ” i $71 B FRr o8 2htehelifd} 1the iRGfcePm proceeds
[ 0078k fNS 5L 0GES LHNENL B eSO SLEPoSIB LML Clt D nasn
session key is encrypted using a public ey.
Theleaftrique tihe frooceds amdesorwvastiepritd il to the email
re rieve%ige ggssmord_of the receiver after which, in
S?Lbe%ﬁl L2f et reeutRich e pPrereays procarstsy fie B AR HS6B.
a i's [ ' e .nas etrieved

10; %@dé?ge\{) S?%g%g%eé%r']sSﬁ@aﬁ%g%ncﬁﬁpfo\egﬁ{r%esssédgn%&gy sXpgple by
t higpp iy wallted, tint ecenaild &l FrenlioB13umb807tFohnthBe random
followng step S12B, an email is fornmulated in known

RS T bYeREA i $1k | Fenebtainedit o aﬁe%%ﬁ%r@aﬁ@ﬁion key
25 f s L \ 64
Z#hlr%?% str%cffladqsﬂcogr%hq_ys %M‘a’_rﬁﬁ%rns?é%nplr%ﬁtrgggﬁég Ip step

enco can als ave an attachme
i38B ) | the HiMtacade dfrjdteenel yipt eHidatlsasaidn key and th
encrypted session key. The enmmil is then sent- and the '

15 sl ast date drfmifoivardesiyded tihe teme ids wdilendy 318nd
PR 2GR 085 TP ot ErocOsFoCIaT0 R, Wich the
. session key is encrypted using a public RSA key. Thereafter,
the process moves to step S10B to retrieve the password of
the receiver after which, in step S11B, the result of step
20 S9B is encrypted with a blowfish algorithm using the password
| retrieved in step S10B. The resultant encrypted session key
is then forwarded to the email client 312.
[0071] 1In the following step Sl2B, an email is formulated
in known manner by the email client 312 into an appropriate.
25 format for +transfer by HTML, for examp%e by base 64
encoding. It can aléo have an HTML attachment file, or in-
line HTML code for the encrypted data and encryﬁted session
key. The email is thén sent and the sending of the email is
logged in the usual way, and confirmation s=sent to the

30 sender, after which the process ends.
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[0072] It will be apparent that the email contains the
MD hash value, the encrypted data, and the encrypted

ey, preferably as hidden fields. The emn
pre?gggbﬁy al so includes an HTM. link to enamqgmﬁﬁgﬁmm*”

“receiver to connect back 5 to the server. This link is
configured to automatically _supmdt the hidden fields
in the HTML form back to the server. The enni

sugoget] headeyilis gdeaspbiant digadarnehasem @é{nﬁiﬁls the MD

sender, and the enmnil 1's addressed to the email
ad@rsélssvai-fuet:heth@cenveypta@ fle0Z3] aad sthep éiEd!ry;and session

end firmation, of th di t
ST ERRREREBTN R TR R heh “Ehgcmendt Bhalfanty arso

fligwohaet showrnfl 1bhex PEOCESI0S t'h'ev‘ile\ég_duvleg {:Beconnect back
recei ver and the server in response to an

o é@el el beorethe Berwvelink5 {00Fohf Musddp tSlOé.@toxhahtelcally

rec 00 recejves_the empil fromthe server which
e CRmoICEod 1oL e the oMy ,foem dadk fo the

t E@r@@ﬁr yﬂﬁ@den%'s‘?ﬂ) %%egégge%hfs h@lé“%ﬁ% r:%ahiggder chosen

The emai| can be downl elt u5|ng bi nal
ublyng:hmesendelr,clarehttﬁéz emedll the biddke233d Alo StBR email
A 20 recelver opens the email and nmakes
KRES WP h PReTerRi¥fYer in an attenpt to establish

a e C 0 I o)
10 [amf gerrgyeF 35h0Phe! 5BKAe £e@%§g§“ elgfaargga{vtmn of the

nasim manner to ft
es&a@inghoﬁgthelemhlnkandvah&eproue@$ngndehrough

eﬂbaln connecti on protocols and a password check 25
stiPrat. FoIvRatr 4i skussed fAvHreark rehewmﬁ tieheroduasesses

39§v%f‘9 cap tl:%‘ée ﬁeﬂ:%fv%%? q}dne d' S ]?x)/ rof g \é\%?}pg{ige to an

on t di spl ay ‘devicé |npu 0 appr

Ie@aﬂldﬁé@eIWEdtﬁ@mmﬁbh@agéraaﬂ so forth. As nentioned
fore, the establishing of such a comunication link

15 aFa0T B PASs@bPE 500&Reckhar aemelivekndiA recehyss ithe email
L%%%BQB%S%&&E?Q w(lzltn.c c\:/o\%tzaol%ssf,llazr%osr%gst other things, the
encrypted data, the encrypted session key, and the MD hash
,value! The email can be downloaded either using webmail or
using the email client 212 over the link 213. At step S1023,

20 the receiver ‘opens the email and makes contact with the
server in an attempt to establish a secure communication
link, for example, an SSL link. In a similar manner to that
described above, establishing this link involves running
through certain connection protocels and a password check

25 similar. to that discussed above in re.lation to module 305
and can take the form of a display of a web page on the
._display‘ device 105, the input of appropriate login data on
the web page and so forth. As mentioned bhefore, the‘
eéstablishing of such a communication link and the password

30 check are well known to those in the art and will not be



described in detail here. [0076] The server, in
* response to contact fromthe receiver, also tries in

to establish the comunication link b
?ﬁﬁ%@%%ﬁ rough certain connection 5 protocol FCEBHO01479

abovenenti oned password check. The server then checks
in step S102B to see whether_ ggvalid link has been
made, that is all protocols of conmuni cati on have been

meksardbbhat nahkrpassyeid checks have been passed. |f
the 1ink has not been established, or the password

cH8BK6d ai Fhe, BEriviee,seriver mpeeense eroor qUMOGRSSI Mrom the

step S103B. Such a, ste ray involve further attenpts
L SSBREEBT 1 sneLSContrahrBat Hon SFARK, SYAini bRy (FREaBLish the

V@b, heatiison | HpK 45 n18st ablished. 0CESS . ..
R e L
Sr peetoerls raddiibe hebovahanidrican pardwetd gk herhe server
egngpth Eata, the encrypted session key and the MD
haSf™ vErRESS ALPne t6i %‘t(@ déh IRe i veekhrE at veRild link has
PR | r iy e 7 | ; neck s
na%gﬁi%ég?bgg%?%sgft%Ppégéghgggnaﬁgfﬁg#%§ﬁ9a|€¥¥ﬁ:§?ve been
hast beed thdé, allatpasswddd Aequotiocal shé@én passed. IFf the

C i catign _have been_met and that all password
cﬂ@glar%\}?tbé’@l’?npm;lﬁpeﬁhew i Hike mas sinrdedreck failed,

i , f ai | ed d
O o Batdaat (e e aasenaid Shetksl SRS S o siep

imasol vevolvst Hartabbemitene seHald 4i5dh B SO MHURGERINGRat ion
ljnk. Atime 25 out step can be included at this
poitHE: | FAFERNIRed. YheG78]2 AsEakidg temmuaigaitign link  is

is ion Jdd 0k i tablished, the S ,noves,
COTRNISERER T sBriorRE PRdE Ve TTRnRIBAR lherait for
Cirdearimat ionh et fepedvén theandr 668ELNUnPAFALE SRR 1fBCuding

|atter can be in the formof hidden 30 HTML fields in
S thhe erFrYRIeEhdate, sibei teararrdechessssiaer WOy and the MD

%&Q&(%%K%%% ché%§2889/99%§7§3n be included at this point if
reqﬁired. |
[0077] In the receiver, a check is made in step S1032A to
also see whether a valid link has'been'made, that is ali
______ ‘20 protocols of communication have been. met and that all
password checks have been passed. If the link has not been
established, or the password check failed, the sender goes
to error processing step S104A. Such é step may involve
further attempts té establish a communication link. A time
25 out step can be included at this point if required. \ |
[0078] Assuming that a valid communication 1link is
established, the process moves to step S105A to send the
receiver ID and the other information mentioned in the

preceding paragraph. The latter can be in the form of hidden

30 HIML fields in the email which are submitted to the server



- 19 300. It will be apparent that the protocol for
the timng and arrangenents for sending of ID s,
Ry 5B 5 1* gl ds, passwords etc can be varied to sui
particular situations. [0079] The process |nPtq:FéGm°°5’°01479
server then noves to step S105B 5 to retrieve the
password of the receiver framumodule 306 after which,
in step S106B, the encrypted session key is decrypted
waob.t e WﬂﬁMlﬁﬂ1éﬁﬁ&&éﬂﬂ"&&%ﬂnﬂhéhﬁrﬁﬁééﬁ@r@or the timing
retrieved in step S105B. The proces's then noves to an

READ dREF§PEEBANSS epf G1078 RtV oif t HED rsasulltlcb:ferst diields,

ecr. d usin rivate ke

SBASGuoRaf e e chHR B2 FREDRR B R et Sy ' Ftvations.
progused. ThO0BRLcber eaf ek, skheePr @RESS MBRYES O Step S105B
S108B in which the still conpressed data is decrypted
2usP ng"eﬁlﬁée@f@c rypst eplas seesd onf k dpeprmhedertf rHrost Bpdule 306
S After this, the 15 noves to step S109B
%9 de- cotr%'p'rq‘l;é‘és Yhe® %%Qagapggsl]thﬁn THE YRS stepsion key is

é@%{pﬂeﬁ? gerverc iy ogdusesi s B, oB%ﬁHmVQ{éﬁﬁlg‘mtﬂHe {:Q sword

ta fromstep 5109B. Thereafter, in step 5111 g

th‘étmm hivalstierf S3MSSL. epi’hsuﬂqussc heece droagmi ‘nst an RSA

\D hash tep S104B, As
3" ot #oem 9LFTE 1€ vAlehifba Tenalpy Ofcske S1068 is

10 Pi&eRfSed Qsing -thS @R vakks3 ggn@ftQﬁen%@r%%§qc%%ﬁge4esults

20
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data of the sender is forwar he receiver over
the e wesdiok. kdhevsiangimgpdwfed.his data is | ogged

Qﬁ%‘g gfﬁ)cess ends. |If the MD hash value can no
b et NEHRA T Yoe 1D RERCRES FOVEST 6P §§08F”oé@s§hﬁ§h the

SHliaB. EQh@r@%@eHnV@ayg hﬂggﬁggr étéae L1y g decrypted

sendi ng of "an error nessage t receiver-to
|3HBsmmmekehaprodheeda!fbmnatdpaﬁeObBenhffoLﬂnrﬂi @he process
rgprom sed. [0082 At step S106A the receiver
tsﬁréel% ptedewaprass the sleddess ends.

R S g e s o

hash value unique to the data from step S109B. Thereafter,
in step S111B, the MD hash value from step S110B is checked
against the MP hash value received at step S5104B. Assaming
that the MD hash value is validated, the process proceeds to
step S113B and the now unencrypted data of the sender is
forwarded to the receiver over the secure link. Tha sending
of this data is logged and the process ends. If the MD hash
value can not be validated, the process branches to error
.processing S112B, This can involve logging of the error and
sending of an error message to the reaeiver to indicate that
the data may have been corrupted or compromised.

[0082] At step S106A the receiver receives the unencryptad
data and the process ends.

[0083] In the embodiment of the invention described above,
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20 the entire encryption and decryption process is
carried out at the server 300. Thus, the sender and

' o not need any special software to be able
?@fggﬁuﬁgﬁy send or receive data. In parti culP&T/GR2005/001479
IS unnecessary to have the software, 5 or use the
hardware nmenory and processinggesources, to enable
RSA encryption and bl owfi sh encryption. In addition;
t htcaeneiset @rRAYPWRLHSaha HBLALSENGH SELVELr i
and does not need to be nainta%ﬁ%d atﬁ%%%gg%ng%rsgrrled out
MBiEebber sesvace3Phe Thmer yiitd erended dedr ypteotetali®Snot need

e he seryer, specjal 10 arrangenents necessary
P%ggeﬁgrg)?%?i oﬁ?gﬁﬂaiﬂ%c 0Pt oL et%oﬁgc‘ﬂﬂé%]déds%}dt% receive
sdader ©h ﬁé@@i&@larlqggﬁksH%W%%gﬁFg%ggFgrﬁgggt%%% software,

i nvention al so enconpasses the rve o

Sf Bctdssnsthet Hiardere3 iiendrf i gute Procdsiiigr pre¥bdedes, to

10

15

Ll fhe der. That is to say, in this 15

rr%la?}%?%a]taig n?n?ﬁ%pbje%r%‘%q?o?\l%’ff@l‘sﬁéqwmw-f rlomagldition;
r a6l o cawiThEes ENSFAlRY 13NHat ressing of .the '
data and the. encrypti onl%f ﬁ{ta%g%%?rpg?egge%ﬂ%a?%nﬁ]{ [pnd does
t ek Readion Heynaintaiakd eonthiet eehaét hiMbtdwr&eNd8hce the
dgﬁgvert.a Seefkf link is established with the server

as above CTh RS FehPtde8etakes Dhreh oy it Aanrer, special
SESISA Rk 4 1Y, After . the U sane
passdﬁ?% checElas abo e%g?héﬁé%géFﬁégS%ﬂﬂaé%%?%ﬁ%ﬁ?“ are not
dprdeddneriate sandmncroptechaiessi.on key which in this

éﬁ?% is returned to the sender. The encrypted data

t é)éHcry%ﬂ%ﬁVe%ESEHQNanﬁﬁnﬁnénWﬁ@thQQhaﬂabuenapmpaheas the

RIREGed endear Il client (not s ). whjich
is also é%ﬁ%ggfegﬂ%ozﬁﬁé :nf%r%ﬁghl%h% Xéﬁg?rHEﬁeﬁﬁgure 2
doisty uprevadeandirdl aBeahoyuriehefl 9agt sengdi pg ié%g% :1219 this

receiver. It can be seen therefore that steps
godificpitdore Fhgowensratppaceria shesigendey. f¥ansa random

d nro Si denmands' pl aced.on the 30
e D S oS LA PRI RGa R 5a 7 “ne "Bat3 and the

encryption of the compressed data with that session key are

~all conducted within the sender. However[ a secure link is

20

established with the server as above, but in this éase only
the generated session key is sent to the sefver. After the

same password check as above, the modules 8313 and S314

again generate an encrypted session key which in this case:

25

30

is reﬁurned to the sender. The encrypted data, the enﬁrypted
session key and the hash value are then prévided‘to a sender
email cliént (not shown) which is also connected to the
Interngt. This email client constructs an.email as above
before sending it to the receiver. It can be seen tﬁerefdre
that steps S5B to S8B in figure 3 now take place in the
sender. This can reduce the processing demands placed oﬁ the

server,-



- 21 [0085] The receiver receives the email at their
. email client and can process the email as in figure
the present invention also

%o 199 However,
enconﬁggggs the alternative of the functi ons BiT{G205/001479

the box 322 of figure 2 5 being provided in the
recei ver once an email is recehgved fromthe server
That is to say, in this nodification, the decryption

of 0088] datrBe thScdPRONDRRSSH9Bs0fLhdIe HRka, LR their email
generation of an MD hash value and the validation
t et @F 2B¢ ecan| proveiset Bae wintdi n aheln efbjwes . 4.

: cure Jink 10 is established with the -
;@@@%ﬁ asﬁ‘é%%%%,r " buee i RESHIL cHEEN Yy, alve amGopmesges the
sEbiSe A tkeye | §F S HithdthO e iMehin the! pokNg o9 j
password cﬁ%ck as above, the #%d&ﬁgsﬁggzgogn3223§% figure 2
> hpine deEpypeedhdnsddst onekeivanhi chcen anhianaidlseiks received
r é%{nqg to_the rﬁceiver. The enctépted data is ‘
déé?yb%é% BT Vg 1 RS HRcF9pPRYr silsiBhskBgdification, the
deconpiiessedor ahdMubash ViRl Ugec a‘]g £, and. Eﬁgcéﬁﬁga, the

for validity, against the MD has ue receive
tdrnerpidon |efcan H® desh twdnef anrel thisd shidpdat 53R8Bhereof

to Sl in _figure 4 now take place in the receiver. .
THi% aﬁncf’sa‘aggegh%ﬂmm&% RGCBEMBRASTIPIAERE Gh serare link

s : ; A% hd | | ' t
O 0 e ITIl ) Beptosectked, T 1Y coe

anlvhghsammanypred Nesedibhekegsiswsthtt he. pheses8kver. After
i,nvention, the encryption of the session key, in

EiebiSRIET &7 SRR FESFHs 8R0PROBE . t Be megeloar S32@Akasd $321
R3Ge WA Ssefxe | A appreci at ed -
e e T B o P eee e i P it s o BREBCH§ Fevurnea
¢onithe whare el Ik dofrgxand datd hes ddcogpedd Btng the
- of a firmmay register all enployees. In this case, :
15 drcrietegenfepRAP Nt hkepas sipsianrsiassed-ai ks i MDt hbash value

I ST e T L AR TR L
received in the email. It can be seen therefore that steps
S108B to 5113 in figure 4 now take place in the receiver.
This can reduce the processing demands placed on the server.
20 [0087] It will be appreciated that both the modifications
QH} ' mentioned above can be implemented at the same time.
Nevertheless, with the present invention, the encryption of
the session key, in combination with the password of the

- receiver, takes ﬁlace in the server.
25 [0088] Tt will be apprecilated that.a group of users can be
;egistered,to receive emails when required. For example, the
IT department of a firm may register all employees. In this
case, in the event that the password check failslin the
server, reference to other passwords in that group can be

30 consulted.
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22 [0089] In enbodinents of the invention requiring
special software installed for the sender or the

as is known to those skilled in the art,
-%ﬁ%sadoyhlgysﬁe downl oaded fromthe server durin@GIHEB2005/001479

regi stration process and then 5 installed. [0090] It
wi Il be appreciated that since.he correct receiver
password is required to decrypt, the data in the
Bliowkibsh ahg A t r Ly pt .
egfect?vely Q%ﬁ%%%%% by Jgﬁl g%lﬁﬁ%eﬂﬁiﬁ% fe Iﬁ%,89601a1
tﬁ@fpussma@s@aéwemw@mrtng tsbﬁdérnlorbeﬁmemebhever, as is
ce|veE and the server in step 102A can be di spensed
wit R Pe%oﬁ& skiheq in Wi“FIaﬁ?sotbésaﬂﬁﬁfe@%twnloaded

thggmjﬁﬂg@cgg§4épndh n c e_seryer 300
can be arranged to CE%PQ 2%% %%%%#% theck%r?%ess and then
Satnehplied. obtain the correct password, for 15

Iookln up ol d passwords of the receiver
aﬁ@gyéfylﬁé e4thl o |r?HH£%¢lF§eéecF9®t tﬁénﬁgtethdf correct

Oﬂ@c@ivéﬁoﬁgssﬁégg\g@;gﬁ%ﬁhaS eSS4 hsecogé Ehe VD5, 08801 1 the

val ue then the been suc

H&M@Wﬁ&sh afgoxdrdumef ahdosies dﬁ%ﬁ@&&rdécﬂppklohriﬁ1éﬂﬁéctlvely
ceive |s not, the intended 20 receiver or the data

h e Rbrvptdat- o ithe Makstsdr valueeozhel passerord check
F RGeS MET t a rd and

loreglg?eﬁggpg?j?ﬁéxgg%%%}t%%b§ lve@r@@? Eﬁﬁ 5858?5té% step
dl (ffe hotbeassawatbavhigitH tiSendmited.he receiver by

at ever secure neans are approprl at e, €. g. secure
S19r 2B hyidl sadapebri monsechytedc imtenif | decryption is

r e er to.._cha t.heir password to a
éggﬁnggggégﬁr erv%%dggﬁhSFEa%FePrﬁﬁﬂﬂ%ﬂ {9 tFarry out
tﬂuﬂtMe&SeﬁbckEV’@Bté%mﬁﬂqQo‘ deohihi©se Qfoﬂ‘gcﬁ: tptals%word for

sender and the receiver may be verified sot
15 sxagwdger kaanls@hdn@au@ told peesiamts whb dbes meteiver and

"%%\fﬁn%p%%c o}'/l\le) %goél/l%r:ljtsc? 1deezcr1¥p%3 %%S/d%%]é47%f one of those
passwords produces the correct MD5 hash wvalue then the
decryption has bsen successful. Howeverﬁ i1f none of those
passwords work, then the receiver is not the intended
20 receiver or the data has been corrupted during transfer.
[6092] If the receiver does not have a password and is not .
already reglstered at the server 300, the server can generate
a one shot password which it ssnds to the receiver by
whatever secure means are appropriate, e.g. secure post or
25 by a secure linklor by secure email, requiring the user to
change tbeir password to a secure password to be used
thereafter.
| [0093] With.the present invenrion, the identities of both
the sender and the receiver may be verified so that the

30 sender can send data to a receiver who does not have special
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- 23 software installed so that the receiver is
confident of the origin of the data. In addition, the
®acH i and decryption attenpts are | ogged, which
nay.ydglltlkég\?v a sender to check whether a recei VEI'GB3Q05/001479
recei ved and decrypted the data, 5 and may allow a

recei ver to check whet her dataszwhich they are.

expecting to receive has been dispatched yet. [0094]

Tt tsente riraytth NIRREI ML It D MM U ceaBelake MY ident of the
a

forms, a non exclusive list conprising for exanple,
Omslitter ofa gersosttadi gifinal addditsbancetbe oeheryvipandn and

devi_ce, | ap.top comuter, nobi | e
{}g‘%% E)Enle?1 'ﬁﬁcgteén e PpTe Fiioggggef gﬁéﬁﬁymﬁycﬁ%ai"eﬁ, sender to

altiddughethefy £SO REr ahs 2bLEEHALI Y51 LIRS Hte the data,
o .

conputing device. [0095] It will be seen that "'wt

FYES dRRY | #vEeif | Bnrecadivelertot nbesdnddretiher tdwta which they
reci pi.ent .i.s aware of .the. 15 password of the other,
tahes% x%%icﬁcé el FEPAT S BAFePeeBoRiSRAERPEG, Yeke

l[@0ala jof sRCUEEhYeFe@Hd edabY; Lhe %%E)Q?ﬁtUQndc%SCeéa\fc%r ‘many

is not so high as- other known fornms o transtérring

derasin a seewr exmvsdve [ 0098] Minipr tdiegpr esent example, a

'icr(% ﬂ%gn, the server pmintains 20 receiver specific
r fo

R, PSIGTRAs £ isadMordSifhPERS ©T Ridiphyhand held

gekyee, kN1 i 0 The .ser obt S
T o ey S A 2 et 1 e eHon g Al Soerver
éF rerefeerblPs aandotpeteecei ¥brthepsci fitc mafor @AkLONbe  an
\é/ch%ch {:s he| d secret. The receiver specific _

Prit of et Bn © 28T cEABPTEENA PRSI d, a pass phrase,

@O&QBHnUﬁPeWﬁjﬁ.h§§hse¥ﬁ!%%a%%g@?%gﬁ%ﬁ%Lp&%%%%&?liéi%ntion,

to be used for verification
heitoek udexl wicrhley esemt thyentddipimy bgst hgware of the

' Intern%, a local intranet such as an Et hernet

PREIBrRE 8T 3Bhe elWhedne Heesor beiagr dueld netwotke arerver.
SN NSt LY P RL 1evel of security required by the sender

and receiver 1is not so high as:- other known forms of

~ transferring data in a secure manner.

20

25

30

[0096] With _the present invention, the - server maintains
receiver specific information, such as a password, which is
used by the server. in an encryption process. The server
obtains this'information from a data store, which has a list
of receiver IDs and the receiver specific information which
is held secret. The receiver specific information may
comprise a password, a pass phrase, a PIN number, a hash
value or any other information to be used for verification
of identity. .

[0027] The network used with present invention may be the
Internet, a local intranet such as an Ethernet network, a

telephone network, a radic network, or any other type of
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WO 2005/ 117331 PCT/ GB2005/ 001479 - 24 network for
transferring data. Preferably, when the Internet is
WePRos/A7s[cure SSL connection is used between th

server %ﬁd the sender and/or between the ser@@?ﬂaﬁ@EMM¢w
the receiver. [0098] The sender and receiver may be
identified to the 5 server by 44eir enmail addresses

(or other network addresses). However, they may al so
ha&éwoskrbestmhneﬁearfngﬂuéﬂgﬂeyigfarabﬁelrwﬂghmgﬁg Internet
addresses. The server may have a list of " networ

adfr 8888¢ PnSPF¥rgafibasennanbion is- m@qdhbaeW@emlsme server
obnHsehe! DS e mork dress and/ or. user |Ds,

are 10 gachngggo%?g{gg BS% ? PREEPvepndpkipf receiver.

i hDOPARL i The JLHRRY iﬁuoaec@ﬂpéglﬁﬁgllgg gggn95g§8§tto the
invention,. the server 300 may include a secret cod

UREHTRT tRY tiheidepveil addraseew (ond ythert het\s@r}d&{ddresses ).

T; re e i ncl uded |nto the bl owfish -
e%%??%tfonlt’%%gdrgae%rgl?? I T dtiises 108 whichs edieetunisdated to
ciimebe ueetioirk {HQILHESYPL | GRal Ny J.I I gt q:navéjSI nglstt of

the receiver specific information. ese two pl eces
|‘Pﬁ"b“l‘?ﬂﬂf HsRssen Ml y-tbedecabasenaarw/cm e mwehdve a list

r ion, proc e of the secret key
prOV| es %ﬁé, %g gﬁ?e9SIWBF sBEAFeEy 8BA(RE Yy8reAPs are
2hdi00d9) cidrad | i bg 3RREEEI t LV Qes
not need 1o retain the segglgﬁggﬁggﬁoﬁb§§§§g %ﬁj%rmatlon
0a99de| Nt sene tembedignarecebyerthelhpsesany benwdmri®sh,  the
n,the server, and overwitten

NEenor
ﬁ#%n %ierm%%téxﬁﬁa AR efs SEFEST e ROAPPIEE QTN ko halbe server
bﬁ@‘agﬂgﬁﬁagﬁlt at- ot e oe dto have )
a |l arge anDunEdgf ﬁe2§?§ a&gﬁegblgmpg% éggfgﬁ Cet be
mlﬁé@ﬁl bnyo rigdu danit ickdit anandp ot ok eyprsd c{eQQ"%’@Jahoﬂhﬁodules
riger. nmed SPHE an _conprise a transient nedium e.g.
c

eF?SF? opEicR? , UiRE ridwdie, erpryption in addltlon to,
@b&ﬁ fQHEQB@&éfvera§é§§%§ﬁﬁf¥hf@&9@%&guCﬁbggthgwo bidces of

TCP I'P signal over a networ K

‘infermetionomay caimpler bedicoRcsH6RaBSd to be used in the

20

encryption process. The use of the secret key provides an
enhanced level of security to the system,

(00100} It will be appreciated that the server does not need
to retain the'session.key or anf'of the data being sent to
the receiver. These may be stored in volatile memory on th.e

server, and overwrit{:en when further data and keys are

-encrypted. This has the advantage that the server does not

25

need to have a large amount of memory available for storing
old and possibly redundant data and/or®keys.

[{00101] The carrier medium can comprise a transient medium,
€.g. an.electrical, optical, microwave, R¥, electromagnetic,

acoustic or magnetic signal (e.g. a TCP IP signal over an IP

- 30 network such as the internet), or a carrier medium such as



WD 2005/ 117331 PCT/ GB2005/ 001479 - 25 a floppy di sk,

CD ROM hard di sk, or progranmable nenory device.
M®ddds/2d7:qhi e the invention has been described in

ternms of what are at present its preferred PCI/GB2005/001479
enbodi nents, it will be 5 apparent to those skilled

in the art that various changes, can be nmade to the
preferred enbodi mrents wi thout departing fromthe

- scdiiepply tdiesk nvent irom, WHLh dssdef jpe

cl,ai ms. The present invénti on cansf'i nd a &Q%égtg?r?ngﬁle memory
f@8V1€%anpl e, with nobile phone providers who can

dj h Hyt hl,y statements to nobil e phone users
ilr[1§g“£}éuﬁ2}%%gg§%, l¥‘tvﬁ8%ﬁ85i aspfﬁﬁ% deéFrébRAedn fgrms of

tehdtheaser wer gradaty | Ve pides LNy y@&ﬁ&%&%ﬁ%”%{; 1811 be

5a simlar manner, banKs can distributes .
| TREATRS pBY mERPset ¢kildied dustiimersrt whbasi Mk o6@n changes

O he _server as descri bed above to 15 ’
ret rierg%/eﬁlgﬂ%h%aet%glﬁ SISHPERethemgefaReat Bepighout departing

dizsdnt | biuk egcbfe 1S EAM €1 RRONES on P ?: 122~ 99: 200
CLMS EP 05 734 559 - 26 CLAIMS oblths iL.% &Perr%%’heo by the
Sladims-y pThag reebairansheent hon datam behveebs 5849, for

(E;lx(gﬁ]}% nd a.receiver. (200) using a network, 5 the
met d'%éorr"fs:rL Igi ﬁr{f\iﬂ%ee sPBpEe o royiglemger whigoojan distribute

10 meeehuivngrhramehbe & : identifier of the
recei vg?; est abl i shi ﬁg@ﬁ%@%‘%ﬁ&&&%ﬁ i€ endPyptrofanner,

kE§ robdle ghend iwsdn ddmedatansf e tHe: esFydt | 98 LBErieve
. ?g%a éjflslﬁ%goéegf transfer specific encryption key

('309); cf_ véi‘:a(:§@651tac@é’é_s?ngﬁlﬁl’_éd@il\/en?@p@mfib@nks can

cnbeEmBites 4308)18068" dhBgnt Ry REMISY {4 enlr 08t omers

who simply can connect to the server as described above to

15 retrieve such details, with the details being distributed in

a secure manner.



sent by the sender and encrypting (314), with the

recei ver 15 specific information, said transfer

speci fic encryption key; transferring the encrypted

Prmted 2o-.0glapggand the encrypted trgngger specific encryption Epo5734559
key over the network for receipt by the receiver
(200); characterised by 20 the server receiving from
the receiver the encrypted transfer specific
encryption. key and the ident2éier of the receiver;
and the server accessing .the receiver specific
information (306) accordi ngcLeIt$ie identifier of the
receiver 25 sent by the receiver for decrypting the
encrypted transfer specific encryption key (320); and

SRERLPL] "L, SN SRR R aaca

neéHivsle R CE Wetiduy t(@00)abmilaf téddibrer 3R 0ONUsitigng network,
establ i shing a connunlcatlon link (111, 302) 1 /6

5 orbeometioed PremRets inD 0 AIGPSCOMBEP 05 734 559 - 27
bet ween t he r t S j P
|dent|f|e$ s%?@?%e(?@gélGgféﬁgigéeQEQ?Vg?ﬁi?%3?%%? §100) an
Al de bl exc of dilne) tecedwszm 2 furt her conpr|5|ng
establ i shing the communication |ink Qthee

sender an@SPRILZRIRG 3 FERRSLEL SRS Fn?ncf%tlh%ﬁ' key (310)
aES oLk NErdsda m 2 or 3 further conprising
es?gﬁ?ﬁgﬁlng t he c%nnunlcatlon i nk between the
10sender anenseyweingufjhectdaba a ustiegk bhet Heapgiay epecific
assword of 't ender (305). 10 (00107] 5. A
rr%?ﬁ ‘éﬁ%rl&‘?%gbﬁog)a'ny precedi ng claim further
conpri si nghest airivali nmsnaxnnnﬁ&ésﬁﬂnglIfekeiﬁéﬂ specific

302) between the receiver and.the server _and sen %
sipformation (306) accordlng to the identifier of t e eceiver

sent by the sender and encrypting (314), with the receiver
15 specific information, said transfer specific encryption key;
transferring the encrypted data and the encrypted
transfer specific encryption key over the network for receipt
by the receiver (200):
characterised by
20 the server receiving from the receiver the encrypted
transfer specific encryption. key and the identifier of the
receiver; and | '
the server accessing the receiver 3pgcific
| information (306) according to the identifier of the receiver
25 sent by the receiver for decrypting the encrypted transfer
specific encryption'key (320); and
decrypting the encrypted data using the decrypted
transfer specific encryption key (323).
[00104) 2. A method according to 'claim 1 further

30 comprising establishing a ‘communication link (111,_ 302)

1/6 | | | 04-09-2008




identifier of the receiver to the server. (00108) 6. A
~met hod according to claim5 further 15 conprising
establishing the comruni cation |ink between the

Pnnted 22-08@ooBver and the server tochmsa secure link. (00109] EP Q5734559

7. A nethod accor di ng to claim5 or 6 further
conprising establishing the communi cation |ink between
the receiver and server subject to a check by the
server of a 20 password of -th® ¥eceiver (305).
[00110] 8. A nethod according to any preceding claim
vhetween eﬂiearslebs!leirngnﬂ hehé rsersieer anpesedd ingreaiyptidentifier
ke t akes ace at the sender and the established
CPEreher FockLEer e HErSTATSH Koy | o sent (o Lhe

SFﬁUﬁﬁS 25, (001%l] RotrbdlAAbARGY didld 1L1AMW 2  further
precedi ng claim wherein encrypting the data using the

t cmpﬁ&ummeestabliﬂuhrg/ pthe ncdir&ryunmms:.qn atknkt bebtween the
send (%‘gl gé 10. .A net hod accordi n claim9

S vReR ‘?‘h L ERRNFRFVERCES RR ?r"tﬁﬁ‘{rﬁe er the
epga YP6 £Ug L I ANSTLI e b p§€é$ic§1%0’£o¥phl9ﬂmk@/ ANd3t BRreher
sender transfers the 2/8 04-09 8 Printed

2Qomex P8y GesAsalEDi $ivi B4t IS ocommursi catricny pt ink dhetween the

RO o ROt SBFem O or B0 POGPERE Y SERoAREYer of a

AFEOSUHINY O By SIS pjwa)rts 1 to 7 wherein the
recei ver ‘receives fromthe server the decrypt ed 5

10t FQMEITr Bpeci fife BABRGPL EOFREFNTarkP dedyy pp¥eReding claim
ROV oo e M DL P EFS o, LERSEEaPRET iR (a1,

1202 A petheen achear dieegiveraando Itheofsecdvaizmsarid tsending said
wherein_establishing the transfer ecific encryption

kigentkfien AL FhR erefe iRy && e 5] 13. A .
NS &gk PCEOT di NGy t Q& rldN _%Wﬁid‘ to .claim 5 further

15 comprising establishing the communication link between the

receiver and the server to be a secure link.

[00109) 7. A method according to claim 5 or 6 further
comprising establis.hing' the communication link between the
receiver and server subject to a check by the server of a

20 password of the receiver (305). '

[00110C] 8. A mnmethod according to any preceding claim
wherein establishing the transfer specific encryption key
takes place at the sender and the established transfer
-specific encryption key is sent to the server. .

25 [00111] 9. A method according to any preceding claim
wherein encrypting the data using the transfer specific
encryptlon key takes place at the sender.

(00112) 10. A method according to claim 9 wherein the
sender receivgas from the server fhe encrypted transfer

30 specific encryption key and the sender transfers the

04-09-2008



encrypting the data using the transfer specific
encryption key takes place at the server. (00116] 14.

A net hod according to claim 13 wherein the 15 server

.-Printed: 22-09+2008f ers .the encrypted d@L&ISand t he encrypted EP 05 734 559

3/6

transfer specific encryption key to the receiver over

the network. [00117] 15. A nethod according to any

one of clainms 1 to 10 and 12 to 14 wherein decrypting

the encrypted data using 26 2Be-decrypted transfer
specific encryption key takes place at the server and .

t paceypted datehaner therneramtgst sganafartgpeqifeic encryption

receiyver 0Q . e d ing to any
p?ggeg?nﬁhél5%é$l¥%$t%e?rcéﬁ%r?gﬁééEQQS establishing a
MpgeauR) authent i X ahdthod AieddiA@y tvakng ©BE7pff elatihe 1 to
data prior to encrypting; transferring?the MAC val ue

t dgehereimithe mreeldng:r Jpretvemtiy oAnghen e eYRY it ecrypted

tran spgcilh g, gnc LAP;i ak€Y i agnd eshabkLshi h

SaERRio FLn L EBpEbEIET CEBEIBEL R Y ke Q)" FRaCIUBREUBERRS the
Pehotgpte@2- A2t2008sThlyS ERe05déd4ypbed 28rdesfypti specific
and validating i 326)_ against the transferred MAC

t
VBPEEYP%E®&1§TY1§?£%§nE} 3k h&i TRFYYSHty preceding
kgbi 4 ghei n o4 GhoHdd' G I TR HeP langPORES b claims 1 to

c
eﬁgrypt on key uses 95 one or nore, of a public key .
efcwhprebn eetablliskiby ovié strangfay ispeaified escayption key
codg of the segvgﬁ. EOOlZO] 18. A nethod of operating
10,t8kp3cPL23807 1 6P BREYSDting and transferring data

beppees) a1sendera ( IRPIhNd adcdfiRigveito( 2@k iwsi 1@ awherein
network, the nethod conprising the 10 steps of:
encrypting the data using the transfer specific encryption
key takes place at the server. . _
[00116] 14. A method according to claim 13 wherein the
15 server transfers . the encrypted data and the encrypted
transfer specific encryption key to the receiver over the
network.
[00117] 15. . A method according to any one of claims 1 to
10 and 12 to 14 wherein decrypting the encrypted data using
20 the decrypted transfer specific encryption key takes place
at the server and the server transfers the decrypted data to
the receiver. ) -
[00118] 16. L method according t6 any precediqg claim
further comprising:-
25 establishing é message authentication code (MAC)
value (307) for the data prior to encrypting; )
transferring the MAC value together with the -
encrypted data and the encrypted‘transfer specific encryption
key; and _
30 establishing a MAC. value {325) for the data after

04-09-2008




receiving fromthe sender (100) an identifier of the
recei ver; accessing receiver specific information

(306) accordlng to. the identifier of the receiver

Prmted 22-092008by the 15 sender andCeEM&rypting (314), with the EP Q05734559
recei ver specific information, a transfer specific
encryption key that is used to encrypt the data,;
characterised by receiving fromthe receiver (200) the
encrypted 20 transfer specifB8 encryption key and the
identifier of the receiver after the encrypted data
addcthptingr gpdedal idatsing itpd3R6) cagainygbt the kepnsferred
have been transferred over the network for receipt by
tﬂﬁcrgégFeer accessing the receiver specific

' 'ﬁt)@ﬁ@]' en, (30 mébh8gdCUHIIEing (68 aHYNipididitly claim

the receiver sent by the receiver for decrypting the.
enbeypindenceynifing dpeckirapsfenceypcific l@wrmgmlrey uses

19 A net hod of_ o server cor

SCPUPOTs TRUE: 1 LMy S nbe Lo PHEFYRRFG TRERRL’ 2, papveish
(31?3;;:1@1%9 AfAnsd&fets Resdd i SF et&@éyﬁﬂm key specific

to the transfer. 4/6 04-09-2008 Printed: 22-09-2008

CLO81EP] 088734 Foomethod[ (¥fi2operating et hegrEer (300) for
Ogﬁg% Q:gnt? &4 V@faﬂfa&{)ﬁmr{% data 34 Q:'w@eglg f%%ﬁilﬂ@& (100) and

BrHg7 r&Cei vin e sen trans
saegbbeLvenc(IPo) le:ke;/ S pestwork t mnwmdtmaﬂsbempraﬁdng the .
transferring the encrypted transfer specific 5

10cHErPBt PEA~key to the sender. [00123] 21. A nethod of

‘operating g.8e{YHE AP HGeh@erON00] &4 aidEhciTiled of the
20 further conprisSing encrypting the data in the

seegelvéB8P9) using the transfer specific encryption
key. accessing receiver specific infprmation (306)
according to. the identifier of the receiver sent by the
15 sender and encrypting (314), with the receiver specific
information, a transfer speciflc encryptlon key that is used
to encrypt the data; '
characterised by
receiving from the receiver (200) the encrypted
20 transfer specific encryption key and the identifier of the
receiver after the encrypted data and the encrypted transfer
specific encryption key have been transferred over the
'_network for receipt by the receiver;
: accessing the receiver specific information (306)
25 according to the identifier of the receiver sent by the
teceiver for decrypting thel encrypted transfer specific
.encryption key.
[0012i] 19. A method of operating a sgrver.according to
- claim 18 further comprising establishing in the server (310)

30 a transfer specific encryption key specific to the transfer.

| 46 - | 04-09-2008




10 [00124] 22. A nmethod of operating a server
according to any one of clainmns 18 to 21 further

conprising transferring the encrypted data and the.

] -Printed: 22-0242008pt ed transfer specifiCLM8ncryption key over the EPQ5734559
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5| SfcFTRLI ey "0 "he 3

. network for receipt by the receiver. (00125] 23. A

met hod of operating a server according to 15 any one

of clainms 18 to 22 further conprising transferring

the decrypted transfer specif8@ encryption key to the
receiver. [00126] 24. A nmethod of operating a server
ated122hg20o0 arly mekhad ef abperaging 22seuyvehepccording to

| Si ti the .20 ;pt.ed data inp,th
Ef%tn°aB 4 EbIe, ' Ehabalet 08, SF=iVaRY: i dpolnp Gender
eReaNPtdPNsFeY: £ 1 UridypthonA i fredicemeher t@ansfer;

met hod of encrypting and transferring data between a = |
sender (1804 arrinesfegedinger the 2G60crypseag trangffr kspecific

Lum incl udi ng: 2%1?&@“ er code for receiving

i'er of the receiver and -
esbab23phpng a ty ansdidd SPeepérat gl ypheoekeiceéSiing to
specific to the transfer; conputer.code for encryptin

t9Be i £1@3mig 1BhEC 40 JFEheTs FEBPFT B1BACINRAYRIH e e data
(9% 2o URL 55 ARCEYRGESORRUTELE gpopyetion

7Bdy559 31 information (Sl OB) according to the

identifier of the recejve ent by the sender and .
1005803841 162 (i 18) MeFHAP (P6 PEERTING SpBEFISE according to

.1 hoT BRET BR, c3dlifs! ABNTLeR21S ARfithet c%%fifrl@tihgn tE@¥isterring
conputer code for transferring the encrypted data and
t he errngmypa@d r datteranpedilfe.c eppeyppefont tansinrer specific

RS LISLIPL P oo kRl REERbRL Pdr'Dleel By Hie receiver.
[00125] 23. A method of operating a server according to

15 any one of claims 18 to 22 further comprising transferring
‘the decrypted transfer  specific encryption key to the
receiver.

{ooi12e] 24. - A ﬁethod of operating a sérver'according to
any one of claims 18 to 22 further comprising decrypting—the

20 encrypted data in the server (323) wusing the decrfpted

' transfer specific encryption key. _

[00127]) 25. A computer medium for a method of encrypting
and transferring data between a sender (100) and a receiver
(200) using a network, the medium including:-

25 computer code for receiving from the sender an
identifier of ‘the receiver and establishing a transfer
-sbecific encryption ke& (S7B) specific to the transfer:

computer code for encrypting the data usiné the

transfer specific encryption key (S8B);

30 computer code for accessing receiver specific

04-09-2008



conput er code for receiving fromthe receiver (S10113)
10 the encrypted transfer specific encryption key and

. the identifier of the receiver and for accessing the
. Printed: 22-09@008Bver specific infornmeCLlMg (S105B) according to EP 05 734 559
the identifier of the receiver sent by the receiver ‘
for decrypting the encrypted transfer specific
encryption key (S106B); and 15 conputer code for
decrypting the encrypted data31(51088)) using the
decrypted transfer specific encryption Kkey. 6/6
OinDormonion (S10B) according to the identifier of the

receiver sent by the sender and encrypting (S11B), with the
receiver specific information, said transfer specific
encryption key;

5 " computer code for transferring the encrypted data and
the encrypted transfer specific encryption key over the
network (S12B) for receipt by the receiver;.

" characterised by
computer codé for receiving from the receiver (S101B)
10 the encrypted transfer specific encryption‘ key and the
identifier of the receiver and for accessing the receiver
specific information (S105B} according to the identifier of
the receiver sent by the receiver for decrypting _the
encrypted transfer specific encryption key (S106B); and
15 computer c¢ode for decrypting the encrypted data
(S108B)) wusing the decrypted transfer specific encryption
key. ' '
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