Met hod, Apparatus And System For Authentication O
External Storage Devices Field of the Invention This

WO pws/8ioen rel ates to a nethod, apparatus and BEEBEI06/000296
for authentication of external storage devices and
rel ates particularly, though not exclusively, to such
a net hod apparatus and systerh for preventing
unaut hori zed use of external storage devices with a

M@ﬁ.bdmgpaata@ﬁs ARaGySlefi sk AQtHehficAMLOF BERPirndlStofageDevices
many external storage devices on the market. These

Faaﬁlolfgﬁemehﬁﬁll{based storage devi ces such as hard
'Sk dr

Ives, and fl ash-based storage devices including
SB fl ash drives. Various standard interfaces, may b
TR PR 0 e AP BRIt PGP, Oletformal
not limted to, USB, Firewire, and PCMCIA. There are
stirage quvises ed relages partéquiartye though natsexciugively imiich a npdileod
"Menory Stick" interface, SD card interface, and so

5  dppéitatus aAS syshen Gt @atng aisitliviiyed aseqefickeeritl gloragaridvicbewith a
storage device formfactor becones quite small a

1k 'u%g.nt security and confidentiality threat is
ral se or conpanies. The threats include the
unaut hori zed copyi ng of sensitive or confidentia
i nformati on, and the upl oadi ng of malicious or
mal i gnant applications including viruses, and so
Bagkgrourhio the Inyamdionan enpl oyee of a conpany can
easily carry a small USB flash drive that is hidden
Thepais\nhany externat atordpe denices dretheinmrketaThdSBinpdude apricarbased
conpany conputer to
10  storage devices such as hard disk drives, and flash-based storage devices including USB
flash drives. Various standard interfaces may be used to connect them to a host
computer including, but not limited to, USB, Firewire, and PCMCIA. There are also
proprietary interface such as, for example, the “Memory Stick” interface, SD card
interface, and so forth.
15
As the download rate may be quite high, and the storage device form factor becomes
quite small a significant security and confidentiality threat is raised for companies. The
threats include the unauthorized copying of sensitive or confidential information, and
the uploading of malicious or malignant applications including viruses, and so forth. For
20  example, an employee of a company can easily carry a small USB flash drive that is
hidden from view. It can be inserted into a USB port on any company computer to

download and save a copy of sensitive or confidential data; and/or to upload a virus

thereby bypassing all virus filters. There is no way the company can control the situation
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downl oad and save a copy of sensitive or confidentia
data; and/or to upload a virus thereby bypassing all

wo 00884050 t ers. There is no way the conpany caPCTeG000D00296

the situationunl ess they block all externa

interfaces, physically close all external interfaces,

or deny users the ability to #ownl oad data from or

upl oad data to the conmpany conputer system By doing

wbess itlgayi Hloakeail exitérnaltiatei faces, pliysicaldeclosedl €derhalrinteffasess, or deny
who are authorized to performsuch acts. Sunmary of

B8R thON§ Rty 18 AoNaERAN WA rdR oaugaﬁ &4tk ?&h@%@ﬁ%ﬁrpﬁ aﬁgﬁtér%ystem.

provi ded a nethod for authentication of an extern

ST G A S S SRRER b Bl

conput er. conducti ng a handshake with the external

R BESECIHESIS-ce seeking an aut hentication key fromthe
external storage device; electrically disconnecting

t he external storage device fromthe host conputer if
the authentication key is at | east one selected from

Siifindab-P ePtHednSesidg of 1 incorrect, and not provided
within a predeterm ned period; and allow ng access to

r . rage Vi R
MREARE o PR RlonBibe e SELRIAR » BHAOBHG A aelof on
the predeterm ned period. According tgo a second

PP staecAgy e oPEREV el iconisiclsdita O E Pt & boghGomIPULT dhg grethod
device able to be operatively connected to a port of a
doogtrisogrthethest tompte cohducting nhendshnketwith e exdraalrsairage device
storage device, the external storage device conprising
@Bkiap bh afithegadation kepHinehe Oxtbindlutedod QeviQTBKBiricall

wi th an aut hentication application of the host

(ﬁgégﬁﬁéc?fn'g thdEternal storage device from the host computer if the authentication
key is at least one selected from the group consisting of: incorrect, and not provided
within a predetermined period; and allowing access to the host computer by the external

storage device if the authentication key is correct and provided within the predetermined

period.

According to a second preferred aspect there is provided an external storage device able
to be operatively connected to a port of a host computer by use of a connector of the
external storage device, the external storage device comprising an authentication module
configured to communicate with an authentication application of the host computer; the
authentication module being configured to comprise an authentication key for sending to

the authentication application for authentication of the external storage device.
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aut henti cation nodul e being configured to conprise an
aut hentication key for sending to the authentication

w@pBioewsé on for authentication of the externaPbCEHE62EB00296

devi ce. According to a third preferred aspect there is

provi ded a system for authentication of an externa

storage device operatively colnected to a port of a

host conputer by use of a connector of the external
atcordiyg tdevhickprefdiedexpeet thate is payvadd (k8 ViefEfof ABENtRRAGh of an
an aut hentication nodule to conmunicate with an

axtbihandthiagé H@sﬂc@(ﬂ}fé‘rdtﬁ@ Iy QRAn&bied tla% LS(§f n?mﬁutellﬂgr%se of a

aut henti cati on nodul e conpr|S|ng aut entl I on

ut ent| I|c ion for
L e BEP LR b St 8P4 18 ?rgsl;z (V& copprisipgan
as Eect S, correct authenticati on ke}{ﬁs may be mai ntai ned
yihepticatign mogulp te comymanicals iFith anat nﬁﬁ@th@eapnhmoam &t host

in one of: the host conputer, and a server of a

caupser theulientibationemdrimdd canoprixingan ashantioaténmtles forleading to the
aut hentication key nay be restricted by at | east one
Qltherftich@dr applicAfonUSL huthéhtRafidd GIUthé‘ Ext@fh%f StSl%.%P W Gte.
particular term nal of a network whi ¢ host

conputer is connected. The partlcular user may be

determ ned by user |ogin code, the particular host
g (r]g? ter may be determ ned by host conputer identit

V! Be%%ucmfeﬁlaa ePEGaOR XeySoRaY bemaitaipiddn dgolgtp table. The
determ ned by network term nal identity. The user
loslyimtablediay bhmatntrnediompe oérthé besttompytegadd b kerver of a network
network termnal identity may be stored in the | ookup

toabhieh RSSO nifutéME chinettcd OTHRUHuBenBiioR%keY %?atyrHe%s%‘ilcted by at
to certain applications or certain data of "thé

SRME BF:» a&fa?t?cui\ %tsélj g %751? @Elapﬁ&@ goﬁEﬁt@F %l gcuiar ermn%al 8f a

ookup cess$ net PEEIVES
rtai cations Qr certain data }he

?f‘gg'f) 8th1§8€ ngléﬁlopitgcomputer is connected. The particular user may be

determined by user login code, the particular host computer may be determined by host
computer identity, and the particular terminal of the network may be determined by
network terminal identity. The user login code, the host computer identity, and the

network terminal identity may be stored in the lookup table.

Access to the host computer may be restricted to certain applications or certain data of
the host computer, the restrictions being maintained in the lookup table. Access to the
network may be restricted to certain applications or certain data, the restrictions being

maintained in the lookup table.
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mai ntai ned in the | ookup tabl e. The aut hentication key
may be allocated to an external storage device that

wa@lo@s/0ao50 have the aut hentication key by quer yP@mySG1006/000296

the authentication key is required and, upon a

positive response within the predeterm ned peri od,

checki ng the external storage4device and, if the

external storage device is clear, allocating the

Ab¢ hehentcatiomkeykeyy boalideeted xd e extbrnal QoagedEst B8 does not have
Checki ng of the external storage device may include at

tRastheRiéitioh kePbY §hdk iélrgﬁf Bk A0BeATALIGR ké}dﬁ'?%%lﬁxiéhd aHfI,q{pon a

identity, host™ compu dentity, networ rmna

' at i . fqr. viruses.o t her | i gnant .
LS on RO BRORT il R Al BBl BB lgagaevic
glgsém#éﬁaded to the external storage device before the

¢ PEistrbHolegs dedcesis plear, gllpeating thepuihgntisatinmdegy to the
devi ce. The external storage device may be
ettempl dtoragd devilies Checkdng efthé exteritahstotags tleicamay aiclidk at least one
the response is negative or if the response is not

BF: exieftRllstbkad ovit RleRMit§ e [dth G Ih 8 bRPuteBldbty, network
Descri pti ontgof t he Drat% ngs In f(?Slder thg%et he ook

R S N N

of non-limtative exanple only preferred enbodi nents

of the present invention, the description being with
reference to the acconpanying illustrative draw ngs.

The auikendicatidngedute may de Howalaadpdtosthe extiexnal stbrge déviembefore the
enbodi ment of an external storage device about to be
ugkchticatidn Iy iesda0 € e rktetial stoh@stdeiogput er ;

The external storage device may be electrically disconnected from the host computer if
the response is negative or if the response is not provided within the predetermined

period.

Brief Description of the Drawings

In order than the invention may be fully understood and readily put into practical effect
the;e shall now be described by way of non-limitative example only preferred
embodiments of the present invention, the description being with reference to the

accompanying illustrative drawings.

In the drawings:



Figure 2 is a block diagram of the external storage
device of Figure 1; Figure 3 is a partial block
walr@gnarysof the host conputer of Figure 1; Fi geeES@2006/000296
a flow chart of an enbodinent; and Figure 5 is a flow
chart of another enbodi nent. Detail ed Description of
the Preferred Enbodi ments To Yirst refer to Fi gure 1
there is shown a conputer 10 connected to a LAN 12.
Fiige d dsrp peispectiGe mipsy of amemfmdimént pdan sxterhat giprage device about to
connection of an external storage device such as the
HdSBed vtk han RBIvBE Mt Of AB6stdeviparer;16. By use of the
external storage device 16 data may be downl oaded from

. ~ : .data ma
e A S A P

hown,. the extern st orage, device 16 S a connector
Bgtiis h perial PPk degdirof B noTShT Rk etREp® Eovever
it may be any suitable connector able to operatively
5  Higyre 4if & flogrehagof g embediment apdrts 14. In Figure 2 the
external storage device 16 is shown in nore detail.
Fipere ddy b dlewldhattad anotharsmatatdomentnt er f ace 20 as wel |l as
storage 22. The storage may be a hard disc, flash

DRINEY DeRriptionUr'the Praerre@ Rihhsdinutdesi red. The
storage 22is controlled by a storage controller 26. A

] -0 SOr ont t I rat |
G SRR AR O STRERE
aut henti cation of the device 16. The authentijcati orc’{ )
PRI 19dakapumber imoald forrapnedion of pp gEgrmahstprige device such
m croprocessor 24, or nay be in a processor separate
10 dsrtheUSBelash areapry stosmo defide Th.B wusemfitier exi@nialrstdragiedevice 16
controller 30 that includes an authentication
@RPInhE BE HOWNI3Aded from the computer 10 and/or the network 12, and/or data may
be uploaded to the computer 10 and/or network 12. As shown, the external storage
device 16 has a connector 18 which, in this case, is a USB connector. However, it may
be any suitable connector able to operatively mate with one or more of the ports 14.
15
In Figure 2 the external storage device 16 is shown in more detail. The device 16 has a
connector interface 20 as well as storage 22. The storage may be a hard disc, flash
memory, or otherwise as required or desired. The storage 22 is controlled by a storage
controller 26. A microprocessor 24 controls the overall operation of the device 24. An
20  authentication module 28 is for authentication of the device 16. The authentication

module 28 may be firmware, may be included in the microprocessor 24, or may be in a

processor separate from the microprocessor 24.
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that is able to communicate with the authentication
nodul e 28 when connector 18 is operatively engaged in

w@2e1041930t. The application 32 will bl ock acceRGI/$62006/900296

of the systens of the conmputer 10 and/or network 12 by
any external storage device 16 that is operatively
connected to any one of the pborts 14 and that is not
aut henticated; but will allow access any of the

Ehesdoatpiited f Otitidudes aRoheollek G0ahs /indludes tananthediZeabipn application 32
external storage device 16 that is operatively

tRRANH S0 eSlcdRmBR¥ae Watahe bitBeRRatiSn é‘fe&)dﬁ]?%StV@g:tntdgﬁnector 18 is

aut henti cated. Aut hentication my t

art.icul ar individyagls.by |agin cpde nd/ or
R ElReedel i K pE 45 sne st Lyl Ak R o anpefine
operative connection of the device 16 to the conputer )
sysfemg of Fisrcompater 6 apd(pr ptwetk B b abyeaxtegpalsiqragerdeyice 16 that is
nmet hods. The device 16 may have previously been

apetatizalyicoateettdito amhdbodhofiths potih 4 mrdohetsis nof ahegticsed: bus will
followed. An alternative is for the device 16 to be

AMetRotds caa% 8fltheRederh$ of the CBRPAkE YEha/6OMMREKED BytanyRRternal
conmput er 10, the authentication being able to be

elie r. t of the vice : is.
FEAFRMRNS e SUORRUP gV 1% of e s 1 and B s
aut henti cati ons of devices 16, whether or not for
Jyhentieaied Autheafigationanest beC]élﬁﬁgci torrariiculygyingjyiduals by login codes
adm ni strator that has the functionality and ability
and/catlphibisutah eordputens dy thbcanppitemidentidieal | y i nteract with
the conputer 10 and/or network 12; and to authenticate
devices 16 not issued by them but that are able to be
aut henticated. For the enbodi nent of Figure 5, all

S | [ .
PSSR DI LEBL L0535 o BB 653l oy v
applicati 2 automatical |y starts when the
bypap number‘o? gifg’erent methods. fhe dex'ice 1% may have previously been
authenticated in which case the process of Figure 4 is followed. An alternative is for the
device 16 to be authenticated when it is operatively connected to the computer 10, the

authentication being able to be relied upon for subsequent uses of the device 16. This is

shown in Figure 5.

Preferably, all initial authentications of devices 16, whether or not for particular users
and/or computers is by an administrator that has the functionality and ability to allow the
devices 16 to functionally interact with the computer 10 and/or network 12; and to
authenticate devices 16 not issued by them but that are able to be authenticated. For the

embodiment of Figure 5, all subsequent authentications are by the process of Figure 4.
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conmputer 10 is booted (401). It runs in the conputer
10 isolated fromuser access except for the

w@eaoosiasr at or nmentioned above. In this way a BGBEB8G2006/000296

cannot tanper with, interfere with or otherw se hinder
or prevent the operation of the appllcatlon 32. This
may be in the same manner as 6t her "secured"
applications that normally run on the conputer 10. The
dppefecwmtHigure 32the nothaémtian applidaton AP anthatieal Bktamzeriehythe
it will monitor the ports 14 to detect when an

exhpiteal 0 $bebRE LIV fifhs 1P tHeT
thep{)tort s 14 (4815) ? ThlsS mtay gg%g?gbgﬁlét%?eéxﬁgﬁceéss except

foFf A ec?g Cflaﬂ()g%fﬁ{mﬁela%]bg% tI&t §w }Aj gi’lger\xhxgqpqg | ne‘?‘%vrlﬁl 1nterfere

ng con
tion of a device 16 into a port 14 is detected
WE%B% RS0 BCES A ARy S DR ioPE et e PPl Ak 45 Thima be n

aut henti cati on handshake with the device 16 by
eshoe mangerascither " saoged & applice portba noAfsl}y ruinfontthe computer 10.
device 16 was inserted into the port 14 before the

Thoippligatidn 3hRcasPMindhitdéhg hbulB B %fé?ebWﬂ \klllpﬁofu’&ﬁ the ports
sane and access to the systens of the conputer

BN Bipl e el bl SLALCER BTyl iy ?ﬁae ports 14
t hent | cess, (406) the application 32
(6. Friimey b ens cE"I@X?IBP]ﬁr%P%%P%JHn&G theRorte A (45R). If no
code or key. If an authentication code or key is
Psetipd isdetgetad{@04h poiding icortiriuos Whetudrein8tiou 67) deviteel 6 into a
application 32 checks a | ookup table of current

port b it detaatddqnOS)abe spicaki@ys2 Wil thieh &5th eﬁalbltshtah%uthenucatmn
authentication code or key is listed (408). If there

hﬁld@ll&ﬁ@t\ﬁﬁl 4h&0ice iff] @r}:drﬁﬁ%%g cﬁ%l%_nl_g alrgflg%% %h@%g)s e

he conputer 10 and/or"t
e%ackeul% \;vglsbms?erp'g){nto nhe por?ll gg ore the nggng(odffltﬁg computer 10, the

process will be the same, and access to the systems of the computer 10 and/or network

12 by the storage device 16 will be denied until authentication has taken place.

During the authentication process (406) the application 32 calls for the device16 to
provide an authentication code or key. If an authentication code or key is provided by
the authentication module 28 (407), the application 32 checks a lookup table of current
authentication codes or keys to determine if the authentication code or key is listed
(408). If there is a match (409), the device 16 may be given access to the computer 10
and/or the network 12 (410). The lookup table may include restrictions (411). For
example, the authentication key or code of the device 16 may be linked to a partiéular

individual and/or computer 10. This can be checked by reference to the user login code,
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exanpl e, the authentication key or code of the device
16 may be linked to a particular individual and/or

wae@eowiwso 10. This can be checked by ref er encePtDSGH®6/000296

user login code,and the identity of the conputer 10
and/or the termnal of the network 12 to which it is
connected. Access may be limiBed to certain
appl i cations and/or data of the conputer 10 and/ or

ael the identi®y: oflthe tdpRerarleandRSitid ©fhPabef thd BetdOR 1T &) wKith it is
32 checks the | ookup table to ensure they are correct

&&ﬂa@éted.'icc%&%?;rﬁ@ﬁﬁhéﬁa)t éeﬁg'nr%gﬂ&ﬁm%g ﬁﬁclﬁoxn?z}tga 8PhE c[)r?lputer 10

respond correctly to tron

hapdshake. pr,o ure at i f I S.nQ

dr)‘(f g‘YOfkg‘P ff? TRA fsgflﬁlfe% @ﬁéPBHC@U B2 ehecka the 1 la?kup table to
(412), the application 32 wll imediately
esuE thexaecorrentédBinect, or isol ate, the device 16
fromthe conputer 10 to prevent the device 16 from
havi ng access to any of the systens of the conputer 10
(413) and/or network 12. However, the device 16 nmay

Httlhé duthéiRhtibn H8@Ns 28l id I{bttabﬁ t@?é’s& corted HHathe lication 32 in
mbodi nent of Figure 5, there may be aut entlca? ot

%Q%sﬁ’d?sé TunReli <SP et gt i 00§28 reuBieioions
but the preflx nunber_ i s changed from4 to 5. Again,
TRECLEATRENYt(E &) B 2apifatiens? ol meha@%@k@taml;y disepnpect, or

when the conputer 10 is booted (501). It runs in the
isolafsutherdetige i16 dGtoat the chmpnicud@ to preges sheedesiet 16f fiosm hireing access
adm ni strator nentioned above. In this way a user

©3AINY QF tHedFMEMs Of tHe. coldpudk e (€1 Wahﬂyopﬁet%ﬂ@fﬂ“}ﬁﬁvé%ﬁ @?erdewce
or prevent the operation of the appllcatlon 32. Thi

app ?gtll'lﬂarﬁfﬁ&%lﬁ ﬁﬁﬂ@ﬁ({)ﬂ?@ ot her "secured"

cati ons normat 'y run on the conputer 10. The

In the embodiment of Figure 5, there may be authentication of the device 16 during the
authentication process. Here like reference numerals are used for like processes but the

prefix number is changed from 4 to 5.

Again, the authentication application 32 automatically starts when the computer 10 is
booted (501). It runs in the computer 10 isolated from user access except for the
administrator mentioned above. In this way a user cannot tamper with, interfere with or
otherwise hinder or prevent the operation of the application 32. This may be in the same
manner as other "secured" applications that normally run on the computer 10. The

application 32 again includes the monitoring module 34 whereby it will monitor the
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application 32 again includes the nonitoring nodule 34
whereby it will nonitor theports 14 to detect when an

W@ 2a08/0meak0 st or age device 16 is connected to anpCDRE2006/000296
the ports 14 (502). This may be done by, for exanple,
regul ar polling of the ports 14 (503). If no insertion
is detected (504), polling cofiti nues. Wen an
insertion of a device 16 into a port 14 is detected
BBB5) toleteapwhéncan éxterndXtamagd detviverl 6tis gorrecied takyi ete cdithe
aut henti cati on handshake with the device 16 by

petst 10 (020 ThisGh@ Bedi@ie befbr ERERSIB S8 u1adfdlling bf thé Eorts 14 (503).

device 16 was inserted Into the port 14 before t

ﬁ“ﬁgtlhs’%&l fis UbRcEQ ? é)ll conffudd %ﬁﬁ%n%geh{opx%f fgﬁvme 16

saneg, access stens Of € Co

d/ or tora |ce 16vv| e
{flive eyt E‘ﬁfﬁvﬁ’e@fﬁfﬂﬁ@ﬁ% e el HLS? HEL e e SSeblishig
the authentication process (506) the application 32
hanéicatim hangshals MBI deyecold iepeforainrvostilongs o rosponse
code or key. If an authentication code or key is
@06\ Itthd dbyicd hewasiinkerndd inat the ponad bkfore the H0ng of the computer
application 32 checks a | ookup table of current

A RERbEGR Wil Be %@%&e%n&‘&%@sstt@ HAQL QLML Bf—‘tﬂe coﬁ!ﬁﬁ}}er 10 and/or

aut hentication code or key is listéd (508)

R S L R B

| ookup table may include restrictions (511). For

exanpl e, the authentication key or code of the device
16 may be linked to a particul ar individual and/or
Dunmgithe autt@ntichhips poarssi@0e)tee kpdichtion 81 edlbrfoetht detibel 6 to
user |login code, and the identity of the conputer 10

Podidean blideht®dafibA 8bdedr Keherr af huEKichRoh Bodtr&Ry id prbPided by

connected. Access nay be'linmted to certain

ng telllfhglﬁﬁdfggﬁ F?)Iaﬁ(?g%@g? th%fa bﬁ?aé%?ggs Bg{kﬁ aqoglpq |/ tgtglf: Io(f) ﬁurrent

32 checks the | ookuP é abl e
authentication codes or keys to etermme 1f the authentication code or key is listed

(508). If there is a match (509), the device 16 may be given access to the computer 10
and/or the network 12 (510). The lookup table may include restrictions (511). For
example, the authentication key or code of the device 16 may be linked to a particular
individual and/or computer 10. This can be checked by reference to the user login code,
and the identity of the computer 10 and/or the terminal of the network 12 to which it is
connected. Access may be limited to certain applications and/or data of the computer 10
and/or network 12. If there are restrictions, the application 32 checks the lookup table to

ensure they are correct (512).



ensure they are correct (512).1f the authentication

nodul e 28 is not able to respond correctly to the
wa@ppBioersi on 32 in the handshake procedure at PEDI¢G2006/€00296

to the device 16 not having previously been

aut henti cat ed, authenticatiogonay take place by a

gquery fromthe application 32°to the device 16 (517).

This will be displayed on a nonitor and will require

If the rauthepligation iadpler 78 is gohable wsigennnd opfre¢ilyrtodhe application 32 in

predeterm ned period such as, for exanple, thirty

thehaddisake prodetiuteae (5083 pantoahe device thsothagiak ipyeviodshebeen

application 32 will imrediately electrically

AR EOOREE buthSfitidaBSh ﬁf;a? taktegﬁ’ac@ ®YiaGRiedPrdh ¥R dddfication 32 to the
conmputer 10 to prevent thé device 16 trom havi ng

cce . of...the. systens of the uter. 10 (515
BFGFIP G EpalHe Vb HsRETEF T s RonhafaEOVRE flige et ot ¢ there
remain inserted in the port 14. |f at 515 the response

5 i3 BO {fspeRss Withdn ppedetcEpived perigbyich ds.druesagpie dhiftyyeconds, or if
the application 32 checks the device 16. This may
thenskpahse dnia the nepatiee, die apghbivaton 32detil ininggdiatslgrelectrically
identity, conputer identity, and network termn na

diséenhdct Yor idMe, TRY ddvidel 19@o18 G SorhyRiterVIi0N t8 pRSve R the tiB@Eke 16 from
mal i gnant applications or data. If all are in order,

htgglgxg%gggsm Sz% A e s%@@nﬁlﬁlé? e Oo[(la‘nlfglt&lézlél (fé‘_ f) Kr%/iﬁ)r ﬂ@t‘&io%? 1%.6

recor e key“in

restrictions on the user and/or conputer/term nal may
Hpvgiepdhedevate ¥npay silhiemasbinseiad B e Pait fhe 1 ookup

tabl e. The necessary nodule 28 is then downl oaded to
10 the device 16, if not previously downl oaded. The
application then sends the key to the device 16 for

IS b3 13GBe teRpdiie iewithianhd SralidtitniABIpred2Hdas g@@@w Yheddplication
Access to the conmputer 10 and/or network 12 is then

B FILEAYHENLM 4. MRisSEAPRcRle LRE of £dHd dCHIRASaGARFLRE: identity,

computer identity, and network terminal identity; and may include scans for viruses or
other malignant applications or data. If all are in order, the administrator can allocate a
15  key for the device 16 and record the key in the lookup table. Any restrictions on the user
and/or computer/terminal may be created at this time and included in the lookup table.
The necessary module 28 is then downloaded to the device 16, if not previously
downloaded. The application then sends the key to the device 16 for storage in the
authentication module 28 or memory 22. Access to the computer 10 and/or network 12

20 is then granted within the scope of the restrictions created.

If there is no match at (509), or if the restrictions are not correct at (512), the application

32 will immediately electrically disconnect, or isolate, the device 16 from the computer
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If there is no match at (509), or if the restrictions
are not correct at (512), the application 32 wll

wo pomsdisel y el ectrically di sconnect, or isol aP€l/S6CH®6/000296

device 16 fromthe conputerl1l0 to prevent the device 16
from having access to any of the systens of the

conputer 10 (513) and/or net wrk 12. However, the

device 16 may still remain inserted in the port 14.

Hhe nrevktipedgpice 1 eripnblaving srcedsiedny of thi systeyss of the computer 10
conmputer 10 and nmay be maintained by the

EUB) aidsdrmatvasrk 12f However ahpdédce 10miag s8I roredih @teited inhike port
network 12, the | ookup table is preferably maintained

is) a server of the network 12 and again is maintained

by the adm nistrator. However, application 32 wl|

reside in the conputer 10 whether or not it is

connected to the network 12. Wil st there has been

" descrjbed in the foregoing description preferred

‘Bileekurstiabls nedy herpaiptagigdip therhpsheqnapyter 40 agrdimaydee maintained by
under st ood by those skilled in the technol ogy

the admimstchtdrhHtthexammypwar i0dt canecied tol teaietvorkfl 20ihs il@kup table is
construction and/or operation may be made w t hout

FeRAIMY AdintiRdd ihRGeRee SME nbRvRR YD aRd 458N & BhilBinkd b4 the
met hod for authentication of an external storage

PRI NGRS i, O it oo

conducting a handshake with the external storage
iagonncstedd@ Keigtserkddt nent i cati on key from the externa
storage device; electrically disconnecting the
external storage device fromthe host computer if the
aut hentication key is at | east one selected fromthe

Whakith&e s Bddnds@ibed lim 8RT6REbing description preferred embodiments of
the present invention, it will be understood by those skilled in the technology concerned

that many variations in details of design, construction and/or operation may be made

without departing from the present invention.
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and not provided within a predeterm ned period; and
al l ow ng access to the host conputer by the external

wgor@sagmwsdevice if the authentication key i s cPCT/B862006/000296

and provided within the predeterm ned period. 2. A

method as clained in claim1, wherein correct

aut henti cation keys are nai nt'di ned in a | ookup table.

3. Anethod as clainmed in claim?2, wherein the | ookup
Thelleiniss nmai ntai ned in one of: the host conputer, and

a server of a network to which the host conmputer is
CAREGHE dor hthofitibRINYT anexelil Bethgt devic@bperativelhenaedted to a
the authentication key is restricted by at | east one

;?o‘la'l! SR éc{r?éﬂtélhﬁlegﬁégg(?d g@ﬁ%ﬁ%ﬁg ’ng of: a particular

user, a particular a particul ar

termpal of a network to i C he .host co ter i .
connelBe best campEHETAe St BHu R ik G sF TR SGimer Brvice
the particular user is determ ned by user |ogin code,
sebldng an pithentipptipokey Eompha evternal herege davigsd by host
conputer identity, and the particular termnal of the

net wasldctiicallgelisebnetetg the exedrad storagerdevica lfrondthie thiostycontputer if
A nmethod as clainmed in claimb5, wherein the user |ogin

t?lQ g@theﬁtfb%%igrgﬁéy S AR e sHBAED Er¥m B grcﬁl QoRGIIMRIJF: incoArrect,

erm na ntity are stored 1n the Nookup table.7.

t hod as, ¢l ai,ned i ny.one of.clainse 2 to 6, wherein

¥ quvbdeﬁ%{qﬁgglpregg%nga PO i cted to certain
applications or certain data of the host conputer, the
r est rallopvingaccess tadhakash eempreer bnthe gaterngb pigrnee dpyiee ifghe
A nethod as claimed in any one of clains 3 to 6,
avhiemeicatiemdegdscdreect el providod kithin the pradetsrmined peded-t ai n
applications or certain data, the restrictions being
B4 Hefioded claimédB claim 1, wherein correct authentication keys are maintained
in a lookup table.
3. A method as claimed in claim 2, wherein the lookup table is maintained in one of: the
host computer, and a server of a network to which the host computer is connected.
4. A method as claimed in claim 2, wherein the authentication key is restricted by at
least one selected from the group consisting of: a particular user, a particular host
computer, a particular terminal of a network to which the host computer is connected.
5. A method as claimed in claim 4, wherein the particular user is determined by user
login code, the particular host computer is determined by host computer identity, and the
particular terminal of the network is determined by network terminal identity.

6. A method as claimed in claim 5, wherein the user login code, the host computer

identity, and the network terminal identity are stored in the lookup table.
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| ookup table. 9. A nethod as clained in any one of
clains 1 to 8 further conprising allocating the

wa@oiokesscat i on key to the external storage deR€TBGLU06000296

does not have the authentication key by querying if
t he authentication key is re%gired and, upon a
positive response within the predeterm ned peri od,
hecki ng the external storage device and, if the
"&é Bicther as claimgrbinganyiose of slainefo 6,arhesrinagaess torfhe host computer
aut hentication key to the external storage device. 10.
iarestridtestitoasriginaippichtions of @irtaimOdatabiethe host icbmpotesakd rgtrictions
of the external storage device includes at |east one
et eohidthidddamtideokiPaBlecONsi sti ng of 1 ext er nal
storage device identity, user identity, host conputer
: r cans for .

¢ Dot os ORI oL 0P BET o d s RER g RSP Aot i
nmet.hod . as clainmed in claim9 or claim10, wherein an
fﬁ%ﬂ“ﬁ%ﬂ £ Gox i sPRGEAANS OF oD AP Beilie destts ToRe DRuRg BRiugined in the
st orage device before the authentication key is sent
lpekurHablext er nal storage device. 12. A nethod as
claimed in any one of clainms 9 to 11 further
¢ domeilsi ag cimet inianglony of tlaB@NNRCS fulGhet &tﬁnlﬁi@i@g ARkating the
storage device fromthe host conputer if the response
. . £ e , e .
ROy Ytk B SERRSR fick T BLp i K Ale i Racion

on f .clai 9.tg. 12, wherein allocation, of the
G S0 B U BBy e i B o dopic g esponse
external storage device able to be operatively
\ﬁlgﬁﬁg&ggdqtgngn%@qnogf chgckigg the external storage device and, if the

external storage device is clear, allocating the authentication key to the external storage
device.

10. A method as claimed in claim 9, wherein the checking of the external storage device
includes at least one selected from the group consisting of: external storage device
identity, user identity, host computer identity, network terminal identity, and scans for
viruses or other malignant applications or data.

11. A method as claimed in claim 9 or claim 10, wherein an authentication module is
downloaded to the external storage device before the authentication key is sent to the
external storage device.

12. A method as claimed in any one of claims 9 to 11 further comprising electrically
disconnecting the external storage device from the host computer if the response is

negative or if the response is not provided within the predetermined period.
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conmputer by use of a connector of the external storage
devi ce, the external storage device conprising an
wa@oiokesscat i on nmodul e configured to communi caPET/862006/000296
an aut hentication application of the host conputer;
the aut hentication nodul e beHng configured to conprise
an aut hentication key for senéing to the
aut henti cation application for authentication of the
Iox fapeihpd as Jrinnpd inany eee ofiolaima,) texdevherrinsllopatipa of the
device as clained in claim15, wherein at |east one of
anthenticationkty csdty amndowidisiratoand t he aut henti cati on key
is able to be downl oaded fromthe authentication

13D Alnie& B h A Btorak -dedide XI5 B@bpéﬁﬂe@%@orﬁ@é’tk@ & #porf bRl HERd
in claim14 or claim15, wherein t'he authentication

' i C sel.ected fromth
cBuist bl 850 0 oot & thg BBl PR BE UL e T e
ost conputer, and a particular termnal of a network
SICGAPERISIAG 2R gdpentisapon Bodyl ce g4 Expommunigge with an

external storage device as clained in claim16,
apeni¢ation lapplication ofithahostsemputerpithe entiremténdtiby mogele being
| ogin code, the particular host conputer is determ ned

doyfifiasd tCceviipiise an iad@Biitidayion REIfdr Renddd fol the hdhedtREMdD Al
of the network is determ ned by network term nal

Apfilibh Yor ghfhenfioAR!cR B Qe RERLd FRideON OF an

ternal storage device operativety connected to a

ort of a host conputer by use of a connector of the
I3, B eRler i FioFags ABHES PR Uameddn A, a P heieby a deestens el dhe
conprising an authentication nodule to comunicate
agthentiegtion module and the authentication key is able to be downloaded from the

authentication application.

16. An external storage device as claimed in claim 14 or claim 15, wherein the
authentication key is restricted by at least one selected from the group consisting of: a
particular user, a particular host computer, and a particular terminal of a network to
which the host computer is connected.

17. An external storage device as claimed in claim 16, wherein the particular user is
determined by user login code, the particular host computer is determined by host
computer identity, and the particular terminal of the network is determined by network
terminal identity.

18. A system for authentication of an external storage device operatively connected to a
port of a host computer by use of a connector of the external storage device, the external
storage device comprising an authentication module to communicate with an

authentication application of the host computer; the authentication module comprising
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aut henti cation application of the host conputer; the
aut henti cati on nodul e conpri si ngan aut henti cati on key
w0 o0089€r8h Ng to the authentication applicati onP€¢D8G2006/000296
aut henti cation of the external storage device. 19. A
systemas clainmed in claim 1{3), wherei n the host
conputer conducts a handshaké with the external
storage devj ce seeking the authentication key fromthe
alé%ﬁb?‘%’&ﬁ“@t vy dgesaadingde theatheatisationapplieation fphaghangication of
claim18 or claim 19, wherein correct authentication
theexerzal stonzgentemicaed i n a | ookup table maintained in
one of: the host conputer, and a server of a network

19,00 WRteih aé ABINRQASH cHAANEL Rhedefh (RORBRChBPuted donddc®¥iHafMhake
as claimed in claim20, wherein the authentication key

I e I et ) e f t r
Wil A it o Bhoc $he RGN AGHEH st B P8 cBlefitP storage
conmputer, a particular termnal of a network to which
d¢ief-host conputer is connected. 22. A system as

claimed in claim21, wherein the particular user is

20 eA eystdmm esiclbymadsie cldimdi8ror cbum, 19 wbepar ¢areat athdmtisation keys are
conmputer is determ ned by host conmputer identity, and

mddtdih€dina lobRiyHabRmAhtainde iMSANSR thel osORNGFuerN[ Ddrver of a
network termnal identity. 23. A systemas clained in

n&GhRt Oi‘ghicmr‘ﬁifsgf&%ﬁﬁé*ﬁﬁoﬂn%?ﬂe@- code, the host

conpu Ident e network termnal identity
re stored in the oo%#f able, 24, A systemas .
251§ pineah Iy R a0 0 shreie atshonicale ReY A Tevictedby a
to the host conputer is restricted to certain
leagtisine seledtod Srony the graugiconsisting off a patichleseses,arppaiagr hokle
restrictions being maintained in the | ookup table.
computer, a particular terminal of a network to which the host computer is connected.
22. A system as claimed in claim 21, wherein the particular user is determined by user
login code, the particular host computer is determined by host computer identity, and
particular terminal of the network is determined by network terminal identity.
23. A system as claimed in claim 22, wherein the user login code, the host computer
identity, and the network terminal identity are stored in the lookup table.
24. A system as claimed in any one of claims 20 to 23, wherein access to the host
computer is restricted to certain applications or certain data of the host computer, the
restrictions being maintained in the lookup table.
25. A system as claimed in any one of claims 20 to 24, wherein access to the network is

restricted to certain applications or certain data, the restrictions being maintained in the

lookup table.



25. A systemas clainmed in any one of clains 20 to 24,

wherein access to the network is restricted to certain
wa@ppkiocetso ons or certain data, the restricti onBCheGHY6/000296

mai ntai ned in the | ookup table.26. A system as cl ai ned

in any one of clainms 20 to 25, where the

aut hentication key is allocated by an adm ni strator.

26. A system as claimed in any one of claims 20 to 25, where the authentication key is

allocated by an administrator.,



