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detection and correction. These schemes are adequate for single bit detection
and correction. However, as RAM device geometries have gotten smaller,
individual radiation events have begun to affect multiple bits in the same device
with higher probabilities. The error rate for such memory devices is around
1.5E-10 errors per bit-hour. For a given memory size of 128 Mbits, the memory
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undetected error rate to be too high for a single threaded memory system to
host critical functions.

[0004]  Accordingly, it would be desirable to detect and correct all errors so
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3 EF DESCRIPTION OF THE DRAWINGS
[0007] Fig. 1 is a block diagram of a memory and error coding system that
can be used in an enhanced error detection system consistent with the present
invention.
[0008] Fig. 2 is a block diagram of an error encoder that can be used in an
enhanced error detection system consistent with the present invention.
f0009] Fig. 3 is a block diagram of an error detector that can be used in an
enhanced error detection system consistent with the present invention.
[0010}] Fig. 4 is a block diagram of an enhanced error detection system
consistent with the present invention.
{0011]  Fig. 5 is a flow diagram of an error detection process using the
enhanced error detection system of Fig. 4 consistent with the present invention.
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is preferably configured to generate an error value from four data bits, one bit
each from the memory banks 12, 14, 16, and 18. In addition, the bits selected
from each memory bank 12, 14, 16, and 18 are preferably in the same
corresponding location of each one. For example, error bit EDOO can be
calculated by the error encoder 20 from data bits b00, b16, b32, and b48 of
memory banks 12, 14, 16, and 18, respectively. In general, the data bits
selected to calculate the error data can be other combinations, but preferably

where the combination is based on predetermined locations within the memory
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from data bItS b00, b186, b32, and b48 of memory 10. The parity value
essentially indicates if the group of memory data bits used to calculate the
parity value has an odd or even number of 1s. As a result, if there is an error in
a particular location in one of the memory banks 12, 14, 16, and 18, the
number of 1s in the group of memory data bits would change and the resulting
parity value would no longer match the parity value calculated before the error
occurred.
[0018]  To calculate the parity values, the 16 error bits can be calculated
according to the following equation:



occurred. [0018] To calculate the parity val ues, the
16 error bits can be calculated according to the
foll owi ng equati on: WD 2006/ 062959 PCT/ US2005/ 044086

wd 0R8d3L, EEK = bk XOR bk+le XOR bk+32 XOR hki+ o
[0020? ere k is an integer val ue between %%g:ﬁrgmfg@msa

and XOR is the exclusive OR-operation. This equation
can be adjusted in accordance with the configuration

he Tor Yy, and_the error_nmenory 30. For exanple,
[@%@ eﬁ%%&?kﬂﬁ)xpﬁwblw)ﬁ%?’med in size to hold
[00203 emwherfe KAl ah ﬁ%@be@bh@r@/beﬂ@ééntd?%(@ﬁ HeHALEORSs the

gﬁl cul 6ted froma smaller group of nmenory bits or from
SREYE VPP nsdiamt [Hnsauationseprbe adiysied froactirdarve véthrtbe

c?ﬁg@rﬁ%ﬂ%f%ﬁ@%eﬂyoﬁ B HHRHE e%@ﬂﬂ%ﬁ%ﬂé?@d'Fb?e)?%n%é,dtﬁg

o the error data register F'or "da
SregineMery 3@ car bpirdreasss iy szend hgldrradreagirar dat® abd allow
ERYI ' 0 reqi ster 26
PERBVBKES & BSEGHRd M3l Sl o B Rl g
malitipds carabinatiunsmftmémomtiitse error generator 24. The

200 97 BbPH B neRed bY itsrlsl bl i af Brfanded lone
egendataregisiep2@c Ehe epe: tiste rzri@lsﬂayﬁ@ fﬁﬁpr@@ér@bﬁyr@:gh?@jréﬂ 8k a
. er.ror ner.at o .. an e error data )
1680 reqir ShBloP BRS¢tk saBiiabler ek atigsiadin of
atbrémricedathathpramvaude df Biyortdiea BBIFOE MorhGhs @rbPBEn&afkh 2RI t
S ass?hm ated with at | east one error

f dat
T@‘? ?”ér‘f ‘g%‘)‘élée@’ e? R S et Pateseeforepreyiding igto teieson
miehek 30l 7YE dFfoPHefdtatis SloclR SHRPMatiNAtihg %!t@:tatl{?l r\%?i?%r v

an enhanced error detection system consisten
theRerah geReiRtori2dy 8Re thsemorslata rasiirien 46 isirgpedediamedormed
fol @h@ﬁ@r@)ﬁ?%@ﬁkﬂlﬁﬂ déﬂ@?rcﬁrid@%w&ie Ao o &Pinst 8501!41%’3 ik

error data-in register 43, "an error “generator 44, an
Mok dafd isnassoridedhwih aieast enedersar hifr storeddattze emtransiory
a@lata register 48. The error detector uses the nenory

data fromthe nmenory 10 and the error data fromthe
[0822br Mendisya Bock dimgden ef an wiret detectonérat candearyd i &n

Ttk T TR
sho!qm iméith By adatar deteceyidstimiudt? o eeaiorpdatnid 8§iokes2 6
ermrtd%taqlfn register 43, an error generator 44, an error data compatrator 46,
and an error data detection data register 48. The error detector uses the
memory data from the memory 10 and the error data from the error memory 30
to detect whether there are any bit errors in the memory 10.

{0023]  Assuming the memory 10 and error memory 30 are designed as
shown in Fig. 1, the memory data-in register 42 receives and stores 64 bits of
memory data from the memory 10, and the error data-in register 43 receives
and stores 16 bits of error data from the error memory 30. The memory data-in
register 42 can be a 64-bit register to be able to store each of the 64 bits of
data from the memory 10, and the error data-in register 43 can be a 16-bit
register to be able to store each of the 16 bits of data from the error memory
30. The size of the memory data-in register 42 and the error data-in register 43
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comparator 46, an error signal 49'is generated.
[0028] In addition to generating an error signal 49 if an error is detected, the
error data comparator 46 outputs 16 bits of data to the error detection register
48. This data indicates which bits of error data are matching and which bits of
error data are not matching. For example, if 16 bits of error data are compared,
the data output from the error data comparator 46 would set each matching pair
of error bits to a first level, such as 0, and each non-matching pair of error bits
to a second level, such as 1. The error detection register 48 receives and
stores the data output from the etror data comparator 46. The error detection

register 48 is preferably a 16-bit register, but can be sized differently in
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thatthere can be a separate error encoder 20 and a separate error detector 40
for each of the master memory and the slave memory.
[0030] The data control unit 70 is configured to control the operation of each
of the elements of the enhanced error detection system. The data control unit
70 preferably provides control, data, timing, and address signals to the
elements to ensure the proper transfer of data between them. For example, in
response fo the error signal from the error detector 40, the data control unit 70
can control the rewriting of the data in the memory 10 with the corresponding
data in the memory 50 at the locations identified as having the error, assuming

the memory 50 passes its error check.



data stored in the nmenory 50. Although the error
encoder 20 and the error detector 40 are shown as a
single elenent in Fig. 4, it should be understood

JvB%ea}o gLe can be a separate error encoder %&E@?g) ;}
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separate error detector 40 for each of the
menory and the sl ave nenoryg- [ 0030] The data control
unit 70 is configured to control the operation of each
of the elenents of the enhanced error detection
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detection of the slave memory.

[0034] The error detector 40 receives the master memory and error data
and the slave memory and error data and checks for errors in the master
memory data and the stave memory data (step 508). As described above with
respect to Fig. 3, the error detector 40 receives the memory data from the
memory 10 (or 50), generates error data from the received memory data, and
compares the generated error data to the corresponding error data received
from the error memory 30 (or 60).

[0035] Based on the comparison of the error data generated from the
received master memory data and the corresponding error data received from

the error memory 30, the error detector 40 determines whether or not there is



data and error data to the error detector 40 (step
506). To performthe error detection for both sets of
menory and error data, the error detector 40 can be

I guped to have a duplicate set of elene B}
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detection of the master nempry and one set used for

error detection of the slave nmenory. [0034] The error

detector 40 receives the master nenory and error data
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data do not match the corresponding error
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[0038] If there is no error in the master memory data (NO at step 510), then
the error detector 40 determines whether or not there is an error in the slave
memory data (step 512). Like the check of the master memory data, there is
an error in the slave memory data if any of the bits of the error data generated
from the received slave memory data do not match the corresponding error
data received from the error memory 60.
[0039]  If there is an error in the slave memory data (YES at step 512), then
steps 518 to 522 are repeated. In particular, the location of the error in the
stave memory 50, the data control unit 70 rewrites the data at the error
locations in the slave memory 50 with the data at the corresponding locations in



[0037] Based on the determ ned |ocation of errors in
the master nenory 10, the data control unit 70
rewites the data at the error locations in the naster

Qwth the data at the corresponding | ocations
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[Obﬂ]er rIP &teen%ster memory data and the slave memory data are the same
(YES at step 514), then the memory data from the master memory 10 is used
for whatever purpose it is needed (step 516). The purpose of the memory data
from the master memory 10 depends on the system or device in which the
enhanced error detection system is implemented.

[0043} In the enhanced error detection system as described above, it is
possible to identify and correct one or more errors in every location of a
memory. As a result, it is possible to provide highly reliable data storage.
[0044] As described above, the memories 10 and 50 and the error
memories 30 and 80 are each shown as independent elements. [t should be



and restarted (step 524). If the data are not the sane
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data, then the enhanced error detection system nmay
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errors in the nenory data. [0045] The enhanced error
detection system may al so be configured to run

di agnostics to ensure that the systemis operating
properly. For exanple, wunder the control of the data
control unit 70, a diagnostiﬁztest can be perforned
C%R ich dummy data is used that would have an error

e{ected if the systemis operating properly. If the
system does not detect the error, then the data
1cont%gl_unit 70 woul d recogni ze that the systemis not
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of .the deyice, conprising: a primpary nenory for

erof §png OEF?WWW@&%‘F V‘eﬁg’f%"%{%eﬁg@&é‘t erni ned | ocations
of the primary nenory; an error detection unit for
receiving the primary nenory data fromthe primry
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memory if the error data comparator determines that the primary error data is different

than the subsequent error data to correct errors in the memory of the device.

3. The device according to claim 1, wherein the primary error data and the

subsequent error data is a parity value.

4. The device according to claim 3, wherein the primary error data and the

subsequent error data further comprise an equal number of bits of error data.

5. A method for detecting and correcting errars in a memory in a device,
comprising:
generating an error value of data stored at predetermined locations in a primary

memory of a device;



generati ng subsequent error data; and an error data

conparator conparing the primary error data with

subsequent error data to detect errors in the nenory

of the device. 2. The deV|ce according to claim 1,

further conprising: a backup %Ennry for storing the
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% quuent error data further conprise an equal nunber
0 ts of error data. 5. A nethod for detecting and
correcting errors in a nenory in a device,
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stored in the error nmenory, the data stored in the

backup nenory being the same as the data stored in the
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9. A method according to claim 5, the method further comprising:

generating an error value of the data stored at predetermined locations in the
backup memory;

comparing the generated error value and the corresponding error value of the
error data of the backup memory stored in the error memory; and

rewriting the data stored in the predetermined locations of the backup memory
with data stored in the predetermined locations of the primary memory if the generated
error value is different than the corresponding error value of the error data of the

backup memory stored in the error memory.

10. A method according to claim S, the method further comprising:



in each of the plurality of backup nenory banks. 7. A

nmet hod according to claimb5, wherein the error val ue

is a parity value. 8. A nmethod according to claimb5,
wherein the error nmenory stores error data for the

backup nenory, each val ue of 4 he error data of the
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| ocations of the primary nenory with the data stored
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and interrupting and restart the device if the data
stored in the predeterm ned |ocations of the primary
menory and the data stored in the predeterm ned
| ocati ons of the backup nmenory are not the sane. 11.
A net hod according to claim5, further wherein the
step of conparing conprises using an equal nunber of
bits of error data.



