1 BIOVETRIC KEY FIELD OF THE INVENTION This invention relates to a
key incorporating a bionetric sensor which when inserted 5 into a
receptor body forwards a signal representing a biocode of data
generated by the bionmetric sensor to processing neans for granting
access to an authorised user to a facility accessible by the

bi ometric key. BACKGROUND TO THE I NVENTION 10 Bionetric keys of the
type descri bed above are known in US Patents 7218202 and 7305563. US
Pat ent 7218202 refers to a bi onetBiQMEERIGHKEYg el ectrical contacts
whi ch mate with corresponding contacts in the receptor body to
automatically generate the signal. 15 In this regard the signal was
forwarded to a processing unifElIEM) OF TS INGERTEINext ernal |y of the

bi ometric, key and which could he interfaced. with or electrjcally.
connect el NYHEORABIAT 1o iRy InaHEOBHEr  BiomsBE Seasaigvlishuner inserted
cont & neifitaadabapiar BotP fORFAFHE aP6iI6RSISrebfegentingid blo¥odd bedatRyehbmtby
the biocode permtted validation of the biocode. In other words if

t he bi oclh@Lip@EHIG 80N taPreerIstid Beansifomatanting scgess tar an Zyihniisedeuser
dat abas ; ; e s provided. The external

pr ocessiebr?géﬁé%mt@%(gﬁcggl%?ggtﬂgeegﬁméé}r' g?:%\'ﬁ wi th a host computer for
enrol nent of authorised biocodes or bionetric data. Reference may

al so be made to US Pat ent MMM| onetric key 25
simlar to what is descri } Pat ent 7218202

wi t hi(t heBaaskttic RBg of & W dEsdribelaatyvengrer kifoviieln USUPEdhes 72¢82028nd
in a receptor body in either of two configurations. This was achi eved
by the k I3 ng a key circuit having a power supply circuit and a
conmmuni cations circuit and the key having a plurality of electrical
contacts wherein at least two of the electrical contacts were in

el ectri cdb BateobidBl82&2aréfers Wi atbiometrisokayr havipgleledtiical uiantaotsl witieh mate
comuni catjons circuit al.so heing in electyical  comyunicatio i th.
catd at TEhSPeipsdh ofedtedf e ki dadvd Burcnaieaty Bnefile e Sianal.
contgct sint thié rragandi thea Bihnat vrisy fordardedVid G peoEYskE URE Wisikhtwadaocated
received in the receptor bady in either of the two configurations

i . e. oneBiHEly atEoRIOMAAG Koy 28@ Whjch Ul fher interaceguiviihi o elactrically
this refenfResd tbethb%ee%ﬂ bBAGY THeSOubATA PHSsRinG FHiCRSMERRIY dafifase

the key also 1 ncorporated a m Croprocessor.
to permit access to a facility after matching of the biocode permitted validation of the

biocode. In other words if the biocode referred to an authorised biometric signature
20 on the database, then access to the facility was provided. The external processing
unit could also be interfaced with a host computer for enrolment of authorised

biocodes or biometric data.

Reference may also be made to US Patent 7305563 which described a biometric key
25 similar to what is described above in relation to US Patent 7218202 with the
additional feature that the biometric key could be received in a receptor body in either
of two configurations. This was achieved by the key having a key circuit having a
power supply circuit and a communications circuit and the key having a plurality of
electrical contacts wherein at least two of the electrical contacts were in electrical
30 communication with the power supply circuit and the communications circuit also
being in electrical communication with said at least two contacts. This enabled the

said at least two contacts to transmit and receive data which enabled the key to be



5 Reference also may be nmade to US Patent 6078265 which describes a
key-1ock operated security systemsimlar to that described in US

Pat ent 7218202 wherein use is nade of an intelligent key having a
scanner, mcrocontroller and nenory so that the scanner can scan
fingerprints and conpare the resulting i ocode with a database of

aut hori zed users of the security systemstored in the nenory. 10
However one of the problens of conventional technol ogy as descri bed
above octagelvedbrihe hecapitemrady io aiiber 0§ thentver cenfigtiratians ier. one configuration
el ectric o ci.ed I ng,.uni I tur t

I nterf acselé I—]éll Et(&hj%ab%h{c())sﬁ'I 8thteEt% é’?‘ F'Q'g'%%éhr ollnrr@]nstf r%\%te&g:ge@e %nggt?ﬁbeo& QEO
aut hor i ziedludied rsemmropmcgsmirmﬂ tha ket tetsiheonpechted atrhigraprb esstar.
processing 15 unit for inclusion in the database during general use.
This was the case with US Patents 7218202 and 7305553. Thus it is

possiPl eRbfrehidte aPARFSHE Inddé tto AUS M%n@@m?aiz% vwcrb%erse'%w oKLk
or reprogrammed to function in ways not facilitated by_the owner,

admi ni st PREratechsequsity syrtem similar orthat described doMHRRtent 2218202 whekaingse
and al | ojasn,ape Wpah fh?éu'@%ﬁ' @ﬁr ,%9 %%%P ift ?c?c%%{rhﬁert By ‘Pr?e%or v $p that

conput er or processing tain’in orna ron whi ch'c
t hen be ieestahoer cah egan fipgerpadisrasl smnpamstherreamlmag bmbdmwlihes database

i ncl uding, fraud and_ rob Us, P ffered f
i ar RGP B il ST bimtha4n i PRBRA abase coul

onlyioe carried out by a separate key progranmi ng devi ce having 25 a
key receétacl e for insertion of the intelligent key
ni cr opr oc8WE¥er one REHs probirms of samyrstional teghnglaay aﬁgieﬁﬁ@bqﬁ 8beameeurs

oper at oryh A §Re tbhﬁg?tﬁ:g%& ié ?ﬁeﬁb?% tgcoéélggﬁEH]yaﬁfmﬁs %OS% the processmg

transferredtoa contro urin

possi bl eufibwhidiaiokiunyhad do bedoterfaced wgth aHrmskeqmputeagrfmmmgnmtvapoms
key- | ock n roII 3 t.hus can be us tri of the .
oo ot ABR e iRzt Biof R S wiR Heerisfer et o T X OpisicBSsing
crings otinit wbmemidmem tk@aaat@f;ayé difihg hydrieehiuges. f maiwes the case with US
m srepresent ation. i herefore an object of the invention to

IS
provi de aa@ﬂwgﬂﬁ%oa(égidv@ﬂoéﬁﬁaw&ﬁ #vp :Pcoésk’é’Fe &ri the rifeeessirg b'ﬂﬁtﬂféFﬁsSt
of the p
aspect | o peEto B, SRBRgRE SeKRoaranod KE o, IS Y SRR b
connect i e awner, aémﬁpstmtomdgjemgm@h Thiapradlics iasommanty ealiesd “hasivag” and

allows an unauthorised person to obtain access to the host computer or processing
20  unit and obtain information which could then be used for illegal procedures such as

criminal activities including fraud and robbery.

US Patent 6078265 suffered from a similar problem wherein enrolment or changes to
the database could only be carried out by a separate key programming device having
25  akey receptacle for insertion of the intelligent key, a microprocessor, a memory and a
scanner for validating the programmer operator. Also the authorized biometric
signature was also transfetred to a key-lock controller during general use. Again it
was possible for *hacking” to occur through the key programming device or key-lock
controller.
30
The activities of “hackers” as described above can result in criminal exploitation of the

Internet and loss of privacy when confidential information is lost or intercepted and



10 source, a bionetric sensor, a central processing unit ("CPU'), a
nonvol atile nmenory unit incorporating a database of authorised

bi ometric signatures along with associated firmvare required for
conpari son between data received fromthe bionetric sensor and to
provi de acceptance or rejection of sai & data upon el ectrical
connection to said receptor body whereby a signal is sent to a
facility accessible b 15 the key advising of said acceptance or

rej ect i othugiwanda we%édhﬁrdeﬁnﬂ"aenwrthﬁ@wur@é ohthesgarfidential dnforroatian.i Thus a

si gnat ur g, .S, N erl: tQ. a . al_ _co e [,
The CPU ?%ﬁegﬂi(?ﬁagwﬁgﬁ%r ?ﬁf‘%ﬁ gl; rc%‘?&@@%gd SFAi € Hﬁ{agv hgorhpﬁrﬁfﬁg‘%sﬁga"& or
i nt egr at mibrepresentadioB0 and an associ ated m croprocessor which

controls the functions of the nonvolatile nmenory unit and firmare

descri bed above. The invention also provides a process for providing

access tRistheastotd hiY obfiict bf iheahvsiRpNitBPretigda MbmetR(HyAWR¥h dhd\Palleviate
connection between a bl onetric key which incorporates a bionetric
sensor aficelnipatethedrobsae Wh@ﬁ”ﬁ?@‘ﬁi%é@%ﬂ%ﬁﬂb@%omr to the key
whi | e sinmul taneously activating the bionetric sensor;

(ii)establishing a security code in relation to comunications

bet ween Tiheirieotien therefoey irnode aspectvireludSD4b ihiometnicikayiwhictahbhs andd@rface

recei ved_fr the bionetric sensor,with,a database |ocated in th

b omet 11 PR sBhBRRIdnL B ot b AT Ag oS 4 B e eqvier

dat aftasesqunde t & itorfietiitasPeOr s tontpdl prutdsding afit RICPEY h horveRalURmory
on, a match and/or no match bei ng made between said data and

and (iv)up . . . L wee (
sai d dat %BES'QCPWO!F%HF& i Hndeigbase dobanbeiisrel Hpweria i dgratyirst wleng with
forvar di fgcRiated SfirgRAaret ‘Pec.‘l;lhteedf {6¢ 'dona?gﬁhstgvégn %%?e?prteﬁgﬁfgdofrf)n} the

rejection of said data in regard to providing access to the tacility
wher eby kiamietric sergny qrid) fo prdyide( digeptante( ondejedtiod efudiddatedpon electrical
B Ir ggggg'ocr?qnsn'e%ﬁ&% Y6 Gald® reQ:%E)totr rb%@l?/fﬁl'rlér%gy taosigﬂgl igxste% l{'c? Ia fggiﬂguécecresgﬁnle by
15 the key advising of said acceptance or rejection characterized in that during use an
authorized biometric signature is not transferred to any external computer or

processor.

The CPU is suitably a printed circuit board which has a plurality of integrated circuits
20 and an associated microprocessor which controls the functions of the nonvolatile

memory unit and firmware described above.

The invention also provides a process for providing access to a facility which includes
the steps of:

25 (i) providing connection between a biometric key which incorporates a
biometric sensor and a receptor body which provides electric power to
the key while simultaneously activating the biometric sensor;

(i) establishing a security code in relation to communications between the
biometric key and a server;

30 (i) comparing a biocode received from the biometric sensor with a
database located in the biometric key to determine whether said



10It is inportant to stress that in conparison with the prior art,

the bionetric key of the invention during use has an authorized
signature retained within the non-volatile nenory of the key which is
not transferred to any external conmputer or processor. This is
clearly shown for exanple in FIG 4 herein for enrol ment of a new user
and in FIGS 2-3 herein show ng general use of the bionmetric key and
its interaction with the 15 server. This nmeans that the bionetric

key is the sol e soRipeedefisi lpeateds it sagidrdajpbasee ansethug coslespondmito an
enrol ment of a ne Iy any transfer of the

aut hori zed si gnat n‘é%{ﬁﬁﬂs%cﬁﬁﬁﬁ}e@cﬁgﬁnﬂ%%géshsor Thi s avoi ds "hacki ng"

as no i nf or mafiv)on m;sjreaamtch @antifoe nmsraatohsbém@nﬁdyh)admbn said dxtaedritbsaid
processor during

[ | . t 1t | i f
accessing the facﬂ?"i‘q?ga?eg”\o'%l% H%na riog /aqwa}c%l @é@é@r@ foyarding a

i nteraction bet \A/eeglgﬁéletotth@rfaéurﬂy%dﬂ@sin@%@ ahb@ptbﬁé@@? QéJeEﬁk%’ ofBYid d&4 in
forwarding of the signal to the facility involve the use of

el ectrical cont act@SaU%@? Eroviding acsgs &riyhe faciliiy avharely duriag wtens €). (ii),

such an_arr angener D Leang ld AUpblged BRARIAC SRR e nbCFHGERLE S any
whi ch i s al so i ncomiemal edmheteeionplcesedrer ence. A suitabl e receptor

body is also found in FIG 13 of US Patent 7305563. However, such
interaction may also involve a transmtter of the key interacting

W thi@ rreeingdrtait tb Rrebe clemtinrcobqrhirisandvitite patredrfahé %rﬁ@h‘lc%ycﬁf the
an optical, infra-red, radio-frequency or fibre-optic nature. 30

t unbl er sIMVANGPN: GHTBG {igsh ARS ndth Rkt qr@ednﬁlsaﬂturmremﬂam@m ”I‘Q)cﬂ@na\@latlle
her ei naf ﬁ]%hd??%‘?rth@% Jﬁﬁh@%oﬁﬂ%ﬁs@ﬁédaﬂ 0S8y @¥erial %P{JEQFoectegsor.

gri pping part; metric sensor at
or enbedblkid is h@adyrshomeﬁ)eeamlet hdziﬁefhéwrans‘oaenmmutamfeﬂne\mdsien aad in

mating r bod dis i.ded with contac sSor

Form v G aneted” siovind e adserethe Hifinewte) SROASE SBichwfth e
circiit ssmsed ahmm@eﬁ@mdabadometrm Keyt rsethbesblmdmcePéﬁ‘u@hﬂﬁHayOhfb@ the
sensor is surrgopgped by an insulator insert and this may be achieved

as shownU$&§{ efiet PDRpEDt GhACKW disehiRkesdrlacwithiereaRy fpnsfer of the
ref er encguthdfzdY (GomRlite/ QByaﬁhﬁxﬂéﬁYalmﬁF}*emr Oml"hlsw%'i/gﬁils ']‘fizhéllﬁl\fg@ 8s no

bl ade or end portion, which engages a mating slot
r ecept orinfasenation eteviast tartluaehis tramsferred go an bmwynaimrocwserfchmeg use.

recooni ¢ 10nCBRPSORTIRER 1 BTRREM P abCesed IR iR i8R b fiRemo

user2(accmessdge.t he facility may be provided. 15 It will also be
appreciated that the key may also in the formof a security card
whi ch has attached thereto or enbedded therein a bionetric sensor.

Such a spgalfritérachoh BefierCMAsBmMidkéy ah@tméﬂe Shtic hay fBP?’afwa?dmg

descri bed above. Thus the term "bionetric key" a here| n neans
any devi@fdhesignal in s fasiliat byolyehe nse of electrical contacts wherein the key body

has one or more contacts which touch mating contact(s) of the receptor body. An
25  example of such an arrangement is shown in FIGS 11 and 12 of US Patent 7305563
which is also incorporated herein by reference. A suitable receptor body is also found
in FIG 13 of US Patent 7305563. However, such interaction may also involve a
transmitter of the key interacting with a receiver of the receptor body and such
interaction may be of an optical, infra-red, radio-frequency or fibre-optic nature.
30
The key body may be similar to a conventional key which unlocks mechanical locks

wherein the key has a blade with a plurality of wards that co-operate with lock



20 sensor that may be interfaced or makes el ectrical connection with
a receptor body. The sensor may be a solid state sensor nmanufactured
by bionetric sensors manufacturer (i.e. STM croel ectronics) and the
sensor nmay scan an appropriate bionetric characteristic of the key

hol der. The scanni ng sensor may be carrd ed out 25 using a nunber of

t echni ques whi ch may include capacitance, resistance, thermnal

i magery, structure geonetry, bone structure and vein structure.
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body, may_ cont ai and..l ocal pr abilities
oot boutedaHRTY sgHE EeranRdt e kek HeDY 516l By indyreoantacis
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uni que identification ke | es of use of the biohetric

the | nve?ﬁﬁ"érﬁ'%?‘?%n&@déwq \gﬁhlt"ﬂbﬂ keyposly. Prsferablydhe seaswicip Stuairoanded
storage pAch! ik)iafdCiRsa . %cﬂ{rﬁ%‘%ﬁ@}’be'ééﬁ i@ed?ad Uhowd | cogl ph¥nt 7218202
facility such as a securi oor security w ndow, to operate an

el evat orwbichlis fricogroratedi hBrelndlya'eémEueel on of an electric notor,

hydraul i c notor, engine or other formof drive neans or even
hydraulic or pneumatically actuated ram assenblies. Another exanple

of ai(f acAkérngtivaly thekeyddy maploriiowards bhaansiead blafobmehl Porsn, which
funds or a faciljty 10 incorporating information concerning

i mmi gr an?@"’lﬁesc‘%rﬂ @nﬁ“qt'ﬁgcﬁ'%'ﬂ"l {hg. recgpter drodyhelry W%meﬁ’g{lfﬁ?@ BraieppRior
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I nvent : on. )IPD%E ER@S@%’%@H%@@@ES%&%H@%% cr?rlg%% tﬁcr’r'ﬁ%%mt Ige)}é%ereby
pr ef er r egpamtesdgnitinn obfa sipmalirepreseniing as asttonsed rh)lctdmdedrcamﬁtmtgsser access

att ached ﬁf—’ﬁ%Cllg‘;?hﬁ%E'gé‘gfovth?eedl is a schenmatic flow chart which

repr esenttos i nvention;
15

It will also be appreciated that the key may also in the form of a security card which
has attached thereto or embedded therein a biometric sensor. Such a security card
may engage with a slot in the receptor body as described above. Thus the term
“biometric key” as used herein means any device which incorporates a biometric

20  sensor that may be interfaced or makes electrical connection with a receptor body.

The sensor may be a solid state sensor manufactured by biometric sensors
manufacturer (i.e. STMicroelectronics) and the sensor may scan an appropriate
biometric characteristic of the key holder. The scanning sensor may be carried out
25 using a number of techniques which may include capacitance, resistance, thermal
imagery, structure geometry, bone structure and vein structure. Suitably the scanning

sensor scans a fingerprint or thumb print.

The biometric key may also have embedded therein a smart card chip such as a
30 wired logic chip also known as an “intelligent memory” chip, which has inbuilt logic.
Embedded processor chips, added to the key body, may contain memory and local

processor capabilities. The embedded processor chip, embedded within the key



and FIGs 2 and 3 are schematic diagrans illustrative of

various applications of the 20i nvention. FIGs 4-5 are schematic
diagranms illustrating the various authorisation steps of the
bi onetric key and receptor body. In FIG1l it will be noted that flow

sheet refers to the initial step of insgerting the 25 bionmetric key 10
into the receptor body or processing unit 11 wherein data or a

bi ocode is read fromthe key 10 which is then conpared with a

dat abasebegly, teaypbatusedie enchddacyphgdaie, aiciomakes thie kyneasfbiometric key a
plurality.. ﬁﬂ%@ '@ﬁp npl ates and when a match is achi eved
connunic%?ﬁg% W ﬁéé e &é@eptor body or processing unit 11 is enabl ed
whi ch enables a "YES" or "NO' nessage to be sent fromreceptor body

30 or pracessjng . unit to a facility which may be a | ock, cylinder
12, | ookEXaMBlesth e of P Paeriirhay @RtheMENtes maY £orasdh iiRmkeoRf 2
t0 acresgeliclbafieyity £ 5ebage fadlpkusitlia d@wdr i IRISEbot /a sdbity facility
signal 17 may be shown on a display device 15 7 such as an LCD which
may be pSi#ah 8% atIRSUFIBCERArART SrsaNityl windewindg operaieien ejevataeor bt or te initiate
bei ng ac LBk n

Formor Scparigohan BRATPREI byckBult K63, ERGhe ol Sl tord of By @fekS or
nmenory, eembrdecalic arspieureaticatle amtddted easpresernblibs. 1 Ancthargexgmpletof a

recognitjon, software qr fi re_and bSdat abase nanager | .integrate
[t o key 2B FheY Sngder o ORES "T85 GHAGRL AR IARELRY r 86 undS Ko dodesity
whi cip meiyic§ oF Stinge ol tioR & oA cBMhPimmigh4mte OF RUBimPhfsHhitlol Each of the
signature that permts identi t%(.ﬁverl fication of a person.

i

The
ext r act i OhegAia0 REe ekemgles efderilifies whidhamay heparrassiple ky Mg bipmetric key of
conmpar i s@g iap tjﬁlﬁ_ 10 this regard one algorithmcalled Spectrum
Anal ysis whic as been devel oped by a Japan based conpany DDS has
been useful. This algorithmevaluates the finger print through

hori zontal slices. Another t E%ﬁ@@iﬁ&ﬁm a fingerprint
recogni tion algorithmcal | ea—5m i . Currently

i nuts a- Rafkpeh@d gRYi B mMadstto achraférfad BRbbaMEH T the irivéaBois Adish@wn in the
bi furcation and short ridge froma 15fingerprint imge. It will be

not ed f r Finings attaghed herelo wWb@ister body 11 or processing unit 11 may
be in FIG 1 is a schematic flow chart which represents the process of the invention;

and
FIGs 2 and 3 are schematic diagrams illustrative of various applications of the
20 invention.
FIGs 4-5 are schematic diagrams illustrating the various authorisation steps of
the biometric key and receptor body.

In FIG 1 it will be noted that flow sheet refers to the initial step of inserting the
25 biometric key 10 into the receptor body or processing unit 11 wherein data or a
biocode is read from the key 10 which is then compared with a database or template
which has a single authorised template or a plurality of authorised templates and
when a match is achieved communication with the receptor body or processing unit
11 is enabled which enables a “YES” or “NO” message to be sent from receptor body
30 or processing unit 11 to a facility which may be a lock cylinder 12, lock 13 or
transmitted over the Ethernet 14 to a remote location to access a facility such a s

bank vault 16 or a server 17. The signal 17 may be shown on a display device 15



the formof a door unit, a desktop unit or a bionetric key

aut horisation unit. A door unit is inserted into a doorframe and
controls opening or closing of a lock of a door 20 enclosed by the
doorframe. A bionetric key authorisation unit is an authorisation
device used in an enrol nent procedure as described hereinafter, which
is powered over a network and has a visual display. A desktop unit is
simlar to a bionetric key authorisation unit but w thout the display
devi ce. SBhnas laer LeRawpich moay der pard of dhe beckptors badyrdbi dremplidreepart of the

cell ph . i i g is.lnserted |

cor r eaponalbehg dslortit ot i hiodi &0 s\ian BREAE ey "budbeithe mbRee
or cell (Bﬁowhifhsmbhlecmaiarcﬁrfldoap@mlatiﬁe)ahgmdrﬂrowtiw'bhdﬁn@@vvebommdf’ﬁnetions
10. 8 (i ing electrical caonnection between a bignetric key as
descri be'&ze({%}?ewﬂavf%ﬁ_pé’rb@?ﬁyeﬂgi INgERUN TaRROMIOR SOHNGFe 1R d meiee By
maki ng C@ABHALE Adnabeihll (htsgrafidVififo M&et@i n the bionetric key has a
public key and a prrvate key and the 'server also has a public key 5

and a private key wherein the server will identify the bionetric key

code for MELEHEENETITO)C Bap BRI piact wiblodtR UMER il Edhinie be
wher ei n saap skea tingéenpriabdedigithl sigratane thappechits identityevdrifieatidn bf akeysah.

br i vat e 1 S3FaRE pdmatiind lgprifia s dracd GpaR g ToBUEe spmpafson and in
encr ypt e@isgvddard bpeSAGYRhnS A Spedtfm HAIREH which hA€ beeh \RNefoPed by a

decryption by the server's private key; gi i1) establishing using the
secur i t yJasiebasef gemdanyrldDnhag bpeqiuspiulhathis Hégwitbme eyaluatesythesfinger
aut hori s t i dpid o, rece od .

i f such gﬂ?h@r@@@f?@r@?é@gr%‘g%’t Qngﬁgggﬁghﬁﬁgﬂ}gg {g%f %&r"ﬁr#@%ﬁp £t t
user of rekceghitioneaigodtbieycalied “Shadieguendy ybeaisedirpaCedently anithatiathased
| ocated i,n the bi tric k and, if .a matgh is..obtained a )

commun cABPERT PEREBrEmSite BLEn oy dak BhinenBitdaeted eyd et ta from o
pr ocedurfingefpiditémagel ) will be sent to the server 20wherein access to
a facility accessible by the server will be provided. In this regard
in a preferred enbodi mrent of this nmethod the bionmetric key may be

provi dedy Wil% Eg%o‘t@i frofn BRE 4athalZRREeh R bolT N 1T & prE¥ &GS uli® 193h4y be in

wired into
the form of a door unit, a desktop unit or a biometric key authorisation unit. A door

unit is inserted into a doorframe and controls opening or closing of a lock of a door

20  enclosed by the doorframe. A biometric key authorisation unit is an authorisation
device used in an enrolment procedure as described hereinafter, which is powered
over a network and has a visual display. A desktop unit is similar to a biometric key
authorisation unit but without the display device.

25 Another example of a receptor body is a mobile phone or a cell phone, wherein a
biometric Key 10 is inserted into a corresponding slot and uses the battery which
powers the mobile phone or cell phone as the external power source to provide

power to key 10.

30 There also may be provided a communication method between a biometric key as
described above, and a server which includes the following steps:



bi onetric key and there al so nay be provided a unique identification

nunber 25 associated with the bionetric key which may be registered

W th a database associated with the server. The receptor body may

al so be provided with a serial nunber and the facility being accessed

may al so be provided with a serial nunbger. This preferred enbodi nent

may include the follow ng additional steps : 30(iv)in step (i) the

i dentification nunber is sent to the server using the security code

and procedure séb outmaking elgstrigal connestiompleriween| oklometde deyms desdsiped

t he server the server, ' ' bLo |

el ectrical connunicaf*%ggwﬁ$@&%?§ﬂgéh%ggh@?hgg} 58 ?n&%%bk% 5@%@35§Pby

body; (v) sinmultaneomsdkngvcomnairggationwyitt laesdereervwhemiri thegbimﬁfatielkbgfhas

security code for symnmetrical engryption and this new s trical

W Tl 5 be encrypt ed’ M MBIV BHETERKSY Snp B s8N ee FomBes 8 ubip Key

the bsometric key whenahy phibgtenay anerah rth@@.%rd@e»mwwéntwk% B%nﬁb?ﬁe)key
ey; Vi

i n conmuni cati on between the server and the bionetric k
after generation of URENMaKRG puehelerisicat gennestigRr checks if the

bi onetric key i g:aut ' 0,2 | gl ' |
li)servelr or %/hg%[})ece%tg%irbﬁﬁgaé; a( \Cffeﬁﬁtﬁ ‘{Oﬂ% g{’%?’%{ﬁ%@h C%gl&go)é%{“ﬁheoetwethe
have such aut hori sat boimethie lssy wad thiel berec mipreiNOsaies semeityvdodle Wik be

exanpl e can be the I D nunber af the bionetric ke wcrypted wit he

symmetrical key and ?Bﬁﬁ’g%‘f{ g 'Frhftﬂ? P ' d‘e[yﬁe%HSE?ré%/q%i @nQeﬁ?’Qr ttq fthe
the bhonmetric key doemrherie kb foHdBoRptGN byALI MivatdiRep F YIRS bitirhétric key
encrypt YES nessage which can for exanp be the serial nunber of the

. ( ol e . , .
bi ometric key encryp@B6 Said feguiy spdewtlt be sincrijedinith Joagervers public key

information to the biaFREH & ﬂﬁ@%er&éf'gbri ae&g&@fﬁ%%rw% MUEII?%H%%OQ

set out in (vii) the server wll send furthe ormati on ' nc
ti mestanp and t Kigh aebtabiishing using e g6cwithenderanskepicaedunenimestepf (i) reat

receptor body to thegbi l.c key: (i subsequent |y the.biongtric
oy w11 provese t he ! BITRFUE Y inaclhrEe 16 14GRse Y R ftoRLLRF dhe
key i% not aut hori sedecwhtowssiy andiis edch ButhonshiioPR preséiteNbioctbde 8ubiPss
of the bionmetric key apd into a LOG on the server both together with

a timestanp and the fa lpgqrpgjmtr QE@pyger ggdpe biometric key will 'subsequently be
compared to a database located in the biometric key and if a match

is obtained a communication from the biometric key using the
security code and procedure in step (ii) will be sent to the server

20 wherein access to a facility accessible by the server will be provided.

In this regard in a preferred embodiment of this method the biometric key may be
provided with a unique serial number that may for example be hard wired into the
biometric key and there also may be provided a unique identification number
25 associated with the biometric key which may be registered with a database
associated with the server. The receptor body may also be provided with a serial
number and the facility being accessed may also be provided with a serial number.

This preferred embodiment may include the following additional steps :

30 (iv)  in step (i) the identification number is sent to the server using the
security code and procedure set out in step (ii) whereupon following

decryption by the server the server may then ascertain which



25serial nunber; (x) after waiting a period of time, the user
fingerprint is also verified and if: (a) it is not

aut hori sed and thus requires a NO nessage; or (b) it is

aut hori sed and thus requires YES nmessage, a YES/ NO 30nessage
encrypted with the symmetrical key is gent to the server and together
with the tinestanp and the serial nunber 10 of the receptor body or
facility is witten into the LOG of the bionetric key and al so the
server; and (xi) uponbiaselripkeyhasglectical peryngicationevidie e bas hpen inseead
open or nmake : t facility associated with the
server or receptor bénégltg%{:eé;seglt%lgg% 0 5the bionmetric key; In relation
to step (i) it (e i mpontltemecuslyswitesdep il thbescdovarnetlr gendrate itree security

provided with a public key fromthe server. and e server will have a
DUbl | ¢ Key for each GPORRDT PERRECaHEReERN-seb e ey Smilatiesl Koy Wi
herein will nean a puel éfcrijstedasfiochati@metridikey’s public key and sent to the
10Publ i cKeyl nfrastructure("PKI")whi chi sdescri bedat

http://en. w ki pedi a/ RISetpg ey whesoby e Bew systruetEcal keyc Wiy bapisgddn
P ™ ! . .
1705 by nase Sp R AL nd Snet b 0B o>

Identities by neans o I cate Authori
identity nmust béviuni giter genbratimohofCheal syaimmetrig¢all kewithé seinesy Glmecks if the

oppr eciated that thefer Al VR SitkE¥sed 1€ Tbls LoLEHR Tiefadld ¥ithShe
10 server or the receptor body;

(vii)  if the biometric key does not have such authorisation the server will
encrypt NO message which for example can be the ID number of the
biometric key encrypted with the symmetrical key and send this
information to the biometric key or if the biometric key does have

15 such authorisation the server will encrypt YES message which can
for example be the serial number of the biometric key encrypted with
the symmetrical key and send this information to the biometric key;

{viii) upon sending the information set out in (vii) the server will send
further information including a timestamp and then a facility serial

20 number or serial number of the receptor body to the biometric key;

(ix) subsequently the biometric key will process the further information
and if use of the biometric key is not authorised or wrongly used this
will be written into a LOG of the biometric key and into a LOG on the
server both together with a timestamp and the facility/receptor body

25 serial number;
(x) after waiting a period of time, the user fingerprint is also verified and
if:
(a) it is not authorised and thus requires a NO message; or
(b) it is authorised and thus requires YES message, a YES/NO
30 message encrypted with the symmetrical key is sent to the

server and together with the timestamp and the serial number



secret key which is used to decrypt encrypted comuni cati ons. Thus
fromPKI a public key and private key are generated sinultaneously
using the sanme algorithm The private key is never published or
shared with anyone or sent across the Internet. 20In relation to a
variation of the steps (i) to (xi) as get out above, it is of course
possible to only use the serial nunber of the bionetric key instead
of the identification nunber to identify the bionmetric key which has

had el ectrical comuni ca®i 8¢ URcertas bathis op agility ris eyritten intd dhe AOG of the
receptor body. In this a L Uﬂfmer can be conpared
to a database of serial BE’ﬁﬂ% Sg%‘%{:?%{)g v?ngtvhe?‘t server. Also in
this 25 arrangéxgnt upnhyecsipt mfdbeé@é:“a hEssageuthedset\mroMHBd:hermqmmermake
the bionmetric key is au rlsedf a ticular facil recetor
body | 6- encrypt i ontai ALY B8Sciften BRI TR Heon REelr bodkarSarahie o
the SK which is thentigsebiometri¢ key:bi onetric key. It is also inportant
to stress that in this preferred enbodi nent a secure path has been 30
provi ded between the bionetric key and the server. Thus nessages _
bet ween {1 B8l dtbp (gc?ﬁy.saﬁlﬁohaﬁt SRS tht FRAEIVRIGL pm  hiBGidRU Bkt
key of the server and server, as 1ts own private key
can decr ppblic key freetﬁmsemcer #ahd tbarservernmjl have atpeblic key Ser each béomistric

ey, onckgbr e teln PERI el e walcharaty Mo BReB bl g ReploRted Wi

bet ween Phpliser veeyand tnlfrasbuamrl c (fPagI7) Thewhichnet risc kedestribed t hert
decrypt thi mes,s,a e thiits own,rlvate key Wmch is not avail abl e
anywher eN¥R:Jg 2 Nfeasteuere. of In @yplograRiyi @ kgl isnan
act ual péh&ﬁé&namdtm%h@s lﬁ%ﬁc %ys SR TPRLRE (& bﬁtjééﬁiltu% %J%e%soalr a
the server for the server and bionetric ke t he onetric
key and gertifisate Autverity(€CHYe rThef usen ddsititymeusi be klegquesmﬁuem CAatbnoain.
use the bionetric key with the help of the receptor body and the

bi ometric key is authorised with the server by means of exchanging
the pabl ltavikteyso belapprediatetianat the emi ‘privale Keyttieim GKIirdfss ith iat:ﬁm\'vaw or

nunber of the. bi orl:letrl C kegﬁ_l S encryg ted vmth server''s public key and

sent to PRECSKPY Ynich s ured de\ierrylfeichyrigd WPWP@W%J héﬁe‘r%t%i&l a
Wi th bi opBbIld Key<8id riveld kéy ey ﬁbﬁen%@éﬁ snﬁml%ﬁeeuyk}eusmg)ﬂ?é ééﬁlek&%onthm.
then all_the nmessages between the bionetric key and the server

t hat sess$henrivate keyds pgvedpuilishedos 9mrsﬂr\mtmanw el sgok aelegs dke Internet.
described at 15http://en.w ki pedi a. org/ wi ki /symetric key al gorithm
and therefore is totally secure. In regard to FIG 2, step (A

conced nsin retetioni tora wdridtion diitereteps ¢i) keyxi) as set diet abeeepit iy ofadyserpossible
is one e arrrgl e of, establishjng qfﬁﬁ |nterfa Qr .es

ol cot i ol ODBRBADS SR ERA R Be biRSelF koY Reyoan &t tedpatisstign number

?ﬁgyb g?g geg@th%nﬁﬁéﬁé KRDGHHER has hall did@ritdl Bkihintddt A wik BPREs Bken
[ [ whi ¢
inserted info the receptor body. In this arrangement, the serial number can be

compared to a database of serial numbers associated with the server. Also in this
25 arrangement only one message is required to check whether the biometric key is
authorised for a particular facility or receptor body i.e. encryption of the serial number

of the biometric key with the SK which is then sent to the biometric key.

It is also important to stress that in this preferred embodiment a secure path has been
30  provided bhetween the biometric key and the server. Thus messages between the
biometric key and the server is encrypted with the public key of the server and only

the server, who has its own private key can decrypt the message. At the same time,



may be associated with a user of the bionetric key or which
alternatively may be a particul ar nunber associated wi th production

of a nunber of bionetric keys at the sane tine. Encryption takes

place with the server's public key. Exanples of types of

cryptographic algorithms are di scussedlin "An Overvi ew of

Crypt ography” by Gary C 25Kessl er described at

www. gqar ykessl ernet/libranficrypto.html . Step (C concerns decryption
of the bwbaBithe seRrey sends & MESTRAMIEY thi tt'%mﬁﬁ'@ Y I 2lk URe yhey Plonpatric key's

server. ThR. RBY A if G SLATRNE (oYl ShI%oRIRASa s Gathssdwebn

http://devzon artic suitab ecrypt
t echni qute seryenbsd 130 beorsted keyl 2Tist bjpnidliic ken ol nkera dserypt thisimedsage

| D dat abase .of the server to lpcate . or identify the publjic key of th
bi omet 11 BNl oWe s Koy e o8 sl bl PBR s iPS Aok b B e8hypfe
t he symMmyigmdrykeltHe Bmett®H8y. The actual private and public keys are generated at
5usi ngasui t abl eal gori t hmasdi scussedf or exanpl eat

i eeexpl opt@rtiveed BigyCopiosy Hiss savey Jpr e seper = sogtheppiometric key for the
portal . a ' lHO&. 2 il T s B . ; ;

Concer oo Rnsis Rey 2Upat ol Ghe fospPate Ploqrit key is publofBed 0 use the
key usi nbioteetiie &eyivdginethealeldicf dhe sectpdtrobedy gnd the Gloneetric kengs authorised

decryptiQ t ' th ri\ K f th i tr] ey. .
Stop” { o b ihe el whuidbrisr 6 Ricniibii e, il Kt SIES s Wikl ths; segel
to deg er pumger br idenlificdtiopnmimber dfettie iforastricdddysie &ntpipted pithtseprdrarpublic
| ocation at a partic%r tinme. St e?l MV) concer(fs encrl%/qp%on of the .
aut hor i sk®Y 8Rdseshifa thgngerypsand dbanedy genergied pyramet 8Y sRpMYRighwith
the SK. piometric key's public key is sent back to the biometric key, then all the messages
between the biometric key and the server in that session are encrypted with a
symmetrical key algorithm as described at

15 http:/fen.wikipedia.org/wiki/symmetric key algorithm and therefore is totally secure.

In regard to FIG 2, step (A) concerns insertion of the biometric key into the receptor
body which is one example of establishing an interface or establishing electrical

connection between the biometric key and the receptor body.

20  Step (B) concerns encryption of the identification number of the biometric key which
may be associated with a user of the biometric key or which alternatively may be a
particular number associated with production of a number of biometric keys at the
same time. Encryption takes place with the server’s public key. Examples of types of
cryptographic algorithms are discussed in “An Overview of Cryptography” by Gary C

25 Kessler described at www.qarykessler.net/library/crypto.htmil.

Step (C) concerns decryption of the biometric key's serial number with the private key

of the server. This may occur for example with GnU using PHP as discussed at

http://devzone.zend.com/article/1265. Other suitable decryption techniques may also
30 be used.




20Step (J) refers to decryption of the authorisation result |ocation
of the ID and tinmestanp with the SK Step (K) concerns a check of
t he database of the bionetric key to assess whether the authorisation
is OK or unauthorised. If NO Step (L) ensures that the unauthorised
25attenpt is recorded in the LOG of thé&bionetric key. Step (M
refers to a YES and thus a particul ar biocode or given fi ngerpri nt is
conpared to a tenplate in the database of the bionetric ke

mat ch doBiepn(B) eareamsag septainofathedPeiptahgse et spryey to h@@é%&enm the
the LOG dm“"[‘%‘@ﬁ%eﬁ"’rﬁ%tﬁ@ §9 does occur at step (M the result is

encrypte and sent to’ the server for decryption as per step
(0) whereby access to the facility such as a door is provided wherein
t he door ened. This i ord the s

step. (P StepfE AR et el ok faiol 1 Bisedbr e s B i Boce
the LLOG @§1n$ he Bi omeLiitaislekey aigoriieh st e ( Quiscubséce! atfopn t exdrhfle3  at
this has re erence to a variation_of step :% descri bed above, 5

wher e t higeg¥plpEg- 'eﬁﬁf%éfﬁp@fat{sné"lﬁpﬁ?fﬁf‘mb@rié%ﬁ §519§é’@”?h?¢{8r0r9’ﬁ5ﬁ“qrh%|:

|dent|f|]q]adamﬂzmﬁg)eglml'5hls nmeans that steps (A), (B), (G and (D)

are change conpared to FIG 2 as set out in FIG3. It will also be
appreci ated that asymetric encryption may be used for generati on of

faster aniPbiiseeoBPpms aierPHALY e B FIANE LA Loy BE Fle bR Ry usiRg
can fig usednigoesbsaiistusbed ndowns.i fi cati on number of the bi orretrl c key

and subsequently the server can generate an asymetric key. Fromthis
point onwards it is preferred to use symmetrical encryption.

Step (G) concermns decryption of the SK with the private key of the biometric key.

Step (H) concerns a check of the authorisation database of the server to determine if

15 the biometric key is authorised for a particular location at a particular time.

Step (1) concerns encryption of the authorisation result and also location of the ID and
timestamp with the SK.

20 Step (J) refers to decryption of the authorisation result location of the ID and

timestamp with the SK.

Step (K) concerns a check of the database of the biometric key to assess whether the
authorisation is OK or unauthorised. If NO, Step (L) ensures that the unauthorised

25  attemptis recorded in the LOG of the biometric key.

Step (M) refers to a YES and thus a particular biocode or given fingerprint is
compared to a template in the database of the biometric key. [f a match does not
occur as shown at step (N) then this is recorded in the LOG. If however a match
30 does occur at step (M) the result is encrypted with SK and sent to the server for
decryption as per step (O) whereby access to the facility such as a door is provided

wherein the door is opened. This is recorded in the LOG of the server as per step {P)



151t will also be appreciated that different authorisations can be
assigned at different levels i.e. at a production |evel and project

| evel as well as door unit authorisation, desktop unit authorisation,
bi onetric key authorisation unit authorisation and bionmetric key user
aut horisation. This is set out in noreldletail below 20 1. Production
or Manufacture Level During the production |evel a serial nunber is
assigned to each unit as well as the bionetric key. The serjal nunber
may be 1@nbihesfact hagagnatcndiastiencareddn reqarieon He LEAerT e Lloa?ﬁiﬂ? gy as
bionetriﬁ %§§E§@9 in a central database or in a system application on
t he server o' 'during production, every active pair (i.e. the

bi onetric key and each of the units descri bed above ) may be equi pped

wthits o riya Kk blic k I.s ' o)
oo SRR 16 Pl i Wi BB ok (1 rrefbed Shiove
21 Og\e/\;]dﬂerwnéiéﬂ%meebeﬁ@rﬁum@gﬁ VRt bidmetric deyeis peseds ragne:strmm {ha) identiffidaBon
. en ever Ing 1S ready, one bi t [ i i

She. b, onBAmPET KESmeans MR PR O B & ghanuad cpbar bo B 2
exanpl e §§getb&]tqﬁs|‘zi|@r3¢d to the person 5who will do the system
installafiron at the custoner side. 3.Door authorisation

It will also be appreciated that asymmetric encryption may be used for generation of
10  the security code but symmetrical encryption is preferred which is faster and more
efficient. Thus for example, asymmetric encryption can be used to obtain the
identification number of the biometric key and subsequently the server can generate

an asymmetric key. From this point onwards it is preferred to use symmetrical

encryption.
15
It will also be appreciated that different authorisations can be assigned at different
levels i.e. at a production level and project level as well as door unit authorisation,
desktop unit authorisation, biometric key authorisation unit authorisation and
biometric key user authorisation. This is set out in more detail below.
20
1. Production or Manufacture Level
During the production level a serial number is assigned to each unit as well
as the biometric key. The serial number may be 16 bytes long and is stored
25 in EEPROM of each unit and the biometric key and in a central database or
in a system application on the server.
Also during production, every active pair (i.e. the biometric key and each of
the units described above ) may be equipped with its own private key and
public key security pair.
30

2. Project level



Every security door can have two cylinders i.e. usually one cylinder
I's 10 adj acent a user and another cylinder is renote fromthe user on
the other side of the door. Each cylinder will operate unlocking or

| ocki ng of the door independently. Thus the adjacent cylinder can be
termed cylinder 1 and the renote cylinddr can be terned cylinder 2.
The sanme nunbering can be used for LCDs i.e. LCDl is adjacent

cylinder 1 and LCD2 is adjacent 15cylinder 2. At door unit

aut hori sati on aAtdiiisplgvel. ave B[FER@VEIWV@hﬁEPW@}@”l%erb@n@QQﬂ@ﬂ iy relgvant

system appl i cat iggfy3RL | ?hls%%%Pén@é td é‘t@g‘?ﬂ?fn F’i?,—'}hﬁé r g‘ﬂ%@é{]&g{ﬁﬁﬁk%d

are witten |nthe central cat1 on server ecor
of all 20usage ohedyibmetrar lseyaadthousah;orsunrlrmndtmbmm&tnmkegmelaaelthonsed

predicted . 3.1 sktop unit ,aut horisation At _desktop unit

B Lthor i sat | on, 1 TR Rap o GikeRla S5 55 Pxemelp oo o S5shBRd 1ethe Agfeon
in system appli gao Wil cfteﬂhefdysmmh@tallaftloh@@tt@&!@t@:ﬂeﬂ@it{b. is witten in
the central application server. 3.2 Bionetric key authorisation unit

authorisation 15 At bionetric key authorisation unit authorisation,

a new pair f plﬁgdrqg n}gb\rggﬁ keys are generated and in system
application serial ers o bi onetric keys authorisation unit and

attached LCD are wrltten. 5 3.3 Bionetric key user enrol nent or

aut hori sati on Every security door can have two cylinders i.e. usually one cylinder is

10 adjacent a user and another cylinder is remote from the user on the other
side of the door. Each cylinder will operate unlocking or locking of the door
independently. Thus the adjacent cylinder can be termed cylinder 1 and
the remote cylinder can be termed cylinder 2. The same numbering can be
used for LCDs i.e. LCD1 is adjacent cylinder 1 and LCD2 is adjacent

15 cylinder 2.

At door unit authorisation a new pair of public/private keys is generated and
in system application serial numbers of the door unit and attached LCDs
are written in the central application server. There is thus a record of all

20 usage of cylinders and locks so maintenance time can be predicted .
3.1 Desktop unit authorisation
At desktop unit authorisation, a new pair of public/private keys is
25 generated and in system application serial number of the desktop unit
is written in the central application server.

3.2 Biometric key authorisation unit authorisation

30 There can be additional biometric key authorisation units installed and

authorised at installation level.



At this step the Serial Nunber of the Bionetric key (16 byte) is
witten into system application and user fingerprint is stored into
the non- 10 volatile nmenory in the bionetric key as illustrated in
step (E) of FIG 4 referred to hereinafter. This follows the insertion
of the key into the bionetric key authadsisation unit as per steps

(A), (B) and (C). Next, a pair of public/private keys is generated as
per step (F) of FIG 4 after the START conmand has been initiated in
step (D). Next the ¥ bicsnelfigi ke aptionsationc uribyaythodgation; 2 1w pair of
server via the bio bCokey a ' ' [ ; tfa%)n@ i ;
public key is sent ”%fbyﬁ/ghﬁ%(tgé%i&?%ki@én%@a tggrénsc?éqgs?& , g(p ﬁ}?&at?ﬂ 1ser|al
(J) and (K) of FIG 4wnilhers girthomeétricekéys aethbddatan peit antegitddhpdadr@Daare
new record i s generat §%{F'@n the serial nunber database as per step (M
20 In regard to the Y mentioned bionetric key, initial
authogisation of a particular user is recorded in the bionetric key
upon receiving the appropriate biocode. This is done by scanning a
fingerprint for dkafRipoelfickeyuserairolingptar authorisatiohde in t he

bi onetric key. This is then stored into the EEPROM which is one

exanpl e of a 25 nonvolatile nmenory of the bionetric key so that only
t he bi ocode of this Aludhisatep tee Geral Nvmbembef the Hiometrisl keyf(d6 hyte) ipfwritten

the bionmetric key in regard to gny..of the uni describ ve. . Thi
is useful as an addi"t‘tloo ﬁte@e%rﬂr? |C¥’§)°'br aH?‘?roﬁé%%rsgﬁti S? gﬁé&gﬁ?tﬁotplzs@cﬁp
bi ocogle can be recondistilé mdrierylin deebiontetke key a8 iNetatédin $tep FEFoRFIG 4

w |l be appreciated that steps (A) and (B) are the initial steps of
30 the authorisati oﬁet?r”eé’nﬁooﬁ‘?f@ﬂtaﬂﬁf-oér@é%}%% e 'Fﬁ?"f'P%IOfGB‘ﬁEﬁMd”tO the

fromthe server to tH?(?rnQ{r&'”!Pl;éyréLﬁthrEééti_%Hteréss ris‘?ébéldﬂ)miﬁgéhmd).s Next, a

awaiting for the bionetric key to be inserted therein
subsequent |y fol | owspairsofpeublistpstyateCreysTisi geriesated| asoprdstey (FeebFiald after

oo oo TSRS TET chAR TR bt il B TR e e
EEPROM of the bi onetbiomettykeass pablic Réy iheertubhbei seederfviagies plorétric key
Fingerprint ol ows SEEHRABPIMANG hessaamtaior: Bry haeaapuap tgneto
S (8 %T8 T A B S90S CHPIROI (R5r 1 4 ) ke i
tested as per step (L) and a new record is generated in the serial
number database as per step (M)
20
In regard to the above mentioned biometric key, initial authorisation of a particular
user is recorded in the biometric key upon receiving the appropriate biocode. This is
done by scanning a fingerprint for example of a user and stored as a biocodé in the
biometric key. This is then stored into the EEPROM which is one example of a
25 nonvolatite memory of the biometric key so that only the biocode of this authorised
user will be responsible for use of the biometric key in regard to any of the units
described above. This is useful as an additional security precaution as only the
authorised biocode can be recorded in the biometric key.
In relation to FIG 4 it will be appreciated that steps (A} and (B) are the initial steps of
30 the authorisation or enrolment process with an initial command from the server to the

biometric key authorisation unit which is awaiting for the biometric key to be inserted

therein which subsequentily follows as per step (C). This is followed by recordal of the



Subsequently a security pair of public key and private key of the

bi onetric key is generated in step (F) and the servers public key is
stored in the EEPROM or 10 nonvol atile nmenory of the bionetric key
after being sent fromthe server as per steps (G and (H). This is
foll owed by encryption of the serial nugber and the public key of the
bi ometric key which is sent to the server for decryption in
accordance with steps (1) and (J). Subsequently a new record is ]
gener at edseris fingerpenty iy then bicanelric dieyt whichems) ereusthysecanming @g {esceribed

wherein r i eri.al CRERRSNQ i i

t he bi oné%ﬁf%%%yﬁrf%réﬁr'géh&ggﬁ%%ﬁﬂget Eg enr ol &Q%t&%ﬁ%{éﬁeﬂﬂé};&%g% of
descr i bettheadntueri sstifiggarpriat database bhéerblatkabalpes stem (Dhe Therstenagetdfahe
user i s reguest to insert the n .generated biometric key into
appr opr | AtEoRse fresmoiBHIows Feed i S R P mand, i dag segr 10 stért e
f i ngey prhithoRatRitCorferiOmait ¥ofedire BRHBUMNIFIE Bt 8 qu,qsﬁ, (@&ind (D) of
dat abase in the bionetric key as per steps (M and (N) of FIGS if a
mat ch i sa pagieulas user. steps (0), (Q and (R) and foll owi ng encryption
and decryption of the server's public key with the bionetrics result

a YESis witten into the LOG dat abase of the server. If NO as per

st ep (P)Subs=chicotieta seclrity pair pf eublit &dy faranpfivatarleyusfethe2biontetric key is
regard to_ the, communi catjon t hod of the invention as descri

Zbove i tSHHP M SHEAr Al T eeTerS PURIHBE ISaoRAdE R ErdaROM or
i nt o1¢ hensyal&ne remen of thebismatit key il bepiy sbriterons ERSSerbbeay BBt Steps
be the identification of the bionetric ke%hencr_y ted wwth the public

key of ti2 and (b Hrigis flleweddy enengtien ¢fdhe wetalnwaberping the pilicdsy of
in 30re . L.nj il i

sorver . iphefi FLIALHASETE «f fhd RENERRr ddayARRTAUcebRicte it steps
key is nédjpancd¢bi ISalbisequentiyha newoeedndiis geegrated omthewidrierhe ralbtien tathe SN
break the_cpde as the,new,s rical. k i.s, sel ected I .

( andom bIRPBESHIN SIS MRBIAN The BraKEs elk AgmBenL aRR Prspoadng pyblc
t he pnl ykdeosipe bidactidikedas etiged.ne symmetrical key will be the

bi onmetric key 5 with its own private key. Thus it is inpossible to

break into nessages between the server and the bionmetric key. Also it

ey 1 OISR KRR R ALl S5 SIARABRRORUSIAP LM of o S
exanpl e databsgenrethe savek dige user is requested to insert the newly generated biometric
key into an appropriate receptor body where after scanning of the user's fingerprint
20 and a comparison is made with the authorised user database in the biometric key as
per steps (M) and (N) of FIG 5 if a match is made as per steps (O), (Q) and (R) and
following encryption and decryption of the server's public key with the biometrics
result a YES is written into the LOG database of the server. If NO, as per step (P) the
biometric key is prevented from future use.
25
In regard to the communication method of the invention as described above it will be
appreciated that if an attempt was made to break into the system the only information
that would be accessible would be the identification of the biometric key encrypted
with the public key of the server and thus such information would be totally useless in

30 regard to obtaining access to the facility accessible by the server.



10 can be 16 bytes long and different for every session. This neans
that even a sinple nessage such as "yes you can open the door"”
encrypted with a different symmetrical code will nake each nessage
totally different. It will also be appreciated fromthe foregoing

t hat production of the bionetric key i$715 very sinple and thus when

t hey becone keys that can be utilised at the point of authorisation
wher e they_generate their own public/private key and receive the

publ i ¢ kiéyilbalsptie aenrecietedsthaéivheadhe PayeypIMeticabkey isdneds ayailablg tonhe
t he user,; [ t [ n f i | catq o f: .\ .
be appr e%'f)gﬂbgﬁﬁ g‘ %‘ét%%l {m%: é{‘ﬂ'?% %%Qé%ﬁé%\%%%gi th% %e&g%m@%tﬁ%%pel!n IS
manner . s$dlectedionapuesly rdraiost basis andaincatiéd wiithrthé biamétey kep'squilntic keplso

keys at th oi nt of authorisatjon en t he enerate. thei,r own .
Db i o/ pITAD 44 oy, PerRan G o deBPEne SYTRGtCR LRI Lls BiShetric key
fingey privif i2b@n privatd keg! PhuLN i§ dmPhdsible tosbréarfitlo messgesbbétiMiehthe
curve cryptography 25(http://en.wilipedia.org/wiki/Elliptic curve
crypt ogr §/Ney aag he bionsitiaksy.may be used

(http://en.w lipedia.org/w ki/Advanced Encryption Standard). 18 THE
CLAI M5 DEFI NI NG THE | NVENTI ON ARE AS FOLLOAS: 1. A bionetric key

whi ch haAlsanitiwill dref appreciated dudtrsiced all onessagesnareoerzcrygted pyith sipodyetrical
whi ch functiops as an external ﬁ wer_source, a bi omatrli(;t sensor. .3 ikd
5  bi oneERFYPHYY NP POF FRNAFOSSE SHEN H1es5PaRE st JoLRAMPIE thE ST F'?% ey
MEeNDIY UBhA beMBPhPes dbhdand diffdraRieRe eQbryasddifin. Serk RicametthatCeven a simple
signatures along wWith associated firmware required for conparison
bet ween HESE29@EEEY 88 “7eDKPY Aan BPERERe HeOK @nsHIPteth With® diffglany symmetrical

accept angp %?V”L,g'%gg\%hg,q n%ss%@é%tgy gifdpQpp. el ectrical connection to

said rec ereby a“sign Is sent to a facility 10
accessi ble by the bionetric key advising of said acceptance or

rejectiop characterized.in that during use.,an autharjz bi,onmet r. .
(i nat ur § 1l A bE e Erep oAy GHORERURN LR B RRh Ftng TR ey 1o
2. Apr ogasssinitle RinAvindisnghés R beeomefl Rajsl tHay cahi I6d Utinsddideshd p@int of
steps of: (i), providing connection between a bionetric key which i
i ncor por A¥erigation where they generate their own public/private key and Teceive the public

key of the server as well as fingerprint data associated with the user.

Thus in establishment of this communication system it will be appreciated that it can
20 be done in a very simple and efficient manner. It is important to stress that all
biometric keys become real keys at the point of authorisation when they generate

their own public/private key and receive server’s public key plus user fingerprint data.

In relation to PKI it is wuseful to wuse Elliptic curve crypiography

25  (http://en.wilipedia.org/wiki/Elliptic_curve cryptography) and for SK AES may be used

(hitp://en.wilipedia.org/wiki/Advanced Encryption Standard).




15bi onmetric sensor and a receptor body which provides electric power
to the key while sinultaneously activating the bionetric sensor; (ii)
establishing a security code in relation to comuni cati ons bet ween
the biometric key and a server; (iii) conparing a biocode received
fromthe bionetric sensor with a 20dat apase |l ocated in the bionetric
key to determ ne whether said biocode is |ocated in said database and
t hus corresponds to an authorised bionetric signature; and (iv) upon
a mat ch A& GrAIMS REFINING TitE MEND EONATRE £ gOﬂé@Nﬁhd sai d

dat abase in relation to said authorised bionetric signature 25
forwarding a signal to the facility advising of acceptance or

rej ecti om. of Aadiiemeatcakén whivh has rnohteafa¥ESIrNDeoteisalgenniettior daradreceptor

provi ding access to.the facility whereb durin steps (.

0Ty Cand CFvioSaicfumsions asab eIl STRERnEST S Hometiospaisor, said
to any eXtern@ibﬁf‘éi’r“@‘l&b?ﬁné]ﬁd?uboé%ﬁ&él ﬁﬂ:%sén@r&ﬁ?$ n@ﬁvcﬂbﬁ!b%@m‘oﬁy unit
claim2 wherein in relation to step (Hg) there are different

aut hori zat i on§icaorafingd at datpbass e@ft aughasised s Bianetfic g sigsaturesinalefg y with

use a recept Oéss%%géfle%lﬁinﬁg{a'rr# géi%\lﬁedaﬂ)r %Bpr{pgﬁ}é fb%t\}v ldata ﬂe%egvfég‘ from the

process as claine erelrn sal erent l'eve
aut hori zat i onbiometric sensor and to provide acceptance or rejection of said data upon

electrical connection to said receptor body whereby a signal is sent to a facility
10 accessible by the biometric key advising of said acceptance or rejection
characterized in that during use an authorized biometric signature is not
transferred to any external computer or processor.
2. A process for providing access to a facility which includes the steps of:
(i) providing connection between a biometric key which incorporates a
15 biometric sensor and a receptor body which provides electric power
to the key while simultaneously activating the biometric sensor;
(i)  establishing a security code in relation to communications between
the biometric key and a server;
(i) comparing a biocode received from the biometric sensor with a
20 database located in the biometric key to determine whether said
biocode is located in said database and thus corresponds to an
authorised biometric signature; and
(iv) upon a match and/or no match being made between said data and
said database in relation to said authorised biometric signature
25 forwarding a signal to the facility advising of acceptance or rejection
of said data in the form of a YES/NO message in regard to providing
access {o the
facility whereby during steps (i), (ii), (iii) and (iv) said authorized biometric
signature is not transferred to any external computer or processor.
30 3 A process as claimed in claim 2 wherein in relation to step (ii) there are
different authorizations assigned at different levels so that a user can only use a

receptor body authorized at an appropriate level.



i nvol ve the use of receptor bodies including a door unit, a desktop
unit or bionetric key authorization unit. 5. A process as clainmed in
claim2 wherein said security code is encrypted with a 5 public key
of the bionetric key and sent to the bionmetric key for decryption

with a private key of the server and sépnt to the server for

decryption by a private key of the server. 6.A conmunication nethod
including the followng steps: (i) making electrical connection

bet ween & bi ofratrpeessias claimed i) plam Swharsincsaid difierafld levelzebputbprizaions

t her eby EF:BN%%%%E@J&’ Fleb ik oARANE S UL\ o t&b‘s@a@nﬁﬁgﬂ@l%&m

has a public key and a vate ey an e server al so
key and hepaubhatlzaﬂwyummerel n the server wll identify the bionetric
key upon, maki n%(gsuch electri con ection;

f

hi ,
e s o Athspesa 45 i B o520 pogh BitLsdi Shalhh 230e 3 pRthRied wi 2

serves WhgbIR) Reﬁ@f thé Bidihétry ledandMseht Be tien elonpétad kelytior Tdberyptlon with a
bi onmetric key's public key and sent to the biopetric key

decrypt i BAV3$ "tebléJfrih? vaneriang santie e, F‘%‘Wﬁf fqr@%éxpt@ﬁcpysﬁlpd“’g@c'ﬁﬁﬁ ‘Pfythe
code w L R% rencrypted with the server's public key and sent to the
server for decryption by the server's private key;

20(iii) et abl Asiommgunisatign triethakinaluding thedelleawidg ptepsedure in step

i h he,.bi ic k h
e 12, o Pl orekingo Bl SUbRHREBeb bt § bAREC W8} s, BRibea in
bi omggric key wl|clambsecimenal seceptor avguar &ibrél@y anglahg asemuoicatiat wmn a

the bionetric key and if a match 1s obtained ni cation fromth
biometric key 25 SRIVRGWHRESIR &K PIPMPEEGLRY BAY aﬁ?@@%ﬁb’@”ﬂrﬁ Ri&ie d‘PV)a”d

will be sent to thfhesgérvsf alb ﬁ&cQFHLﬁﬂlc%‘}Yaﬁﬁ‘grpﬁlvﬁtéﬁéﬁ%ér&nqw server
facility accessible by the server or receptor body w be provided.

7. A et hod as cl ai willddentify lte hiognattie key npom mkmg guch ¢la@tnpalchmechﬂn

oot DL bl B S5 b5 Y8, i Pucli s oo biomerr

bi omgsric key to t key aed Yo stivenghthen seidusdcuityceutiz \amcbeoemymedwwfthe

Usi ng an 1D dat ZLZ@nénﬁé‘&é@pé@sa' Ui e the Bigmatic Rey for decryption
by the private key of the biometric key and said security code will be
encrypted with the server's public key and sent to the server for
decryption by the server's private key;

20 (iiy  establishing using the security code and procedure in step (ii) that the
biometric key is authorised to use the receptor body and if such
authorisation is present a biocode of a user of the biometric key will
subsequently be compared to a database located in the biometric key
and if a match is obtained a communication from the biometric key

25 using the security code and procedure in step (ii) will be sent to the
server or receptor body wherein access to a facility accessible by the
server or receptor body will be provided.

7. A method as claimed in claim 6 wherein in step (i) identification of the biometric
key is obtained by forwarding a unique identification number (“ID") of the

30 biometric key from the biometric key to the server using the security code and

procedure of step (ii) of claim 1 whereby said identification number is checked

using an 1D database associated with the server.



A method as clainmed in claim6 wherein in step (i) identification of
the bionetric key is obtained by forwarding a uni que serial nunber of
the bionetric key fromthe bionetric key to the server using the
security code and procedure of step (ii) of claim1 whereby said
serial nunmber is checked using a seriak0nunber database associ ated
with the server. A nmethod as clained in claim6 or 7 wherein in step
(ii1) wherein the security code is based upon synmmetrical encryption. .
A met hodB-as chaneteed ah clained e claim@ whekeitsinostap &) antitieation ofj the pigraatric
pl ace by the ; : | : { i MHi r
Pho recept or 'Sy i Aned by foniteines Dbl hiRoR: dore phomEai K om
will encrypt thhdidiDetriesiagte thiet servercusingriiee security loeyeand progddare of step

resul tant comxunication to the bipnetric key for_decryption by the
Cyrmet 11 cal KAy 3 G T SreDF gl anen TR 5 IRReD ol el Pmber
rel ats on to tddBbasywlassceiatedwithuibeened. t he receptor body or

facility., A nmethod as clajined in any one of c|ajns 6-9 Werein ste

(i11) takes phapainag as@aimed in ClBdPhg WHICKLIMBRPL) Bhotaja the seburity
bionetric keyedds 592364 gntﬁgﬁ‘“ﬁ&%gt%ﬂﬁﬂ% or a facility and if
t

such authority 1Is present  server W1 encrypt the YES nessage
wi t h t hel@ynmbtaétbatl asesfaimad ihcmyaene of ¢laiong B-&hwhemimaiepdél) itaes acaby

bi onetric key,fo C j Vi , tedcal . M WL

Fecor dal by ¢ e SoriiERkngay Sy STUE bR ot netoctb oy or
rfecem or bpdyfa@?itﬁﬁmﬂlfithere ié\nmémr‘]tbdng@sthelsamﬁviil '@”?mt thelROnime gsa’ag]!e with
after receipt of the authority the bionmetric key after a period of.
time or waitilg sWmmelical kg elid senfge e ARt %qm%wﬁaaﬁavéﬂﬁw biomelric key
si gnat ur e assggyabetish bb_tﬁ@§¥Mﬁ?étri@é1¢ke9_ fof BiinkatB $e0drdAINR the biometric key
comuni cation encrypted with the symmetrical key will be sent to the

server for delorglativbto netand 8 gatiatnurcler afdhe mﬂépwrthw Qdecir i al
number of, t heAfrﬁgﬁéHE é?éin{e%iciﬂpénydorgeﬁgg cidfnhd ?f&y\?/ﬁﬁ%ﬁ? é@ﬁﬂ?[ﬁ?&(ﬁ%l%ﬁ% by

bi ometrical key an e server a equen
accegsed by time sevedr cifecking thecharitg ok éhe bidnretid Ry asrerand e the receptor

claim7 wherejn after | ocation of the identification nunber the

publ 1 key. of Peheons tarufty o Rasyeh ouierky B eissafithe aci R engryBsing YES
public key ispRBEaPWRA HelsyndnENEEEKSY GnS¥rwardla AebultnBéMRfinRsation to
clained in claim 8 wherein after | ocation of the serial nunber of the

bi onetric keythethiomghic keydey deeryptien by dhe symmeatisal key fermdiimptaregatdal by
subsequent | i i i i i .

rernod ao of al oRHiic oy ol g BRI N e RoPIHETTBESAT 6y of ool
i s 5used12n eArmkthext apfclaimesiein’ slafm mMiemwbherein aftert ieeeiphtodihe eaudhorithiethe

bi ot 11 ¢ senBEmeRey Bitend Peniadsl Btie Yo 1ok SeBVARE BYsimtEy gr giner
the bionetri chiefktrid Ssighatiifd Naskoaftéd avitRdtHe) Wdepi BhE Whessliifihg® YES/NO

bi onetric sensor is used for enrolnment of a user's finger print in an
aut hori sed fi aeyarpnication ansrted ithithed symmpidcal kel et tp dhe sprver

wherein said ' i nger e ' n ' ' r

and stored as'h IS igRoRY e Bl RE/ah 2 e effEotiel rRflRfof the
key.237. A nefduiity as reteptoretodn will alsn b6 retwmred rin dhs diemetrigapléy aofl the
t he public ke% and private ke

of . th i.ometric key is, gengrated
after the bi otBUE iFasFOPSRRIAG PholeEIRobI B (ACoRbry Be ¢hEr of the
bi ometric keybiometric key.
13. A method as claimed in claim 7 wherein after location of the identification
number the public key of the biometric key is generated and subsequently said

30 public key is encrypted with a symmetric key.



18. A method as clained in claim17 wherein after generation of the
security pair the public key of the server is stored in the

nonvol atile nenory of the bionetric key. 19. A nethod as clained in
cl ai m 18wherein a serial nunber of the biometric key 20and the public
key of the bionmetric key is encrypted @hich is then sent to the
server for decryption wherein subsequently the serial nunber and
correspondi ng. public key of the bionetric_key is stored, 20. A nethod

as clai ni# i nAdnelhaf @sypainshingelpim g whereimatter location RENS BRRA! mUENREEsPf
a serial nu ' 'g[(gid r 0 P EFi &S

bi onetric 2?@@% g%ﬁﬁgo thé’t‘%ﬁlﬁﬁg Eg%%gng—'egri va?@cmg%)} flgrg%ﬁrﬁated and
bi omet ri ¢ keysuhseglsnthysaid pablc key isidrypted avifhubsyromedyc keyd pri vat e

Ko L0 2, RaRahE BB i AT St Pl S 0t sy

of rexeptor besicem esroyaaet &t #dser's fingerprint in the database of the biometric key
wherein said user's fingerprint is scanned by the biometric sensor and stored
as a biocode in a non-volatile memory of the biometric key.

16. A method as claimed in claim 6 wherein a biometric sensor is used for
enroiment of a user's finger print in an authorised fingerprint template or

10 database of the biometric key wherein said user's fingerprint is scanned by the
biometric sensor and stored as a biocode in a non-volatile memory of the
biometric key.

17. A method as claimed in claim 16 wherein a security pair of the public key and
private key of the biometric key is generated after the biocode is stored into the

15 nonvolatile memory of the biometric key.

18. A method as claimed in claim 17 wherein after generation of the security pair
the public key of the server is stored in the nonvolatile memory of the biometric
key.

19. A method as claimed in claim 18wherein a serial number of the biometric key

20 and the public key of the biometric key is encrypted which is then sent to the
server for decryption wherein subsequently the serial number and
corresponding public key of the biometric key is stored.

20. A method as claimed in claim 6 wherein during manufacture of the biometric
key a serial number is assigned to the receptor body as well as the biometric

25 key and also the public key and private key for the biometric key is also
generated as well as a public key and private key for the receptor body.

21. A method as claimed in claim 20 wherein a serial number and public key and

private key of a plurality of receptor bodies is generated.



