1 SYSTEM AND METHOD FOR LOCATI NG AND TRACKI NG OF NEI GHBOURI NG MOBI LE
NODES IN A W RELESS NETWORK Field of the Invention 5 [0001] The present
invention relates to network tracking. In particular, the invention
relates to a systemand nethod for |ocating and tracking of nei ghbouring
mobil e nodes in a wireless network. 10 Background [0002] The popul arity of
w rel ess networking has grown exponentially over the past few years. Wth

greater flexibiligysTRVORANE MEATHIED FOI LOTABRREANDRPRACKINGIOFE! ess

networks let us live and work nore conveniently, especially with the rapid
enmergence 15 of INEIGHBOURANGEMOBRILESSODESINGS WIRISLE SR NET VeORYI gi t al

assi stants), smart phones, and etc. Wth the increasing demand, w de

sel ection of affordable enterprise and snall office/hone office wireless
net wor ki ng products and services EeR ¢ffth€hfentich t he market. There are also
noticeabl e increase in public and private wireless network access hot-
spots. 20 [0003] Under coverage of w reI ess net wor ks, our work force is no
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for the support of_ plannin managenent and optim zation 25 of work flow

and job as@@‘?ﬁﬁa‘?ﬂ@s i Py ssmetwAtkal ation i s one of the nost comonl y known
methods to determne the |ocation of wireless network users. The
triangul ation nmethod uses at |east three base stations or access points to
identif40 the |ocation of the wirel esBacighowaidk 30 nodes. Wth this nethod,
nore base stations or access points are required to refine the
[0002] The popularity of wireless networking has grown exponentially over the
past few years. With greater flexibility, broader range, and increased mobility, wireless
networks let us live and work more conveniently, especially with the rapid emergence
15 of small portable devices such as PDAs (personal digital assistants), smart phones, and
etc. With the increasing demand, wide selection of affordable enterprise and small
office/home office wireless networking products and services are offered in the market.
There are also noticeable increase in public and private wireless network access hot-
spots.
20
[0003] Under coverage of wireless networks, our work force is no longer bound
onto desks to perform work. Workers can perform their duties anywhere, anytime with
flexibility. It would be more productive if locations of users using the wireless devices

can be traced and monitored for the support of planning, management and optimization

25  of work flow and job assignments.

[0004] Triangulation is one of the most commonly known methods to
determine the location of wireless network users. The triangulation method uses at
least three base stations or access points to identify the location of the wireless network
30 nodes. With this method, more base stations or access points are required to refine the

accuracy of the location determined. Further, it is preferred that the base stations’



accuracy of the location determned. Further, it is preferred that the base
stations' 2 equipnent are nmade by the sane devel oper or manufacturer for
conpatibility issues. In addition, the | ocation detection systemis
generally a dedicated systemwhich is costly and involves el aborate effort
to inplenent. 5 [0005] In the applicatichs of contact tracing, RFID
technol ogy are commonly wused. In particular, an area to be nonitored is
bounded by aced
is attac hed%;ﬁ%&g%r%%%pt 3@%‘“‘? dggélpg%%r equire Qrt?ill?g %%%ﬁgbﬁtsj%egn
entry and eba add'ﬂncumthhéoanea detectiomsyseranis gehemllyias dabentedosptsheme avhiclt e
contact list j,s deter @1 eatln the list of users who have entered
10 into thecofﬂ'l 3n®nv8 Qﬁ%‘t n(?raci ng requires the setup of
separate RFID enabl ed systemto encl ose the area to be traced. [0006]
Si ngapore Patent No. 120957 discl oses a systemand nethod for tracking
mobi | e devi 9885] The slstherapplications ofi eentactrtedeings RF8Dstechnologyeare commenty 15
par amet er a ti.cs in th Qrm o L apds P9 and subseguient |y
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to locate iRBIP@&ider.OPadhNsubje@flto be MEaced 3§ afthihed Reitin @, RFTDN g ekl deymie e
parameters are required per set to refine the accuracy of the i sl ands
det er ni ned. regpirgdobg sganned ypem gatrpand sxit framthe pispe lasthe eyenh of acdisqagy a
si npl e and r r ng
W rel ess deél?{g%gﬁ ttﬁgxo%taﬁ lggg[%{e%ﬂw? h%g %}(‘ §}a§%{h[% hslt 8%%&%}1&@%65 n|%nigJl pri or
art. Sumrarmto e zﬁ@ﬂ%]outb’rezﬁ:cCSﬁdﬁmﬁathtd&mgn&qalS@Gthé sefuptdfeseparaReRFID
i nvention, ag{g provi a systemfor locating and tracking wrel ess
devi ces wi t Fhagle %“P@It@%c ﬁ%ﬁ%ﬁ?@at‘? gtrag8dst em conpri ses at | east two agent
prograns, each for deploying in one of the wireless devices respectively,
wherei n the agent prograns operable to acquire performance

[0006] Singapore Patent No. 120957 discloses a system and method for

tracking mobile devices. The system establishes a reference set of performance
15  parameter characteristics in the form of islands or spots and subsequently matching the
pattern of performance characteristics obtained from a device to locate its position in
real time. For this method, more performance parameters are required per set to refine

the accuracy of the islands determined.

20 [0007] It can thus be seen that there exists a need for a simple and robust way
for a method and system for locating and tracking wireless devices that can overcome

the disadvantages of the existing prior art.

Summary
25
[0008] In accordance with one aspect of the present invention, there is provided
a system for locating and tracking wireless devices within a wireless network, the
system comprises at least two agent programs, each for deploying in one of the wireless
devices respectively, wherein the agent programs operable to acquire performance
30 characteristics data of a wireless device to be located for locating a location of the

wireless device to be located, and a positioning model for processing the performance



30 characteristics data of a wireless device to be |located for |locating a

| ocation of the wreless device to be |ocated, and a positioning nodel for
processing the performance 3 characteristics data acquired by the at |east
two agent programs for determining the |location of the wireless device to
be | ocated. [0009] In one enbodi nent of % he above aspect, the positioning
nodel nay 5 determine the |ocation of the wireless device to be | ocated
based on a ke i t t i L S i . i.ng the
agent progr L iRPRad haABIG b )idtad: 86 oUPCbibBRR QYRR M)
tracked, wHecation of lie wiedpsalevice tdlbslozneds nmay be obtained based on the
acquired performance characteristics data. 10 [0010] In another enbodi nent,
the wirel ess devices deploying with the agent program may be registered
e 0T 0By T #! 255 SRt MRbSinfeH bf Uit RN bAGrionRS! ShodtR Yndye

i ncor por at e[ds(l)gr;l/I t he agent pr ogrlar%s. g%elﬁwl%n&?g‘%t’ anok’ﬁ%trloe E%? rrenta?' t he
syst em Bay detarmiver theolvpaticre ofi the misdess Idevivavtonlse {dvatedolsdsed @mni agespeciete
installed therein, wherein the server. operable to receive th er f.or mance
char act er i <l Hispieen dh, P dvisjest AEviges i e gend Evmams g Bepwirgless
determ ne tqQiceds Bt 1Al ank RELMHGHESPacRE, WARTdiD tHGedREM EMistad 8 nfySHeeM MRY
al so conprise a databases subsystemfor storing users registration details

and r ecor diahipined basedos thseaciviredoparfosmanet chamtferistics datt i vities. In the
present enbodi nent, the at | east 20 one of the agent prograns nay conprise
t he dat abases subsystem It is possible that the positions of wreless

devi ce fgo Heoigjcat ed Jarsmothepekdddmnsht Sthevaekléss deliRes abFIBFIRE Switlh tHeSapehem
[0012] In a further enbodinent, the system may further conprise a spatial

25 per f or meegragpmay beoiegistasesd meprader tier wirelsss paswptk: nliHdbere Higr pesitining i cs
within the | . nher el h i.r el ess performance
characteri ST%%%#&?%&Q@O%&%%%& 1%9’%& a%gﬁtl é)rﬁ a}é\%bt s or regions based on
simlarities of the performance characteristics. It is possible that the
spots or regions are divided into grids or islands. |t is alsq possible
011} In yet another embodiment, the system may further comprise a server
15 having the positioning model installed therein, wherein the server operable to receive
the performance characteristics data acquired by the at least two agent programs to
determine the location of the wireless device to be located. The system may also
comprise a databases subsystem for storing users registration details and recording
wireless performances and traffic’s activities. In the present embodiment, the at least
20  one of the agent programs may comprise the databases subsystem. It is possible that
the positions of wireless device to be located are tracked and stored in the databases

subsystem.

[0012] In a further embodiment, the system may further comprise a spatial
25  performance model for mapping out wireless performance characteristics within the
wireless network; wherein the wireless performance characteristics may be mapped in
various spots or regions based on similarities of the performance characteristics. It is
possible that the spots or regions are divided into grids or islands. It is also possible
that the system further comprises a ranking algorithm operable to matching the

30 performance characteristics data of the wireless device to be located with the spatial



that the system further conprises, a ranking algorithm operable to matching
the 30 performance characteristics data of the wirel ess device to be

| ocated with the spatial 4 performance nodel for identifying the spot or
region at which the wireless device to be located is |ocating. [0013] In
yet a further enbodi nent, the system furd her conprises a 5 conpensation
nodel for processing and providing average val ues for the performnce

char act eri S| 5 Bl pear.|i 0nne. i LE ji b J due to
backar ound Poro e tndtel frdaéhiitby e JoBt of RERANA Hidhint WS Bide BN,
aver age valloetedois dadatiegl by t he conpensation is 10 based on a

pre-determ ned threshold value that is determ ned based on filed
measurenents and simulation results. Wien a difference between the average
val ues of rpopgriod apd yet S, smeﬁdérﬁsocaﬁ{ehedt&X%g&&nt Wb %ﬁﬁg{i@ksvaal ue,
the average values of & current period may be uséd If the difference does
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It is al so pednblredib hatrfvgsesa di fference between the average val ues of
the current period and a next period exceeds the threshold val ue, the
average values of the previous value is provided. 20 [0015] In another
aspect of t resenty, i i O ere is prhovided a.method for J.ocating
and tracki rlgﬁ}/\‘nﬁr el essIt é%élg%}ébsle %a% E}ipena\ger%ergﬁl %Ssprﬁﬁd\%%rb%t %\‘/’?‘rﬁ‘ge‘ésa% rh?gal ity
of  wirel edsisetewnc @s pré-deteniinbd dhfeahpldi v8lae dgat dyi dderdiindid datedploag fided | N at
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determnin he | tion of the wreless ) )
gWthen a (ﬁ%fgrence between the average values of the current period and a previous

15  period does not exceed the threshold value, the average values of the current period
may be provided. It is also possible that when a difference between the average values
of the current period and a next period exceeds the threshold value, the average values

of the previous value is provided.

20 [0015] In another aspect of the present invention, there is provided a method for
locating and tracking wireless devices within a wireless network having a plurality of
wireless devices, the method comprises deploying an agent program in at least two
wireless devices; acquiring performance characteristics data of a wireless device to be
located for locating a location of the wireless device to be located; processing the

25 performance characteristics data acquired by the at least two agent programs; and

determining the location of the wireless device to be located.

[0016] In one embodiment, the step of determining the location of the wireless
device to be located may be based on a respective distance between the two wireless
30 devices having the agent programs and the wireless device to be located, wherein the

distances may be obtained based on the acquired performance characteristics data. It is



device to be |located may be based on a respective distance between the two
wireless 30 devices having the agent prograns and the wirel ess device to
be | ocated, wherein the di stances may be obtai ned based on the acquired
performance characteristics data. It is 5 possible that the wireless

devi ces deploying with the agent prograrg are registered users for the

w reless network. [00171 In another enbodinent, the step of processing the

per formance_ 5 racteristics. data  acquir. by the at |east two agent
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t o be | ocatfafthesvipdésk aetik by one of the agent prograns. [00181 In yet
anot her enbodi nent, the nethod may further conprise processing 10 the
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further enb‘l%g' Bbpandishe nmethod may further conprise mapping out wireless
per f ormance cﬁt;@a%teri stics within the wirel ess netwrk, wherein the

wirel ess performance characteristics are mapped in various spots or

regi ons ba n simlarities of the perfor ce characteristics. It is
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the performance characteristics data the'wirel ess device to be |ocated
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| ocated in the databases ]
least one of the agent programs comprises the databases subsystem.

15
[0019] In a further embodiment, the method may further comprise mapping out
wireless performance characteristics within the wireless network, wherein the wireless
performance characteristics are mapped in various spots or regions based on
similarities of the performance characteristics. It is possible that the method further

20 divides the spots or regions into grids or islands. It is also possible that the method
further comprises matching the performance characteristics data of the wireless device
to be located with the wireless performance characteristics of the wireless network; and

identifying the spot or region at which the wireless device to be located is locating.

25  [0020] In yet a further embodiment, the method may further comprise tracking
and storing the positions of the wireless device to be located in the databases
subsystem. Yet, the method may also comprise processing average values for the
performance characteristics data for a period; and compensating irregularities due to
background noise and radio interferences based on a threshold value.

30



subsystem Yet, the nmethod nmay al so conpri se processi ng average val ues for
the performance characteristics data for a period; and conpensati ng
irregularities due to background noise and radio interferences based on a
threshold value. 30 6 [0021] It is possible that the nethod further
conprises conparing a difference of the average values of a current period
with that of its succeeding period with the threshold value wherein, the

average va of th t ed the
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Description of the Draw ngs [0022] This tnvention wll be described by way

of non- 15 mnrevigusepdsiodi doen et exceed He thresbadtvaluey thetaverage wahlhs o%ﬁhe rcgrreat t o
t he acconpany. dr.awi n whi ch... 15 023 EIG 1 il es a floor
pl an havi nd’e\é an%?aé'l ‘é%%“’%@?%?’ﬂ‘%%ﬂ‘ffﬁ%%g ehﬁ%vé?sagfié’@ ﬁ’ﬁr‘fb‘“??ackl ng
capabi i ti qsenba aAd 8 AL Whéded9NR tRIFBIRAH FEIE, thE aldigpe mesemhelpﬂa\ﬂa&s on;

[0024] FIG illustrates a bl ock diagramof a systemfor |ocating and
tracki ng 2‘0‘1%1?1@{ besproyideidces in accordance with another enbodi ment of the
present invention; [0025] FIG 3 illustrates a bl ock diagram of a

dat abases subsystem in accordance with yet another enbodi nent of the

presentio nvention; 25 [0026] Bri&k Debctiptidissfithé Bgavdings ow chart showing a
process for t r acki ng location of a wreless device in accordance with yet
anot her enbodi nent of the present invention; [0027] FIG 5 illustrates a

e R, QU % RSP PRy SRR s o

the present invention, with reference to the accompanying drawings, in which:

15 [0023] FIG. 1 illustrates a floor plan having a wireless network with wireless
devices locating and tracking capabilities in accordance with one embodiment of the

present invention;

[0024] FIG. 2 illustrates a block diagram of a system for locating and tracking

20  wireless devices in accordance with another embodiment of the present invention;

[0025] FIG. 3 illustrates a block diagram of a databases subsystem in

accordance with yet another embodiment of the present invention;

25  [0026] FIG. 4 illustrates a flow chart showing a process for tracking location of

a wireless device in accordance with yet another embodiment of the present invention;

[0027] FIG. 5 illustrates a flow chart showing a process performed by a
compensation model in accordance with one embodiment of the present invention;
30



30 7 [00281 FIG 6 illustrates a flow chart show ng a process perforned
under an positioning nodel in accordance with one enbodi nent of the
present invention; and [00291 FIGs. 7a and 7b show two screen shots of a
nei ghbour nodel in 5 accordance with one enbodi nent of the present
invention. 8 Detailed Description [0030] In line with the above summary,
the foll owi ng description of a nunber of specific and alternative

orosent 1 nidfidion. °1 i€k RollBS SRR eblf hONRAIA iBeer BRI a0,

that this igosiohingime®y ihacpidagdid \@m@l oii¢ elbodimeHCT theprbdnt thveatidi; kad Sone of
the details may not be described at length so as not to obscure the

i nvention. For ease of reference, conmon reference nunmerals will be used
throughout bsorf i gur t S f res
conmon to t ]| gur e?ﬁdgg%?o%gl]%ﬁgq’p?‘ggenfeefln%{éﬁst ?gn pggm% esﬁg&ésiyglt em
and net sod afcomrdhlmeatmﬂngnﬁldbodlmaﬁxlﬂfml@ presegh bhventiorg nobi |l e nodes within a
wi rel ess network. The nei ghbouring nobile nodes include any wrel ess
devi ces, such as l|laptop, smart phone, PDA, etc. The system and net hod
provides agent prograns for deploying in at |least two of the 15 wireless
devices within the wirel ess network, wherein the agent prograns acquire
per formance. characteristics data of a wirel ess device to be |ocated and
determne the |location of the wireless device to be |ocated based on the
performance characteristics data. There is also provided with a database
for storing the locations of the wireless devices to be |ocated for
contact tracking and tracing. 20 [0032] FIG 1 illustrates a floor plan 100
having a wirel ess network with



wi rel ess devices locating and tracking capabilities in accordance with one
enbodi nent of the present invention. The wirel ess network conprises a
wirel ess access point (WAP) 110 for providing wreless connections to

Wi rel ess devices within its coverage. 25 The coverage of the WAP 110 covers
substantially the entire floor plan 100.8 The WAP 110 connects to a wred
network 120 that includes servers 150 for providing services to the

wi rel ess devices. The wirel ess dew ' | apt op devices 111, smart
phones 112, personal conputer (P%?&%%%ngk ﬂ§§ PC 114 and other w rel ess
enabl ed devices (not shown). The wirel ess devices are able to conmunicate

w th each via peer 30 _to-peer or ac-hoc nnections W th. appropriate
confi gur at ﬁhﬁ@land aﬁBﬁ%nEa‘Ylflbﬁ‘? aiﬁ?’%@%’é’ﬂf%ﬁlé@réﬁﬁwr% Ss\ﬁ“i’téqne_ ]Q‘SP rk may
be a securef GREMR' ¥nd IH&n&WeeEﬁ%édi%xhen%ﬁXﬂeCﬁ%v@E& Q8 Siirstdid We! BVERe

network are required to register with the wireless network as a valid user
and an &gerfeatpres@f tha present piveyen. dhshallderapparsntato avieskilletl ds the atb\hioweverThe

| 4 Lo el ; .. . \ |
Forcor | oo TRy SERmERERn i ROMAdGE RteE R Peiific 886l SoBR S RaMlsar by
wi-rel ess 5 figyvhear debdtibed @t REgthabId ndtHd dbeMRé tHE iHGtioh. Pottbatd\6f reftkdneet ed

data is pushed to the servers 150 for processing. Upon receiving the

rel evant petonunemreierendearuearalsivalli hesused shraughovhthetfigusereyvhen refereing &0 ther s 150
are able taqj | f g%@ f.@all detected wreless devices. 10
[0033] Sti ﬁ"‘*"%g"?téirlé‘lyaﬁtgfgﬁ%é‘%%? ﬁ%ﬁ?p%tuf%sr performance nodel 190 nappi ng
out w1pel ess signal performance characteristics wwthin the wireless

network at varjous spots or regions reference to the WAP_110 i s, provj ded
for the wirl@P8Ys net whikpigsent paventign proyifesna system prd mothed for losating #ghce
model 190 i - O S; : AN T 21 i ur i i t he
floor plan %%%I&Bg‘gé Ugﬁﬁ%ﬁgoéllwmﬂﬁgé}i ?}t@g %f t eﬁﬁéﬁﬁ?@édﬁ% ﬂ%%rhpor ce
char act er i shobite nhalesiinciude anp atiteddss devitex sechas lappale smaf@Phose, (P ai¢. ebhe

according to the respectjve sition indices represent, b ectangular grids
180. The n¥&SH éﬂ‘g eﬂb‘f‘i PHBR‘%‘ér?nghﬁ’ﬁQ%a@ﬁi?‘éggﬁPY%i @s%aieQSthh%V
af fect e bywihbEReleviées within the wireless network, wherein the agent programs acquire

-

performance characteristics data of a wireless device to be located and determine the
location of the wireless device to be located based on the performance characteristics
data. There is also provided with a database for storing the locations of the wireless
devices to be located for contact tracking and tracing.

20 |
[0032] FIG. 1 illustrates a floor plan 100 having a wireless network with
wireless devices locating and tracking capabilities in accordance with one embodiment
of the present invention. The wireless network comprises a wireless access point
(WAP) 110 for providing wireless connections to wireless devices within its coverage.

25  The coverage of the WAP 110 covers substantially the entire floor plan 100. The WAP
110 connects to a wired network 120 that includes servers 150 for providing services to
the wireless devices. The wireless devices includes laptop devices 111, smart phones
112, personal computer (PC) 113, tablet PC 114 and other wireless enabled devices
(not shown). The wireless devices are able to communicate with each other via peer-

30 to-peer or ac-hoc connections with appropriate configurations and applications

provided therein. The wireless network may be a secured network. The wireless



factors including i ndoor or outdoor placenent, nearby obstructions, other
el ectronic devices actively interfere with the signal, and etc. For easy
ref erence, each colum of 20 the rectangular grids 180, fromleft to right,
is denoted by capital letters A, B, C, D, E, and F respectively, and each
row, fromtop to bottom is denoted by capital letters V, W X Y and Z
respectively. A position of each rectangular grid 180 can accordingly be

respect i vely. | ar grid 180 can ac |
row for - duuia Bl Bk wi0RR RARAEERE rBiihul R ZATRRY B Rl 1

corner of trheewddkomsra phlichugh ah@Gn dgenepiogeans prliépddyedest thenegisteredoelizlessO0 | s
establ i shed, the relevant perfo nce, data are stored, and ,updated .,
peri odi cal I9pVicH- Fhe eaeny opdaram .equye&w oM sIcns deYigs ds Wl 45ampuitaringni

the covera f ;i L8 wiseleds t he
i rel oss dap fof ACHiA FlaaRnf Bl Aince BoFIROC S T GEL{GpE Wik
det er mi fe adeyides! (ib8dingavalab and spahidsusers) tand the callecied dftat isepushadetce the

devi ce. The serv 150 further identif ether the wireless device is a
valid user SRYrs §50 Frcprogessinge VRO EGsoiingsthe e cypnt Posigrmanie sharasierisiisy g2)

and |l1c (adatfiroth f¥)agehtSthEServérs31 J084re @bictto Bddntifh ke R¥RidnsRITANEIelebedd ( at
grid FX) and the tabl et PC 114 (at grid FY) are valid users with agent

pr ogr am depWisgless dewises.st t he snmart phone 112a (at grid AW is an invalid
user. The respective position on the grids 180 of the wirel ess devices nmay
5 be identified by a system and net hod di scl osed i n Singapore patent no.

120957 fnt i 0083} " Sysstaveraginktb TG, 104 shiial pérférmanbe moderi 900mappingroge e
Wrel ess Access Users in a Conputer Network" (SGL20957). The system and
net hod of SUrdessssienst psafermance charaderistishwithinghe yaglasy petweek poEEONHIPOET each

o or s gt Pons PP R mADRANY Bloviba RGN BpAh BT BN 7D,

sane or siml ormance charact tec

WAP 110. | tplass100eTks spatief gorfoetans modet 196 issprdonaructddahioulle a wiredess sithas a
sanme or simlar neaning as the grid 180. 100351 Sti|ll_referring to FIG 1,
when the snBFYEYHioABONE Jthe cHloqr, Blap hl00; o\Rasgdeon die smlapjlies | of st raeawisek, at

least 140 Oferfdifia@ ChardSEfistics Ve B8 SsHBY PEFolAMBIMbAE 190 is tabulated

according to the respective position indices represent by rectangular grids 180. The
measurement of the performance characteristics are commonly affected by number of
factors including indoor or outdoor placement, nearby obstructions, other electronic
devices actively interfere with the signal, and etc. For easy reference, each column of
20  the rectangular grids 180, from left to right, is denoted by capital letters A, B, C, D, E,
and F respectively, and each row, from top to bottom, is denoted by capital letters V,
W, X, Y and Z respectively. A position of each rectangular grid 180 can accordingly
be identified by a two letters code representing its corresponding column and row; for
example, the grid FV represents a grid at the most top right corner of the floor plan
25 100. Once the spatial performance model 190 is established, the relevant performance

data are stored and updated periodically in the servers 150.

[0034] When a wireless device is within the coverage of the wireless network,
performance characteristics of the wireless device are acquired by the server 150 via
30 the WAP 110 to determine a grid 180 that corresponds to the location of the wireless

device. The servers 150 further identify whether the wireless device is a valid user. In



15 agent programinstalled therein acquire the performance characteristics
of the smart phone 112a to determ ne a distance therebetween respectively.
For easy reference, the wreless devices having the agent program depl oyed
thereon may al so herein after referred to as "the agent device". In the
present case, laptop Illa-and laptop Il11®, being the nearest two agent
devices to the smart phone 112a, acquire the performance 20 characteristics

data of theygmar ﬁle@%tg&g%ﬁtjaﬁgt g{:ig clﬁsfié‘gl%lgt(&gfgﬁdﬁ?z)vﬁﬁslﬁéféait\g@ diéb? ¥y 110

for processing. Bas u the 'servers térmne a
di stance, 108, (atogidEZ) thdsmiraphapr 112bgatgril FXE axhthe tahdtR(e1141@a grid Y )a

di st , D2 ..th t I.1l.b d.th t ph 1
o stance, G2, Aehueen e, | SRLOR LB S0G,t b pmns BN g KRS
112a can beshdaRbiid ugkq. Tye tdspelidig Qi_tibﬁtoﬁrtﬁcte%ﬁdsoﬂm &%@@ﬁﬂ?sﬁbﬁé&_@ma

di stances. [00361 In the above enbpgdl ment , e positions o e wreless

devi ces 5ar ée iderdified by st sustem dndrmethog tisclosed in|Singaporgrpatant no.d@0p hiaentitled

present inugntion i ,C I f ..det i ng and trackin sitions of noving
i retess dogy S md WERPA fnplyicntariTidfof o RoREWiEEsLRE S Eig b re
servers 15WCimpaénNetose @G12005m. WAR dykfint afl meoll (EBCRD0957 proshat ass
device for the purpose of the present invention. [0038] For sinmplicity,

only a two lecatiepsanpedid0dpnithe locatien pheashrwieclens devicaso dniS§1289%% the lgeation
h ith. | it . t £ ] 6. i
er £ or rancaGERY GOAF Bicktalind ol & DRlaY ReAORRRCT BRI B be

| ocati ng aletbctadetykihe VAP 1@0.e$iSs deyéto esferitd ad frheiskmds hed tHolike, andrit leasanpl e,
different floors of building. 10 ,[0039] In accordance with yet another
enbodi nent , SR Er gimilar cening@§dhaerid 0. ude a plurality of wirel ess access
poi nts and/ or repeaters or reflectors for extending the coverage that
ordinarily would go un-received for a larger floor plan. [0040] In

accor dance [@033] yet &Bidl feéarriegboBIGrelytwhehtthé smgroplsiniel 1424 katerst the coverage

of the wireless network, at least two of the valid users’ wireless devices having the
15  agent program installed therein acquire the performance characteristics of the smart
phone 112a to determine a distance therebetween respectively. For easy reference, the
wireless devices having the agent program deployed thereon may also herein after
referred to as “the agent device”. In the present case, laptop 111a and laptop 111b,
being the nearest two agent devices to the smart phone 112a, acquire the performance
20  characteristics data of the smart phone 112a and send to the servers 150 via the WAP
110 for processing. Based on the acquired data, the servers 150 determine a distance,
D1, between the laptop 111a and the smart phone 112a, and a distance, D2, between
the laptop 111b and the smart phone 112a. With reference to the two distances D1 and
D2, the location of the smart phone 112a can be identified by finding an intersection

25  based on the distances.

[0036] In the above embodiment, the positions of the wireless devices are
assumed static for simplicity. It is understood that the present invention is capable of

detecting and tracking positions of moving wireless devices in real-time.
30



15 wirel ess network deploys an agent programautomatically to a wrel ess
device for performng location tracking. [0041] FIG 2 illustrates a
system 200 for locating and tracking wirel ess devices in accordance with
one enbodi nent of the present invention. The system 200 20 conprises a
dat abases subsystem 201, a perfornmance idé&ference profiles generator 202, a
user registration adm nistrator 203, agent prograns 204, a network

per f or manc nitor i i ithm
D ocessor 38%an pdbrngRrkRERRE bR 8E oot MAE M A8 P i

| ayout genéreataated2ik@. witdiess deyiet €on tRO Puripsseafthepresont idvents@r. ver s 150. The
dat abases subsystem 201 nmanages data 25 for the system 200. It conprises a

plurality of databases that will be described in details later. In an
al ternati vegogsgodi ment i3 SERAYAAR0 dBYnal 95t aMeBbE&S 90 devi ce,
such as thg[ djé@kt op co%ﬁ?@%&%lé ?]c?r Ioéat?ngaaﬁgltgfrbac P%g v?/i rel ess devices

accessi 15g twovided vierewitls s hretasoordanc@0 With0 48] al@rdtive r ehbodiment, t the Fp@tial2, t he
performance reference praqfiles.generator, . 202 constructs th i al

per f or mancé efg’&@?‘ncf%‘)‘geé ng 18R é’g éﬁ?&%‘“ﬁ‘?edp‘é‘rq‘ &F%‘ﬁwni@naﬁ %%‘feé ?‘Frgf‘)f’%’ﬂgc s
data for | ot irakid itlRS @eﬂﬂe%"’iﬁf S EntdRULIRE SToR aSQfh R’ diﬁereﬁtalna&tse@t

performance characteristics of e W rel ess devices. e spatia

per f or mancebuiding 190 requires updating systematically and/or on an ad-hoc
basis. The user registration adm nistrator 203 handl es regi strations of
new users for the system 200. Wien a 5 wirel ess device is connected to the

wi rel es® nefpesdlk Vi a TnhecddAindd Grith Rt Usether leptbodimait] ae acirdleks Shetabdkr 203
det erm nes whether the wireless device is a valid user (or registered
user) in a igslade pphralitsof yirplesy ageess peintAngion sepsatstryystiegiors dar exignding he

w rel ess deyi .S, g usar I of the wireless
device is etﬂégg\ﬂége% tgﬁtg)&§l§1%§%e‘g§ué§ gﬁﬂl -&g%eé\zeﬁg%%%?%%gﬁ% t’feap'ess net wor K.
When the wireless 10 device is identified as an invalid user, the user

registratio g&im ni strator 203 ny request the wirel ess device to register
as a new valPluser . T pesordanee r"@é} get another, empediment, it is possible that the
15  wireless network deploys an agent program automatically to a wireless device for

performing location tracking.

[0041] FIG. 2 illustrates a system 200 for locating and tracking wireless devices
in accordance with one embodiment of the present invention. The system 200
20  comprises a databases subsystem 201, a performance reference profiles generator 202,
a user registration administrator 203, agent programs 204, a network performance
monitor 205, a compensation model 206, a ranking algorithm processor 207, an
positioning model 208, a neighbours model 209 and a layout generator 210. The
system 200 is hosted by the servers 150. The databases subsystem 201 manages data
25  for the system 200. It comprises a plurality of databases that will be described in
details later. In an alternative embodiment, the system 200 may be hosted at a wireless
device, such as the desktop computer 113 for locating and tracking wireless devices

accessing to the wireless network.

30 [0042] Still referring to FIG. 2, the performance reference profiles generator

202 constructs the spatial performance model 190 as a reference of performance



user registration adm nistrator 203 depl oys the agent program 204 in the
wireless device. If the wireless device is not an authorized user, the
user registration admnistrator 203 may deny access of that wrel ess
device. The user registration 15 adm nistrator 203 may further record the
W rel ess device identity, such as Medi al2Access Control (MAC) address, as
well as its locations for future references. The agent program 204 is
depl oyed i el i . P t , n
cnown as " GIEREIEHS GRE diloahe Bld BUIAE Hilee? WEHBLONML oAThE el

exi stence gferfoahlite ¢chadchyisticd ofvthevwirelesssdevders) CEie spatibl paforthahee nibdel
performance, characteristics of the 20 active w rel ess deyices, send.the

col | ect ed di0aeawresHypdatng systempgically and/or 81 an 3g;hog gsis-e e UIH IeHSTNK

per f or manc i ' | ' h C

records thgddlt@{'a}tlfg ?t(E:)r 2@%%&%?@?\&# gW%%ﬁ?g%?%éﬂ%fyg{%hgggb [g’gg%f Still
referrilg twiréless. d&icd e cammpedstat thenwirolésd n2@®rkrow ithke SVARS1H), gbe iuséms f or

conpensating irreqularities t o hackgyound. noi.se and.radi o ..

nter  or endgesiitadiniiios M de SraRE Phahear Rkl St pPIGBIELT. The
ranki ng  alggfsietddmhsed) irC 2 WB& Risleh 3toRed b HEPNALbaSEREREHKIh 201 CSWhEN tiiee
detected wirel ess device 112a"with an average of the 'historical reference
per f or mancewigtlassadevied it identifiest as mevalidt usert the locationodf theewitelgssoflevdes &ct i on,

and the al gorithm 207 norpalizes, ranks and vields a 30 f or,mance i ndex,
representir chrﬁ%&nﬁggft@gﬁgﬂgse ltclﬂgY%?c?I_B?’?% ?IPGCSX'S%S%Q‘EWO ‘ea’ ¢V ee‘_(’:er_‘a']'S?S_ t he
VAP 11040 W clehidehi%t identifiddead] ah epvdatid M!ef,eihéslﬁseﬁQ&giﬁ&tiﬂaﬁ?aﬂmiﬂ'ibt@atﬁﬂaﬂs iy ng 13
nodel 208 acquires data fromat |east two agent devices and processes the

data for degeshiheewizelescdaviesiogeeisispanamen yalidousst.d Afies the registrafigny fisour s

vicinity f oo Rabgrip sl B8 MO AR, MochR ACBCHe bl | oce

for presentdevicet hdfwihe elviisksddevicesis | astath ongh@aixddt tiver, Sthee hey aregistration dat a.
The | ayout generator 210 cogr ises a floor plan generatgr 211 and an
access  poi rdmyaISEar A03omaydicay acerss 2fothatrdreless slevise an L HatTategistriodan
ggp:;ﬁt %? hgadééi%fég}étol"m by OfdthEOFecBf PRI GRtldls RIFREMUEMAY Ofuch 50 MRS

- Access Control (MAC) address, as well as its locations for future references. The agent

program 204 is deployed in the wireless device for performing background tasks, often
known as “daemon”. The agent program 204 is configured to scan the existence of
other nearby active wireless devices, collect data of performance characteristics of the
20 active wireless devices, send the collected data to the server 150 for processing, and
etc. The network performance monitor 205 monitors the wireless network’s traffic and

records the traffic activities in the databases subsystem 201.

[0043] Still referring to FIG. 2, the compensation model 206 provides
25 algorithms for compensating irregularities due to background noise and radio
interferences in performance measurement by using differential values. The ranking
algorithm 207 compares the performance characteristics of the detected wireless device
112a with an average of the historical reference performance characteristics pertinent to
the time of the day of detection, and the algorithm 207 normalizes, ranks and yields a
30 performance index, representing the performance characteristics of each area covered

by the WAP 110, with that of the detected wireless device 112a. The positioning



poi nt/ base station generator 212 provides exact |ocations of all WAPs and
repeater or reflector, if any, and the layout is overlaid with the fl oor
plan | ayout. Wth the 10 generated floor plan |ayout, the nei ghbour nodel
209 establishes an overlay grid on the floor plan as a reference for
identifying the location of wireless deydces. It is wunderstood that the
grid may be in any matrix formor coordinate systemfor identifying

| ocation of_w ) ' ithin t wi_reless. netwrk. The.co er
sor oen shovUGOBRABT SE3 stk B feds Evf skt F5icfi e pibopnl e Ml W
nei ghbour i ndetéradfsa Wichtivroft i thet Witk dss @ e. MEHeWRighbo 8 Qdatikl 209 zendrates a
Illustrates. a bl ock diagram of the databases sub\slééstem 201 of  FIG 2 in

accor dance Wittf eghberBg doden (Wighin ian spestisdevieinityionthe ivireless dexicaa s
subsystem ' ' M I: ] ; ' | dul e
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further divided into a client subsystem 310 and a 25 server subsystem 320.
The client paibtthest statiGd @emxratoe 212 previdds atesti loesionpaf alil (MARs sndisepettenvur e of

th t 204. Th i ncl udes .client ticul 311,...client

por 1 or manc e BTN i, ane AF 16l 75 3FReid) VIR o, Hogh B el anih S

data arf®) Cgdnefied ﬂk%r%ﬂ’mﬂﬁ?&h‘[?ﬁi@%@ig}ﬂﬁoﬁ' HEd A E@? 6dthiiRhed SAEoVeklay gridlog tkd | ent
e as | a

particulars 311 inclu device type (such apt op, PDA, etc), client
descri pti onfloerdplani asy anigfasence faxCdgotifying dhss locatien afi wigelesss devicesy pdt ismind

etc. The clj erformnce 312 i.nclude,date and t. of , which,t .

oot or mano et SR A IR BEE e R EhY SRR A dootdiie Plsteil fof Jophfying

per f or mancelogtisnostt wirélsdsi devided GVithihe tife WirelessSietwordt Mhesd ter! RrddAishews at i o,
round-trip- response-tine, and etc., The client |ocation 313 includes a

| ocati on of netrnly,the dedee tobgiloeatedit buy allathei astiveneighbeuringynedeseyitiip dhe he
corresppndi pg.flal gr3pg time. The client

[0044] FIG. 3 illustrates a block diagram of the databases subsystem 201 of
FIG. 2 in accordance with one embodiment of the present invention. The databases
subsystem 201 is divided into two main modules; a dynamic updating module 301 and
20  an admin module 302. The dynamic updating module 301 requires real time updating
of the wireless network performances and traffics. The admin module 302 stores users
registration data and reference data for the system 200 processing. Each of the
modules comprises sub-databases for handling data of different categories. The
dynamic updating module 301 is further divided into a client subsystem 310 and a
25  server subsystem 320. The client subsystem 310 stores data of devices’ particulars as
feature of the agent program 204. The data includes client particulars 311, client
performance 312, client location 313 and client neighbour 314 and these data are
correlated to each other by a unique client identity. The client particulars 311 include
device type (such as laptop, PDA, etc), client description, identity number, MAC
30 address, operating system type, and etc. The client performance 312 include date and

time of which the performance characteristics data is measured and the relevant



nei ghbour 314 includes client identity of other nearby devices, and the
rel evant date 5 and tinme. The server subsystem 320 includes a site client
321, site reference performance 322, client capture performance 323,
client island 324, client location 325 and client neighbour 326. The site
client 321 includes the client identityl4f all the wreless devices
accessing to the wireless network and the tine and date of access. The
site refer f.0 . - el u r ti.ve .8l ' Wy and
Thei r 10 parrSraEecaRRRGisHEs e Ry R kGBS Yol

si gnal - t 0- nesmasd-tinepand ettnNdThe iclient’ RetvNSELY invthudesa Tobstionosf ths pwinelessg

I sland. The_ c|ient-captured performnce 323 includes reigectiv?wgﬁient

i dentiti es dgNiFes Ald Paryenlap dats snd tine, and they Gostespanding date ands filgg | The Lligptn gt

si gnal -t o- noi : Lrd - =t T, 8B ank AGAL | on
325  incl ug{eéggi?ﬁgla%*fglnc‘ti@égg}\lﬁttlﬁg@ﬂzﬁg%ﬁlﬁ%idreg%c%%g%, ;ﬂﬁ% ran dat e t hat
conput e$ byantdhtime5 <SEhet serv@06ubsyitemc B2®rincinddsghbsiter cB&f 3¢ ositdsreféremast

identity of nearb ices at a ticul gr tinme and date.. T dm p nmodul e
302 conpr | RELIONEesabef bt cepttis FRgprmance 23, gt g RicstishbBeitch P8 on
register 333d @enPREigABoROINY TRCEHid CRe a2 Rdthd&  thedclichP Rentif)! GNald@ea 335.
The site island data 331 include island identities, island X-Y

coor di nat eswirelisaletlicenagpessingiiouth¢ winglesamstwopearidshertineend idatead eesess t Ths  dat a
and etc. 20.The site | ocation 3 includes | ocation.identit. | ogatii on X-Y
Coor di nat s indeBEbEe IRFRTTARE 1 02n q TS BYSTREe pBUTE: Sieriiestdl 6. “Tre
client fegishRimadse SitAckriticdidcludensigh Huhemhe dignaletosnoifRafatibC thudSrip-
including client identity, client description, identity nunber, MAC

addr ess, opesrampermeyfar etiet saseespedinge istandThd hacdliestcantied neslormenss 3k a

334 stores &{?ﬁd&%@?&%ﬁ%’&ﬁ‘é t?&§8t°§§ A B8 g%fféﬁx%a%'cé‘éﬁara&@'s%@sh 'a‘é,%l%g {Cess
poi nt identity, access poin descrlp I ON, access p0|nf nmodel nuriber,
brand nane, steagthl sigahli-orndigteritib] yound-tp-réspomse-tithéretclathe33fensloatis 32%0r
plan identity, flqor plan description, floor plan file nane, and etc.

[0045] FI G inglugles ther qlisnt deaifes eshitey locphan 3B Ao deteoBR} FTPBERDY 68 of a
30 Wi rejessydRy] 56! ‘Th@cc‘f@fndﬂéiglﬂao‘&’r 886 ?%I%ﬁcgs”%’l?&ggc?@yg%f ‘h@&bf WEViEHN at a

i nvention. The process conprises detec user or systemin
step 410; ppatiadsaitige amdléatet Hhe admin module 302 comprises a site island data 331, a site

location data 332, a client register 333, an access point location data 334 and a floor
plan data 335. The site island data 331 include island identities, island X-Y
coordinates, island range radius/boundary, performance characteristics data and etc.
20 The site location 332 includes location identity, location X-Y coordinates and etc
which are identified by the positioning model 208. The client register 333 contains all
the registered users’ particulars including client identity, client description, identity
number, MAC address, operating system type, and etc. The access point location data
334 stores the access point/base station particulars, which include access point identity,
25  access point description, access point model number, brand name, and location identity.
The floor plan data 335 stores floor plan identity, floor plan description, floor plan file

name, and etc.

[0045] FIG. 4 is a flow chart showing a process for tracking location of a
30 wireless device in accordance with one embodiment of the present invention. The

process comprises detecting of active user or system in step 410; processing under the



15 conpensation nodel 206 in step 420; processing under the ranking
algorithm 207 in step 430; processing under the positioning nodel 440; and
presenting outcone in the neighbours nodel 209 in step 450. In step 410,
the system 200 detects all the wireless devices (valid and invalid users)
wi thin the coverage of WAP 110 and ident§fies their 5 validity status. The
performance characteristics data for each of the devices are also acquired

and stored jn.the,.dat sg.am 201, . For i nwal i.d,use . yist em
200 "y preSBRRgPR pRERE a0 i S A0 bbbl inds D YR ol R i 207
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position, an ocation of that wreless ce can be'identified from
t he perf or r26ceprovidesx.anl aveagp valGe fdre thepgwrformaiceg chadebrites flatmt har

refines the | ocation of .the wireless devjces via at least . t near
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refining the position of the smart phone 112a4. The agent prograns of the

| apt ops | | |axe anevided in dlag [spasial tpeefoppaicsr maded el h and dhe ppautited spatfarmangeom t he
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posi ti oni ngheskiereness with  miabnen yatue) of theh differences. A|rerfosmarsepigdex can
under st.god t{hen‘ﬂ)e ngﬁve%%’l Mﬂ@%@g&' e 'atsea%ﬁrpfo 1'Eigﬁ,daﬂ’detﬁ@ﬁ&hﬁ§r§ offhat M€

user validi
wireless device can be identified from the performance index. In step 440, the

positioning model 208 further refines the location of the wireless devices via at least

two nearby wireless devices having agent program deployed therein.

20 [0046] Taking an example shown in FIG. 1, the laptops 111a and 111b can be
used for refining the position of the smart phone 112a. The agent programs of the
laptops 111a and 111b collect the performance characteristics data from the smart
phone 112a. Based on the performance characteristics data, a distance from 112a to
111a and 111b respectively is determined and the refined location of the smart phone

25  112a can accordingly be identified. Likewise, the location of the smart phone 112b can
also be refined by the positioning model 208 with tablet PC 114 and. PC 113. Itisto be
understood that the positioning model 208 is performed regardless of the user validity
status. Further, by cross-referencing the location information obtained by each of the
wireless devices, the accuracy improves. Yet, the nearer the agent devices to the device

30 to be detected, the better the accuracy. In step 450, the neighbour model 209 acquires

the relevant data and information from the databases subsystem 201 for constructing a



status. Further, by cross-referencing the |ocation information obtained by
each of the wreless devices, the accuracy inproves. Yet, the nearer the
agent devices to the device 30 to be detected, the better the accuracy. In
step 450, the nei ghbour nodel 209 acquires the relevant data and

I nformati on fromthe databases subsysteib® 201 for constructing a 16 fl oor
pl an graphically and for outputting the wireless devices' |ocations therein
based on 't C | &S, . ot . ' rithm
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per f or manc eonrthelptocdBEd restlts.s t o be appreciated to the skilled person that
the other nmethod or algorithm such as the algorithnms suggested in
SG120957, may be utilized. [00481 FIG 5 is a flow chart show ng the
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di fference e iMylel : : e catjon
det er m nat itgﬁggﬁccor 8‘% %3&%2?5% ﬁg%%ﬁ% g?%tagga%glpg\?/c%ﬁhe ?%@e%eh%n éval ue
are provi detle lochtorebhDthe, wirdiessalenjeens bt ilanatdds It admdesthodahatdRih sighsls sarch
changes andggr ovi.des suitabl e aver age val yes. Perfoi(m%lnce characteristics

and the t hriBshBFrEPraNgS  ChARCIGrsHER 1y & hwielesso mieigKs fuchigtes o i BABAR t o RF

15  environment. Depending on the performance parameter and environment, a threshold

value is pre-determined based on field measurements and simulation results. When
there is a temporarily change in the environment, for example a moving object passed
by, the RF signal is interfered and the fluctuation may have a sudden change in the
average value within that period T which may give a difference from the average
20  values of it succeeding period that exceed the threshold. The difference exceeding the
threshold affects the accuracy of the location determination. Accordingly, only the
difference below the threshold value are provided. Therefore, the compensation is
adapted to identify such changes and provides suitable average values. Performance
characteristics and the threshold at key locations, such as corridors, that are prone to RF

25 interferences may require frequent updates and refinements for better accuracy.

[0049] Still referring to FIG. 5, in step 510, the compensation model 206
collects the performance characteristics data of the wireless devices for a period T. The
period T can be any reasonable period, such as 30 seconds, set by the system
30 administrator. In step 520, an average value, Ar, for the performance characteristics

data within the period T is computed. In the process, Ar changes as the time passed.



25 interferences may require frequent updates and refinenents for better
accuracy. [00491 Still referring to FIG 5, in step 510, the conpensation
nodel 206 <collects the performance characteristics data of the wrel ess
devices for a period T. The period T can be any reasonabl e period, such as
30 seconds, set by the system 30 adm ni gyrator. In step 520, an average

val ue, AT, for the performance characteristics data within the period T is

conmputed. In th racess, AT changes..as the tinme passed, 17, .Fqr each
per T or mance B APahETE TR PHREF B oL I TRSE RevTeeD b ey OB R er age,
AT, and t heAprditRe previctRlyedMBde @ YRHAEES A Tinlpreviowy FicdUs cBRGlaRd dtStep
calculated at step 530. The conpensation nodel 206 determnes if the

di f f er ence 339. WhertompeneationmeedsbP@6 determinepifsindifietencais withindhe Hueshpld

wi thin than,t r I the .conpensat ion.nodel 6 v rent
Aver age valliupAr0! IF UE, ek if SRETRRR A s FER00, PR ompP AR trbfsicile co
exceeds st hesabéy ths balréht average caling s tl Ep SABIRY fid@ier prodedshigl 1€ iepliffasnce
difference of the next average value, AT+1, with the current_ average

val ue, AT, @iceadsdpe dyeshoidsdhe eqmprnation medelofio, furdsr compuige pelifitiqace ok ( he
diiterence he ROPLGhed 0,1 A8, {RIEIRO Lo o380 vall Al of BEp $sh) efiRnCe 1

smal l er than the t the conpeéensati on no 0 saves the next
aver age valeompeAdatibn mddes 2@ ther Aefeernirien ift the diffsramwe dssmadjler khantthe thteshbkr ence

is bigger than t reshaol d, the conpensation | 206 saves the Vi ous
average vatiep gﬁ-_ifthﬁtd‘fgqr%‘ﬁ’eflsi@n? ﬂP%’rtSﬁé‘Fe%’Pngg Oﬁenﬁmoﬁmp%éb&ﬁe, t he

conpensgy i 0RvEDER InexPRRrA2t MUIEER S, ﬁ%ke&n??é)efo?@}fég gro\ééésih%. qf teffference

performance characteristics for proces ation of the wreless
devi ce to bie Higgeattheah the Shiefladd) the lc@npénsatiom niddel\2@th saves gieopriemigus lawerage
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characteristics data of the wireless device to be |ocated are nmapped w th
20 an i sl anite docatjon af thearireless devieg tohbe loeatpdr f or rance characteristics data.
At step15640, t he

[0050] FIG. 6 is a flow chart showing the processing under the positioning
model 208 in accordance with one embodiment of the present invention. At step 610,
the ranking algorithm 207 is processed as described above. At step 620, the detected
performance characteristics data of the wireless device to be located are mapped with
20 anisland or grid that best match the performance characteristics data. At step 640, the
positioning model 208 obtains the performance characteristics data of the wireless
device to be located from two of agent devices to determine the distance and direction
from the respective two agent devices to the device to be located. The positioning
model 208 then finds the intersections based on the detected distances and directions to
25  determine the location of the device to be located. At step 640, the location of the

device to be located is stored at the databases subsystem 201.

[0051] FIGs. 7a and 7b show two screen shots provided by the neighbour
model 209 in accordance with one embodiment of the present invention. The
30 neighbour model 209 retrieves data from the databases subsystem 201 , determines the

set of neighbouring nodes based on a specified vicinity from the wireless device to be



posi tioning nodel 208 obtains the performance characteristics data of the
wreless device to be located fromtwo of agent devices to determ ne the
di stance and direction fromthe respective two agent devices to the device
to be located. The positioning nodel 208 then finds the intersections
based on the detected distances and diregtions to 25 determ ne the | ocation
of the device to be located. At step 640, the |ocation of the device to be

| ocated is stpred at the databases subsyst 01. [00511 .FIGs. 7 7b
show two Smﬁ#@@rgseﬂﬁ%?}bee?p %é‘oi%gi a@ﬁ% n an%‘&gﬁcédgteﬁﬁceac@g‘ ance
Wi th one enbedirs@idhopfortaBydiit EHETH0. I THeAR} U@ Bb 7108howda AIBbONELTI1 SR 209
retrieves data fromthe databases subsystem 201 , determ nes the set of

nei ghbour i i arlwdldingbsige thespistamAMfor losating anidrtrackingmsavidedbthgreine| Beesflopsyi ce
to be 18 t : i he .nei gh '
e oot AR B (5B SRR S PO B P g

| ayout tab sidRpepouk dtdctedamdihéinlotitiomfonfthe foor &t shovanid falngmsey Edchtdfe
system 200 for locating and tracking provided, therein. The floor kK plan 711

i s divi ded thy laptens Isi b3wdrisr @i dashed eele dilfaindicayng dhat ths, laptep cowdd bepingn

711, 5 six -ar i i shown
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i ndi cat i ng T20at Thémelghpbaplistotabd720eshiows theylidt esfeneiglibouring hedekasfithth dier cl e
715. FIG 7h is a_.screen shot, for a neighbour list tab, 720. The nei ghbour
list tab 72‘001%&&31&%@??%@%6 %P@Hﬁﬁaiaﬁ&eh@aé@nwdmﬂw{ e neigRbringy of
the W rel esgides! &&ides. bterghf afkRd, R é’iﬁllhptaﬁs, SRR I8liRiubéts Tbr tRCwireless

nei ghbouring 10 wrel ess devices. Fromthe Tist, the six |aptops are all
val i d user snetworkt he wirel ess network. [0052] Depending on the resources

that are available on the agent devices, it is possible that the agent
program 204 is adapted to performa | ocal distance and | ocation 15

conput at i ongsaed on HéRnAMSINAE reBiifces MRANGR FEAIRAE bR theSideabddvicesCie & dance
with a further ‘enbodi ment of the present invention. The agent program 204

may furt herpgssible thatiibe pgand pragram 204 risradaptad to perfhen edpead distansg and location

15  computation based on the received performance characteristics in accordance with a
further embodiment of the present invention. The agent program 204 may further push

the location information to the servers 150.

[0053] As the present invention is able to locate wireless devices within the
20 network and recorded the traffic and activities, it is understood that such system may be
useful for identifying neighbouring nodes to enable various location-based application
to be developed such as contact tracing and asset checking. The nodes/devices include
any electronic devices that are wireless enabled such as PDA, handsets and other

mobile devices.

25
[0054] The proposed methods and systems address the challenges in
identifying, locating and tracking both valid and invalid mobile/wireless nodes (users
or/and systems) in a wireless network environment in real time.

30 [0055] The commercial enterprise which might be interested in pursuing

commercialization of this invention includes wireless network system integrators or



[ 0053] As the present invention is able to |locate wireless devices within
the 20 network and recorded the traffic and activities, it is understood
that such system nmay be wuseful for identifying neighbouring nodes to
enabl e various | ocation-based application to be devel oped such as contact
traci ng and asset checking. The nodes/dg¢yices include any electronic
devices that are wirel ess enabl ed such as PDA, handsets and other nobile
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nobi | e/ Wi r ey &ems Mﬁﬁcéti&efoﬁte tindinstichy 862 IBing &&en‘hﬁﬁ&';ﬁé@cﬂe ork
environnent in real tine. 30 [0055] The commercial enterprise i ch m ght

be interested in pursuing conmercialization of this invention includes
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enbodi nents have been described and illustrated, it is wunderstood that
many - Chanoqpostodi f1 ophlie BBeciN@ khblipihiARgy ComR] et RA S gl 4,GpW d be
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20 invention. For example, wireless devices location and tracking system may be adapted

for generating a list of neighbouring mobile nodes can be used for disease control in the

15  event of an outbreak of contagious disease.



Claims 1. A systemfor locating and tracking wireless devices within a

w reless network, the systemconprising: 5 at |east two agent prograns,
each for deploying in one of the wireless devices respectively, wherein
t he agent progranms operable to acquire performance characteristics data of
a wreless device to be located for locaging a |ocation of the wreless
device to be |ocated; and a positioning nodel for processing the
performance characteristics data 10 a%l% ired by the at |east two agent
prograns for determning the |ocation Mhe wirel ess device to be

| ocated. 2. The system according to claim1l, wherein the positioning nodel
determ nes the |ocation of the wreless deV| ce to be | ocated based on a
respective Wi st a%éﬁt%tfﬁfe]éﬁatmﬂean tracking WTP]éFSe‘ieé’l“GéW@é%aWﬁﬁmg netpIkgent
prograns ang, }g dr?%ﬁ device to be located, wherein the respective

di stances are talned based on the acquired perfor mance characteristics
data. 35 The syﬁ%asamagbmngrdg@amd; adach for déployigint dre off the veretessl dovicess

deploying with 20 the agent_ program are regi stered users for the wireless
networ k. 4.TeGEIE% SHISIERorthF ng2e Programs oRfrablei ot REIYEss i RGT “model

|'s 1 NnCcor pQiigtapidrisics! £fia 3R wiRIQY RIRe t35be5locé'5&? fQYRE&H ‘P&'éﬁ'bx{‘Bf ttl’ié claim

1, further conprising a server having the positioning del 1 nstal
therein, wherdess deiiee $eby lrcatepgeandbl e to recei ve t he perfornmance

characterlstlcs dat a_.acgquired py.the at .| east ent ang to
determine the | dcOPEAN g ﬁnf%l@%esﬂ@%i ﬁ’& ﬁ’ég a&?&a%teflj%gc% datg, ¢
syst em RCCOofcginng Eﬂ%'a@lé&t%wofdgéﬁﬂﬁ() aRR6! &été}ﬁuﬁmg FhSPRsRN cTuRswabiess f or
storing users registration detail and recording wrel ess performnces and

traffic's devideud be togated.

2. The system according to claim 1, wherein the positioning model determines the
location of the wireless device to be located based on a respective distance between the
15  two wireless devices having the agent programs and the wireless device to be located,
wherein the respective distances are obtained based on the acquired performance

characteristics data.

3. The system according to claim 1, wherein the wireless devices deploying with

20 the agent program are registered users for the wireless network.

4. The system according to claim 1, wherein the positioning model is

incorporated in the agent programs.

25 5. The system according to claim 1, further comprising a server having the
positioning model installed therein, wherein the server operable to receive the
performance characteristics data acquired by the at least two agent programs to

determine the location of the wireless device to be located.



5 7. The system according to claim®6, wherein at | east one of the agent
progranms conprises the databases subsystem 8. The system according to
claim1l, further conprising a spatial performance nodel for mapping out

wi rel ess performance characteristics within the wireless 10 network;
wherein the wireless performance characperistics are mapped in various
spots or regions based on simlarities of the performance characteristics.

9. The system acgording to clai . Whegein the spots. qr, regions,ar

divided T ot serhdctpifk B lind bl bR SRt B fors
further congdriny 0¢re régdtidiidg gty bhd Fecoriag aliréledsOpaifr@Bhdeg dndetraffic’s
performance characteristics data of the wireless device to be |located with

t he spati alacB¥E®r mance nodel for identifying the spot or region at which
20 the wirel ess device to be located is locating. 11. The system accordi ng
to claim®6, wherein positions of the wireless device to be located are

t racked sand7.st or'Het systeihaccdediapas etaimub)swhdreim at 3¢asfléne dh thesapheprogeaney di ng
to claim1, further conprising a conpensation nodel for processing and
provi di ng #PEIAEES Khﬁldﬂ‘ggaﬁ%ﬁu‘%sﬁ@elﬁ‘erfor mance characteristics data within a
period for conpensating irregularities due to background noi se and radio
interferences. 22 13. The system according to claim12, wherein the

aver age val&ies pFlmy sybtan gcdridimg twonlaansht fuathemoalaprising haspatialoperformance
pre-determ ne tpreshol.d value.that is_determ ned based qn field.

measur ement 804G 4T WAPRINE oty Wisglessy pegformance chargaterishies, MWghg; thg VHelepsi m
13, whejgei mepissk; @ di fference between the average values of a period and
its succeeding period exceed the threshold value, the average values of a
current period iwhersisdhé ireless pérfdreranoe chagianteristios arexaapped irheariouh spashiot d

val ue. . T .
regions based on similarities of the performance characteristics.

9. The system according to claim 8, wherein the spots or regions are divided into

15  grids or islands.

10.  The system according to claim 8, further comprising a ranking algorithm
operable to matching the performance characteristics data of the wireless device to be
located with the spatial performance model for identifying the spot or region at which

20  the wireless device to be located is locating.

11.  The system according to claim 6, wherein positions of the wireless device to be

located are tracked and stored in the databases subsystem.

25 12.  The system according to claim 1, further comprising a compensation model for
processing and providing average values for the performance characteristics data within
a period for compensating irregularities due to background noise and radio

interferences.



10 15. The system according to claim 14, wherein when a difference between
the average values of the current period and a previous period does not
exceed the threshold value, the average values of the current period is
provi ded. 16. The system according to claim 15, wherein when a difference
between the 15 average val ues of the cD2rent period and a next period
exceeds the threshold value, the average values of the previous value is
provi ded. . ARet f i Ki i i: lthin a
N rel ess ndbhor KRRy RolfiiFld dRPEe {AAEH B0 atibR AR IRKEEE e
conpri si ng:corfpeaepibn ymadsl anbasge vh P pregdasmiinedathréshalelt valwothat fsedetaminkelvi ces;
acquiring qsrfor qpe characterigtjcs data of a wireless device to be

| ocat ed f orbas§dmfipldgnepsyrsmentsgnd simylafiongeswlisess device to be | ocat ed;
processing the performance characteristics data acquired by the at | east
two agent prograns; and 25 determ ning the |ocation of the wreless device
to be | écatidd. THhe Tsenmertmrdingcoocldinmd 3t ovhelen when, a whfference bisrveenithei ng
the location of th wi.rel ess device to be |ocated is _based a,respective
di stance bet'lER AES P MO8 Bdals Shebreding REiATgeeert megBreheld ophendiesng

the wirel esfeflgyi udsOoPg hrfeat PAriodNenRED if e dFRrhR! dRsEftaEReQb R Ned
based on the acquired perfornmance characteristics data. 23 19. The net hod

accordi ng tthreshaldiyali®, wherein the wirel ess devices deploying with the
agent program are registered users for the wirel ess network. 20. The net hod
according to claim17, wherein the step of processing the 5 perfornmance

charactgr i st3.cs T gysashllict@dingyto BRindt14] Qdtebeih WohehOg Niffe¥eRe Bétveam@hd he
step of determning the |ocation of the wireless device to be located is

performed bAveragaevabiest pe theysnrensr pgiodnend 21previeas sriedddess centaeseged dhel ai m
17, Turt hery,copne 8la0sRL00E55| 6L diShe A REPLALRPRG ghar act eri stics data
acquired by the at T€ast two~agent progfans a server
16.  The system according to claim 15, wherein when a difference between the
15  average values of the current period and a next period exceeds the threshold value, the

average values of the previous value is provided.

17. A method for locating and tracking wireless devices within a wireless network
having a plurality of wireless devices, the method comprising:
20 deploying an agent program in at least two wireless devices;
acquiring performance characteristics data of a wireless device to be located for
locating a location of the wireless device to be located;
processing the performance characteristics data acquired by the at least two
agent programs; and

25 determining the location of the wireless device to be located.

18.  The method according to claim 17, wherein determining the location of the
wireless device to be located is based on a respective distance between the two wireless
devices having the agent programs and the wireless device to be located, wherein the

30 distances are obtained based on the acquired performance characteristics data.



and determng the location of the wireless device to be | ocated by the
server. 22. The nmethod according to claim 17, further conprising storing
users registration details and recording wireless traffic's activities at
a dat abases subsystem 15 23. The nethod according to claim 22, wherein at

| east one of the agent prograns conprig®s the databases subsystem 24. The
nmet hod according to claim 17, further conprising mapping out wireless 20

per f or nancelpgharﬁ%tlgédéi%'cgcé{dé\ii}gt Soit?q%i%nhg’v&ﬁﬁg%gz% ‘?lﬁél\évsosrdg ic\é@ﬁ%ﬁ%ﬂﬂ%pﬁh

Wi rel ess performance e varlrous” s

regi ons baskélagunt progtdnfietregistetd Usbis foetht WirsRREAetddAL act eri stics. 25. The
nmet hod according to claim24, further conprising dividing the spots or 25
regions into grids or islands. 26. The method according to claim 24,

further compyi si The dT&h{?&“d&g%rgi}% {&ﬁrc{lﬁ&m’}ﬁc HePah %Ee§t£;?r‘€cirt;ggrogé§sﬁlg°ﬁxet he

wirel ess device to bée oca e witeless perfor
char act &r i gierfosmardcetdharacierieticssdata atquiveld ;byathe a8@eabtdievit adent pepgraras spbtheor
region at whic he v,vi,reles;)devic to be located is . locating, 24 .27. The

h
met hod accoih ?lfgéqt?fnemggm cafion phthe WERISSS dvirg torbeclorsigd AhRCTEBEd By ¢ he

posi tions cgnem%gggggﬂﬁ@%agﬁyi ce to be located in the databases subsystem
5 28. The nethod according to claim 17, further conprising: processing

average val ues for the performance characteristics data for a period; and
conpensat i irrggularjtjies due tao backgroun oi se and .radio interferences
based on a thres dn‘?ﬂé?cljécc‘i lnfg.tng]élrﬁe?ﬁog“%&oF‘&‘Pﬂ’de% RIogsssingg the
f ur t herqoC ongiformAitteCRRTBkHNELs@atl ddyBIr86F the at least two agent programs at a server

and determing the location of the wireless device to be located by the server.

22.  The method according to claim 17, further comprising storing users registration
details and recording wireless traffic’s activities at a databases subsystem.

15
23.  The method according to claim 22, wherein at least one of the agent programs

comprises the databases subsystem.

24.  The method according to claim 17, further comprising mapping out wireless
20 performance characteristics within the wireless network;
wherein the wireless performance characteristics are mapped in various spots or

regions based on similarities of the performance characteristics.

25.  The method according to claim 24, further comprising dividing the spots or

25 regions into grids or islands.

26.  The method according to claim 24, further comprising:
matching the performance characteristics data of the wireless device to be
located with the wireless performance characteristics of the wireless network; and
30 identifying the spot or region at which the wireless device to be located is

locating.



of the average values of a current period with that of its succeedi ng
period with the threshold value, wherein, the average val ues of the
current period is provided if it does not exceed the threshold value. 15
30. The nethod according to claim?29, wherein when a difference between the
current period and the previous period Bées not exceed the threshold val ue,
the average values of the current period is provided. 20 31. The net hod
according to claim30, wherein when a difference between the average

val ues of the current period and a next period exceeds the threshold val ue,
t he averagyd.valTlesmethod hecopdiay it® okin 22y €urther poraprighegitracking and storing the

positions of the wireless device to be located in the databases subsystem.

5 28.  The method according to claim 17, further comprising:
processing average values for the performance characteristics data for a period;
and
compensating irregularities due to background noise and radio interferences
based on a threshold value.
10
29.  The method according to claim 28, further comprising comparing a difference
of the average values of a current period with that of its succeeding period with the
threshold value, wherein, the average values of the current period is provided if it does
not exceed the threshold value.
15
30.  The method according to claim 29, wherein when a difference between the
current period and the previous period does not exceed the threshold value, the average

values of the current period is provided.

20 31.  The method according to claim 30, wherein when a difference between the
average values of the current period and a next period exceeds the threshold value, the

average values of the previous value is provided.



