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/‘51-1

<?xml version="1.0" encoding="UTF-8"?>

—<{root> ‘
—<{site id="relay-server—i@abc. net” }511_1
name="RELAY SERVER 1" stat=”active"> -
~¢node div="software” group="" "~ 513-1
id=" cllent—11@relay~server 1. abc. net”
name="CLIENT 117 site="relay-server 1@abc net”/> 512-1
~<{node div="software” group="" 5141
id="c|ient-12@relay-server- 1. abc, net”
name="CLIENT 12" site=" />

{/site> 514~
{/root>
/61
<¥xml version="1.0" encoding="UTF-8"7>
-{root>

~node addr="192. 1681, 11~~~ "]
div="software” expr="1213" ~ 612
group— i
id=" cllent I1@re|ay—server 1. abec. net”
name="CLIENT 11" pass="abc¢” port=’ 5070 >
{/node> 611 613
—<node addr=""-""
div=" software” expr="0"~~ 612
group=""
id=" cllent~12@relay—server1 abc. net”
name="CLIENT 12" pass="def” port="0">
{/node> 613
{/root>

FIG. 5
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521

{?xmt version="1,0" encoding="UTF-8"7?>
—<{root>
—{site id="relay-server—1@abc. net” }
name="RELAY SERVER 17 stat="active™
-<node div="software” group=""
id="c¢lient~11@relay-server—1. abc. net”
name="CLIENT 11" site="relay-server-1@abc. net™/>
—<node div="software” group=""" ~N524-1 022-1
id="client-12@relay-server-1. abc. net”

name="CLIENT 12” site="relay-server—1@abec. net”/>

521-1

—_—

/sited 5241
<{/root>
/6?.
<?xm! version="1.0" encoding="UTF-8"7>
-<{root>

—-{node addr="192,168.1.11"
div="software” expr="1213"
sroup=""
id="client-11@refay-server—1. abc. net”
name="CLIENT 11” pass="abc” port="5070">
</ npd ey 621
~node addr="192.168.2.22""
div="software” expr="1213"~ 622
group=""
id="c| ient—12@relay-server1. abc. net”
name="CLIENT 12” pass="def” port="5070">
</node> 623
<{/root>

FIG. 6
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512

<?xml version="1.0" encoding="UTF-8"?>
=<root>
—{site id="relay-server—2@abc. net” 511-
name="RELAY SERVER 2" stat="active”> 2
—~<node div="sales” “~513-2
Erotp=""
id="c|ient-21@relay-server—2. abc. net” 912-2
name="CLIENT 21" site="relay-server—2@abc. net”/>

{/site> 5{4-2
{/root>
yl
xml version="1.0" encoding="UTF-8"7>
—<root>

~{node addr=”192.100.1.21"”"711
div="sales” expr="1213"~ 712
oroup="
id="client-21@re!ay-server-2. abc. net”
name="CLIENT 217 pass="nhy” port="5070">
</node> T3
{/root

FIG. 7
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/51 -3

{xml version="1.0" encoding="UTF-8"7>
—<{root>
~(site id="relay-server—3@abc. net”
name="RELAY SERVER 3" stat="active™> [211=

%]

—~<¢node div="manufacture” T 513-3 \

gr oup:I”’

id="client—31@relay-server-3. abc. net”

name="CLIENT 31“ site="relay-server—3@abc.net”/>
~¢node div="manufacture” ~514-3

g r oup:"ll

id="client-32@relay-server-3. abc. net”

name="CLIENT 32 site=""/> /

512-

<2

{/sited> 514-3
</root>
/8!
<?xml version="1.0" encoding="UTF-8"%
—~<{root> _~-811

—<node addr="200.1.2.31"
div="manufacture” expr="1213"~_812
eroup=""
id="c| ient-31@relay-server—3. abc. net”
name="CL |ENT 31"~ pass="xyz” port="5070">

{/node> 811 ~~813

—<node addr=""""
div="manufacture” expr="0"—— 812
group:””
id="c! ient-32@re!ay-server-3. abc. net”
name="CLIENT 32" pass="123" port="0">
{/node> ~~ 813

{/root>

FIG. 8
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—92-3

<xm} version="1.0" encoding="UTF-8"7
—<root>
~¢site id="relay-server—3@abc. net” }521_3
name="RELAY SERVER 3" stat="active™> | ==
—<node div="manufacture” \
Zroup=""
id="cl| ient-31@relay-server—3. abc. net”
name="CL IENT 31" site="relay-server—3@abc. net”/>
—~<(node div="manufacture”
sroup=""
id="cl ient—32@relay-server—3. abc. net”
name="CLIENT 32" site="relay-server—3@abc. net”/>

o

922-3

{/site> “~~524-3
{/root>
/,»82
<xmi version="1.0" encoding="UTF-8"7>
~{root>

—<node addr="200. 1. 2. 31"
div="manufacture” expr="1213"
aroup="
id="client-31@relay-server—3. abc. net”
name="CLIENT 31~ pass="xyz" port="5070">
{/node> 891
—<{node addr="200.1.3.132" 7~
div="manufacture” expr="1213" ~- 822

g r oup:rr ”
id="cl ient—32@relay-server-3. abc. net”

name="CLIENT 32" pass="123" port="5070">
{/node> 823
{/root>

FIG. 9
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Pl
xmi version="1.0" encoding="UTF-8" standalone="na"?>
—<root>
—{group id="group—a@relay-server—1. abc.net” } 11
| astmod="20070402133100" name="GROUP A™> —
(site id="relay-server—1@abc. net” rel="allow”/>
(site id="relay-server—2@abc. net” rel="allow”/> 12
(site id="relay-server—3@abc. net” rel="allow”/> |~
{/group>
{/root>
<?xml version="1.0" encoding="UTF-8"7>
—<root>

—(site id="relay-server—1@abc. net” }521_1
name="RELAY SERVER 1~ stat="active™> 41—
~node div="software” group=""

id="client—11@relay-server-1. abc. net”
name="CLIENT 11" site=”relay—server—1@abc.net"/>¥
—<node div="software” group="" 922-1
id="client-12@relay-server—1. relay. net”
name="CLIENT 12 site="relay-server-1@abc. net”/>,

3

{/site>
{/root>
J,»62
<Ixml version="1.0" encoding="UTF-8"7>
—<root>

—<node addr="192.168.1.11"
div="software” expr="1213"
eroup=""
id="client-11@relay-server-1, abc. net”
name="CLIENT 11~ pass="abc¢” port="5070">
{/node> ,
—<{node addr="192. 168, 2. 22"
div="software” expr="1213"
oroup=""
id="client-12@relay-server—1. abc. net”
name="CLIENT 21 pass="def” port="5070">
</node>
{/root>

FIG. 11
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A1

NO CHANGE FROM FIG. 11

53

<l version="1.0" encoding="UTF-8"7>
—<root>
~<¢site id="relay-server—1@abc, net” 5311
name="RELAY SERVER 1~ stat="active™> [23I-1
—<node div="software” |
group="group—-a@relay-server—1. abc. net”
id="client—11@relay-server—1. abc. net”
name="CLIENT 11" site="reIay—server—1@abc.net"/>L532 :
—<node div="software” 99e” 1
group="group—a@relay-server—1. abc. net”
id="client—12@relay-server—1. abc. net”
name="CLIENT 12° site="relay-server-1@abc. net"/>)
{/site>
—site id="relay-server—2@abc. net” 531-2
name="RELAY SERVER 2" stat="active™ |=—=
~<node div="sales”
g[oug="groug-g@[glay-se[ve[—l,abc.get"
id="client—21@relay-server-2. abc. net” 932-2
name="CLIENT 21~ site="relay-server—2@abc.net”/>
{/site>
—<site id="relay-server—3@abc. net” }

531-3

name="RELAY SERVER 3" stat="active™>

oup="group—aflrelay-server—1. abc. n
id="c|ient—31@relay-server—3. abc. net”
name="CLIENT 31" site="relay-server-3@abc. net”/>

~<node div="manufacture” [ 532-3
sroup="group—afrelav-server—1, abc. net”

id="c}ient-328relay-server—3. abc. net”
name="CLIENT 32" site="relay-server-3@abc. net”/>)
{/site>

{/root>
B 63
<xml version="1.0" encoding="UTF-8"%>
—<{rgot>

—-{node addr="192. 168.1. 11”7
div=”sgftware” expr="1213"

roup= ~-56 : .
id="client-11@relay-server—1. abc. net”
name="CL1ENT 11" pass="abc” port="5070">
</node>
—<node addr="192. 168.2. 22"
div="software” expr="1213"
sroup="group—afrelay-server-1. abc. net”
id="client-12@relay-server-1. abc. net”
name="CLIENT 12" pass="def” port="5070">
{/node>
{/root>

FIG. 12




€T "OId

13/45

H 1 | |

1 ! I l

€6 OANI| 1 _ _ _ o __ | ! | _

woani|[ ]~ "W > " | | |

(€6 OANI'Ly O4NI) dnoioyioN:gzs _ | ! |

| | 1 | | i

| €6 O4ANI| _ _ _ _ __ _ ! _ | _

T e e : : : |

| 1 1€5 O4NI'vy OdNI) “ " ! ;

_ . dnoIDAmoN:/2S _ _ ! _

! “ T R R it 1 :

_ “ €5 0:N| | ChSONI G0N T "

| | A : r(8qTIoSqNS: 9z |

; _ 1 ()9Q1408gnS:978 | T :

i [ B - A o = e i

“ | | Vs A rEod T

__ " “ "og_:ome._m.mwm “ | 7L O4NTl __o.%_tom%m._ 4GS “

[ I i £G 04Nl 1 €6 Z-1G OdNI[| 1 !

! ! ! L 0Nl — = =g = = > Ly OdNI{ ! !

| 1 1 1] 30 | !

| | | [€S OdNT'L ¥ ONI) | !

| | I | dnoioMoNvZS | I 25 O ] |

: : T £-¢5 04N !

L 801 1050NS: 1" T >

_ ! ! B T _

| _ “ ! .._ Vs 0N “1gs 0N T

" | ! | RIS gZs | OSaTOSIRL 4es |

| I L ] 1 I I
[Z6-weijo] [Te-quel]o] [g-teases-Aejal] [lg-1usl[a] [7Z-JeAJss-AB[at]  [JeAles-dis) | |—48A498-AR|D 4 |

78 g~/ go~/ 1z~ i 101~ e1~



14/45

4

NO CHANGE FROM FIG. 12

53

NO CHANGE FROM FIG. 12

par

<?xm! version="1.0" encoding="UTF-8"7>
—<{root>
~<node addr="192.100.1.21"
div="salse” expr="1213"
oroun="group—a@rilay—server-1. abc. net”
id="client-21@relay-server—2. abc. net”
name="CLIENT 21" pass="nhy” port="5070">
<{/node>
{/root>

FIG. 14
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At

NO CHANGE FROM FIG. 12

_53

NO CHANGE FROM FIG. 12.

/_/83

<?xml version="1.0" encoding="UTF-8"7>
—{root>
—<{node addr="200.1.2.31"
div="manufacture” expr="1213"
group="group—a@relay-server-1. abc. net”
id="client—=31@relay~-server-3. abc. net”
name="CLIENT 31”7 pass="xyz" port="5070">
{/node>
—<¢node addr="200.1. 3. 132"
div="manufacture” expr="1213"
group="iroup—alrelay-server—1. abc. net”
id="cl ient—32@relay-server-3. abe. net”
name="CLIENT 32“ pass="123" port="5070">
<{/node>
{/root>

FIG. 15
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91

xml version="1.0" encoding="UTF-8" standalone="no"?>

iprouting group="routing-a”
id="-~397de” lastmod="1215530239484"
name="IP-routing-group-1"
owner="client—11@relay-server-1i.abc.net”>

<network addr="192.168.2.0/24” 917-1
router="client-11@relay—server-1.abc.net” />

<network addr="192.100.1.0/24”
router="client-21@relay-server-2.abc.net”/> 912-2

<network addr="200.1.2.0/24"
router="client-31@relay—server-3. abc.net” /> 312-3

{/routing_network>

<terminal Iastmod="12155622’]1562" 813-1
name="pc—16" addr="192.168.2.150"/>

<terminal lastmod="1215562271562" 913-2
name="pc-23" addr="192.100.1.150"/>

<termina!l lastmod="1215662271562"
name="LAN30-2" addr="200.1.2.x"/> (= 913-3

{/routing_terminal> I
{routing_session id="3407e8" lastmod="1215530230484">

{session start="client-11@relay-server-1.abc. net"}_ 914-1
end="client-21@relay-server-2. abc_net” />

{session start="client-11@relay-server—1.abc.net” 014-2
end="client-31@relay-server—3.abc. net” />

{session start="client—21@relay-server—2.abc.net"| 4.,
end="client-31@relay-server-3.abc. net”/>

i e o e T i i et e = et it et 2 it o = el B et 8t 1 ) et S e o e o

{/iprouting>

=911

> 912

>913

>0914

</root>

FIG. 18
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/92

<7xml version="1.0" encoding="UTF-8" standalone="no"?>
{root>

{iprouting group="routing-a”
id="-397de” lastmod="1215530239484"
name="IP-routing-group-1"
owner="clent-11@relay-server-1.abc.net™>

e o e e et P P P S 8 P e et T i et 8 i e = 8 S e e S R SR

<routing_network id="3407e8" |astmod="1215530239484">

<network addr="192.168.1.0/24" 9991
router="relay-server—1@abc.net”/?>

<network addr="200.1.3.0/24"
router="client-32@relay-server-3. abc.net”/> o~ 922-2

¢/routing_network>

e ot et et S o bt . A B S 7 e N I o = e v S S

<terminal lastmod="1215562271562" }923_1
name="pc—-15" addr="192.168.1.150"/2

<terminal astmod="1215562271562" 9232
name="LAN30-3" addr="200.1.3.%"/>

e a1 e B4 et et Sy = e Pt o8 Pt N B 1 Pt B $SLLLL s 7 o e 1 S SRS

routing session id="3407e8” lastmod="1215530239484">

¢session start="relay-server-1@abc.net”
end="client-32@relay-server—3.abc, net”/> 924-1

e e i 8 S T 1 el 5 Pt B ey 3 e ek . St S =t P 80 o 7 T = T S e SRR

{/iprouting?

</root>

- 922

923

924

FIG. 22
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__93

<root>

e P e L A S 3 e 8 et R P 8 S 2 Y = e 4 PP g7 e = el U Rt s M e e 4t S =

<routing_network id="3407e8" lastmod="1359821645742">

xml version="1.0" encoding="UTF-8" standalone="no"?>

name="|P-routing-group-1”
owner="client-11@relay-server—1.abc. net™ J

o o el - — T S = o b el P T s W e o} A=t 5 Pt 8 ey 7 =]

<network addr="192.168.2.0/24"
router="cl ient-11@relay-server-1.abc.net”/> (- 912-1

{network addr="200.1.3.0/24" : v
router="client-32@relay-server-3.abc, net”/> ¢~ 932-1

<network addr="200.1.2.0/24"
router="client—31@relay-server-3.abc. net”/> } 912-3

{/routing_network>
e e o e e e 7 et 42 ] <

{terminal lastmod="1359821645742" 9131
name="pc-16" addr="192.168.2.150"/

<terminal_lastmod="1359821645742" 9331
pame="LAN30-3"_addr="200.1.3."/>

<terminal lastmod="1359821645742" }913 3

name="LAN30-2" addr="200.1.2.%"/>

T Crouting. session id="3407e8” lastmod="1350821645742">
<session start=client-11@relay-server—l.abc.net { gas
end="client32@relay-server—3, abc.net” />

<session start=client-11@relay-serverl.abc.net { g1, o
end="client-31@relay-server-3.abc. net”/>

{session_start=client-31@relay-serverd. abc.net
end="cljent-32@relay-server-3. ahc.net” /> 934-2

<iprouting group="routing-a” |
id=”—3g7de” I aStmOdz”I 359821 6&5 Z 42” >_ g 3 -I

{/routing_terminal>

932

933

934

{/iprouting>

{/root>

FIG. 25
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START
5201

CREATE ROUTING
GROUP INFORMATION

o«

b
ARE NETWORK 5202
ADDRESS/ROUTING

1S ROUTING-PERMITTED

$203
TERMINAL SET? Yes Yo
ADD NETWORK
ADDRESS AND
ROUTING TERMINAL
I
S204

TERMINAL SET?

IS SETTING
COMPLETED?

5207

DECIDE CONFIGURATION
OF ROUTING SESSION

\ __ 5208

TRANSMIT ROUTING
GROUP INFORMATION

| _s209

TRANSMIT ROUTING
COMMAND

| _s210

ESTABLISH ROUTING
SESSION

o, s21
| START ROUTING |

v
C END D)

\ S5

ADD ROUTING-
PERMITTED TERMINAL

|

FIG. 29
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IS ROUTING GROUP
SELECTED?

A~ 5302
STOP ROUTING

. S303

TRANSMIT ROUTING GROUP
DELETION COMMAND

| _s304

DELETE ROUTING
GROUP INFORMATION

5305

Y
DISCONNECT
ROUTING SESSION

C Er‘m)

FIG. 30
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( START )
5401

| ANALYZE PACKET |

S402
IS COMMUNICATION
PACKET ROUTING
PACKET?

No

5404
DETECT DESTINATION ADDR/E\éS Y o 5403
: PERFORM PACKET
DETECT TRANSMISSION SOURCE
ADDRESS RECEIVING PROCESSING

S405

IS THERE ROUTING
GROUP INFORMATION?.

No

. S407
READ ROUTING
GROUP INFORMATION

5408

COMMUNICATION PACKET
MATCH WITH ROUTING

5406

ISSUE NOTICE THAT
SELECT ROUTING COMMUNICATION PACKET
SESSION CANNOT REACH DESTINATION

\ .. 5410

SEND OUT PACKET TO
ROUTING SESSION

oL

A
( END )

FIG. 31
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/,191
<Ixml version="1.0" encoding="UTF-8" standalone="no"?>

{iprouting group="routing-a”
id="-397de” lastmod="1215530239484"

name="1P routing map”
owner="relay-server—2@abc.net™>

{routing network id="3407e8” |astmod="1215530239484">

<network addr="192.100.1.0/24" 16191
router="client-21@relay-server—2. abc.net” />

<network addr="192.100.1.0/24" 1917-2
router="relay—server—2@abc. net”/>

{/routing_network>

e e v 0 — — e P I Po— P— — (1 e} = e W S S 8 b— A Vit M M (B M ETT— T ——— rr— - ——

</iprouting>

~1911

>1912

{/root>

FIG. 33
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HQZ

{?xml versior="1.0" encoding="UTF-8" standalone="no"?>

<{iprouting group="routing-a”
id="-397de” lastmod="1215530230484"

name="1P routing map”
owner="relay-server—3@abc.net”>

<routing_network id="3407e8” lastmod="1215530239484">

<network addr="200.1.2.0/24" ) 1999-1
router="client-31@relay-server-3.abc.net”/>

<network addr="200.1.3.0/24" 1922-2
router="client-32@relay-server—3.abec.net”/>

e o e e P P e e e e e e e e e S — o Sy

{/iprouting>
{/root>

e e e — — e e e —_———_ s i A ——,—— — . — ]

e e e e e e e e e e e e —_— i M e e e e e et = e = e ey ]

1921

1922

{/routing_network>

FIG. 34
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/_,]94

{Mxml version="1.0" encoding="UTF-8" standalone="no"?>

{iprouting group="routing-a”
id="-397de” lastmod="1215530239484"
name="IP routing map”
owner="client-11@relay—server-1.abc.net™>

<routing_network id="3407e8" lastmod="1215530239484">

<network addr="192.100.1.0/24"
router="client-21@relay-server-2. abc. net”/>¢ 1912-1

<network addr=”192. 100. 1. 0/24” 912-2
router="relay-server—2@abc.net”/>

<network addr="200.1.2.0/24" 1927-1
router="client-31@relay-server-3. abc.net” />

<network addr="200.1.3.0/24" 19992
rauter="client-32@retay-server—3. abc.net” />

<network addr="192.168.1.0/24"
router="relay~-server-1@abc. net”/> 932-1

<network addr="192.168.2.0/24" 1942-1
router="client-11@relay-server—1. abc.net”/>

{/routing_network>

<{/iprouting>
</root>

FIG. 35

J"IQZH

r1942
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ROUTING TARGET ROUTING DEVICE

192.100.1.0 ¢l ient-21@relay-server—2. abc. net
S relay-server—2@abc. net

200.1.2.0 client-31@relay-server-3. abc. net

200.1.3.0 ¢lient-32@relay-server-3. abc. net
192.168.1.0 relay-server—1@abc. net

192.168.2.0 client-11@relay-server-3. abc. net

FIG. 36
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( sTART )

A

S$1101

IS THERE
NETWORK SEARCH
INSTRUCTION?

,_S1102

TRANSMIT NETWORK
SEARCH COMMAND

o
€
4

S1103

IS NETWORK
SEARCH INFORMATION
RECEIVED?

__S1104

DISPLAY RESULT OF
NETWORK SEARCH

END

FIG. 37
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START

51151

IS NETWORK SEARCH
COMMAND RECEIVED?

A~ S51152

REFER TO RELAY
GROUP INFORMATION

L

Y

IS NETWOR S1153
SEARCH COMMAND
TRANSMITTED TO ALL Yes 1l ,_st1157
RELAY SERVERS? REFER TO CLIENT

TERMINAL INFORMATION

~ 51154

TRANSMIT NETWORK
SEARCH COMMAND TO
RELAY SERVER
le

-~

511565

IS RESPONSE
RECEIVED?

No

A~ 51156

UPDATE NETWORK
SEARCH INFORMATION

|

Y

S1158

IS NETWORK

SEARCH COMMAND -
TRANSMITTED TO ALL
LOGGING-ON CLIENT

51158

TRANSMIT NETWORK
SEARCH COMMAND TO
LOGGING-ON CLIENT
TERMINALS

le.

51160

IS RESPONSE

RECEIVED? No
. S1161

UPDATE NETWORK
SEARCH INFORMATION

FIG. 38

! S1162

TRANSMIT NETWORK
SEARCH INFORMATION

v
C END )
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<iprouting group="routing-a”
id="-397de™ lastmod="1215530239484~

name="|P-routing-group-1"
owner="client-11@refay-server—1.abc.net”>

<routing_network id="3407e8” lastmod="1215530239484">

<network addr="192.168.1.0/24"
router="relay—server-1@abc. net”/> [ 1992-1

<network addr="200.1.3.0/24"
router="client-32@relay-server—3. abc.net” /> 1952-2

</routing_network>

{/iprouting>
</root>

e o —  — ———— —— —— i r— ————— —— — —— — " —— At 8 Sl 48 ot 8 et 1 ]

° 1951

ﬂ 952

FIG. 40



41/45

FIG. 41

51201

ROUTING ROUTE SEARCH
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/_196

{?xml version="1.0" encoding="UTF-8" standalone="no"?>
{root>

{iprouting group="routing—a”
id="-397de” lastmod="1215530239484"
name="IP-routing-group-1”
owner="client-11@relay-server—1. abc. net™>

{routing_network id="3407e8" |astmod="1215530239484">

<network addr="192. 168. 1.0/24" :}1952_1
router="relay—server-1@abc. net”/>

<network addr="200.1.3.0/24" 10522
router="¢|ient-32@relay-server-3. abc. net” />
{/routing_network>

<routing_terminal id="-120ef” lastmod="1215531987906"> |
<terminal lastmod="1215562271562 :}1963—1

name="LAN10-1" addr="192.168.1.*"/>

{terminal |astmod="1215562271562" 96
name="LAN30-3" addr="200.1.3.%/> (1963-2

{/routing_terminal)>

s e et e e 1 ey e R — 1 — e e e e e e e 1 et o 2 P B e = e e S — 1 e ]

{routing_session id="3407e8" |astmod="1215530239484">

{session start="relay-server—1@abc. net” 1064-1
end="¢l ient-32@relay-server-3. abc. net”/>
| routingsession> oo

{/iprouting>
{/root>

FIG. 44
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