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A METHOD AND SYSTEM FOR FAULT ISOLATION FOR PCI BUS ERRORS 

FIELD OF THE INVENTIO~ 

The present invention relates generally to input/output operations in a computer 

system, and more particularly to fault isolation in a peripheral component interface (PCI) 

structure. 

BACKGROUND OF THE INVENTION 

In many computer systems, support of peripheral devices, such as hard disk 

drives, speakers. CD-ROM drives, etc., occurs through a standard 1/0 (input/output) 

device architecture called Peripheral Component Interconnect (PCI). The PCI 

architecture supports many compiex features, including 1/0 expansion through PCI-to-PCI 
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bridges, pcer-to-p~er (device-to-device) data transfers between controlling devices, i.e .• 

masters, and responding devices, i.e., targets, as well as multi-function devices, and both 

integrated and plug-in devices. 

The PCI architecture also defines standards for the detection and capture of error 

conditions on a PCI bus and in the devices. While the standard facilities provide error 

capture capabilities, the number of failure scenarios that may occur is large given the 

wide range of features allowed by the PCI architecture. Thus, isolating faults to a r 

specific failing component becomes very difficult. 

For example, for each transaction that occurs on the PCI bus, there is a master 

device which controls the transaction, and a target device which responds to the master's 

request. Since data can flow in either direction (i.e., the master can request a read or 

write), it is important to know which device was the sender of bad data and which device 

was the receiver. Also, since errors can flow across PCI-to-PCI bridges, it is important 
... 

\ 
to know whether the fault is. l0cated on the near or far side of the bridge. 

Accordingly, a need exists for a failure isolation technique that would operate 

successfully for the numerous options supported by the PCI architecture, while providing 

consistent diagnostic infonnation to servicers across a wide variety of hardware 

platforms. 

SUMMARY OF THE INVENTION 

The present invention meets this need and provides method and system aspects for 

fault isolation on a PCI bus. In a method aspect, a method for isolating a fault condition 

on a bus of a computer system,. the computer system including an input/output {I/O) 
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subsystem formed by a plurality of 1/0 devices communicating via the bus, includes 

categorizing, in a recursive manner, the I/O subsystem, and isolating a source of an error 

condition within the 1/0 subsystem. Further, the 1/0 subsystem communicates via a 

peripheral component interconnect, PCI, bus. 

In a further method aspect, a method for fault isolation for bus errors includes the 

steps of (a) processing a device error on a PCI bus, and (b) perfonning ordered 

categorization of a plurality of input/output devices coupled to the PCI bus. The method 

further includes (c) determining whether the device error originates from a ~bordinate 

branch of the PCI bus, and (d) recursively performing steps (a)~ (c) until the PCI bus is 

categorized. 

In a system aspect, a computer system for isolating a fault condition on a bus 

includes a processing mechanism, and an input/output mechanism coupled to the 

processing mechanism. The, input/output mechanism comprises a plurality of input/output 

devices and bridges coupled to·, a PCI bus and communicating according to a PCI 

standard. In addition, the system includes a fault isolation mechanism within the 

processing mechanism for identifying a source of an error condition in the input/output 

mechanism. Further, the fault isolation mechanism performs categorization of the 

input/output mechanism in a recursive manner. 

With the present invention, a fault isolation technique successfully provides more 

specific identification of an error source in a PCI bus architecture. The fault isolation 

technique greatly reduces the ambiguity of error occurrence when the numerous options 

supported by the PCJ architecture are utilized in a given system. Further, by relying on 

the standard features of the PCI architecture, the fault isolation technique is readily 
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applicable to varying system arrangements to provide versatile application. These and 

other advantages of the aspects of the present invention will be more fully understood in 

conjunction with the following detailed description and accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Figure 1 illustrates a block diagram of a computer system in accordance with the 

present invention. 

Figure 2 illustrates a block diagram of an input/output subsystem ofthe computer 

system of Figure 1. 

Figure 3 illustrates a flow diagram of a fault isolation process in accordance with 

the present invention. 

Figure 4 illustrates a flow diagram of an ordered categorization step of Figure 2 in 

greater detail. 

DESCRIPTION OF THE INVENTION 

The present invention relates to fault isolation for a PCI architecture. The 

following description is presented to enable one of ordinary skill in the art to make and 

u~e the invention and is provided in the context of a patent application and its 

requirements. Various modifications to the preferred embodiment will be readily 

apparent to those skilled in the art and the generic principles herein may be applied to 

other embodiments. Thus, the present invention is not intended to be limited to the 

embodiment shown but is to be accorded the widest scope consistent with the principles 

and features described herein. , 
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Figure 1 illustrates a basic block diagram of a general purpose computer system 

for use with the present invention. As shown, the computer system includes a processor 

10, such as a PowerPC processor from IBM Corporation, Inc., coupled to memocy 12, 

i.e., RAM (random access memory) and ROM (read only memory). An operating system 

(O/S) 14 typically runs on the processor to perform basic tasks in the computer system 

and act as a platform for application programs. Also included is firmware 16 that runs 

on the processor 10 and is code stored in suitable memocy, such as Flash ·memory, non-

volatile RAM, or EPROM (erasably programmable read only memory), asis well 

understood to those skilled in the art. Further, an input/output (I/O) subsystem 18 is 

coupled to the processor 10 for controlling the interactions between the processor 10 and 

input/output devices, e.g., a hard disk drive, a monitor, etc., according to a PCI 
i 

(peripheral component interface) standard. 

Figure 2 presents an ~xpanded illustration of the I/O subsystem 18 of the 

computer system of Figure 1. \9f course, the number and types of components illustrated 

is meant to be illustrative and not restrictive of an embodiment of the present invention. 

Utilizing a PCI bus 21 allows a subsystem of I/O devices 20a-20f to interact with the 

processor 10. In utilizing a plurality of I/O devices 20a-20f, bridges 22a-22f support 

co.mmunication among the plurality of I/O devices 20a-20f with a host bridge 24,acting 

as a main link to the processor 10. Further, for the hierarchy of the 110 subsystem 18, 

primary buses and secondary buses exist for bridges linked with other bridges, e.g., 

primary bus 23 and secondacy bus 25 for bridge 22b linked with bridge 22e. With the 

large number of bridges 22 and I/O devices 20 capable of co-existing in the computer 

system through the PCI architecture, the types and numbers of failure situations that can 
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occur is high. With the present invention, isolation of a cause for a fault condition 

provides a significant improvement for diagnostic operations. 

Figure 3 illustrates a general flow chart for failure isolation in accordance with the 

present invention. Preferably, the failure isolation is provided as a portion .of the 

finnware 16 (Fig. 1 ), as is well appreciated by those skilled in the art. The proces~ of 

isolating a fault condition suitably begins at a top~level PCI bus, i.e., the PCI bus directly 

under the host bridge 24 (Fig. 2), (step 30). The process continues (step 32) with an 
. -

ordered categorization of the devices and components within the I/O subsystem. The 

ordered categorization relies on determining the status of the devices on the bus being 

examined according to information available in architecte_d status registers provided in the 

devices in accordance with PCI standards. Details of th~ ordered categorization are 

presented with reference to Figure 4. Generally, the ordered categorization follows a 

specific order in a process of elimination manner to take into consideration all of the 
\ 

possibilities for errors that exi~ for data propagation within the hierarchical tree structure 

of the 110 subsystem 18. 

Two major errors on PCI buses include PERR, parity error, which is signalled 

when a bad data parity condition is seen on the bus, and SERR, system error, which is 

signalled when an address parity error occurs or when a device has a critical error. 

Generating parity is non-optional, since it must be performed by all PCI compliant 

devices. The target device for a particular PCI transaction checks parity and reports an 

address parity error. With respect to data parity errors, the master device detects and 

reports data parity errors for a particular read transaction, while the target device detects 

and reports data parity errors for a particular write transaction. A master device, 
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however, has the ability to detect an error whether the master or target device generated 

the error. Through the categorization of the present invention, isolation of both of these 

error conditions preferably occurs. 

Referring to Figure 4, an examination for categorization (step 39) is made as to 

whether a PCI-to-PCI bridge received an SERR# signal on its secondary bus. Next an 

examination (step 40) for categorization occurs for a PCI-to-PCI bridge which received 

bad parity Qn its secondary bus. When·that condition exists, a next examination (step 42) 

occurs for a PCI-to-PCI bridge which received bad parity on its primary bus. The 

examination (step 44) continues with consideration for a PCI-to-PCI bridge acting as a 

master device to a target on the secondary bus which detected bad parity. A next 

examination (step 46) occurs for a, PCI-to-PCI bridge actin.g as a master device to a target 

on the primary bus which detected bad parity. Categorization continues with an 

examination for a PCI-to-PCI bridge through which a target or master Abort was 

signalled (step 48). 

Following examination of PCI-to-PCI bridges, categorization continues with 

identification of a master device that detected bad parity (step 50). Further categorization 

occurs with identification of a master device of a target that detected bad parity (step 52). 

A.next categorization examination occurs for a device that signalled SERR# due to bad 

address parity (step 54). Subsequently, examination occurs for a master device that 

signalled SERR# due to a target Abort (step 56), and a master device that signalled 

SERR# due to a master Abort (step 58). Categorization continues by examining for a 

device that signalled SERR# due to an internal error (step 60), a target device that 

detected bad parity (step 62), and a device that detected bad parity, but had SERR# 
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reporting disabled (step 64). Additionally, categorization occurs with examination for a 

target device that signalled a target Abort (step 66), and for a potential sender of bad 

address parity, if other devices on the bus are signalling detection of bad address parity 

(step 68). 

As the categorization of a bus is occurring, the path of the error condition is 

followed. Referring back to Fi&ure 3, when the categorization (step 32) indicates that a 

PCI-to-PCI bridge connects to another PCI-to-PCI bridge from which the error condition 

is occurring (step 34), the sequence returns to perform the categorization on the bus 

supported by the other PCI-to-PCI bridge. Thus, the categorization is performed 

recursively from the top-level PCI bus _down through all of the sub-bridges, i.e., 

·subordinate br~.nches of the PCI bus through the hierarchy of the 1/0 subsystem 18 (Fig. 

2). Once the ordered categorization is completed, the resulting information is preferably 

returned as an error log and ,analyzed for an error/fault source isolation (step 36) within 
\_ 

the 1/0 subsystem 18. With til~ similarity among error register values for many of the 

error conditions, the ordered categorization of the present invention properly identifies the 

type of error each device may have detected to assist in the analysis of the fault source. 

By way of example, address parity errors that result in an SERR# signal are 

isolated by finding a single device on a bus which did not detect bad address parity, since 

the only such device would be the one that issued the bad address on the bus. Data 

parity errors are isolated by finding the master and target devices, then detennining which 

of the two actually detected the bad data. The device detecting the bad data is termed 

the "signalling" device, while the source of the bad data is termed the "sending" device. 

The "sending" device is the top- priority for replacement. If the master and target are on 
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two different buses (with one or more PCI-to-PCI bridges on the path between them), the 

failure is isolated to a specific bus. As a result, PCI-to-PCI bridges may be listed as the 

"sending" or "signalling" device, or both. 

Further, for multi-function devices, examination suitably occurs as though there 

are distinct devices isolated to a same physical location. Further, internal device errors 

reported by an SERR# (system error, active low) signal are isolated to the signalling 

device. Additionally, aborted operations that result in an SERR# signal are suitably 

isolated to the master and target device, with the top priority for replacement being the 

device that caused the abort. 

Although the present invention has been descn"bed in accordance with the 

embodiments shown, one of ordinary skill in the art will readily recognize that there 

could be variations to the embodiments and those variations would be within the spirit 

and scope of the present invention. By way of example, although the present invention is 

described in terms of a PCI bus, the fault isolation techniques are suitable for application 

with other bus structures, as well. Accordingly, many modifications may be made by one 

of ordinary skill in the art without departing from the spirit and scope of the appended 

claims. 
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CLAIMS 

What is claimed is: 

1. A method for isolating a fault condition on a bus of a computer system, 

the computer system including an input/output (I/O) subsystem formed by a plurality of 

1/0 devices communicating via the bus, the method comprising the steps of: 

(a) categorizing, in a recursive manner, the I/O subsystem; and 

(b) isolating a source of an error condition within the 1/0 subsystem: 

2. The method of claim 1 wherein the I/O subsystem communicates via a 

peripheral component interconnect, PCI, bus. 

3. The method of claim 2 wherein the 1/0 subsystem further comprises a 

PCI-to-PCI bridge, the PCl-to~J;>CI bridge having a primary bus and a secondary bus. 

4. The method of claim 1 wherein categorizing step (a) further comprises 

examining whether a PCI-to-PCI bridge received a SERR# signal on the secondary bus. 

S. The method for isolating of claim 4 wherein the categorizing step (a) 

further comprises examining for bad parity received on the secondary bus of the PCI-to-

PCI bridge. 

6. The method for isolating of claim 5 wherein the categorizing step (a) 
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further comprises examining for bad pa1ity received on the primary bus of the PCI-to-PCI 

b1idge. 

7. The method for isolating of claim 6 wherein the categorizing step (a) 

further comprises examining for the PCI-to-PCI bridge acting as a master device to a 

target device on the secondary bus which detected bad parity. 

8. The method for isolating of claim 7 wherein the categorizing step (a) 

further comprises examining for the PCI-to-PCI bridge acting as the master device to the 

target device on the primary bus which detected bad parity. 

9. The method for isolating of claim 8 wherein the categorizing step (a) 

further comprises examining for the PCI-to-PCI bridge signalling an abort. 

10. The method for isolating of claim 9 wherein the categorizing step (a) 

further comprises examining for the master device detecting bad parity. 

11. The method for isolating of claim 10 wherein the categorizing step (a) 

further comprises examining for the master device of the target device detecting bad 

parity. 

12. The method for isolating of claim 11 wherein the categorizing step (a) 

further comprises examining for a device signalling a system error due to bad address 
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parity. 

13. The method for isolating of claim 12 wherein the categorizing step (a) 

further comprises examining for the master device signalling the system error due to an 

abort on the target device. 

14. The method for isolating of claim 13 wherein the categorizing step (a) 

further comprises examining for the master device signalling the system error due to a 

master abort. 

15. The method for isolating of claim 14 wherein the categorizing step (a) 

further comprises examining for the device signalling the system error due to an internal 

error. 

16. The method for isolating of claim 15 wherein the categorizing step (a) 

further comprises examining for the target device detecting bad parity. 

17. The method for isolating of claim 16 wherein the categorizing step (a) 

further comprises examining for a device detecting bad parity while system error 

reporting is disabled. 

18. The method for isolating of claim 17 wherein the categorizing step (a) 

further comprises examining for'the target device signalling a target abort. 
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19. The method for isolating of claim 18 wherein the catcgoriziqg step (a) 

further comprises examining for a potential sender of bad address parity. 

20. A computer system for isolating a fault condition on a peripheral component 

interconnect, PCI, bus, the system comprising: 

a processing means; 

an input/output means coupled to the processing means and comprising a plurality 

of input/output devices and bridges coupled to a PCI bus and communicating according 

to a PCI standard; and 

fault isolation means within the processing means for identifying a source of ari 

error condition in the input/output means. 

21. The system of claim 20 wherein the fault isolation means further performs 

categorization of the input/outpµt means in a recursive manner. 

22. The system of claim 21 wherein the fault isolation means further provides 

an error log for isolation of the source of the error condition within the input/output 

means. 

23. The system of claim 21 wherein the fault isolation means performs 

categorization by examining error condition values. 

24. The system of claim 23 wherein the error condition values are stored in 
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status registers of the input/output means. 

25. A method for fault isolation for peripheral component interconnect (PCI) 

bus errors, the method comprising the steps of: 

(a) processing a device error on a PCI bus; 

(b) performing ordered categorization of a plurality of input/output devices 

coupled to the PCI bus; 

(c) determining whether the device error originates from a subordinale branch of 

the PCI bus; and 

(d) recursively perfonnipg steps (a) - (c) until the PCI bus is categorized.: 

26. The method of claim 25 further comprising forming an error log from the 

ordered categorization. 

27. The method of claim 26 further comprising analyzing the error log to 

isolate the device error. 

28. The method of claim 25 wherein the ordered categorizing examines status 

registers of the plurality of input/output devices. 

29. The method of claim 28 wherein the plurality of input/output devices 

comprise one or more PCI-to-PCI bridge devices. 
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30. The method of claim 29 wherein the one or more PCI-to-PCI bridge 

devices support one or more subordinate branches of the PCI bus. 


