1 CRYPTOGRAPHY BY PARAMETERIZING ON AN ELLIPTIC CURVE The present invention
relates to message cryptography based on the use 5of points on an elliptic curve, and more
particularly said use in the field of algorithms of the EKE (Encrypted Key Exchange) type. Methods of
authentication by password are based on the use of an algorithm of the EKE type. This type of
algorithm is illustrated in Figure 1. A device D 10 wishes to be authenticated on the basis of a
password p 10 at a CeRY¥HTEPCRARHY BYf BARAMETERIZING ON A ELAIPTICIQURME, let us
consider an elliptic curve Ea,b, and a generator G of the set of points on the elliptic curve, as public
parameters. The elliptic curve satisfies the following equation: EA,B(x,y): x3 +ax +b y2(1) 15At a step
12, the device D 10 generates a random number rl. Then, it transmits this random number in the form

of a point on the elliptt is urpose, it. determings a value V to be
transmitted satisfying:r.P\';%i?é;%%%#ﬁﬁr%@%ﬁﬁ%kéﬁge%gcwgﬁda &fgtﬁ%%t%%rs vr\B rg"‘l‘ﬁ?ﬂeo%m?éffﬁ(s), Ep
being an eneryp8brPRIAtEIGH b§rpeipiisreurva handtieatevipariculkdsly szdsage I8 thahietorsfoller

stating the valueg&r; i gnaﬁa%%g inl rovthe controller 11 generates a 25
random value rzag? ar%%%fﬁr’%eﬁﬁ%m Its thlsR\e/gXQI)L'JEeq2 ﬁ]ﬁsﬁ%’%ﬂxp&'a point on the elliptic curve,
and transmits a mess&({ﬁ@’é‘o eleatdrnticatinntiby thesewuitdEor. pSetowngithisierchinge of
random values rigaghfiPREEKEE M TR LAY AJAREOLCTR Alasion 10 dnergndom value

r2 generated by the controller by deciphering, using a dectyption function w pasglx% d ' Dp, the
information containedind@¥¢Rddsagevishes to be authenticated on the basis of a password T

10 at a controller C 11. Each of these entities knows the password . Moreover,
let us consider an elliptic curve E,, and a generator G of the set of paints on
the elliptic curve, as public parameters. The elliptic curve satisfies the following
equation:

Ea’,,().c,y):x?’~!—czx+bmy2 (1)

15 At a step 12, the device D 10 generates a random number ry. Then, it
transmits this random number in the form of a point on the elliptic curve to the
controller 11. For this purpose, it determines a value V to be transmitted
satisfying:

V=r,.G
20 This result is then encrypted with the password in the form E_(nG), Ex

being an encryption function by password.
Then, the device sends a message 13 to the controller stating the value
E_(n.G).

On receiving the message 13, in its turn the controller 11 generates a
25 random value r; at a step 14. Then it transmits this value in the form of a point
on the elliptic curve, and transmits a message 15 to the device 10 stating the
result:
E_(r,.G)
Following this exchange of random values ry and r; in encrypted form, the
30 device 10 recovers at a step 16 the random value r; generated by the

controller by deciphering, using a decryption function with password Dy, the
information contained in the message 15:



2r2.G =D"E,,.(r2.G) and the controller 11 recovers at a step 17 the random value rl generated by
the device 10 by deciphering the information contained'? the message 13: DREE(r, .G) 5Thus,
following a protected exchange, each entity is able to calculate a common key K: K=r, .r7.G  This
type of algorithm aims to exchange values in a form encrypted with a password or a key derived from
a password. However, it should be noted that 10 according to a classical representation of an elliptic
curve satisfying equation (1) on a finite field £d7 ta@ekclanges described with reference to Figure 1
can allow a potential attacker to deduce information relating to the password p. In fact, exchanging

random values in an éMNPRGIBIRI ddJansvesrie slrpid the rmademuesiue angamrateglies a
redundancy of infgrenatigaiBial BaydSsHenn ﬁ@%f@hﬂfe&h&p@a%m%&?nbm&?@%%a .

precisely, at each listening-in, an attacker could test a password to decipher the information
exchanged in messages 13 and 15. He is thei"predehtdd With two cases. In the first case, the
decrypted |rgormat|onaci%ge nds to a%(q:n t on the %/e and accordingly the password is correct. In

|
the second Case, the dectyp e@ip%n%f% rgrf%%e &% r&%ﬂ*e@ﬁB%oefbh 05iRo thecalrpiRie@ve and

the password is aordisaokencl.: By multiplying the listenings-in and the separate passwords, it is thus
possible to find the password belonging to a finite sef of elements. The present invention aims to
improve the situation. 25A first aspect of the'preSdntinvention proposes a method of controlling a

device by a controller PRighgJeABIAK SriRFSHATE t ST RS \amRY iﬁ‘i@f&%@“%gﬁ%?tﬁﬁﬁi gtthe

device or at the controller; /1/on the basis of a random valu€ rl, determine a point on an elliptic

curve, in a finite RBRFYETY, Pt h IRidRe TRER ARSIl Howpsves1 1 sheuldibe pateyl/tiabtain
first and setnd @ecaratrigreokanebksistrfeiialsBitaioh) of an elliptic curve satisfying equation

(1) on a finite field F,, the exchanges described with reference to Figure 1 can
allow a potential attacker to deduce information relating to the password . In
fact, exchanging random values in an encrypted form as described above, via
the two messages 13 and 15, supplies a redundancy of information which may
15 allow the secret of the password to be broken. More precisely, at each
listening-in, an attacker could test a password to decipher the information
exchanged in messages 13 and 15. He is then presented with two cases. In
the first case, the decrypted information corresponds to a point on the curve
and accordingly the password is correct. In the second case, the decrypted
20 information does not correspond to a point on the elliptic curve and the
password is not discovered. By multiplying the listenings-in and the separate
passwords, it is thus possible to find the password belonging to a finite set of
elements.
The present invention aims to improve the situation.
25 A first aspect of the present invention proposes a method of controlling a
device by a controller on the basis of a password:
said method comprising the following steps, at the device or at the controlier:
M/ on the basis of a random value ry, determine a point P(X,Y) on an
elliptic curve, in a finite field Fy, q being an integer, of equation:
30 E, (x,y):x +ax+b=y? (1)
12/ obtain first and second parameters k and k', such that
P=F(k,k"



where F is a surjective function of Fg x Fq, in Fq / 3/obtain the first and second parameters in
encrypted form by encryption as a function of the passvybord; and / 4/transmit said first and second
encrypted parameters to the 5controller; in which the function F is such that, regardless of z and z'
input elements of Fq, F(z,z") is a point on the elliptic curve, and the input elements do not satisfy
equation (1). Owing to these arrangements, it is possible to avoid the attacks such as 10 described
above with respect to tivéhpriofds.drstajsctiveldunblier obfdikidnsiit B;no longer possible to test a

password by determini?%/\Nhe S btained carresponds tq a paint (X,Y) on the elliptic curve
Ea,b since the function F alwa%éﬁ%ﬁgsﬂ%?oi%%n% &0 ﬂToRg @uﬂ?e%@ chtpéH%gﬁ’g?&ﬁeECg'Bf 91\(9
parameters that @reeyBliphRstzaimgionaf the passwardneetdrs do not 15 satisfy the classical

equation of an elliptic cpyye. IQ%%! Iy, Jt therefore envisages representing a point.on the elliptic
curve in a different way, using this gﬂﬁg% |E?(t-:‘ uFrgctig%naz,ss%cggaﬂo OCQ(P§SE/ a W&Fﬁﬁtiéﬂt g
potential attBcke€®R&IOH&R enable him to deduce the password used. In order to determine said

function F allowi ‘%mg{ (P5Y, - ellipti ve to,be represented accqrdjng to some_other
parameterizationn?han thgbgfféau&é%%r??gglggg ﬁ%ﬁﬁ?g?g clij%gsas azbaz:\%ﬁiszaw&@e?t,ﬁ)ﬁ%%%c%?oeﬁqfa,b,
the inverse functidi. 73, is1apintiomakesaliptissitieren rmud vieaippint elerthentsirde, aotettistyto two
parameters that g déqﬁ,a(tﬁfy equation (1), from an input parameter. 25The function F can be written:
F(k, k)= f(11+fa,b(k) where fa,b is an invertible function, based on the coefficients a and b of the

elliptic curve, taking aRWipgdtipatiagserar eanpeupYingt dsppivasibléehte ellpiit thevettacks3dudrees| is a
funciion gen rg;%@ﬁ%?é’g}iﬁ Giliptegyoe ﬁ?@?ﬂﬂ?%PQr?f A RRERTIRSL, Fdse LR gpnerate
is no longer possible to test a password by determining whether the result
obtained corresponds to a point (X,Y) on the elliptic curve Eap since the
function F always supplies a point on the elliptic curve as output regardiess of
the parameters that were supplied as input, as the input parameters do not
15 satisfy the classical equation of an elliptic curve. Ingeniously, it therefore
envisages representing a point on the elliptic curve in a different way, using
this surjective function F, so as not to supply any information to a potential
attacker that can enable him to deduce the password used.
In order to determine said function F allowing a point P(X,Y) on an elliptic
20 curve to be represented according to some other parameterization than that of
equation (1), it is possible to use as a basis an invertible function fap, the
inverse function f,p" of which makes it possible to recover a point on the
curve, according to two parameters that do not satisfy equation (1), from an
input parameter.
25 The function F can be written:
F(k, kK')= f(k)+fa (k)
where f,, is an invertible function, based on the coefficients a and b of
the elliptic curve, taking an input parameter and supplying a point on the elliptic
curve and
30 where f is a function generating a point on the elliptic curve as a
function of a parameter:
and

where, at step /2/, the parameters k and k' are obtained by the following steps:



determine a value of the parameter k from the following equation: 5k = fayb(P(X,Y)- fl(k1))
Advantageously, by combining a function f that makes j possible to generate a point on the elliptic
curve on the basis of a parameter k' of random value and an invertible function kb based on the
coefficients of the elliptic curve a and b, it is then possible to obtain a function F that allows
10parameterization of a point on the curve while avoiding the attacks described. The function f can in
particular be written: f(1(1)= k'Téndomiyegersisitha yaher axbihef prsaspoetdgoints on the elliptic curve;
and a value of the parameter ki3 ?érgi%q_lgq{? following equation: 15k = fj(P(X,Y)- k1.G) Under
these conditions, the function F can be written: F(k,k')’= f0.b(k)1C.G Alternatively, the function f can be
written: f(k')= fa,b(k') 20 and adelieerinehedparaivetdik ibeerarameticroin therfolldveindodqudnion: k =
f),(P(X,Y)- fa,b(B) Hfdsr these conditions, the function F can be written as follows: F(k k). fa,h(k)+
faj,(k") 25Thus, generally, for parameterizing a point P(X,Y) on the curve according to the present
invention, affirst step envisages obtakrmga“g‘x(ﬂmﬁl; Bi-thé(&uyve for a value of the parameter k'. Then a
point on the curve is determined which corresponds to the subtraction of the point P(X, Y) to be

represented and of thepdiaNERasRIeshat Bye SR RIRIPI Th i RERRCf bt sralies dliprssiecte
30obtained. Nexjeiiieriiee] SolHNSHmE RIS AR rRIS RS A hVAHES! RAERMEIEHIS
obtained. The point P is then represented in the form of the pair 5
vaiue and an invertible function f,, based on the coefficients of the elliptic
curve a and b, it is then possible to obtain a function F that allows
10 parameterization of a point on the curve while avoiding the attacks described.
The function f' can in particular be written:
flk'y= k.G
where G is the generator of the set of points on the elliptic curve; and
a value of the parameter k is determined from the following equation:
15 k=7 (P(X.Y)~k'G)
Under these conditions, the function F can be written:
F(k,k'y= f, (k) + kG

Alternatively, the function f' can be written:
k)= fap(k’)

20 and
a value of the parameter k is determined from the following equation:

k= fo,(P(X. V)= f,, (k)
Under these conditions, the function F can be written as follows:
Fle kY= 1)+ £, (k")

25 Thus, generally, for parameterizing a point P(X,Y) on the curve according
to the present invention, a first step envisages obtaining a point on the curve
for a value of the parameter k'. Then a point on the curve is determined which
corresponds to the subtraction of the point P(X, Y) to be represented and of
the point obtained at the first step. Then another point on the elliptic curve is

30 obtained. Next, the inverse function of f,, is applied to this point and a value of
parameter K is obtained. The point P is then represented in the form of the pair



of parameters k and k' that does not satisfy equation (1).  In one embodiment of the present
invention, the function F comprises at least one invertiblg function fa,x, such that VP =(X,n Ea bn L
5where L is an integer having a relatively small value in Telation to the number of points on the elliptic
curve (1).  The fact that function F comprises a function fax means that application of the function F
to first and second parameters corresponds to applying this function fax, to at least one of the first and
second parameteyt p@amatethksatl eNvBAGR LN +AFBIE@ing a point on the curve on
the basis of the first pa}ra[jneter aE]d on the %trgar hand, applying the inverse function of fa,x to obtain
the second parameter. By 165150 ?}’ﬂﬂ?? Ot SLdhiErBressantne o Rt fenstionan semppieesated
according to thedeagtooparmvetiinte funclibnd, grslicatipgtof the function F to first and second
parameters can 15correspond to application, to at least one of the two parameters, of a function fa,b
such that VP(X,Y) Efa-i(X,Y)1< L@yt 1) < EowhieréX. 13 aé integer having a relatively small value in
relation to tr’g number of poin% th elligtiq curve (1). 20In other words, the function fa,x considered
here has a pre-image correspSAding to's 2B BIGRSHRIBA A &elatRcarelalisduneadion toquite
small maximum Vaeipueibévefpdiresomires efipaittsuprete)elliptic curve. In fact, if this is not so, it is
then possible to invertﬂ]le Fun{:ﬂ%)r]gfx, ﬁimpfliy‘f%/ taking a number at random. In this context, it can for
example be considered that L i& 255MatSF thafP TIPS eh R {URetictfemsassitiabanplicationeofay
using an invertibltél@uﬁmtiminaaﬁslyin@r@bh@ﬁ%@ddﬁditﬂamﬁggt&am@ﬂm@fégb[ﬁﬂbeﬁﬁfgﬁm a
point on the curv&lxi%igﬁrgm?terzlf and k' Wr\}i%cfh do rfot permit an attack on the password Used for
encrypting them, such as tat A& cissl ABoWE. SR B RRRh R ARG RIS Wi vamidiushe
function fad Umakesvis pgée, aptrametehatd, Yamsratpgns foinnarame i ivs wrHeabxds heraly
6+ + b - + = .

solution of the foHpg{/ 'Bgr%%@g?%ng , og hebot Vé"r: ha(%&?’g’;? ?&ingot 5% ?r?\?e)r/szait‘ﬁlegt?én of fop to

obtain the second parameter. By following this procedure, a point on the elliptic

curve can be represented according to these two parameters.

Thus, application of the function F to first and second parameters can

15 correspond to application, to at least one of the two parameters, of a function
fap such that

YP(X,V)e E

a,b?

faX.ni<L )
where L is an integer having a relatively small value in relation to
the number of points on the elliptic curve (1).

20 In other words, the function f,, considered here has a pre-image
corresponding to a set of points P on the elliptic curve Ea» bounded by a quite
small maximum value relative to the number of points on the elliptic curve. in
fact, if this is not so, it is then possibie to invert the function fap Simply by taking
a number at random. In this context, it can for example be considered that L is

25  smalier than 1/2% times the number of points on the curve,

By using an invertible function satisfying conditions (4), it is easy to obtain a
function F for representing a point on the curve via parameters k and k' which
do not permit an attack on the password used for encrypting them, such as
that described above.

30 In one embodiment of the present invention, the function fap Makes a pair

of parameters (x, y) correspond to a parameter u such that x is the only
solution of the following equation:



y = u.x + Q(u,a,b) This equation (5) is obtained by replacing y in equation (1) by the term
5ux+Q(u,a,b). The term Q(u,a,b) denotes a rational fraction in the variables u, aand b.  The fact that
this equation (5) only allows a single root is equivalent to the fact that the discriminant denoted A(u , a,
b) of the following term is not a square whatever the parameter u: 10x3 + ax + b - (ux + Q(u,a,b))2 For
g= 2 mod 3, we can write: A(u, a, b) =-3 R(u, a, b)2 where R is a rational fraction. In fact, for

p=2mod3, -3 is not a square and thergfo;%xaFyu,@Lp){ZQﬁp%\’/gj)z‘Lg g squared term. 5§ince equation
(5) only allows a single root then the following term is a poiynomial of degree 1: gal(x§+ax+b- (we +
Q(u, a, b))2, X P - wifd Yy&a@isfierirge common denominator. 20The root of this polynomial, denoted
Xp, is an abscissa of a point on the eujg_tig_ggr uFAnﬁlly, the point with abscissa Xp and ordinate
u.Xp+Q(u,a,b) is a point on the curve. In one examiple, a rational fraction Q(u,a,b) that satisfies the

following equation canlbéstakiemficio (Hnisdestaiosd2BE FepIRaRgH v AdesiuaRiohl PHOBARR faha2-uu
i $stol) AN A SRR o e SRRIA B ko
parameters (x, ypodrkespond to a parameter u, such that: x=(v2-b-u6/27)" +013
The fact that this equation (5) only allows a single root is equivalent {o the
fact that the discriminant denoted A(u,a, b) of the following term is not a square
whatever the parameter u:
10 x>+ ax+b—(ux + Qu,a,b))>
For g= 2 mod 3, we can write:
Alu,a,b) = -3R(u,a,by
where R is a rational fraction.
In fact, for p=2mod3, -3 is not a square and therefore -3R(u,a,b)? is never
15 asquared term.
Since equation (5) only allows a single root then the following term is a
polynomial of degree 1:
ged(x’ + ax + b~ (ux + Qu,a, )%, X - X)
where gcd is a large common denominator.
20 The root of this polynomial, denoted Xe, is an abscissa of a point on the
elliptic curve. Finally, the point with abscissa Xp and ordinate u.Xp+Q(u,ab) is
a point on the curve.
In one example, a rational fraction Q(u,a,b) that satisfies the following
equation can be taken into consideration:

o5 O(n.a.b) = 236196uab + 405u°a ~ 20412u°b - 45927u* a* — "2 +196834°
54u(-162au’ +2187a*—u® + 2916bu%)

in one embodiment, the function fa), can advantageously be defined as
follows in Fq, q being equal to 2 mod 3. It makes a pair of parameters (x, y)
correspond to a parameter u, such that:
x=(V=b-u® 27V +u?/3
30 and



7y =u.Xx+ v 3a-u4 with v= =-- Q(u,a,b) 6u and with fa,b(0)=0. Such a function is invertible.
Thus, for a P(X,Y) on the elliptic curve, a 5pre-image of the point by the function fa,b is a solution of
the following equation: u4 - 6u2 x + buy -3a = 0 Now, a polynomial equation of this kind can easily be
inverted. Moreover, the set of pre-image points P of this function fa,b is bounded by L that is small
relative to the number of points on the elliptic curve. 10Thus, this function satisfies the characteristics
defined previously. We canvatspxenvisage basing the function F on the use of a function fa,b
defined on the basis of polynomials satisfying Skalba's equation. It should be noted that
polynomials satisfying Skalba‘a,ﬁgu‘;)_l_ité‘éré‘deﬁ in jie document 'Rational points on certain
hyperelliptic curves over 15 finite fields' b§uMaci€j Ulas, published 11 June 2007. These functions are
invertible. In fact, given polynomials Xj %%/%Zl(ké@ig ) and U(k) satisfying Skalba's equality, i.e.
satisfying: f(Xi(k)).f (X2(k)).f (X3(k)):8?k whete' T1s the polynomial that defines the elliptic curve
20Ea,b. More precisely Susitigfibsntiiordsadtivertipg-=ythubeferxaa Ry vy e alehecatimicheimvand the

pair (x.y) regeseiis 30t 3 edRint by the function f, 5, is a solution of the following equation:
u' —6u'x+6uy~3a=0
Now, a polynomial equation of this kind can easily be inverted.
Moreover, the set of pre-image points P of this function fap is bounded
by L that is small relative to the number of points on the elliptic curve.
10 Thus, this function satisfies the characteristics defined previously.
We can also envisage basing the function F on the use of a function fap
defined on the basis of polynomials satisfying Skalba's equation.
It should be noted that polynomials satisfying Skalba's equality are
defined in the document ‘Rational points on certain hyperelliptic curves over
15 finite fields' by Maciej Ulas, published 11 June 2007. These functions are
invertible. In fact, given polynomials X(k), Xa(k), Xs(k) and U(k) satisfying
Skalba's equality, i.e. satisfying:
f(X4(k)).F (Xa(k)).f (X3(k))=U(k)?

where f is the polynomial that defines the elliptic curve

20 Egap.
More precisely, f satisfies the equation:
fx)=y?
where x and y are elements of F¢?, and the pair (x,y) represents a
point on E, .
25 fap(k) is defined as being the point P=(X,(k), f(Xi(k))"?), where i is such

that f(Xi(k)) is a square in F,. Thus, to invert this function fap, given a point
P=(X,Y), we calculate the solutions k of the three polynomial equations:
Xi(ks)-X =0
Xaks)-X =0
30 Xa(ks)-X =0
Each of these solutions is a pre-image of P by fap.
In the case where F(k k') is written:



25fa,b(k) is defined as being the point P=(X,(k), f(X,(k))112), where i is such that f(Xi(k)) is a square in
Fqg. Thus, to invert this function fa,b, given a point P=(X,Y), we calculate the solutions ks of the three
polynomial equations: Xi (ks)-X =0 X2(ks)-X =0 30X3(k8)-X =0 Each of these solutions is a pre-image
of P by fa,b. In the case where F(k,k') is written: 8 F(k,k). fa,b(k)+ fa,b(1) We can advantageously
obtain a uniform distribution of the points, output values of fa,b, for a uniform distribution of input

values. In this case, if the input values'@rgrpadomly)deferined, then the output values also have a
5random distribution. By following this procedure, it is possible to avoid attacks based on a
statistical analysis of vaflYés ¢Rjecdrantapacusiyterbtelicracomidosupmlistrtarticatiaf. thdagoimtshe
case where the i ' tio. it R.on: the elliptic, curve carresponds to. g plurality
of values of the iE‘gﬁéﬁfo\%%ém%%béﬁt%%n%%ﬁ@%%%%gr@%so‘gg&%I\éatwg s%'?r?g%f‘iﬁ@%e' es
recur more often'fiPath ¥EHEES st rtAngaly stederican &y, thiens tictheugtisticketue wis thinstatistical
law, by testigg a RARWMe Y LRENEJRformation exchanged, he can decide whether or not the values of
the parameter exchanged follow this law. He can thus deduce from this whether the password tested
is correct 150r not.  BYoteliawingvtiits throegskis, dittae kpitssdid dcadvaitaaftacis thased anaa

algorithm such agithakdapciihgdhelqw. i?géwt the se ints.on the, elliptic curve Ea,b
which has exactly a nu;m'ber i ofgg?g-?nya\éggjggt e funiﬁronﬁég,bb I%%?wﬁegx%mvb’%é%eéfggd SSJQBI\%/V,
20five sets are deipEBationpln fast Dethe 6355 GrEedheisraidaraftibisthaigienciaten @mpdomly and

uniformly distribusedrpaiiis aNidie AURIE edi¥eshhas o8 "BRIKNG Bt VR e sh B "
10 parameter of this inverse function, it is possible that some of these values
recur more often than others according to a statistical law. Thus, if the attacker
knows this statistical law, by testing a password on the information exchanged,
he can decide whether or not the values of the parameter exchanged follow
this law. He can thus deduce from this whether the password tested is correct
15  ornot.
In order to avoid this type of attack, it can be advantageous to employ
an algorithm such as that described below.
Di denotes the set of points on the elliptic curve E,, which has exactly a
number i of pre-images by the function f,,. In the example described below,
20  five sets are defined: Dy, Dy, Ds, D, and Ds.
GEN denotes a function that generates, randomly and uniformly

f

distributed, points on the elliptic curve. Let s, =@ probability associated with

the set D,
For t=0 at T-1, where T is an integer
25 - generate a point P; with the function GEN;
- if Pyis an element of DO, then go to the start;
- If Ptis an element of Di
o Select at random a value b between 0 and 1 satisfying:
Pr(b =0) =6,
30 o Ifbisequal to 1, then go to step (1):
o Otherwise



25generate a point Pt with the function GEN; if Pt is an element of DO, then go to the start; - If Pt is an
element of Di O Select at random a value b between 0 gnd 1 satisfying: = 0) = 300 If b is equal to 1,
then go to step (1); o Otherwise 9 select at random an element u in the set fa:b(P,) return u It
should be noted that, to obtain a 1-1/2k probability of success, it is sufficient to have T equal to a
polynomial evaluated in k of degree 1, in other 5words T is a multiple of k. Moreover, the following

steps can be employed: -sefeceateandwssageiaiéy tirtt dnel setcgl parameters in a form
encrypted with the password; decipher the first and second parameters and obtain parameters 10p
and p'; and calculate a™@3Hifhbn secret value K with the controller according to the following

equation: K = IT.F(p, pi Wheiad bois fsdanfiam valysidredaf step @gﬁgjggﬂggﬁ'&hg&%gs gpggthe

controller can finally have a common key at their disposal without e nformation that puts the
secrecy of the paY&igiatitdEpady equal to a polynomial evaiuated in k of degree 1, in other

5 words T is a multiple of k.
Moreover, the following steps can be employed:
- receive a message stating first and second parameters in a form
encrypted with the password;
- decipher the first and second parameters and obtain parameters

10 pandp';and
- calculate a common secret value K with the controlier according
to the following equation:

K=n.F(p,p')
where 1y is the random value used at step /1/.

15 Thus, the device and the controlier can finally have a common key at
their disposal without exchanging information that puts the secrecy of the
password in jeopardy.

A second aspect of the present invention proposes an electronic entity
comprising means suitable for implementing a method of control according to

20 the first aspect of the present invention.

A third aspect of the present invention proposes a system of control by
password comprising a first electronic entity according to the second aspect as
controller and a second electronic entity according to the second aspect as
device to be controlled.

25 Other aspects, aims and advantages of the invention will become clear
on reading the description of one of its embodiments.

The invention will also be better understood with the aid of the following
figures:

- Figure 1, already described, illustrates the main steps of a

30 method of control according to the prior art;

- Figure 2 shows the main steps of a method of control according

to one embodiment of the present invention;



A second aspect of the present invention proposes an electronic entity comprisi_ng means suitablt_a for
implementing a method of control according to 20the first, aspect of the present |r!v¢nt|on: A third _
aspect of the present invention proposes a system of coritrol by passworo! comprising a f!rst electronic
entity according to the second aspect as controller and a second electronic entity accordl_ng to _the _
second aspect as device to be controlled. 250ther aspects, aims and advantages of the invention will

become clear on reading the dEsguiatid iifisiates itarﬁﬁﬂhplﬁméﬂt:étiog Uged”?fgﬁig@% "&1' égﬁﬂrt%f’ i
better understood with the aid of the follow|ng.figures: Figure 1, already described, illustrates the m
steps of a 30method of control%%;%%ma fiet%g%ﬂai??r‘t?gﬂﬁﬁtl@@m‘@ﬂet?n‘aﬂ?s‘?@ﬁ%%‘!@?ﬁéthod
of control according to one embbtheenéséihmpeesiant iamention; 10 -“F|gure 3(;!Iusttrates an odiment
implementation of a method of control between a device and a controller according to one embodimen
of the present invention; and Figire F?‘ éalﬁﬁu@t.fg?&cs e é‘tﬁ’d’ﬁ%@ﬁtﬁﬁ@rﬂﬁ&r@n@% one
5embodimeht of the present ineemtimdimentfifitive grisistaiegdhgomain steps of a method of control

[ i ' ion, tep 21, a point P=(X,Y) on an elliptic
according to one embo merét Sfimjelpr invention Atas p (X)Y) c p

se
curve in a finite field Fq. With-gaf mstéai ?ie{‘gi%?miﬁg??g@ Hgﬁ tfﬂifa?ﬂF(kggﬁﬁefi?iTe;ﬂ ata
10 22, first ane¢ secbadipeaine tibks iave ned, such that P=F(k,
zfjerfective furl1rstion sucm§séosftg §faa|n;k|£clr _ ﬂwe %aram Iters thus obtain(?d,make it guossible to
represent the point P ingeniousﬁy 50 853D Btetdtr E’;i g@; H?tfﬁé’ﬁa’&\‘/&:d @iﬁ%ﬂiﬁﬁ;ﬁ%ﬁ}aiﬁzd
deviceraimiepgercontieiermined\oa $ igheffistaanrtbae e r ,
ﬁletevxif;nggfoigi)yf-? c&?ﬁ :Cl;gg as functior% of %ﬁea sword éEr K,K"). ﬁlqthis ingenious form, the
random value rl ca’nla%varﬁagecous(i})géat%%gﬁﬁ e%}ﬁ a8 PRI SHENERALe to be controlled to
the controller, or 20 from the controll&t=tB(i)k'device to be controlled so as to generate a secret
common key.

where F is a surjective function such as of Fqx Fy in F,,.

The parameters thus obtained make it possible to represent the point P
ingeniously so as to protect the secrecy of the password during exchanges
15 between the device and the controlier.

At a step 23, the first and second parameters are obtained in encrypted

form by encryption as a function of the password E_(kk".

In this ingenious form, the random value rq can advantageously be
transmitted, at a step 24, from the device to be controlled to the controller, or

20 from the controller to the device to be controlled so as to generate a secret
common key.

The function F is such that, whatever z and z' element of Fo, F(z,2") is a
point on the elliptical curve and the elements z and z' do not satisfy equation
{1).

25 Figure 3 illustrates an exchange of messages between a device to be
controlled 10 and a controller 11 according to one embodiment of the present
invention,

The device to be controlled D 10 generates firstly at a step 31 a random
value ry. When the order of the set of points on the elliptical curve is an integer

30 N, then ry can be taken at random by the set of values: [0, N-1].

Then, starting from this random value, a point P=(X,Y) on the elliptic

curve B, is generated using a generator G. Said generator is such that, for



The function F is such that, whatever z and z' element of Fq, F(z,z") is a point on the elliptical curve
and the elements z and z' do not satisfy equation (1). 2 J‘:igure 3 illustrates an exchange of messages
between a device to be controlled 10 and a controller 11 according to one embodiment of the present
invention. The device to be controlled D 10 generates firstly at a step 31 a random value r1.
When the order of the set of points on the elliptical curve is an integer 30N, then ri can be taken at

random by the sangfpaihtd?:df the Biliptid bervestdngié envaie mRdem kalue, a point P=(X,Y) on the
elliptic curve Ea,b is generate%y__ﬁzr&g a generator G. Said generator is such that, for 11 any point P on
the elliptic curve, there is a value hsuch that: P=h.G Thus, a point P1 is obtained such that: 5Then,

values of the parametehks, angditt #¢ideferameedsirptsigp 33, for representing the point P1
according to parameters differgnt Ifr its coordinates X and Y, which, for their part, satisfy equation
(2). In order to determine thése parameters k1 and k11, firstly a random value can be generated

for the parafeter k1'. THesn avahiesoof the ¢lipdimetinelBkhag IcoERSRRACSIMENS a0 Va4 le I<11,
either by applyin%'a F%”?Qg&{ﬁnb tr{%temake% ordinates x, y of a point on the curve correspond to a
ing or ¢ PRI it S ERAMIi 36 Rareeneters tgifigrantaliienns fise

parameter, or by using a gener
parameter k, is aistaidethtey Xpphdng, thbiah deadiafiplieatiosatiti.edadtierpgint corresponding to a

subtraction in the grou n°§> r1?{'5f5[)ro$|61t 0 the e(lluitic curve: P(X,Y)-Pki. The parameters 1(1 and Ice
represent the point P(XYY! Rext the Tiret and SetoRd] foks BBt e priViBEEREa® ¥akigpted by
an encryption funatidreEgebasatedrichthpassraondier, k0. treneMikhmt @ theastiglierciaa mgssage
34.20In a mn&%ﬁg@#f&%mso%t e ccl)_n'gﬁller ener tes a r?érédom value r2 at a step 35. Then it
transforms this Value mto & pomt B2 o the '@II%S%&'% Ve, SHNELEY RPPIIBA, AsfHRCHARR pB@bUSIY
at step 33, the comielecootdinatespestive yaloks ohthiefisiraccoeraipbharameisssdmeand kil, at a
step 37. Then, i stg e values, befgre transmitting them to the device to be 25 controlled 10,
via a message ?t,tgp ﬁé}’%g %\?/}géatg rb§ ggrﬁ}%lﬁ)é)dnf%) ?He%?o‘?%gg Qi€ disposal the random value rl,
the values k2 and k2' ahbethe duvaiiendf. thbusaairasttark3Ysiisteoness Bie ARy th2 Thikisé<12)
application of f to the point corresponding to a subtraction in the group of
15 points on the elliptic curve: P(X,Y)-Py.
The parameters k; and k+' represent the point P(X,Y). Next, the first and
second parameters obtained previously are encrypted by an encryption
function En based on the password 1, to transmit them to the controller via a
message 34.
20 In a symmetrical fashion, the controller generates a random value r; at a
step 35. Then it transforms this value into a point P; on the elliptic curve, at a
step 36. Then, as described previously at step 33, the controller obtains
respective values of the first and second parameters k; and k', at a step 37.
Then, it encrypts these values before transmitting them to the device to be
25 controlled 10, via a message 38.
The device to be controlled 10 therefore has at its disposal the random
value ry, the values k; and k' and the function F.
Thus, at a step 39, it recovers the point Py;
P2=F(k2,k'2)
30 It therefore obtains a secret key K shared with the controller but without
having supplied any information about the password, which satisfies:
K=ry.r.G

The controller recovers the secret key K in a symmetric fashion at a



30It therefore obtains a secret key K shared with the controller but without having supplied any
information about the password, which satisfies: K=ri.rZ.G The controller recovers the secret key K in a
symmetric fashion at a 12 step 301. The function F as defined above can be written in a different
form. The following sections describe different representations of this point P which advantageously
makes it possible not to supply redundancy of information 5 during encrypted exchanges of the
random values. BhepfGAdtion F is surjective of Fq x Fq' in Fq, such that: P=F(k,k1)(3) and such
that, for any pair of val (k.k"), P is.a point on the elliptic curye, without equation (1) being satisfied
by k and k'. 10In such :]eﬁoenli%&)ﬁtg)(ﬁ\/g}l%g‘g%’ W’ ﬁBcfPfﬁ)ﬁﬁﬂtiBﬁ WIRIBR Heaifierambeme fhssword,
on the basis of efallewiggs sEdtierandescribduasifforehtnesgstebepeatianss tothRiRripbML. i {aRlckhe pair
of values (k,k") isatg\?élngxcgag ed in encrypted fashion befween the device and the controller. But,
whatever the paSsworl estad By X potentiaPRREEE Bt dOo PR FRAUSERARGHR GESMoERiRR sible
to determinéwhethenghés crypdach ekcheorjestafrthetragidesraryiresult obtained corresponds to a point

on the elliptic curve, withput.equation (1) being, satisfied by k an? K'. Such a representation can be
based on advantageoutf@ tg"r'ag(c:l(’tl%?%{lgc SorH ’gﬁo#%ﬂ’f(ﬁ)"tﬁ’a ﬁ%’ﬂbmfowing characteristic: 20V

P e Ea,b, f(P)l<Lwith L an int%gé@(,ld)other words, the siz_e of tk@g)pre-i_me_lge set of this fun_ctio_n IS
flloning fnation 1a.0(0) A A0 BbuY 5HHrBH L JAER Jb Ebcbirin R PALEo RO
embodiment of thenuee seith dutenticationhith beaiesaaiskicobparameters (X, u.x+v) in Fq2 correspond
to a paramgier u in Fq,guch that, context, advantageously, no information can be deduced
about the password, on the basis of exchanges of the random values
exchanged, in contrast to the prior art. In fact, the pair of values (k,k') is then
exchanged in encrypted fashion between the device and the controller. But,
whatever the password tested by a potential attacker to recover this pair of
15 values, it is impossible to determine whether this password is correct or not,
since any result obtained corresponds to a point on the elliptic curve, without
equation (1) being satisfied by k and k.
Such a representation can be based on advantageous characteristics of
a function f; ,(U) that has the following characteristic:

20 VPeE,,|fi(P)|<L

with L an integer.

in other words, the size of the pre-image set of this function is bounded
by a small number L relative to the number of points on the elliptic curve.
By considering the following function f, »(u), advantageously a function F
25 can be determined according to one embodiment of the present invention,
which makes a pair of parameters (x, u.x+v) in F4% correspond to a parameter
u in Fq, such that:
x=—b-ut/ 27V +u?/3
and
30 v 3a—-u’
6u
putting f,+(0)=0.




X = (v2-b-u6/27)1/3 +u2/3 and 30 3a-144 V = 6u putting fa,b(0)=0. 13 The function F can then be
written: F(k,10=fa,b(k)+fa,b(k1) or F(k,10=fa,b(k)+ICG Sl can also be considered that fa,b is a function
obtained from polynomials satisfying Skalba's equality: f (XI(k)).f (X2(k)).f (X3(k))=U(k)2 in which
Xi(k), X2(k), X3(k) and U(K) are polynomials satisfying Skalba's equality, as defined for example in the
document 'Rational points on certain 10 hyperelliptic curves over finite fields' by Maciej Ulas,
published 11 June 200 T Hedotk}itnde imadinencbasiitién.f(X,(k))112) where i is such that f(X,(k)) is a

square in Fq. Figurc—;r-:r?kiwngfra'é?rs#q crz)egrol system comprising a device to be controlled and a _
controller according to one'e itheffof'the present invention. 15 Such a control system comprises

at least one electronic entity as device to be controlled 10, and a control entity or controller 11
according to one embo@igp%wf tl&(?lﬂ(r.eéent invention. Such an electroni_c er_ltity, vv_hether _it is used as
device to be controlled or as ‘coftroller, ¢an comprise: a determination unit 41 suitable for
determining@ point P(X¥fYyan also be considered that f,, is a function obtained from

polynomials satisfying Skalba's equality:
F(X4(K)).f (Xa(k)).f (Xa(k))=U(k)?
in which X4(k), Xao(k), Xa(k) and U(k) are polynomials satisfying Skalba's
equality, as defined for example in the document 'Rational points on certain

10 hyperelliptic curves over finite fields' by Maciej Ulas, published 11 June 2007,
Fan(k) is defined here as (Xi(k)f(Xi(k))"”%) where i is such that f(Xi(k)) is a
square in Fq.

Figure 4 illustrates a control system comprising a device to be controlled
and a controller according to one embodiment of the present invention.

15 Such a control system comprises at least one electronic entity as device
to be controlled 10, and a control entity or controller 11 according to one
embodiment of the present invention. Such an electronic entity, whether it is
used as device to be controlled or as controller, can comprise:

- a determination unit 41 suitable for determining a point P(X,Y)

20 on an elliptic curve in a finite field Fy, g being an integer, on the basis of a
random value r4, the elliptic curve satisfying the equation:

E, (x.p):x +ax+b=y? (1)
- an obtaining unit 42 suitable for obtaining first and second
parameters k and k', such that

25 P=F(k k")

where F is a surjective function of Fqx Fy in Fq,
- an encryption unit 43 suitable for obtaining first and second parameters
in encrypted form by encryption as a function of the password; and
- an interface unit 44 suitable for transmitting said first and second

30  encrypted parameters to the controller;
the function ¥ being such that, whatever z and z' input elements of Fy, F(z,2") is
a point on the elliptic curve and the input elements do not satisfy equation (1).



200n an elliptic curve in a finite field Fq, g being an integer, on the basis of a random value r1, the
elliptic curve satisfying the equation: E a,b(x, y) : xs + gg+ b = y2(1) an obtaining unit 42
suitable for obtaining first and second parameters k and k', such that 25P=F(k,k1) where F is a
surjective function of Fg x Fq. in Fg, an encryption unit 43 suitable for obtaining first and second
parameters in encrypted form by encryption as a function of the password; and an interface unit 44
suitable for transmittingl S&icefisyRtidrsuoaticB0 ki argpsavioparkmeanshe efinadrdiféerendyuriction F

bei h that, " input, Fiz.2) | int op. ipti d th
in‘i)'zgeslgﬁq etmgt Jm@ée‘é%f}y%{ﬂr?g'%tzﬁﬁﬁ%ﬁ?‘ Sr %6?#&?%@'% OEgh&ﬁHajéﬁgcg{g@ﬁﬁ the

0 not satisfy equation (1). he encryption function by passWwor an be
defined differenteverdkeleasbit istmegessmputpansuctcpaseiverd eeniidanialiy dbaiithatvalue
Nevertheless it igy e R IR RARTHRI AP A HAG P ALY, J0aLBIS ValGs sl el daesppt give
information about the p_assyvefaril-.| TFS%'S, two cases can Sq)e g?sti)rﬁujgui%&/ed:' ’etg‘%g:ert e password
is used as éncrypfishistieguishedassical encryption function, or the password is an index which,

in a database, points to the valyg. of tp(fﬁgyv%g%ggran?gtﬁ@egf the glliphi EHHV?@#O% bé’@i%(@ﬁ%ﬁi the

encryption algorithm can proceed as or transforming a value ©f a parameter k or k' into a bit
string, and the f@fusRsioRciteRiean be applied: Select a random value r. Then transform a value

v of a parameter into a bit string i CACURNAM 10U TINAED which, in a J4HBSLERT BIAREGEGRIther to

g or to N, g being the number of elements of the basic body Fq, N being the number of points on the

elliptic curve. It i¥ahingidbsipiediicrepramaters i theiekiptig curve.

10 In both cases, the encryption algorithm can proceed as follows, for
transforming a value of a parameter k or k' into a bit string, and the following
method can be applied:

Select a random value r. Then transform a value v of a parameter into a
bit string by calculating:

15 v' = v+r.qg'

with q' corresponding either o q or t0 N, g being the

number of elements of the basic body F4, N being the number of points on the
elliptic curve. It is then possible to represent v' by a bit string.

In the case when the password 1 is an index, V' is the encrypted value

20  of v under the password, as only the person knowing the public parameters (q
or N) can find the vaiue of v.

in the case when the password is used as encryption key of a classical
encryption function, it is sufficient to encrypt v' by using the encryption function
En. '

25 Thus, on the receiving side, in the first case, v can be recovered by
calculating v' mod ¢'. In the second case, it is necessary to decipher the bit
string sent by the decryption function, in order to find v' and finally be able to
calculate v by calculating v' mod N.

The present invention can be applied advantageously in any type of

30 cryptographic calculation using elliptic curves. it can in particular be
advantageous in protocols for authentication by password, such as PACE
(Password Authenticated Connection Establishment). In this case, it allows an

improvement in calculation performance, while not allowing any attack linked



In the case when the password -rr is an index, V' is the encrypted value 20 of v under the password, as
only the person knowing the public parameters (g or N) can find the value of v. In the case when
the password is used as encryption key of a classical eﬁ%ﬁyption function, it is sufficient to encrypt v' by
using the encryption function En. 25Thus, on the receiving side, in the first case, v can be recovered
by calculating v' mod q'. In the second case, it is necessary to decipher the bit string sent by the
decryption functierittintedadetautiod insndfinllyhptablasmrataraiationy calculating v mod N. The
present invention can bg.gaé)_plied advantageously in ani%%/pe of 30 cryptographic calculation using

i

elliptic curves. It can in particoiae bt alfVAMERR oG8 BitRo ks ARPAGHeRtvantroBPwlysbrthesuch

as PACE (PasswmdtéxtthehtprivacCorstectins Esfahlisimaniienibizicase. dhallRikg 2gi4pspyement
in calculation pen@rn&nc&owhile ot all%/i%% an{é%ttac_k linked 15 with the execution time of the
e|%_ Bh iffYe

cryptographic calcy JOCURED S 2l FERIF RS BROASHIba fadtalisteringsiy ianHbeontext

of privacy prptocptatsuohmesbatedudedsiaiotheeiiadtelResmiis i8Rl HEGRARISaFHR LA EIgEtronic
passports. In faCEhgs;g3 5"?@ in on the 5 protocol presented does not make it possible to find the public
parameters of the elllp&i% LIV G SRP9n IR SFRPILeSh R IBrRF @M 6 CLAIMS 1.Method of control of a
device (10) by a controller (11) on the basis of a 5password (-rr); said method comprising the following
steps, at the device or at the controller: /1/on the basis of a random value r1, determine a point P(X,Y)
on an elliptic curve, in a finite field Fq, g being an integer, of equation: Ea,b(x,y): x3 + ax +b=y2(1)

10/2/obtain first and second parameters k and k', such that P(X,Y)=F(k,k")



where F is a surjective function of FgxFq, in Fq, / 3/obtain first and seco_nd_parameters in encrypted
form by encryption as a function of the password; and 15/ 4/transmit said first and secqnd encrypted
parameters to the controller; in which the function F is sUch that, regardless qf zand z |'nput elements
of Fq, F(z,z") is a point on the elliptic curve, and the input elements dq not satisfy equation (1). 20
2.Method of control according to claim 1, in which the function F is written: F(k, k')= f(k1)+fa,b(k_)
where fa,b is an invertible function, based on the cogffig¢ntg a and b of 25the elliptic curve, takmg an
input parameter and supplying a point on the elliptic curve anq vyhere f'is a function generating a
point on the elliptic curve as a function of a parameter; and 30in which, at step /2/, the parameters k
and k' are obtained according to the following steps: randomly generate a value of the parameter k’;

17 caloulate a vajue of i, JPiGrming & Ve 21N PR Dy S dsaeaning io the folowing
5 password (m);
said method comprising the following steps, at the device or at the controlier
11/ on the basis of a random value ry, determine a point P(X,Y) on an
elliptic curve, in a finite field Fq, g being an integer, of equation:
EM(Jc,y):xE'~i—avx~i~b=y2 (1)
10 12/ obtain first and second parameters k and k', such that
P(X,Y)=F(k,k"
where F is a surjective function of FoxFy in Fy,
13/ obtain first and second parameters in encrypted form by
encryption as a function of the password: and
15 /47 transmit said first and second encrypted parameters to the
controller;
in which the function F is such that, regardless of z and 2’ input elements of Fa,
F(z,z) is a point on the elliptic curve, and the input elements do not satisfy
equation (1).
20
2. Method of control according to claim 1, in which the function F is
written:
F(k, K%)= (k) +f, p(k)
where f,,, is an invertible function, based on the coefficients a and b of
25  the elliptic curve, taking an input parameter and supplying a point on the eliiptic
curve and
where f' is a function generating a point on the elliptic curve as a
function of a parameter:
and
30 in which, at step /2/, the parameters k and k' are obtained according to the
following steps:

- randomly generate a value of the parameter k"



equation: k = fal(P(X,Y)- f (10) 5 3. Method of control according to claim 2, in which the function f' is
written: f(k1)= k.G with G the generator of the set of poi‘r?s on the elliptic curve; and 10in which a
value of the parameter k is determined according to the following equation: k = fj(P(X,Y)- k'.G) 4.
Method of control according to claim 2, in which the function f' is 15written: f(k1)= fa,b(k) and in which
a value of the parameter k is determined according to the following equation: 20k = fa-1,(P(X,Y)-
fa,h(le)) 5. Methed of control acallite W@aNNOBERKYIE preceding claims, in which the function F
comprises at least one |nvert|b§ function fa,b, obt(&ed by means of polynomlals XI(k), X2(k), X3(k)

and U(K) satisfying Skalba's eq&tH98 ﬂ)k’lﬂ@)ef DR RARARIE B RECAINENE fost fﬁUWtﬂﬁlal that
defines the elliptiecuatierza,b.

k= fii(POX,YY = £1(k'))

3. Method of control according to claim 2, in which the function f is
written:

k)= k.G
with G the generator of the set of points on the elliptic curve; and

10 in which a value of the parameter k is determined according to the following

equation:
= for(PX.Y)-K'G)
4. Method of control according to claim 2, in which the function f is
15 written:
(k"= fan(k)
and

in which a value of the parameter k is determined according to the following
equation:

20 k= fo(POXLY) = f,, (k)

5. Method of control according to any one of the preceding claims, in
which the function F comprises at least one invertible function fab, Obtained by
means of polynomials X1(k), Xo(k), Xs(k) and U(k) satisfying Skalba's equation:
25
f(X4(K)).F (Xa(K)).f (Xa(k))=U(k)?

where fis the polynomial that defines the elliptic curve E, 5.

6. Method of control according to claim 5, in which the function fap makes
30  a pair of parameters (x,y) in F¢2 correspond to a parameter u in Fq, where q is
equal to 2 mod 3, such that:



6. Method of control according to claim 5, in which the function fa,b makes 30 a pair of parameters
(x,y) in Fg2 correspond to a parameter u in Fq, where q1 equal to 2 mod 3, such that: 18
x=(v2-b-u6/27)1/3+u2/3 andy=u.x+v v= 3a-u4 with 6u and fa,b(0)=0. 5 7. Method of control according
to any one of the preceding claims, further comprising the following steps: receive a message
indicating the first and second parameters in a form encrypted with the password; 10 -decrypt the first
and second parameters and ohtaimparamgtersyy and e} find calculate a common secret value
K with the controller according to the following equation: K =ri.F(p,p') 15where ri is the random value
used at step /1/. 8. Ele@®énic entity ity & gystern for control by password comprising:  a
determination unit (41) suitable for determining a point P(X,Y) on an elliptic curve in a finite field Fq, q

being an integer, on theggsis of i} value 20the elliptic curve being of equation: Ea (x, y) : x3 +
ca+b=y2(1) bu
and f, 5(0)=0.
5
7. Method of control according to any one of the preceding claims, further
comprising the foliowing steps:
- receive a message indicating the first and second parameters in
a form encrypted with the password:
10 - decrypt the first and second parameters and obtain parameters
p and p'; and
- calculate a common secret value K with the controlier according
to the following equation:
K =n.F(p,p")
15 where ry is the random value used at step /1/.
8. Electronic entity in a system for control by password comprising:

- & determination unit (41) suitable for determining a point P(X,Y) on an elliptic
curve in a finite field Fy, g being an integer, on the basis of a random value 1,
20 the elliptic curve being of equation:
Ea!,,(x,y):xs+e:z:oc-i—b=y2 (1)
- an obtaining unit (42) suitable for obtaining first and second parameters k and
K', such that
P=F(k,k"
25 where F is a surjective function of Fox Fy in Fo,
- an encryption unit (43) suitable for obtaining the first and second
parameters in encrypted form by encryption as a function of the password: and
- an interface unit (44) suitable for transmitting said first and second
encrypted parameters to the controlier;
30  the function F being such that, whatever z and z' input elements of Fo F(z,Z) is

a point on the elliptic curve, and the input elements do not satisfy equation (1).



an obtaining unit (42) suitable for obtaining first and second parameters k and k', such that P=F(k,k’)
25where F is a surjective function of Fgx Fq. in Fg,  4@n encryption unit (43) suitable for obtaining
the first and second parameters in encrypted form by encryption as a function of the password; and

an interface unit (44) suitable for transmitting said first and second encrypted parameters to the
controller; 30 the function F being such that, whatever z and z input elements of Fq, F(z,z') is a point
on the elliptic curve, and the input elements do not satisfy equation (1). 19 9.Electronic entity
according (o claig 5, CORIHARBARAS SUBRIMIPRITBIRPBING fr%{?%d AESI"OLAGERHBP © 2y
one of claims 1 to 7. 510.System for control by password comprising at least one first e ectronlc entity
according to claifiesPenigchingibedraf acsuterremsetingio @nitonsweialaims titond .8 or 9 as
device to be controlled.

> 10. System for control by password comprising at least one first electronic
entity according to claim 8 or 9@ as controller and a second electronic entity
according to claim 8 or 9 as device to be controlied.



