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LNVENTICN 1. Technical Field : The present invention relates @D

the area of identification devices. Mre particularly, the present -

I nvention provides a radio-frequency identification systemwth features
to reduce a party's ability to tanper w th the identification. devices or.
to track the identification devices on a global. scale. The inventionis
particularly .useful as a theft/fraud preventive in the context of a retai
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Description of Relat ethARFID Segrend res|usoCK icdRstiERCcakopICERE D)
technol ogy provides an inexpensive and sinple way to mark physi cal
objects with machi ne-readable information. In this . application, the term

"machi ne-readabl e" refers toy dj '&%ﬁt cadable only by a -
machi ne;' such nedia-are al m)?%a waysb%ac | n%%ﬁt@ﬂ as well. RFID has.
many advantages over other machi ne-readable information nedia. Unlike

magneti.c media, RFID tags do not' require a reader
1. Technical Field:

The present invention relates generallf'to.the area
of identification devicdes. More particularly, the .
present invention provides a radio~frequehcy
identification system with features to reduce a party’s
ability to tamper with the identification. devices or to
" track the identificétion devices on & global scale. The
invention is particularly useful as a theft/fraud
preventive in the context of a retéil store or as a means
of inventory control when accuracy is critical, such'aé
‘with an inventory of pharmaceuticals in a clinical

sétting.

2. Description of Related Art:
Radiq—frequency identification (RFID) technology

" provides an inexpensive and simple way to mark physical
objects with machine-readable information. In this
application, the term “machine-readable” refers to those
media that are readable only by a machine; such media are
almost always machine written as well. RFID has many
gdvantages over other machine-readable information media.
Unlike magnetic media, RFID tags do not require a readeér
to make contact with the tag to read the information out.
Unlike bar codes, RFID tags can be easily rewritten and

do not require that the tag be visible when read.



to nake contact with the tag to read the information out. . Unlike bar _
codes, RFID tags can be easily rewitten and do not require that the tag
bé visible when read. 2 RFID tags are el ectronic devices. They are _
general ly conposed of an antenna and an integrated circuit. The antenna is
used for sending and receiving data as radio-frequency signals. The )
integrated circuit contains non-volatil esnenory, nodul ation-circuitry (for.
facilitating radi o conmunication), and control Iogic.d Th?s;'RFID:tags a{e
menory devices that_are. read and _witten to using radio-frequency signals.
RFI D ¥ags are passrveldbfPEedTeThRieCHERRAC tdR1Iq9ey Thest ax® i ncl ude a

power supply. gBEEPaE.LQQ.ScE)ﬁTSSEQéS 8kl a%;glﬁ%?raﬁ&]% r}%q:%(#r%vﬁ%ﬁer ate from

the radi o-frequency . Signal emtted ag.readers \ ers. This
makes it posschireutt.mafhbaghtiemn&FlH 18gd Hér mdisipldnd Yet@iving N
Advancenents in RFID ta .fagrication technol ogy ~ have also nmade it possible
for RFID tags9f&@pds Fﬁaﬁn?z’a FeReenGY $+93aLsml Thg Antegrgted siaguat early

RFI D tags USedohRh§Rsi ROHCYbYEE 205 SABASHy M GHITRASJ) [A%Ruii6, qaBact L ve

antennas, which can be printed on packaglng using conductive I'n a way
that bl ends i facilihasihgr rpdiot edmmemkeaniion t rartdhicsntew lativetea
manuf act uri ng

t he ant enna |8%%%23?9§§hh§§§!Qigaég$§§¥c ég%%éﬁsagﬂfkﬁgi%?ﬁ%ﬁéghrggoogrto_
other printingritten to using radio-frequency signals. .

RFID tags are paséive devices. That means that they
need not include a power supply. RFID tags receive all
the power they need to operate from the radio-frequency
signal emitted by RFID tag readers or writers. This
makes it possible to manufacture RFID tags of very small

:size. Advancements in RFID tag fabrication technology
have also made it péssible for RFID tags to be
manufactured at very small sizes.  For instance, early
RFID tags used large inductive antennas; more modern tags
use capacitive antennas, which can be printed on
packaging using Cdnductive ink in a way that blends.ih
‘with other printed marking. With this new antenna _
manufacturing technique the inﬁéérated circuit can simply

- be glued on to the antenna looking, perhaps, like just a
“dot” in the product iogo or other printing.

RFID tags, because of their small size, are easily
incorporated into other pproducts. For instance, RFID
tags can be easily sewn into clothes or attached to
product packaging, or incorporated into product markings.
This makes them prime candidates for storing product

information, such as universal product codes (UPCs) or



RFI D« ags, because of their small size, are easily .incorporated into other
products. For instance, RFID tags can be easily sewn into clothes or
dttached to product packaging, or incorporated into product markings.

Thi s nakes. them prinme candi dates for storing product information, such as
uni versal product codes (UPCs) or 3 price information, in a retai

product, nuch as bar codes do for supernlrket products today. Another-use
for RFID tags, one that has already gained w de acceptance, is to-use RFID

tags as a theft, detection system In such a system RFlLD-tagged -
rre?chandi se, Rhé&RSt R QWFéénpaéF 3 ¥eh B ﬁ““"%bré"rﬁ %%Tr £rREe8xit to

a store, triggers$oznsdbakhrkBtepBodlifest88ad\ps been reprogrammed at the
poi nt-of -sal e when the itemis purchased. ThHree problens with the

wi despread use of REpBheaguseofioneREANtAge:, comrirthdiowmsemlrBadlyfirst is

t hat t .RELD t an b di | t ith. Cu RFI D
tags ggggrafr%‘gﬁﬁ&ylﬁ& gg%@ﬁggﬁ‘é%t igg #%'éﬁﬁ?a eg:avngn(f’f‘sm?yrt%‘%%&:ead from

_ahd wr i tten t geleelivn E)Htem? $HOESCERNR! SYSEenty HFIRSSHddean honorabl e
intentions mght reprogramthe tag on a particul ar piece of merchandi se

such that whemegichaadpseycwWhpnytranspartehaprss & freRdarthdevics én t he
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the tag has been reprogrammed at the point-of-sale when )
the item is purchased.

Three problems with the widespread use of RFID tags
on_merchahdise 6ccur, however. The first is that many
current RFID tags can be readily tampered with. Current
RFID tags generally impose no-access control requirements
and may be read from and written to freely. Thus, a
store employée with less than homnorable intentions might
reprogram the tag on a particular piedeﬁof merchandise
such that when the employee buys the merchandise from the
store, the employee is undercharged.

The second problem is one that also occurs with some
frequency with bar codes. Sometimes the point¥of~sale
terminal at which an item is being'purchased is
programmed with incorrect price information. This
situation can result in the customer being overcharged or
even undercharged.' Because the RFID tag is machine-
readable only, it provides no price information to the
cashier. Thus, there is often no way for the cashier to
detect a mistake in a customer’s recéiﬁt.

The third problem is that the widespread use of RFID
'tags on merchandise such .as clothing would make it

possible for the locations of people, animals, and



term#al at which an itemis being purchased is programed with incorrect
prlce information. This situation can.result in the custoner being
oVercharged or ~even undercharged. Because the RFID tag i s machi ne-
readabl e only, it provides no price information to the cashier. Thus,
there is often no way for the cashier to detect a mstake in a custoner's
receipt. The'third problemis that the mﬁdespread use of RFID tags on

mer chandi se’ such as cIothing woul d nake it possible for the |ocations of

peopl e, anlnal and cts,tq be tr ed- on | obal, scal e-a privacy
i nvasi on of CP ntﬁrgslgFP8h§8 52 et SR VE RN

Accordingly, hhvﬁ@dbﬂ be b@ﬂéﬁ&ﬁhﬁkaépéfﬁi&hyﬁre a nmethod of storing
pr oduct |nfornat|on in.a radio- frequency i-dentification tag attached to

t he product: such a way as-to avoid the problens associ ated. with

t anpering of tags it would also be desirable to avoid the problens
associated with the tracking of RFID tags.on a global scale. It would al so
be desirable to inplement an RFID systemthat protects agai nst pricing
errors at the point-of-sale. The present invention achieves these goals by
enpl oyi ng a novel nethod for managi ng the storage of



produgt information in an RFID tag-. In a preferred enbodinent of" the

i nvention, product information is divided into three categories: a - _
uRi versal product code (UPC), a list price, and a tracking nunber. Each of
these categories is stored as a triplet. The triplet includes a type

(whi ch denotes an access control rule assgci ated with the category), a -
val ue (containing the primary information“stored in the category), and a
|l ength (of the value). The UPC and |ist price categories are stored as

read-only-type data, to prevent I ag, Iw}gq' cking nurber is
stored under a "short-update" tﬁ@ea.ﬂgiﬁ hcgigs%}?#gl up a'ﬁfedbflype allows a
gl obal I y-uni que tracking nunber used for inventory purposes to be

overwitten with a globally non-unique_nunber at the point-of-sale to
prevent gl obal tracl®as@rdingayl yitpepuidopesherebictahglh there sae & e
easily detecte ring.the ~on | St pri t in the RFID
tag wth.the ngQ%xg gﬁggtggﬁh?hg£§§gﬁ?-%%g%%*%é%ééﬁﬁﬁa.£%4¥§he two prices

are wdely di\fetregerinceyt Adenth€iabteodi tggcasbached stal d askodurt hith
di screpancy. 7 BRI EF DESCRI PTI ON OF THE DRAW NGS , The novel features
bel i eved char adt&hi & W&Yof St k@ avRéEnthenPhPRIERE 23F¢¢lated Heitdbpended

claims. The | yugpdqnd b¥elkhgsNOWRYeLouds UBEb BE JefIAIBIL &b TRAS HF
the problems associated with the tracking of RFID tags on

a global scale. It would also be desirable to implement
an RFID system that protects against pricing erxors at
the point-of-sale. _

The present invention achieves these goals by
employing a novel method for managing the storage 6f
product information in an RFID tag. In a preferred
embodiment of the invention, product information is

" divided into three categories: a universal product code
(UPC), a list price, and a traéking number. Each of
these categories ié stored as a triplet. The triplet
includes a type (which denotes an access control rule
associated with the category), a value (containing the
primary information stored in the category), and a length
{(of the value}.

The UPC and list price categories are stored as
read-only-type data, to prevent tampering, and the
tracking nurber is stored under a'“short—update” type.
The short updéte type allows a globally-unigque tracking
numbei used for inventory purposes to be overwritten with
a globally ron-unigque number at the point—of~sa1e to

prevent global tracking. Finally, point-of-sale pricing



use, «furt her objectives and advantages thereof, will best be understood by
reference to the follow ng detailed description of an illustrative '
®nbodi ment when read in conjunction w th the acconpanyi ng draw ngs,
wherein: Figure 1.depicts a typical radio-frequency identification
(RFID)tag. Figure 2 depicts conmon physi gal enbodi nents and applications
of - RFID technol ogy. Figure 3 depicts, in storyboard format, the use of'

the present invention's RFID technology in a retail context. Figure 4A is

a di agram depj.ctJ : eg. e ) of the
o esent -1 nvertoreed R A g B R B i e T oy
contents of aljstefmrics sdrmd nentthef RFT® RagsRiith theepries. stogade 4C is

a di agram depj cting how a short-update wite-access control rule allows
for local trabkif Btrleakes temsarlr adki ki FVgUPELGes sa%e bl ock

di agram of a r g_rg:gg' gAYy, t t .l i on. . i 6is a
C | anguage revgffgés nt(glﬁlz on of 't he enp%fglge%gt%ba\%rﬁ?t f"‘hgﬁ?% o?%n?lf%%y‘%&(; an RFID
tag of the presem diswmrdpaorcy.8 Figure 7 is a C|language representation
of the process of reading information froman RFID tag of the



present invention. Figure 8 is a flowhart depicting-the process of

witing information to an RFID tag of the present: invention. Figure 9 is a
%kl owchart depicting the process of adding an RFID-tagged itemto a : '
custoner's . order, in accordance withja preferred enbodi nent of the present
invention. Figure 10 is a flowchart depiching the process of theft/fraud
detection in accordance with a preferred enbodi nent of the present

invention. ', f 9 DETAILED DESCRI PTI ON OF THE PREFERRED EMBCDI MENT Fi gure
1 is an. exanple of a radi Qs q | i 'Qfﬁﬁ tag 100' (not to
scale). The tag 100 inclggééﬁaﬁﬁgﬁﬁgggggéd6%i uﬁ$u§§ﬁg ont ai ni ng non-
volatile nmenmory; “logic circuitry, and conmunications circuitry. This

integrated circuit is attached to an _ antenna 120, which in this exanple is
impl emented as an Thadpever Eeprtures | believrd dlasacteristaguiofnthe is “

fabricated ont trate ECh,.q N, t hi | £ 4 .. cl ea flexible
film. This ta%BY§BE%§§ %ggm??f?éﬁr%%ngéWP§3§ﬁ§¥%§§§§%1§ﬁg%éct?ﬁg it to
a. radi o-frequenegnsignaitsdhe, howeged) edk Greklids kl@reFadscdhode of

radio-frequen%%esi%gtheLrgglthe;antenna 120 and interprets the_signal as a
; jectives and advantages thereof, will best
be understood by reference to the following detailed
description of an illustrative embodiment when read in
conjunction with the accompanying drawings, wherein:

Figure 1 depicts a typical radio-frequency
identification (RFID)tag. .

Figure 2 depicts-qommon physical embodiments and
applications of RFID technology. '

Figure 3 depicts, in storyboard format, the use of
the present invention’s RFID technology in a retail '
context. . |

Figure 4A is a diagram depicting the memory contents
of a preferred embodiment of the present invention.

Figure 4B is a diagram depicting the modified memory
contents of a preferred embodiment of the present
invention. | |

Figure 4C is a diagram depicting how a short-update
write-access control rule allows for local tracking, but
prevents global tracking.

Figure 5 is a block:diagram of a preferred embodiment
of the present invention.

Figure 6 is a C language representation of the
process of writihg information to an RFID tag of the

present invention.



commnd to read or wite data.to or frommnenory |ocated on the integrated

circuit. Note that there is no power supply located on the tag 100. The
Bintegrated circuit 110 collects all of its power fromthe energy in the

radi o-frequency signal. This allows the tags to be easily and '

i nexpensively produced and allows themto be used in a variety of
_environnents where a device that had to gupply its own power could not-be
~used. An exanple of such an environnent would be one-in which the bul k of

a power supply would be prohibitive. RFID tags provide a ready form of

identification or  marking of an object. Identification information can be

witten to an RFIFigage Whi? e i@ lseiogrgs repyadrrtayighwlidheconpatibl e

reader. The k] f ] i st.or. | tag are

essentially é{cﬁg%?gt%%%%@%%%%Qg%tgﬁgo?ﬁ% i%ﬁr)l %%ﬂna%f@rjg@gtg?ed in a
conputer or peébentdbideteidn. Thus, an RFID tag processing y identifying an

item of merchandi se, for instance, may include such information as the nane
of the product, EFSEEeiﬁfbﬁn%léiﬂﬂch§:§eﬂ?ﬁ#cﬁﬁﬁ%eﬁﬁe5949ﬂ§%ﬁjﬂfversal
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be used i n minyenphvexts. A tag 100, such as the one in Figure 1 is
readily mounted tgigare 9 is a flowchart depicting the process of

adding an RFID-tagged item to a customer’s order, in

accordance with a preferred embodiment of the présent

. invention.
| Figure 10 is a flowchart dépicting the process of
theft/fraud detection in accordance with a preferred |

 embodiment of the present invention.



incorporated into a variety of. products. *Atag 1.00 nay be nouhted to an
i4em of product packagi ng 210 or placed wthin-the pages of a book 200.
Aﬂthough not tags in the usual sense of the word,.a nunber of access
control and identification devices.that _do not resenble the flat- tag al so
fall into the same category. Anong thesegare the RFID key fob 230, which
IIs an RFID tag that is attached to a keyring 240, and the RFID card 250, -
which is often used as an access control device in parking garages or '

other restricted ar LB _ Em a0t ustive of
the applications or forns o?ﬁﬁ%gg?ggg %ﬁ@ﬁogﬁﬁ&%p#&égﬁ@i@aand :
physi cal fornms of the technology are known to exist or are being

devel oped. Figure 3 shows, in a storyboard format, a high level overview
of how the present THIRFR ibriifiSEs sperDleagé anradiecfrequenfyext. In the

firrst frame 30Pgepr{Licdis 30@4S ts.a ct 310, in this
case a coat, 11 to whi chloz?n- W{Eégi gggt ?égﬁegc.) %%9%1 D'Iloqgep?%q erably
attached to. tHeO pincurdes rarsdsitegratpgdasiroui pr BYentowte indysdy SRaet i ng

g and renoving the tag. In

custoner or a | d-pbe shoplifter from findin , i i
the. case of a %&?Fl $ "R ¢ RO ChE EERATF Kt 0P RACPIHIHESAE DS nst ance.
In the second &10¢®iBR5, M L£Usi %té.@ocib.frbﬁﬂé wg%@é&%’&tﬁ%to a

poi nt-of -sal e term nal 315. The aftending cashier scans e product
310 with a tagntenna 120, which in this example is implemented as an )

inductor coil. All of this electronic equipment is
fabricated onto a substrate, which in this example is a
clear, flexible film.

This tag 100 may be written to or read from by
subjecting_i; to a_radio-frequency signal. The
integrated circuit 110 reads the radio-frequency signal
from the antenna 120 and interprets the signal as a
command to read or write data.to or from memory located
on the integrated circuit. ;

Note that there is no power supply located on the
tag 100. The integrated circuit 110 collects all of its
power from the energy in the radio-frequency signal.
This allows the tags to be easily and inexpensively
produced and allows them to be used in a variety of
environments where a device that had to supply its own

' power could not be used. 2an example of éuch an
environment would be one in which the bulk of a power
supply would be prohibitive.

RFID tags provide a ready form of identification or
marking of an object. Identification information can be

written to an RFID tag, where it becomes readable by any



reader/witer 330. The tag reader/witer 330 reads a product
identification code (such as a UPC) and an inventory tracking code from
the tag attached.to the product 310. The point-of-sale term nal 315 then
adds the product 310 to the custoner's 300 order and overwites the
tracking information'with the tag readerfywiter 330 so as to signify that
t he product 310. has been purchased. In the third frame 335, when the
custoner 300 | eaves the store with the custoner's 310 tagged itens of

mer chandi se 348mp&EL P1 &eadeasy 350 achhd v HeForfhtlibs t8ktmagOpacan the
tagged itens 340 to ensure that they have been paid for. If the custoner's
i tens' 340 wer stased puidnfBFIDI ragtdees egsaidialflyt lady odt &be shmer ori gi nal

tracki nbet theft al arm 370 | deg. . Fi 4A s a_di f
Lhe. monor y CoRtBAESOEi TATorRRPLRR gt RS BT dtuft COTSEET! AR gur o

3, in accordaeaerWahbaappsebssing Qchh T At TaEheR@‘EQSQHE i nventi on.
Three basic pieces of information are stored in the tag. These are

represented bjdeaisfxbogi ant heemdbhgrernhandd sepC 002 ingéanicei, ewawhi ch
b i ce 404 oi vercdhopnit PRRCHR it mfunit i B Bhe BlpgifE o
suggest ed ret pirlicprin€otAatibr, i 4 eseridl SurdldrQWa THOI(ThiQkrsalie term nal
to detect gross errors in its pricing information by conparing its .
i nformati on t 8roduct Code}, or any other data a merchant or
- manufacturer may choose to include.
As Pigure 2 demonstrates, RFID technology can take
l'many forms and be used in many contexts. A tag 100, such
as the one in Figuke'l is feadily ﬁqunted to or
‘incorporated into a variety of products. A tag 100 may
be mounted to an item of product packaging 210 or placed
within “the pages of a book 200. ' B
Although not tags in the usual sense of the word:_a
number of access control and identification devices that
do not resemble the flat tag aléo fall into the same
category. Among these are the RFID key fob 236, which is
an RFID tag that is attached to a key ring 240, and the
RFID card 250, which is often used as an access control
device in parking garages oxr other restricted areas.
These examples are not intended to be exhaustive of
the applications or forms of RFID tags. Many other'
applications and pﬁysica& forms of the technology are
known to exist or are being developed.
Figure 3 shows, in a storyboard format, a high level
overview of how the present invention uses RFID tags in a

retail context. In the first frame 305, a retail

customer 300 selects a product 310, in this case a coat,



the-dst price, thus preventing a custoner being m stakenly over- or .
under-charged for an item The tracking nunber 406 uniquely identifies the,
particular item of merchandise attached to the tag as anmong-other itens
in the store or as anong other itens on a global scale (all itens of
merchandi se in the world, for instance). ch of the three pieces of
information is represented as a triplet cgﬁprising a type 412, a length
414, and a value 416. The type field 412 indicates to what extent the

nformati on St QiEdafib e (AGPTRUCDE, ChangRda. Fofnd TALANGS, A REI02 1S

stored on the tag I gure e rea

that the UPC 4G teahedt toe tmieapgeducfp‘t tni sgch he Ykﬂﬁdg)z:o q&@«rdrﬁ:a(&rpm y
val ue keeps a woul d-be con artist (such as aretail enployee with crimnal .

| eani ngs) fr om‘@n”'é’r?@eﬁé‘—lélg FHSEERErsoupe Woldobe tf&toRalflféiqTesfsr%&peny ve
product, 'S0 asitRule chif 93l 2A8 Phe! BEGPOI Y -Gls Ml 13 1 Warl el i N

Figure 3). other p055| e types | [|n1t wr'ite and ‘short
rewite, whlchﬁngchmiddk&cuewadlntatehelhlmtmgucfdr)ﬂﬁgpanfeMB The | ength

field 410 denotes hqw | ong the for n stored in the value field 416
may be. For inst an%é1 ‘ﬁ%ﬁ Eegore gﬁamfzh% %PCFIP%rﬁ{E’rFOF‘?eéq P W PYings §?‘et he

size of the UPg U 319 C&o4%4p59n%005¥£§§e fSrmidh iy € 4he the
tracki ng. nunber 406 is stored

attending cashler 320 scans the product 310 with a tag
reader/writer 330. The tag reader/writer 330 reads a
product idéntiﬁication code {such as a UPC) and an
invehtory tracking code from the tag attached to the
product 310. The point-of-sale terminal 315 then adds.
the product 310 to the customer’s 300 order and
overwrites the tracking information with the tag
readexr/writer 330 so as to signify that the product 310
. has been purchased.

In the third framé 335, when the customer 300 leaves
the store with the customer‘s 310 ﬁagged items of
merchandise 340, RFID readers 350 placéd in front of the
exit 360 scan the tagged items 340 to ensure that they
have been paid for. If the customer’s items 340 were not
paid'for (in other words, if they retain their original
tracking numbers), a theft alarm 370 is sounded.

Figure 4A is a diagram of thé memory contents of an
RFID tag attached to a product 310 as in Figure 3, in
accordance with a preferred embodiment of the present
invention. Three basic pieces of information are stored
in the tag. These are represen;ed by roﬁs 400 in the
diagram. The UPC 402 identifies which product (among
differing products} is attached to the tag. The list



short-rewite 430 type. This nmeans that if an attenpt to rewite the
tracki ng nunber value 433 is nade, the tracking nunber |ength 432
Ls-shortened to sone predeterm ned | ength, and only a new tracking nunber
of length equal to the predeterm ned length will be stored. Figure 4B
denonstrates what happens to the nenory. en a short-rewite type data
field is rewitten to. In Figure 4B, the tracking nunber | ength 432 has

been shortengdslQ tygee RLLan 2Rdida¥ableoof RO ARESEADA ot s &8 DY ES
| engt h has begﬁhstored gg'the {#ackﬁna nunbgr val ue 433. Fﬁ?e, it is the

date and or deredfaidaire g tshggesitied: yesailhpsate Hor Jbheaiyesd, t2DD1) .
Limting the I.ze of the rew%ittin'infonna I on argvi es ﬁrotection to the
cust oner agai W FaPYFETIG G2 Le JEFRLEe! gERoYiSEPal eIXRBW FHIYFS 10
protection agaiddsporidioRAlk nifcaaleitAsn Bk eompheing £HSt OABOrdePids docated
within a store 460 and is carrying sonething storing a snall tracking
nunber cont ai vihgy Yigtganicson timisqpeeventdnegnti onstenen beingdate, al ong

ith a f di gi. Ki . 4.h ' I ' b
Uracked ¢ oughoenenss B e Rk ohaphed ‘SnBIRe Bremy, fn, " ™ °°

i nformation mayaekisigpdumnbeec awege uhiguelgr edérvi fObBethe Whhht Ncler st ore,
there is little likelihood that two custoners having the sanme nunber are

in the sane ditém ofTmar chamdicgs péechedoteafhBetadi 48ePPOREcPEr¢T ed and
readily trackeQenfs GYSHHPtLR WO 2SmbARL! okREL St PERsN8L AL N1 Sbal

scale {(all items of merchandise in the world, for
instance).

Each of the three pieces of information is
represented as a triplet comprising a type 412, a length
414, and a value 416. The type field 412 indicates to
what extent the information stored on the tag may be
changed. For instance, the UPC 402 is stored on the tag
in Figure 4A using the read-only 420 type. That means
that the UPC 402 cannot be changed. Storing the UPC 402
as a read-only value keeps a would-be con artist (such as
a retail employee with criminal leanings) from changing a
product’s UPC 402 to that of a less expensive product, so
as to be charged less ét the point-of-sale terminal 315
(in Figure 3). Othgr possible types include unlimited
read/write and short rewrite, which will be discussed

later in regard té Figure 4B.

The length field 410 denotes how long the
information stored in the value field 416 may be. - For
instance, in Figure 43, the UPC length field 422 limits
the size of the UPC value field 424 to 10 bytes.



smat s tracki ng nunber, however, is not easily distinguishable fromthe
rest of the populatlon if the 14 customer's 470 tracking nunber is
Fimted in size, there wll be (nmany) others with the same tracking
nunber. Thus, it will becone difficult to uniquely identify and track the
custonmer 470. Figure 5 is a block diagram §f a preferred physical

enbodi nent 500 of the RFID tags of the pr ent invention. An antenna 510
receives a radio-frequency signal froma tag-reading or tag-witing

device, The signal 9SSRI 4R dRWLALILCHLAILE 298 s MhLch, aenpral s

the .information-beari nen roma carrier

Decode ci r cui ts};oﬂﬁ&e&mi\w 4 ot hgpeut pmhlsofnehhe teavdif a&x@ra&?@npmtﬂb
digital data and 'jnstructions  that the control |ogic 540 can understand.

The control | JfEEER tha drmcding Rambsst vadipof33 2g$\}éﬁ‘fi‘?o theto ejther
read or wite ¢ n% q{rgatlon@ B%ed'@ml%é §§05h¥§’?{:89?§t95 §%ﬁ1@e

|dent|f|cat|on | st price, etc.) and the length of each
el enent of smpﬁedeﬁemmintacbrlen‘ﬂtm c anidr onllyogi newdbrackigyveutiest ofhowever,
by the contents of the type negory 550, which tores the contents of t he
Uype fiol d 412-e9qKhFaHRE iy e PERECSCARTNRSH LROGER HpLH of 15 094 e a
data to a | ocation pidh i JEI0; %§rgﬁgs %ﬂﬁtcﬁa ?&hs|gglehé4&bﬁéfft checks

the type nmenory 550 to see if the ta may be wr
when a short-rewrite type data field is rewritten to. In

Figure 4B, the tracking number length 432 has been
sﬁortened to three bytes, and a value of no more than
three bytes length has been stored as thé tracking number
value 433, Here, it is the date and order of sale (the
thirty—sixth sale on January 30, 2001). Limiﬁing the
size of the rewritten information provides protection to
the customer against global tracking.

Figure 4C demonstrates how this protection against
global tracking works. When,a customer 450 is located
within a store 460 and is carrying something storing a
small tracking number containing largely non-unique
information (such as é date, along with a few digits of
tracking number}, that customer’s 450 location may be
tracked throughout the store. Ewven though the. amount of
tracking information may be small, because there are few
others within the store, there is little likelihood that
two customers having the same number are in the same
store. Thus, the customer 450 can be uniquely identified
and readily tracked.

A customer 470 who has left the store holding a
small tracking number, howevei, is not easily

distinguishable from the rest of the population. If the



the baqcation and if so, ..how nuch data may be witten there. If the

| ocation may be witten to, the data and the proper length are stored in
t Re val ue menory 560. When an itemof data is read, the control |ogic 540
first reads the length of the data itemfromthe value nenory 560, then
reads that length of data fromthe value 1 menory. 560. The control logic
540 then sends that data to encode circuitry 570, which converts the data
into a form suitable for transm ssion over a.radio-frequency
conmuni cat i ons The,C he i d r 580,
whi ch nodul at es%rl e?%& %na?zf{ﬁﬁg |§I&$u%e hgﬁ?:%ﬁéder 1’Pdﬁaldﬂ%) l&%tr%
modul at ed si gna¥ills Heéhefmariy)anthieircedial thdi anavies dihimay ghuridea .ant enna

510. Figure 6 5@8“5 a C | anguage representatlon 600 of  the process of
witing a recor®™® nemdthllwbesrmeadi REEEFLE obP g iayrler h9ithenbddidrent of

the present '”Vﬂ&dkorthe 'Qm%n@F lghgd in the art will appreciate that this
representation is only an exanple “how the control .logic 540 of Figure 5

can be. inpl enent ed Rigwsd tBwdse a bﬂlsckgdaagrmnom:ﬁ)m ot & fErrednphysicedessor

or digital signal processor as ft hysi cal nment of the caontrol
| ogi 09540 Thog e 90 ok §P‘F &F%P 5pgd © ngp%?%é?nﬁ%erfthdtnvmon'

asof tware i npl e Hd bk 1510 YecelivBl! 80rhQi NErdgferttly tdienfal FYPIAGE but

may be inplenented in any of a variety of conputer Ianguages I ncl udi ng
but not |imtedawp@adinthwe, thgrwiritingpdevice. The signal passes to

a demodulator circuit 520, which separates the

-information-bearing component of the signal from a
cgrrier signal. . Decode circuitry 530 converts the output
of the demodulator 520 into digital data and instructions
that the control logic 540 can understand.

The control logic 540 interprets the instructions
given to it to either read or write to/from the value '_
memory 560, which stores the identification information
(upC, list price, eEc.) and the length of each element of
such information. The control logic 540, is governed,
however, by the contents of tﬁe type memory 550, which
stores the contents of the type field 412, found in
Figure 4A.

Thus, when attempting to write a data to a location
in value memory 560, the. control logic 540 first checks
the type memory 550 to see if the data may be written to
the location and if so, Hhow much data may be written
there. If the location may be written to, the data and
the proper length are stored in the value memory 560.

When an item of data is read, the control logic 540
first reads the length of the data item from the value

memoxry 560, then reads that length of data from the value



Schere, Python, Perl, and Assenbly Languages of all kinds. Further, those
skilled in the art will recognize that the control |ogic 540 need not be
‘1 npl emented as software running on a microcontroller, mnicroprocessor,
digital signal processor, or other stored-programdata processing device;
the control logic 540 may as easily be |ﬂplenented usi ng
application-specific circuitry (such as lgital logic C|rCU|try) with no
stored programof instructions. 16 Figure 6 denonstrates an al ternative

embodi ment "of ridi=ln¥enl| ofnkncMik Ay LSy VAR O b90R" cRafolaea 11 Pl o

stores the category o i nfornati o store rat her
than the wi tetoaeneederuiecui.texadsml,l wh:sdiordonv&mtlst eheeﬁat)a ihsot hl S
enmbodi nent , MW|t%?§i§egs rul es are associated with each category of

i nformation ( 5@? gPe ﬂ?y?r??%mﬁﬁﬁﬁfﬁuﬁﬂﬁﬁw9 FPELosEERPAVPRGY | t e,
etc.). Thus, -%%ﬁaicaelsﬁg eﬁ%@ys iﬁ&%&&eﬂé& 4Re %h%hd dgpgLed the

wite access rule . explicitly, the type field 1n Figure enotes the wite
access rul e il iachmplylabera58esukiai mdﬂnkaﬁﬁacwamwumlehesmgaaleaoh dat a

Che data tri APCIGAE: ShE SPERGEHSAVIATR) O SIORad thdoStABAL: 52 theRr uct
dat a StrUCtUr%I@%lelﬁ@dt¥Qer§é§b'ﬁaé€é"@ﬁhﬁﬁﬂﬁtﬂﬁh%h%%hﬁé S&b'ng The
length 630 is stored as an integer, and the value'is stored as an array of
byt es Figure 6 shows a C language representation 600 of
the process of writing a record to memory within an RFID
tag of a preferred embodiment of the present invention.
Those skilled in the art will appreciate that this
| representation is only an example of how the control
logic 540 of Figure 5 can be.implemented in software,
using a microcontroller, microprocessor, or digital
signal processor as the physical embodiment of the
control logic 540. Those skilled in the art will alsp
appreciate that such a software implementation is not
limited to the use of the C language but may be
implemented in any of a vatiety of computer languages,
including but not limited to C++, Java, Forth, Lisp,
Scheme, Python, Perl, and Assembly Languages of all
kinds. Fufther, those skilled in the art will rebognize
that the control logic 540 need not be implemented as
software running on a microcontroller, microprocessor,
digital signal processors or other stored-program data
processing device; the control logic 540 may as easily be
implemented using application-specific circuitry (such as
digita; 1o§ic circuitry) with no stored program of

instructions.



(chars) 640. The data triplets are stored in the nenory of the RFID tag.
dn Figure 6, that nenory is organized by using an array of pointers todata

riplets (structs) 642. Each elenment in the array is a pointer that points
to a data triplet stored in a struct. The witing process is enbodied in
the function "wite_record" 650. A data triplet struct 652 is passed into
the.function 650. The struct 652 contains’the new information to be
witten, the length of the information, and the desired type to associate
W th the |nforne1|f§bu T | O deti X i'nter
that wll point to anreel}? ‘{%3‘%5%%&%? 0 tfa%ggggére E!E :‘rgerjt?g 7 656 -
and a vari abl ghé2ihvenrtistrorimaehiled whiet etgpeésportbohrof a ulztassoci at ed

with the eX|st|£Ehstruct 656. The executi%n of the function 650 is as
follows: In %%ﬁt%ﬁ?se%hﬁ iCﬁé:egp,rng of BEREMALHRN { (FRC A PHIRE mew

i nformation 652 iy 1eaq R, LACHRIOLRIHOLHG fri EUNGLEO0S rule

"findltenByType" (not Ilsted I ne 65 no suc eX|st|ng struct is
found, a functreﬂdfnnlxxishanhﬂﬂeﬂfymel ehot )L i sTedihis embddiindmt make a new

truct of the newf The e ti truct .o ew, st ruct accor di ngly,
P boi ntod | oS el 0 ierasy g, Al bbbt Shel W e SReh cRteRRE Y oot Lol

rul e governi ngg iﬁ‘@oﬁr&ﬁ@i&f (UEesS bieClreRBLBAEY, t OrB¥ii R drufSbrd Safound

short-rewrite, etc.). Thus, whereas in the previous

figures, the type field denoted the write access rule
explicitly, the type field in Figure 6 denotes the write
access rule implicitly, as a result of the association
between each data category and an access control rule.

In the C language representation 600, the data
triplets (type, length, value} are stored toégether in a
struct data structure 610. The type 615 is stored as a
character string. The lehgﬁh 630 is stored as an
integer, and the value is stored as an array of bytes
(chars) 640. ' |

The data triplets are stored in the memory of the
RFID tag. In Figure 6, that memory is organized by using
an array of pointers to data triplets (structs) 642.
Each element in the array is a pointer ehat points to a
data triplet stored in a struct.

The writing process is embodied in the function
“write_record” 650. A data triplet struct 652 is paséed
into the function 650. The struct 652 contains the new
information to be written, the length of the information,
and the desired type to associate with the information.

"The function 650 defines two variables: a pointer that

will point to an existing struct of the same type (“old*)



and stored in "old rule" 620. Inline 660, if "old rule 620. is "read
only" 622, then exit the function, as the struct pointed to by "ol d" 656,
"being of read-only type, may not be witten to. In line 670, if "old rule"
is "short__.rewite, " then a predeterm ned | ength, MAXLEN, is

substituted for the length stored in the iruct pointed to by "old" 656.
MAXLEN is defined in this exanple to be three bytes, per line 675. In |line
680, if "old rule”" is "read wite," then the entirety of the data stored

in the passe@sisnastr HCt/agbablBY6DE O Sebrimg desSiiritle priceised to by
"ol d" 656; thus the length stored in the struct A pointed to by "old" 656 is
adj usted to tFONtERGt Kudssapheciphedrwhth dhe SHSEOG SFXUGN 56y, in |ine:

690, the data portg?g g&e%gg?ogagfegﬁ%ngé%%%ﬁglSgé H% %%p@%i}bggq_&ge val ue

array 640 ‘of the ruct i gur e I"anguage ncti on
"read_record" 1ih@065b0r, ‘mradikhgtinguesricomi hthdRR¥aRd agpeA azoihiecdelvoop 18
720 is set up.,tg iterate throyugh each data .t.riplet struct, in nenory. Each

iteration thr d0GRTREILPBoBO2t RE, SEFPERCT FPT | ITh JIEPOLAN0 LSARY @at a content s
750 are tr'ans'fhhb%g.oan‘QEﬁaIgeﬁﬁ)éﬁyﬁéﬂw t FARIASENtR hqRDlgsighe § £Pr ocess
the control |ogic 540 goes throu | [ # )

n.witing an itemof data-to fhe
menory of an RBl Buchgexnsiippetérvet isnbodider fundtienpreddrsd i nventi on.

First the InstougNeGhba-Mhhe £:R8LY) oL Aal e 3P L 9 struct
of the new type. The existing struct or new strugEi
accordingly, is pointéd to by variable “old” 656.

In line 659, the write access control rule governing
the type of the struct pointed to by “old” 656 is found
and stored in “old_rule” 620. In line 660, if “old xule”
620 - is “read_only” 622, then exit the function, as the
struct pointed to by “o0ld” 656, béing of read-only type,
may not be written to. In line 670, if “old_xrule” is
“short_rewrite,” then a predetermined length, MAXLEN, is
substituted for the length stored in the struct pointéd
to by “0ld” 656. MAXLEN is defineéd in this example to be
three bytes, per line 675. In line 680, if “old _rule” is
“read write,” then the entirety of the data stored in the
passed-in struct'652 may be stored in the stxruct pointed
to by “old” 656; thus the length stored in the struct .
pointed to by “old” 656 is adjusted to.the length 654 the
information to be stored.

Finally, in line 690, the data portion of the
passed-in struct 652 is copied into the wvalue array 640
of the struct 656. | |

Figure 7 depicts a C language function “read_record”

700 for reading values from the RFID tag. A counted loop



particular location within the nmenory is received (step 800). If the
slocation in question is a read-only |ocation (step 810), the process ends"
»(step 820), since no data-is allowed to be witten. If not, however, the
control |ogic 540 nust then check to see if the location .is governed by a
short-rewite rule (step 830). If it is,,then the length associated with
the nmenory |l ocation 1is shortened (step g&O), pursuant to the short-rewite

rule.- if niot, then the Iength associated with the nenory |ocation is:
adj usted to 720 tike seewubt €6 otedata tBiSEgh 8&0h dialddiplat Biehcef the
new itemof data as will._ fit, given whichever |ength adjustnent is

performed (st&megwgYor ¥REp B5eyaticnvihreesh tighe hkoomndiie |w@& i on (step

860). Figure 24 s f rt p n | f e rQCcess .
poi nt - of - sal g%tdér r]ﬁ%ﬁlgjlt%mg?d P{Sﬁl éﬁﬁfgn&% | ngga'?g(?aagxéée)o&lca?lesﬁﬁnt%&etdﬁe
custoner's order, Rigurepsetier bedlonthadt esdroderiticticivait ity First, the

RFID tag is read to obtain the UPC and |ist price of the tagged item (step
900). Next, EHecasEusher epatropr Legisf54Pg9e®nvhroughdievuifing &ndat abase

by using the; ag.ch y p phint | ce from
t he dat abase ;Lll{’?ﬁ} %g %l.a%‘?a, ufgthgu F#%l}gn ?ﬁl%%feljt%gq E%ﬂ Ica} éz%%%ﬁ%g‘&gt ored
on the tag (Eefe@ditemk, ofhehet presenadiledetioi dine cEitsreyhes sal es

instruction to write a particular item of data to a

| particular location within the memory is received (step
800) . If the location in question is a read-only
location (step 810), the process ends (step 820), since
no data is allowed to be written. If not, however, the
control logic 540 must_then check to see if the 1ocation
is governed by a short-rewrite rule (step 830). If it
is, then the length associated with the memory location
is shortened.(step 840), pursuant to the short-rewrite
rple.f Tf not, then the length associated with the memory
location is adjusted to fit the new item of data (step
850). Finally, as much of the new item of data as will
fit, given whichever length adjustment is performed (étep
840 or step 850), is written to the memory location (step
B60) .

Figure 9 is a flowchart representation of the
process a point-of-sale terminal would follow' in adding a
tagged item to the customer’'s order, in a preferred :
embodiment of the invention. First, the RFID tag is read
to obtain the UPC and list price of the tagged item (step
900). Next, the actual retail price of the item is
looked up in a database by using the UPC as a search key

(step 910). If the price looked up from the database is



receipt (step 940) and the custoner is charged for the item If the two
prices are sufficiently different (step 920), the cashier is notified to
alert a manager to the discrepancy (step 930), so that the customer is not
overcharged for the item for instance. Figure 10 is a fl owhart
representation of the process the theft-qﬁtection portion of a preferred
enbodi nent of the invention would follow i'l detecting theft or fraud.
First the tracking nunber 406 (in Figure- 4A) is read fromthe RFID tag on

a tagged item gf g@@ﬁfi t )3t T N r ggl o} r using
reader 350 plaggﬁfg§¥ore H%ﬁg%?JEQG ogjgugggﬁg@?gggragigﬁrgM§.§$glf t he

tracki ng nunbe(s4€p 9286) betete gituan i =idwd toendehcstepetO&Opaledi s neans

that the itemhas ,had its tracking nunber.overmetteﬂ %ngat Iikelg because
the item has bEeREHRFchSEeR)94B,anG the IStoger dReChREERANEST nbRE been

purchased, and;thgit g ﬁg%g?ﬁ&dpl(ﬂé‘éj aﬂeO%%)f-fib&ehE@%,taﬁfkieQeneu p 406

has' been gi ven a short ('step 1010), then the Tracking nunber 406 is
conpared with 220ohertkeocashbeorids motidgadisio viertahumansgeretioi bhan RFI D

tag affixed to_.the custoner's recejpt, ., hoth (step 1030). If they do not
match, then t h€+SERFHRRCY ¢ ?%?%1633 ﬁ%q’r‘ﬁ ttglr‘?pg?lgg"%efh%'saﬂatstore

personnel are 395£Eh§ggé§t§$&jéﬁgnitéhpqngeqn%kaﬁ@@Lations on the basic
i nvention disclosed here have been contenpl ated. Possible
' Figure 10 is a flowchart representation of the

process the theft-detection portion of a preferred
embodiment of the invention would follow in detecting
theft or fraud. Pirst the tracking number 406 (in Figure .
4a) is read from the RFID tag on a tagged item of
merchandise (step 1000). This would normally occur using
reader 350 placed before the exit 360 of a stoxe (see
Figure 3). If the tracking number 406 has been given a
short length (step 1010), this means that the item hés
had its tracking numbér overwritten (most likely because
the item has been purchased). But if it has not, the
item has not been purchased, and theft is detected (step
1020} .

If the tracking number 406 has been given a short
length (step 1010), then the tracking number 406 is
compared with either store }ecordé or against the value
stored in an RFID tag affixed to the customer‘’s receipt,
or both (step 1030). If they do not match, then the
tagged item has had its tag tampered with, and store
personnel are notified (step 1040).

A number of variations on the basic invention

" disclosed here have been contemplated. Possible

variatiqns include,'but are not limited to the following.



variations include, but are not linted to the following. 20 The invention
is not limted to using radio frequency signals. Any kind of

el ectromagnetic ‘radiation, including visible and-invisible light, coul@
be used as a comuni cations nedium |In addition, sound waves (at an
ultrasonic frequency, for instance) could also be used as a communications
medi um The physical enbodiment of the indntionis not limited to the use
of electronic circuitry.. For instance, research'is currently being
conducted in the angd iofeitlilbal sCABRULLASL COMONRN dndiapeedi er
alternative to electronic conponents. The present - 1 nvention is applicable
t o such techndmguesrcyt cigmalsot hanyphysdcaf elbdéctporecgssiing t echnol ogy
that may be devel gped. The _physical, enbodinent is not limted to _the use

J L,
of monol it hi & u&tr’(?rluéﬁin_ﬁ f’éﬁhﬁ%?o@?@'ﬁé%mﬁ %@h%ei%lﬂ)hduct ed
in the area ofchigdess Bk CaP1odBenBARRRN! 1G4 Ol S Rpld cabl e
to chipless RFID technology as well as to devices utilizing a

sem conduct or waehvigs (Hie gir edémasionienfreguency d &bsonstEnms arowdhl ity

for specially authorized ! users to manually nodify the type and |ength
| Df ormati on SRLAS Be B35 ST CORBURUCAL Yo B8N 2t on i t h

sufficient authoritphe IR idalr @BoleheRt Gﬁntﬁéciﬂﬂ&{tidthgatﬂd’d ty to -
reset atag t%jndted to the use of electronic circuitry. For
instance, research is cﬁrrently being conducted in the
area of optical computing components as a speediér |
alternative to electronic components. The present
_invéntion is applicable to such technology 6r to any
other physical data processing technology that may be
developed. ' _ ]

The physical embodiment is not limited to the use of
monolithic semiconductor chip technology. Researchhis
being conducted in the area of chipless RFID devices.
The present invention is applicable to chipless RFID
"technology as well as to RFID devices utiiizing a
semiconductor chip. .

The present invention c¢ould also include an ability.
for specially authorized users to manually modify the
type and length iﬁformation on an RFID tag. This would
allow an organization with sufficient authority, like a
retailer or manufacturer, the -ability to reset a tag to
its pre-purchase state. Many authentication and
cryptographic schemes, such as secret sharing and various
handshaking protocols, exist in the priqr art to alldw an

authorized party access without compromising security.

This feature would be useful for handling returned



its pre-purchase state. Many authentication and cryptographic schemes,
such as secret sharing and various handshaking protocols, exist in the
‘prior art. to allow an authorized party access w thout conprom sing
security.. This feature would be useful for handling returned 21
merchandise in a retail context, where tags need to be reset before the
merchandise is returned to the retail f2loor. The present invention is-not
limted to the retaiI~ context. Indeed, the.basic goals of the pr esent
-nvention, napel %CE&PQ ?% 9§t Qﬁ&éx&a éré‘gt%a‘;;? tp, gl obal
tracki ng, are app |c able 1 na nu cont R e retai
sector. For irsdeandafdrike theamertchahdmhegszscﬁetalmédetacSIﬁhe bﬂaﬂ&:‘i]l i zed in

t he context of a circulating library, where books are tagged w th RFLD
tags.' 1 nf or BB regarding the identity and ownership of a volune can be
stored as read-onl t ng Qt
circulation can gglskﬂi gghagng gg?#rg§w$§% ?ﬂmﬁ%&? é 'S reset:&o its
pre-checkout darightt andndzlede whenbae&urgedl$oofhEheIpiesenm. Anot her use
for the present invention is for keeg track of a pharnmaceuti cal

i nventory in HEENGiGy| Damedy) REOLPRTAO oggﬁtatto@aﬁltﬁrepeﬁnq fnd

cruci al . that odiyins. AeRAMaskentd be! BBpPIORSTe AMUMRmEN dhat  the

hospi t al or-(ﬁl as an accurate assessnent
contexts outside of the retail sector For instance, the

same technology could as easily be utilized in the
context of a circulating library, where books are tagged
with RFID tags. Information regarding the identity and
owneréhip of a volume can be stored as read-only
information and information about the book’s circulation
can be stored in a short-rewrite field that is reset to
its pre-checkout length and value when returned to the
library. .

Another use for the present invention is for keeping
track of a pharmaceutical inventory in a clinical |
setting. In a hospital or clinic, it is crucial that
drugs are administered in the proper amounts, and that
the hospital or. clinic has'an accurate assessment of
their drug inventory at all times. By tagging
pharmaceutical products with RFID tags in accordance with
the present.invention, a health carxe facility can ensure
that accurate information regarding the inventory and
usage of pharmaceutical products is maintained at all
times. ]

It is important to note that while the present
invention has been described in the context of a fully

functional data processing system, those of ordinary



‘thei.r drug inventory at all times. By tagging pharmaceutical products with
RFID tags in accordance with the present invention, a health care. facility
‘can ensure that accurate information regarding the inventory And usage of
pharmaceuti cal products is maintained at all tinmes. It is inportant to _
note that while the present .invention has been described in the context of
a fully functional data processing system those of ordinary 22 skill.in
the art will appreciate that the processes of the present invention are
capabl e of beij istributed in, .ihe form of c ter readabl e pedi um of

i nstructions Sg%ﬁ aﬁ%r#%ﬁya%h W%%inFEBﬁfQH%%?-?ﬁégggﬁseﬁf°Fﬁ§ﬁﬁfi8 appl i es
equal |y regar ghesgréfedtici dpsdt fon Hrd Wpa@fie diFUBREnBeaskRgipRedba agtual ly
used to carry out the distribution. Exanmples of conputer readable nedia

i ncl ude recor a8l Eoxypef nediemeuier adadaide oeddumgofainstaickiansve, a

RAM and CD- | $Si on-type i h i gital . and |
commun cat 1 oS AREet LA A Alie i, (TR, TpBeBlnBinh, 2hvRbRERES boen”
presented forapplpesesqedliy | tedddiats T thes phivphcQlar E‘{'%ei §£not '

.intended to be exhaustive or limted to the invention in the form.
di scl osed. Maf¥oRddiperningmedial ackudldy esednwitpl cpsrdppakehbeto t hose of

ordinary ski| higgfif)@@iﬁﬁ:[' E@E&éﬁnﬁ@&d&q'de%?‘&%%rc?%aﬂgbi‘@dmg8§8ri bed in .
order to best explain the principles of t i nvent1on,
include recordable-type media such a floppy disc, a hard .
disk drive, a RAM, and CD-ROMs and transmission-type
media such as digital and analog communications links.

" The description of the present invention has been
presented for purposes of illuétration and description,
but is not intended to be exhaustive or limited to the
invention in the form disclosed. Many modifications and
variations will be apparent to those of ordinary skill in
the art. The embodiment was chosen and déscribed in
order to best explain the principies of the-invention,
the praétical application, and to enable others of
ordinary skill in the art.to understand the invention for
various embodiments with various modifications as are

suited to the particular use contemplated.



‘the practical application, and to enable others of ordinary skill in the
art to understand the invention'for various enbodinents wth various
‘nDdlflcatlons a§‘5FE_‘§UTred—%e—Lhe particul ar use contenplated. -
o VS is claimed is: 1. A nethod for secure
«ﬂm onprising the steps of: (a) witing a
/ Iength the first nmenory being part of a
nachlne_readable identification deV|ce @B) witing a type to a second
menory in the nachine readabl e identification device; and (c) responsive
to steps (b) c), inposing a first access control rule upon the first
menory. 2. T fod of claim1, wherein the first access control rule is
that if the fiy8t MPM@IMnley H@Witten to, the length of the first nmenory
is reduced to a predetermned size. 3. The nmethod of claiml, wherein the
machi ne-readabl e identification device conprises a radio-frequency

| dent 11 cat 1 g GRELDY 2%, o THE 8L 008 01 &1 PLIL ALy WG n the Tt

method comprising the steps of:
{a) writing a value to a first memory héving
a léngth, the first memory being part of a .
machine-readable ideﬁpification device;
{b) writing a type to a second.memory in the
machine-readable identificatioh device; and
(c) responsive to stepé (b) and (c), impoéing
a first access control'rule upon the first

memory.

2. The method of claim 1, wherein the first access
control rule is that if the first memory is rewritten
to, the length of the first memory is reduced to a

predetermined size.

3. The method of claim 1, wherein the
machine-readable identification device comprises a

radio-frequency identification (RFID) tag.

4. The method of claim 3, wherein the first access
control rule is that the first memory may not be

rewritten.



.control rule-is that the first.menory may not be rewitten. f 111JI11

11iJ1-11 1111211 11 1111 CL M S 24 5. The nethod of claim3, conprising

‘the step of (lﬂﬂﬁﬂﬁiﬂ"rﬂ“"ﬂ'ﬂel rst access control rule froma plurality
of access contiif AL [ 18 t hod for ﬁecure el ectronic | abeling, the

met hod conprising ths sfeps of: (a) writ?

having a |ength;

request to overwlid endthed iofStclai®imer ycofp)isEa@oneverds of e@)c), .

g a value to a first nenory

(b) witing a type to a second nenory; (c) reading a

if the

‘type is of a first-kind, disallowi ng overwiting_of the first nmenory; (e)
responsi ve t Fek¥Fing ther figet pseeps epntrokerdhd k¥em aoverwiting.the

first nennrygigﬁggggggFQ?FQ%ﬁ%fogggggg ?Llége first menory; (f)-

a third kind, overwiting the
first nenory

responsive t

first menory wth new data and adjusting the length of the

IS O

to fit the new data. .7._  The nethod of claim®6,_wherein in step (e) the

|l ength of theP {i% StetRAbEPY Seshger SAEEEFBRAC HRRELIRI i Hed si ze.

‘method comprising the steps of:

(a} writing a value to a first memory having

a length; . _

(b) writing a type to a second memory;

(c) reading a request to overwrite the first

memory; '

(d) responsive to step (c), if the type is of
a first-kind, disallowing overwxriting of the
first memory;

{e) responsive_to step (c). if the type is of
a second kind, overwriting the first memory

and shortening the length of the first memory;

(£} responsive to step (¢}, if the type is of

a third kind, overwriting the first memory
with new data and adjusting the length of the

first memory to fit the new data. -

7. The method of claim.s, wherein in étép {e) the

length of the first memdry is shortened to a

predetermined size. .

8. A method for secufe electronic labeling, the

method comprising the steps.of: .

(a) writing a value to a first memory having

a length, the first memory being part of a



8. A.nethod for secure electronic |abeling, the

'steps-of:,. (a) witing a value to a first menory having
first menory being part of.a 25 machi ne-readabl e idtﬁﬂli“f
associating a type value with the first ggenory suchiniag :
rule is inmposed upon the first nmenory, in accordance wth the type valuwue.
9. The nethod of claim8, wherein the access control rule is such that if

the first menory i sac@whiet-teadable i8ententdtDdn tdeyfdd st menory is
reduced to a predeterm ned size. 10. The nethod of claim9, wherein step.

.(b) is executed i(®)ressondatingan txeeuvabue ofith dghe firstl. The net hod

of claim8, wherein. t i ne- reada Ldentification ice is_a
radi o- frequency id@ﬁ??%?b%?%@nggﬁﬁ|§§ %ég?ggig&¥ﬁg§§€#ﬁéﬁq§¥ claim11,
wherei n the access inpoiedolpbnl ehesfsueh hb@bdry heid idcdordiidey My not be
rewitten to. 13. A conputer program product, in a conputer-readable
medi um for secureYtEcthEntYPe ¥BéVeng, *t he conputer program product
conprising instructions for: (a) witing a value to a first nenory having
a length, the first menory being part of a

9. The method of claim 8, wherein the access control

rule is such that if the first memory is rewritten
to, the length of the first memory is reduced to a
predetermined size.

10. The method of claim 9, wherein step .(b) is

executed in response to an execution of step (a).

11. The method of claim 8, wherein the
machine—readable identification device is a

radio-frequency identification (RFID) tag.

12. The method of claim.ll, wherein the access
control rule is such that the first memory may not be

rewritten to.

13. A computer program product, in a
coﬁputer-réadable medium, for secure electronic
' labeling, the computer program product comprising
instructions for: | | '
(a) writing a value to a first memory having
a length, the first memory being part of a
machine-readable identification device;

(b) writing a type to -a second memory in the



machi.ne-readabl e i dentification device; (b) w itiRg—a—type-to-a—second
menory in the ill 11i 111121 Iftl 11111 1111 26 C - chi ne-readabl e -

isdentification device; and (c) responsive to thg ifﬂu.?J Fr-(b) and
N L 14, The

(c), inposing a first access control rule__upon t¥é
conput er program product of claim13, whef&in the first access control
rule is that if the first nenory is rewitten to, the length of the first

menory is reduced tmachiMedsiaiableeddenzd fitatidhedeodpat eandir ogr am product
of claim 13, wherein the machjne-readable identification device is a

radi o-frequency i def®} fFRIRIBH-YRED)\thead nstsuctheng ofphit £°) progr am product
of claim 15, wherei t fig, s?gﬁ:fe r Hke.) t- first
menory may not- be régﬁi teﬁ1%é§o ) ?ﬁ§9%%%p§%8%§%r88§5%§%r€ g%t of claim
15, conpri sing i nstpact tloastfxst @@mossl.ecting the first access control
rule froma plurality of access control rules. 18. A conputer program
product, in a conputer-readable nmedium for secure electronic |abeling,

‘the method conpii stRg éARSELEE IO pric@c bl BYadmVes Uewh@rdifhirst
menory having a |ength; )
: the first access control rule is-that if the first
memory is rewritten to, the length of the first

memory is reduced to a predetermined size.

15. The computer program product of claim 13, wherein
the machine-readable identification device is a

radio-frequency identification (RFID) tag.

16. The computer program product of claim 15, wherein
the first access control rule is that the first

memofy may not be rewritten to.

17. The computer program product of claim 15,
comprising instructiomns for (d) selecting the first
access control rule from a plurality of access

control rules.

18. A éomputer preram product, in a
computer—reaaable medium, for secure electronic
labeling, the method compriéinglinstiuctions for:
(a) writing a value -to a first memory having
a length; |
(b} writing a type to a secbnd_mempry;

(c) reading a request to overwrite the first



(b) witing a type to a second nenory; (c) reading a request to overMW|te
the first 271 ~- MS nenory; (d) responsive to th‘“Tnstrue%+ens_LoL_(c)
rf the type is of a first kind, disallow ng overmﬁl 5_f|rst
menory; (e) responsive to the |nstruct|ons for (c), Eﬁﬂ” hggﬂﬂof a
second kind, overwiting the first nennr% and shorte 0 L LE g

t.he first nemory; (f) responsive to the instructions for (c), if fhe type
is of a third ki ndmeaeiwriting the first menory with new data and
adjusting the length of the first nenory to fit the new data. 19. The.
conput er program prféduét‘33§Pn§IlH?ntQSthW%ﬁWCﬁwft%efqrns&q)uct|ons for (e),
the length of the f| rg ?j‘ %ggqsl gfsgo]gjtf]%]@qcit &}Lrsedqg_t %HH ed size. .20.
A conput er progran1pro uc I'n~a ~conputer-reéa secure

el ectronic |abeli ngemmnﬁngl 6f thetfiwcst: mmd:qr, (a) wri t| ng a value to

a. first menory having a length, the first nmenory being part of a
machi ne-r eadabl e |d§ﬁtFF?@8?F6HedE9|E¥@ Iyt Eodns (55 dQype val ue with

the first if the type is of a second kind, overwriting

the first memory and shorténing the length of
the first memory;

(f) responsive to the instructions for (c¢),
if the type is of a third kind, ovefwriting
the-first memory with new data and adjusting
the length of the first memory to fit the new
data. .

19. The computer program product of claim 18, wherein
in the instructions for {e), the length of the first

memory is shortened to a predetermined size.

 20$ A computer program product,-in.a

computer-réédablé medium, for secure electronic

labeling, comprising instructions for:
{a) writing a value to a first memory having
a length, the first memoxy'being part of a
machine~readable.identification device; '
(b) associating a type wvalue with the first
memory such that an access control rule is
imposed upon the first memory, in accordance

with the type value.



.menory such that an access control rule is inposed upet~the first nenory,
I n accordance wth the type value. 28 L 21. The c T r ogr am product
of claim 20, wherein the access control rule is su?“ﬁ&”m e Ak St
menory is rewitten to, the length of theydirst nenslye 'S e vﬂo a
predet ernined size. 22. The conputer program product of claih 24, erein
the instructions for (bj are executed in response to an execution of the
instructions f2dr. (Che c28putee cooopubmrppodgetnoprarhiot 20, cfmrai2z0, wherein
t he machi ne-readabl e identific tioEedevice Is a radiq-frequency

i dentificatioff sgaGonsAOLTRELEohPuFRFE pFRASF o PRI TS Cl ai m 23,
wherein . the @erass iG0nkial cbubeehs eHeN gty (0e did Stsmrory  may not be
rewitten to. 25. An apparatus for secure electronic labeling, conprising:
a conmuni cat i oremerivt isaredmced ter a poafegermined skxei ve data from the
conmuni cation unit; a nenory, having a length, and configured to be
witten to by the controller, wherein the comuni cation unit receives a

val ';Je, |fhe COio Ol oRipRitesS prBgr¥al Beolhéf of he1 LM Gd A AINi t, the
controllier

the instructions for (b) are executed in response to

an execution of the instructions for (a).

23. The computer program product of claim 20, wherein
the machine-readable identification device is a

radio-frequency identification (RFID) tag.

24. The computer program product of claim 23, wherein
the access control rule is such that the first memory

may not be rewritten to.

25. An apparatus for secure electrénic labeling,
comprising:
a communication unit; _
a controller, configured to receive déta from
the'cqmmunication unit;
a memory, having a length, and configured to
be written to by the controller,
wherein the communication unit receives a
value, the controller receives the value from
the communication unit, the controller
evaluates an access control rule taken from a
-plurality of access control rules to

determine whether the value should be written



.eval wates an access control
rules to determ ne whether the val ue should be wi

frenory, +and if the controller determnes that the ﬂ: ”4 j'f’"

to the nmenory,

the controller wites the alue to the(ﬂemnry

rule taken from a pluralrty Of acCess control

tothe

apparatus of claim25, wherein the access control rule is such that the

value is witten to

pr edet er mi ned

si ze.t@the Teencapparacud fothel aont26llevnpri si ng an

menory, but the length of the nenory is reduced to a

| i ned si ze t@R) us ot hel abnt26} Leumpr |
Ciroul i 28, Tho alfSGREE T AN g voRirpRPerng HR WAFEGRal ed i 1 oui t

wherein the controld®reies red®A thal R@nthellBiegrated ghécuit.

29. The

apparatus of claim 26, conprising an integrated circuit, wherein the

communi cati on
The- appar at us
substrate. 31

fl exi bl e sheet2émt®é alppaihtuefpiaial 25, okhekaim BRe abesesn the

substrate is

uni t value drnedheaugiemprhe i ntegrated circuit. 30.
of claim 26, wherein the apparatus is attached to a

The apparatus of claim 30, wherein the substrate is a

an article.of merchandise. , ‘
control rule is such that the value is written to

memory, but the length of the memoxry is reduced to a

predetermined size.

27. The apparatus of claim 26, comprising an
integrated circuit,. wherein the memory is formed

using the integrated circuit.

28. The apparatus of claim 26, comprising an
integrated circuit, wherein the controller is formed

using the integrated circuit.

29. The apparatus of claim 26, comprising an
integrated circuit, wherein the communication unit is

formed using the integrated circuit.

30. The apparatus of claim 26, wherein the apparatus
is attached to a substrate.
31. The apparatus of claim 30, wherein the substrate

is a flexible sheet matexrial.

32. The apparatus of claim 30, wherein the subétrate.

is an article of merchandise.



30 33. The apparatus of claim30, wherein the substrate is an item of

packaglng 34. The apparatus of claim 26, wherein fﬁ‘*‘tonﬁﬂﬂ+GaLLQ__yn|t
recei ves the val ue as an el ectromagnetic sti nul us. ; ay
claim 34, wherein the electromagnetic stijjlus co

apparatus of claim34, wherein the electr gnetic st
radi o waves. 37. . The apparatus of claim 34, conprising a photoeléctrlc
cell., wherein the conmunication unit receives the value as an

el ectromagnet i us hr ough_t he phaot oel ectri,c cell. 38. The apparatus
of claim 34, g #ggnapaﬂr%ﬁ¥%nﬂg.rﬁ%éﬁw%ﬁ¢1ﬁ%ﬁ§ﬁiﬂnﬁiﬁ S&HakRi t

recei ves the vagugnagteﬁnogﬁg etic stimlus through the ant enna.- 39.
The apparatus of claim 38 erein the antenna conprises a capacitive

antenna. 40. The apparatus of cIa|n126 wherein the predeterm ned size is
t hree bytes. 41. T ar.a of claim 26, wherein
the access %#ro?ﬁ?u?%p?gaé?% %Fﬂ@é% H&ﬁﬁﬁﬂﬁ}3§142 The ‘appar at us_of
clai m26-, meb@hﬂuhb@a@ﬂ@ﬁsﬁnﬁof@é@ivééﬂt§1é sraROdsedn N a logic circuit.

43. The apparatus of claim 26, wherein the nenory is
electromagnetic stimulus.

35. The apparatus of claim 34, wherein the

electromagnetic stimulus comprises light.

36. The apparatus of claim 34, wherein the

electromagnetic stimulus comprises radio waves.

37. The apparatus of claim 34, comprising a
photoelectric cell, wherein the communication unit
receives the value as an électromagnetic stimulus

through the photoelectric cell.

38. The apparatus of claim 34, comprising an antenna,
wherein the communication unit receives the wvalue as

an electromagnetic stimulus through the antenna.

39. The apparatus of claim 38, wherein the antenna

comprises a capacitive antenna.

40. The apparatus of claim 26, wherein the

predetermiqed size is three bytes.



configured to be read by the controll er, and the communication unit is
configured to receive data from the controller, apd—wherei the control | er
reads the value fromthe nenory, the communi cation m‘mm '

a8 A e
value fromthe controller, and the comunjcation un Hm‘:mu?val ue.
44. The apparatus of claim 43, wherein thé" comunic Hounity tFanSmts
the value as electromagnetic radiation. 45. *The apparatus of claim 44,

wherein the ejectfREBgRsticriadhAtd 0N £ omr yifZeinllhe afBegdhe apparalus

of claim44, wherein the electromagnetic radiation conprises radi o waves.
47. The appar atostoélctalen 2§, svdierdiim theseamndsmemoogtrol rule is such
that once the value is witten to the nenory, the nenory nmay not be

rewitten to.- 32 'i"jllIliL'iiiiii 48. The apparatus of claim 47, conprising

an integratedssirgubt ap¥hssehd dNCTBR Ve, WHeRLTRAthEShREeER® | Ntegrated
circuit. 49. The apparatus of claim26, conprising an integrated circuit,

wher ei n the copenbiderrubef bs nebodisidhgin e liottiegcareditircuit.. 50, The
apparatus of claim 26, conprising an integrated circuit, wherein the
comuni cation unit is fornmed using the integrated circuit. 51. The

apparat us of chainTéd, apber&tis & ERPiak A6)S wherein the memory is
configured to be read by the controller, and the _
communication unit is configured to receive data from
the controller, and wherein the controller reads the
value from the memory, the cbmunication unit
receives the value from the controller, and the

communication unit transmits the value.

44. The apparatus of claim 43, wherein the
communication unit transmits the value as

electromagnetic radiation.

45. The apparatus of claim 44, wherein the

electromagnetic radiation comprises light.

46. The apparatus of claim 44, wherein the -

electromagnetic radiation comprises radio waves.

47. The apparatus of claim 25, wherein the access
control rule is such that once the value is written

to the memory, the memory may not be rewritten to.



is att.ached to a substrate. 52. The apparatus of cl ein the

supstrate is a flexible sheet material. 53. The app s of cIa|n151

wherein the substrate is an article of nerchandise. 3 mw'ﬁ

claim 51, wherein the substrate is an itempof packadi mgrat us

of claim47, wherein the comunication unit receives the vaIue ds an

el ectromagnetic stinulus. 56. The apparatus of claim55, wherein the

el ectromagnetic,gti u ese | + 5 The appar at us of

cl ai m 55. mher%?n ?ﬁé g%ﬁgg%ﬁ%ﬁag%étgé&gﬂﬁﬁu ugiégﬁ%PPsés radi o waves. 58.

The apparatus ofintégrarsd, ctoepit siwipreinpthieoakeaokyi ¢scEbimedherein the

communi cation uni{ receives the valqe as an el ectromagnetic stimul us

t hrough the phot®ERSctRecivkegratRfl CateUdnaratus of claim 55, conprising

an antenna, wherein the conmmunication unit.receives the value as an

el ectromagnetic stinmulus through the antenna. 60. The apparatus of claim

59, wherein the4ﬁnt§heaappammmmsesfaﬂadma@ﬁtiwam@mﬁemng aﬁl The appar at us

of claim47, mhereln t@e acgess,. control, e is E in secogd menory.
egrated circuit, w ereln t e con ro er is forme

‘'using the integrated cirecuit.

50. The apparatus of claim 26, comprising an
integrated circuit, wherein the communication unit is

formed using the integrated circuit.

51. The apparatus of claim 47, wherein the apparatus

is attached to a substrate.

52. The apparatus of claim 51, wherein the substrate

is a flexible sheet material.

- 53. The apparatus of_élaim 51, wherein the substrate

is an article of merchandise.

54. The apparatus_of claim 51, wherein the substrate
is an item of packaging. '

55. The apparatus of claim 47, wherein the
commmication unit receives the value as an

electromagnetic stimulus.

56. The apparatus of claim 55, whereln the ' o

~electromagnetic stlmnlus conmprises llght.



- _._—/l;— -

_-62.., The apparatus of claim 62, wherein the access control rule is enbodied

~kn alogic circuit. 63. The apparatus of claim47, wherein the nmenory is

cconfigured to be read by the controller, and the conmunicatiomunit is
configured:to receive data from the controller, tﬂn' : i o Lontroller
reads the value fromthe nenory, the conmunicati "umﬂui3?' ﬁg t he
value fromthe controller, and the com®dnication tnit tyamsnsts«the val ue.
11111112112121121212 111 111111 34 * ¢ L 14 64. The apparatus of claim 63,
wherein the conmunication unit transmts the value as el ectronagnetic
radi ati on. 657 . THeeagppantites off cildim 66, whereiin the el ectromagnetic
radi ation conprises light, 66. The apparatus of ¢laim®64, wherein the
eIectronagne€?80€58?%9$%%1%o%&ﬁ%%&ﬂ?réﬁﬁgfﬂ&ﬁﬁﬂf?d%?.V&vffsten1for
processing retail transactions, the systemconprising: an item of

mer chandi se, wherein the itemof merchandise is tagged with a
machi ne- r eadaBl eTheagpprandtes cofrachd e -Yoadoiyrisdgoseores a product code

poi nt-of - sal BPEPAEREFEFR eoRhocliainin (e treaalgerith koo @

receives the value as an electromagnetic stimulus

through the photoelectric cell.

59. The apparatus of claim 55, comprising an antenna,
wherein the communication unit receives the value as

an electromagnetic stimulus through the antenna.

" 60. The apparatus of c¢laim 59, wherein the antenna

comprises a capacitive antenna.

61. The apparatus of claim 47, wherein the access

control rule is stored in a second memory.

62. The apparatus of claim 62, wherein the access

control rule is embodied in a logic circuit.

63. The apparatus of claim 47, wherein :the mémory is
configured to be read by the controller, and the
cOmﬁunication unit is configuréd £to receive data from
the controller, and wherein the controller reads the
- value from the memory, the communication unit
receives the value from the controller, and the’

communication unit transmits the value.



a datrabase systemin conmunication with the point-of- sale terminpal—
wh&rei'n the reader reads the product code and the-lis rlce fromthe
machi ne-readabl e tag, the point-of-sale term nal E : ﬁ] k “ﬁl{ ng
price corresponding to the product code' hp the dat Pt ' of -sal e
term nal conpares the list price with the” offering pr| e and 1f the two
prices are wthin a predeterm ned anount of each other, the point-of-sale
term nal records the hp@aratﬁs1$f1&1&1ﬁ1611bﬂ&%ﬂ&i1hﬂﬂil 35 * CLrr s of
mer chandi se as belnq' pur.chased, otherw,se the point-of-sale termna
notifies a us&PrpMn gaﬁﬁpﬁeuﬁﬂ§cFEﬁBﬁ@?tSGEheTﬁ%l%%g%%n1of claim 67,

wherein the ri ses a radio-frequency _

i dentification %QEI fb%%g%QEQrgggaegggten1of claim 67, wherein the |ist
price is stored as read-only data. 70. The system of claim®67, wherein the
product code Js ored as read- The system of cIa|n167

conprising a ﬁ5ur Ei?P@Pra§B§oﬁ§aF aF@agérs%hﬁWﬁ¥%lﬁP?he plurality

of ' stecolnd?ry Iélwoaabh@ekcm&eﬁae&oﬁfcsaﬁriééénp{gﬂ@rchand' se throughout
a retal acilit

i
66. The apparatus of claim 64, wherein the

electromagnetic radiation comprises radio waves.

67. A system for processing retail transaciioqs, the
system comprising: | _
an item of merchandise, wherein the item of
merchandise is tagged with a machine-readable
tag, and the machine-readable tag stores a
product code and a list price;
a reader for reading the'machineQreadable tag;
a point—of-sale terminal in connection with
the reader; and
a database system in commdnication'with the
poiht-of—sale terminal,
wherein the reader reads the product code and
the list price from the machine-readable tag,
the point-of-sale terminal locates an
-offering price corrvesponding to the product
#ode‘inﬂthe databése, the pointjof‘sale
terminal compares the list price with the
offering price, and if the two prices are
Within a predetermined amount of each other,

the point-of-sale terminal records the item



72. A systemfor inventory contrbl, the system conmprisirng—am item

wheérein the itemis tagged with a machi ne-readabl e {@gw nafsunh g

machi ne-readabl e tag stores a tracking -nunber, mhedﬁ&@“ﬂﬂ@ilhiir“"ﬂ_

machi ne-readable tag stores a |length assoggated . ct he ¥ ackl g
nunber; a reader for reading the machine-ré&adable tag; a witer for
writing the. machine-readable tag; and 36 ¢ L R s a data processing system
in conmuni cati on widih tereheaddere asdbehiagwpurehasefierethetheseeader reads
the tracking nunber _fromthe tag, .the data ﬁroces lng system stores the
tracki ng number, th&Rf RARE-SfoEedRs terpips gPﬂFlgﬁﬁ tReUHPYteF wites a
new tracki ng nunber s Wpl=1 able tag. 73. The system of claim:
72, wherein the nagigﬁg?%zgggﬁ%gg?%§§gonprises a radi o-frequency
identification (RFID) tag. 74. The system of claim 72, wherein the data
processi ng syst I s a point=of-sgle termnpal. .75 .The systemof claim 72,
wherein the wwiég;'qaﬁhf%@ﬁf?bé#%§i?ﬂ§b??’tH%Fﬁslﬁaghﬁne-readable tag

machine~-readable tag comprises a radio-fregquency

identification (RFID) tag.

69. The system of claim 67, wherein the list price is

stored as read-only data.

70. The system of claim 67, wherein the product code

is stored as read-only data.

71. The system of claim 67, comprising a plurality of
'secohdary readers, wherein the plurality of secondary
readers track movement of the item of merchandise

throughout a retail facility.

72. A system for inventory control, the system
comprising: | L
an item, &herein the item is tagged with a
. machine-readable tag, and the
machine-readable tag stores a tracking
number, wherein the machine-readable tag
stores a length associated with the tracking
-number; ‘ .
a reader for reading the machine-readable tag;
a writer fof writing the machine-readable

tag;'and



.before witing to the machi ne-readable tag. 76. The system of claim 72,
conprising a second reader positioned in front of_an exit, wherein if the

machi ne-readabl e tag is read by the second readerj H‘m(rmmw r eadabl e
tag has not had the length of the tracki nunb -=' second

reader triggers a theft alarm 37 77. e systenfoﬁ cltai h 72, “conpri sing
a plurality of = secondary readers, wherei n t he plurality of secondary
readers track nnveaedatafptbeessfmgtéysngmumﬂ commpedgreaplonc area. 78. The
systemof claim72, wherein the itemis a pharmaceutical product. 79. The
syst em of cIa|n178W1EBn5F?sFﬁ%§%rd@%@aﬁb?9” Le%3econdary readers, wherein

the prurality of SERERASAYentcRdgas: ' akks U Tdlcng &%nnotee:mthroughout a

Heal th-care facilit
from the tag, the data proce851ng systen

stores the tracking number, the writer
shortens the length, and the writer writes a
new tracking number to the machine-readable

tag.

73. The system of claim 72, wherein the
machine-readable tag comprises a radio-frequency
identification (RFID) tag.

74. The system of claim 72, wherein the data

processing system is a point-of-sale ‘terminal.

'~ 75. The system of claim 72, wherein the writer
authenticates itself to the machine-readable tag

" before writing to the machine-readable tag.

76. The system of élaim 72, comprising a second
reader positioned in front of an exit, wherein if the
machine—readable tag is read by the second reader and
the machine-readable tag has not had the length of
the tracking number shértened, the second reader

triggers a theft alarm.



T

77. The system of claim 72, comprising a plurality of

37

secondary readers, wherein the plurality of secondary
readers track movement of the item throughout a

geographic area.

78. The system of claim 72, wherein the item is a

pharmaceutical product.

79. The system of claim 78, comprising a plurality of
secondary readers, wherein the plurality of secondary
readers track movement of the item throughout a

health-care facility.



