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1 SPECI FI CATI ON COVMUNI CATI ON SYSTEM AND COVMUNI CATI ON
METHOD 5 TECHNI CAL FI ELD This invention relates to a
comuni cation system and a comuni cati on nethod,
especially a radio comruni cation systemand a radio
comuni cation nethod utilizing the wreless
technology in a nobile networkl This invention can 10
al so be used in a heterogeneous network environnent to
provi de end-to-end QS guar ant ees. BACKGROUND ART I P
networks were originally ? i t arry best 15
effort traffic. In best g EgF?qggF&?%g, the delivery
of packets is not guaranteed. For applications that
are delay sensitive such as real-tine nmultinedia

appl.icati a e t ' it hi ecified
de?é@ﬁﬁghﬁg§ﬁRgo%géFgﬁbgﬁDi?Cﬁg&@é%ﬁ@gFﬁi$E$ﬁ§:efore,

t hese applications need sone 20 | evel of service
guarantee fromthe network that this data is |likely
to arrive on_tine in order to be useful . Best effort
sef YFERICRBWEVEED is not sufficient to cater for the
requi renents of these applications. Therefore, Quality

of Servi Eelf rEyerbbperic hakeddcdrie COOPUGH Gsiéht isystem and

conmponent in a systemto provide user of services 2

wi &hcampgpd gk Lpay ale tdiodberagrec bk ant esgdignsopgupication

popul ar

system and a radio communication method utilizing the
wireless technology in a mebile network. This invention can
also be used in a heterogenecus network environment to

provide end-to-end QoS guarantees.

BACKGROUND ART

IP networks were originally designed to carry best
effort traffic. In best effort service, the delivery of
packets is not guaranteed. For applications that are delay
sensitive such as real-time multimedia applications, data
needs to arrive within a specified delay bound in order for
it to be useful. Therefore, these applications need some
level of service guarantee from the network that this data
islikely tc arrive on time in order to be useful. Best effort
service, however, 1s not sufficient to cater for the
requirements of these applications.

Therefore, Quality of Service (QoS) support has beccme

an essential component in a system to provide user of services
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met hods to provide QS in a systemare using the
Integrated Service (IntServ) (non-patent docunent 1
below) and the Differentiated Service (DiffServ)
(non-patent docunent 2 5 below) nethods or their
variations. IntServ Framework was devel oped in | ETF
(Internet Engi neering Task Fomce) to provide

i ndi vidual i zed QS guarantees to individua
application sessions (flow). It requires individua

sessLpn rve sufflicient resour 10 to.ensur
TratER e pRr RIS L o Tt £t o R vper BRat Py poputar
a per. flow basis., Per flaQw resource reservatiqn i
RGP RS TS st Hor STF bR er T G Sl g Intearated
resource reservations and to majntain per-flow state
foge&{&ﬁef IR E35E3di ngP PR RAGH t hEOFYTRERE. 1Th‘i’%f‘9\‘ﬁ“l | and the
cause a large amount 15 of overheads just to nmaintain
cabhiseaeBtoptedc R omvawe THi St fTRIEs (RHe'SePRtepFudpgnment 2
very _unscal able. To solve the scalability problem the
Di PESery mebhadBoRTi §hrateV3rdedmidyfded by | ETF. In
the Diff5erv solution, flows of simlar
char act efNEEpEY dreargygrégaias 20Vearped clrassETFhdInternet
nunber of classes is pre-determ ned by the network ‘
subpoitEaginbe Th$k Sdror dalamtworkrov hde hiindfvigmawoiked QoS
packets carry their own state in a fewbits at the IP
headera(iDSER: tO fihdisntuatle dp8ariviateorCodes Haine ) (flow) . It
and do not require the router to keep the states of
eachgfii ovs 2bdMpi doaersepatcketiso ineddrers anef filcdway esocurce
not follow the sane

to ensure its end-to-end QoS is satisfied. IntServ operates

onaper flowbasis. Per flowresourcereservation in IntServ
implies the need for a router to process resource
reservations and to maintain per-flow state for each flow
passing through the router. This will cause a large amount
of overheads just to maintain each state of each flow. This
makes IntServ solution very unscalable.

To solve the scalability problem, the DiffServ
solution is later recommended by IETEF. In the DiffServ
solution, flows of similar characteristics are aggregated
into a class. The number of classes is pre~determined by the
network supporting the DiffServ framework. In this
framewcrk, packets carry their own state in a few bits at
the IP header (DSCP: Differentiated Services Code Pcint),
and do not require the router to keep the states of each flow.

Moreover, packets in the same flow may not follow the same
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3 path as opposed to IntServ. Each packet receives a
particul ar forwardi ng treatnent based on this DSCP.
This DSCP value will determ ne how this packet is
treated, e.g. packets with high priority DSCP will be
forwarded first. 5 Conventionally, the IntServ support
and the DiffServ support are BBandl ed at the networks.
The end term nal has no know edge of these handli ngs
bei ng taken pl ace. mar ki ng, schedul i ng, and

Al l
PobLELNG, LS Larrded qut bycbhe, netugrk efeopnls Alceives 4

net wor k stead end fermna
met hods

let t twork handl.e t S rel ated, .
T URAET SRUEPE| GO HAEERNSn e BATI tn AR, Gobrid 1T RSBy This
a l e and not . indjvidual end term nals. Therefore,
OBFBer 16 B bbi HetbERtoF - VoL RS epdri s =3
CaP PRt D PEDCRA HPS el Ml H oS T aRled Tirst.
termnal itself has better knowl edge of the state it
is at. NoARPaRemeladedmehie 1IN FETEY | Fitkkp Bk et ddina daffServ
wor Ki n rou
htFBPPS% . gtlﬂ%%ﬁﬁtm:.%lh%lrm@iwlﬁﬁseﬂhq:r@m éemimal has

20 Non-patent docunent 2: |ETF Differentiated Service
WonRki kgo@leglwe of these handlings being taken place. All

http://ww. ietf.org/htm.charters/diffserv-charter. htm

| mpphipat estchdoeunmy, 3And EFFlReinar & Reseriext i ont by the

Prot ocol (RFC2205)
network elements at the network instead of the end terminal.
These methods let the network handle the QoS related
functicnalities based on current network conditions as a
whole and not individual end terminals. Therefore, in order
to provide better end-to-end QoS experience, the handling
of QoS functiocnalities needs to be carried out at the end
terminal itself, as the terminal itself has better knowledge
of the state it is at.
Non-patent document 1:
IETF Integrated Service working group
http://www,ietf.org/html.charters/intserv-charter.html
Non-patent document 2:
IETF Differentiated Service Working Group
http://www.ietf.org/html.charters/diffserv-charter.html
Nen-patent document 3:

IETF Rescurce Reservation Protocol (RFC2205)

http://www.ietf.org/rfc/rfc2205.txt;



25 http://ww.ietf.org/rfc/rfc2205.txt; 4 Non-patent
docunent 4: 3GPP http://ww. 3gpp. org Non-patent
docunment 5: 5 3GPP2 http://ww. 3gpp2. org Non- pat ent
docunent 6: "Network Architecture” 3GPP TS 23. 002
V5.8.0 (2002-09)
ftp://ftp.3gpp. org/ specs/ archi e/ 23-seri es/ 23.002/ 10
Non- pat ent docunent 7: SIP. Session Initiation
Protocol - RFC2543 Non-patent docunent 8: SDP

Se§§hQE?P§ﬁGEEBEkggRELgLOCOI - RFC2327 Non-pat ent

docurme Aut henti cati on
htggbé/mmmnietf.org/internet-drafts/draft-arkko-pppext
-e~ "ap-aka-08.txt Non-patent docunment 10: "Part 11:
W gkesz Nb%i n1Ac8ess Control (MAC) and physical 20
Iaé p( ﬁwy spdEPrPE&ti ons: Speci fication for Enhanced
Se urLté" IgEg Std 8 2511i/EB.0, Novenber 2002
NonePaPene ogarene L >:
5 3GPPZ

http://www.3gpp2.org

Non-patent document 6:

“Network Architecture” 3GPP TS 23.002 Vv5.8.0 (2002-09)

ftp://ftp.3gpp.org/specs/archive/23 series/23.002/

10 Nen-patent document 7:

SIP: Session Initiation Protocol - RFC2543
Non-patent document 8:
SDP: Session Description Protocol - RFC2327
Non-patent document 9:

15 EAP AKA Authentication
http://www.iletf.org/internet-drafts/draft-arkko-pppext-e
ap—aka-08.txt
Non-patent document 10:

“Part 11: Wireless Medium Access Controcl (MAC) and physical

20 layer (PHY) specificaticons: Specification for Enhanced
Security”

IEEE Std 802.11i/D3.0, November 2002
Non-patent document 11:

“IEEE Standard for Local and metropolitan area networks

25 Port—-Based Network Access Control”
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EEE Standard for Local and netropolitan area

networ ks 25 Port-Based Network Access Control" 5 | EEE

St
St

d 802. 1x- 2001 Non-patent docunent 12: "DRAFT | EEE
andard for Local and Metropolitan Area NetworksPort

Based Network Access Control Amendnent 1: 5 Technica

an

d Editorial Corrections" | EEE DRAFT P802.| aa/ D4

Novenber 5, 2002 Non-patent docunent 13: ITU T Z 120
Message Sequence Chart, 11/1999 Non-patent docunent

14iEé§_g{gyg02$1x-§@§13acobson, V., Random Early

Det ecti on gat eways

Au
c

or Congestion Avoi dance V.1 N. 4,

ggélgégga& Egﬁaﬁgﬁgiégz Non- pat ent document 15: D

i'cit allocation of best effort

ST SR AT, gy e
SRR oo B Yl PRl L E BT B 1

pr

Conventionally, S_is.handl ed by the network that
aé@r%ﬁ& F%

b5FaBECEhe EOFoatth&CGTECLPRE t er mi nal only

involves 20 in the QS process at the application
| eVBFE BRYEFTusi fF Roviea/ (b M PRERAT Docunet 3) to

rgguest certain resources from the network based on
a

PRcRELBRtr dgGHreREntsS: I n the

ITU-T Z.120 Message Sequence Chart, 11/1999

Non-patent document 14:

Floyd, S., and Jacobson, V., Random Early Detection gateways
for Congestion Avoidance V.1 N.4, August 1993, pp. 397-413
Non-patent document 15:

D. Clark and W. Fang, “Explicit allocation of best effort
packet delivery service”, IEEE Trans. Networking, 6(4), 1998,
pp. 362-373.

Quality of Service (QoS) support has recently become
one of the essential components that make up a successful
system. Conventionally, Qo5 is handled by the network that
provides the service to the user. The terminal only involves
in the QoS process at the application level, e.g. using RSVP
{(Non-Patent Document 3} to reguest certain rescources from
the network based on application requirements. In the
wireless environment, the RSVP no longer suites the QoS
centrol. Mchbile Terminal would change 1ts point of

attachment from time tco time, and thus use different data
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| ocal i

wirel ess environnment, the RSVP no | onger suites the
Q@S control. Mbile Term nal woul d change its point
of 25 attachment fromtinme to tine, and thus use
different data 6 path even within one service session
life cycle. Mdreover, the RSVP requires support on
every node along the data pathg which is not always
possible in the |arge and conplicated systens. 5 Wen
Iooking at the end-to-end QoS, the nobile termnal is

B AN, Q/dflé:[t'{]h %ﬁ%SSel:%' %:Eegggs{&qei 1"’% CSICTltehe Mtol;]:eeover,

CO ents, e user o servi ce ore

te m fi:?é 1%%” ng§ % | n§ rFf réjldceogﬁgngsua?ldata path,

Tra%ltlonal S ar
ontrol is d on

nefilor %na??.aﬁgaY&ovoaﬁa PP ther IPRAF =BangrAglicated

gg traffic to another term nal through a few
F®&Scoul d have packet drops in each of the
netmork and . they would performcontrol separate]

This ki nthef 1 q@%ﬁ%ﬂ@Fﬁ%ﬁéﬁ“@oﬁ?rEPWQquépﬁWﬁQ&&gESFminal

optim sed. Since 15 a nobile termnal is the ultimte

coh @i YSf ORRe Tt P faneds - i d thiss LApITe ¢RI VYo 6EnHts sAntents,

about the QS it enjoyed. A system that uses this

i ndof net ¢ o ¢ro o e grrblceoulTdepicifivgca thet Cermised must

experience. In network centric QS control (QoS

coptr bl cpeptermedthe@dy adre nvek worlk agligriwmas e tiog k based

internedi ate network), the network could only perform

quew$ ngootrdieppireg Usmaddse tdmmlized, i.e. control is only
based on local network conditions. For example, a terminal
sending 2Mbps traffic to another terminal through a few
networks could have packet drops in each of the netwecrk, and
they would perform control separately. This kind of
uncocrdinated contrel is inefficient not optimised. Since
a mebile terminal is the ultimate consumer of the traffic,
it has all the information about the QoS it enjoyed. A system
that uses this informaticn for QoS control could bring a
better user experience.

In network centric QoS control (QoS control performed
by the network elements in the intermediate network), the
network could only perform gueuing or dropping to ease the
traffic congestion. This could not solve the problem
completely. For example, if the ccngestion were caused by

a terminal sending tco fast, to perform network dropping or

queuing would only make the terminal or another terminal to
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traffic congestion. This could not solve the problem
conpletely. For exanple, if the congestion were caused
by a terminal sending too fast, to perform network
droppi ng or 25 queuing would only nmake the term nal or
another termnal to 7 suffer bad service experience.
The better way should be allow ng the source and the
nobile termnal, to perform scheduling of its traffic
in a proper manner. Therefore, a signalling nethod

: gufEéEa{'Jf%!:i s%g%%%' holder{‘qﬁeed tT%ebebeétéjLevﬁ%nggould be
of e nobrl &rm nal. € extrene case
net wor k. not _capabl e of rn1n 0S .mana
e fCeP RIS L T YO 8 AR co ! Berorm
certain ree_aof arantees If the term nal
e EREieSr i geed At LB SPEREDETIK 10 Hherefore, a
unnecessarily, then this wl ead to congestion
av%%%%%%%lnﬁl@%EE?ﬂe?ndDPS€£€€©RE ernfHRL| NOERPAOREER to be
order to resolve the problens nentioned above, the 15
QUEEERHPPOR| BPT nblal BORééds tEsMBBatransferred from t he
network to the termnal. The terminal will be nade
awar e of FO¥ r 4ffe cexbRaMei orase amf t Retieekssaely capable of
corrections need to be handled at the term na
i neeebervingdysy Mg napenardspohsi berniyal ccamer hetdad kontrol
This will have the advantage 20 of not unnecessarily
conglesitingl tedrg ay a&f fectaandddograwayf oS theraiticare If the
on network managenent systemto handle all QoS
terminal itself behaves and does not clog the network
unnecessarily, then this will lead to congestion aveidance

altogether.

DISCLCSURE OF THE INVENTION
In order to resolve the problems menticned abcve, the
QoS controller medule needs to be transferred from the
network to the terminal. The terminal will be made aware of
traffic conditions, and the necessary corrections need to
be handled at the terminal instead o¢f passing the
| responsibility to the network. This will have the advantage
cf not unnecessarily congesting the traffic, and do away on
the reliance on network management system to handle all QcS
related functionalities.
It also has the advantage of additicnal 1level of
management 1f a network management system is in place. If

noct, the terminal itself has the capability of adjusting
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related functionalities. It also has the advantage of
addi tional |evel of nmanagenent if a network
managenent systemis in place. If 25 not, the
termnal itself has the capability of adjusting 8
itself to enforcenment and behavi our correction, e.g.

| ower transm ssion rate or reparking packets to | ower
priority. For networks w thout QoS capabilities, the

termnal will still have some level of QS if the
' ' | bl
LT PR, ARt P RS S O € . tover

responsi bl e. of _kpow ng_how mich to send and,adjust to_.
t Rt RAThor £ EBnR L ToRs . TOT R AP HEr OR6 KRRGW PnaOwer bridrity.
conditiopns of the network, there's ., heed for a .
cehtF ol PRAZERt Moy 8 to it GRBARE oristi i dape FREREpal will
perfo nce data and the netwark conditions_and then
f edtibat K12 Y% SORE | ﬁaﬁ@i abid°o} érinfhsl Eef%l%%}f%"r%&h%d to the
correction, BRI EF DESCRI PTI ON OF THE DRAWNGS FIG 1
i shateeRenhti 8l i agPaml enewi R§havieganpl e 15
i npl enentation of the invention that achieves .
end- t o- ehte @B werminadnilhgle lfag@kdonte dpei respensible of
enbodi ment of the invention;, FIG 2 is a block o
di kgeehng thew ngch e gendidand adghetdot ohe neftwar legapphiélions.
i mpl enentation of the termnal 20 centric QS
mahagengat o akewer khéncohdiembodi aénthef nehwork, there’s a
i nventi on;
need for a centralized entity to collect and consolidate the
performance data and the network conditions and then feedback

to the individual terminals to perform the correction.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1is a schematic diagram showing an example
implementation of the invention that achieves end-to-end QoS
with terminal based control in the embodiment of the
invention;

FIG. 2 1is a block diagram showing the detail
architecture of an example implementation of the terminal
centric QoS management framework in the embodiment of the
invention;

FIG. 3 is a sequence chart showing an example signalling
sequence for QoS reporting and feedback using the
architecture intrcduced in FIG. 2 when the terminal is not

connected directly to the home network;
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FIG 3 is a sequence chart show ng an exanpl e
signalling sequence for QoS reporting and feedback
using the architecture introduced in FIG 2 when the
termnal is not 25 connected directly to the hone
network; 9 FIG 4 is a bl ock diagram show ng an
alternative architecture inpl@nentation for the
termnal centric QS control framework shown in FIG
1; FIG 5 is a sequence chart show ng an exanpl e

Signal|ipgg_548QﬂyeQC§Fﬁ§hﬁgdier%ﬁa@%%%ﬁ&dr%ﬁogq%%@ﬁative

in FIG 4 to achieve e termnal centric QS contro

in . ' f i.nvent jon;., Fl .1 S7a -
e
controller .in_th i en the .invention; 10
F|E§n€rP§ £r8P§8§£%F%§§EP|Eﬁg%EEA ﬁénager noni t ori ng
sessi on hf tgp.enbodinent o&_the i nventi_on; FICi 8.i% 11in
a di agr aft Ghowt ig ErTRSAND L35 Hew tis Tt Pot f &+ 92 g
erforns QoS nonitoring and traffic . regul ati iin the. .
ABBAITBRE 5711 ha hens SAREORY K157 69060 ot T gt g Schieve
showi ng the format of the reporting, nessa%e %éfs
reEB?t?eF’GFnF‘épS??FﬁéC(ﬁgsdﬁPﬁtFPénﬂPhé:htee FPRaimeps of the
the SLA manager in the enbodi nent of the invention;
FI 62V8DTi8la di agram showi ng the format of the nmessage

for QoS enforcement fromthe SLA nmanager to the , _
termnal Fff. @03 RedérgsamnehewdRatde SHeme GipS monitoring

at the QoS controller in the embodiment of the invention;

FIG. 7 is a diagram modelling SLA manager monitoring
session in the embodiment of the invention:

FIG. 8 is a diagram showing an example cof how QcS
controller performs QoS monitoring and traffic regulaticn
in the embodiment of the invention;

FIG. 9 is a diagram showing the format of the reporting
message (QoS report) for reporting QoS data from the terminal
to the SLA manager in the embodiment of the invention;

FIG. 10 is a diagram showing the format ¢f the message
for QoS enforcement from the SLA manager to the terminal in
the embodiment of the invention;

FIG. 11 1s a diagram showing the architecture for the
QoS contreller at the terminal in the embodiment of the
invention; and

FIG. 12 is a diagram showing an action ID’'s template

of the embodiment cf this inventicn.
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FIG 11 is a diagramshow ng the architecture for the
QS controller at the termnal in the enbodi nent of
the invention; and FIG 12 is a diagram showi ng an
action ID s tenplate 25 of the enbodi nent of this

i nvention. 10 BEST MODE FOR CARRYI NG OUT THE | NVENTI ON
In this invention, the QS manHgenent functions are
transferred to the termnal for nore effective
end-to-end 5 QoS nmanagenent. The nobile termnal wll
be equi pped with QS managenent capabilities such as
managing its transmssion rate and also its receiving
ra y t | of_.i ' request.
T LBl PR R ae BT el TR °T

noni t or fllgl termnals

di d 10 th .
level “aghBeRRAT BEIGREAPhe hbePo8t TeHaTBs e Lnet iR are
r oo raf F e s he  LERBRE et oy RO PR eh SFL e end - to-end

network where the user subscribes its service fraom ,
The®t PP AAFTGRFI N MoPIdsS (oMot &t o dim &dquipped with
performng the reporting and 15 nonitoring. This QoS _
coRPPol M e Y eacEaPEBibékafSourSHCh chafge N aPRHI 1  1ts
receives enforcenent data that tells the term nal .
whbFaparyesipn sHeulddchhRgel t reTRd Vang Eaherf ceptrolling
will then operate within the threshold and boundary of
t hehe qevnked gdsineoninotreayest owiligthas bpparkies, ditere is
a method for the

a central server to monitor all terminals directly based on

the service level agreement between the user of the mobile
terminal and the service provider. The central server
resides at the user’s home network, which is the network where
the user subscribes its service from. The terminal will have
a QoS controller module performing the reporting and
monitoring. This QoS controller also reacts to behavioural
changes when it receives enforcement data that tells the
terminal what values it should change to. The QoS controller
will then operate within the threshold and boundary cf the
new values.

In the following, an apparatus and a method for the
terminal oriented Quality of Service contreol for packet based
on communication network are disclosed. To help understand
the invention, the following definitions are used.

“WLAN” refers to wireless local area network. It

contains arbitrary number of devices in order to provide LAN
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termnal oriented Quality of Service control for
packet based on conmmunication network are discl osed.
To hel p understand the invention, the foll ow ng
definitions are used. "WLAN' refers to wireless |oca
area network. It 25 contains arbitrary nunber of
devices in order to provide LAN 11 services to nobile
term nals through wireless technol ogies. "3G network”
refers to a 3rd generation public access network. An

?ngpbf%gqugm%%iﬁget§¥ﬁ%§gg%gggﬁf %§¥w£%§¥%ss tecﬁgﬁ%ogies.

non- pat ent” docunent non- patent” docu

5. 5" ile.termnal.,. MI" refers to a device ed

f or accegt;?%&ettﬁ'é’r?eﬁ?é@rﬁr Q/iadgaab%/e?%%aW%Np tcaccess
ot her networks throygh wreless technol ogies. _'Ho
neRTEYRY <1 o b sCFETENE AEEY onHdt THECAT defined by 3GPP
originallg comes fromin the inter-workin scengrio.

|t (NQN-B@-BRe PPakEeRhete Phe3Rie$ {8pyrpatent doctiment 5) .
subscription information is stored. "Visited network"
refers to NoRl ket WBFRIDAEF eMEhe TMECLSs Tt tachenicet Upgd for
the network that provides access service to the
nmobFFes s erEitie seIvicRauRYkded dyehe Wddbpadiqtgyynetworks
functioning device in the network that can carry out

i ntoreaghovipebesssiaghnolrgliiesengi ne" refers to a

network el enent that carries out the rules set by the

rul e serViéemandeicnbekfr etedibtso thethbooaltvwepeciyhere the MT

conmands by the rule interpreter.
originally comes from in the inter-working scenario. It is
the place where the MT’s service subscription information
is stored.

“Visited network” refers to the network where the MT
is attached. It is the network that provides access service
to the mobile terminal.

“Network element” refers to any functioning device in
the network that can carry out information processing.

“Rule engine” refers to a network element that carries
out the rules set by the rule server and interpreted to the
local specific commands by the rule interpreter.

“Rule interpreter” refers to a network element that
reads the rules given by the rule server, translates them
to the local technologies specific commands with appropriate
parameters and feeds them to the rule engine to carry out.

“Rule server” refers to a network element that sends

relevant rule sets to the rule interpreter and the rule engine
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20 "Rule interpreter” refers to a network el ement that
reads the rules given by the rule server, translates
them to the |ocal technol ogies specific commands with
appropriate paraneters and feeds themto the rule
engine to carry out. "Rule server" refers to a network
el ement that sends 25 relevant2rule sets to the rule
interpreter and the rule engine 12 based on request or
unsolicited. "Air interface" refers to any radio

aqggééihéggg§§g§%#e§rfQESB?ECgEgh[e term nal to access

t he s a gathering of packets

transferged in.the net wor k t ve t ai ,
attributégl?n &8t 5.2 Tr af ?Eépss gﬁbatégpingﬂ% 10 access
streans transferred_jin the..network. "Flow' refers,to

HES Aol BRTRC arde  hRCHBPROMR FEBURAds “On@EdEd T gfie WLAN.
the data path used in delivering_the stream 10 " ",
ofers i EHPT ot QAP LS SNISIF I REROFS s hSter o in the
streamor traffic. "Message" refers to the information
exchiatigel BidhgPavReCREEROPK2ELEMBRLS ST 3 CREMSGr-pose

of inter-working control. 15 "COperation sequence" ,
refers tolB25eifed of Frbkapbnd &fcrbngananbhyeepT&PA 1 the
network el enents in certain order for inter-working
coneE@brk Upper layer" refers to any entity on top of

the current
“Flow” refers to the data path and the network rescurces

needed for the data path used in delivering the stream.

“QoS” refers to the term Quality of Service of a data
stream or traffic.

“Message” refers to the information exchanged among
the network elements for the purpose of inter-werking
control.

“Operation seguence” refers to a series of message
exchange among certain network elements in certain order for
inter-working control.

“Upper layer” refers to any entityon top of the current
entity that processes the packet passed to itself from the
current entity.

“SLA” refers to the service level agreement,

“User SLA” refers to the service level agreement
between the service provider and the user.

“"Network SLA” refers to the service level agreement

between a service provider and another service provider.
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entity that processes the packet passed to itself from
the 20 current entity. "SLA" refers to the service

| evel agreenent. "User SLA" refers to the service

| evel agreenent between the service provider and the
user. "Network SLA" refers to the service |evel
agreenent 25 between a servici provider and anot her
service provider. 13 "AAA" refers to Authentication,
Aut hori zation and Accounting functions involved in

prOVidingAﬁgﬁvkg%eE% HﬂfogﬁEREE%iEQQQFQQJ:AJ {Pration and

follow n scription, purposes 0 5 explanati on,

specific nunbers, tines, structures rot.oc
amdCorer T Bdr BharereNE, aREVRHT R PROSPHARS: §opravrage the

at orfugp under?tanding of the present invention.

HoWever® “Ft™m'PI -be apparent to anyone skilled in the

art that_the  prese i i nvention may be practiced

Wi thout ThesehSpeb?t W00 detSr s bFAOB hef OF nsPAREESES OF

wel | - known conponents and nodules are shown in bl ock

di @GP aRB2F ROBr dEre mbt 1€ GLUHRLT e LTS prdgEsttures, protocol

i nvention unnecessary. FIG 1 is a schematic diagram ,

showi Ry & ka3l BarpREreREnt a8 i dP el Nrvete Y &ip provide

that achieves end-to-end QS 15 with term nal based

contiheirquyht nederbédnaent ©f theeLTeagent ilerventy i sHowever,

exanple, the systemarchitecture is used for the 3G

networksl ape dependnt| toi anppuboakifldednyonghe art that the
present invention may be practiced without these specific
details. In other instances, well-known components and
modules are shown in block diagrams in order not to obscure
the present invention unnecessary.

FIG. 1 is a schematic diagram showing an example
implementation of the invention that achieves end-to-end QoS
with terminal based control in the embodiment of the
invention. In this example, the system architecture 1s used
for the 3G networks and beyond. It is obvious o anyone
skilled in the art that the invention could be applied to
any cther networks with the similar architecture and contrel
scheme.

Each mobile terminal (it might be just called terminal
below) 11 has the terminal QoS contrecller module 11A
installed. This QoS controller module 11A has the capability

of performing QoS management, such as traffic regulation,

performance monitoring and packet rescheduling. The access
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skilled in the art that the invention could be applied
to any other networks with the simlar architecture
and control 20 schene. Each nobile termnal (it m ght
be just called term nal below) 11 has the termn na
QS controller nodule 11A installed. This QS
controller nodule 11A has the capability of
perform ng QoS managenent, such as traffic regul ation,
25 performance nonitoring and packet rescheduling. The

access. 14 point, 12 is_ihe.paint .of ta nt. of th
eERtAL T2 0P nhnd e fel O B et W TR B o e
netmorg %3 is th t k that ovides a SS
Sor P& Ron P REOTEr hfnal Rt T1ET% DRGHR bt it e netwOrk
teymnpal's hore network 16 through qgne or 5 nore : .
| nt BP B2y RSt TIAS 8L 75 S TREC Pt Br i drs het oy k239 1€ is
could be of any type, e, g. an |P backbone or an ATM
nefRBRRCtER Bl PRy BeiBHERAL S 1CPRR @ TH Baditugthene or
visited networks 13. This policy attendant 14 serves
asPPRe FRTermedyh pg Bt ildit edhfetWop ka3l aghirgtwork 17
executes any rules 10 obtained via the policy contro
f r afBwerike 1of emoFyecQoS: ot dIP packleng ertad ATM network.
Network 13. The policy attendant 14 also performs o
admi ssi oh rohi¢vlabheedanh 1ocaspdes cynigrathef the visited
visited network 13. The SLA nanager 15 is a speci al
sengéeworesi didng Tatl st lpe 1115y honeerdambpr k4 16erveshas the rule
access to the main databases including SLA database
18enyghneho £ obnbai niss 1 ddrmeat wonk dbibutwhich executes any rules
ocbtained via the policy control framework to enforce QoS
centrol in the visited Network 13. The policy attendant 14
also performs admission control based on local pelicy in the
visited network 13.

The SLA manager 15 is a special server residing at the
home network 16. It has access tc the main databases
including SLA database 18, which contains information about
the SLA of all the users subscribed to this network. The SLA
database 18 also contains the service status of each user,
e.g. location and service usage informaticon. An example of
such database in a 3G network is the HSS (Home Subscriber
Server) {(non-patent document 6}). The SLA manager 15 also
functions as a policy server for the home network 16. It
makes decisions about the service provisioning based on the

user’s subscription profile or the network policies. The

decisions would be propagated to the policy attendant 14 in
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the SLA of all the users subscribed to this network.
The SLA database 18 al so contains the service status
of each user, e.g. location and service usage
i nformati on. An exanple of 20 such database in a 3G
network is the HSS (Hone Subscriber Server)
(non- patent docunent 6). The S[HA nanager 15 al so
functions as a policy server for the hone network 16.
It rmakes decisions about the service provisioning
ba on. the . user's bscription.profile or.t
el Bt e Rer et etk Pah SRR, FaRi B0 h St and
to_th olicy,attendant. 14 in 15 the respecti\ve
ek ol RE RS, T L Lot a1 E i 1oL Bt L i figehod of
nmopjle termnal 11 through the signalling nethod of
thFél?n%Bﬁ?PBﬁPnThe mobi l e terminal 11 and the policy
attendant 14 could 5 act_accordingly to provide the
user a sepeFeeieEerrahtal iltand fEsdP by Prid spsiandyld could
control method used here depends on the deploynent of
t heChatamidinmhi ¥ terivedit 1 @ thicaeesr foSeaddre omgrience with
requi renent on the existing policy control franmework.
| ngead Langhe P@daft@mﬁfmﬁﬁnmeﬁi;l@dsﬁlgﬁﬁlhqr@dQBe’r’ldﬁson the
over protocols based on IP. It is obvious to anyone
skilepédynantheo far tthchanetWergi.gnalhiisg towedtber places no
carried over other communi cation protocols, e.g. SS7
oradIM hahavel yeqsi rerectihe drer theal exsstoby| egoliicy control
could attach to different networks at different point
i nframewoThe nktwirks ebantdiasd itrpd erenttiatalornd,s tétet adkedl1ling
to could be its home network

runs over protocols based on IP. It 1s obvious to anyone

skilled in the art that the signalling could be carried over
other communication protocols, e.g. SS7 or ATM natively.
Since the terminal is mobile, it could attach to
different networks at different point in time. The network
that the terminal is attached to could be its home network
16 or a visited network 13 (the visited network could be any
network other than the home network 16). If the terminal is
connected directly to the home network 16, a direct
signalling channel is guaranteed to the SLA managdger 15. If
the terminal is attached to a visited network 13, all the
request from the terminal needs to gc through the visited
network 13, and the visited network 13 needs to forward the
request to the home network 16. Both-way communication needs
to be implemented between the home network 16 and the visiting

network 13. Several methods exist to ensure the signalling
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16 or a visited network 13 (the visited network coul d
be any network other than the hone network 16) If the
termnal is connected directly to the hone network
16, a direct signalling channel is guaranteed to the
SLA manager 15. If 20 the termnal is attached to a
visited network 13, all the rpguest fromthe term na
needs to go through the visited network 13, and the
visited network 13 needs to forward the request to

-, nj e} d

E%r§%EQ{ 5%%%@%2%&EHW%% E? tﬁﬁé 39¥%h é%d.they

V|S|t|n 25 net k.13. Several nethods eX|st to
endbife’ aﬁeo§P§ﬁ§DFFA8WI6 path for the nobile terntna

11 in this_situatjon, gﬁ1 ey ..are introduced b

Fra "2 1505 bl okl For S SHowHG S dGTRNL T | tne " detail

architecture of an exanpl e |nglenentat|on of the

t efhFRAFeCEUEBNP L] é“(ﬁéaﬁﬁﬁﬁg A ERERAREWO K G fn thge terminal

enbodi ment _of the invention. y the itens involved
nce%réegﬁamtﬂﬁ@aaﬁaenéoﬁteeewaﬁfés dRoWHe; ﬁmbmdsment of the

dlagran1 and those irrelevant entities are onmtted.

| nipWEBtAPBRI t@2tvirehet heeBesinvalvatnagebat sprspdddng and

is utilized for the termnal QS 10 reporting and

f eedbhek] camer gihovgl Plranhbe wsedriam t end ekhfgpeelirrelevant

i npl enentation as the session managenent protocol. It '

i seobvLdes Boecamydrigeski | ITed tilnig heranitehaurehethe session

invention could work with other session managenent

proanegemanth preotdoml adaptdtiilonedBelfow | sha breamiinal QoS

summary of the
reporting and feedback control. SIP can be used in the
example implementation as the session management protocol.
It is obvious to anyone skilled in the art that the invention
could work with other session management protocol with
minimal adaptation. Below 1is a brief summary of the
functions ¢f each module in the architecture.

Terminal 21 is the user egquipment, e.g. the mobile
terminal. It is equivalent to the terminal 11 plus the QoS
controller module 11A depicted in FIG, 1.

SIP application 22 is an application in the terminal
21 that uses SIP as the underlying protocel for session
management.

QoS controller 23 is an entity that manages QoS at the
terminal 21. It performs performance monitoring, traffic

regulation such as rescheduling of. packets, gqueuing cof

rackets, dropping of packets and controls the amcunt of
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15 functions of each nodule in the architecture.
Termnal 21 is the user equipnent, e.g. the nobile
terminal. It is equivalent to the term nal 11 plus the
QS controller nodule 11A depicted in FIG 1. SIP
application 22 is an application in the termnal 20
21 that uses SIP as the underlying protocol for
session managenent. QoS controller 23 is an entity
that manages QoS at the termnal 21. It perforns

peféﬁgggpgetgnﬁét85kg?edtEﬁ@tiCItrEQEéRnggggggg 8% the Qos

resc I ng of packets,” queuing o

dr 0ppi pg, F-PRgkets g0d contrals the amunt jof 17

reques 0 be carrieée I'S "an i nstance of the

QS control)er npodul e introduced in FILG 1. . .
Visited RET bk TRTRSE el el vk e it S pingl 21 is
currently attached to, 5 SIP proxy 25 at the visited
ne?ﬂﬁ??nghyfﬁ ERFBRE 58 the forwarding point of SIP
nmessages to the actual destination. Policy Attendant

26 acts akFtheo¥vcab pbl ey VéaﬁFﬁﬁsP?SWPéﬁ 6f fHactions as
visited network 24. It also interfaces 10 with the
SLANfranEera p8ing threlhome hetSidt k "EASA%E S hd Poltingy actual
control framework. Home network 27 is the network
whéegtinetienm nal 21 subscribes its services from

Policy Attendant 26 acts as the local policy
administrationof the visited network 24, It also interfaces
with the SLA manager 28 in the home network 27 via the policy
contrel framewcrk,

Home network 27 is the network where the terminal 21
subscribes its services from.

SLA manager 28 is the controller module that accesses
the SLA database 29, collects user repcrts and makes
decisicns on QoS handling and enforcement.

SLA database 29 is the central data store means that
stores all service level agreements. It includes the SLAs
between the user and the service providers and also the SLAs
among the service providers. Furthermore, it also maintains
the services status information about each user, e.g. its
location and service requested. Home SIP proxy 30 is the SIP
proxy that resides at the home network 27,

FIG. 3 is a sequence chart showing an example signalling

sequence for QoS reporting and feedback using the
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SLA manager 28 is the controller nodul e that accesses

15 the SLA database 29, collects user reports and

makes deci sions on QoS handling and enforcenent. SLA

dat abase 29 is the central data store neans that

stores all service |evel agreenents. It includes the

SLAs between the user and theigervice providers and

al so the SLAB 20 anong the service providers.

Furthernore, it also maintains the services status

in ' 0 e oAt Lan. a -
59&%%83&2 g‘f}.tgﬁéﬁ%gél ;npﬁ@. %O@aeﬂf’ﬁg& ée&rﬁg‘?aolxyls not

sefvice request r oxXy i's

that resides.at t ho network 27. FIG is.a_ . .
sentehEEL ERos P er bl NP T r RS w8 Lighb 1 Ryt Sfrminal 21 is
sequence for, QoS reportjng and feedback using the 18

oy EhERGEROr & EPBALT: T P FIGT D Ahandt het Aty FPnaiLFect 17
not connected directly to the hone networ The

t eFPREFT220i &3 %‘t’%t‘:ﬁ%&ietBot%%m'%i%‘?’f‘éﬂl\fﬂﬁeﬁor Kppccess the
and no direct |P connection is available to hone

neERBY kCORTTHL RE BYsthpdane Belved kpt bvitdedtpymERal 21 must

home network 27, the terminal 21 nust use certain
se48f oIt Kot 6 SFdemafPBRT O Madian exanpll@ tBLp exauple, SIP

used for illustration purpose. It is obvious to anyone
skiBlegeiinfehel blesthatioherinvedei onl tedid bworckisnitich anyone
ot her session control protocol as well. 10 Wen the

t eski hakd2initie isgtteshatsebsi onveotibe cahl@evopamith other
it issues an "INVITE" with its correspondi ng Session
DesessptnonoRtobdcplrosbsolkaewwedd .SDP nessage t hrough
®SIP When the terminal 21 initiates a session to the callee
party, it issues an “INVITE” with its corresponding Session
Description Protocol also known as SDP message through a SIP
application 22 (301: INVITE (SDP)). FEmbedded within the SDP
is a QoS control capability tag that states that this terminal
has a QoS control capability. The “INVITE” message first
passes through the SIP proxy 25 at the visited network 24.
The SIP proxy 25 at the visited network 24 will examine this
packet and forward the SIP message to the home SIP proxy 30
at the home network 27 (302: INVITE (SDP)). The home SIP
Proxy 3C is a SIP proxy that resides at the Home Network 27.
Before forwarding this request to other entities for further
processing, the home SIP Proxy 30 would also check the sefvice
request via the SLA Manager 28 that the service requested

is authorized to the caller (303: Check Srv Reqg). This

information is part of the caller’s SLA stored in the SLA
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application 22 (301: INVITE (SDP)). Enmbedded within
the SDP is a QS control capability tag that states
that this term nal 15 has a QoS control capability.
The "I NVITE" nessage first passes through the SIP
proxy 25 at the visited network 24. The SIP proxy 25
at the visited network 24 w il 1¢xam ne this packet
and forward the SIP nessage to the home SIP proxy 30
at the honme network 27 (302: INVITE (SDP)). The hone
S X 30 is a SIP proxy that resides at the
Eazggggg Before forwarding this request to

other ent.Li gs, for fgg%}*bgwo%ﬁ%csamgt the oM. SLRua from

Proxy 30 mou the service Treques

SLA Ma 28 h d
auf 8r| er?%t%%%a%a f ce r (igé%%%q?va+hﬁgl§5 (304:

i nf ion is oft cal r's A st dintith
SRR O R LA s S G LA GR Sar? gaefPu; SRt Gacker’ 5 SLA
t he callers SLA from the SLA dat abase 29 if its not

al FBARYTakaPFabPe thS0ALA EREAESIAE e S ydtbasd e StA
29 would push the caller's SLA5 infornmation to the

SLANARRBGEr 028 traosiesradokere My SOA Henfdemsci et user
transferred here may not be the conglete user SLA. It .
colF8-contai rc@aly taen tirevant vi nfbemets rvanegardiaigation
the service request indicated by the SLA nanager 28
i nrrEssdgaa( CheckSEtnjce redvesyi tedicahed oy | IR manager
the 10 caller's SLA, the SLA manager 28 would inform
t héBhdnemSsPagpr 6XeGRSLA) cont f merthee sesswrhorized in the
processi ng (306: Srv Req
caller’s SLA, the SLA manager 28 would inform the home SIP
proxy 30 to continue the session prcocessing (306: Srv Req
OK) . Otherwise, the SLA manager 28 would instruct to reject
the session request, and stop further processing.

The home SIP proxy 30 would then forward the SIP message
to the service platform, e.g. the callee’s home SIP proxy,
for further processing according to the service request (307:
forward Reg to Service Platform). When the service platform
yvields a success in this step 307, the home SIP proxy 30 would
receive a SIP 183 message (non-patent document 7, 8). The
home SIP Proxy 30 will issue a “Start PMSession” message to
the SLA manager 28 if the SDP message from the terminal 21
has the QoS control capability tag (308: Start PMSession).
The SLA Manager 28 will trigger the monitoring session when

it receives this “Start PMSession”.

If necessary, the SLAManager 28 would update the user’s




OK) O herw se, the SLA manager 28 would instruct to
reject the session request, and stop further
processi ng. The hone SIP proxy 30 would then forward
the SIP nessage 15 to the service platform e.g. the
callee's hone SIP proxy, for further processing
according to the service reque2t (307: forward Req to
Service Platform . Wen the service platform vyields
a success in this step 307, the hone SIP proxy 30

V‘%‘ﬁg sE&?ﬁ@&‘z’gnatr?éP% 3%&@%3%% %@??c%ké%g‘i&%@%@t Update

hone I oxy I ssue a

P“@Eﬁ?' onyy MRS3A98 L f%@eﬁ%ﬁgagggﬂaé ﬁftliQ%Ir%DPahat the

nmessage fromthe term nal S '¢on

ggﬁl%lrﬁ%%ﬁ b 5153 SR o CoR g SeEar o A and wher
recel ves t

P
th% SRRk RRger od Rp P Epate: ¢ hae e §?§85‘°§§%5fy30 would

red in the SLA database 29 accordin 324 dat
SLREthet fefaptha S ARIE: S A P et t% a Qos

that the. same mechanism can be a glled to update
SLECRErahdCRBRI L heresadr (O BPetﬁg SEFEXYi fe théhﬁoNé51tEd
SIP proxy 30 would 5 further rela the SIP 183 nmessage

al BRLBabEdted MChSEF RS (S&Ft)rol @asaw iqop ity £gpability
the SIP Proxy 25 at the visited netmork 24 (309: SIP .
18829 SOP) hh i ST kS kaskd $1eg e i 49 ¢ v S kiad Bt melgisgge) will
acknow edgenent nessage (SIP 183 nessage) will tell

t heetbrbhaatepninhit 2ilt thah starent AEa@bStsenesl ceptroller

10 nodul e. Before forwarding this nessage to the
10 t enpilnhé. 2 Before forwarding this message to the terminal 21,

the STP Proxy 25 at the visited network 24 would check whether
the terminal 21 is authorized to use the visited network 24’s
resource and its availability with the policy attendant 26
(310: Auth reg (SDP)).

If the service requested is authorized and rescurce
is available, information to indicate authorization
(authorize token) would be sent to the SIP Proxy 25 at the
visited network 24 by the policy attendant 26 (311: Ack {(Auth
token) ). After received the authorize token, the SIP Proxy
25 at the visited network 24 would forward the SIP 183 message
together with this token to the terminal 21 (312: SIP 183
{(SDP, Auth Token)). When the terminal 21 received this
message, it would inform its QoS controller 23 of informaticn
on this session, and then QoS controller 23 starts to work

(313: Start QoS controller),
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the SIP Proxy 25 at the visited network 24 woul d check
whet her the termnal 21 is authorized to use the
visited network 24" s resource and its availability
with the policy attendant 26 (310: Auth req (SDP)).
15 If the service requested is authorized and resource
is available, information to isdi cate authorization
(aut hori ze token) would be sent to the SIP Proxy 25 at
the visited network 24 by the policy attendant 26

(311: Ack( gg%hsgaglggng%%fc{aﬁ{%fze&eéoff'dtHS aLPRELESe the

token I OXy e Visi

woul d for nessa e t et W th this
CoRehve et L e ot 53287350 %s 53 tag iy reasons,
Tok . W the t | 21 d t h

A S T LR S TR e

on this session, and then QoS caontro|ller 23 starts to
WoPRSS 28 ( %ié sPare asseddind oﬁrle?)lngarm@ tHB pBI .leg;llcate
attendant 26 coul d not authorize the service due t

| otBYV2pofti cyher SEBsBEPEY Pﬁnﬁicawenwéa%ﬁ%netwp%aﬂd would
include information to indicate invalid in the

me88hge B3Mard theeS B V8¢ semids Faftdieriisiesn bt instead send
indicate 5 invalid, the SIP Proxy 25 at the visited

ne@woFR 228 \oul el TRRASFTR Viearar ther SiipEh gheadagadd d goken to

the user, but instead send a SIP 488 error nessage

to‘gleehfeerrm\imml thle. | Pnalel dheokenminalthbe negarived ke message

Once the termnal 21 received the nessage wth the

i ot hethen rtfermed icat eo nudlicdtei tnwollid, i 1 tdcatlel initiate
a “"BYE” message through the SIP proxy 25 to close the session.
This message exchanges for the failed authorization scenario
are omitted to be shown in FIG. 3.

After receiving the SIP 183 message, the terminal 21
would proceed with normal SIP controlled service session
{314: User session). During this service session, the QoS
controller 23 wodld generate QoS reports on the service
session, and use the above mentioned SIP signalling path to
feed back to the SLA manager 28 at the home network 27.

The QoS controller 23 would periodically pass the QoS
report about the service session to the corresponding SIP
application 22 (315: QoS Report). A new SIP method can be
defined for this purpose, e.g. “REPORT” message. The SIP
application 22 would generate a “REPORT” message and place

the Q0S8 repecrt information cbtained from the QoS controller

23 in its SDP attribute fields. The destination address of



10

15

20

25

10 a "BYE" nessage through the SIP proxy 25 to cl ose
the session. This nessage exchanges for the failed
aut hori zation scenario are omtted to be shown in
FIG 3. After receiving the SIP 183 nessage, the
termnal 21 would proceed with normal SIP controlled
service session 15 (314: User2xsession) During this
service session, the QoS controller 23 would generate
QoS reports on the service session, and use the above

nEPﬁiQQﬁ%§§%$ S%gnﬁﬂg Hgmgag?ﬁ ggoLgegobggkthg Egﬁﬁ etwork

manager one ne contro

23 ul riodic pass 20_report ahou
the’”‘s’e e B EEPdh B R 2R of P EeREG: T %fﬁporht Hessage co
C n 22 S _Report) A new S|P [
Byt o 2B & tﬁ)ﬁa&éﬁ ! ge i @{S}g@%% (Qos
The SIP application 22 _woul d ene ate a
me3eRYEL hhd ﬁﬁ%x¥h?$eséﬁsﬂr nPEr%ﬁﬁcﬁﬁ%b?%@n@&twork
fromthe QoS controller 25 23 |n its SDP attribute
fi %@%ar@metlab%t FREPFbnmadaresstef the FRES1AR§dagestdnation
the hone SIP proxy 30 at the hone network 27. The SIP
apPpidERss o e S3Anwaras vt s epbetnaesadagel b/ - RFFORT (CoS
SIP Proxy 25 at the visited network 24 (316: REPORT
( ®spoRebbr t )Jhe &idF EwexySEP PEoxlye 26l sittahaatiwsinledd would

netmork 5 forwards this report nessage to the
specedt ethdesasnani BDAPTaddEéswethodeisl Phpr 6%y BOpxiyn2> has
t he nmessage (317: REPORT (QoS Report)). The SI P Proxy
25natsugpre v ddredhnet RBPRR2dnsolubd td reéat STRi Brasyaib at the
"OPTIONS" nethod if the SIP Proxy 25 has

visited network 24.

The hcme SIP proxy 30 would extract the embedded QoS
report information once it receives this method request. The
QoS report information would then be forwarded to the SLA
manager 28 for further processing (318: QoS Report). After
receiving this QoS report information, the SLA manager 28
would use the network policy and other relevant information
tomake QoS control management (319: QoS Control Management) .
This management includes adjusting QoS parameters assigned
to the terminal 21, and/or updating the corresponding data
in the SLA database 29.

For example, the “REPORT” message 1s as fcllows.

/* new method REPORT that carries QoS reporting */
REPORT sip:foo.bar.com SIP/2.0

From : sip:terminall@foo.bar.com /*terminal’s SIP

address*/
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no support for this REPORT nethod to the SIP Proxy 25
at the 10 visited network 24. The hone SIP proxy 30
woul d extract the enbedded QoS report informtion
once it receives this nmethod request. The QoS report
i nformati on would then be forwarded to the SLA
manager 28 for further processing (318: QoS Report)
After 15 receiving this QoS report information, the
SLA manager 28 would use the network policy and ot her

rel eva i,nforpmtjon _.tao.mke S trol enent
(315: “EBs" ContT B NGRS - S A S e enay T oe proxy
incagdes ggjusting QoS paraneters assigned to the

t 797 haP°21, and/or updating the correspondi ng data

20 in the SLA dgtgg%ée 29. For exanple, the "REPORT"
nessageSPE asif6F . /* new nmet hod REPORT t hat

carries QoS reporting */ REPORT sip:foo.bar.co _

SI P/ 2.8 TRk J%L?)‘?‘Eg'rﬁi%}él I @@&tﬁdrblgoﬁnf/hq%%b §garries
SIP 25 address*/ 23 To : sip: mai n@one.com/*Hone

Ne®or kasamppepr dR{oruadiesd¥/ Cseq : 1 REPORT a =

packet sent:xxxx /* attribute fields that carries 5

QoS PapamePeEkehi SERELXEHE a = packet recv:xxxx a =

avg bandw dt h: xxxx
a = avg bandwidth:xxxx

Other QoS parameters that may be included for reporting
includes QoS class, bytes sent, bytes received, bytes dropped,
packets dropped, average bandwidth, maximum bandwidth,
dropping interval, average delay, Jjitter, utilization and
send dropping threshold. The QoS parameters can be expanded
and not limited to those listed above.

If any Qo8 adjustment were necessary, the SLA manager
28 would send a QoS control message to the home SIP proxy
30 tocgether with the identifier of the terminal 21 (320: QoS
Control). The home SIP proxy 30 would then create a SIF
message with special code indicating the QoS control purpose,
and put the received QoS control message into it. Another
new method can be defined, e.g. Q0S5 ENFORCE message. The
home SIP proxy 30 weould forward this Q0SS ENFORCE message to
the SIP proxy 25 at the visited network 24 of the terminal
21 (321: QOS_ENFORCE (QoS Contrel))}. The SIP proxy 25 at the
visited network 24 would fofward this message transparently

to the terminal 21’'s SIP application 22 (322: QO0S ENFORCE
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O her QS paraneters that may be included for
reporting includes QS class, bytes sent, bytes

recei ved, bytes dropped, 10 packets dropped, average
bandw dt h, maxi nrum bandwi dt h, dropping interval,
average delay, jitter, utilization and send dropping
threshol d. The QoS paraneters 2hn be expanded and not
limted to those |isted above. If any QoS adj ust nent
wer e necessary, the SLA manager 15 28 would send a

Q n age to the hone SIP proxy 30 together
mﬁf%gghééﬁgeg?ffler of the tern1na| 21 (320: QoS

Control )5, g%ph%)ﬁglﬁég anéfz Th ué%t |t E%natlﬁ}é?é)cglfd extract

SIP nessd% code

ekl roébfﬁﬁcge%fﬁb%‘%?ﬁﬁﬁ tﬁﬁé@{}%ﬁﬁﬂf&i%ﬁé%ﬂ%&@%age
fo‘?%&ﬁ?%@% g The g Baner ioﬁf}%orward

at the visited network 24 of the tern1na| 21
TR RTOMIBIYI L meFRA %G B Dride O &Pnttﬁéller 23
visited network 24 would forward this nmessage |,
t r%‘h%‘b%l?%ﬁt Wy ths Ghe t HRTY kERi FEFS2PTs G T Bkt § Fat il dA3: QoS
22 (322: QOS ENFORCE 24 (QoS Cbntrol)i The SIP
appPitehel bn Jthe RatheonsrrilAglr 23 weuwld @@l ast agcgerdingly
enbedded QoS control information fromthe SIP TBD
meseddee imfdeuat icgags oitisiesbda thei @t iqanpttel Qsssage, and
control, and forward 5 the extracted QoS contro
nmesdagett oheheelaBicont 06l the 28rmipgét Rér twi abhtihwe better
service session information (323: QS
QoS to the service session. FIG. 12 is a diagram showing an
action ID's template of the embodiment of this invention.
In the example below, the above-mentioned instruction is
carried in its “Action ID” attribute field, and an example
of actions in the “Action ID” attribute field is listed in
FIG. 12.
QOS ENFORCE sip:home.com SIP/2.0
From : sip: main@home.com
To sip:terminall@foo.bar.com
Cseqg : 1 QOS ENFORCE
A = action id:xxxx /*action attribute*/
A = <Qos Parameter>:yyyy
It is obvious to anyone skilled in the art that the
5LA manader 28 could send unsolicited QoS control message

using the same mechanism. For example, when the network

status changes or the network policy varies, the SLA manager



Control) The QoS controller 23 would then act
accordingly to the instruction provided in the QS
control nmessage, and adjust the behaviour of the
termnal 21 to achieve better 10 QoS to the service
session. FIG 12 is a diagramshow ng an action ID s
tenpl ate of the enbodi nent of 2his invention. |In the
exanpl e bel ow, the above-nentioned instruction is
carried inits "Action ID" attribute field, and an

ex%;@}%s«t?%%jef @%@ %é&jﬁ@%ﬁhﬁcﬂé 1s§5ﬁo}%€}:’£1ﬁe£é?£dof the
St B AR g o

action_id L XXXX g %%Ei%n i bute*/ A = <Qos
Papgﬁg?g?> ﬁy&? g s to anyone skilled in the
art that

LA nmana coul d. send unsol ici.ted
05 soot ThE° pelsasity %i?gf FEE Lt EE 1s shared
exanpl e, when the netmork 25 status changes_or
nef PEspB??éﬁmﬁﬂ?%E%OQ%@”éﬁﬂfhﬁﬁﬁgéﬁrﬁ nag %bul&herefore'

need to adjust the QoS provision paraneters of the
t etfi TR DS aghd VieneP i8I 2B riRRfed atReaRRhir#iof agdsvities.
control nessage to the termnal 21. The QoS _
cohtr 8l Per 3gsatophdeterkisnaine2 LoiSs coidred LeF &cr d¢s already

the applications within the termnal 21. Therefore,
running, it will not start a new QoS controller 2373 process

but use the existing one for the monitoring, reporting and
enforcement.

FIG. 4 is a block diagram showing an alternative
architecture implementation for the terminal centric QoS
control framework shown in FIG. 1. In this architecture, the
AAA {(Authentication, Authorization and Accounting)
framework is utilized for establishing the QoS reporting and
enforcement control. 1In this FIG. 4, only elements involved
in the signalling and control are included. The terminal 41
comprises two entities for the signalling, the QoS Controller
42 and the AARM Stack 43. The QoS controller 42 is the QoS
contrc;ller module 11A shown in FIG. 1. It performs QoS
enforcement at the terminal 41 and requlates the traffic that
goes cut of the terminal 41. The QoS controller 42 also
monitors and collects QoS usage information of the terminal
41 and feedbacks to the SLA manager 48 in the terminal 41's

home network 46,
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it remains active as long as there are application
activities. |If a new session detects the QS
controller 23 is already running, it will not start a
new QoS controller 23" s process but use the existing
one for the nonitoring, reporting and 10 enforcenent.
FIG 4 is a block diagram showég an alternative
architecture inplenentation for the termnal centric
Q@S control franework shown in FIG 1. In this

afCh'teCH{%l’n h%st 24 Q@‘“t “Eﬂ&%b?'ﬂtf%ﬁhoi'ééﬁ’c%ls the

and Accoun mevvor IS ut

bl h d f
ook ro'is A 4%he REa" SRAGERRALRE0. B0 O B8 TB A i zation  and
th (I d t I | d. .Th

a1AE ﬁﬁ?ﬁgé piaCehliEbas FF EREMETEnnitr o 20 Netipar, it
Cont 2 d the AAA Sta 4

O ho8, E.e ; E‘En%e”&%s(a@ncsﬂ eBE bt 9 Upn 20 in e
shown in perfornms QoS enforcenent at the

iR RaP2 ol Tandopgabares SReURPAL TE) (HGAY, g]o"escwd be the

of the termnal 41. The QS controller 42 a
nohFEBES2ahd corPecRatensS (g shE orltat i 6A) ofp%%@ the key

termnal 41 and feedbacks to the SLA manager 48 in .

t hBaRegaitpll antstios. honi¢retisr RAZ6staskThe Isgequired in

stack 43 is the entity that controls the term na

41as ApAngdantdhemeitegtrikon, YAithoriwegnbhomndposes no extra

Accounting) procedures. For exanple, in a 3G Network,

i treqoutdmbetshm EAR-AKAVE nion- fateeherdonaheht a8fachrd to the

in an _
visited network 44, and the visited network 44 provides
standard AAA facilities, the AAA proxy 45, to relay the AAA
message from the terminal 41 to the AAA server 47 in the home
network 46. In actual implementation, the AAA proxy 45 could
be collocated with other network entities. For example, in
the IEEE802.111 system, the AAA proxy 45 could be the
authenticator in the access point, which encapsulates the
EAP packets from the terminal 41 into Radius/Diameter packets.
The SLA manager 48 and SLA database 49 in the home network
46 are identical to the entities 15 and 18 defined in FIG.
1.

FIG. 5is a sequence chart showing an example signalling

sequence using the framework introduced in FIG. 4 to achieve
the terminal centric QoS control in the embodiment of the

invention. When the terminal 41 asscciates with the visited

network 44 and wants to access certain services for the first
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5 I EEE802.11i (non-patent docunent 10) WAN, it could
be the |EEE802.1x (non-patent docunent 11, 12) plus
the key managenent entities. Since the AAA stack 43
is required in a standard network, this invention
poses no extra requirenents on the network. The

term nal 41 attaches to the 102%isited network 44, and
the visited network 44 provides standard AAA
facilities, the AAA proxy 45, to relay the AAA

i EE% tAAIj-\r kstt%ﬂl ngd éff Slerz}’lerség%é”an “AAA

enen ation
XY 5 ul be coII ed.with other netwo .
‘“f‘ PEREEY B SOt et Ry ?hn %Pﬁgﬁéaﬁ‘i?ﬁ ngfigh e (s01:
I 0X e. the ut hent i t he

hoEa et BgPﬁF)é fkﬁﬁiﬁ?enc St pal ERETERE HRukB: dFisre the
the term nal i.nto Radlusag|aneter ackets SLA
bGHEITAB AR SR R o TR ¢ HeRAofe IHEORBAE 1O FOT
are |dent|cal to the entities 15 and_18 defined in
Flexanpgen 1k|ide 5G gezWosduehbe Schaf r&pohPRgLantn the form
exanpl e signalling sequence u5|n t he framework
i nPF culleswoirk kreesa tdenehf e | + e PapTREAtGaTEEent of
QS control in the enbodinent of the invention. Wen
t heheer¥hal cquldssbei at esrippliRéopi.- Brregoms  nethiitie the
44 and wants to access certain services for the first
27 temeinghé” AnA shackdaBtotyt hadt EfpPnabr4atogénds ahe home
"AAA request” to the AAA proxy 45 in the visited
nedowakn4infsolat i dAA rBoudtA Iy 45 s rysAlhe request
request” woul d i nclude the

to the ARA server 47 of the user’s home network 46, using

the domain informaticon described in the NATI (502; AAA request

(NAIL) ) .

After receiving the message, the home network 467 s AAA
server 47 extracts the wuser identity and the service
information from the AAA request. The AAA server 47 would
further send this request to the SLA manager 48. The SLA
manager 48 would check the user’s subscription information
to authorize the service against the user’s subscription
information in the SLA (503: Check User subscription). The
SLA manager 48 would extract the userfs SLA from the SLA
datakase 49 if it were no available (504: Request User SLA,
505: Cbtain User SLA). 1If theuser’s SLA allows the requested
service, the SLA manager 48 would provide further service

configuration informaticn according to the network policy

and other information stored in the SLA (506: Service
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termnal 41's identity and home domai n informtion.

For 5 exanple, in the 3G network, this information is

in the form of a Network Access ldentifier (NAI). An

exanpl e content of the NAl could be

"term nal | @oo. bar.cont, where the "termnall" is the
identity and "foo. bar.cont is 2%he hone donain

i nformati on. The AAA proxy 45 forwards the request 10

to the AAA server 47 of the user's honme network 46,

‘(Jg%{é‘?hﬁ‘é‘a‘é%ﬁi n b?h%rﬁ;r;‘t Eﬁgt gf%%%if*i%%.rie” the ML, gos).

reguest recei’ving the
nessa t he ho ne§ rk_46's server, 47.extract
tRETaEAE AR (5" And The 2BPUPEe 45 “oMSH nalFan TroRs the
t he .request.  The AAA serv 47 woul d E rther send.
hEEPRBILESH §6 HHE SEATiRRkoar 482 The NPA cARSSHE in the
48 woul d check thg user's,squqﬁéption infornathon t%l
aubfOr FEEUERE -sefbi e BAFHIMS t1e 13eE®S SBBEEPT pFRBAPLE, 2
information in the SLA (503: Check User subscription).
Thes2pdg| 3¢ Fahager A8 oM td cdxtr ¥dt 1t e (r@testai py default
fromthe SLA database 49 if it were no avail able
(5bageReqbeyt tiséheSpALUAB 0SS TTECEISY User SLA) . If
the user' s SLA allows the requested service, the SLA
manager A8rwe@dmd e oV déref UAL hey usedvicendicate the service,
configuration information according to the network
poitcy 25 apdldt her i ffeor mati oim st oredtheé the SEArm of
(506: Service 28 Authorization Phase and configure
I nl'teani@e¥) QoEGpthherinfep .tae . SoA "managee t48 YWoud dontrol”
al so check the
right after the “@” sign indicates that the terminal 41 is
QoS control capable. 1t is obvious to anyone skilled in the
art that other forms of indicationwill be possible depending
on the schemes adopted in the AAA prccedure to identify the
service.

When the SLA manager 48 finds this “QoS Control” pseudo
service, it would initiate the service monitor session for
the terminal 41, and configure the parameters for setting
up the connections for the QoS Contrcl. This configuraticn
includes the setting of QoS initial parameters for the QoS
Controller 42, allocating a home network address for the QoS
control purpose, managing the tunnelling configurations for
the control messages, etc. This special setting would be
embedded to the normal service configuration and sent

together to the AAA server 47 (507: Service Auth (QoS Control

Setup)). If necessary, the SLA manager 48 would update the
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capability of the termnal 41 via its NAl enbedded in
the AAA request. If atermnal 41 is QoS contro
capable, a 5 pseudo service, "QS control", wll be
requested by default together with the actua
services. For exanple, if the NAl is used to indicate
the service, it could be in t8&® form of

"term nal | @oSControl.foo.bar.conf, where the "QS
Control™ 10 right after the "@ sign indicates that

tthhesrﬂ.gf%i[ifiﬂ%kgéSL@ ‘995‘&5§Q|49C§19%%:sa étii‘?neo?gbgy%pdate

to anyone I'n the art that ot r orns O

| nLERt Ol D8:003SI L, AEPER) Nk o AL, LNes SEPEIBSon g

din procedure to | Servi ce.
15 _\When the SLA manag 48 finds this ."QoS Control".
poBHAG298 s GBS PL agEd oIt Ge (Pd “SoATEd Sohitior® The

session fo %he termnal 41, d configu t he .
palARet bR SR b7 Setiti T o . FHe Aot anS RO TeRY tpdn the
Control. This configura&&on includesfthe settiqg ofl
QEBIPAE e pYP Rt Br'P Y or SERY 166528 eant LoF | EiyEol Setup,
al Locating a home network address for the QoS control
purpBseSehiRESi REERE t(@erelQ9 g Lonts gt )dt1 ons for
the control nmessages, etc. This special setting would .,
be enbetiBen tde of Fafk s éPvinacedotfd gur aPpéR1afd Config
sent together to the AAA server 47 (507: Service Auth
( @sseader ol 125 westlgh) #xtracheceslsatpe t#Rr'Glee ndmdgamation
48 woul d update the 29 SLA stored in the SLA dat abase
49embethedsaardt i pes ¢ 50ghetUpdat e corresponding application.
Similarly, the configuration of “QoS Control” pseudo service
would be passed to the QoS controller 42 in the terminal 41
to trigger the QoS service session (511: QoS Control Setup).
The QoS controller 42 would use the initial QoS configuration
embedded to enforce the QoS control at the terminal 41. The
QoS controller 42 would also use the embedded tunnelling
- configuration to setup a tunnel towards the SLA manager 48
at the home network 46 (512: QoS Control Tunnel Setup). This
tunnel would be used by the QoS controller 42 to report QoS
statistics to the SLA manager 48, and by the SLA manager 48
to send QoS enforcement command to the QoS controller 42.
In this scheme, the QoS Controller 42 behaves like a
normal application to the AAA stack 43. The Q0S5 setting and
tunnelling setting are transparent to the AAA stack 43.
Therefore, although the QoS controller 42 uses the AAA

framework for the setup, it requires no modification to the
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SLA) . The AAA server 47 would then create a "Service
Config" nessage, enbed all the settings inside and
send it to the AAA stack 43 of the term nal 41 via
the AAA proxy 45 in the 5 visited network 44 (5009:
Service Config (QS Control Setup, 510: Service
Config (QoS Control Setup)). V#en the AAA stack 43
received a "Service Config" nessage, it would extract
all the service informati on enbedded and pass themto

Coé{{gﬁBQP !%gfﬂ,é&%tﬁ onTh;lQ é&%ga{ﬁi’s rH]‘.ees tvl\llée igvention

confrguration Control™" pseudo service ul

ben Pt 0,00 A0 RS, FomhL bhar 24 Dt dermal un

Service Session
Setup) . . The Q%S controller 42 woul d e E%g initial
@S confVHEFat? rps%ﬁﬂﬁﬁﬁﬁﬁPQ(9Qﬁﬁ(ﬁfﬁe%ﬁﬁ% SCEONE P T 42
at the termnal 41, The 15.C§S controller, 42 mouLﬁ .
Al NOU e SFRE Tabe iR TEARFTERG oMt iU s Fbe service
setup a tunnel towards the SLA nana%er 48 at the hone
nefWBPK18BCE5A25 e epe @nth & TeaRABA IS up)The Aigs controller
tunnel woul d be used bX the QS controller 42 to ,
r eporMovdsls gttty BEnes s e akeRekhm A§RP T gL R ghd nfprmation
the SLA manager 48 20 to send QoS enforcenment conmmand
t oL@ HE Q5SACHARRBEF f 8 4213 QobhiePeEhene, Fithe °QbS @ diagram
Control ler 42 behaves like a normal application to
t hehpwingt ek 43 mathef U8 serdanig rehaessagrel @phgreport) for
setting are transparent to the AAA stack 43. .
Theepdot éngalohodgbha t eorQoSiedrerminel U2 UsesSFhaahager in
25 framework for the setup, it requires no
noth ¢ ierdtdddmerd b hel3)invention. Each said reporting message
starts with a message ID field 91 followed by the message
length field 92 and then followed by the paylcad. The payload
consists of attribute wvalue pair information 93. The
attributes can consist of QoS parameters or information
attributes.

Examples of QoS Parameters are QoS class, bytes send,
bytes received, bytes dropped, packets dropped, average
bandwidth, maximum bandwidth, dropping interval, average
delay, jitter, utilization and send dropping threshold. The
QoS parameters can be expanded and not limited tc those listed
above. Fixed length attribute value pair is employed in this
example, therefore only one message length field 92 is needed
for the entire message. If variable length attribute value

palr is employed, each pair needs an additional length field

to indicate the length of the attribute value pair.
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standard AAA stack 43. That nmeans this makes the
invention highly deployable in any standard networKk.
When the user session goes on, the QoS controller 42
woul d generate QoS statistics that reflects the
service 5 experience observed at the terminal 41. The
QS controller 42 would use th&l tunnel setup above to
report this information to the SLA manager 48 (513:
Q@S Report) . FIG 9is a diagran1 showi ng the formt

%%st ot rd??%%if%%fﬁéiﬁ?ﬁ"% b REdn e QbR 1er a2,
| DeuEark ERbe lyd 16, MBI 00y S, SALRI PR rocess,
h field 92 and then f t he

bagTdadcotie plorhes “Edngaps g v e B S8 Rrubiohs Pt the
DAFSRBTERE - | AFOTALT i SC1803E L BiR Lk 3 iﬁﬁ%?\ai@tabase

QS Paraneters are QoS class, bytes sendt es . 1 41 i

r et @i véd, "Hye 232 8Y oppéd, Eﬁﬁék@bénaﬁoﬁﬁéd Svéfﬁagna 1 1s

bandw dt h, nmaxi mrum bandwi dt h, dropping interval,

avBPagES2BEl ayhe] $ 1A dRaNa@eF | YATON ArPTEERd WSo FPitRg cement

threshol d. The 20 QoS paraneters can be expanded and

notefpateedot §henos |q@1tem>llaeﬁbvfé2 Hikewdg ehgﬁthS control

attri bute val ue palr is enployed in this exanple

t hevenet es il S8k %ésml@@mm@wcgztmlﬁeew% 10 is

for the entire nmessage. If variable length attribute

vahueliggiami shenlngy etiheeabhrpat r afeedibcanmaddiveonktdr QoS

length field 25 to indicate the |ength of the

at éenfbutemeakudrpa rthe SLA manager to the terminal in the
empbodiment of the invention. The QoS enforcement message
comprises a message ID field 101, a message length field 102,
an Action ID field 103 and QoS parameters field 104. The QoS
enforcement message has its own set of pre-defined message
templates. Similar tothe said reportingmessage format, the
QoS parameters 104 can be zero, one or many QoS data fields.
An example for the Action ID field 103 and its corresponding
actions are those similar in FIG. 12.

Once the tunnel is setup in the QoS control tunnel setup

512, it is transparent to the SLA manager 48 and the QoS
controller 42. These two nodes would communicate with each
other like in the same subnet. The address of the SLA manager
48 and corresponding port number could be sent toc the QoS

controller 42 during the “QoS Control” service setup time

{at the QoS control setup 511). The address of the terminal
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31 After receiving the report fromthe QoS controller
42, the SLA manager 48 would carry out some QS
managenment process, and deci de whet her any adj ustnment
needs to be done at the termnal 41. It would al so
update the SLA in the SLA database 5 49 if necessary.
If any change at the terminal 31 is necessary, the
SLA manager 48 woul d send a QS enforcenment nessage
to the QoS controller 42 through the QS control

tu@fekssgggeggé %?U%h§p$zgn&gﬁg E?”%éa%ﬁffﬂi tﬁécﬁerv1ce

OMAng t of the age f
0. end t 1o the
CoPR Rt R fﬁém SERTg Tk S s T T wafﬁeaéssélable
: mossag NG 'ueéicﬁc 55T SRt BhFi S cReR TOL, the

and QoS paranpters field 104, nforce ,
ne%%%@énﬁggrnfénsmss%qlsbfwm%l%%fcpﬁbe ggléaeqe‘ﬂl s address
tenplates. Simlar to the said reporting nessag .
fo@%%tpr?h%efEb@@p@@éﬁeF%m§e104ecgn b8 %@ﬁéesénexoﬁ % x" at
many QoS data fields. An exanple for the Action ID

fiRPHE 108 @nd YReredfr BBPoRAP ngonhEPi bAE Arecfhbbe terminal

simlar in FIG 12. Once the tunnel is setup in the

Qoll qurrd®lta mnde det FFA Mensprr 48'iss addaesFasast the port

the SLA manager 48 and the QS controller 42. These

t vitumioele el & o rmiting c@ttey et Rugholizethen phkeeiibe, e.9g.

t he same subnet. The address of the SLA manager 48

antlP caddespantlyng poyt aonbertcdpkd.belseatmeditthe @8te is

controller 42 during the "QoS Control" service setup

timendled within the tunnelling channel. It is obvicus to
anyone skilled in the art that the invention could be applied
te any addressing scheme instead of using an absolute
address.

The tunnelling channel only needs to be setup once per
terminal 41, usually at the first time it is requested for
a service in the visited network 44, i.e. there is only one
instance of the pseudoc “0QoS control” service per terminal
41. The teardown of the channel could be decided by the SLA
manager 48. For example, when the terminal 41 is no longer
associated with that visited network 44 or no more service
session exists, the SLAmanager 48 could signal the AAA server
47 to delete the settings on contrcl nodes, e.g. GGSN.

The SLA manager 48 could also send unsolicited QoS

enforcement message 514 to the QoS controller 42. The

overall system works on the reporting and enforcing/updating
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25 (at the QoS control setup 511) . The address of the
termnal 32 41 is assigned by the SLA nanager 48
during the service authorization phase 506, and
therefore is always avail abl e. For end-to-end

conmuni cation for the QoS control, the SLAmanager 48
needs only to wite to the terggnal 41's address 5
and pre-defined port nunber, e.g. IP address "x x x Xx"
at port "s s", whereas the QoS controller 42 of the

G e R B bk 8 SRR BT B s roperonaer

t

a ess and hurber obtained i n

au ri zati.on phase 506, e.q. P addr " " at
TR el RIS PRbe il na, L6, B St arhdadi 0 g e Fre-
tunnel ling channel. |t is obviaqus to anyone skilled

| nt ha'h BOSHaE AL RG ehtA o oG FEOBS Shpi e A hyerved
addr essi ng schene instead of using an absol ute

adtlt &8¢ TFRBLPAANRH iF R} 1 BRIRF G T d dpeR dftfpother

once per 15 termnal 41, usually at the first tinme it
i sharguesi bl Feporha Seeveeatenabfeconditéanfephofkeqnetwork
i.e. there is only one instance of the pseudo "QoS
cortr bhe $ddvimenpadert ébni nalhe 41epPTheingarcddwPof PeRréormed
channel coul d be decided by the SLA manager 48. For
exaempledighbhyt e t eheionatr4ggesedo | ofijen 2LA manager 15
associated with that visited network 44 or no nore
sedeiecenisedstba eredss tot e ksl ArgnagdiuziBuenul dased on the
signal the AAA server 47 to delete the settings on
cordpattnodesn eig-hdGCShhe TRe 1SIcA anagredad8 ¢dulak the QoS
al so send unsolicited QS
Controller 11A, it would issue the QoS enforcement message.
It is cbvious to anyone skilled in the art that the SLA manager
15 could also use the policy control framework to adjust the
network at the same time if necessary, which is not shown
in the figures.

The two signalling explained earlier are the
signalling mechanism needed to setup a path to pass QoS data
from terminal 11 to home network 16 and vice versa in order
to achieve end-to-end QoS controel.

Once the terminal 11 receives the Q0SS enforcement
command from the SLA manager 15, the terminal 11's QoS
controller 11A will react to this enforcement command by
changing current state to match that of the enforcement
command . FIG. 6 is a diagram showing an example Q¢S

meonitoring at the QoS controller in the embodiment of the

invention. It is modelled using the High Level Message
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enf orcenent nessage 514 to the QoS controller 42. The
25 overall system works on the reporting and
enf orci ng/ updati ng 33 concept. Both the policy
attendant 14 and the QoS controller 11A need to
performreporting to the SLA manager 15 in FIG 1
The QoS controller 11Aw Il repprt on the state
observed at the termnal 11, and the policy attendant
on the other 5 hand, will report the state and

¢ oggc:.p%clerggé c grt %gﬁa 981;1 X\Dcﬁe(cuﬁgnﬁ hJ.e3 lls'lg'g‘lvﬁ:?e'}'n v%h ]cé_rm{lﬂ% 111

repo perf orned perlod
ered %{ na er 15En term ned .h e
con ad? LA - hosed o \n{lﬁl e&gr g?lrrredegﬁth some
elther he P endant 4 or the qg P
GOt T o orn Eehe Y PaREg e st Soh e Bl of Efrehpe ritial
nessa is obV|ous é anyaqn sﬁllled in the, .
Thee Pt kR agaatas (s S’ d8d TRA poPhLySuration) .
control franmework to adj ust the network at the same
ti fReTe Yelesamy Ui ChEPshRdC SROWRS ToT e Hiddrggnt QoS
15 The two si nalllng expl ai ned earlier are the
sﬂ@‘?ﬂéﬂ‘i:?lguwég ¢® Fetdafa PRl qdifshss When the
QoS data fron1tern1na| 11 to home network 16 and vice
vekernipabrdar s ﬂ&ﬁécﬁpeﬁ§0éﬁertdJéhdSQEEiéonﬂﬂbIWlll start
Once the term nal 11 receives the QoS enforcement 20
copepharfizoaet heaSdA merdgem 153isade t@@w natollestips and
controller 11A wll react to this enforcenent command
bymowhiamgi ng. cukfr edtsospat Eotos mempir tiray, ahatthés to feedback
enf or cenent
the data collected earlier, pack it into a known format and
then send it to a central server for consolidation (602:
Monitoring performance data & reporting). In this case, the
central server shall be, for example, the SLA manager 15.
During performance monitoring, it compares the perfcrmance
data to its threshold values and if violation occurs (603:
Threshold violation occur), it will perform the necessary
correction to handle this violation (604: Handle violation).
The correction action taken here involves delaying of
transmission packet, dropping the packet entirely and/or
packet rescheduling if transmission bandwidth exceeds the
threshold values, cor self-terminating the session entirely.
Therefore, transmission bandwidth can be controlled in this
manner. For receiving packets, the receiving bandwidth can

be controlled by minimizing the request for incoming packets

and also bandwidth request for any incoming packets can be
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command. FIG 6 is a diagram show ng an exanpl e QS
monitoring at the QoS controller in the enbodi nent of
the 25 invention. It is nodelled using the H gh Level
Message 34 Sequence (non-patent docunent 13). Wen the
termnal Il's QoS controller 11A starts, it will be
configured with sone preset iggtial values or those
obtained fromthe initial configuration state (601
Set Initial configuration) 5 These val ues incl ude

tg:&&& %g.v%h%ﬁ§ﬁf rm cgh E%EgﬂtcﬁgﬁgegEt{Hé: &fﬁﬁ? Ferver

perfor mance 0 moni orlng erm
11' S traoll t t
L g e dio e, ehis b e of coese
nmoni t ori ng. t hat

It also perfo portin
G5 10 T A Tl | Bot i SRAPT e kB agkaPELF APB go the

knomn format and then send it to a central server fo h
c oot FAAPHT -603 71 SMIHT ¢ bY ¢ Hiy PP onBhe & Wit grgine at the
reporting) . In this case, the central server shal |

bebC+ bFY eRGAPIEL, aerrré/@LAURﬁlﬁég@ﬁ 1he pgpifaguration of the
performance nonitoring, it conpares _the performnce 15
dadBfeet¢d sScativievhbs d \adl @S sRBLIP Lyrs] BPiTARBER IS 1in the
(603: Threshold violation occur), it will performthe
neees s tegbtheeshohdtitn hgsll e Thisi wpgablagiadncesbaguration
Handl e vi ol ation). The correction action taken here
i nvolafés cdeldayé nying L s tilahswd $ve o greciket ¢ f drroppigrgrent data
t he packet entirely and/or 20 packet rescheduling if
t riams iohesi oni daadficdttle dextesdsns he tihr.eshbhd vedikesaffected
or self-termnating the session entirely.

terminals 11 upon receiving this enforcement data (605:

Receive enforcement) will perform the necessary updates or

changes based on this enforcement data (606¢: Perform action

required). The monitoring process will resume based on the

new updated values.

FIG. 7 is a diagram modelling SLA manager monitoring
session in the embodiment of the invention. When the
performance monitoring session starts, the SLA manager 15
will load the necessary SLA infermation and the current rules
for monitoring from the SLA database 18 (701: Load Rules).
The SLA manager 15 receives reports on the status of the
terminals 11 and the policy servers periodically (702:
Monitoring network and terminal). The reports can also be
received in a non-periodic manner, e.g. pushed to the SLA

Manager 15 or upon request by the SLA Manager 15, The status

will be compared to the SLA information. If an alarm or
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Therefore, transm ssion bandwi dth can be controlled in
this manner. For receiving packets, the receiving
bandwi dth can be controlled by mnim zing the request
for incom ng packets 25 and al so bandw dt h request for
any incom ng packets can be 35 reduced. Wen network
condi tion changes, the policy 3erver (the central
server) will informthe SLA manager 15 of these
changes. SLA manager 15 will then make a decision on

”\%of’é’ﬂt&{ ‘i'%a” ec,TPéé (HpQ; oo, &‘é’c‘?@t g&‘%ﬂét&%oﬁi' © the s1A

engine at the'5 i Cy server and’ atin
conf i urat fot ctedtermnas
can ST Er T Wl?rlanaé"eemé i E e phate RN —
val.ues. ,The u m f conf t| 0 gré% %
i ﬁatyrflof Sg%aégwﬁ%ﬁ BT DR EeRs PRGR S PG Betwork
id affecte I& s 11. The said affect
LRI 1% TEE gt Ml D hg THILE drtosee i A §ntorce new
605 Recel ve enforcenent) w |l performthe necessary
upﬂ%&%% or Thehahgedapaded "iHils BAPECEHBI T Waf 5 OF decide
(606: Performaction required) . The nonitoring
proeesiie virforesnpRt badkd: oRatheltnb® aplaLER @arm% before
15 FIG 7 is a diagram nodelling SLA manager
mohit teel fyrms ddsd e far ¢ine asddindesit tof ugeting the policy
invention. \Wen the performance nonitoring session
St23RIEST thi ISNEvhadger 28 rewhéest oblde tharmhigbek ddr fo change
SLA information and the current rules for nonitoring
froms tbenSlgudat abase 18 (701: Load Rules). 20 The SLA
manager 15 receives reports on the status of the
FIG. 11 is a diagram showing the architecture for the
QoS controller at the terminal in the embodiment of the
invention. This QoS controller 1101 comprises the following
sub-components. Monitoring module 1103 comprises a
metering module 1102 for collecting performance monitor data
and also performing check for any threshold vicolation.
Enforcement module 1107 comprises the classifier 1104,
marker 1105 and shaper/dropper 1106 for traffic regulation.
Communication module 1110 comprises the usage information
and traffic profile 1108, to store &all collection of
performance monitoring data from the metering mcdule 1102
and also a reporting module 1109 to communicate with SLA
manager 1111. This communicationmodule 1110 also initiates
enforcement module to perform correction when enforcement

data 1s received.

Before a data packet 1112 is sent out from the terminal,
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termnals 11 and the policy servers periodically (702:
Moni toring network and termnal) . The reports can
al so be received in a non-periodic nanner, e.dg.
pushed to the SLA Manager 15 or upon request by the
SLA Manager 15. The status 25 will be conpared to the
SLA information. If an alarma37 36 violation is
detected (703: Detect violation) , the SLA nanager 15
will decide the action to be taken depending on the
nag ur t L.O LQE e - -
U ﬁﬁgéanggt%% %?gggmf?8%1bp78§%gﬁgzég2 QQBQ %E%ordlng to

net wor erm na e congesti on

and (08 New S Gl s)oy, Thee ShA TANAGEre 0 Wllg e soriey.

new Tules or de on e €én cenen
pa it to a kpown format,_ befar it perforns th
ErbF &F i AN aRT B WAt Ty BEnE=PhI FoyhE digfarer 1105 to
w th new ryles, or request the term nal t o change .
58 BRFIG 681 onh_BEORREe 1 5% SR h g o G FRGering
architecture for the QS controller at the term nal |
i PRl enbodr ¥t lofchad a5f/dhts one TRF39depsnformation and
controller 1101 conprises the foll ow ng
subt@bfpenkRes 1 lkbrii%hi rpFrodfertlthec sirissesl B0> on the
metering nodul e 1102 for collecting perfornmance

mofHE BRI Hat ke 18 @hd-arebngkr f OlYE A ek flor tivgyr marks the
threshol d violation. Enforcenent nodul e 1107

coppFkeks ahe " thapspfiép”1204) cukppkefiledsdapgnding on the
shaper/ dropper 1106 for traffic regul ation.

Communétht sbateodul e 1110 conpri ses the usage

information and traffic profile 1108, to store al

col |l ectidhitef this marking process, the shaper/dropper 1106

decides whether to delay the sending of packet or to drop
the entire packet. The shaper/dropper 1106 also checks the
current terminal via Metering module 1102 whether to delay
transmission or to drop packets. Packets marked as
“out profile” have higher probability of dropping compared
to “in_profile” packets. The outgoing data packet 1113 1is
the packet that is actually sent ocut. The reporting module
1109 will periodically performs reporting back to SLAmanager
1111 and SLA manager 1111 also sends QoS Enforcement message
back to the terminal via this reporting module 11092. The
enforcement message will be enforced ontc relevant
enforcement module 1107 if any enforcement actions are
required.

FIG. 8 is a diagram showing an example of how QoS

contrcoller performs QoS monitoring and traffic regulation
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20 performance nonitoring data fromthe netering
nmodul e 1102 and also a reporting nodule 1109 to
communi cate with SLA manager 1111. This comruni cation
nodul e 1110 also initiates enforcenent nodule to
perform correcti on when enforcenment data is received.
25 Before a data packet 1112 i3 sent out fromthe
termnal, 37 it needs to be classified by classifier
1104 according to its priorities. Each application

ha re- I ﬂ prEQrit @g. cl i fi ian, |

w 17 EnEEUEREAR L Hne YnysfetBh - “LEREh Qe uq] becurs,

profilg’, or_ "out file"., The ing 5 nnduleé%foz

b P T et L T by @5 ract B PAmd o 4P, o the

profile 1108, anqti f or he marker, 1105, on t he

USROS R b S L dT PR D THE T fobr O B9 NG gk ghande

t he ackets as_"in profile" or "out profile" . _.

deTRnERRD BREPRES: CEREnPARS 1O AITET FhPSSHEIRAnGY the

process, the shaper/dropper 1106 decides whether to

def 855§ helgend My G- packet forerb RE 1t hd sistlis 8+ B, C and

packet . The.shaEer/dyopper 1106 al so checks the o

cub merit Bdedintalheital et el g ofedy @nd Foohaner et psiority.

delay transm ssion or to drop packets. Packets marked

asTusnspis s peofhardwhavle ol gt ot dvabhki tgroinal is used as

dropping conpared to "in profile" packets. The .

out ly®ideF edatiq guec ket PElB ising ke rpackdont.hap dgnbination of

actually sent out. The reporting nodule 1109 w ||

per todr qad 1t ameles f o raen rREpor bengsbdcks ttheSdArmragering factor
for performing correction.

For a scenario when QoS controller 1101 receives
enforcement data telling it to lower its bandwidth, QoS
controller 1101 will set the existing value to the new value
received (801: Recelive enforcement data and set new
guaranteed value). For the case of congestion, SLA manager
1111 decides to reduce the allocated transmission bandwidth
to low priority terminal. The SLA manager 1111 passes the
enforcement data with the necessary information to the
affected <terminal. When the terminal receives this
enforcement data, it’'ll compare the enforcement data against
its existing value before performing the updates. For the
“total alliocated bandwidth” measurement data, if the new
value 1is 1less than the existing, correction will be

performed.

In this example, packets of type A classification will
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1111 and SLA manager 1111 al so sends QoS Enfor cenent
nmessage 20 back to the termnal via this reporting
nodul e 1109. The enforcenent nmessage will be enforced
onto relevant enforcenent nodule 1107 if any
enforcement actions are required. FIG 8 is a diagram
show ng an exanpl e of how QoS 325 controller perforns
QS nmonitoring and traffic regulation 38 in the

enbodi nent of the invention. Wen congesti on occurs,

:Eges %@H”@HSVF%é%f%%‘rlgﬁ%ﬁsﬁnfaﬁ H‘Eﬁtl gahdli%th s

contro at th ern1na
?eﬂf%?ﬁi%%sé?. spritihare EAIRR erg‘é%i@%efgr the type
di fer riori

l e C.
25 é?}ﬁ?y %ﬁ%ﬁ%ﬁ}ﬁ%ﬁ%ﬁﬂﬁ ppﬁwwantee@vam@
|on bandMAth allocated to the _term na
ﬁﬂeas B R R e A broF bRl P g fe EhEsa SoR AROO1Ng
conblnatlon of otheréfaraneters can al so be used as
théeaé%%n{%‘?%g TR Gt 6 PGS pePEBFAPRY - cdr+eRt iRfFkets of
For a scenari o when QS controller 1101 receives
enf BPBefreht ldals ﬂéqumﬁﬁ% the | bardwidshphhdhergepres (804:
Q@S controller 1101 will set the existing value to

t hel hedatal dullr besidya@tigoior RekesveleRR6KEEARNt BALgr all

and set new 15 guaranteed value) . For the case of
codybseabhoniarrangderct type Hedibdesthe rathigeinheandwidth
al l ocated transm ssion bandwidth to low priority
t ewil habe FhkoGhPedunageryndd 1B pdsseyl thhe for example in the

ratio of 7:2:1 respectively (805: Allocate 70% of remaining
bandwidth for Class B, 806: Allocate 20% of remaining
bandwidth for Class C and 10% of remaining bandwidth for Class
C). For packets of type B, Cand D classification, bandwidth
correction 1is performed by transmission rate control,
packets dropping and delaying the packets transmission.
Packets from the different classes are gqueued according to
their allocated bandwidth and class. Based on this number,
the threshold values for each type are computed (807: Reset
threshold with respect to new allocated bandwidth). Packets
will alsc be marked as “in profile” or “out perile” depending
on whether the threshold is reached. If bandwidth usage
exceeds the threshold, e.g. for type B, which can be a video
enceder application, the QoS controller may interface with

the video encoder and instruct it to encode at a lower bit

rate.
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enforcenent data with the necessary information to the
affected termnal. When the termnal receives this 20
enforcenent data, it'll conpare the enforcenent data
against its existing value before performng the

updates. For the "total allocated bandw dth"

measurenent data, if the new 4@l ue is less than the

exi sting, correction will be perforned. 25 In this

exanpl e, packets of type A classification wll 39 be

given th ] - LOr Lty .o 4l ' t . d [ ;
insuffic?%ﬁ%gggﬁgﬁg%gftl?hghfggi?féngg%%gfg?ﬁéfg? F g sald
ty A licati,o 802 ndw_d > . .
quarahe s8500nr ey thbhans: refsee el i s 1At¥rrace with
termnated if there' s an ongoing 5 sessi,an (803; .
ToFRPnat 1% a g0 CRBas| hpiE oY Zetianu e e gecide to

will be given aJl the bandwi dth it requires (804:

N POLSCELPELY BRRWERTRT O CPaSsaRTodikdisst - CApt Ghreshold
all _allocation to packets of type A, then the "
reMalHPAg baRERPHR® PAFFEC B b Rt tHe 1§ perigd @s “out
and D, for exanple in the 10 ratio of 7:2:1 .

r eBpeELIL el pRE8O5OSAl MEELRE PORREI Sr didiini ryt profile” will
bandw dth for Class B, 806: Allocate 20% of remaining
bakawiaepredrfraks EWhd vEGS 6f arendi nPagkehAadwf diypre C are
for Class C) . For packets of type B, C and D

cl aysipicheide WaTdmidisi oc darecpiférn Shparfvpedd. byackets
transm ssion rate control, 15 packets droppi ng and
deb&ytyget Bew pht ket squawed a3t dresed®aukathe foadma led Located

di fferent classes are gqueued according to
to those. The akove ratic is used as illustration only. The

allocation cf bandwidth to the different classes can be of
any ratio and classification types can be any number and not
limited to types A, B, C and D. Also, the QoS controller can
employ other means of scheduling and queuing mechanism such
as the RED (non-patent document 14) and RIO (non-patent
document 15) algorithm for queuing and not limited to the

example above.

INDUSTRIAL APPLICARILITY

This invention allows the QoS management to be handled
at the terminal which is the end entity enjoying the service.
This will allow the source to manage the resource more
efficiently and avoid causing unnecessarily congesting the
network. For the case of network which does not have QoS

control, the terminal would still be able to have a certain




their allocated bandwi dth and class. Based on this

nunber, the threshold values for each type are

conmputed (807: Reset threshold with respect to new

al | ocated bandwi dth) . Packets 20 will al so be narked

as "in profile"” or "out profile" depending on whether

the threshold is reached. If b&ndw dth usage exceeds

the threshold, e.g. for type B, which can be a video
encoder application, the QoS controller may interface

Wi &Qgr%geofzcgve&ogﬁf%%%ig Wﬂe'nn B%uférfn.tuf'ag? ﬁk@f&qelsatat%ached

| one terna I've here™s
f t,0.t t
Lgnﬁ%f"%’ir 810 5 P PR LY e 9?%%‘(%ghca%derdoes not
t N d d t | d
baERBTeTR (10 G ik CERb DR eoo L HEs harnLe T Backets co

I nconin packets will be_selectiv rked as "oyt
prBF L SRA EhoSEITES TRAURTS Hhi bh oG- prORFsI abso frees
will be dropped fjirst. For pes C and D packet s of

type ek SRitEt t b~ ¥ 1o FP&n‘éﬁFb’@FJﬁntW%r%‘?’f%rFlﬂﬁaﬁaSks
type D. Packets of type Dw Il be queued |ast based

on the ratio allocated 10 to those. The above ratio is
used as illustration only. The allocation of

bandwi dth to the different classes can be of any

ratio and classification types can be any nunber and

not Ilimted to types A, B, Cand D. Also, the QS
controller can enploy other neans of scheduling and
gueui ng nechani sm such 15 as the RED (non-patent

docunent 14) and RI O (non- patent



docunent 15) algorithmfor queuing and not limted to

the exanple above. | NDUSTRI AL APPLI CABI LI TY 20 This
invention allows the QS managenent to be handl ed at

the termnal which is the end entity enjoying the

service. This will allow the sgurce to manage the

resource nore efficiently and44voi d causi ng

unnecessarily congesting the network. For the case of

net wor k whi ch does not have ggﬁlﬁg control, the

termnal would still be able to have a certain 41

degree of QoS guarantee when the termnal which is

attached to the network has the individual QS

control ., and does not ¢l up_the.network b .
con{'rol A r TR Shbtint Sé’fs(%%éﬂcﬁ%F epg e R ot - bRgepRQuality
anou of .request_t.o. be de. This also frees 5 up.the
SRR Bt maP WD X oF o et P aCFab LS ontrol

42 CLAIMS 1. A conmmuni cation system for achieving

SendcREREHLERal ity of Service in a mobile network

using termnal centric control 5 conprising: a

term nal &hitSFTOFS lcvATRoRoFot et hadud ec&pakl &s giapable of
performng QoS nonitoring, reporting and enforcenent;

a et farntiont ol | ent hatiagcepeBobENgepbdt snfpoarnpat/
term nal and gives QS enforcenent instructions to the

QS 10 corendlradodeherehlehahadr atnaptsdiub reports from the

terminal and gives QoS enforcement instructions to the QoS

10 control module in the terminal; and

a central database that stores subscription
information of a user who uses the terminal and service level

agreement information,

15 Z. The communication system according to claim 1, further

comprising:
a policy control framework that is capable of carrying
mahagement decision to network nodes for service and QoS8

enforcement; and

20 a security control framework that is capable of

25

authenticating the wuser, authorizing the service and
resources and collecting accounting information based con the

user’s subscription information.

3. The communication system according to claim 1 or 2,



a central database that stores subscription

i nformati on of a user who uses the term nal and
service |l evel agreenment information. 15 2. The
comuni cation system according to claim1, further
conprising: a policy control framework that is capable
of carrying nanagenent deci si 84 to network nodes for
service and QoS enforcenent; and 20 a security

con work that is capable of authenticating
the$%§%$¥£2ﬁ§horizing the service and resources and

col | ecti ng. AECount| e ATOLIRLT QL BASad olhd NG, USSiiiSinging

subscri ption Tnformation. e i I'cat1on
t di ng. | ai . 2, 43 i Si ng;
For VERY BRAT R et b ke byl ERaREP R R PREBP RS on
ith th l i trol f K; f [ .
QS enf orbEHERT T0F TASAELRH RSP SBIBASERBE e MiSeriminal

subscription information and termnal status b

I et PP Y tHE WG 'S SHRSHH IRG G i iHamat iean yaf%rﬁerminal

the central database; neans for detecting a change of .
t heSt2F s nNay SehruSvVingehRs BEETrSFnERPSETdPHgOfhdnformation
term nal status by 10 updating the user's
subSeempthencént oz hatebacaset he central dat abase when
any status change is detected; and

means for detecting a change of the terminal status;

means for synchronising the terminal status by

10 updating the user’s subscription information in the central

database when any status change is detected; and
means for securing the message exchange with the
terminal by using security association obtained from the

user’s subscription information.

15
4., The communication system according to claim 1 or 2,
comprising:
a local database for storing the QoS information of
each terminal;
20 a local database for storing the tunnelling

25

information of each terminal for QoS control and reporting
purpose; and
a local database for storing status informatiocn of a

network where the each terminal is attached.
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means for securing the nessage exchange with the

term nal by using security association obtained from
the wuser's subscription information. 15 4. The
comuni cation systemaccording to claim1l or 2,
conprising: a |ocal database far storing the QoS
informati on of each term nal; %0 a local database for
storing the tunnelling information of each term na

fors QSpicont Lok, ANdaEERAT KWAG e p%&ﬂﬁﬁ%ﬁ;@?@g@ Locah Loor 2,

dat abase for storing status information net wor
Mhe£§%¢PP gach termnal is attached. 25 44 5. The
comu at1o “system according to claim1 or 2,

rmevages 1 Pam i Rede ST AP0t Tl PaP kg ih T dges £rom
o1 VISP Dy Hb. b T alS WHEH A Pt Hal 1 o yipone domain

directly attached to, the home donmai n; and roxy node
g@wafBr%aFarﬁégéaﬁegrpwaﬁﬁshgycé%@rgermlnal

controller to the termnal. 10 .
when the terminal is not directly attached to the home domain;

and
a proxy node that would securely forward messages from

the central controller to the terminal.

6. The communication system according to claim 1 or 2,
comprising:

a monitoring node in the network where the terminal
is attached tc that would report network information
relevant to the terminal to the central controller; and

an enforcement node in the netwdrk where the terminal
is attached to that would carry out enforcement command from

the central controller to provide service to the terminal.

7. The communication system according to claim 1 or 2,
wherein the QoS control module in the terminal comprises:
a monitor module that collects QoS information from
the terminal and all running applications;
a communication module that reports the collected QoS

infermation to the central contreller and receives
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6. The conmuni cation system according to claim1 or 2,
conprising: a nonitoring node in the network where the
terminal is attached to that would report network
information 15 relevant to the termnal to the
central controller; and an enfqgrcenent node in the
network where the terminal is?dttached to that woul d
carry out enforcement command from the centra

Cor@rﬁ@éf@éméﬁt pfr?é’ﬁﬂ?c’§fc51¥é C& J@ tt}nae ct ﬂ?ﬂalcor%(}oaler, and

The communi cati on system accor ng toclaiml or 2,

wh |
Coﬁ;f:gegﬂ?aQﬁg%léHéﬁ%(ﬁ&gﬂaig?ﬂgéﬁﬁghﬁrq%%ga behaviour of
I nf qr [ Lon. %g m theﬁ%grn1g andlagl r%pnln h h the
app? TatFoMERad GSimhitdid i b ASGare St - Fapor t SPFREY

col | ect ed. qgs. 25 |nf£rnat|on to the centra
cortPYIMeTCAntC? dReF Ve 45 enforcement instructions
fromthe central controller; and an enforcenent
nodul e that regul ates a behaviour of the term na
according to netrics received through the
conhunildd coORMFpdGRE1on 8YSTRB 2eRfbALRdt Forfkddt ein wherein
according to claim?7, wherein the QoS control nodule
i n e Qody mqméﬂrOflumldelniec@ﬁptb%eisemlm@baﬁum@tbmprlses a
for storing the collected QoS information. 10 9. The
confrd tatd tabasss t e atsoridiondg heo aolldient’zd Wesr enformation.
the nonitor nodul e conpri ses:
9. The communication system according to claim 7, wherein
the monitor module comprises:
means for capturing the QoS information and storing.
the Qo5 information at a local database in the terminal;
means for monitoring threshold violation; and

means for initiating the enforcement module to perform

traffic regulation when the viclation is detected.

10. The communication system according to claim 7, wherein
the Communication Mcdule comprises:

means for packing the QoS information in a known
format before sending the QoS information to the central
controller;

means for parsing QoS enforcement information
received from the central controller;

means for updating terminal state based on the QoS



means for capturing the QS informati on and storing.
the QS information at a | ocal database in the
termnal; neans for nonitoring threshold violation;
and 15 neans for initiating the enforcenment nodule to
perform traffic regulation mhﬁn the violation is
detected. 10. The conmmuni catio 6systemaccording to
claim?7, wherein the Comunication Mdul e conpri ses:

20 SRS ﬁ%n@acﬁhﬁgr%g%iggg iPé?éf@é&Q”f&%n@ k@Q&“ central

format before sending the Sinformation to the

central . coptroller; means for parsing QoS enforcenent
information  treceived fromthe central controller; 25

f dating. t ' I t d h 46
T or conmeELRo SUE e $hE & PEh AN KBTS Bercorn
controlhg&; nd neans  for initigﬁin%it e enforcene t ny

modul & & EEYs ofFMETECFePBvaht coiF e I}%ﬁﬁeﬁ“etrhte lnformation

enforcenent information 5 received.fromthe centra
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according to claim7 wherein the enforcenent nodul e

further conprises neans for performng traffic

regul ation at the terminal in order to 10 regulate

t errd nalThseEPBipRACEL 102, SYRECBOARDAF dand ofC systidm7 wherein

according to claim1ll, wherein the enforcenent nodul e

congré sesnnréement anyodnke of fuheher comprises means for
performing traffic regulation at the terminal in order to

regulate terminal performance.

12, The communication system according to claim 11, wherein
the enforcement module comprises at least any one of the
following means:

means for classifying packets into different
priorities within the terminal;

means for managing dropping cof packets within the
terminal when resource quota allocated to the terminal is
used up;

means for reducing congestion at the terminal by
lowering a transmission rate;

means for reducing congestion at the terminal by
delaying transmission of packets when insufficient resource
is allocated to the terminal;

means for terminating sessions and stopping



foll ow ng neans: 15 neans for classifying packets into
different priorities wwthin the term nal; neans for
managi ng droppi ng of packets within the term nal when
resource quota allocated to the termnal is used up;
20 neans for reducing congestiqgp at the term nal by

| owering a transm ssion rate; ans for reducing
congestion at the term nal by delaying transm ssion

of pagcket sswWhen 5PSH££k§E§Pt resource is allocated to
2

the termnal; 25 neans for term nating sessions and

st oppi ng 4 1.55i.00 qf '+ BN My
reducing:%éé%%?ﬂ%n%EQP??885§Q?§%$%§ﬁb tota Egnhﬁ%%Fl%ﬁ total
out goi sessj .. heaps_for reducing incomng traffic

by ?&%ﬁ%?n§§t%€§$ol€8nﬁ§%g%0%?’inconing sessi ons; and

means for_reducing incomng.traffic. b uestj ng. for

l'ess i nedhTHE CEdT FPAUCT RS e R bR oR Vsh SPbhino total
accor ing tg claiml1, wherein 10 the central database
S5t OFTWERET 1 br hREPBARBNSEDSL pRBf i Fedof each i ndi vi dual

s

user' subscription information; information on _
stat us of™e¥eS ifedi GREUalNEeliFfRing traffic by requesting for

less incoming traffic.

13. The communication system according to claim 1, wherein

10 the central database stores;

information on QoS profile of each individual user'’s
subscription information;
information on status of the individual terminal;

information on service agreements between networks;

15 information on status of the network providing service

toc the terminal; and
information on policy handling mechanism for QoS

management.

20 14. A communication method in a communication system,

wherein the communication system for achieving end-to-end
Quality of Service in amobile network using terminal centric
control comprises a terminal with QoS control module that

is capable of performing QoS monitoring, reporting and

25 enforcement, a central controller that accepts QoS reports




i nformati on on service agreenents between networks;
15 informati on on status of the network providing
service to the termnal; and information on policy
handl i ng nechani sm for QoS nanagenent. 20 14. A
conmuni cation nmethod in a co |cat|on system
wherei n the communi cati on syst f for achi evi ng
end-to-end Quality of Service in a nobile network

usi fgoh §HE 'E%Irmﬁ?xﬁtlr aﬁqd «{ahqgsf @JosC@HPEvg?Sﬁeflt L A@ltions to

with QS contro nDdu IS capa perform ng
di 2
contTaI e T RRAR S B P A SUERETT by o cemtral

the m D d ives enfo cement.instructi

et %eﬁt %”C TOQEEE PCERe Bk CrRnal o 45 908 8er o
databas 3 st.ores s bscrlgtlog 1ornat|on & :
use‘%s%v‘ho UséES THE AEFVAhE LRYSt Adlsspgnt information,
Y reement |nfornat|on 5 conprising: a step where the
CpSF%?E¥+%+n%Ddule col l ects service and QS

statistics, and feedbacks themto the centra

control | €t St&%t‘“@ﬁr\ﬁhéhé phe contral nudtrolqedlects service
receives QoS 10 records fromthe QS control nodul es;

a sep ®REr e tatel Tleitgal apdntiagdhaclper tbems tQSthe central
managenent based on the QoS records fromthe term na
andcontwsokldseri ption i nformati on;

a step where the central contrcocller receives QoS

10 records from the QoS control modules;

a  step where the central controller performs QoS
management based on the QoS records from the terminal and
its subscription information;

a step where the central controller sends QoS

15 enforcement rules to the QoS control module for CoS

20

25

adjustment; and
a step where the QoS control module performs QoS
enforcement rules sent from the central contrecller, and also

performs local enforcement decisions within itself.

15. The communication methcd according te claim 14,
comprising:

a step where the central controller updates the central
database about the terminal’s status; and

a step where the central controller retrieves terminal



a step where the central controller sends QS 15
enforcenent rules to the QS control nodule for QS
adjustnent; and a step where the QS control nodul e
performs QoS enforcenent rules sent fromthe centra
controller, and al so perforns4bocal enf or cenent
decisions within itself. 20 15."The conmmruni cati on
nmet hod according to claim 14, conprising: a step
wher grbhgaCeBhr al o ORLE OLLLF r DU €SpE S8 £ONIESH management
dat abase about the termnal's status; and 25 a step
where the central controller retrieves termnal 49
information fromthe central database for QS

”a”f‘ée”efﬁ%%ﬁmum%{e@w&%% c%ertcﬂ %[g%c r dJIrrEQﬂlt, Qherein

m 14 connunlca I on sy
ses nmoni.t.orin od n the network

¢ orPhh SRt TR 7 s PRR dcowew?snaem%gormg node
i nfornmation .rel to the term nal,
ont P ot P Ak EoF BB D %, A CREChApIERat would
where the terminal is attached to that woul d carrg out
enf bPRBREM S RN 3150 t HD S @t &t £8F) Bprpnal to the
provide 10 service to the term nal, conprising
steﬁeﬂﬁéﬁé @%@t%®¥b$€en¥mﬁEﬂb@@fﬁﬁG@WG@§ §@ﬂ€|é@ ?Qﬁ network
the termnal to collect network status information
r egah @l g thehe awrifialal 1andttectbdcke tHeatovbutdegdarry out

net wor k st atus
enforcement command from the central controller to provide

o

10 service to the terminal, comprising;

a step where the enforcement node provides service to
Fheterminaltocollectnetworkstatusinformationregarding
the terminal and feedbacks the collected network status
information to the central controller;

15 a step where the enforcement node provides service to
the terminal to perform local admission control based on
local policy:

a step where the central contreller performs QoS
management and decides QoS enforcement rules based on the

20 feedback information; and

a step where the enforcement node provides service to
the terminal to carry out QoS rules sent from the central

controller.

25 17, The communication method according to claim 14,




information to the central controller; 15 a step where
t he enforcenent node provides service to the term na
to performlocal adm ssion control based on |[|oca
policy; a step where the central controller perforns
Q@S nmanagenent and deci des QoS .enforcenent rules
based on the 20 feedback info ﬂation; and a step
where the enforcenent node provides service to the
terqj £i§9ngarry out QoS rules sent fromthe central

controller.

5 17. The conmuni cation met hod according

to cl ai m%éggﬁgglg%%)‘ch%iﬂ%mir?af fRWRRISS EQStES!‘L'E'a:i%Jr?ility

enbeds Qo apabiTity 1nformation rn a sess

cont 1 ol e.and sends this _infor Lop.t .
soost SR BERToR +Bofy S ng 2ukth D Ce Pl ot sgpos enis
steg ﬁhere the central controlle% initiates a_.nmonitor :
sestT bR WRERCY héCs et sPBRS L8Rt FO & v ete it ec ¥t the Session
QS, control capability information; a step where the
Scent?hFL2bhtRol ler repiies to the 10 termnal with a

QS control capability enbedded in an__acknow edgenent
nmessage; afdeR e ereet e t 6PRTRAN LRI dt it gha monitor

QS control nodul e when the acknow edgenent nessage
fropethecsewBpBnthe session control server detects the QoS

10
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control capability informaticn;

a step where the central controller replies to the
terminal with a QoS control capability embedded in an
acknowledgement message; and

a step where the terminal initiates the QoS control
module when the acknowledgement message from the session
initiation contains the QoS control capability information,

whereby communication channel between the QoS control
module in the terminal and the central controller for

performing QoS contrel is established.

18. The communication method according to c¢laim 17,
comprising:

a step where the terminal embeds QoS reporting
information in a session control message and sends the
information to the session contrecl server using the
established communication channel;

a step where the session control server parses the QoS




initiation contains the QS control capability

i nformati on, 15 whereby comuni cation channel between
the QS control nodule in the termnal and the
central controller for performng QS control is
established. 18. The conmmuni cation nmethod according to
claim17, 20 conprising: a st where the term na
enbeds CpS reporting information in a session contro

Mesgs %S%%ﬁr!&ec Iﬁf&?fnﬁégp tglt%ﬁeseééégf‘on control
ser she

contr usi ng t esta conmmuni cat 1 on
chaggel o gL, ahere e, session cont ol seruer
o RN P B SR e oo
SR el LA oS B B PR,

central controller. e communi cati on net hod

i
Saccor di ng"RYr ¥ 4i ﬁﬁhl% PEFt HANLERhpAICSiUG arePeptihere QoS
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the central controller stores the 10 QoS reporting

i nforhRETdRl R BO blek- epdtHal apasEroPder The

conmuni cati on nmet hod according to claim17,

conprising: a step where the central controller enbeds

QS 15 enforcenent information in a session contro

nmeskage Tdredcommunication method according to claim 18 further

comprising a step where the central controller stores the

QoS reporting information at a back-end datakase.

20. The communication method according to claim 17,
comprising:

a step where the central controller embeds QoS
enforcement information in a session control message and
sends it to a session client at the terminal using the
communication chahnnel;

a step where the session client parses the QoS
enforcement information embedded in the session control
message by session application; and

a step where the session client passes the QoS

enforcement information to the QoS control module.

21. The communication method according te claim 2C further

comprising a step where the terminal stores the QoS



sends it to a session client at the term nal using the
comruni cation channel; a step where the session client
parses the QS enforcenent infornmation enbedded in

t he session control 20 nessage by session
application; and a step where the session client
passes the QS enforcenent i nPérmation to the QS
control nodule. 21. The comuni cati on net hod accordi ng
to &k%f&g&e grd 6rx§%§§x§p§’& Sﬂknag taeﬁt'il Njéerl%f:tajledatabase.
termn stores t nf or cement or mation

the termnal's | ocal database. 22. The connunlcatlon
met hod according to claim16, conprising: 5 a step of

o SRS SR S 18 o e

stgg trlggerlng V|olat|on events when V|olat|on i s
det €U 3t""¢he terminal ; a step where triggering
non-vi ol ati on events for 10 non-violation nonitorin

Sevent s at® EREPL@F FOREIL WifeF BBy 4 He b hPE8EPAG OrRkibeUnda T Y

of the QoS control nodule at the term nal perforns
tr af#}'eeyofP ¥ oF F hgoe2BNI TheN EBARLNE cAVFBRSNBEhBle terminal;
according to claim14, 15 conprising: a step where
the ter rriawéiten:e@lﬁeﬂéggeriagqosob@himlevg@ts/ivd@n violation
during the access control process when the term na

is detected at the terminal;

a step where triggering non-violation events for

10 non-violation moniteoring events at the terminal,

whereby themonitoringmodule of the QoS control module

at the terminal performs traffic monitoring.

23. The communicaticen method according to claim 14,

15 comprising:

20

25

a step where the terminal requests for a QoS control
service during the access control process when the terminal
attaches to a network;

a step where the central controller initiates a monitor
session when an access control server informs the central
centreoller of the QoS control service request;

a step where tunnelling channel information 1is
allccated and embedded into the access control reply by the
central controller; and

a step where the tunnelling channel information is
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attaches to a network; a step where the centra
controller initiates a nonitor 20 session when an
access control server inforns the central controller
of the QoS control service request; a step where
tunnel ling channel information_is allocated and
embedded into the access contr8f reply by the centra
controller; and 25 a step where the tunnelling channe

I nf LBty Of, 15 PIH, e‘%%h\é%%’llﬁ chFﬁnEgﬂ elLlng Chamiflen the

I's set up etween’ t he e at the

ter g 0Rbe 306 Lhg CRNLL AL, SO0 EOLLST o HSKAG IS, controTTer

i nf comuni cati on c anne

QoS. con qh in the termnal and the centra
coﬁf?%ﬁ?e? *%rlg$é§T%Fh?ﬂg QS control is establlshed

24. The c i cati on net haod accor di to clai

corpr <1 HOTS R B O SaroC PGS e et P Qegentrol
|nfornat|on a step of packi the QoS information
mt%Oda“%%eéPfltéEF @Smllléﬁértachrﬁﬁ? C:?ﬁ)c]‘ra?‘lst‘é‘bn%wller for

sendln out the QoS report to the central controller,
THYL R HRTH TR P bl 1fpeatabt épbees t he QS

|nfornat|on to the central controller. 25. The

comuni cati on nethod according to claim 24 further

24 . The communication method according to claim 23,
comprising:

a step of collecting the terminal’s QoS information;

a step of packing the QoS information into a specified
QoS report format; and

a step ¢of sending out the QoS report to the central
controller,

whereby the QoS control module reports the QoS

information to the central controller.

25. The communication method according to claim 24 further
cemprising a step of storing the collected QoS infermation

locally at the terminal’s local database.

26. The communication method according to claim 23,
comprising:
a step where the central controller receives the QoS

report from the terminal;



conprising a step of storing the collected QS
information 20 locally at the termnal's |oca

dat abase. 26. The communi cati on nethod according to
claim?23, conprising: a step where the centra
controller receives the QS 25 report fromthe
termnal; 54 a step where the ntral controller
conpares the CpS report received with QS profile

obtained fr ?@é b pa?k %en%%%%bééﬁFrgégggpc$ﬂ§5§egh€he QoS

central con he

i nformation ég{O(gwpc%c?f? %S%?aci baﬁl{%&%ggt he pack-end

forma?Or

ol S
outdt feedback report to the term nal, whereby
t he“2 ﬁP?EF ‘control l er feedbacks to the QS 10
control nodule in the term nal conmuni cat

met hod acRoPdfRg "ETE diltA 1‘9@%‘%“215 COEBHBH%Fné’aC§S the Qos
step where the central controller |oads the service

315 GsefbackosnpPEFAF&OFr bRt Phe BRRKL Bhed degabEredback report
step where the central controller |oads the

i nt épRBAFat enflet wor ks QoS profile fromthe back-end

dat abase; a step where the central controller obtains
t he statug step where the central controller sends out the QoS

feedback report toc the terminal,
whereby the central controller feedbacks to the QoS

10 control module in the terminal.

27. The communication method according to claim 19 or 25,
comprising:

a step where the central controller loads the service
15 user’s QoS profile from the back-end database;

a step where the central controller lcads the
intermediate networks QoS profile from the back-end
database;

a step where the central controller obtains the status
20 of intermediate networks from network’s enforcement node;

a step where the central contrcller obtains the status
of the terminal via reporting from communication channels;

a step where the central controller compares the state
0f the terminal with terminal’s QoS profile; and

25 a step where the central controller compares the state



20 of internedi ate networks from network's enforcenent

node; a step where the central controller obtains the
status of the termnal via reporting from

communi cation channels; a step where the centra

controller conpares the state f the termnal with
termnal's QoS profile; and 259 step where the

central controller conpares the state 55 of the

NELYRr knDORE LR hoSeNGLIAN KnQ0ReLLALL! Bas2BroFite.
conmuni cat 1 on nmet hod according to claim 8,

conprising: 5 a step where the central controller

deci des on actions to be taken based on policy

hangl i ng chani sm.i Qr.nat | stored

ot abnes. TS SRaphePeire CBREPET comeBing  fackerain 23,
action information with rel evant QoS paraneters into

an €Y 19'8%f or cenent nessage format; and a step

where the central controller sends the

%enf or ceneht tppsElbgee t8q ﬁ@nésélcfd?ﬁtrmllrﬁia&ileél&ﬁst% actions
termnal that needs to performcorrection. 15 29. A )
conrific &d%s Reckddonnral ek dhirdiagfmreim information
wherei n the comuni cati on system for achieving

endst@reddin uabacl-endsdavakastn a nobile network

using termnal centric control conprises a termna

W th QoS zostepl wiethd ethdatenitsadapablerafleer packeEngction
QoS nonitoring, reporting and 20 enforcenent, a
ceninfbrrocant owl lwertht hatlaveapt SQEP S paapardters into an QoS

10 enforcement message format; and

a step where the central controller sends the QoS
enforcement message to the QoS control module of the terminal

that needs to perform correction.

15 29, A communicaticn method in a communication system,

wherein the communication system for achieving end-to-end
Qualityocf Service inamobile network using terminal centric
control comprises a terminal with QoS control module that

is capable of performing QoS monitoring, reporting and

20 enforcement, a central controller that accepts QoS reports

from the terminal and gives QoS enforcement instructions to
the QoS contreol module in the terminal, and a central
database that stores subscription information of a user who

uses the terminal and service level agreement informaticn,

25 comprising:
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fromthe term nal and gives QoS enforcenent
instructions to the QoS control nodule in the
term nal, and a central database that stores
subscription information of a user who wuses the
term nal and service | evel agreenment information, 25
conprising: 56 a step of conpu@ﬁng a threshol d val ue
of QoS netrics that needs to be nonitored; a step of
performn I jLustJren 1N i -
Phe. measur ner o CERE Cog et FrE8<haT pELITEIRY Oqs metrics
t he i ge.of 't ol d value as conputed; a
ste%ﬂg# g%%?%c??n%ecggnﬁﬁéggaﬁtion and usage and
adj ust nment gkgtist'cs at the term.n

e

l; st of
Sending theSEBE (1 drohty BRTA AOChleder M AGGEPERDr £0 the
forgat to the ntral controlugé; 10 a st%? of | L
r ecet Vithg? flb% CNFOT LEABAL E 1 dB&CROT Msh e dantehWithin
controller; and a step of performng correction based
on EHe TRbUBAERNOFr oM ERe bBAEPAPLAOHALHFI &7, COBRIESA;
The conmmuni cation nethod according to claim 29,
conpri si my: seBtep eplipdhintiglrReinépmnasiosn pegausage and
dat abase with the QoS data collected; and a step of
upcadiwngtmeretterathatiss| atathdatabaseawith 20 the

enf orcenent feedback received fromthe centra
a step of sending the QoS information in a

predetermined report format to the central controller;

10 a step of receiving of QoS enforcement feedback from

15

20

25

the central controller; and
a step of performing correction based on the feedback

from the central controller.

30. The communicaticn method according te claim 29,
comprising:

a step of updating the terminal’s local database with
the QoS data collected; and

a step of updating the terminal’s local database with
the enforcement feedback received from the central

controller,

31. The communication method according to claim 29 wherein
packet transmission at terminal is delayed for the local QoS

adjustments to the terminal.



controller. 31. The comuni cati on nethod according to
claim29 wherein packet transmssion at termnal is
del ayed for the local QS 25 adjustnents to the
termnal. 57 32. The communi cati on nethod according to
claim?29 wherein packet is dr%gped at the term na

for the local QS adjustnments“to the termnal. 5 33.
The communi cati on nmethod according to claim29 wherein
packet transmi ssion rate is reduced at the term na

for the local QS adjustnents to the termnal. 10 34.

The3§9m‘i;HE E%Enﬂn%i.’&%tt'l%gx ﬁ&Eﬁ&Q!J‘&é%ﬁﬂéﬁi% 292908t 8l herein

request for receiving channels is re at term na

for | acal j u nt s h erm nal . 35
Thép%%gﬁ%nﬁfﬁtF%ﬁgﬁgghdiégg%%?d%%ﬁﬁ%gaélg%#{2§hﬁhe%%F%l Qo5
15 transgisg'onéreﬁﬁiv'ng seszion initiated by the

ter%?%%f TS Y¥ aclf ?y sEf't ferninated for the loca

Q@S adjustnents to the termnal. 36. The

communi cati on met hod according to claim14, wherein

20 a_data format for reporting information fromthe .
t erfit nalTh& §OTRENEER{LARN BBREPEIAEFOT M UFSs Tl AdBsayaherein
ID to distinguish the different incomng nessages;
nesRagee b Eletie s il ¢ate Fengduesdafe thpt feeminal for the

nessage
local QoS adjustments to the terminal.

10 34. The communication method according to c¢laim 29 wherein
request for receiving channels is reduced at terminal for

the local QoS adjustments to the terminal.

35. The communication method according to claim 29 wherein
15 transmission/receiving session initiated by the terminal is
gracefully self-terminated for the local QoS adjustments to

the terminal.

36. The communication method according to claim 14, wherein
20 a data format for reporting information from the terminal
to the central controller includes:

message ID tc distinguish the different incoming
messages;

message length to indicate lengthof the entire message

25 for reporting status; and



25 for reporting status; and 58 QoS reporting data
including attribute value pair that contain the QS
type and its value. 37. The conmuni cati on net hod
according to claim14, wherein 5 a data format for
QS enforcenent information f;§n1the termnal to the
central controller includes: §sage I D to distinguish
the different incomng nessages; action IDto

i ndi cate [ arni : :
enforcené%?gégggrgﬁgpq%%ﬁ?gﬁﬁébggfgﬁ%%%%gb§g§3§?§¥%%alrthat
Wi thodbe: potignolD o 38, Thg gpomynigation met hod
according to claim 37, conprising’ a step of
checking the action IDreferring a pre-defined

tenpl ate; and a step of packing or unpacking the QS

enforcenent data ,according to ,the pre-defined, .
tenbl at S PBORRERS6S CERE TREIT 2PE00R 1P g ain 14, wherein
enforcenent_data is encoded and/ or decoded. ,
5 a data format for QoS enforcement 1information from the
terminal to the central controller includes:
message ID to distinguish the different incoming
messages;
action ID to indicate the action teo be carried out;
10  and

QoS  enforcement data that contains parameters

associated with the action ID.

38. The communication method according to claim 37,

15 comprising:

a step of checking the action ID referring a
pre-defined template; and
a step of packing or unpacking the QoS enforcement data

according to the pre-defined template,

20 whereby the action ID of the QoS enforcement data is

encoded and/or decoded.



