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PUBLISHED INFORMATION PROCESSING METHOD AND
DEVICE, AND INFORMATION PUBLISHING SYSTEM

TECHNICAL FIELD

[0001] The present application relates to the field of data information processing
technologies, and in particular, to a published information processing method and

device, and an information publishing system.

BACKGROUND

[0002] With the rapid development of Internet technologies, a growing number of
companies and organizations choose to display information to users on Internet
platforms. For example, an online retailer can publish promotion information and
merchandise sales information on the Internet; a consumer can publish a comment
about a merchandise and such on the Internet; a banking organization can publish
financial product sales information, bank card purchase discount information, and
such to users on the Internet; and a public welfare organization can disclose donation
information to users on the Internet. By using the Internet to publish information to
the users, companies and organizations’ operating efficiency can be improved, and the
users can learn more information. However, a published information manager can be
an information publisher. To be specific, the information publisher can delete or
modify the published information or adjust a sequence of the published information
by using a back-end server. Originality and integrity of the information published by
the information publisher are very important to the users, and improved credibility of
the published information makes the information publishers more trusted by the users.
[0003] In the existing technology, published information obtained by the users is
mutually independent and almost not associated with each other. In this case, the
information publisher can easily tamper with the published information. For example,
if users make comments about low-quality after-sales services offered by a certain
online retailer for a merchandise sold by the online retailer, because such a comment

may affect sales of the merchandise, the online retailer can delete the comment from
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the back-end database through some channels. Therefore, other users will not know
about the comment or identify that the comment is tampered with by the information
publisher. For another example, if a company publishes an announcement on the
Internet at a time later than a time at which the announcement should be published,
that is, the company modifies the publishing time of the announcement in a back-end
database, it is difficult for the users to provide evidence.

[0004] In the existing technology, due to lack of user supervision, the information
publisher can modify or delete the published information, and consequently,
originality and integrity of the information published by the information publisher
cannot be ensured, and credibility of the published information is reduced. Therefore,
in the existing technology, a published information processing method for improving

the credibility of the publishing information is needed.

SUMMARY

[0005] Implementations of the present application are intended to provide an
information publishing method and device, and an information publishing system, to
increase difficulty in tampering with published information, maintain originality and
integrity of a published information record, and improve credibility of the published
information.

[0006] The information publishing method and device, and an information
publishing system provided in the implementations of the present application are
implemented as described below.

[0007] A published information processing method is provided, and the method
includes the following: obtaining information to be published, and determining
whether the information to be published is the first piece of published information
corresponding to a publishing service item; if the determining result is yes, calculating
an encryption value of predetermined initial information by using a predetermined
encryption algorithm, and adding the encryption value of the predetermined initial
information to the information to be published; or otherwise, calculating, by using a
predetermined encryption algorithm, an encryption value of encrypted data including
the last published information preceding the information to be published, and adding
the encryption value of the encrypted data to the information to be published; and

displaying, based on a predetermined format, the information to be published to which
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the encryption value is added.

[0008] A published information processing method is provided, and the method
includes the following: reading, from published information, a first encryption value
that is of encrypted data including the last published information preceding the
published information and that is calculated by using a predetermined encryption
algorithm; or when published information is the first piece of published information
of a publishing service item, reading, from the published information, a first
encryption value that is of predetermined initial information and that is calculated by
using a predetermined encryption algorithm; calculating, based on a disclosed
predetermined encryption algorithm and the last published information that precedes
the published information and that includes an encryption value, a second encryption
value of the last published information that includes an encryption value; determining
whether the first encryption value is the same as the second encryption value; and if
the determining result is no, determining that at least one piece of published
information before the published information is modified.

[0009] A published information processing device is provided, and the device
includes the following: a to-be-published information acquisition unit, configured to
obtain information to be published, and determine whether the information to be
published is the first piece of published information corresponding to a publishing
service item; a predetermined data encryption value calculation unit, configured to
calculate an encryption value of predetermined initial information by using a
predetermined encryption algorithm, and add the encryption value of the
predetermined initial information to the information to be published if the determining
result of the to-be-published information acquisition unit is yes; an encryption value
calculation unit, configured to calculate, by using a predetermined encryption
algorithm, an encryption value of encrypted data including the last published
information preceding the information to be published, and add the encryption value
of the encrypted data to the information to be published if the determining result of
the to-be-published information acquisition unit is no; and a to-be-published
information display unit, configured to display, based on a predetermined format, the
information to be published to which the encryption value is added.

[0010] A published information processing device is provided, and the device
includes the following: a first encryption value acquisition unit, configured to read,

from published information, a first encryption value that is of encrypted data
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including the last published information preceding the published information and that
is calculated by using a predetermined encryption algorithm; or when published
information is the first piece of published information of a publishing service item,
read, from the published information, a first encryption value that is of predetermined
initial information and that is calculated by using a predetermined encryption
algorithm; a second encryption value calculation unit, configured to calculate, based
on a disclosed predetermined encryption algorithm and the last published information
that precedes the published information and that includes an encryption value, a
second encryption value of the last published information that includes an encryption
value; an encryption value determining unit, configured to determine whether the first
encryption value is the same as the second encryption value; and a modification
determining unit, configured to determine that at least one piece of published
information before the published information is deleted or modified if the determining
result of the encryption value determining unit is no.

[0011] An information publishing system, including an I/O interface and a
processor, where the 1/O interface is configured to obtain information to be published,
and send processed information to be published to a specified display processing unit;
and the processor is configured to determine whether the information to be published
is the first piece of published information corresponding to a publishing service item;
if the determining result is yes, calculate an encryption value of predetermined initial
information by using a predetermined encryption algorithm, and add the encryption
value of the predetermined initial information to the information to be published; or
otherwise, calculate, by using a predetermined encryption algorithm, an encryption
value of encrypted data including the last published information preceding the
information to be published, and add the encryption value of the encrypted data to the
information to be published; and generate the processed information to be published.
[0012] According to the published information processing method and device, and
the information publishing system provided in the present application, an association
relationship can be established between mutually independent published information,
and a linked encryption system is formed in a publishing service item that includes the
published information. In the linked encryption system, an information interpolator
needs to modify all published information records after modifying corresponding
published information, so that all the data looks flawless. This requires high costs, and

can be easily identified. Therefore, according to the method and device in the
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implementations, difficulty in tampering with a published information record can be
increased, originality and integrity of the published information record are ensured,
and credibility of the published information is greatly improved. In addition,
according to the published information processing method and device provided in the
present application, the users can verify, by using the client terminal, whether an
encryption value of the published information matches a disclosed encryption value,
and then determine whether the published information record is tampered with.
Therefore, according to the method and device in the implementations, a role of the
users in supervising the published information records can be further enhanced, and
credibility of the published information is greatly improved, and the information

publisher is highly trusted by the users.

BRIEF DESCRIPTION OF DRAWINGS

[0013] To describe the technical solutions in the implementations of the present
application or in the existing technology more clearly, the following briefly describes
the accompanying drawings required for describing the implementations or the
existing technology. Apparently, the accompanying drawings in the following
description merely show some implementations recorded in the present application,
and a person of ordinary skill in the art can still derive other drawings from these
accompanying drawings without creative efforts.

[0014] FIG. 1 is a method flowchart illustrating an implementation of a published
information processing method, according to the present application;

[0015] FIG. 2 is a method flowchart illustrating an implementation of an
encryption value calculation method, according to the present application;

[0016] FIG. 3 is a method flowchart illustrating another implementation of a
published information processing method, according to the present application;

[0017] FIG. 4 is a schematic structural diagram illustrating modules in an
implementation of a published information processing device, according to the
present application;

[0018] FIG. 5 is a schematic structural diagram illustrating modules in an
implementation of an encryption value calculation unit, according to the present
application;

[0019] FIG. 6 is a schematic structural diagram illustrating modules in another
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implementation of a published information processing device, according to the
present application; and

[0020] FIG. 7 is a schematic structural diagram illustrating modules in another
implementation of a published information processing device, according to the

present application.

DESCRIPTION OF IMPLEMENTATIONS

[0021] To make a person skilled in the art understand the technical solutions in the
present application better, the following clearly and completely describes the technical
solutions in the implementations of the present application with reference to the
accompanying drawings in the implementations of the present application. Apparently,
the described implementations are merely some but not all of the implementations of
the present application. All other implementations obtained by a person of ordinary
skill in the art based on the implementations of the present application without
creative efforts shall fall within the protection scope of the present application.

[0022] The following describes in detail a published information processing
method in the present application with reference to the accompanying drawings. FIG.
1 is a schematic method flowchart illustrating an implementation of a published
information processing method, according to the present application. Although the
present application provides method operation steps shown in the following
implementations or accompanying drawings, the method can include more or fewer
operation steps based on a conventional or non-creative effort. For steps that have no
necessary logical causal relationship, an execution sequence of the steps is not limited
to an execution sequence provided in the implementations of the present application.
During actual published information processing or when the method is performed by a
device, the method can be performed based on a method sequence shown in the
implementations or the accompanying drawings, or can be performed in parallel (for
example, in an environment in which there are parallel processors or multi-thread
processing is performed).

[0023] An implementation of the published information processing method
provided in the present application is shown in FIG. 1, and the method can include the
following steps.

[0024] S1: Obtain information to be published, and determine whether the
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information to be published is the first piece of published information corresponding
to a publishing service item.

[0025] In this implementation of the present application, the publishing service
item can include a service of publishing information by a company or an organization
to users, and the timeliness, authenticity, and integrity of the service usually affect
interests of the users. Generally, different publishing organizations can formulate a
corresponding publishing service item based on requirements of the actual publishing
service. For example, a publishing service item of publishing information on an online
shopping platform can include a consumer's comment about a merchandise, a piece of
published information regarding extraction of some profits of a sold merchandise as a
charitable donation, and such. Generally, in an implementation provided in the present
application, the service item can include at least one of the following: user comment
management, timely  announcement information, donation information,
crowdsourcing data, a payment information record, an order data record, and such.
[0026] Specifically, in this implementation, the user comment management can
include a user's comment about a merchandise or a service. Authenticity and integrity
of the user's comment are very helpful when other users try to evaluate quality of the
merchandise or the service. The timely announcement information can include
information with timeliness that is published by a company or an organization. An
actual publishing time of the timely announcement information helps safeguard the
interests of the users. The donation information can include records about materials
donated by the users to a public welfare organization or a charity. Authenticity and
integrity of the donation records can improve credibility of a public welfare activity.
The crowdsourcing data can include investment data that is of the users who
participate in a crowdsourcing project and that is disclosed by a fundraiser.
Authenticity and integrity of the crowdsourcing data greatly help safeguard the
interests of the users. The payment information record can be a payment record
displayed by a payment platform to a user. Integrity of the payment information
record helps the user understand an individual spending status, and such. The order
data record can be a sales record of a merchandise or a service displayed by an online
retailer.

[0027] An implementation process can include the following:

[0028] SS1: Obtain the information to be published. The information to be

published can include information that needs to be published by the users about the
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service item. A large shopping platform is used as an example. On the shopping
platform, both an online retailer and a consumer are users. The online retailer can
publish merchandise information and a promotion announcement on the shopping
platform, and the users can publish comments about a merchandise on the shopping
platform. In the method in this implementation, predetermined initial information can
be set as a start point of information encryption, to provide assistance in an
information encryption calculation process.

[0029] After the information to be published is obtained, SS2 can be performed:
determining whether the information to be published is the first piece of published
information corresponding to the publishing service item. In this implementation, the
first piece of published information can be the first comment published by the users in
a merchandise comment publishing service item. In another implementation
application scenario, the first piece of published information can be the first piece of
announcement information published in a timely announcement information
publishing service item. It is worthwhile to note that in a process of determining
whether the information to be published is the first piece of published information
corresponding to the publishing service item, whether the information to be published
is the first piece of published information of the publishing service item can be
determined based on a publishing time of the information to be published. Specifically,
when it is identified that no other published information is published in the publishing
service item before the publishing time of the information to be published, it can be
determined that the information to be published is the first piece of published
information.

[0030] In this implementation of the present application, the information to be
published can be obtained, and then whether the information to be published is the
first piece of published information corresponding to the publishing service item can
be determined.

[0031] S2: If the determining result is yes, calculate an encryption value of
predetermined initial information by using a predetermined encryption algorithm, and
add the encryption value of the predetermined initial information to the information to
be published.

[0032] If the information to be published is the first piece of published
information corresponding to the service item, the encryption value of the

predetermined initial information can be calculated. In this implementation, the
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predetermined initial information can be a character string randomly generated in a
back-end database, or can be a predetermined character string. The predetermined
encryption algorithm can be a hash algorithm. The hash algorithm can map a binary
value with an arbitrary length to a relatively short binary value with a fixed length.
The encryption value is a hash value obtained after processing is performed by using
the hash algorithm. The hash value is a unique and terse value representation method
of a segment of data. A different hash value is generated even if one letter in the
information to be published is modified, so as to effectively ensure that encrypted data
is not tampered with, and ensure originality and integrity of the encrypted data. A
unique encryption value can be obtained through calculation by using the hash
algorithm, and security of the encrypted data is ensured. In this implementation,
encryption calculation can be performed by using a hash algorithm in the following
methods as the predetermined encryption algorithm: Message Digest 2 (MD2),
Message Digest 4 (MD4), Message Digest 5 (MDS5), Secure Hash Algorithm 1
(SHAT1), and such. Certainly, the predetermined encryption algorithm can be an
encryption algorithm selected based on an encryption requirement or a data
processing requirement, or can even be a user-defined encryption algorithm.

[0033] The encryption value obtained through calculation is added to the
information to be published. In this case, the information to be published is updated,
and the encryption value of the predetermined initial information is added to original
data of the information to be published.

[0034] It is worthwhile to note that the predetermined initial information and the
predetermined encryption algorithm used to calculate the encryption value can be
disclosed to the users, so that the users verify originality and integrity of the published
information. Certainly, the predetermined initial information can be omitted. In this
case, the predetermined initial information is set to 0, and an encryption value
obtained after the predetermined initial information is encrypted is still 0.

[0035] S3: Otherwise, calculate, by using a predetermined encryption algorithm,
an encryption value of encrypted data including the last published information
preceding the information to be published, and add the encryption value of the
encrypted data to the information to be published.

[0036] If the information to be published is not the first piece of published
information corresponding to the publishing service item, the encryption value of the

encrypted data including the last published information preceding the information to
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be published can be calculated, and the encryption value of the encrypted data is
added to the information to be published.

[0037] In this implementation, the encrypted data can be the last published
information preceding the information to be published. Then, the last published
information can be encrypted by using the predetermined encryption algorithm, to
obtain encryption value of the last published information. Of course, in other
implementations, the encrypted data may include the following.

[0038] In this implementation of the present application, the encrypted data can
further include at least one piece of published information, which precedes the last
published information, obtained by using a predetermined method.

[0039] In this implementation of the present application, the predetermined
method can include at least one of the following: obtaining published information
with a specified number of intervals before the information to be published; and
obtaining published information within a predetermined time range before the
information to be published.

[0040] The predetermined method can be a user-defined acquisition method based
on an actual application scenario. For example, in some actual application scenarios,
information about a certain publishing service item needs to be published relatively
frequently. In this case, if an encryption value of the last published information is
calculated each time information is published, operating efficiency of a back-end
server is definitely affected. Specifically, in an application scenario, users can add 500
comments about a certain fast-selling merchandise each day. In the application
scenario, the predetermined method can be set to calculating an encryption value once
for every previous 20 comments. For example, original comments generated on the
N day include MSG-001, MSG-002, MSG-003, ..., MSG-499, and MSG-500. When
the 21% comment MSG-021 is published, an encryption value of the previous 20
comments is calculated, to obtain a hash value (1-20). The hash value (1-20) and
MSG-021 are published together, and the finally published 21% comment is
MSG-NO021. When the 41% comment MSG-041 is published, an encryption value of
20 comments from the 21 comment to the 40" comment is calculated. The 21%
comment is MSG-N021, and the 22" comment to the 40" comment are MSG-022 to
MSG-040. An encryption value of the 21%' comment to the 40" comment is calculated,
to obtain a hash value (21-40). The hash value (21-40) and MSG-041 are published
together, and the finally published 21% comment is MSG-N041. Certainly, in another
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implementation application scenario, different numbers of pieces of published
information can be used for calculating the encryption value each time. For example,
a time setting method can be used. The encryption value is calculated once every N
hours. Specifically, an encryption value of information published in the previous N
hours before the information to be published can be calculated. An encryption value
of a plurality of pieces of published information preceding the information to be
published is calculated, so that operation frequency of the server can be reduced, and
storage space of the server or client terminal can be saved.

[0041] In an implementation of the present application, FIG. 2 is a method
flowchart illustrating an implementation of an encryption value calculation method,
according to the present application. As shown in FIG. 2, the calculating, by using a
predetermined encryption algorithm, an encryption value of encrypted data including
the last published information preceding the information to be published can include
the following steps.

[0042] S11: Extract specified information data from published information
included in the encrypted data.

[0043] Generally, all information data can be extracted from the published
information included in the encrypted data, and all original data of the published
information is used for encryption calculation. However, in some application
scenarios, an amount of original data included in the published information is
relatively large, or some of the original data changes slightly, or some of the original
data has relatively small impact on the interests of the users. In this case, some
information can be extracted from the original data of the published information as
the specified information data. For example, in a donation information publishing
service item, published information on a public welfare website usually includes data
such as a name, an address, a donation amount, and a phone number of a donator.
Information such as the address and the phone number of the donator has relatively
small impact on authenticity of a donation activity. Therefore, in an encryption value
calculation process, the data information such as the address and the phone number of
the donator can be ignored, and only the name and the donation amount of the donator
need to be used as the specified information data for encryption calculation.

[0044] S12: Encrypt the extracted specified information data by using the
predetermined encryption algorithm, to generate the encryption value.

[0045] After the specified information data for encryption calculation is
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determined, the encryption value can be calculated and generated. Specifically, the
extracted specified information data can be encrypted by using the predetermined
encryption algorithm, to generate the encryption value. Similar to step S2, the
predetermined encryption algorithm can be a hash algorithm, and correspondingly, the
encryption value is a hash value obtained after processing is performed by using the
hash algorithm. In this implementation, encryption calculation can be performed by
using a hash algorithm in the following methods as the predetermined encryption
algorithm: Message Digest 2 (MD2), Message Digest 4 (MD4), Message Digest 5
(MDS), Secure Hash Algorithm 1 (SHAT1), and such.

[0046] Some data is selected from the original data included in the published
information as the specified information data for encryption calculation, so that some
data that has small impact on originality and authenticity of the published information
can be removed, an operation amount of the server can be reduced, and storage space
of the server or the client terminal can be saved.

[0047] In another implementation of the present application, the method can
further include the following: obtaining additional data information, where
correspondingly, the encrypted data includes the additional data information.

[0048] In the original data included in the published information, some data can
have small impact on the interests of the users. However, some data that can have
large impact on the interests of the users is not included in the original data. For
example, timely announcement information published by some companies or
organizations cannot necessarily include a time at which information is published.
However, for the users, a publishing time of timely information can be used as a basis
to determine whether a company or an organization delays the publishing or tampers
with the publishing time. In this implementation, the additional data information can
be further obtained, and the additional data information is used as a part of data for
encryption calculation. In addition, the additional data information can be obtained
from a file such as an operating log of the server. Specifically, in an application
scenario, original timely announcement information published by the online retailer to
the users includes MEG-1, MEG-2, ..., and MEG-N. In an encryption value
calculation process, time information can be added to the encrypted data. When
MEG-1 is published, a hash value (MEG-0+TO0), that is, predetermined initial
information MEG-0 plus a predetermined initial time T0, can be calculated. The hash

value (MEG-0+T0) and MEG-1 are published together, and the finally published first
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piece of timely announcement information is MEG-T1. When second timely
announcement information MEG-2 is published, a hash value (MEG-1+T1), that is,
MEG-T1 plus a publishing time T1 of MEG-T1, can be calculated. The hash value
(MEG-1+T1) and MEG-2 are published together, and the finally published second
timely announcement information is MEG-T2. Certainly, in another implementation,
the additional data information can be information such as a code of an information
publishing server, or an organization code of an information publishing unit.

[0049] Additional data information in the original data included in the published
data is used as encrypted data for encryption calculation, so that uniqueness and
authenticity of the encrypted data can be further enhanced, difficulty in tampering
with the published information can be increased, and security of the published
information can be ensured.

[0050] It is worthwhile to note that one purpose of the published information
processing method provided in the present application is to allow the users to
participate in supervising originality and integrity of the published information. In
another implementation of the present application, subsequently, the predetermined
encryption algorithm, the specified information data, or the additional data
information used to generate the encryption value through calculation can be further
published to the users, so that the users can verify the originality and the integrity of
the published information with reference to the additional data information.

[0051] In this implementation, the encryption value of the encrypted data
including the last published information preceding the information to be published is
added to the information to be published, so that adjacent pieces of published
information are associated with each other, and a linked encryption system is formed
in the whole publishing service item. The users can identify, by using only a disclosed
predetermined encryption algorithm and encrypted data for encryption calculation,
whether the published information is tampered with. In the linked encryption system,
an information interpolator needs to modify all published information records after
modifying corresponding published information, so that all the data looks flawless.
This requires high costs, and can be easily identified. Therefore, the published
information processing method provided in the present application has high credibility
in maintaining data originality and integrity.

[0052] S4: Display, based on a predetermined format, the information to be
published to which the encryption value is added.
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[0053] After the information to be published is updated, the information to be
published actually includes two parts: the original data to be published, and the added
encryption value of the encrypted data including the last published information
preceding the information to be published. The updated information to be published
can be displayed by using a plurality of methods. In an implementation of the present
application, the encryption value can be directly added to an end location of the
original data of the original information to be published. In another implementation of
the present application, a link to the encryption value can be created in the original
published information, and the users can obtain the encryption value by clicking on
the link. In another implementation of the present application, a table that stores the
information to be published and the encryption value added to the information to be
published can be created in a display page of the service item. The users can search
the table for the encryption value.

[0054] The present application further provides an implementation of a published
information processing method implemented from a perspective of client terminal.
FIG. 3 is a method flowchart illustrating another implementation of a published
information processing method, according to the present application. As shown in FIG.
3, the method can include the following steps.

[0055] S101: Read, from published information, a first encryption value that is of
encrypted data including the last published information of the published information
by using a predetermined encryption algorithm; or when published information is the
first piece of published information of a publishing service item, read, from the
published information, a first encryption value that is of predetermined initial
information and that is calculated by using a predetermined encryption algorithm.
[0056] After obtaining the published information, the client terminal can verify
whether the last published information preceding the published information is
tampered with. First, the first encryption value that is of the encrypted data including
the last published information preceding the published information and that is
calculated by using the predetermined encryption algorithm can be read from the
published information; or when the published information is the first piece of
published information of the publishing service item, the first encryption value that is
of the predetermined initial information and that is calculated by using the
predetermined encryption algorithm can be read from the published information. The

first encryption value can be directly obtained by using the display method provided
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in the previous S4.

[0057] S102: Calculate, based on a disclosed predetermined encryption algorithm
and the last published information that precedes the published information and that
includes an encryption value, a second encryption value of the last published
information that includes an encryption value.

[0058] After verifying whether the last published information preceding the
published information is tampered with, the client terminal can determine, through
calculation, whether an actual encryption value of the last published information that
precedes the published information and that includes an encryption value is the same
as an encryption value included in the published information. Specifically, the client
terminal can calculate, based on the disclosed predetermined encryption algorithm
and the last published information that precedes the published information, that
includes an encryption value and that is used to calculate an encryption value, the
second encryption value of the last published information that includes an encryption
value.

[0059] S103: Determine whether the first encryption value is the same as the
second encryption value.

[0060] S104: If the determining result is no, determine that at least one piece of
published information before the published information is deleted or modified.

[0061] When the first encryption value and the second encryption value are
different, it can be determined that at least one piece of the publishing information
before the published information is tampered with (deleted or modified).

[0062] According to the published information processing method provided in the
present application, an association relationship can be established between mutually
independent published information, and a linked encryption system is formed in a
publishing service item that includes the published information. In the linked
encryption system, an information interpolator needs to modify all published
information records after modifying corresponding published information, so that all
the data looks flawless after the published information is modified. This requires high
costs, and can be easily identified. Therefore, according to the method in this
implementation, difficulty in tampering with the published information record can be
increased, originality and integrity of the published information record are maintained,
and credibility of the published information is greatly improved. In addition,

according to the published information processing method provided in the present
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application, the users can verify, by using the client terminal, whether the encryption
value of the published information matches a disclosed encryption value, and then
determine whether the published information record is tampered with. Therefore,
according to the method in this implementation, a role of the users in supervising the
published information records can be further enhanced, and credibility of the
published information is greatly improved, and the information publisher is highly
trusted by the users.

[0063] Based on the published information processing method provided in the
implementations of the present application, the present application further provides a
published information processing device. FIG. 4 is a schematic structural diagram
illustrating modules in an implementation of a published information processing
device, according to the present application. As shown in FIG. 4, the device 40 can
include the following: a to-be-published information acquisition unit 41, configured to
obtain information to be published, and determine whether the information to be
published is the first piece of published information corresponding to a publishing
service item; a predetermined data encryption value calculation unit 42, configured to
calculate an encryption value of predetermined initial information by using a
predetermined encryption algorithm, and add the encryption value of the
predetermined initial information to the information to be published if the determining
result of the to-be-published information acquisition unit is yes; an encryption value
calculation unit 43, configured to calculate, by using a predetermined encryption
algorithm, an encryption value of encrypted data including the last published
information preceding the information to be published, and add the encryption value
of the encrypted data to the information to be published if the determining result of
the to-be-published information acquisition unit is no; and a to-be-published
information display unit 44, configured to display, based on a predetermined format,
the information to be published to which the encryption value is added.

[0064] According to the published information processing device provided in the
present application, an association relationship can be established between mutually
independent published information, and a linked encryption system is formed in a
publishing service item that includes the published information. In the linked
encryption system, an information interpolator needs to modify all published
information records after modifying corresponding published information, so that all

the data looks flawless. This requires high costs, and can be easily identified.

16



10

15

20

25

30

Therefore, according to the device in this implementation, difficulty in tampering with
the published information record can be increased, originality and integrity of the
published information record are ensured, and credibility of the published information
is greatly improved.

[0065] In an implementation of the present application, the encrypted data can
further include at least one piece of published information, which precedes the last
published information, obtained by using a predetermined method.

[0066] In this implementation, the at least one piece of published information
before the last published information is added to the encrypted data, so that adjacent
pieces of published information are associated with each other, a linked encryption
system is formed in a whole publishing service item, and security of the encryption
system for the publishing service item is improved.

[0067] In an implementation, the predetermined method can be set to obtaining
published information with a specified number of intervals before the information to
be published or obtaining published information within a predetermined time range
before the information to be published. Therefore, in another implementation of the
device of the present application, the processing device can further include the
following: a predetermined number information acquisition unit, configured to obtain
published information with a specified number of intervals before the information to
be published; and a predetermined time information acquisition unit, configured to
obtain published information within a predetermined time range before the
information to be published.

[0068] The published information with a specified number of intervals or the
published information within a predetermined time range before the information to be
published is obtained by using the predetermined number information acquisition unit
or the predetermined time information acquisition unit, so that when a server
calculates an encryption value of a plurality of pieces of published information
preceding the information to be published, operation frequency of the server can be
reduced, and storage space of the server or the client terminal can be saved.

[0069] FIG. 5 is a schematic structural diagram illustrating modules in an
implementation of an encryption value calculation unit, according to the present
application. As shown in FIG. 5, the encryption value calculation unit 43 can include
the following: a first information selection unit 51, configured to extract specified

information data from published information included in the encrypted data; and a
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first encryption value generation unit 52, configured to encrypt the extracted specified
information data by using the predetermined encryption algorithm, to generate the
encryption value.

[0070] Some data is selected from original data included in the published
information as the specified information data for encryption calculation by using the
encryption value calculation unit 43, so that some data that has small impact on
originality and authenticity of the published information can be removed, the
computational amount of the server can be reduced, and storage space of the server or
the client terminal can be saved.

[0071] FIG. 6 is a schematic structural diagram illustrating modules in another
implementation of a published information processing device, according to the
present application. As shown in FIG. 6, the device 60 can further include the
following: an additional data acquisition unit 61, configured to obtain additional data
information, where correspondingly, the encrypted data in the encryption value
calculation unit 43 includes the additional data information.

[0072] Additional data information in original data included in the published data
is used as encrypted data for encryption calculation by using the additional data
acquisition unit 61, so that uniqueness and authenticity of the encrypted data can be
further enhanced, difficulty in tampering with the published information can be
increased, and security of the published information can be ensured.

[0073] In an implementation of the present application, the predetermined
encryption algorithm is a hash algorithm, and the encryption value is a hash value
obtained after processing is performed by using the hash algorithm. A unique
encryption value can be obtained through calculation by using the hash algorithm, and
security of the encrypted data is ensured. In this implementation, encryption
calculation can be performed by using a hash algorithm in the following methods as
the predetermined encryption algorithm: Message Digest 2 (MD2), Message Digest 4
(MD4), Message Digest 5 (MDS5), Secure Hash Algorithm 1 (SHA1), and such.
Certainly, the predetermined encryption algorithm can be an encryption algorithm
selected based on an encryption requirement or a data processing requirement, or can
even be a user-defined encryption algorithm.

[0074] In an implementation of the present application, the publishing service
item can include at least one of the following: user comment management, timely

announcement information, donation information, crowdsourcing data, payment
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information record, order data record, and such.

[0075] Another aspect of the present application further provides a published
information processing device for client terminal. FIG. 7 is a schematic structural
diagram illustrating modules in another implementation of a published information
processing device, according to the present application. As shown in FIG. 7, the
device 70 can include the following: a first encryption value acquisition unit 71,
configured to read, from published information, a first encryption value that is of
encrypted data including the last published information preceding the published
information and that is calculated by using a predetermined encryption algorithm; or
when published information is the first piece of published information of a publishing
service item, read, from the published information, a first encryption value that is of
predetermined initial information and that is calculated by using a predetermined
encryption algorithm; a second encryption value calculation unit 72, configured to
calculate, based on a disclosed predetermined encryption algorithm and the last
published information that precedes the published information and that includes an
encryption value, a second encryption value of the last published information that
includes an encryption value; an encryption value determining unit 73, configured to
determine whether the first encryption value is the same as the second encryption
value; and a modification determining unit 74, configured to determine that at least
one piece of published information before the published information is deleted or
modified if the determining result of the encryption value determining unit is no.
[0076] According to the published information processing device provided in the
present application, the users can verify, by using the client terminal, whether the
encryption value of the published information matches a disclosed encryption value,
and then determine whether the published information record is tampered with.
Therefore, according to the device in this implementation, a role of the users in
supervising the published information records can be further enhanced, and credibility
of the published information is greatly improved, and the information publisher is
highly trusted by the users.

[0077] Based on the published information processing method and device,
according to the implementations of the present application, the present application
further provides an information publishing system, and the system can include an I/O
interface and a processor.

[0078] The I/O interface is configured to obtain information to be published, and
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send processed information to be published to a specified display processing unit.
[0079] The processor is configured to determine whether the information to be
published is the first piece of published information corresponding to a publishing
service item. If the determining result is yes, calculate an encryption value of
predetermined initial information by using a predetermined encryption algorithm, and
add the encryption value of the predetermined initial information to the information to
be published; or otherwise, calculate, by using a predetermined encryption algorithm,
an encryption value of encrypted data including the last published information
preceding the information to be published, and add the encryption value of the
encrypted data to the information to be published; and generate the processed
information to be published. In the information publishing system, an association
relationship can be established between mutually independent published information,
and a linked encryption system is formed in a publishing service item that includes the
published information. Therefore, according to the information publishing system in
this implementation, difficulty in tampering with a published information record can
be increased, originality and integrity of the published information record are
maintained, and credibility of the published information is greatly improved.

[0080] Although data display and processing such as different hash data
encryption methods, a method for adding an encryption value to information to be
published, an information data extraction method, and an information display method
in the implementations are described in the present application. The present
application is not limited to a data processing and display case that completely
conforms to an industry standard, a certain computer language execution standard, or
the descriptions in this implementation. An implementation modified based on certain
standardized computer languages or implementations can also achieve an
implementation effect the same as, equivalent to, or similar to that achieved in the
previous implementation, or achieve a predictable implementation effect after the
previous implementation is transformed. Certainly, even if the data processing and
determining methods are not used, the same application can still be implemented
based on data encryption, information exchange, and information determining
feedback method of the previous implementations of the present application. Details
are omitted here for simplicity.

[0081] Although the present application provides method operation steps

described in the implementations or flowcharts, more or fewer operation steps can be
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included based on a conventional or non-creative means. The example step sequence
in the implementations is merely one of a plurality of step execution sequences, and
does not represent a unique execution sequence. When being performed in an actual
device or client terminal product, the operation steps can be performed based on a
method sequence shown in the implementations or the accompanying drawings, or
can be performed in parallel (for example, in an environment in which there are
parallel processors or multi-thread processing is performed).

[0082] The units, devices, systems, and modules described in the previous
implementations can be implemented by a computer chip or an entity, or implemented
by a product that has a certain function. For ease of description, the previous device is
described based on division of the functions into various modules. Certainly, when the
present application is implemented, the functions of each module can be implemented
in one or more pieces of software and/or hardware. Certainly, a module implementing
the same function as a certain unit module described in the present application can
also be implemented by a plurality of submodules or a combination of submodules.
[0083] A person skilled in the art also know that, in addition to implementing the
controller by using the computer readable program code, logic programming can be
performed on the method steps to allow the controller to implement the same function
in forms of the logic gate, the switch, an application-specific integrated circuit, a
programmable logic controller, and an embedded microcontroller. Therefore, the
controller can be considered as a hardware component, and a device that is included
in the controller and used to implement various functions can also be considered as a
structure in the hardware component. Or, the device configured to implement various
functions can even be considered as both a software module implementing the method
and a structure in the hardware component.

[0084] The present application can be described in the general context of
computer executable instructions executed by a computer, for example, a program
module. Generally, the program module includes a routine, a program, an object, a
component, a data structure, a type, and such, that performs a specific task or
implements a specific abstract data type. The present application can also be practiced
in distributed computing environments. In the distributed computing environments,
tasks are performed by remote processing devices connected with a communications
network. In a distributed computing environment, the program module can be located

in both local and remote computer storage media including storage devices.
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[0085] It can be seen from descriptions of the implementations that, a person
skilled in the art can clearly understand that the present application can be
implemented by using software in addition to a necessary universal hardware platform.
Based on such an understanding, the technical solutions of the present application
essentially, or the part contributing to the existing technology, can be implemented in
a form of a software product. The computer software product can be stored in a
storage medium, such as a ROM/RAM, a magnetic disk, or an optical disc, and
includes several instructions for instructing a computer device (which can be a
personal computer, a mobile device, a server, a network device, and such.) to perform
the methods described in the implementations or in some parts of the implementations
of the present application.

[0086] The implementations in the present specification are described in a
progressive method. For the same or similar parts in the implementations, reference
can be made to each other. Each implementation focuses on a difference from other
implementations. The present application can be used in many general-purpose or
dedicated computer device environments or configurations, for example, personal
computers, server computers, handheld or portable devices, tablet-type devices,
multi-processor devices, microprocessor-based devices, set-top boxes, programmable
electronic devices, network PCs, minicomputers, mainframe computers, distributed
computing environments including any one of the previously described apparatus or
devices, and such.

[0087] Although the present application is described by using implementations, a
person of ordinary skill in the art knows that many modifications and variations of the
present application can be made without departing from the spirit of the present
application. It is expected that the claims include these modifications and variations

without departing from the spirit of the present application.
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CLAIMS

1. A method for processing published information, wherein the method comprises:
obtaining information to be published (SS1) for visual display;
determining whether the information to be published is a first piece of published
information corresponding to a publishing service item (SS2);
in response to determining that the information to be published is a first piece of
published information corresponding to a publishing service item:
calculating an encryption value of predetermined initial information using a
predetermined encryption algorithm, and
adding the encryption value of the predetermined initial information to the
information to be published (S2); or
in response to determining that the information to be published is not a first piece of
published information corresponding to a publishing service item:
calculating, using a predetermined encryption algorithm, an encryption value of
encrypted data comprising the last published information preceding the information to be
published, and
adding the encryption value of the encrypted data to the information to be
published (S3); and
visually displaying, based on a predetermined format, the information to be published to

which the encryption value is added (S4).
2. The published information processing method according to claim 1, wherein the
encrypted data further comprises at least one piece of published information for visual display

that is obtained using a predetermined method and that precedes the last published information.

3. The published information processing method according to claim 2, wherein the

predetermined method comprises at least one of the following:
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obtaining published information with a specified number of intervals before the
information to be published; and
obtaining published information within a predetermined time range before the

information to be published.

4. The published information processing method according to claim 1 or 2, wherein
calculating, using a predetermined encryption algorithm, an encryption value of encrypted data
comprising the last published information preceding the information to be published comprises:

extracting specified information data from published information comprised in the
encrypted data (S11); and

encrypting the extracted specified information data using the predetermined encryption

algorithm, to generate the encryption value (S12).

5. The published information processing method according to claim 1 or 2, wherein the
method further comprises obtaining additional data information, wherein correspondingly, the

encrypted data comprises the additional data information.

6. The published information processing method according to claim 1 or 2, wherein:
the predetermined encryption algorithm is a hash algorithm; and
the encryption value is a hash value obtained after processing is performed using the hash

algorithm.

7. The published information processing method according to claim 1 or 2, wherein the
publishing service item comprises at least one of the following service types:
user comment management, timely announcement information, donation information,

crowdsourcing data, a payment information record, and an order data record.

8. A method for processing published information, wherein the method comprises:

reading, from published information for visual display based on a predetermined format,
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a first encryption value that is of encrypted data comprising the last published information
preceding the published information and that is calculated using a predetermined encryption
algorithm; or when published information is the first piece of published information of a
publishing service item, reading, from the published information, a first encryption value that is
of predetermined initial information and that is calculated using a predetermined encryption
algorithm (S101);

calculating, based on a disclosed predetermined encryption algorithm and the last
published information that precedes the published information and that comprises an encryption
value, a second encryption value of the last published information that comprises an encryption
value (S102);

determining whether the first encryption value is the same as the second encryption value
(S103); and

in response to determining that the first encryption value is not same as the second
encryption value, determining that at least one piece of published information before the

published information is modified (S104).

9. A device for processing published information, wherein the device comprises multiple

units configured to perform operations according to the method of any one of claims 1 to 7.

10. A device for processing published information, wherein the device comprises

multiple units configured to perform operations according to the method of claim 8.
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