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information.  In some embodiments, the blockchain-based watch list stores the sensitive data 

elements in the blockchain network in a distributed manner. In some embodiments, the 

blockchain-based watch list can facilitate managing the sensitive data elements stored in the 

watch list. In some embodiments, the blockchain-based watch list can provide enhanced data 

security by providing tamper-resistant protection of the sensitive data elements and 

preventing malicious actions and cyber-attacks against the watch list.  

[0005a] According to an embodiment of this specification, there is provided a computer-

implemented method for managing sensitive data elements that are stored in a blockchain 

network. The method includes: receiving, by a network node of a blockchain network, a 

request from a client device to perform a modification to a watch list that is stored in the 

blockchain network, wherein the watch list comprises a plurality of sensitive data elements, 

and wherein the request comprises a digital signature generated using a private key of the 

client device; determining, by the network node, whether the client device is authorized to 

modify the watch list based on the digital signature; in response to determining that the client 

device is authorized to modify the watch list: performing, by the network node, a consensus 

procedure on the request within the blockchain network; determining, based on the reply 

messages, that a consensus is achieved; and performing, by the network node, the 

modification to the watch list. The consensus procedure includes transmitting, to a plurality 

of consensus nodes of the blockchain network, a request verification message, and receiving 

reply messages from the plurality of consensus nodes. 

[0006] This specification also provides one or more non-transitory computer-readable 

storage media coupled to one or more processors and having instructions stored thereon 

which, when executed by the one or more processors, cause the one or more processors to 

perform operations in accordance with embodiments of the methods provided herein. 

[0007] This specification further provides a system for implementing the methods 

provided herein. The system includes one or more processors, and a computer-readable 

storage medium coupled to the one or more processors having instructions stored thereon 

which, when executed by the one or more processors, cause the one or more processors to 

perform operations in accordance with embodiments of the methods provided herein. 

[0008] It is appreciated that methods in accordance with this specification may include 

any combination of the aspects and features described herein.  That is, methods in accordance 
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with this specification are not limited to the combinations of aspects and features specifically 

described herein, but also include any combination of the aspects and features provided. 

[0009] The details of one or more embodiments of this specification are set forth in the 

accompanying drawings and the description below.  Other features and advantages of this 

specification will be apparent from the description and drawings, and from the claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0010] FIG. 1 is a diagram illustrating an example of an environment that can be used to 

execute embodiments of this specification. 

[0011] FIG. 2 is a diagram illustrating an example of an architecture in accordance with 

embodiments of this specification. 

[0012] FIG. 3 is a diagram illustrating an example of a system in accordance with 

embodiments of this specification. 

[0013] FIG. 4 depicts an example of a process that can be executed in accordance with  
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CLAIMS 

1. A computer-implemented method for managing sensitive data elements that are stored 

in a blockchain network, the method comprising: 

 receiving, by a network node of a blockchain network, a request from a client device 

to perform a modification to a watch list that is stored in the blockchain network, wherein the 

watch list comprises a plurality of sensitive data elements, and wherein the request comprises 

a digital signature generated using a private key of the client device; 

determining, by the network node, whether the client device is authorized to modify 

the watch list based on the digital signature; 

in response to determining that the client device is authorized to modify the watch list：   

performing, by the network node, a consensus procedure on the request within 

the blockchain network, wherein the consensus procedure comprises: 

 transmitting, to a plurality of consensus nodes of the blockchain 

network, a request verification message, and 

 receiving reply messages from the plurality of consensus nodes;  

determining, based on the reply messages, that a consensus is achieved; and 

performing, by the network node, the modification to the watch list.  

 

2. The method of claim 1, wherein the plurality of sensitive data elements are subject to 

monitoring, filtering, or both by one or more authorized entities.  

 

3. The method of any preceding claim, wherein the request to perform the modification 

to the watch list comprises one or more of a request to add a new sensitive data element to 

the watch list, a request to remove a sensitive data element from the watch list, or a request to 

edit a sensitive data element in the watch list. 

  

4. The method of any preceding claim, wherein the plurality of sensitive data elements 

are encrypted. 

 

5. The method of any preceding claim, wherein the determining, by the network node, 
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whether the client device is authorized to modify the watch list based on the digital signature 

comprises determining that the client device is authorized to modify the watch list based on 

the digital signature and a public key of an authorized entity that is authorized to modify the 

watch list. 

  

6. The method of claim 5, wherein the authorized entity is indicated in a whitelist that is 

stored in the network node, and the whitelist comprises one or more authorized entities that 

are authorized to modify the watch list. 

 

7. The method of any preceding claim, further comprising: 

  receiving, by the network node, an inquiry request from a second client device for a 

sensitive data element in the watch list that is stored in the blockchain network, wherein the 

inquiry request comprises a second digital signature generated using a private key of the 

second client device; 

determining, by the network node, whether the second client device is authorized to 

obtain the sensitive data element based on the second digital signature; and 

in response to determining that the second client device is authorized to obtain the 

sensitive data element, transmitting, by the network node, a response to the second client 

device, the response comprising the sensitive data element that is encrypted. 

 

8. The method of claim 1, wherein each of the plurality of consensus nodes is on a 

server of an authorized entity that controls access to the watch list.  

 

9. The method of claim 8, wherein the blockchain network comprises a non-consensus 

node, wherein the non-consensus node is on a server of a subsidiary of the authorized entity, 

and wherein the subsidiary can obtain the watch list from the plurality of consensus nodes 

without authority to modify the watch list. 

 

10. An apparatus for managing sensitive data elements stored in a blockchain network, 

the apparatus comprising a plurality of modules for performing the method of any one of 

claims 1 to 9. 
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11. A system for managing sensitive data elements stored in a blockchain network, 

comprising: 

 one or more processors; and 

one or more computer-readable memories coupled to the one or more processors and 

having instructions stored thereon that are executable by the one or more processors to 

perform the method of any one of claims 1 to 9. 




