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DESCRIPTION  Checking device and recording medium for checking the
identification of an operator                                  Technical
Field  5   The present invention relates to a checking device for checking
the    operator of information equipment, and a recording medium which
stores    programs for working a computer as such a checking device.
Background Art        Of late, information equipment like a personal
computer, an input  10 portable terminal, etc. has become widely used.
In general, such information equipment is designed so that users can  be
restricted by checking passwords, in order to prevent information from
being accessed by unauthorized persons.        However, the input of
passwords is troublesome. This is so  15 especially in the case of a pen
input portable terminal with no keyboard.
Disclosure of Invention 



It is accordingly an object of the present invention to facilitate an
operation for checking the operator who uses information equipment.
According to one aspect of the present invention, there is provided a  20
checking device for checking an operator, comprising:       storage means
for storing in advance an image and a location of at  least one checking
point set to the image;     display means, having a display screen, for
displaying the image;  designation means for designating any point on the
display screen of 25 the display means; and        checking control means
for making the display means display the    image stored in the storage
means in order to check the operator (to check
2    whether the operator has a right to use the information equipment),
detecting that any point on the display screen of the display means has
been designated by the designation means, and determining that checking
is O.K (i.e. the operator has a right to use the information equipment).
5 when a location of the point designated by the designation means
corresponds to the location of the at least one checking point stored in
the 



storage means.         According to the checking device described above,
checking is     performed by the simple operation of designating at least
one checking  10 point on the image. In the case of the input of a
password, there is the     great risk that a person who is unauthorized to
use the pen input portable    terminal can easily guess the password from
the motions of the user's     hands or the touch pen at the time of the
input of the password. However,     the present invention does not entail
such a risk, since the location of any 15 point designated on the image is
checked. If mere coordinates on the     display screen which is not
displaying such an image are to be designated,   there will be the great
possibility that the user may forget where they are.    In the present
invention, however, since the checking point as registered is     a point
on the image, the user can easily remember its location and 20 therefore
can easily designate it.         According to the present invention, a
plurality of images may be    displayed sequentially. In this case,
checking is performed by the simple    operation of designating a checking
point on each of the images displayed     sequentially. In the case of the
input of a password, there is the great risk 25  that a person who is
unauthorized to use the pen input portable terminal     can easily guess
the password from the motions of the user's hands or the    touch pen at
the time of the input of the password. In the present    invention,
however, the locations of any points designated on the images  



3   are checked. Therefore, the present invention does not entail such a
risk.    If mere coordinates on the display screen which is not displaying
such an    image are to be designated, there will be the great possibility
that the user    may forget where they are. In the present invention,
however, since the  5 checking points as registered are points on the
images, the user can easily    remember their locations, and therefore can
easily designate them.         Furthermore, according to the present
invention, checking may be    performed by the simple operation of
selecting and designating a plurality     of images which are displayed
sequentially. In the case of the input of a  10 password, there is the
great risk that a person who is unauthorized to use    the pen input
portable terminal can easily guess the password from the    motions of the
user's hands or the touch pen at the time of the input of the     password.
The present invention does not entail such a risk, since    checking is
performed by selecting and designating the sequentially 15 displayed
images. If mere coordinates on the display screen which is not
displaying such an image, there will be the great possibility that the user
may forget where they are. The present invention does not have such a
possibility, because the sequentially displayed images need only be  



selected and designated.  20                       Brief Description of
Drawings         Fig. 1A is a block diagram illustrating the structure of
the pen input     portable terminal which employs a checking device
according to the first    embodiment of the present invention;     Fig. 1B
is a diagram, illustrating a display screen, for explaining 25 operations
according to the first embodiment of the present invention; Fig. 2 is a
flowchart for explaining how the pen input portable terminal    which
employs the checking device of the first embodiment of the present
invention operates;                                                  4
Fig. 3A is a diagram showing a correspondence between an event and       an
image;         Fig. 3B is a diagram which illustrates an image location
table;          Fig. 3C is a diagram for explaining a relationship between
the size of    5 an image and a checking point on the image;          Fig.
3D is a diagram for explaining the location of the image origin;
Fig. 4A is a diagram which illustrates an image location table according 



to the second embodiment of the present invention;         Fig. 4B is a
diagram, illustrating the display screen, for explaining   10 operations
according to the second embodiment of the present invention;          Fig.
4C is a diagram which illustrates a check window table provided      for
each application in the third embodiment of the present invention;
Fig. 5 is a flowchart for explaining how the pen input portable terminal
which employs a checking device according to the second embodiment of  15
the present invention operates;          Fig. 6A is a diagram, illustrating
variations of the display screen, for   explaining operations according to
the third embodiment of the present      invention; and          Fig. 6B is
a flowchart for explaining how the pen input portable terminal  20 which
employs a checking device according to the third embodiment of the
present invention operates.                      Best Mode for Carrying Out
the Invention                                  First Embodiment
Fig. 1A is a diagram showing the structure of the pen input portable  25
terminal employing the checking device according to the first embodiment of
the present invention. In the illustration, reference numeral 10 denotes
a CPU serving as a control section which controls the entirety of the pen
input portable terminal. Reference numeral 12 represents an input   



5    device which includes a touch panel, a touch pen, etc. The touch panel
is     arranged at the display screen of a display device 14 such as an LCD
display, for example. Reference numeral 16 denotes a storage device
like a hard disk, a ROM or the like which stores images to be displayed,
for   5 example. Reference numeral 18 represents a RAM storing an image
location table to be described later.         Reference numeral 20 denotes
a storage medium control section     which controls the storing and reading
of data in and from a storage     medium 22 such as a loaded floppy disk,
an optical (magnetic) disk or the  10 like. Reference numeral 24 represents
a communications control section     which transfers and receives data to
and from an external device through a    communications line 26 (which may
be a cable or radio waves).        Processing programs and data, etc.,
which the CPU 10 executes to     work as the checking device, are stored in
the storage device 16 or the 15 storage medium 22 in advance. Needless to
say, however, they may not     be in the storage device 16 or the storage
medium 22, and may be  



received from any other device connected to the communications line 26
or the like, and then may be stored (in a non-illustrated work memory
provided in the RAM 18, for example). Alternatively, any other device 20
connected to the communications line 26 or the like may include a storage
unit or a storage medium, and the programs and data stored therein may
be transferred therefrom through the communications line 26.
Operations according to the above-described structure will now be
described. 25    According to the checking device of the first embodiment,
as illustrated    In Fig. 1B, the display screen 14A of the display device
14 displays an     image 28 preset and stored in advance. When any points
on the image     28 are designated by the touch pen of the input device 12,
the checking                                                 6    device
determines whether the locations of the designated points coincide     with
those of points 28A and 28B preset and stored in advance, thereby
determining whether checking is O.K. or N.G.          Fig. 2 is a flowchart
showing such procedures. Either the storage   5 device 16 or the storage
medium 22 stores programs for realizing the     individual functions shown
in the above flowchart, in the form of program 



codes readable by the CPU 10.          Fig. 3A illustrates a table which a
user has preset and stored in the      RAM 18 in advance. This table lists
a plurality of events (the activation of  10 the pen input portable
terminal and the activation of a specific application)     and images
(images A and B) in association with each other. First, the     CPU 10
selects one of the images which corresponds to the current event     from
the table of Fig. 3A (step S10). After this, the CPU 10 sets the initial
value "1" in both a rank register and an image ratio register, which are
15 included in the CPU 10 or the RAM 18 (step S12).          The user can
select one or more checking points on each image (A   and B) and store
their locations beforehand in the image location table     stored in the
RAM 18 and illustrated in Fig. 3B. The value set in the rank      register
indicates the order of designation of the checking points. As  20 seen from
Fig. 3B, the image location table stores, in association with      each
checking point, its location on the corresponding image and its rank     in
the designation order. The checking points' locations on the image are
not relative coordinates from the origin (0, 0) which is located at the
left     corner of the image as shown in Fig. 3C (the relative coordinates
of the L25 checking point which is first in rank is (w1, h1), for example),
but the "ratio     positions" which are expressed in the ratio of the
relative coordinates from   the origin (0, 0) to the dimensions, i.e., the
width WA (or WB) and height  HA (or HB) of the image. This is because the
scale of such an image can       



7    be freely increased or reduced. If the image scale is increased or
reduced, variations will occur also in the points' locations (relative
coordinates) from the origin. The ratio positions are adopted in view of
such a possible change in the image scale. The value set in the image   5
ratio register indicates the display scale of a selected image.
After the selection of the image and the initialization of each register,
the CPU 10 makes the display device 14 display the selected image so as
to begin from the image origin and on the scale represented by the value
set in the image ratio register (step S14). The coordinates of the image
10 origin are those from the display coordinates origin located at the
upper    left corner of the display screen 1 4A, and may be preset,
prestored    coordinates or may be randomly occurring coordinates.
Then the CPU 10 determines whether inputs have been made with the    touch
pen of the input device 12 (step S16). When the CPU 10 15 determines
whether no inputs have been made, it updates the coordinates    of the
image origin, and alters the value set in the image ratio register
(step S18), after which the CPU 10 returns to the step S14. As a result,
the position and size of the image vary as shown by broken lines in Fig.
3D.  20   When the CPU 10 determines that inputs have been made with the
touch pen, it attains the coordinates of the points designated by the touch
pen (step S20), and derives the locations of the designated points from the
attained coordinates (step S22). The location of each point can be  



derived by subtracting the coordinates of the image origin from the point's
25 coordinates. Then, the CPU 10 calculates the ratio positions of the
designated points on the basis of the derived locations and the dimensions
of the image (step S24). In the case of a point whose location is specified
by (xs, ys), for example, its ratio position is (xs/WA, ys/HA). Having thus
8   calculated the ratio positions of the designated points, the CPU 10
compares the calculated ratio positions with those stored in the image
location table and corresponding in rank to the calculated ratio positions
(step S26), and determines whether any errors or differences between the  5
ratio positions as compared with each other are within a predetermined
allowable range (step S28). When the CPU 10 determines that the errors
are not within the allowable range, it generates an alarm and terminates
processing (step S30).        When the CPU 10 determines that the errors
are within the allowable 10 range, it refers to the image location table
and determines whether the    rank represented by the value set in the rank
register is last or not (step     S32). When the CPU 10 determines that the
rank is not last, the CPU 10    updates (counts up) the value set in the
rank register (step S34) and    returns to the step S14. 15    When the CPU
10 determines that the rank is last, then it determines    that checking is
O.K., and activates the pen input portable terminal or the application
(step S36). 



Thus, an image registered in advance, not a password input screen, is
displayed and it is checked whether each of the points predetermined on  20
the image has been designated by the touch pen. When it is determined
that each of the predetermined points on the image has been designated
by the touch pen, it is then determined that checking is O.K.      More
specifically, the user selects a desired image in advance, and  registers
desired points on the image and their designation order in  25 advance.
At the time the pen input portable terminal is initially  activated upon
turning on of the power, or at the time a specific application    is
activated, the selected image Is displayed on the display screen, and the
pen input portable terminal waits until any points on the displayed image
9    are designated by the touch pen (in this case, the display position
and     display size of the image are changed in order to enhance
security).     When any points on the displayed image are designated by the
touch pen,    it is determined whether the ratio positions (not the display
coordinates)   5 and designation order of the points coincide with those
registered in    advance. When it is determined that the ratio positions
and designation    order of the points coincide with those registered in
advance, it is     determined that checking is O.K., and then the terminal
is rendered    usable. 10   Thus, a troublesome input of a password is
unnecessary. In the case  



of a password, there is the great risk that a person who is unauthorized to
use the pen input portable terminal can easily guess the password from
the motions of the user's hands or the touch pen at the time of the input
of    the password. In the present invention, however, the locations of the
15 checking points designated on the image are checked. Accordingly, the
present invention does not entail such a risk.        Since the checking
points are points on the image, the user can easily    remember their
locations (if mere coordinates on the display screen which     is not
displaying such an image are to be designated, there is the great 20
possibility that the user may forget their positions).        It is
preferred that the display position and display size of the image be
changed every time. (This will be helpful to enhance security. If the
same point is designated again and again by the touch pen, the mark of
the pen may be made on the display screen, which entails the possibility
25 that any other person can perceive the locations of the points
registered in    advance. If, however, the display position and display
size of the image    is changed every time, the locations of the points to
be designated by the    touch pen are not constant, with a great merit of
the aforementioned                                               10
possibility being avoided.)        In the above embodiment, the ratio
positions are set and stored in the     image location table. Needless to
say, however, the relative coordinates  



from the image origin can be stored therein in place of the ratio
positions, if   5 the image size is not changed.        Updating the
coordinates of the image origin and altering the value set     in the image
ratio register are both performed in the step S18 of the
above-described embodiment. However, one of them may be performed     in
the step S18.  10                           Second Embodiment         The
second embodiment of the present invention will now be     described.
The structure of the pen input portable terminal, which employs the
checking device of the second embodiment, will not be explained 15
hereinafter, since it is the same as that of the pen input portable
terminal of the first embodiment. In the second embodiment, however, the
image    location table stored in the RAM 18 is as illustrated in Fig. 4A.
More     specifically, the image location table of the second embodiment
stores, in    association with each image window, its display position and
its registered 20 coordinates.        Fig. 5 is a flowchart for explaining
the operation of the pen input    portable terminal employing the checking
device of the second    embodiment. The storage device 16 orthe storage
medium 22 stores the    programs for realizing the individual functions
shown in the above 25 flowchart, in the form of the program codes readable
by the CPU 10.        According to the second embodiment, the CPU 10
selects the first    image (image A) from the image location table (step
S40). Then, the    CPU 10 makes the display device 14 display the selected
image as an  



11    image window in accordance with the corresponding display position
stored in the image location table (step S42). The CPU 10 waits until any
input is made with the touch pen of the input device 12 (step S44).
When the CPU 10 determines that any input has been made with the   5 touch
pen, it attains the coordinates of the point designated by the touch
pen (step S46), and derives the point's location from the attained
coordinates in the same manner as that of the first embodiment (step S48).
Then, the CPU 10 compares the derived location with that specified by the
registered coordinates which the image location table stores in association
10 with the selected image (step S50), and determines whether an error or
difference between both locations as compared with each other is within a
predetermined allowable range (step S52). When the CPU 10     determines
that the error is not within the allowable range, it generates an     alarm
and terminates processing (step S54). 15   When the CPU 10 determines that
the error is within the allowable 



range, it refers to the image location table and determines whether the
selected image is the last image or not (step S56). When the CPU 10
determines that the selected image is not the last image, the CPU 10
selects the next image (step S58), and returns to the step S42. 20   When
the CPU 10 determines that the selected image is the last image,    then it
determines that checking is O.K., and activates the pen input    portable
terminal (step S60).        Thus, according to the second embodiment, a
plurality of images    preset and stored in advance are sequentially
displayed in order to 25  perform checking, as illustrated in Fig. 4B. When
it is detected during the display of the images that any points on the
display screen have been     designated, the locations of the designated
points are compared with    those stored in advance. When the locations of
the designated points                                                  12
coincide with those stored in advance, it is determined that checking is
O.K.           In the second embodiment, as well as in the case of the
first      embodiment, the display position and display size of the image
window     5 can be changed every time. Needless to say, the ratio
positions may be  



adopted in place of the registered coordinates.
Third Embodiment           The third embodiment of the present invention
will now be described.          The structure of the pen input portable
terminal, which employs the    10 checking device of the third embodiment,
will not be explained hereinafter,      because it is the same as that of
the pen input portable terminal of the first       embodiment.          In
the third embodiment, however, the RAM 18 stores, not the image
location table, but a checking window table provided for each application,
15 as illustrated in Fig. 4C. The checking window table stores a plurality
of      display icons and a registered icon in association with each
window.          To be specific, when activating one application, a
reference is made to     the corresponding checking window table, and a
plurality of icons are     displayed in the head window as illustrated in
Fig. 6A. When one of the  20 icons displayed in the head window is selected
and designated, it is     determined whether the designated icon is
identical with a registered one.     In the case where the designated icon
is identical with it, the next window     (window A) is displayed. When a
registered icon is designated in the last     window (window G), it is
determined that checking is O.K. 25   In that case, it is preferred that
the icons be related in content with      each other. For example, icon "a"
is the image of a mountain, icon "b" is     the image of an ocean, icon "c"
is the image of a forest, icon "d" is the     image of an island, icon "e"
is the image of Mt. Everest, icon "f" is the       



13   image of Mt. Fuji, icon "g" is the image of Mt. Kilimanjaro, and icon
"h" is    the image of Mt. Etna. Icon "i" is the image of Mt. Vesuvius,
icon "j" is the   image of Mt. Elbert, and icon "k" is the image of Mt.
Cleveland.         Fig. 6B is a flowchart for explaining the
above-described operation of   5 the pen input portable terminal employing
the checking device according    to the third embodiment. The storage
device 16 or the storage medium     22 stores the programs for realizing
the individual functions shown in the     above flowchart, in the form of
the program codes readable by the CPU     10. 10   To be specific,
according to the third embodiment, the CPU 10 selects     the head window
from the corresponding checking window table (step    S70), and makes the
display device 14 display icons in the selected    window (step S72). The
CPU 10 waits until any icon is designated with     the touch pen of the
input device 12 (step S74). 15   When any icon is designated with the touch
pen, then the CPU 10    refers to the check window table and determines
whether the designated    icon is the registered icon which the check
window table stores in    association with the selected window (step S76).
When the designated     icon is not the registered icon, the CPU 10
generates an alarm and 20 terminates processing (step S78).       When the
designated icon is the registered icon, the CPU 10 refers to    the
checking window table and determines whether the currently selected
window is the last window (step S80). When the currently selected    window
is not the last window, the CPU 10 selects the next window (step 



25 S82), and returns to the step S72.        When the currently selected
window is the last window (window G), the    CPU 10 determines that
checking is O.K., and activates the corresponding    application (step
S84).                                              14      Explained in the
first to third embodiments is the case where the  checking device is
applied to the pen input portable terminal. However,  the present invention
is not limited thereto, and the checking device is  applicable also to any
other information equipment such as a personal 5 computer, etc.
15                                    CLAIMS           1. A checking device
for checking an operator, comprising:         storage means (16,18) for
storing in advance an image and a location     of at least one checking
point set to said image;  



5    display means (14), having a display screen, for displaying said
image;         designation means (12,14) for designating any point on the
display     screen of said display means (14); and        checking control
means (10) for making said display means (14)     display said image stored
in said storage means (16,18) in order to check  10 the operator, detecting
that any point on the display screen of said display     means has been
designated by said designation means (12,14), and     determining that
checking is O.K. when a location of the point designated     by said
designation means corresponds to the location of said at least one
checking point stored in said storage means (16,18).  15     2. The
checking device according to claim 1, wherein based on the     location of
the designated point on said display screen and a display     position of
said image displayed on said display means (14), said checking     control
means (10) locates the designated point on said image displayed     on said
display screen, and determines that checking O.K. when the  20 designated
point's location on said image corresponds to the location of  said at
least one checking point stored in said storage means.          3. The
checking device according to claim 1, wherein said storage  



means (16,18) stores the location of said at least one checking point as
relative coordinates on said image.
16         4. The checking device according to claim 1, wherein the
location     of said at least one checking point stored in said storage
means (16,18)     and the location of the designated point detected by said
checking control     means (10) are ratio positions each being expressed in
a ratio of relative   5 coordinates on said image to dimensions of said
image.           5. The checking device according to claim 1, wherein:
said storage means (16,18) stores locations of a plurality of checking
points set to said image and a designation order in which said plurality of
checking points are to be designated by said designation means (12,14);  10
and        said checking control means (10) detects that any points on said
display screen have been designated by said designation means (12,14),
and determines that checking is O.K. when locations and designation  



order of the points designated by said designation means (12,14)  15
correspond to the locations and designation order of said plurality of
checking points stored in said storage means (16,18).          6. The
checking device according to claim 1, wherein said storage     means
(16,18) stores said image and said at least one checking point for     each
of programs to be activated.  20     7. A checking device for checking an
operator, comprising:        storage means (16,18) for storing, in advance,
images and locations of    a plurality of checking points set to said
images;        display means (14), having a display screen, for displaying
said   images; 25   designation means (12,14) for designating any points on
the display                                               17   screen of
said display means (14); and        checking control means (10) for making
said display means (14)     sequentially display said images stored in said
storage means (16,18) in     order to check the operator, detecting that
any points on the display  5 screen of said display means (14) have been
designated by said 



designation means (12,14), and determining that checking is O.K. when
locations of the points designated by said designation means (12,14)
correspond to the locations of said plurality of checking points stored in
said storage means (16,18).  10     8. The checking device according to
claim 7, wherein said checking     control means (10) makes said display
means (14) display said images     sequentially, and when said checking
control means (10), while said     display means (14) is displaying one of
said images, detects that a point     on said display screen has been
designated by said designation means  15 (12,14) and determines that the
location of the designated point     corresponds to the location of one of
said plurality of checking points     which has been set to said one image,
said checking control means (10)     makes said display means (14) display
a next one of said images.           9. A checking device for checking an
operator, comprising: 20  sequential display means (14) for sequentially
displaying display     images each being associated with one of
predetermined designating     operations;       designating operation means
(12,14) for performing designating    operations with respect to said
display images sequentially displayed on  



18    said sequential display means (14); and        determination means
(10) for determining whether the designating     operations performed by
said designating operation means (12,14) are     appropriate, depending on
whether the designating operations performed   5 by said designating
operation means (12,14) correspond to said     predetermined designating
operations.          10. The checking device according to claim 9, wherein:
said display images are window images;       said sequential display means
(14) displays said window images in an  10 a state of overlapping one
another; and        when said determination means (10) determines that a
designating     operation, which said designating operation means (12,14)
performs with     respect to one of said window images, corresponds to one
of said     predetermined operations, said sequential display means (14)
displays a  15 next one of said window images. 



11. The checking device according to claim 9, wherein said display
images are window images, and the designating operations performed by
said designating operation are operations to select and designate icons
which are displayed in said window images.  20     12. The checking device
according to claim 9, wherein said display     images are window images,
and the designating operations performed by     said designating operation
means (12,14) are operations to designate any     points on images which
are displayed in said window images.          13. A recording medium
(16,20,22,24,26) having a program stored
19    therein, said program being readable by a computer and containing
instructions to make the computer check an operator by steps of:
storing in advance an image and a location of at least one checking
point set to said image;   5   displaying said image as stored;  



detecting that any point on a display screen has been designated, and
determining that checking is O.K. when a location of the designated point
corresponds to the location of said at least one checking point as stored.
14. A recording medium (16,20,22,24,26) having a program stored 10 therein,
said program being readable by a computer and containing     instructions
to make the computer check an operator by steps of:        storing, in
advance, images and locations of a plurality of checking     points set to
said images;         sequentially displaying said images as stored,
detecting that any  15 points on a display screen have been designated
during a display of said     window images, and determining that checking
is O.K. when locations of     the designated points correspond to the
locations of said plurality of     checking points as stored.           15.
Arecording medium (16,20,22,24,26) having a program stored 20 therein, said
program being readable by a computer and containing     instructions to
make the computer check an operator by steps of:       sequentially
displaying display images each being associated with one     of
predetermined designating operations; and         determining whether
designating operations performed with respect to  25 said display images
displayed sequentially are appropriate, depending on 



whether the designating operations correspond to said predetermined
20 designating operations.    


