1 3 4G 2003 1 REMOTE CONTROL OF A DEVICE Taclin.ieal Field This invention
relates generally to control of electronic and other devices from ﬁf@ﬁ?
| ocation, for exanple to allow a user to communicate wth a home d g%@

.via the Internet to control a device at the user's hone. Description of

- the Belated Art Systens for controlling electrical devices '"renotely are
well known is the prior art. in the pant, electrical devices such as
lights. notors, hi7AC systens, security systens, and the |ike, have been
controlled through radio frequency links. Mdrre recently, it has been
proposed to connect one's hone conputer to a honme control system
~conformng to the X--10 initiative. The x-10 protocol is a nmethod to
control a set of hone -devices with a conmand interface device w thout the
need of physical wring bet Re¥era RENTREY @S, PFECHer, exi sting powerlines

are used to transmt commando to the receiving devices.'' in such systens,
the user's hone conputer is conngc ed to_t X- 10 interface through a

. : zcal Fio
serial port. . connection- Thus, t he HOnE conp can be used to control the

X-10 - interface and, indirectly, the actual phys: cal devices. It has al so
been proposecmi;a CANRREEn 3R1Xeak0s&)Sheiy e tRbNIET BRdctrbfiAlhawraetiser to

Toni Lo aQbEedl e {9RLY QMIDEH For SRR ColhERw USING o CRRNSALLOND

. net wor k “Cannection.. These proposal s, -however a_live |nternet
connect Wé AR t% PERE GrREBRLEX Wéﬁe“"éoﬁ’b‘ﬂ’@?“'“‘A“Efb‘d'Pt‘:aat é’&"“’ceoﬁ‘ﬁe% B DH &t ween

t he usemea®d the hone conputer is costly both to the wuser and to the
network, and Internet service providers typically have only a limted
nunber of conn ctio ort Aé% ocument, " Enabl i ng Mobi |l e Networ k Managers
1997. SPREFF-HRER Srréﬂ *et PESW de Web Conference (WW) by Reilly et al
(' proceedings. vwvec_onf . org/ Hyper News/ get/ PAPERI . 54. ht i ' ) di scl oses a way
of enabling &Ey#bhd EcdSeinti-o1YiRGeelecABRiadOddviakarmeBot¢lymese celbdmate

| nt exnet ,hay] 35 D21 A1 k devhegisal teqe@@;qcshede%&@esa@dcﬁ Qs enakbi n@cbhe user

to connecl 16 the corporate internet in order to perfon ement
oper at i GV&C GIYSERYS o PRI RGBT & 28 v'fhceegleP 3 E’e pap 21r§° ! Eétwor %g

Technol agiies Saecvensor Al i MaziserCessby. RBtMST R%efPPEERﬁEFdD'é\/éP’b‘tﬁ?ént Kit'
1998, bynglstahe Maipgd@ekSolh Soneseetacll IPETR0@8nforming to the X-10

initiative. The X-10 protocol is a method to control a set of home
‘devices with a8 command interface device without the aeed of physical
wiring between the devices. Rather, existing powerlines are used to
transmit commands to the receiving devices. s In such sysﬁeﬁs, the user’s
heme computer is cemnected to the X-10 interface through a serial poxt
connection. Thus, the home computer can be used to control the X-10

interface and, indirectly, the actual physical devices,

It has also been proposed to connect an X-10 system to the Internet
to allow a user te monitor his or her home from work or anyw@ere e;se'
using a conventienal petwork conmnection. These proposals, however, call
for a live Internet connection teo the user’s: home computer A dedlcated
connection between the user and the home computer is costly both to the
user and to the network, and Internet service providers typically have

only a8 limited number of comnection ports.

A document, *Enabling Mobile Network Managers®, 1997, Sixth
Internaticnal World Wide Web Conference (WWw6) by Reilly et al
("proceedings.wwwéconf.org/ByperNews/get/PAPER154 . hml ") diﬂClOses a way
of enabling a mobile user to receive network alarms from & corporate
internet having network devices attached thereto and for enabling the user

_to comnect to the corporate intermet in oxder to perform simple management
cperations on any of those network devices.

a white paper, "Networking Technologies Incorporated in the Cisco
NetWorks Product Development Xit®, 1998, by Cisco™ Networks discloses a



2 residential gateway between networked information appliances inside the
home and an intelligent broadband access network BRI EF SUMVARY OF ]Hﬁgg]2%3
I NVENTI ON , A ccard' ngly the invention provides a nethod for enabling a

renot e conputer havi ng access to a conputer network to command a target
conputer for the purpose of.controlling a device associated with said
target conputer, said conputer being abke to connect to the network a via
service provider conmputer, characterised by: initiating a service request
fromthe renpte conputer for requesting a service fromthe target
conputer; responsive to the service request, establishing a reverse

servi ce previdgariak GRAEE BRCISER tTes waThad é@foe'ﬁ%mceieﬁpﬁem inhidess ghei ce

provi der Eo@ROURhersn dndeiliechAgeickaAaItceEs mbixkommandi ng t he target
conputer fromthe renote conputer over a network connection. |In another

aspect, the invention provides a renote conputer having access to a
comput er network, said conpuf®ETnEPRBRk FoREF IV RYIA¥ service provi der
conputer, said renote conputer being able to connect to said conputer

network via sabglco%%rx&ﬁetnaa\ﬁwgﬂmﬁmwtgés mwh@srfyeﬁwhgcy Ie,ng{”m”d a

target conputer for .the Qse of contr ol Ilng a device assoclate

sai d tar gt e t“‘: cai‘r'aFﬁ 81§ SEHPHYT BePFoE SO GRS & JAGEET KRR
appl i cat i ¥3F ithel Rr¥FPAgE rFEaFi@ﬂ’:f"eil-@ener@w-r@ agseigpedywithntagdf agegetor use in
control | i egnpiber dewt 6 esempitkaneiyt Ele REOKLAG: @¥Ceid adudiryt hoyir eeassar

conpri si n&ov@ﬁép%otngﬁtézs,s c@eﬁggc‘ill ge In%qggézjhg Losrerv?géj%St L% STert\ﬂl ce

fromthetar ut er erern responsiv reu
reverse Servi Ee‘:‘?ﬂpgg?ﬁelp‘ COIERt R n? |5§I’é§"cea5¥"i”%ﬁ§ﬂ tE‘b?"*'f rFé’“E"é?‘?ﬁ ‘ce provider
bet ween t¥fEPsesiiec &0 prhey seferice oraauesy. asthblishingas getveconeteiqe anodvideans
for contraisheagidheytitfegeéGadtgzob i@iPbi6RkhOthe LON:i$8 U180 tdcRbuiMMMand

over, & Nelunt ko GOBIECIAR.L T SUPLElL-B0N! Lol - devlag.associpted W i
sai d targgt conput er I n anot er g g EC he |nv ntion prOVId%S a conputer

progr am proguct FR-E CSRD Ut BFTE &8 um conprising the target
control application and the control program of the precedi ng paragraph.
According to yet aandidrebsfspeCine ldiGnk DMe Bb@iRepro \Heflote &ohﬁﬁ@@t haﬁ@;@pu'f er

able to cm@sgtcot Q @on&:%{:éﬂ' %%tm&w&% 9&@9&%49&# b&np‘}li ?
controll |pr}% adere\écgeLte aI‘lIdSI é‘% g@ocessor nodem t ar ge contr ol
appl i cati’on for of ti ¥ e 5%\ﬁ° wter Rty 6P ‘f:ﬁ“&@f‘"&rﬁ"ef%’c‘ﬁt ed by
the pr oce‘?@BFt%ﬁﬁF‘l’%ﬁkngla ﬁéaﬁ§9rﬁ'@§pa¥m1@er tompyt arnieraxdet ot rehecaiwdem
from sai dcswemd @etpraeti defcucenivt ethe p@fpcSW diCBbMGolDimy fal B&¢ice
associated with esaid target computer, characterised by: a processor; a
target control application imeluding means for generating a display
interface for use in controlling the device; and a contrel program
executed by the processor comprising: means for issuing a service request
for recuesting a service from the target computer, whereiﬁ responsive to
the service request a reverse service provider conmectien is established
by the service provider between the service provider computer and the
target computer; and means for contreolling the target control applicaticn
to issue a contrcl command over a network commecticn to remotely comtrol a
device associated with said target computer.

In another aspect, the invention provides a computer program product
in a computer readable medium, comprising the target control application
and the control program of the preceding paragraph.

According to yet another aspect, the inventicn provides a target
computer able to connect tc a service provider computer for the purpose of
controlling a2 device, comprising: a processor; a modem; a target control
application for controlling the device: and a control program executed hy

‘the processcr comprising: means, respensive to an interrupt at the modem

rom caid service provider computer, for switching to a first



130CT2003 AUS98090s 3 conmuni cati ons node; nmeans for executing a Io?
"sequence with the service provider conputer; and neans, responsiveS06T 2003
"receipt f a control command froma renote conputer, for controlli ng the
device t %he target control application. According. to yet another
aspect, the I nvention provides a conputer program product in a conputer
readabl e medium conprising the target scontrol application and the control
program of the precedi ng paragraph. According to a yet further aspect, the
i nvention provides a conputer operable at a service provider conputer,
conprising: a processor; a control program executed by the processor
conpri si fpmumEAALicaseIpdNIS teEst dor @xserMinges rlegim stechenya &1t Rk esG00FIt er
for contgedvis agxacsn@hgef GREDPHRE, J@boddiQe il peééL;Qf cENLERL NG A, dgVi ce

associ at gg Wit et conputer ans for. executing & login séquence
with theg%arge e,?&_le c}f'%&eﬁcc%rrgpcﬁg'f%lingt H"angfe‘}!ll‘:ra 5BPEER, ST FRFent i on

provi desc‘%i‘téﬁﬁpéﬁ%’-capﬁf@gram product in a conputer readable nmedi um
conprising the control program of the precedi ng paragraph. According to

yet another agpagtiinthe yaye%w& peoyd-des, 2 ;CONRULEr.. REadr am.groduct in a
conput er_ r eadabl e nmedi u risin a target contro'l app Fcatlon for use

in cont rOIFFRAY %m&@ﬁc’é‘ t‘f‘ﬁé"‘“ =585 EPACARE r BAC= UBp SCPEEA SI06 PR/ FATSSE fi r st
conponerfeRgRes IRFFRE e2pirtaand thetccoonplu percrdef the eporrdc tbanpe nantzch .
execut abl e on a renpte conputer; and a control routine operable at a

Service P OV ABlorsdaL oM L RLOUAILP! Al ChvebhRLALL STl B, D0

second conponent_ co % program i SSUINg-a service rey

for reqU@SERRYS £5s8r ré’éc? SRy idfe TRyEET - EBW}Fé?G(QEf)"WF“W‘?erel n

Ir esponsiSFEtFel tiFegsen \ExgenTedgle $he progvesgecomBryine peand,deesmeBRne tcoon i S
est abl | shedrbycd Ragsanvicean Qr sancder cetveensoa C%E'Eélétg.ﬁ PL Q\gk u.er

and the 431 gel FOmPL S cmqogﬁgréraes;g P k02000 'n%[t e gecond

conponent of th %et contr [T cation Issue a ¢con *“command to
the first eohpon8Rt A °f HErare * cjtﬂ%ﬁt‘eﬁq“f”bce f"é%tt@Fy‘-ﬁS"ﬁFr‘amP&t%w ce

associated wth said target conputer; and wherein the first conponent
conpri ses: pragiagigpde For a5t Magct O the GRBALHUAL LG sNDARmpB LYl am
code forpregegrytarggu@c Ilgga LoREMIENE R d bnéa-xﬁnerx&gq%&&gv't%ef :%%”“Pt er; and

program_code, res 4.0 rece contr
cont rol FFRG %’Flemdew eefehrl&}ﬁ %rget control application second
conponent; and said control rout| ne operable at the

According to yet ancther aspect, the inventicn provides a computer

program product in a computer readable mediuvm, comprising: a target
contrel application for use in céntrolling a device, the targer control
application having a first component executable on a target computer and a
second compenent executable on 2 remote computer; and a control routine
operakle at a service provider, said computer program product
characterised by said second cemponent ecomprising: program code for
issuing a service request for requesting a service from the target
computer (step‘sn), wherein respcnsive to the service reguest a reverse
service provider connection is established by the service provider between
a2 service providexr computer and the target computer; and program code for
centrolling the second component of the target control application to
issue a control command to the f£irst component at the taxrger computer to
remctely control a device associated with said target compurter; and
whersin the fixrst component comprises: program code for switching to a
communicarions mode; program code for executing a legin seguence to the
service provider computer; znd procram code, responsive to receipt cf the
control command, for comtrolling the device through the target contxrel
application second compcnent; and said contrel routine operable at the
sexrvice provider computer comprising: program code, responsive to the

service request from the remote computer, for contacting the target



ser.vi ce provider conputer conprising: programcode, responsive to the
servi-ce request fromthe renote conpute, for contacting the target 1 3 OCT
2003 Ai 3S9B0905 3a conputer; and program code for executing the |ogld 0f] 2003
-sequence with the target conputer. Thus a user may control a target
-conput er #19#d°% enote | ocation, through a conputer network such as the
Internet. The preferred enbodi nent provides an access protocol for enabling
a user to conmand a hone conputer. The aenote nachi ne through which the
user connects to his or her home PC (ie the target systenm) may for exanple
be a | aptop or other portable conputer and this can be used to control a
set of devices, e.g., via a smart network such as an X-10 interface. In

t he pref erampdtenbadEnBrAsTah cPe ofrircethovr 883 thh ESABNETrRCT OAtR dited from
a renote d0¢ati odgk8eNg the Internet, but a long distance tel ephone call

or other RF link may alternatively be used. The user may comunicate with
his or her honme conputer via the user's Internet Service Provider (I1SP) An
| MP access proFotDR PEeT ApY SFBFIRd2 byA-RRT AT B ifSef~ fh E%’T%?BI 1¥Rtac2rennt e
connect i hrivoghi © cemoirar haverk Giphtaer théirmtigindthe user's ISP. The 1 3 0C 1
2003 WO 00/ 65774 4 PCT/ GB00/ 01465 ISP is enabled to contact the user's
conputer to ca Se tgat car te:[mtg connect to the Irréttgécriet SO ttggt t he
conputer may recerve e- E SF T AR Y From the user.

el sewher aiseg A@c“cﬂ“’&?% 3 B"%é@'ﬁ?"éﬁér r 8¢ STt r‘i“éﬁ%‘mat 6*‘?‘?}198‘1 ‘é?Fé:ht ﬁ’ée

pr ot ocol ,udelecontsrets | munthes Ber appd ircatisonheirachet \Hvatédie mhpt Brnetamcdends

a requestyd @ 1;£&pugf-rotﬁepwtmrzpwn@uwrmetm@ LA Betised totdipchoima

conput er |s not currently gonnect e | nternet, .t s | SB di al s
the home corr;g)u “*Ihé& Rome “&onput er ngt‘f"rg |élany aﬁsﬂir"?%erf G he™ sP

sends 10 St ﬁéﬁ%q*éaﬁl‘%fﬁ°fl%ﬁﬁﬁlzn‘hltei=6ﬁ’t16 49¥& CEDHBUR SFOMR0ER CARFT B} ed rfrom
| nt er net a cennestlicoasidy téirshehe dnteekt Orkuest dighe shiedanan tePerigdde essl 1f or
the home oCQEReM & b SniSen) NackikOvdiReraisReaat Thhaide@ile cBRabIiREte WAEN

then can s obSgd Lond AR LINGLLONS ot LIPS 3638 95, A QLhg!

activities w t ter an EX I Clt i sconnect command

or timeout® “tc‘ﬁea"fgsf aﬁ’d’é C%hﬁd‘f"@?‘e"i‘?‘:d‘? SEoHER %d‘sﬁﬁd‘“%)?sb"éblﬁlsﬁcaed into a

| ow powerzsrode. cennection te his or her home computer through the user's ISP. The



The ISP may charge a nomnal fee for this service. Thus according to the
preferred enbodi nent, a nethod is described for enabling a renote rrzg{ugﬁle
havi ng access to the Internet to control a 20 conputer normally conn 2003
to the Internet via a service provider. The nethod begins by initiating a
service r ®a8&6574om t he renpte machine to the conputer. TIRCTHEBIHI0IEES
request may be initiated in an e-nmail fromthe renote machine or by having
the user visit a secure Wb page fromwhich the renote service my be
activated. In response to the service request, 25 an Internet connection is

establ i shed between the ISP and the conputer. For exang this connection
i s est abl ISRetf IRPERYEL (0] FRPLACT oYt “E8Y e fERPUHEL iR ERE hd PPEP-AREt T he “hone
conput er . chhnédre tiooghe Iseguenceo i Hhatstive eonfuler e reorivec enpatlerristhsiraced

in a givVeRessAimaNiscah +@RSuimde] odRed. el Rhbte t 0- Poi nt Protocol (PPP)) and
the ISP i ssues the hone conputer 30 an I P address. This IP address is also

provided to the renote machine. The user of the renote machine uses the IP
address to est abicesfing teothtuRt eERLT6A sepREreidt wee i nat htfife th® RGCHPcOL, the
appl i cat i Qpeexefidchag a@ﬂaﬁﬁ]ﬂcafﬁfm'&vﬁlﬂachrh.ﬁlethanﬁinﬂﬁ'nbhe fwone Lorpuésr toThe -

gi ven appl.i | f funggi b gl MR
devi ce. 3I§thé{léEe%nDEnﬁs%an I%%IHQCJ\IQE P&t o@hgpr{tag } # t(m AgR E%O%I r?ent ofOtt he

d.e
present i FPERET 9N W’Pﬁecﬁﬁ%tﬁeth%éé’ﬁff’beécd H‘u d‘éfglf I% gj&ﬁéﬁ 5 &%%pl e only,
and with refeytsice The thhee «OPfipdl euﬁwtdpawmggswq?% LT 0T sms
0Q/65774 BGAA&RQARADIA 3 nbonmatDord T Fk BélrRmbutlapit 6t SstabTodn @t Idikahet

client-sepygle gl gr ”Bv@ltgnt&{ etcEﬁr?eV&'lon Sé’s%taﬁﬂéﬁ%ﬁd 3.0 1@%&&%515 &, @ﬂ@rh%%te in

a known manner; renot € hone conput er ontrgken Can g)a

accor di ng°°’f"6“%F ﬁgfﬁ’ﬁteaa%ﬁﬁBd‘iﬁfeﬁfe’éfatt hie ﬁFES‘é%f“aCRVé‘%ﬁt FBhE ErgUrE T3
a sinplif meddbﬂcoehvelkeagra@nf@hcmﬂssmmm sesstigpe oy OmrchC@Wé?%Mléa
enbodi mentnheftifRtPEQFRBEr | NKERdt @A &SpliaPt eiMRBbRtEct Eéring ér itdméout, the

fligwehart o ské tc;oﬁ{pa&q 3 f&%bﬂ}&&% md’:‘%pgoe o DOMRY CRPUL €hw iddher bae.

operating st romwh cont ro led vja a renpte nmachine

|
accor di ng P8 Weméﬁbﬁmrﬁ%nat “8‘?11’1%% I8¢ &N T H VAT Sin;

Thus according to the preferred embodiment, a method is described
for enabling a remote machine having access to the Internet to control a
20 computer normally connected to the Internet via a service provider. The
method begins by initiating a service request from the remote machine to
the computer. The service request may be initiated in an e-mail from the
remote machine or by having the user visit a secure Web page from which
the remote service may be activated. 1In response to the service request,
25 an Internet connection is established between the ISP and the computer.
For example, this comnection is established by executing a login seguence
between the ISP and the home computer. If the login sequence is )
successful, the home computer is placed in a given communications mode \
{e.qg., Point-to-Point Protocol (PPP)) and the ISP issues the home computer
30 an IP address. This IP address is also provided to the remote machine.
The user of the remote machine uses the IP address to establish a
communications path between a home control application executing on the
remote machine and on the home computer. The given application may then
effect a contrel function against a given device.
35
BRIEF DESCRIPTION OF THE DRAWINGS

A preferred embodiment of the present invention will now be
described in detail, by way of example only, and with reference to the
40 following drawings:



Figure 5 is a detailed flowhart of a first enbodi rent of the reverse ISP
~activation system provi sioned according, to a preferred enbodinent of the
present invention; and Figure 6 is a user interface for the renote i i8]
accordin ofsz7Rr ef erred enbodi ment. DETAI LED DESCRI PTI ON ?:T/ 'ﬁIE PREFERRED
EVMBCODI ME e present invention is pref egabl y i npl enented Wttt

client-server systemas illustrated in Figure 1. By way of brief 20
background, in this systema client machine 10 is connected to a server 12
via network 14. For illustrative purposes, network 14 nay be the Internet,

an intranet, artl@zsh_r ane&ppcrtsaeyc&{vféﬁfl&ﬁmﬁe@]@um@rnﬁiﬂ&%&mnamrtiem
server is _a web server 12 is _one of aﬁpl urality of servers

v
whi ch areséi%eé"séjl‘sﬁ?eobf/cﬁﬁ %gg Ien&ﬁén%? Wht cH9'8 1165t rat ed by 25 machine
10. The cli ent Hvaets deCEpidnsdese & ppondene I@rpuhiCicoptrad Rnovam 2sofched e

tool usedibos 36Gessrddemsediens &f thheRetMorkvedhienyeb server supports

fi Ises (coll ecti veI }/ referreqmt? leda.b oct?( g_{ge ml n.the gporm}%]‘tectt'ué/ eeri;t)ext
doCunents and Obj FetY s *Tn° thEPTht'éinat paraai gm 2 2Rel Vo

server isvhdentd Predroydaeiedéntited? Ui @F?ﬁ%smﬁe@él@béat mpl(ewﬁm)ed 30 A
representative rv_‘eb:éar ¥Verz 2 ovShat L BMsNetiiny byrSRANEIfot OpHdish NG hofle

Rl SC- baseg IPISLQQC‘%SEQJQ 9 oé&%téL%(g*aggefr% erve%yﬂrhe &L, 20, %@thaozl\i‘%P Gl Yer

program 2 rise server
i ncl udes éﬁm%ﬁpr“FE%‘ﬂe ﬁc‘F‘f*rc?gParﬁﬁ r?@el‘ﬂ‘tbéfjf%e'c"é ehPRE Q%Esteﬁét“ﬁ’reaﬁ?i’es 35
extensi ons to énagbie Sappla catedledéleldpet soft @ Extsenentanidhenrt edistiem ze t he

core functienald tl!ip tJ&%E@Qtf:.ctnhEOL@% §m41w&5&@%e%malmgugéémr§@mn
Gat eway Inter a%%t &Gé};‘ﬁ p%ege ins, servlets, active server pages,
de )

server si 88 7HE Shtd R t’heql) e. 40 A representative \\eb
client is a per%sﬁ’éﬁ scéﬁp%tuéle t%f&terifécwéer thePpeRTtROIRChipe RISSEr B d° 4 hat
i ncl udes aneDpeafeat enkgdasysiem such as IEI\/(r) 0OS/2(c) or Mcrosoft Wndows
‘9§, and that includes a web browser, such as 1 3 0C12003 WO 00/ 65774 6
PGIJGL300/ 01465 Net scape_Navigator 4.0 éF hi %f’s': havi n Java Virtual
Machi ne (JVM) and suppgortEt SF5ppieatTon pl %b%’? appl i cati ons.
Referring now to Figure 2, a user having a rem)te corrputer 25 can 5 access
his or her honerneopqasteat Rhevtfod He prdREASTy. 1AS]eMehted@nseamown

client-server system as illustrated in Figure 1. By way of brief

20 background, in this system a client machine 10 is connected to a server 12
via network 1l4. For illustrative purposes, hetwork 14 may be the
Internet, an intranet, an extranet or any other communications network,
and the server is a web server. Web server 12 is ocne of a plurality of
servexrs which are accessible by clients, one of which is illustrated by

25 machine 10. The client machine includes a browser 16, which is a known
softwa;e toecl used to access the servers of the network. The Web server
supperts files (ccllectively referred to as a2 Web site) in the form cof
hypertext documents and cobjecis. In the Internet parsdigm, a2 network path

tec & server is identified by a so-called Uniform Resource Locator (URL).
30

R representetive Web server 12 is zn IEM Netfinitv server comprising

2 RISC-based processor 18, the AIX® operating system 20 and a Web server
program Z2, such ss Netscape Enterprise Server. The server 12 also
includes an Applicztion Programming Interfzce (EPI) Z3 that provides

35 extensicns to enable application developers to extend znd/or customize the
core functicnelity therecf through scftware programs including Commen
Gatewsy Interface (CCI) proorzms, plug-ins, servlets, active server pages,
server side incliude (SSI) functions or the like.

40 A representative Web client is a perscnzl computer ithat is x86-,
PowerPCE- or RISC-based, thet includes en operzting system such as IEM®

0S/2® cr Microscoft Windews '85, and thaet includes & Web Lrowser, such s



according to the preferred enbodi nent the user accesses his or her gﬁ% 2003
conputer 27 (e-g. for the purpose of controlling a device 29 attach t&
smart network 31 within the hone) through the user's own Internet Service
Provider (1SP) 33, although the sane service may be of fered by another 10
entity (%M%co Tﬁedicated server, another |1SP, or the |ike)pct/GBeididqss
i ncl udes & Oser eér, such as the conputer qfscribed with reference to figure
1. The user's honme conputer 27 may control a given device 35, or the
‘interface (e.g., an X-10 interface) 31 that controls a set of hone devi ce.
29. Representative honme devices include, without Iimtation, lights, a 15
l'ighting gont 0l S¥sleik,y COMTYN Gabha)S R&NingNENiavanBioLs] Hastiod virgal

equi prment, appliance,” ot her, conputers,.. HVAC fnd.deyd ces, sprinkler
systems, 8BEUHFFYT sy SFefR! é:ﬁ‘a{?‘hé’?f? KE® thé\nxﬁle%gpapprteci ated that the

invention is not limted to control of any particul ar device, system
conponent or i peLfacs nMpreo¥eiurene) shektei Sizbivey ianventticonoPEEF A5t €3 t 0
controlling a hone conputer, but nmay e t e r&imt ee 2230 35
cohput er ESEFST § Rt M6F ’éc‘“leéfﬁngf“tg%rr%ufg? Vi gmfér%gpjlc nt gfnet or, ot her.
conput er metweik) redhedbesierafd BPEMERE ¥ §BET CORAPITEr “13 Tocdt ed. . The
renot e Coppilfler287 MY gherdx deskiaposa olfapdrapel bingot heavigerdslsteeceBnifut er
provi si oned wi th_sui ta__HI eitq%vi £8S 110 CONDEG, Qe therl otennet:ane: iseeb Liges a
Veb brows8P2 T A& Pat iVel'y, “the rempte device is a pervasive, compyting
client de¥reedesuttSRis 33, prlitheed CBRPURS! SSF0F° &@Inpf &< 8 dev’l © mar ket ed
by ot he | BM,Gopaeag i on yadiiattBesdtbekPadot sad@fy lor Fepriddeht af P eé3devi ces

i ncl ude a.pervasive_cljent at _i.5.X86- WREPCrseq0ti 1l Sesrbased, td agure

i ncl udes ég?£un S sbeprevregfi?l%cmsfﬁst%% é%gﬁtgg W ndRi.ver \()ﬂ‘grggs' o t@SSL
WANX4711, &r Mies §89F S WPREFREPEEST 4Ad"2a §8°17cI Ude 'a Web  browser . Ficure'3
i |l ustrat estéar £aaveatd.onah }l—moeimt@brfmﬁéra%iﬁfgj’teﬁ?ﬂ?trrﬁh?reant“tvﬁf\g?’ﬁ““ﬁ cri et -
machi nes 4? CORReEledtliDe HotetBkeYicatad NWetNEL SENiKiacéon plévitder 2 (1 SP)
44. Typically, an Internet ser vigce provi.de e%%iglgé}l\{i’d,§§t01|sl;ltﬁfcﬁel?vi&&%ess to
t A& user s BT NERPHISH, SYET y O Usage- based . servi ce fee, Qs n sone
cases no keeimtens) | 2prfHaate 0Pt FATRIT RSt yEPEaF Y it ef et - ser vi ce | g
provi der ebaigemrasgiteen, nontiliyy fyetens, provitte hilgser Tofily R PR HALH ne
42 a cert @D, AUt ofndiBhefNebt ACEEsSs tACEQTtdongot eny hesx4Qcprast deyiss:

enb_od! ITEI’ltS, acl icent nar'ighgpe‘nl‘éég%aées. RFQvLded ﬂ@i‘gﬁtzi 98 e ifdmAieh an
ac;lz%h ti onalY88TRi CE™MAET ebLIEJhe user may access his,or el 100Rpie o remote

limited to control g 2 home computer, bu
computer user to control a target computer (via the Internet or other

computer network) regardless of where the target computer is located.

The remote computer 25 may be a desktop, a laptop, or other portable
25 computer provisioned with suitasble devices to connect to the Internet ang

ineludes a Web browser. Alternatively, the remote device 1is a pervasive

computing client device, such as a palmtop computer, for example, a devic

mzrketed by the IBEM Corperation under the WorkPad trademark.

Representetive devices include a pervasive client that is %B6-, PowerPCE®-

0 or RISC-based, that includes a runtime cperzting system such as WindRiver

VXWorks™, (QSSL WNX4™, or Microscit Windows CE, znd alsc include a Web
browser.
Figure 3 illustrates a conventionzl Internet operating environment

wherein client machines 42 connect to the Internmet via an Internet service
35 provider (ISP) 44. Typiceslly, en Internet service provider 44 provides

Internet access to the users for a monthly, yearly or uszge-based service
fee, or in some cases no fee &t all. Thus, for example, a typical
Tnternet service provider charges a given menthly fee to provide & user of
= client machine 42 a certain ameunt of Internet access. Rccerding to the
40 preferred embodiment, & client machine user is provided &n option to

obtzin sn additional service whereby the vser mey access his or her home

. - cD £ the
computer (or other target device) remotely through the ISP, even 1i t



conputer (or other target device) renotely through the ISP, even if the 1 3
0 C 12003 WO 00/ 65774 PCT/-GB OO OH65--hone conputer is not then activgper 053
currently connected to the ISP or the network. As noted above, this

conmuni cat | ath 45 enabl es the user to control a hone tem or
i nt erfac?’?ﬁ@ d*renot e Iocatl on via the _ Internet connect %’lﬂgg? [ﬁ%{?%shed
between the ISP and the user's hone 5 cor17°puter. This comuni cation path is
referred to as a reverse | SP connection as, typically, the user connects
to the ISP instead of the other way around as described herein. Any fee

charged Ry fhe | 5B Lor Lhe 38 YECR MBY g?» gh@m%qn@agﬁleasao the Haeb: SrbSP
account. en a user contracts for his or service 10

ne

(if provitsitAel) dFf BPEST AB°Yevébse ClcgpL’éJ(Ftalt\’/%’f |p(§ﬁ[’ 35 SRR IS Blgﬁtuifar H

service. cdieruse: rdecetdiiges sywsether herterfashefdeseresote laceeptr vhe the
service aﬂrﬁ'erhét S&mn\é@@id}eﬁ 'tgé-hb\igghéd @eta&érpﬂﬁe o o Eglﬂ QQFD\L.@Q’GQ ket he f
servi ce. Thus e user ed. W opti on o

restri ctlﬁ'@‘pf‘i‘lﬁrnur}rg n‘g‘f’mg GhaBF &4 sPale deePEd €8 pevque P

transac I ONs, er aps on per day or
15 per howannsasien z6r tyracapiy. oﬁhﬁfuﬁésﬁ?ﬂf@ﬁﬁgmaé eSSt 57 “I"féds%fr\'? e to
certain igfdiev dblfﬂa'i‘,oub& £ asscxabesaretiecs. (@ng. fedaserbednba toel 55 dppltired

or third party.sunpli eth«%Ean;)aathL t@gyugg,pgrlwcgcggﬁl red restrl ction. The

user's home conputer i s accesse rou% he I nternet accord ng.. 2049, t he
reverse acti vatl on PPBE e OFcHESEETHET R8T éV‘ﬁ Ond'4fi Wtebge%ésgﬁv THef & are
several diff erenisicaehniqfess tthat reveysbelifkedtitageessar H@Cl@lg@ﬁ@ﬂs hone
conputer from.the memie |d@€é1£rd19@s »R%@ﬁléﬂliﬁSSrOifhet Besiaceess achephabe

selected. L5 prel otred Lhal, Lhe, fiome. gamouter g poueroflcqn Guipee in
vigh i &

| ow power *Or y ‘ot 8 oper I on. ure i S &

f 1 owchar t s&xviger outiie O caEwIfpl HhiPAg™ “}‘?Vst Lﬁf@f’?%eﬁaf’“ﬁ)’il £ ‘fpﬁcéoﬁ
conput er . rddtird cr Oy ithe aswenest thadwarier eransanoidnisy eParEERO IR éo?ﬁfeéf’}’dﬁ
bgtween ther heae ssymutsf tBB0cchen | P redér iithhg hacseeno tie skSPidoroot her

service prow der St sh n Lo the N ang,-pakes- up
the user' S Homne Ly C? %{Jais’ g§en bge&te%tg&ﬁ%erqt oé]r eirdr%%gjl iégé)%?%ﬁ ‘ﬁg ~0

conput er ‘Phr"d\&gﬁ %“rr‘é’véF%JFéF’aébﬁWect‘*Foﬁ”}i REB%e ¥ zidtd8n.

€ user sets
t he hone conputer's nbdemto an automatic answer node of operation at step

50. At step 52,Th5h@&8erh&@ea&np%mee TBizkce Gleidetitranlh civei Snwussredt t axchrginan

fOIEJ an e- ‘galthe é%ers%c"l yge}%tggrptpggioccbyl 32s QR8LAtINY;: 4 NShEUuGhiions deek, t he
horre devi ce, systemor | nterface

controlled, Step 52 _may_be,9 mtted
i f e-mail tREFAERE OPEFALi URdeEFE RRTPPIABERIT 5’58 T §° USEB tThé “GSer cont rols
t he hone apptiscarmorroppates Eoeryrede \dpote lecation. Regardless of the access
method selected, it is preferred that the home computer be powered on but
be in a low power or standby mode of operation. Figure 4 is 2 simplified
25 flowchart of a2 routine for accomplishing this functicnality at the home
ccmputer. This routine assumes that there is no live network_connection
between the hcme computer and the ISP. As will be seen, the ISP (ox other
service provider) estzblishes a2 connection to the user's home and wakes-up
the user's home computer to ensble the user to remotely contrel the

z0 computer thrcugh & reverse ISP cecnnection.

In cne embodiment, the user sets the home computer’'s mcdem to an zutcmatic
answer mocde cf cperation st step 50. Rt step 52, the user opens &n e-mail

client which is used to listen for an e-mail that includes ceontrol or

L
o

cperating instructions for the home device, system or interface to be
centrolled. Step 52 may be cmitted if e-mail command operaticns are not
reguired (e.g., if the user centrcls the home zpplication via & secure Web
page ISP ceonnection, zg£ will be described). At step 34, the user starts a
heme contrel spplicaticn that is used to perform a given management,

40 meniterine or contrcl function fcr the heme device, system o interfzace.

Rlternatively, the home control applicaticn is started later after the



page | SP connection, as will be described). At step 54, the user starts a
honme control application that is used to per-forma gi ven managene t30[f4[0[[][]3
nmonitoring or control function for the home device, systemor interface

Al ternatively, the hone control application is started |later after the 1 3
O ET 1003 5 10 15 20 25 30 3 5 40 WO 90/ 65774 PCT/ GBOO 01465 a user
accesses PREIUSTE computer fromthe renote location, as wilPCHEOBIRRSS
course, the sequence of the above steps nfay be vari ed. As will be seen,
once the | SP establishes an active connection to the hone conputer,

t he-user at the renote machi ne uses the hone control application to effect

the nmonitoring or contro t.h I cat IS S on
9 H:’\f] ome omguif&ﬁ%rlgm te"Ra re ote ?ocg@?&lx %% hpﬂl be LgJ]‘)

a gi ven sBtKet"$HETT (RRITEver connéect1on e client and
the ISP i8f &Ct%brsﬁ‘@d}etil@néét@? Mﬂ@%étwsd“ﬂcéﬁﬁiﬁﬂeﬁtlons pat hway has
been opened. Alternatively, a local proxy server (in the hone conputer)

can be used to,shjeld behseee%ppé,ac%akwr&sfprQﬁagaﬁgﬂeggamweg%npgcmgb@r the

TCP/IPconnectlonlsu erogtlnecntlnual%/tests
foP an i nte¥ MaRe 5ﬁ?§%’é?¥ﬂ9t?6n°5ter’fe°ﬁoﬂﬁrﬁer§%lel BECHIBF tUBpbif P&LEI PP th
client maefpiestsopowerstbaiptiad moteperS8g @ndontsrodofwricnian coidi iomSfo e

controll edbglr q:rytrlg,e lr.gggl;@ Ok,ogactlkzgﬂ McRexd *}J% { ew%e,s&;elzsg’ AH/iTyatdrdRction
servi ce.

flowcha reverse ac o)
oot 0ol BIEHARE pPeranrEl "BROUIR tER > FRE-TSSISDr TP e D Rt g
i ni tiat escemmorinetidronregivehehdfoeee WPNERr B%/W\F“éﬁ‘ieﬁgj & SeCat & REY site
(€00., a Véb & ten-operatedohyytean behakfuel, torshiord the dmgriefeticf frethe

| SP, or spme thild, RRLtYds WIQ&JvO%é %Pbﬁﬂlc%n@éuéﬁ% 6e o tdlawﬁhe A Sefepof
t he rermte machi ne nawgatl ng to the secure %oegr aVLg SECHLE

sockets or®httis * oCoriett 1oAY ¥ 6T thit &F ‘é’géntet ﬁe USer-enters a useri dq
and passweexiali mditat Ungr thatitte dhe shéedesiereye 6 RONVFHEINE PEVEESe>?
activati ogag Als $@PiP2, cédtr th SP teabt cohbeohieret oy eematd 1oopticonald y,

15 the reverse ISP activation service.

Figure 5 is a simplified flowchart of the reverse activetion
protocol of the preferred embodiment . The user of the remote machine
initiates a connection to the home computer by visiting a secure Web site

20 le.g., a Web site operated by, on behalf c¢f, or for the benefit of, the
ISP, or some third party). The routine begins at step 60 with the user of
the remote machine navigating to the secure Web page {e.g., via secure
sockets or https: connection). From this page, the user enters 2 userid
and password, indicating that he or she desires to perform a reverse

25 activation. At step 62, the ISP calls the home computer and, optionally,
sends given login information (e.g., userid and password). At step &4,
the home computer, which has been setup to wait for such a call, answers
with its modem. For exzmple, step 64 generates an interrupt on the
modem’ s serizl port. The modem {(or other routine) may alsc discriminate

ac the signzl to ensure thet the incoming call is & data call (&s opposed 1o
veice or & fax). If the hceme computer does nct answexr within a given
time, an error messzcge is sent to the user a2t the remote machine (not
shown). If the modem answers, the home computer goes from z standby to a

normzl moce of operaticn. At siep 66, the client reoutine zuthenticeates

25 the ISP call. The rcutine then continues szt step 68 with the hcome ,
computer switching to & PPP comnection mode, during which the computer
logs into the ISP in the vusuel manner. Alternatively, the hcme computer
hangs up the connection and calls back the ISP to initiate the FFP
ccnnecticn.
40

Control then shifts teo the ISP where, 2t step 70, the ISP accepis cr

rejects the home computer’s FPP lcgin. ©On the client, the control routine



sends given login information (e.g., userid and password). At step 64, the
hone conputer, which has been setup to wait. for _such a call,. ansvve?§{]{,wmf[3
its nodem For exanple, step 64 generates an interrupt on the nodems
serial port. The nodem (or other routine) may al so discrimnate the signal
t o ensur &Q R&657The i nconming call is a data call (as opposedGHCBYHIEE or a
fax). If the honme conputer does not answer within a given tine, an error
nessage is sent to the user at the renpote nmachine not shown). If the nbdem
answers, the home conputer goes froma standby to a nor mal node of
operation. At step 66, the client routine authentic the I P t(:Eal Isg The
routine FHéThlrtﬁoﬁt”lﬁlfésc%ﬁp"éitsepc%”ﬁ\i‘i%tPT‘:é“’ﬁSn‘éom&g pelrl‘:‘é P55 £o' a
PPP connegltémzibde;, dust ngenhcatict he ycbapukérezdyogsen rﬁt@rtm} 1=|>’S'Fh€i FSEhe
usual manper.. AlLLernat tvel vesthe hogm compuytigts. haags apthbergnasction and
calls back the ISP to |n|t| ate the FPIg onnec |Poo,tOCOlntr9l t%@sgh%gghto
the | SP WABFE® AESE¥Ep 70, P PReTEB 5o EBpt s 6 18" 62T t'he’ home “conput er

FBP | oomisOnhdrheexct itent he tisectomeaching dawmé‘ﬂ? 3»“@ EgLgp Z"’GOS'CW”GW‘@S?M | C-
1 GB(c) 0! Q14Rbhe QobidtlinBdr Qi1 shbate G ONRUL Fc aCt EvAlI®S 2 846 sROPEr CORE@le end
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been st afte some ear ti me, as i ousl descri bed.
Back at tiaenisp, fhestleeut‘irnéhas@"@ngor’thhélm?ﬁé Eﬁﬁ'ﬁf]té’r ‘éﬁt?ﬁt%rﬁé‘fesﬁr 5 ocol
(1 P) addressroMii glwerb dksideienn sentri@et her neaDtisenpehivhe hetep F2)steAt

% ep 74, 'i'tehe ](eerfqurhg cor;@gg'i n‘?p?ﬁcertqjoh NGk o4l iofer KL @h $L8F Tohheeld hpataebPce
dress fof a renote end home controk1Fl Ilcatl on, Wmlcfh S al so

runnl ng GF EREYFaRDt @S FBRIRAe. At P&t &5 7 ° TOREFSl app icl cation
initiatescatregdestticm cewytr bé t@rglleﬁb@%iewtéen aaﬁli"ﬁfl? erifrgeet RSFihé™ i ke,
at the hamp 44, %B@p:cil-anZB dﬂsbemhﬁﬂe enNhél capplteeation thantimgt orterhe

cli ent coegtro{“s thg |eget o énetsggface (as the case may be) as per the
user's reduest * fothe “Con r8f Function cannot be carried cut within a
disven tinmeout period at step 80, the routine disconnects the hone conputer
fromthe | SP atigsteps i82usibhites conpboisestitigeprovedst ayfaceSim gle g

T ustrat&s@o1 ef,%%@a%%l e@myﬁ@ronl ptertace tneehmeabmmgom reak

appllcatlon run n noi e nmachine agc ng.t preferdied of
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20 identifying each of the controlled devices. In this example, the front
outside lights may be positioned on or off, and the current operating
condition is illustrated as off. The rear outside lights are in a similarx
condition. The television is identified as being currently on and tuned
to Channel 7. The air conditiening unit is off, with the indoor

25 temperature at 74 degrees and the cutdoor temperature at 80 degrees. The
security system is shown as armed and at a nominal operating status. The
kitchen appliances are off. A live video shot, for example, o©of the user’'s
living room, is alsoc available from the interface. One of ordinary skill
will readily appreciate that, using this remote interface, various

30 operating conditions of these devices and systems may be readily menitored
or changed as desixed. Further, if the remote machine is a pervasive
computing device, such as a portable wireless computer, the user can
control the various device settings whilst he or she is on the move (eg

driving home, using public transport etc).

35
As noted above, the particular purpese or operation of the home
computer application is not limited. Thus, for example, the application
(or one or mcre applications) may be used to control z lighting system, to
control a sprinkler system, to control a video camera to feed video
40 frames, to activate z heating or cooling system, to open a garage door, to

activate a lock, to initiate a security scan, or any other type of

activity that the uéer desires. In the preferred embodiment, the user of



20 identifying each of the controlled devices. In this exanple, the front
outside lights may be positioned on or off, and the current operatﬂnQDETZMJ
condition is illustrated as off. The rear outside lights are in a simlar
condition. The television is identified as being currently on and tuned to
Channel 7 @] r conditioning unit is off, with the indoop-2adheFpagEature

at 74 deg}"é)e i t he out door t enper at ur &, at 80 degrees. The security
systemis shown as arned and at a nom nal operating status. The Kkitchen
appl i ances are off. A live video shot, for exanple, -of the user's |Iliving
room is also available fromthe interface. One of ordinary skill wll
readi |y appreciatentbalne USiNG:thisS i et et Mokl ae@ut¥ariousva@ pperating

conditions of these devices and sys he readi | istored ., af
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conput i nghitevi Te exglittitasiacyoer apIcEn i é’FeE%“e@BFrpLFthérm“E%éOIH%‘étﬁrchi
control t&lescuﬁﬁé&lés QJ&V':’GQ sethbl-ags vhid shtbe apwshevel snaie ehermpvevdleg
dr$V| ng hépme us& ng public transport etc). 35 As noted above, the

ticul af puifpose or operation of the home conputer application is not
limted. Thus, for exanple, the application (or one or nore applications)
may be used toTment toltie brehrirag epstEmntt othec oAty ot BhSPrEPAk EEC3Y St em
to control..a.¥ideq caneartondepshe e 90 ffaamasconecacdn at eheathegdi ng or

cooling syste to._open a.garage dqor, tq_ 6LC£[I¥Q.£16 Lock ekOnd it i @de@ a
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client machi ne. ter_an e t, di nnect d d t s onme
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previ ous| ye9us sy ek i':b%dsethEl%v oFnit Ray pﬁ'ré’fléF‘? &t éﬁb‘t?dl ﬁ@ma“ at the
r esot € naehidifat Navitgat @sitkol dngeths soVézopoyd andiiqsttdat e§fac%36ﬁﬁectthieon
to the targelnaCAMHECsy ktsSBCUEIdskal 6o NRE A LQNCET Rpphl datinate tRehni ques

may be us Plelg to Jnitiate, %he connect | o%m;r%% ijgnte_ytggplle,toa@@t hes &y
of initiafth ere uest e service Is ser dat th rer};gte

nmachi ne) P?ée"lPPﬁHSﬁieﬁc‘éﬁ’PeéU netine {F taﬁélﬂ*fﬁrréh%ocr}ﬁﬁ{”éra” Ser"ﬁid §Wi
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exfmi | My, DEc8tion executing on that machine.

Many other variations are within the scope of the present invention.

Thus, as briefly mentioned above, once the ISP verifies itself to the home
computer, the initial connection between the ISP and the home ccomputer may

25 be dropped {i.e. terminated). At this point, the home computer is
controlled {through a contrecl program) to dial the ISP normally {through
its native dialup networking capability) and present itself for connectio
te the ISP in the usual manner. Once this connection is established, a
message is returned to the remote machine, which may then establish a

30 socket to the zpplication in the manner previcusly described. This
technique is somewhat more sec@re than the technique described above but
requires two connections insteéd of cne. In either case, the ISP makes a
call and wakes up the home computer so that the user of the remote machine

can contrel a local application.

35
The control routines described above are distributed across the
remcte machine, the ISP, and the home {or other target) computer or
device. The routines are implemented zs a set of instructions (ccmputer
program code) in a code module resident in or downloadable to the random
40 access memory of a computer. Until required by the computer, the set of

instructions may be stored in another computer memory, for example, 1n a

nard disk drive, or in & removable memory such as an optical disk (for



request for the service, or it may include an actual conmmand string of 15
information for controlling the hone control application. O courgf fﬂﬁh
command string may itself be used to start a given application 04 ﬂ%
client machine. In this enbodi nent, once the client logs into the ISP (as
previ ousMG tB&ET4 bed), the ISP assigns the client an | P ad®CaeEs00mcSh i s
then returned to the renpote machi ne foriiuse by the hone control 20
application executing on that machine. Many other variations are within the
scope of the present invention. Thus, as briefly nentioned above, once the
| SP verifies itself to the home conputer, the initial connection between
t he | SP sifdttHe o EoRPUT¥! Ty -°2% Bestr oppelvY1tyél & AP raatié@yry At this
poi nt, tdiexhonescpomputennisceontizothednfthtaaugh areenteglutpr ogtanikt o di al
the 1S? normally (through its native dialup networking capability) and
present itself for connection to the ISP in the usual manner. Once this
connecti on i sTe&tEH B heth PRV HESE alfE *PES rTUPRE LTS RE FERTt® TRRCHITAY,
whi ch mayrt reaptedt abli stnexz30rspeketcarput ére sapptiioativorctinetére aranner
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t he usercof? te&er BASE &> hfChrRRF T2 ah CORtF T4 FORE “4PPITThEatiDn=¢35 The
contr ol neobdd espelescri bed above are distributed across the renote

machi ne, the ISP, and the honme (or other target) conputer or device. The
routines are inplenented as a set of instructions (conputer program code)
in a code nodule, resident in or downl oadable to the random 40 access
menory of a conputer. Until required by the conputer, the set of
instructions may be stored in another conputer nenory, for exanple, in a
hard di sk drive, or in a renpvable nenory such as an optical disk (for 1 3
001 2003 WD 00/ 65; 74 PCT/ GBOO 01465 eventual use in a CD ROV or floppy
disk ;for eventual use in a floppy disk drive}, or downl oaded via the
Internet or other conputer network. in addition, although the various

net hods descri bed are conveniently inplenented in a general purpose
conput er selectively activated or reconfigured by software, one of
ordinary skill in the art would also recognize that such nethods maybe
carried cut in hardware, in firmvare, or in nore specialized apparatus
constructed to performthe required nethod steps.



130CT2003 AU.S 8 0S O S 12 1. A nmethod for enabling a renote conputer (25)
havi ng access to a conputer network (14) to command a target corr}outer

- for the purpose of controlling a device (29, 35) associated with 5dHHZNB
target c@Wpaeesqs said conputer being able to connect to the network a via
service provider conputer (13), characterised by: initiating a service
request fromthe renote conputer for requesting a service fromthe target
conputer (step 60); responsive to the séfvice request, establishing a
reverse service provider connection by the service provider between the
service provider conputer and the target conputer; and commandi ng t he
target conmputer fromthe renmote conputer.Qver a network connection (steps
76, 78) 2. The method as described inTCarm| wherein the step of
establishing the reverse service provider connection includes: executing a
| ogi n sequencé BRYRASCACY Ireabbing gerqueoyicepuanpes Lhatiel atbhesd %Bg@t
COMpUL 1 cémtaps Biuckl) 114)f té Renkal B SEGUENGE LSS Yecpsatul, Dlacing Lhe

target cogputy St conuuni cat j j ssUing a net wor¥esEdat ess
to the target qgﬁtﬁ e?‘H ormgrggﬁ assﬁ%‘%@?v\‘ﬁr ﬁﬂ’djr ééES%CPWtﬁemaed

conput er Y Sathie é%t%P&F‘F%thl Rgthe BOWHRNN &atisonsrpakhphetveen t he
renot e cHWPYEer t¥d. ¢threztasgekdcgnputer. 3. The nethod as described in
claim1l wherekini Ehezﬁ&%pseivﬁ\%t albleshifg, L:he.Leverse s réwxce rovi der

connect i PN COUPL i SEF tl:?ex‘t?gé‘ ngun{pu‘toglfﬁfse%usnce&bet ween °f he s e ieEtae

provi der conputer and f the login sequence IS
successful, teﬁﬁ"ﬁﬁﬂ%é“’ t‘(‘fbﬁﬁ'%‘tclgoﬁemﬁéfw@ehamh@hsmw ceversevsaescgonput er
and the ‘t-&r’gé‘ér CORpeticon (kY epe 8R)ryicandotitelri Bétivagn A1E0RBELL 0N Reyeen the
t ar get o:e:ffputef aa;adtﬁ&easgdt\/lcg@utgno%{:jer conput er using the target
conmputer's natd twor kin ¢hanism_4. The method as described
in Claiml, Teﬁfﬁit ER?QC%D e é:(‘)mgu ahd "R FEPPET FEFPEGHpaYeS 2ar e
connect &F 8Tt HEPRT S Ret STo04| T/ md ’hod corrprl sing the steps of;

2. The method as described in Claim 1 wherein the step of establishing
the reverse service provider copnection includes:

executing a lcgin cecuence between the service provider computer and
the target computer (steps 68, 78);

if the login seguence is successful, placing the Larget computer ip
a first communications mode ;
issuing a network address to the target computer;
forwarding the network address To the remote computer (step 72); ancd

establishing a communications path between the remcte computer and
the target computer.

-

3. The method as described in Claim 1 wherein the step of establishing
the reverse service provider comnecrion comprisas:

executing a login sequence ketween rhe service provider computer and
the target computer: .

i - - 4 !

il the losin sequence is sugcessful, terminating a connection
between the service provider computer and the target computer (step 82);
and
inicCiating a connection between the target computer and the service

provider computer using the Target computer’'s native dialup netwerking
mechanism.

a L - . ,
a The method as deseribed in Claim 1, wherein the remote computer and
the target computer are conmected to the Intermet, said method cemprising
the steps of:

initlating a service request from the remote computer to the targer
computer cover a secure connection;



initiating a service request fromthe renote conputer to the target
conputer over a secure connection; 1 3 0C12003 initiating a Iogln ﬁg%x?qﬁﬁ
~fromthe target conputer to the service provider conputer; issuing“a
address to the target commuter; returning the IP address to the renote
conputer; and controlling the target conputer fromthe renote conputer over
the Internet connection (steps 76, 78),.5. The nmethod as described in
Claim4 wherein the step of controlling™ the target conputer fromthe
renmote conputer includes establishing a comunications path between the
renmote conputer and the target conputer. 6. The nmethod as described in any

of dainms 2 tqnétfwlh el 1daeh Udighdheet BEorstRY tabgalitbRfiteeatd REet Ha~usET
prior to_ini tc{ atin e 1ogin sequence (step 66) . 7. The nethod as

descri be®* 71 eﬁyccﬁﬁheding claim wherein the step of conmanding the
target commut ér-‘-s‘P*I%ﬁmth%P PERERSE EOMBat B SFRCACEBEST /r ecei ving at the target
conputer a corietginiegnumndei skuesk fibothd Remotleendippteonpuber ; and responsive

to the control cormnd, di EA@EE%&uE@”’@W EUNCLLOD coag@l AShv & ghyen
device. 8. The nethod as descrlb d Claim 7 wherein the given device is a

home cont?di™ieht 8P FEEEI° [STHRs Fr%’t HS “as described in Caim7 or 8 wherein
the control conmmand is issued with the service request. 10. The nethod as
descri bed. i n @haifBthc@rad dvbeieed ihelGaNt nler&MIBAGLep Sod Rbhtadi1ednaf t er

the reveLss SLUL CRpLow dely SADNRRLLON LSSt ARhLaNPdsedih: Hhe, ot hod as

descri bed i n any precedin al mwherein e servi IS initiated
froma s'é%’ﬁ?@%‘%b‘“ﬁ‘ég@atﬁ’sgﬁ‘é’feﬁf‘eﬂ‘ev\f?“l’ftfhﬂéﬁﬁ &8¢ Probt EoTGeEr. 12.
The net hod as described in any preceding claimwherein a fee is charged
agai nst algsefpﬁs RRhYE GR RESHLEed baoamuberczaeﬁ@unt:cfp&ukmrseﬁeﬁ'@eng
request. e cI r clal rein e
service r'ee sﬁggtoﬁhpn%tag?ggg ‘{et gg’ﬁs ?ﬁyﬁg %%%Q?P%g Ll?er omﬁg]ﬁes‘%%ﬁ%ct e
conmut er | 57@3&53@05 A130CT 209J

7. The method as described in any preceding claim, wherein the step of
commanding the target compuber from the remote computer includes:
receiving at the target computer = control command issued from the
remete cemputer; and
responsive to the contrel command, initiating a command functien

agzinst a given device.

B. The method as described in Claim 7 wherein the giverm device is a

home contrel interface.

S, The wmethod a5 descriked in Claim 7 or 8 wherein the comntrol cormand

is issued with the service recuest.

16. The method as described in Claim 7 or 8 wherein the control ccocmmand

is initiated aftex the reverse service provider comnection is established.

11. The method as described in any preceding e¢laim wherein the service
request is ipitiated from a secure Web page associated with the service

provider computer.

12. The method as described in any preceding claim wherein a fee is
charged against a user’s service provider ccmputer account for the service
request.

13, The method as described in any preceding claim wherein the service

request is initiated by transmitting an e-mail from the remote computer.



14. in renote conputer ON having access to a conputer network (14) , said
- conputer network conprising a service provider conputer 03), said renote

- conmputer Being able to connect to said conputer network via said sei ici
provi der*EeHHRs0ér On order to renotely command a target conputer fo tld 2003
pur pose of controlling a device associated with said target conputer,
characterised by: * processor; * target,gontrol application including means
for generating a display interface for"use in controlling the device; and
a control program executed by the processor conprising: nmeans for issuing a
service request for requesting a service fromthe target conputer, wherein
respglrmsi %@'dt g.ﬂ Bﬁn&%r Métﬁfgﬁztéﬁq#-t@?éha&in% QMGESE 1865 WchBui:Ovklirkcomection s
est abl i shed. the service provider e the: ser oxLder__canputer
and the ?aé’ragé:%é TEoMpu ‘étr:';“_:‘gndz) "reans %rse%%ﬁ;é%]&w—n%"t %J’em%t%fﬁg{geqébgbn't‘“ggl

appl i cat THWTEO SPEAFET 2Lt IS FR GTRRHT 59618 TRIFWORFK ReoHTrecVidriats

r enot el ysedniceobravidey i avuassdsi atded tw témaalp d¢ewnged acoayusteromtusexr The
conput er ; of cglajmld.fur (RLL- QoMY aSkddce BABS: {e R wIQCBEYA RA-88 7P address
i denti fyi ng maid target _con%?%t er,” neans for registering the I P address to
t he tar e =E6ATr ST2TApPpIi catigh. 16. A target computer (271 able to connect
to a service pre&gA<@&FcTiconputer (33) for the purpose of controlling a

devi ce (25, 39):rzwemrpétrairal:zcd]l¥aaces Sarludiagnooen far gangekisgn r ol

appl i catiQn,£9r; GQRtLol 1400, dhe, deyi 68 : AN dne8adAREL QngPr Ogr am execut ed by.
the proces$Sor conpri §Io?r/]ﬁ%: _eans. rgslpoggl ve to an interrupt at the nodem
from said ser @i SEPr RAHer™ CERAPIEEr=Y F6F R T nG™ 6“2 15" st

conmmuni cat i ons nodeemaFerf RsudRe AUEITYS S JegYETT SOFUAIRESHITEh2 tYFEVEET vi ce
provi derfr-z0HRHt Rirse A NEkaBR eSS, whERAANST=Yendive et ehptisedirite cegbesd acommand

froma remnte. g&%u&;&aﬁ@& COMIRL L] BY dherfat.aert Rhoudh-t Be Jrata6l:

control | application 2 7. A ¢ rr%l{:ter 0 e%naaglﬁ at_.a service provider
conmput er° (&SR cHfpPrEY I PTY pF 0 CEERET GRE ror=pE Sgramexeliit ed by the
processor conprisi mgans for contxolling the target comtreol application te issue

a centrol command cver a network comnecticn to remctely contrel a device

associated with szid tazget computer.

is5. The computer of claim 14 further cemprising:
means for receiving an IP address identifying said target computer;
means for registering the IP address to the target ceontrol

applicatieon.

ie. 2 target computer (27) able tc connect te a service provider
compurer (33) for the purpose of conrrelling a device (29, 35),
cemprising:

a processor;

a modem; ‘

a target contrel applicatien fer controlling the device; and

a cocntrel program executed by. the processer comprising:

means, respensive to an imterrupt at the medem from said service
provider computer, for switching to a first communicaticns meode:

means for executing a login sequence with the service provider
computer; and _ ' )

means, responsive to receipt of a controcl command from a remote
computer, for contrelling the device throuch the target control

" application.

17, 2 computer operable at a service provider computer (33), commprising:
2 processor;

2 control program executed Ly the processor comprising:



1 3 OCT 2003 US9EDO0O5 1.5 neans, responsive to a service request froma
renote conputer, for contacting a target conputer for the purpose 10$ 0CT 2003
~controlling a device associated with said target conputer; neans fo
execut i MPSEEP88F n sequence with the target conputer. 18. The conputer of
claim 17 further conprising: means for issuing as |IP address to the target
conputer if the login sequence is succgssful; and neans for providing the
| P address to the renote conputer to enable a user of the renote conputer
to control a device associated with the target conputer. 19. A conputer
program product in a conputer readable nmedium conprising: a target
control applicatdman fesocusivd nocorservldel nepu@etidircnez rehete carpetere ofm=r ol

appl i cat i Qn.Raving 2aiddiStoRRRBONGRL naXeeHiabl & aBnerdiaiget asanputer (27)
and a se_cong[,corrcpone t_execut apl e on a renobte conputer (25); and a control
routine YPEFABFE &t T8 FePviTE provrder '(33), said conputer program product
char act er i sedmpgrss 4pH esdFdscdMFEAe MBI Fsithghe priografcBBte ™ or | ssui ng
a service request for requesting a service fromthe target conputer (step

64), wheyein Eﬁé%%ﬂf&é’e_r 59 dRenSEr VL8 e’ &AKESIi g, r EVerse service provider
connection is estab |sj1e by the service Qfovti der_between a stce;rvi,cein
provi der conpBtdts afE EAEARAGel” 2EOHSHL &Y SPRAd B b AR ¢ode” o ~°F
control | sergethe isecorcksebnporedt of the target control application to

i ssue a contr QlaGORBRNE-Oaidaetid 18t acapEpORENfhedtemdtRecdndiuget wORPAHIRr t O

remotely control .3 device a330CiAted. il SakdlsclalAgt: SQAPIMAS wnand
wherein Thé first conponent conprises: programcode for switching to a
communi cEA5SEHRs IEHES~ pr ogr am code for executing a | ogin sequence to the
service provider conputer; and program code, responsive to receipt of the

control £HMBACcompQter GRBEFM bidihct B devinpardhreadibie htedianget contr ol
appl | cat‘izoonxgegggn:d conponent; and said control routine operable at the
service ang Iéegagéggrgg¥%;ol application for use in controlling a device, the
target control applicatiom having a first compcnent executable on a target
computer (27) and a second compconent executable on a remcte computer {25);
and
a2 contrel routine cperable at a service provider (33), said computer
program product characterised by said second component comprising:
program code for issuing a service reﬁﬁest for requesting 2 sexvice
from the target computer (step 60}, wherein responsive tc the sezvice
request a reverse service provider connecticn is established by the
service provider between z =zervice provider computer and the taréet
computer; and
program code for contrelling the second compenent of the tarcet
coptrol application te issue a contrcl command to the first componeat at
the target computer to remotely contrel a device associated with said
target computer;
and wherein the first ccmponent comprises: ‘
program code for switching te a communications mode;
program code for executing a legin seguence to the service provider
computer; and
program code, responcive to receipt of the control command, foxr
controlling the device throuch the target control application second
component; and '
said contrel routine operable at the service provider computer
comprising:
program code, respensive to the service request Irom the remote
computer, for contacting the target computer; and
program code for executing the login seguence with the target

computer,



conpri sing; program code, responsive tb the service request fromthe renote
. conputer, for contacting the target conputer; and program code for
" executi n% the | ogin sequence with the target Conputer. AU59B0905 { 33)(® 103
2003 16 FUS¥PC%FRe conputer program product of claim 19, wherein the second
conponent further conprises: programcode for receiving an | P address
identifying the target conputer; and pgggram code for registering the IP
address to the target control application second conponent, and wherein
the control routine operable at the service provider conputer further
conprises; program code for issuing the | P address; and program code for
provi di n§°t he ThP cafhbes Hrostite Predwtect oapin af, whkreiFheheosgzehér program
product asmesati bednen matmeeEd or 20, wherein the device is a snart
network interf controlli n LCe t.ached thereto. 22.
p@ggréngl)adé or -Jllerg_:‘lsécgg ﬁ Xdcg:%\ék Ldsenié%wgrrﬁue Eﬁﬁ%et sart

The conputer program product as described 1n claim el n

net wor k FZ¥BMGAT eFace is an X-10 interface. 23. A conputer program product
i n a conput er presrabled nEdr UMeicbrEing SihrRQIP tadér¢ sy gettieonsrgelc appl-ictat i on
and the ggilicatidd QEESHE QbmSd:anl) k4aOiharain 2he AROFPULREIAY QGEARRM aduCt
in a conput %rer(r:?ged%%@ié@dk&fgu: oL ng, tIQ(gest_ar get control application
and the control programof clfarm 16,7 75 K conput er program product in a
conmput er r ead&BPEF FebFimTE fFFERT (e Fhesessei G2dpr ogram of claim 17 or

| 8. : program code for providing the IP address to the remote computer.

21. The ccmputer program product as described in c¢laim 19 or 20, wherein
the device is a smart network interface (31) for controlling any devices
attached thereto.

22, The computex program product 23 described in Claim 21 wherein the
smart mnetwork {31) interfarce is an X-10 intexface.

23. A computer program product in & computer readable medium, comprising

the target control application and the control preogram of claim 14 or i5.

2e. A computer program product in a cowmputer readable medium, comprising

the target control application and the control program of claim 16.

25. A computer program product in a2 computer readable medium, comprising

the control program of claim 17 or 1B.



