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METHODS AND SYSTEMS FOR TRUSTED WEB AUTHENTICATION 

TECHNICAL FIELD 

The presently disclosed subject matter relates to methods and systems for 

enabling trusted authentication, in particular to cloud-based services and/or websites. 

 

 
BACKGROUND 

 

 
In the web, users need to be authenticated when attempting to access various 

cloud-based services and/or websites, such as emailing websites, bank accounts, health 

records, etc. 

Most websites still use a username and password to authenticate users. Some 

websites use physical devices or two-factor authentication (using token and/or mobile 

phones). 

Each method has disadvantages: passwords can be stolen, physical devices are 

not convenient, and two-factor authentication does not prevent the creation of fake 

identities, since a one-time SIM card can be used. 

Another issue is that one (physical) person may have many unrelated (virtual) 

identities: several email addresses (private and business), phone numbers and profiles 

in different social networks. It may also be legitimate to use multiple profiles for 

business purposes, advertisement and promotional activities. The problem is that illegal 

activists abuse the web openness and create fake identities to hide their activities. 

There is now a need to provide new methods and systems for enabling trusted 

authentication, in particular to cloud-based services and/or websites. 

 

GENERAL DESCRIPTION 

In accordance with certain aspects of the presently disclosed subject matter, 

there is provided an identification method, comprising: 

providing at least one database storing, for each of a plurality of users, user data 

compnsmg: 

o biometric data representative of biometric features of the user, 
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CLAIMS 

1. An identification method, comprising:

 providing at least one decentralized ledger database storing, for each of a

plurality of users, and for a set of one or more websites, user data comprising: 

o biometric data representative of biometric features of the user,

o user identification data comprising at least one or more usernames and

passwords, wherein each username and password is associated with a

website of the set, wherein each password is stored in an encrypted

form in the database using a public key of the website with which it is

associated, wherein the password can be decrypted using a private key

available only to the website with which it is associated,

the method comprising, by at least one processing unit: 

 obtaining biometric data representative of biometric features of a candidate 

user attempting to be identified by a given website of the set, 

 searching, in the database, biometric data matching the biometric data of the 

candidate user according to a matching criterion, and  

 sending to the given website at least a password stored for the candidate user 

in the database and associated with the given website, wherein the password 

sent to the given website is encrypted using a public key which allows 

decryption of the password only by the given website, based on a private key 

available only to the given website. 

2. The identification method of claim 1, comprising sending at least a password

stored for the candidate user in the database and associated with a username for

which the user is attempting to be identified by the given website.

3. The identification method of claim 1, comprising:

- based on biometric data representative of biometric features of the

candidate user, searching, in the database, biometric data matching the

biometric data of the candidate user according to a matching criterion,

- determining a plurality of usernames of the candidate user for the given

website,
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- based on an input of the candidate user indicating a given username among

said plurality of usernames, sending, to the given website, the given

username and at least a password stored for the candidate user in the

database and associated with the given username for the given website.

4. The method of any of claims 1 to 3, further comprising:

 decrypting the password of the candidate user by the given website, 

 authorizing access to the given website by the candidate user based at least 

on a username of the user and the decrypted password. 

5. The method of any of claims 1 to 4, wherein the database stores, for at least one

user, user data comprising, for a given username of the user, a plurality of

passwords for a given website, wherein the method comprises:

- sending to the given website a password which is the most recent one

created in the database among the plurality of passwords stored for the

candidate user in the database and associated with the given username for

the given website, wherein the password is encrypted using an encryption

mechanism which allows decryption of the password only by the given

website.

6. The identification method of any of claims 1 to 5, wherein the database is a

distributed database comprising a plurality of elementary databases, wherein each

of the elementary databases stores the same data, and wherein adding a new record

in one of the elementary databases, propagates in all other elementary databases.

7. The identification method of any of claims 1 to 6, wherein the database stores, for

each of a plurality of users, a plurality of distinct records, each record comprising:

o biometric data representative of biometric features of the user, and

o at least one username and associated password for a website of the

set.
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8. The identification method of claim 7, wherein when the user changes from the

password to a new password associated with the username and the given website,

the method comprises creating a new record in the database comprising:

o biometric data representative of biometric features of the user, and

o the username and associated new password for the given website,

wherein an indication that the new password has been created after the old 

password, is present in the database. 

9. The identification method of any of claims 1 to 8, wherein the biometric data is

stored using a unique mathematical representation in the database.

10. A method, comprising, by at least one processing unit:

 obtaining biometric data representative of biometric features of a candidate 

user attempting to be registered in a given website, 

 obtaining a username and password provided by the candidate user for the 

given website, 

 encrypting the password using a public key specific to the given website, 

 storing, in at least one decentralized ledger database, user data for said 

candidate user, the user data comprising: 

o said biometric data,

o said username, and

o at least said password associated with said username for said given

website,

wherein the database is searchable for providing, upon request, for said username 

of said given website, said password in an encrypted form based on said biometric 

data,  

wherein the password can be decrypted by a private key available only to the given 

website.  

11. An identification method, comprising, by at least one processing unit:

 upon attempt of a candidate user to be identified by a given website based at

least on biometric data of the candidate user, obtaining a password of the 
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candidate user for this given website extracted from a decentralized ledger 

database storing, for each of a plurality of users, user data comprising: 

o biometric data representative of biometric features of the user,

o user identification data comprising at least one or more usernames and

passwords, each username and password being associated with a

website of a set of one or more websites, the set comprising the given

website,

wherein the password is encrypted using a public key which allows decryption 

of the password only by the given website using a private key available only 

to the given website, and 

 decrypting the password of the candidate user by the given website using the 

private key, and  

 authorizing access to the given website by the candidate user based at least on 

the decrypted password.  

12. A system configured to, by at least one processing unit:

 obtain biometric data representative of biometric features of a candidate user 

attempting to be identified by a given website, 

 search, in at least one decentralized ledger database, biometric data matching 

the biometric data of the candidate user according to a matching criterion,  

wherein the at least one database stores, for each of a plurality of users, user 

data comprising: 

o biometric data representative of biometric features of the user,

o user identification data comprising at least one or more usernames and

passwords, wherein each username and password is associated with a

website of a set of one or more websites, the set comprising the given

website, wherein each password is stored in an encrypted form in the

database using a public key of the website with which it is associated,

wherein the password can be decrypted using a private key available

only to the website with which it is associated,

and

 send to the given website at least a password stored for the candidate user in 

the database and associated with the given website, wherein the password sent 
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to the given website is encrypted using a public key which allows decryption 

of the password only by the given website, based on a private key available 

only to the given website.. 

13. The system of claim 12, configured to send at least a password stored for the

candidate user in the database and associated with a username for which the user

is attempting to be identified by the given website.

14. The system of claim 12 or of claim 13, configured to:

- based on biometric data representative of biometric features of the

candidate user, search, in the database, biometric data matching the

biometric data of the candidate user according to a matching criterion,

- determine a plurality of usernames of the candidate user for the given

website,

- based on an input of the candidate user indicating a given username among

said plurality of usernames, send, to the given website, the given username

and at least a password stored for the candidate user in the database and

associated with the given username for the given website.

15. The system of any of claims 12 to 14, configured to:

 decrypt the password of the candidate user by the given website, and 

 authorize access to the given website by the candidate user based at least 

on a username of the user and the decrypted password. 

16. The system of any of claims 12 to 15, wherein the database stores, for at least one

user, user data comprising, for a given username of the user, a plurality of

passwords for a given website, the system being configured to:

- send to the given website a password which is the most recent one created

in the database among the plurality of passwords stored for the candidate

user in the database and associated with the given username for the given

website, wherein the password is encrypted using an encryption

mechanism which allows decryption of the password only by the given

website.
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17. The system of any of claims 12 to 16, wherein the database is a distributed database

comprising a plurality of elementary databases, wherein each of the elementary

databases stores the same data, and wherein adding a new record in one of the

elementary databases propagates in all other elementary databases.

18. The system of any of claims 12 to 17, wherein, the database stores, for each of a

plurality of users, a plurality of distinct records, each record comprising:

o biometric data representative of biometric features of the user, and

o at least one username and associated password for a website of the

set.

19. The system of any of claim 18, wherein when the user changes from the password

to a new password associated with the username and the given website, the system

is configured to create a new record in the database comprising:

o biometric data representative of biometric features of the user, and

o the username and associated new password for the given website.

20. The system of any of claims 12 to 19, wherein the biometric data is stored using a

unique mathematical representation in the database.

21. A system configured to, by at least one processing unit:

 obtain biometric data representative of biometric features of a candidate user 

attempting to be registered in a given website, 

 obtain a username and password provided by the candidate user for the given 

website, 

 encrypt the password using a public key specific to the given website, 

 store, in at least one decentralized ledger database, user data for said candidate 

user, the user data comprising: 

o said biometric data,

o said username, and

o at least said password associated with said username for said given

website,
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wherein the database is searchable for providing, upon request, for said username 

of said given website, said password in an encrypted form based on said biometric 

data,  

wherein the password can be decrypted by a private key available only to the given 

website.  

22. A system configured to, by at least one processing unit:

 upon attempt of a candidate user to be identified by a given website based at

least on biometric data of the candidate user, obtain a password of the 

candidate user for this given website extracted from a decentralized ledger 

database storing, for each of a plurality of users, user data comprising: 

o biometric data representative of biometric features of the user,

o user identification data comprising at least one or more usernames and

passwords, each username and password being associated with a

website of a set of one or more websites, the set comprising the given

website,

 wherein the password is encrypted using a public key which allows decryption 

of the password only by the given website using a private key available only 

to the given website, decrypt the password of the candidate user by the given 

website based on the private key, and  

 authorize access to the given website by the candidate user based at least on 

the decrypted password. 

23. A non-transitory storage device readable by a processing unit, tangibly embodying

a program of instructions executable by the processing unit to perform a method

comprising:

 obtaining biometric data representative of biometric features of a candidate 

user attempting to be identified by a given website, 

 searching, in at least one decentralized ledger database, biometric data 

matching the biometric data of the candidate user according to a matching 

criterion, 

wherein the at least one database stores, for each of a plurality of users, 

user data comprising: 
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o biometric data representative of biometric features of the user,

o user identification data comprising at least one or more usernames

and passwords, each username and password being associated with

a website of a set of one or more websites, the set comprising the

given website, and

 sending to the given website at least a password stored for the candidate 

user in the database and associated with the given website, wherein the 

password is encrypted using a public key which allows decryption of the 

password only by the given website, based on a private key available only 

to the given website. 

24. A non-transitory storage device readable by a processing unit, tangibly embodying

a program of instructions executable by the processing unit to perform a method

comprising:

 obtaining biometric data representative of biometric features of a candidate 

user attempting to be registered in a given website, 

 obtaining a username and password provided by the candidate user for the 

given website, 

 encrypting the password using a public key specific to the given website, 

 storing, in at least one decentralized ledger database, user data for said 

candidate user, the user data comprising: 

o said biometric data,

o said username,

o at least said password associated with said username for said given

website,

wherein the database is searchable for providing, upon request, for said username 

of said given website, said password in an encrypted form based on said biometric 

data,  

wherein the password can be decrypted by a private key available only to the given 

website.  
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25. A non-transitory storage device readable by a processing unit, tangibly embodying

a program of instructions executable by the processing unit to perform a method

comprising:

 upon attempt of a candidate user to be identified by a given website based 

at least on biometric data of the candidate user, obtaining a password of 

the candidate user for this given website extracted from a decentralized 

ledger database storing, for each of a plurality of users, user data 

comprising: 

o biometric data representative of biometric features of the user,

o user identification data comprising at least one or more usernames

and passwords, each username and password being associated with

a website of a set of one or more websites, the set comprising the

given website,

wherein the password is encrypted using a public key which allows 

decryption of the password only by the given website using a private key 

available only to the given website,  

 decrypting the password of the candidate user by the given website using 

the private key, and 

 authorizing access to the given website by the candidate user based at 

least on the decrypted password. 
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