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300
Fad 301

Assigning a user risk score to an account of a user

v 302

Detecting an occurrence of an event linked to the account
of the user for any one of a plurality of types of on-demand
services

/\/303

Adjusting the user risk score assigned to the account of
the user by adding or subtracting a predetermined score
based on the event and a behaviour profile of the user

| ~304

Evaluating a risk for the account of the user for the
plurality of types of on-demand services based on the
adjusted user risk score

FIG. 3
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400
o~

Category Event Scores +/-
Login Detecting risky IP -2
Detecting device -10
shared with others
Payment Success authentication |[+15
Failed authentication -15
Detecting credit card -10
shared with others
Booking Previously allocated -10

same driver

FIG. 4
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500
\/\ -20 (too frequent
booking) = 78
100 2 (risky IP) = 98 Also trigger
y “AuthCapture”
4 N\ [ N T N
Sign up N Login Start first ride ransport
pre-ride
501 502 503 c04
\. J J Y
\ 4
e N N
Pre-allocation Transaction
Payment
< transport [¢{ eventstream
507
Also cashless 9 ) L 906 ) L 505
disabled -50 (payment | |-10 (risky driver +15 (auth
declined) = 33 pairing) = 83 succeed) = 93
e N [
Redeem Logi Selfie
reward oein —» authentication
508 >03 510
\. J
Not allowed to Trigger 2FA as Trigger 2FA as
redeem as score is score is 33 < score is 33 <
33 < 50 (threshold)| | 60 (threshold) 55 (threshold)
e N N — N\ N
Pay off unpaid Order Pre-allocation Pre-ride food
transport [ complete [€ food N 511
9 order 514 ) L 513 )L 512 ) U )
+20 (no unpaid +10 (order Low priority Only cash
balance) = 63 complete) =43 allocation as payment as
score is 33 <40 score is 33< 50
(threshold) (threshold)

FIG.5
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