WO 2020/081608 . PCT/US2019/056394

MULTI-DIMENSIONAL DRIFT NUANCE INTELLIGENCE THREAT ENGINE

BACKGROUND

[0001] The present specification generally relates to digital security, and more
specifically, to providing dynamic classification of risk sources to improve the security of online
computer systems that may be subject to malicious attack, according to various embodiments of

the disclosure.

Related Art

[0002] Computer systems that provide electronic services (e.g., online services) are
constantly under attack from malicious actors with the intention of disrupting electronic services,
obtaining personal gain, or both. Examples of such attacks include denial-of-service attacks,
account take-overs, credential stuffing, thefts of account property by way of pertorming
fraudulent electronic transactions, etc. Even with advanced security meaSures,,, malicious actors
are still able to find ways to continue to launch attacks against electronic services.

[0003] An online service provider may use an access control mechanism such as a
blacklist and/or a whitelist to prevent attacks. For example, known sources of cyber-attacks (e.g.,
Internet Protocol (IP) addresses of devices previously used by cyber-attackers) may be included
in the blacklist, and known sources of legitimate users (e.g., IP addresses used by devices of
legitimate users) may be included in the whitelist. These lists may be maintained and/or shared
by one or more online service providers such that requests for connections trom a source
identified in the blacklist may be denied while requests for connections from a source identified
in the whitelist may be allowed. However, as cyber-attackers become more sophisticated, they
may utilize advanced techniques (e.g., by using a large set of proxies and botnets, etc.) to
circumvent access control mechanism. Simply attempting to blacklist certain connection

attempts, for example, is not a fully adequate digital security solution.
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BRIEF DESCRIPTION OF THE FIGURES

[0004] FIG. 1 1s a block diagram illustrating an electronic transaction system according to
an embodiment of the present disclosure;

[0003] FIG. 2 is a block diagram illustrating a risk assessment module according to an
embodiment of the present disclosure;

[0006] FIG. 3 is a flowchart showing a process of generating enriched security data
according to an embodiment of the present disclosure;

[0007] FIG. 4 illustrates an exemplary fingerprint generated for a risk source based on
enriched security data according to an embodiment of the present disclosure;

[0008] FIG. 5 illustrates another exemplary fingerprint generated based on enriched
security data according to an embodiment of the present disclosure; '

[0009] FIG. 6 illustrates a comparison between two fingerprints according to another
embodiment of the present disclosure;

[00010] FIG. 7 is a flowchart showing a process of re-classifying a risk classification ot a
risk source according to an embodiment of the present disclosure;

[00011] FIG. 8 illustrates clustering of multiple risk sources within a clustering space
according to an embodiment of the present disclosure;

[00012] FIG. 9 illustrates a movement of a centroid within the clustering space according
to an embodiment of the present disclosure;

[00013] FIG. 10 illustrates another movement of a centroid within the clustering space
according to an embodiment of the present disclosure; and

[00014] FIG. 11 is a block diagram of a system for implementing a device according to an
embodiment of the present disclosure.

[00015] Embodiments of the present disclosure and their advantages are best understood
by referring to the detailed description that follows. It should be appreciated that like reterence
numerals are used to identify like elements illustrated in one or more of the figures, wherein
showings therein are for purposes of illustrating embodiments of the present disclosure and not

for purposes of limiting the same.
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DETAILED DESCRIPTION

[00016] The present disclosure describes methods and systems for providing enriched
security data to a risk engine of an online service provider for improvihg the security of the
online service provider according to various embodiments. The enriched security data may be
generated by recursively deriving additional security information based on an 1nitial security data
input. The 1initial security data input may be associated with a risk source. In various
embodiments, the term “risk source” as used herein, may refer to a person, an entity, a software
program, and/or a device that may access the online service provider over a network. A risk
source may be associated with a specific network attribute (e.g., a network address). Based on
the initial security data input, the risk engine may recursively derive additional security
information that enriches the initial security data input. The risk engine may then use the derived
security information as well as the initial security data input to assess a risk level of the risk
source, and then adjust a security setting of the online service provider based on the assessed risk
level of the risk source. This approach provides for a multi-layered, recursive data analysis that
allows for more sophisticated threat and risk modeling than schemes that might simply analyze
threat information in a single pass (e.g. without recursive analysis).

[00017] In some embodiments, the initial security data may comprise an attribute of the
risk source. Examples of the initial security data may include an Internet Protocol (IP) address of
a device used to submit the request, a user name of an account that is associated with the request,
contact data (e.g., a phone number, an email address, etc.) associated with the account, and any
other attribute associated with the person or the device. The risk engine (or any computing
system) of the online service provider may obtain the initial security data based on a request
submitted to the online service provider. The request may be a lo g—in request associated with a
user account, a request to create a new account, a request for performing an electronic transaction
(e.g., a payment transaction), or a request to access a function or a service offered by the online
service provider, in various embodiments. More broadly, the request may be any electronic
request that may have a risk analysis performed before determining whether and how to respond
to the request. As such, the risk engine may analyze the request to derive the 1nitial risk data.
For example, by analyzing the network packets associated with the request, the risk engine may

obtain the IP address of the device that submits the request. In another example, the risk engine
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may parse the request to obtain an account identifier (e.g., a user name, contact data, etc.)
associated with the person who submits the request.

[00018] After obtaining the initial security data, the risk engine may enrich the initial
security data by recursively deriving additional security information based on the initial risk data,
where the additional security information cannot be obtained solely from the request. For
example, the risk engine may derive a first level of additional security information using the
initial risk data in a first recursive level. The risk engine may then derive a second level ot
additional security data using the first level of additional security information in a second
recursive level. The risk engine may continue to derive more levels of additional security data
using a previous level of additional security data until a predetermined recursive level (or some
other criteria) has been reached.

[00019] Consider an example in which the risk engine uses the IP address of the device
that submits the request as the initial security data. To enrich this initial security data, the risk
engine may first derive additional security data based on the IP address. For example, as part of
deriving the additional security data in the first recursive level, the risk engine may derive a
Classless Inter-Domain Routing (CIDR) range that is associated with the IP address. The risk
engine may also derive a domain name of the domain that 1s assbciated with the IP addresses.
The risk engine may also derive a set of services offered by the IP address. As such, in this
example, the risk engine derives the first level of additional security information that includes the
CIDR range, the domain name, and the sct of services. As discussed above, the risk engine may
recursively derive additional security information. Thus, the risk engine may derive a second
level of additional security information based on the CIDR range, the domain name, and/or the
set of services as part of a second recursive level. For example, based on the CIDR range
associated with the IP address, the risk engine may derive an identifier of an autonomous system
(e.g., an autonomous system number (ASN)) that is associated with the CIDR range, an age of
the CIDR range, and a route associated with the CIDR range. Based on the domain name
associated with the IP address, the risk engine may derive a cost associated with the domain
name, a top-level domain associated with the domain name, and whether a secure sockets layer
(SSL) is used by the domain. Based on the set of services offered by the IP address, the risk
engine may derive one or more port numbers that are used to offer the set of services, a version

of the set of services, and a banner associated with the set of services.
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[00020] The risk engine may continue to recursively derive additional security information
until the risk engine has reached a pre-determined recursive level (or satisfied other specified
criteria). The additional security information may be derived in different ways. In some
embodiments, the risk engine may derive the additional security information by analyzing the
previously derived information. For example, the risk engine may parse the domain name
(“www.xyz.agency”) associated with the IP address to extract the top-level domain (“.agency™)
associated with the domain name. In some embodiments, the risk engine may derive the
additional security information based on a look-up table or an external source. For example, the
risk engine may derive the CIDR range from the IP address based on a look-up table that 1s
stored within the risk engine. The risk engine may derive the domain name associated with the
[P address by querying a domain name server (DNS) using the IP address. In some
embodiments, the risk engine may derive the additional security information by sending requests
to a device associated with the initial security data. For example, the risk engine may “ping” a
device based on the IP address to retrieve a list of services offered by the device and the port
numbers through which the services are offered by the device.

[00021] As discussed herein, the risk engine may recursively derive additional security
information until a predetermined recursive level is reached. In some embodiments, the risk
engine may determine a fixed recursive level for all risk assessments. However, in some other
embodiments, the risk engine may dynamically determine a recursive level for different risk
assessments. For example, when the initial security data (e.g., the IP address) is obtained from a
request received by the online service provider, the risk engine may determine the recursive level
for enriching the initial security data based on one or more attributes of the request (that is,
specific different requests may be handled differently in terms of data recursion). In one
example, the risk engine may determine t.he recursive level based on a request type associated
with the request. As such, the risk engine may determine a first recursive level when the request
is a request to create a new account, a second recursive level when the request is a log-in request
for logging in to a user account, and a third recursive level when the request 1s ax request for
performing a payment transaction. Furthermore, the risk engine may also determine a recursive

level based on an attribute of the request. Thus, for a payment transaction request, the risk

engine may determine a first recursive level when an amount associated with the payment
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transaction request is below a threshold amount, and determine a second recursive level (higher
than the first recursive level) when the amount is higher than the threshold amount.

[00022] Advantageously, the risk engine of some embodiments may assess a risk level of
the risk source based on a combination of the initial security data and the additional security
information that is derived from the initial security data using the recursive approach. As will be
illustrated herein, the enriched security data may enable the risk engine to assess the risk level of
the risk source more comprehensively and may classify the risk source more accurately than
using the initial security data alone.

[00023] To assist in assessing a risk level of the risk source, the risk engine may generate a
fingerprint for the risk source based on the enriched security data. In some embodiments, the
fingerprint may represent the security data obtained and derived for the risk source (e.g., the
initial security data and the additional security data), the respective recursive levels in which the
security data is derived, and fhe derivation relationship among the security data. Ditterent
embodiments may use different techniques to generate the fingerprint. In some embodiments,
the risk engine may implement the fingerprint as a particular data structure that includes the
initial security data and the additional security information. For example, the risk engine may
represent the initial security data and the additional security information in an inter-connected
oraph, where each piece of security data is represented by a node and each node is connected
other nodes that represent security data that is derived from the node. As such, the graph may
include a root node that represents the initial security data. The root node may be connected to '
one or more nodes that represent the first level of additional security information derived from
the initial security data. Each of the nodes representing the first level of additional security
information may in turn be connected to one or more nodes that represent the second level of
additional security information. Thus, the graph in some embodiments may be a tree graph
having layers of nodes corresponding to the recursive levels of deriving the additional security
information. An advantage of using the graph to represent the enriched security data is that it
clearly illustrates a number of recursive levels used in deriving the additional security
information and how each piece of additional security information is derived by tracing the node
that represents the piece of additional security information to the root node.

[00024] - In some embodiments, the risk engine may determine a risk level (also referred to

as a “risk score”) for the risk source by comparing the fingerprint generated for the risk source
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against other fingerprints associated with known bad risk sources and/or fingerprints associated
with known good risk sources. For example, the risk engine may determine the risk level for the
risk source based on how similar (or different) the fingerprint generated for the risk source 1s
with such known fingerprints. In some embodiments, the risk engine may assign an initial risk
level to the risk source. The risk engine may increase the risk level when it is determined that the
fingerprint generated for the risk source overlaps with a fingerprint associated with a known bad
risk source (e.g., a bad fingerprint) by a predetermined threshold (e.g., 60%, 70%, 80%, etc.), and
may decrease the risk level when it is determined that the fingerprint generated for the risk source
overlaps with a fingerprint associated with a known good risk source (e.g., a good fingerprint) by
a predetermined threshold (e.g., 60%, 70%, 80%, etc.).

[00025] In some embodiments, the overlapping thresholds (also referred to as “similarity
thresholds™) may also be dynamically determined based on the request. Similar to how the
recursive level is determined, the risk engine may determine the overlapping thresholds based on
a request type of the request and/or an attribute (e.g., an amount ) associated with the request.

For example, the risk engine may determine a higher overlapping threshold (e.g., 90%) for
overlapping with a bad fingerprint when the request is not critical (e.g., a request for creating a
new account), but may determine a lower overlapping threshold (e.g., 60%) for overlapping with
a bad fingerprint when the request is critical (e.g., an electronic payment request). Furthermore,
the risk engine may determine a higher overlapping threshold (e.g., 70%) for overlapping with a
bad fingerprint when the amount associated with the request is below a threshold (e.g., below
$1,000), but may determine a lower overlapping threshold (e.g., 50%) for overlapping with a bad
fingerprint when the amount associated with the request exceeds the threshold (e.g., above
$1,000).

[00026] By analyzing and comparing the enriched security data, the risk engine may
determine a more accurate risk level for the risk source. For example, the risk engine may
determine that the risk source is associated with a cyber-attacker even when the initial security
data (e.g., the IP address) does not match any known IP addresses associated with prior cyber-
attacks, but some of the other additional security information derived using the recursive
approach (e.g., the set of services offered by the IP address and the ports used by the device to
provide the set of services) match the profiles (e.g., the fingerprints) of one or more previous

cyber-attacks.
-
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[00027] In some embodiments, the risk level determined for the risk source may be used
by the risk engine to respond to the request (e.g., to authorize or to deny the request). For
eXample,, when the risk level is above a certain threshold (e.g., when the fingerprint generated for
the risk source matches better with known bad fingerprints than with known good fingerprints),
the risk engine may determine to deny the request. When the risk level is below a certain
threshold (e.g., when the fingerprint generated for the risk source matches better with known
oood fingerprints than with known bad fingerprints), the risk engine may determine to authorize
the request.

[00028] Instead of or in addition to responding to the request, the risk level determined for
the risk source may be used to further configure the risk engine. For example, when 1t 1s
determined that the risk level is above a predetermined threshold, the risk engine may classity the
risk source as a known bad risk source, and associate the fingerprint generated for the risk source
with a known bad risk source.

[00029] Furthermore, the risk engine may incorporate the recursive approach with an
access control mechanism-based on blacklists and whitelists. For example, when it is determined
that the risk source is a bad risk source, the risk engine may add the initial security data
associated with the risk source to an existing blacklist. Similarly, when it is determined that the
risk source is a good risk source, the risk engine may add the initial security data associated with
the risk source to an existing whitelist. The updated blacklist and/or whitelist may be used by the
risk engine in analyzing subsequent requests.

[00030] Fig. 1 illustrates an electronic transaction system 100 within which the risk engine
may be implemented according to one embodiment of the disclosure. The electronic transaction
system 100 includes a service provider server 130 associated with an online service provider, a
merchant server 120 associated with a merchant, and a user device 110 that may be
communicatively coupled with each other via a network 160. The network 160, in one
embodiment, may be implemented as a single network or a combination of multiple networks.
For example, in various embodiments, the network 160 may include the Internet and/or one or
more intranets, landline networks, wireless networks, and/or other appropriate types of
communication networks. In another example, the network 160 may comprise a wireless

telecommunications network (e.g., cellular phone network) adapted to communicate with other

communication networks, such as the Internet.

p
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[00031] The user device 110, in one embodiment, may be utilized by a user 140 to interact
with the merchant server 120 and/or the service provider server 130 over the network 160. For
example, the user 140 may use the user device 110 to log in to a user account with the online
service provider to conduct account services or conduct various electronic transactions (€.g.,
electronic payment transactions, etc.) offered by the online service provider with the service
provider server 130. Similarly, the merchant associated with the merchant server 120 may use
the merchant server 120 to log in to a merchant account to conduct account services or conduct
various electronic transactions (e.g., electronic funds transactions, etc.) with the service provider
server 130. The usér device 110, in various embodiments, may be implemented using any
appropriate combination of hardware and/or software configured for wired and/or wireless
communication over the network 160. In various implementations, the user device 110 may
include at least one of a wireless cellular phone, wearable computing device, PC, laptop, etc.
[00032] The user device 110, in one embodiment, includes a user interface (Ul)
application 112 (e.g., a web browser), which may be utilized by the user 140 to conduct
electronic transactions (e.g., shopping, purchasing, bidding, etc.) with the service provider server
130 over the network 160. In one aspect, purchase expenses may be directly and/or
automatically debited from an account related to the user 140 via the user interface application
112.

[00033] In one implementation, the user interface application 112 includes a software
program, such as a graphical user interface (GUI), executable by a processor that is configured to
interface and communicate with the service provider server 130 via the network 160. In another
implementation, the user interface application 112 includes a browser module that provides a
network interface to browse information available over the network 160. For example, the user
interface application 112 may be implemented, in part, as a web browser to view information
available over the network 160.

[00034] The user device 110, in various embodiments, may include other applications 116
as may be desired in one or more embodiments of the present disclosure to provide additional
features available to the user 140. In one example, such other applications 116 may include
security applications for implementing client-side security features, programmatic client
applications for interfacing with appropriate application programming interfaces (APIs) over the

network 160, and/or various other types of generally known programs and/or software
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applications. In still other examples, the other applications 116 may interface with the user
interface application 112 for improved efficiency and convenience.

[00035] The user device 110, in one embodiment, may include at least one identifier 114,
which may be implemented, for example, as operating system registry entries, cookies associated
with the user interface application 112, identifiers associated with hardware of the user device
110 (e.g., a media control access (MAC) address), or various other appropriate identifiers. The
identifier 114 may include one or more attributes related to the user 140 of the user device 110,
such as personal information related to the user (e.g., one or more user names, passwords,
photograph images, biometric IDs, addresses, phone numbers, social security number, etc.) and
banking information and/or funding sources (e.g., one or more banking institutions, credit card
issuers, user account numbers, security data and information, etc.). In various implementations,
the identifier 114 may be passed with a request (e.g., a user login request, a payment transaction
request, etc.) to the service prdvider server 130 via the network 160, and the identifier 114 may
be used by the service provider server 130 to associate the user with a particular user account
maintained by the service provider server 130. Furthermore, the identifier 114 may be used as
the initial security data for generating a fingerprint for the user 140 and/or the user device 110
according to various embodiments of the disclosure.

[00036] In various implementations, the user 140 is able to input data and information into
an input component (e.g., a keyboard) of the user device 110 to provide user information with a
transaction request, such as a login request, a fund transfer request, a request for adding an
additional funding source (e.g., a new credit card), or other types of request. The user
information may include user identification information.

[00037] The user device 110, in various embodiments, includes a location component 113
configured to determine, track, monitor, and/or provide an instant geographical location of the
user device 110. In one implementation, the geographical location may include GPS coordinates,
zip-code information, area-code information, street address information, and/or various other
cenerally known types of location information. In one example, the location information may be
directly entered into the user device 110 by the user via a user input component, such as a
keyboard, touch display, and/or voice recognition microphone. In another example, the location
information may be automatically obtained and/or provided by the user device 110 via an internal

or external monitoring component that utilizes a global positioning system (GPS), which uses
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satellite-based positioning, and/or assisted GPS (A-GPS), which uses cell tower information to
improve reliability and accuracy of GPS-based positioning. In other embodiments, the location
information may be automatically obtained without the use of GPS. In some instances, cell
signals or wireless signals are used. For example, location information may be obtained by
checking in using the user device 110 via a check-in device at a location, such as a beacon. This
helps to save battery life and to allow for better indoor location where GPS typically does not
work.

[00038] Even though only one user device 110 is shown in Fig. 1, it has been
contemplated that one or more user devices (each similar to user device 110) may be
communicatively coupled with the service provider server 130 via the network 160 within the
system 100.

[00039] The merchant server 120, in various embodiments, may be maintained by a
business entity (or in some cases, by a partner of a business entity that processes transactions on
behalf of business entity). Examples of business entities include merchant sites, resource
information sites, utility sites, real estate management sites, social networking sites, etc., which
offer various items for purchase and process payments for the purchases. The merchant server
120 may include a merchant database 124 tfor identifying available items, which may be made
available to the user device 110 for viewing and purchase by the user.

[00040] The merchant server 122, in one embodiment, may include a marketplace
application 122, which may be configured to provide information over the network 160 to the
user interface application 112 of the user device 110. For example, the user 140 of the user
device 110 may interact with the marketplace application 122 through the user interface
application 112 over the network 160 to search and view various items available for purchase in
the merchant database 124.

[00041] The merchant server 120, in one embodiment, may include at least one merchant
identifier 126, which may be included as part of the one or more items made available for
purchase so that, e.g., particular items are associated with the particular merchants. In one
implementation, the merchant identifier 126 may include one or more attributes and/or
parameters related to the merchant, such as business and banking information. The merchant

identifier 126 may include attributes related to the merchant server 120, such as identification
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information (e.g., a serial number, a location address, GPS coordinates, a network 1dentification
number, etc.).

[00042] The merchant may also use the merchant server 120 to communicate with the
service provider server 130 over the network 160. For example, the merchant may use the
merchant server 120 to communicate with the service provider server 130 in the course of
various electronic services offered by the service provider to a merchant, such as providing an
online platform that facilitates electronic payment between customers of the merchant and the
merchant itself. For example, the merchant server 120 may use an application programming
interface (API) that allows it to offer sale of goods or services in which customers are allowed to
make electronic payment through the service provider server 130, while the user 140 may have
an account with the service provider server 130 that allows the user 140 to use the service
provider server 130 for making electronic payments to merchants that allow use of
authentication, authorization, and electronic payment services of the service provider. The
merchant may also have an account with the service provider server 130. Even though only one
merchant server 120 is shown in Fig. 1, it has been contemplated that one or more merchant
servers (each similar to merchant server 120) may be communicatively coupled with the service
provider server 130 and the user device 110 via the network 160 in the system 100.

[00043] The service provider server 130, in one embodiment, may be maintained by a
transaction processing entity or an online service provider, which may provide processing for H
electronic transactions between the user 140 of user device 110 and one or more merchants. As
such, the service provider server 130 may include a service application 138, which may be
adapted to interact with the user device 110 and/or the merchant server 120 over the network 160
to facilitate the electronic transactions such as searching, selection, purchase, payment of items
online, and/or other electronic services offered by the service provider server 130. In one
example, the service provider server 130 may be provided by PayPal®, Inc. of San Jose,
California, USA, and/or one or more service entities or a respective intermediary that may
provide multiple point of sale devices at various locations to facilitate transaction routings
between merchants and, for example, service entities.

[00044] In some embodiments, the service application 138 may include a payment
processing application (not shown) for processing purchases and/or payments for electronic

transactions between a user and a merchant or between any two entities. In one implementation,
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the payment processing application assists with resolving electronic transactions through
validation, delivery, and settlement. As such, the payment processing application settles
indebtedness between a user and a merchant, wherein accounts may be directly and/or
automatically debited and/or credited of monetary funds in a manner as accepted by the banking
industry.

[00045] The service provider server 130 may also include a web server 134 that 1s
configured to serve web content to users in response to HTTP requests. As such, the web server
134 may include pre-generated web content ready to be served to users. For example, the web
server 134 may store a log-in page, and is configured to serve the log-in page to users for logging
into user accounts of the users to access various service provided by the service provider server
130. The web server 134 may also include other webpages associated with the different
electronic services offered by the service provider server 130. As a result, a user may access a
user account associated with the user and access various services offered by the service provider
server 130, by generating HTTP requests directed at the service provider server 130.

[00046] In various embodiments, the service provider server includes a risk assessment
module 132 that implements and/or incorporates the risk engine as discussed herein. The risk
assessment module 132 may be configured to classify a risk level of one or more risk sources
(e.g., the user device 110, the merchant server 120) and determine whether to authorize or deny
an incoming request from a risk source (e.g., the user device 110 or the merchant server 120).
The request may be a request to create a new user account with the online service provider, a log-
in request, an electronic fund transfer request, a request for adding an additional funding source,
or other types of electronic transaction requests associated with the variety of services offered by
the service provider server 130. As such, when a new request is received at the service provider
server 130 (e.g., by the web server 134), the risk assessment module 132 may analyze (or
evaluate) the request and determine whether the request is possibly an unauthorized/fraudulent
request based on information obtained from the request (e.g., the initial security data) and
additional information that the risk assessment module 132 may obtain by recursively deriving
the additional information according to embodiments of the disclosure. The risk assessment
module 132 may transmit an indication of whether the request is possibly an

unauthorized/fraudulent request to the web server 134 and/or the service application 138 such
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that the web server 134 and/or the service application 138 may process (e.g., approve or deny)
the request based on the indication.

[00047] As shown in Fig. 1, the service provider server 130 may be communicatively
coupled with a network security component 150 such that any inbound network trattic for the
service provider server 130 from the network 160 and any outbound network traffic from the
service provider server 130 must go through the network security component 150. In some
embodiments, the network security component 150 may be implemented as a firewall. As such,
the network security component 150 may be contigured to implement a security policy for
controlling the inbound and outbound traffic. For example, the network security component 150
may determine which inbound traffic may go through the network security component 150 and
reach the service provider server 130 and which inbound traffic may be dropped and/or returned
to the sender. In some embodiments, the risk assessment module 132 may configure the network
security component 150 based on the enriched security data that the risk assessment module 132
derives from the initial security data. For example, when it is determined that a risk source 1s a
bad risk source, the risk assessment module 132 may update a blacklist maintained by the
network security component 150, and when it is determined that a risk source is a good risk
source, the risk assessment module 132 may update a whitelist rﬁaintained by the network
security component 150. The network security component 150 may then use the updated
blacklist and/or whitelist to control/direct subsequent inbound traffic for the service provider
server 130. i

[00048] The service provider server 130, in one embodiment, may be configured to
maintain one or more user accounts and merchant accounts in an account database 136, each ot
which may include account information associated with one or more individual users (e.g., the
user 140 associated with user device 110) and merchants. For example, account information may
include private financial information of users and merchants, such as one or more account
numbers, passwords, credit card information, banking information, digital wallets used, or other
types of financial information, transaction history, Internet Protocol (IP) addresses, device
information associated with the user account, which may be used by the decision making module
132 to determine whether to authorize or deny a request associated with the user account. In

certain embodiments, account information also includes user purchase profile information such

as account funding options and payment options associated with the user, payment information,
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receipts, and other information collected in response to completed funding and/or payment
transactions.

[00049] Fig. 2 illustrates a block diagram of the risk assessment module 132 according to
an embodiment of the disclosure. The risk assessment module 132 includes a context generating
module 202, a classification module 204, a configuration module 206, and a database 210. In
some embodiments, when the risk assessment module 132 receives initial security data
associated with a risk source, for example, based on a request submitted to the web server 134,
the context generating module 202 may recursively derive additional security information based
on the initial security data, and generate a fingerprint for the risk source based on the 1nitial
security data. The classification module 204 may determine a risk level for the tingerprint, for
example, by comparing the fingerprint generated for the risk source against other fingerprints
associated with known good and/or bad risk sources that are stored in the database 210. The
classification module 204 may also classify the risk source as good or bad based on the
determined risk level. The configuration engine 206 may then configure one or more of the web
server 134, the service application 138, and the network security component 150 based on the
determined risk level (or the classification) of the risk source.

[00050]} Fig. 3 illustrates a process 300 for assessing a risk level of a risk source according
to an embodiment of the disclosure. In some embodiments, the process 300 may be pertormed
by the risk assessment module 132. The process begins by receiving (at step 305) a request
associated with first security data from a risk source. For example, the risk assessment module
132 may receive a request from the user device 110 that is directed to the web server 134. The
request may be a log-in request, a payment transaction request, or a request for any type ot
services offered by the service provider server 130.

[00051] In some embodiments, the risk assessment module 132 may obtain the initial
security data from the request itself. For example, by analyzing the request and/or the network -
packets of the request to obtain the initial security data associated with the risk source. Examples
initial security data that can be obtained include an IP address of the device (e.g., the user device
110) that submitted the request, an identifier of a user account associated with the user device

110, and contact data (e.g., a phone number, an email address, etc.) associated with the user

device 110.
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[00052] The process 300 then recursively derives additional security information based on
the initial security data, by first deriving (at step 310) additional security data using the first
security data, determining (at step 315) whether the predetermined recursive level threshold 1s
reached, and if the predetermined recursive level threshold is not reached, continuing to derive
(at step 320) additional security data using the previously derived security data until the recursive
level threshold is reached. For example, the context generating module 202 may enrich the
initial security data by recursively deriving additional security information based on the initial
risk data. For example, the context generating module 202 may derive a first level of additional
security information using the initial risk data in a first recursive level. The context genecrating
module 202 may then derive a second level of additional security data using the first level of
additional security information in a second recursive level. The context generating module 202
may continue to derive more levels of additional security data using a previous level of additional
security data until a predetermined recursive level threshold 1s reached.

[00053] As discussed herein, the risk assessment module 132 may recursively derive
additional security information until a predetermined recursive level is reached. In some
embodiments, the risk assessment module 132 may determine a fixed recursive level for all
analyses. However, in some other embodiments, the risk assessment module 132 may
dynamically determine a recursive level for different analyses. For example, when the initial
security data (e.g., the IP address) is obtained from a request received by the service provider
server 130, the risk assessment module 132 may determine the recursive level for enriching the
initial security data based on one or more attributes of the request. In one example, the risk
assessment module 132 may determine the recursive level based on a request type associated
with the request. As such, the risk assessment module 132 may determine a first recursive level
(e.g., a low recursive level such as 2) when the request is a non-critical request such as a request
to create a new account, and determine a second recursive level (e.g., higher than the first
recursive level such as 4) when the request is a semi-critical request such as a log-in request for
logging in to a user account, and determine a third recursive level (e.g., higher than the second
recursive level such as 6) when the request is a request for performing a payment transaction.
Furthermore, the risk assessment module 132 may also determine a recursive level based on an
attribute of the request. Thus, for a payment transaction request, the risk engine may determine a

first recursive level when an amount associated with the payment transaction request is below a
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threshold amount, and determine a second recursive level (higher than the first recursive level)
when the amount 1s higher than the threshold amount.

[00054] Fig. 4 illustrates a graph 400 that represents example enriched security data
generated by the context generating module 202. In this example, the initial security data
obtained by the context generating module 202 is an IP address (e.g., 192.0.2.100), and the
additional security data is recursively derived based on three recursive levels. The IP address 1s
represented by a node 402. Specifically, the context generating module 202 may derive one or
more additional security data (the first level of additional security data) using such the IP address
“192.0.2.100.” For example, the context generating module 202 may derive a CIDR range of
“192.0.2.0/24 (represented by a node 404) by querying a CIDR lookup table using the IP address.
The CIDR lookup table may be stored in the database 210 in some embodiments. The context
generating module 202 may also derive a domain name of “www.xyc.agency” (represented by a
node 420) based on the IP address by querying an external DNS using the IP address. The
context generating module 202 may also derive a set of services (e.g., ﬁ HyperText Transter
Protocol (HTTP) service, file transfer protocol (FTP) service, etc.) (represented by a node 438)
based on the IP address by “pinging” the user device 110.

[00055] The context generating module 202 may then derive one or more additional
security data (the second level of additional security data) based on the first level of additional
security data. For example, based on the CIDR range 404, the context generating module 202
may derive an autonomous system name (ASN) (e.g., 65000) of an autonomous system
(represented by a node 406) based on the CIDR 404 by querying an ASN lookup server, an age
(e.g., 15 years) (represented by a node 412) of the CIDR by retrieving data from an external
server, and whether the CIDR performs IP routing (e.g., true) (represented by a node 414).

Based on the domain name 420, the context generating module 202 may derive a top-level
domain (e.g., “.agency”) (represented by a node 422) by parsing the domain name derived from
the IP address, an age of the domain name (e.g., 5 years) (represented by a node 428) by querying
an external server such as “www.whois.net,” and whether a secure sockets layer (SSL) 1s used by
the domain (e.g., true) (represented by a node 430). Based on the set of services offered by the
IP address, the context generating module 202 may derive the ports used for providing the
services (e.g., Port 80 for the HTTP service, Port 8080 for the FTP service, etc.) (represented by

a node 440) by monitoring the network traffic to and from the IP address, a version of the
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services (e.g., version 2.1) (represented by a node 446) by querying the user device (e.g., the user
device 110) associated with the IP address, and whether the services include a banner (e.g., true)
(represented by a node 454) by querying the user device (e.g., the user device 110) associated
with the IP address.

[00056] The context generating module 202 may then derive one or more additional
security data (the third level of additional security data) based on the second level of additional
security data. For example, based on the ASN 406, the context generating module 202 may
derive a geographical location associated with the IP address (e.g., Canada) (represented by a
node 408) and an organization (e.g., XYZ Agency) (represented by a node 410) associated with
the ASN. Based on the determination that IP routing 1s available for the CIDR, the context
generating module 202 may determine a size of IP addresses that the CIDR may route (e.g., 256)
(represented by a node 416) and a summary (e.g., “192.0.0.0/9) (represented by a node 413).
[00057] Based on the top-level domain 422 (e.g., “.agency”), the context generating
module 202 may derive a cost for register a domain under such TLD (e.g., $99) (represented by a
node 424) and a registrar (e.g., Verisign) (represented by a node 426) by querying a generic top-
level domain (gTLD) registry or a country code top-level domain (ccTLD) registry. Based on the
determination that SSL is offered by the domain name associated with the IP address, the context
generating module 202 may derive an issuer (e.g., Symantec) of the SSL certificate (represented
by a node 432), a Subject Alternate Name (SAN) of the SSL certificate (represented by a node
434), and a certificate revocation list (CRL) issued by the issuer 432 (represented by a node 436).
[00058] Based on the Ports 440, the context generating module 202 may derive a type of
the port (e.g., reserved, non-reserved, etc.) (represented by a node 444) and whether the port 1s a
standard port (e.g., yes) (represented by a node 442). Based on the version of the service 446, the
context generating module 202 may derive an age (e.g., 1 year) that the version of the services
has been provided by the IP address (represented by a node 448), a CVE (represented by a node
450) of the version of the services, and whether the version is the latest (e.g., true) (represented
by a node 452) of the services. Based on the determination that the services 438 offers a banner
454, the context generating module 202 may derive an encoding (e.g., JavaScript) (represented
by a node 456) of the banner and whether the banner is interactive (e.g., false) (represented by a

node 458).
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[00059] Since the recursive derivation of additional security data has reached the
predetermined recursive level threshold (3 in this example), the context generating module 202
may stop from continuing to derive additional data using the third level of security data.

[00060] Referring back to Fig. 3, when it is determined (at step 315) that the recursive
level has reached the threshold level), the process 300 generates (at step 325) a fingerprint for the
risk source based on the first security data and the additional security data. For example, the
context generating module 202 may generate a fingerprint 230 for the risk source (e.g., the user
device 110 or the user 140) based on the initial security data (the IP address) and all the
additional security data derived based on the recursive process (steps 310 through 320).
Different embodiments may use different techniques to generate the fingerprint 230. In some
embodiménts, the context generating module 202 may generate the fingerprint 230 in the form of
an inter-connected graph, such as the oraph 400 as shown in Fig. 4.

[00061] As shown in Fig. 4, the graph 400 includes nodes 402-458, where each node
represents a piece of security data. The graph 400 has a root node 402 that represents the initial
security data (e.g., the IP address). The root node 402 is connected to nodes 404, 420, and 438
representing the first level of additional security data that is derived from the initial security data
by the context generating module 202. The node 404 representing the CIDR range of the IP
address is connected to the nodes 406, 412, and 414 representing the second level of additional
security data that is derived from the CIDR range 404 by the context generating module 202
(e.g., the ASN 406, the age of the CIDR 412, and whether the CIDR offers IP routing services
414). Similarly, the node 420 representing the domain name associated with the TP address 1s
connected to the nodes 422, 428, and 430 representing the second level of additional security
data that is derived from the domain name 420 by the context generating module 202 (e.g., the
top-level domain 422 of the domain name, the age of the domain 428, and whether the domain
offers SSL 430), and the node 438 representing the services offered by the IP address is
connected to the nodes 440, 446, and 454 representing the second level of additional security
data that is derived from the services 438 by the context generating module 202 (e.g., the ports
used by the services 440, the version of the services 446, and whether the services offers a banner
454). -

[00062] The node 406 representing the ASN of the CIDR 404 is connected to the nodes
408 and 410 representing the third level of additional security data that is derived from the ASN
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406 by the context generating module 202 (e.g., the geographical area of the ASN 408 and the
organization associated with the ASN 410). Similarly, the node 414 representing whether the
CIDR offers IP routing services is connected to the nodes 416 and 418 representing the third
level of additional security data that is derived from the ASN 406 by the context generating
module 202 (e.g., the size of IP addresses routable by the CIDR 416 and the summary of the
routing 418). The node 406 representing the top-level domain 422 of the domain 420 is
connected to the nodes 424 and 426 representing the third level of additional security data that 1s
derived from the TLD 422 by the context generating module 202 (e.g., the cost for registering a
domain 424 and the registrar associated with the TLD 426). The node 430 representing whether
the domain name offers SSL is connected to the nodes 432, 434, and 436 representing the third
level of additional security data that is derived from the SSL 430 by the context generating
module 202 (e.g., an issuer of the SSL certificate 432, the SAN of the certificate 434, and the
CRL of the issuer 436). The node 440 representing the ports used by the services 438 1s
connected to the nodes 442 and 444 representing the third level of additional security data that 1s
dertved trom the ports 440 by the context generating module 202 (e.g., whether the port is a
standard port 442 and the type of the port 444). The node 446 representing the version of the
services 438 is connected to the nodes 448, 450, and 452 representing the third level of additional
security data that is derived from the version 446 by the context generating module 202 (e.g., the
age of the version of the services 448, the CVE of the services 450, and whether the version 1s
the latest version of the services 452). The node 454 representing the banner of the services 438
is connected to the nodes 456 and 458 representing the third level of additional security data that
is derived from the banner 454 by the context generating module 202 (e.g., the encoding of the
banner 456 and whether the banner is interactive 4538).

[00063] In some embodiments, the context generation module 202 may generate the

' fingerprint 230 in a structured text format (e.g., XML, JSON, etc.). Fig. 5 illustrates an example
data structure 500 that represents the fingerprint 230 of the risk source (e.g., the user device 110).
As shown, the data structure 500 indicates that the IP address “192.0.2.100” as the initial security
data using the label “RCO0”. The first level of additional security data (e.g., the Services, the
CIDR, etc.) i1s indicated using the label “RC17”, the second level of additional security data (e.g.,
the ports, the ASN, the age, the route, etc.) is indicated with the label “RC2”, and the third level
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of additional security data (e.g., the port type, the geographical region, the organization name,
etc.) is indicated using the label “RC3”.

[00064] After a fingerprint is generated for the risk source, the process 300 determines (at
step 330) a risk level for the risk source based on the fingerprint. For example, the classification
module 204 may determine a risk level for the risk source based on the fingerprint 230. In some
embodiments, the risk assessment module 132 may store one or more fingerprints previously
senerated for other risk sources in the database 210. For example, based on previous analyses of
- the other risk sources, a risk Ievel may be assigned to each of the other risk sources. The
different risk levels may simply include two levels (e.g., good or bad). Alternatively, the risk
levels may be more sophisticated and may include more levels based on a scale (¢.g., 1-10, 1-5,
ctc.).

[00065] As such, in some embodiments, the classification module 204 may determine a
risk level for the risk source by comparing the fingerprint 230 against the stored fingerprints. In
some embodiments, the classification module 204 may first assign a neutral risk level to the
fingerprint 230 (e.g., a risk level of 3 in a scale of 1-5). The classification module 204 may then
begin comparing the fingerprint 230 against the stored fingerprints, and may adjust the risk level
of the fingerprint 230 based on the comparison. For example, the classification module 204 may
increase the risk level of the fingerprint 230 when a similarity (e.g., a calculated similarity score)
betWeen the fingerprint 230 and a ﬁngefprin‘[ of a known bad risk source (e.g., having a risk level
above 3) exceeds a predetermined threshold, and may reduce the risk level of the fingerprint 230
when a similarity (e.g., a calculated similarity score) between the fingerprint 230 and a
fingerprint of a known good risk source (e.g., having a risk level below 3) exceeds a
predetermined threshold.

[00066] In some embodiments, the similarity score between the fingerprint 230 and
another fingerprint is determined based on a number of common (e.g., shared) security data. Fig.
6 illustrates an example comparison between the fingerprint 230 and one other fingerprint of a
known bad risk source. In this comparison, the classification module 204 determines that the
security data, including the ASN (represented by the node 406), the geographical location
(represented by the node 408), the organization (represented by the node 410), the top-level
domain (represented by the node 422), the cost (represented by the node 424), the registrar
(represented by the node 426), the services (represented by the node 438), the ports (represented
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by the node 440), the port type (represented by the node 444), the banner (represented by the
node 545), the encoding of the banner (represented by the node 456), and whether the banner 1S
interactive (represented by the node 458), are shared between the fingerprint 230 and the other
fingerprint, as indicated by the shaded nodes. As such, in some embodiments, the classification
module 204 may determine a similarity score of 12/29 (nine shared security data out of a total of
29 security data). The classification module 204 may increase the risk level of the fingerprint
230 if the score of 12/29 exceeds a predetermined threshold.

[00067] As discussed above, sophisticated cyber-attackers have been using various
techniques to defeat and/or circumvent traditional security measures. For example, 1t 1s known
that some cyber-attackers use a large set of proxies and botnets to make it appear that the risk
source comes from different IP addresses and/or different domains. The type of techniques used
- by these sophisticated cyber-attackers may easily change the top level(s) of security data (e.g.,
the initial security data representing the IP address, the first level of additional security data). In
the example of using proxies and/or botnets, the cyber-attackers may make the attack appear to
come from a different IP address or even having a different CIDR range than the risk source used
in a previous attack. However, while it may be easy to change the top level attributes of the
attack, the underlying data may remain the same (e.g., they may use the same services to launch
the attack, the same kind of banner, the same encoding for the banner, etc.). As such, the
classification module 204 may assign a higher weight to having shared security data that 1s
derived in the top level (e.g., the lower level) of additional security data (e.g., the first level of
additional security data), and assign a lower weight to having shared security data that is derived
in the bottom level (e.g., the higher level) of additional security data) (e.g., the second level or
the third level of additional security data. As such, the weights assigned to sharing the ASN (the
node 406), the top-level domain (the node 422), the ports (the node 440), and the banner (454)
(representing the second level of additional security data) may be higher than the weights
assigned to the services (the node 438) (representing the first level ot additional security data)
[00068] Instead of or in addition to assigning weights based on the level of recursion from
which the security data is derived, the classification module 204 may also assign weights to each
security data (e.g., each node in the graph 400) based on which sub-graph (e.g., sub-group or a
branch in the graph) to which the security data belongs. Each sub-graph in the graph 400 may be

represented by a pseudo-root node, and the sub-graph includes all of the nodes that are
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downstream to the pseudo-root node. For example, when it is determined that the CIDR security
data family (e.g., the pseudo node being the node 404, and the sub-graph includes the node 404
and all of the nodes downstream of the node 404, including the nodes 406-418) 1s more
indicative for assessing the risk level of the fingerprint 230 than other security data families, the
classification module 204 may assign a higher weight to the sub-graph including the nodes 404-
418 than the nodes in other sub-graphs. In this example, the shared ASN data (represented by the
node 406), geographical location data (represented by the node 408), and organization data
(represented by the node 410) would have more weights (e.g., more influential to the resulting
similarity score) than the other shared security data. Since the graph 400 represents multiple
level of additional security data, the sub-graph may have a pseudo-node that is at any one of the
levels. While the sub-graph in the example discussed above has the node 404 representing CIDR
data as the pseudo node (thus the sub-graph includes the nodes 404-418), another sub-graph may
exist having a pseudo-node 406 representing the ASN data, and this other sub-graph includes the
nodes 406-410. A third sub-graph may have a pseudo-node 422 representing the top-level
domain, and the third sub-graph includes the nodes 422-426. A fourth sub-graph may have a
pseudo-node 420, and the fourth sub-graph may include the nodes 420-436. The classification
module 204 may assign different weights to each of these sub-graphs such that sharing security
data within these different sub-graphs may be weighted differently in the calculation of the
similarity score.

[00069] After assigning the weights to the different nodes in the graph 400, the
classification module 204 may calculate the similarity score for the comparison based on the
assigned weight. The classification module 204 may then compare the calculated similarity score
against a predetermined threshold and adjust the risk level of the risk source accordingly. In
some embodiments, the classification module 204 may use a different threshold based on the
characteristics of the fingerprint that the fingerprint 230 is compared against. For example, the
classification module 204 may use a first similarity threshold for comparing against fingerprints
associated with good risk sources (e.g., risk levels below a predetermined level), and use a
second similarity threshold for comparing against fingerprints associated with bad risk sources
(e.g., risk levels above a predetermined level).

[00070] In some embodiments, the classification module 204 may dynamically determine

the similarity thresholds. For example, the classification module 204 may determine the
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similarity thresholds based on attributes of the request (€.g., a request type, an amount as'lsociated
with the request, etc.) the triggers the risk level assessment. In one example, the classification
module 204 may determine a higher second (bad) similarity threshold (e.g., 90%) when the
request is not critical (e.g., a request for creating a new account), but may determine a lower
second (bad) similarity threshold (e.g., 60%) when the request is critical (e.g., an electronic
payment request). Furthermore, the classification module 204 may determine a higher second
(bad) similarity threshold (e.g., 70%) when the amount associated with the request 1s below a
threshold (e.g., below $1,000), but may determine a lower second (bad) similarity threshold (e.g.,
50%) for when the amount associated with the request exceeds the threshold (e.g., above $1,000).
The classification module 204 may then adjust the risk level for the fingerprint 230 based on the
comparison against the stored fingerprints and the dynamically generated thresholds.

[00071] Advantageously, using the techniques disclosed herein, the risk assessment
module 132 of some embodiments may assess a i'isk level of the risk source based on enriched
security information (e.g., a combination of the initial security data and the additional security
information that is derived from the initial security daté using the recursive approach disclosed
herein). The enriched security data may enable the risk engine to assess the risk level of the risk
source more comprehensively and may classify the risk source more accurately than using the
initial security data alone. Importantly, as illustrated in the examples given above, fingerprints of
known sources (good or bad) may still influence (used by the classification module 204 to
modify) the risk level of the fingerprint 230 even though the initial security data (e.g., the IP
address) is different. As such, the risk assessment module of 132 may accurately classity the risk
source (e.g., the user device 110) as a bad risk source even though the IP address of the user
device 110 is not on any threat list or blacklist, but some of the other attributes derived from the
[P address of the user device 110 are shared with one or more other bad risk sources.

[00072] Referring back to Fig. 3, the process 300 may then configure (at step 335) a risk
mitigating component based on the determined risk level of the risk source. For example, the
configuration engine 206 may configure at least one of the web server 134, the service
application 138, or the network security component 150 based on the risk level determined for
the fingerprint 230. When the initial security data was obtained from an incoming request to the
web server 134 and/or the service application 138 (e.g., a login request, a request to perform an

electronic payment transaction, etc.), the configuration engine 206 may configure the web server
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134 and/or the service application 138 to authorize or deny the request based on the determined
risk level '
[00073] In some embodiments, the network security component 150 may store a blacklist
and/or a whitelist for controlling access to the service provider server 130. In some ot these
embodiments, the good fingerprints and the bad fingerprints may be generated based on the
blacklist and whitelist of risk sources. Once the risk level is determined for the risk source
associated with the device 110, the configuration engine 206 may further update the blacklist
and/or the whitelist managed by the network security component 150. For example, when the
risk level determined for the user device 110 is above a predetermined threshold, the
configuration engine 206 may add the risk source (e.g., the IP address) to the blacklist, and when
the risk level determined for the user device 110 is below a predetermined threshold, the
configuration engine 206 may add the risk source (e.g., the IP address) to the whitelist. The
network security component 150 may then use the updated blacklist and whitelist to
authorize/deny subsequent accesses to the service provider server 130.
[00074] In some embodiments, the initial security data obtained by the risk assessment
module 132 may not be triggered by a request to the service provider server 130. Instead, the
risk assessment module 132 may determine that a merchant associated With the merchant server
120 is performing a network migration. Thus, the merchant server 120 may obtain a new [P
address and possibly other networking attributes as a result of the migration. The risk assessment
module 132 may (without a request submitted by the merchant server 120) perform a risk
assessment on the new networking attributes of the merchant server 120 using the process
disclosed herein. When it is determined that the new networking attributes of the merchant
server 120 conform to a good risk source based on the assessment, the risk assessment module
132 may add the new networking attributes (e.g., the new IP address) of the merchant server 120
to a whitelist (e.g., the whitelist managed by the network security component 150), such that
subsequent requests submitted by the merchant server 120 may be authorized without delay. In
other words, the merchant server 120, after being migrated, has been pre-approved by the risk

assessment module 132 based on the risk assessment process performed.

5.



WO 2020/081608 PCT/US2019/056394

Dynamic Risk Classification

[00075] In another aspect of the disclosure, a risk engine that dynamically adjusts a risk
classification of a risk source based on classifications of one or more other risk sources is
'presented. The risk engine may first classify a risk source (e.g., a first risk source) as a first risk
type (e.g., a low risk type) based on an initial analysis of the first risk source. Subsequent to
classifying the first risk source as the first risk type, the risk engine may determine that one or
more other risk sources (e.g., a second risk source) is associated with a second risk type (e.g., a
high risk type). Based at least in part on the determination that the second risk source is
associated with the second risk type, the risk engine may re-classify the first risk source as the
second risk type. The risk engine may then use the adjusted risk classification of the first risk
source to improve the security of an online service provider, for example, by adjusting a security
setting of the online service provider based on the adjusted risk classification of the first risk
source.

[00076] As one non-limiting example, a first risk source could be a machine that initiates a
request and/or a connection with the service provider server 130. The machine may be
associated with a network address, such as an IP address. The machine may also include other
attributes such as a domain name, a set of services offered by the machine, ports used by the
machine to offer the services, etc.

[00077] In some embodiments, the risk engine may be implemented as the risk assessment
module 132 of the service provider server 130. The risk assessment module 132 may receive an
evaluation request to evaluate a risk source (e.g., the first risk source). The evaluation request
may be triggered by an electronic transaction request submitted to the online service provider
from the first risk source. For example, the web server 134 of the service provider server 130
may receive an electronic transaction request (€.g., a login request, an electronic payment
transaction request, etc.) from the user device 110 or the merchant server 120 via the network
160. The web server 134 may then send to the risk assessment module 132 an evaluation request
for evaluating a risk level of the first risk source (e.g., associated with the user device 110 or the
merchant server 120) based on the electronic transaction request.

[00078] Upon receiving the evaluation request, the risk assessment module 132 may
analyze attributes of the first risk source to classify the first risk source as one of many (two or

more) risk levels or types (e.g., a low risk type, a high risk type, etc.). In some embodiments, the
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attributes of the first risk source may include external security data obtained from the first risk
source and/or external sources. Example external security data obtained from or for the first risk
source may include a network address (e.g., an IP address) associated with the first risk source, a
Classless Inter-Domain Routing (CIDR) range that is associated with the network address, an
autonomous system number (ASN) associated with the CIDR range, a geographical location
associated with the network address, a set of ports that are opened by a device associated with the
network address, a set of protocols used for communication with the first risk source, a set ot
services offered by the first risk source, versions of the services that are offered by the first risk
source, technologies used by the first risk source, statuses of the services offered by the first risk
source, a number of domains registered by the first risk source, an Internet Service Provider (ISP)
that services the first risk source, and possibly other attributes that are obtained and/or derived for
the first risk source. In some embodiments, the risk assessment module 132 may use the context
generating module 202 to obtain and/or derive the external security data associated with the first
risk source by recursively deriving additional security data as illustrated in the process 300
described above.

[00079] The attributes of the first risk source may also include internal security data that is
generated for the first risk source. For example, based at least in part on previous encounter(s)
(e.g., communication(s)) with the first risk source and/or previous cyber-attack(s) that target the
online service provider (e.g., the service provider server 130) and other third-party servers, the
risk assessment module 132 may generate one or more security metrics for the first risk source.
The security metrics may include a login rate (e.g., a frequency of login attempts submitted from
the first risk source), a threat list visibility (e.g., how many of the threat lists maintained by the
service provider server and/or other third-party entities include the first risk source), a peeking
activity level (e.g., how many different credentials of the service provider server 130 that the first
risk source has used in login attempts), an account-takeover activity level (e.g., whether a user
account associated with the first risk source has been taken over), a bad transaction rate (¢.g., a
ratio of bad transactions among all transactions attempted by the first risk source), and possibly
other security metrics that the risk assessment module 132 generated for the first risk source.
[00080] In some embodiments, the classification module 204 may classify the first risk
source as a first risk type (e.g., a low risk type) based on the attributes (e.g., the external security

data and the internal security metrics). For example, the classification module 204 may pertorm
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a clustering algorithm (e.g., a k-means clustering algorithm, a k-prototype clustering algorithm,
etc.) on a group of risk sources, including the first risk source, being evaluated by the risk
assessment module 132. The classitfication module 204 may configure the clustering algorithm
based on the number of risk levels or risk types available to the classification module 204. For
example, when the classification module 204 can classify risk sources as any one of two risk
levels or risk types (e.g., a low risk type and a high risk type), the classification module 204 may
configure the clustering algorithm to cluster the dataset (e.g., the risk sources) around two
centroids (k=2). On the other hand, when the classification module 204 can classify risk sources
as any one of three risk levels or risk types (e.g., a low risk type, a medium risk type, and a high
risk type), the classification module 204 may configure the clustering algorithm to cluster the
dataset (e.g., the risk sources) around three centroids (k=3). The classification module 204 may
also further configure the clustering algorithm by placing different weights on the attributes. For
example; the classification module 204 may assign higher weights to attributes that are more
indicative to risk levels of risk sources and may assign lower weights to other attributes that are
less indicative to risk levels of risk sources. In some embodiments, the classification module 204
may assign higher weights to the internal security metrics than the external security data, as the
internal security metrics, when analyzed in isolation from other information, are more likely to be
risk-related indicators, and the external security data, when analyzed in isolation from other
information, is neutral.

[00081] In some embodiments, the clustering algorithm calculates, for each risk source, a
position within a clustering space based on the attributes of the risk source. Based on the
positions in the clustering space calculated for the risk sources, the clustering algorithm
determines two centroids (e.g., two respective positions in the clustering space) corresponding to
the two risk types (e.g., the low risk type and the high risk type). The classification module 204
may then classify each of the risk sources to one of the two risk types based on the distances
(e.g., a Euclidean distance) between the position calculated for the risk source and the two -
centroids. For example, the classification module 204 may classify the first risk source as the
first risk type (e.g., the low risk type) as the position calculated for the first risk source is closer
to the centroid corresponding to the low risk type than to the centroid corresponding to the high
risk type. In one example, the shorter distance between the position calculated for the first risk

source and the centroid corresponding to the low risk type may reflect the fact that the internal
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metrics generated for the first risk source indicate a low risk (e.g., few login attempts from the
network address associated with the first risk source, the first risk source not being on any threat
list, low peeking activities, no bad transaction, and/or no denial-of-service attack from the
network address associated with the first risk source). The configuration engine 206 may then
use the classification of the first risk source to configure a security component of the service
provider server 130 (e.g., the web server 134, the service application 138, and/or the network
security component 150).

[00082] However, even though the first risk source has relatively clean internal security
metrics (indicating a low risk), and has been initially classified as the low risk type, the
classification module 204 may re-classify the first risk source to a different risk type (€.g., the
high risk type) at a later time based on subsequent classifications of one or more other risk
sources. For example, subsequent to classifying the first risk source as a low risk type, the risk
assessment module 132 may receive a request to evaluate other risk sources such as a second risk
source. In some embodiments, the classification module 204 may similarly obtain or derive
attributes of the second risk source (e.g., external security data and internal security metrics, etc.).
The classification module 204 may perform the clustering algorithm on a group of risk sources
including the first and second risk sources.

[00083] Specifically, the clustering algorithm may calculate, for the second risk source, a
position in the clustering space based on the attributes obtained and/or derived for the second risk
sources. The clustering algorithm may then determine two (recalculated) centroids
corresponding to the two risk types. As a result of adding the new, second risk source, into the
clustering space, the centroids corresponding to the two risk types may be determined at different
locations from before. Specifically, at least one of the centroids corresponding to the two risk
types may move to a new position in the clustering space as a result of adding the new, second
risk source into the clustering space.

[00084] The ad; Listment of the positions of the centroids may change the distances between
the positions calculated for the first risk source and the two centroids. For example, it may
appear that the first risk source drifts toward one of the two centroids as a result of the second
risk source being included in the clustering space. As additional risk sources are evaluated and
added into the clustering space, the first risk source may drift closer and closer toward one of the

centroids. Thus, based on the new distances between the position calculated for the first risk
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source and the two centroids, the classification module 204 may re-classify the first risk source as
the high risk source. In other words, in various embodiments, additional security data may
indicate that the first risk source actually a has higher potential for a computer security breach
than initially believed in view of re-classification of the risk categorization centroids. (Note also,
that the various techniques described herein with respect to two centroids, e.g. low and high risk
categories, are generalizable to any number of N centroids.)

[00085] For example, the first risk source may be one of a large set of proxies used by a
cyber-attacker in a coordinated cyber-attack. Since the first risk source 1s a new risk source (or
has not been used for a long time), its attributes may indicate relatively clean internal security
metrics (e.g., few login attempts from the network address associated with the first risk source,
the first risk source not being on any threat list, low peeking activities, no bad transaction, and/or
no denial-of-service attack from the network address associated with the first risk source). As the
cyber-attacker begins to use the proxies (risk sources) to launch the cyber-attacks, more and more
of the risk sources would be added to the cluster space and classified as the high risk type. As
these risk sources may also share one or more common attributes (e.g., a common ASN, a
common CIDR, etc.) with the first risk source, the centroid corresponding to the high risk type
may move closer to the first risk source, resulting in a reclassification of the first risk source as
the high risk type when the centroid corresponding to the high risk type has moved close enough
to the first risk source that the distance between the centroid corresponding to the high risk type
and the first risk source is shorter than the centroid corresponding to the low risk type and the
first risk source. The configuration engine 206 may then use the reclassification of the first risk
source to re-configure the network component of the service provider server 130. For example,
the configuration engine 206 may configure the network security component 150 to block any
requests corresponding to the first risk source. The configuration engine 206 may also configure
the web server 134 and/or the service application 138 to deny any requests corresponding to the
first risk source.

[00086] In some embodiments, in addition to dynamically re-classifying risk sources, the
risk assessment module 132 may identify drifting trends within the clustering space. For
example, the risk assessment module 132 may identify new risk sources that have been identitied
as one of the risk types (e.g., the high risk type) and/or risk sources that have been drifted toward
the centroid corresponding to the one of the risk types (e.g., the high risk type). The risk
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assessment module 132 may then extract common attributes from at least some of these risk
sources. In some embodiments, the risk assessment module 132 may extract common attributes
that are shared by at least a pre-determined percentage (e.g., 60%, 70%, 80%, etc.) of these risk
sources. For example, since the cyber-attacker selects the set of proxies for the cyber-attack, the
set of proxies may share common attributes such as a common CIDR range, a common ASN, or
other attributes. As such, a large percentage of the new risk sources and/or risk sources that have
been drifted toward the high risk type centroid may be associated with the common CIDR range
and/or the common ASN. The risk assessment module 132 may then extract information related
to the common attributes, and use the extracted information to configure the security components
of the service provider server 130.

[00087]  For example, the configuration engine 206 may configure the network security
component 150 to block any requests corresponding to the CIDR range and/or the ASN. The
configuration engine 206 may also configure the web server 134 and/or the service application
138 to deny any requests corresponding to the CIDR range and/or the ASN. In some
embodiments, the classification module 204 may use the extracted information in assessing a risk
level of a risk source, for example, during the step 330 of the process 300. As discussed above,
when determining a similarity between two fingerprints, the classification module 204 may
assign different weights to different types of security data in the fingerprints. For example, a
higher weight may be assigned to a type security data that is more indicative of risks than another
type of security data that is less indicative of risks. Thus, in some embodiments, based on the
extracted information, the classification module 204 may assign higher weights to common
attributes ('e.g., the CIDR range, the ASN, etc.) that are shared among the new risk sources
classified as the high risk type and/or the risk sources that have drifted toward to the centroid
corresponding to the high risk type. This way, a new request may be assigned/classitied as a
high risk in the step 330 when the new request is associated with a CIDR range and/or the ASN
that is the same as another risk source that is known/identified as high risk.

[00088] Fig. 7 illustrates a process 700 for dynamically adjusting a risk classification ot a
risk source according to an embodiment of the disclosure. In some embodiments, the process
700 may be performed by the risk assessment module 132. The process 700 begins by
classifying (at step 705) a first risk source as a first risk type by comparing first attributes of the

first risk source against collective characteristics of a group of risk sources. As discussed above,
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the risk assessment module 132 may receive an evaluation request to evaluate a risk source (e.g.,
the first risk source). The first risk source may be associated with a first network address (e. g., a
first IP address). The evaluation request may be triggered by an electronic transaction request
submitted to the online service provider from the first risk source (e.g., by a computer, such as
the user device 110, having the first IP address). For example, the web server 134 of the service
provider server 130 may receive an electronic transaction request (€.g., a login request, an
electronic payment transaction request, etc.) from the user device 110 or the merchant server 120
via the network 160. The web server .1 34 may then send to the risk assessment module 132 an
evaluation request for evaluating a risk level of the first risk source (e.g., associated with the user
device 110 or the merchant server 120) based on the electronic transaction request.

[00089]_ Upon receiving the evaluation request, the risk assessment module 132 may
analyze attributes of the first risk source to classify the first risk source as one of many (two or
more) risk levels or types (e.g., a low risk type, a high risk type, etc.). In some embodiments, the
attributes of the first risk source may include external security data obtained from the first risk
source and/or external sources. Example external security data obtained for the first risk source
may include a Classless Inter-Domain Routing (CIDR) range that is associated with the network
address of the first risk source, an autonomous system number (ASN) associated with the CIDR
range, a geographical location associated with the network address, a set of ports that are opened
by a device associated with the first risk source, a set of protocols used for communication with
the first risk source, a set of services offered by the first risk source, versions of the services that
are offered by the first risk source, technologies used by the first risk source, statuses of the
services offered by the first risk source, a number of domains registered by the first risk source,
an Internet Service Provider I(ISP) that services the first risk source, and possibly other attributes
that are obtained and/or derived for the first risk source. In some embodiments, the risk
assessment module 132 may use the context generating module 202 to obtain and/or derive the
external security data associated with the first risk source by recursively deriving additional
security data as illustrated in the process 300 described above.

[00090] The attributes of the first risk source may also include internal security data that 1s
generated for the first risk source. For example, based at least in part on previous encounter(s)
(e.g., communication(s)) with the first risk source and/or previous cyber-attack(s) that target the

online service provider (e.g., the service provider server 130) and other third-party servers, the
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risk assessment module 132 may generate one or more security metrics for the first risk source.
The security metrics may include a login rate (e.g., a frequency of login attempts submitted from
the first risk source), a threat list visibility (e.g., how many of the threat lists maintained by the
service provider server and/or other third-party entities include the first risk source), a peeking
activity level (e.g., how many different credentials of the service provider server 130 that the first
risk source has used in login attempts), an account-takeover activity level (e.g., whether a user
account associated with the first risk source has been taken over), a bad transaction rate (e.g., a
ratio of bad transactions among all transactions attempted by the first risk source), and possibly
other security metrics that the risk assessment module 132 generated for the first risk source.
[00091] In some embodiments, the classification module 204 may classify the first risk
source as a first risk type (e.g., a low risk type) based on the attributes (e.g., the external security
data and the internal security metrics). For example, the classification module 204 may perform
a clustering algorithm (e.g., a k-means clustering algorithm, a k-prototype clustering algorithm,
etc.) on a group of risk sources, including the first risk source, being evaluated by the risk
assessment module 132. Additional details regarding the various clustering algorithms may be
found in the publication titled “Extension to the k-Means Algorithm for Clustering Large Data
Sets with Categorical Values” by Zhexue Huang (Kluwer Academi Publishers, 1998) and the
publication titled “A Fast K-prototypes Algorithm Using Partial Distance Computation” by
Byoungwook Kim (MDPI, 2017).

[00092] The classification module 204 may configure the clustering algorithm based on
the number of risk levels or risk types available to the classification module 204. For example,
when the classification module 204 can classify risk sources as any one of two risk levels or risk
types (e.g., a low risk type and a high risk type), the classification module 204 may configure the
clustering algorithm to cluster the dataset (e.g., the risk sources) around two centroids (k=2). On
the other hand, when the classification module 204 can classify risk sources as any one of three
risk levels or risk types (e.g., a low risk type, a medium risk type, and a high risk type), the
classification module 204 may configure the clustering algorithm to cluster the dataset (e.g., the
risk sources) around three centroids (k=3). The classification module 204 may also further
configure the clustering algorithm by placing different weights on the attributes. For example,
the classification module 204 may assign higher weights to attributes that are more indicative to

risk levels of risk sources and may assign lower weights to other attributes that are less indicative

233-



WO 2020/081608 PCT/US2019/056394

to risk levels of risk sources. Ih some embodiments, the classification module 204 may assign
higher weights to the internal security metrics than the external security data, as the internal
security metrics, when analyzed in isolation from other information, are more likely to be risk-
related indicators, and the external security data, when analyzed in isolation from other
information, 1s neutral.

[00093] In some embodiments, the clustering algorithm calculates, for each risk source, a
position within a clustering space based on the attributes of the risk source. Fig. 8 illustrates an
example clustering space 800, generated by the classification module 204 using the clustering
algorithm, within which various risk sources may be placed at different positions based on their
attributes. As shown, the clustering space 800 in this example is a two-dimensional space héiving
an ‘x’ dimension and a ‘y’ dimension. However, the clustering space 800 may be any kind of
multi-dimensional (e.g., 3-dimensional, 4-dimensional, etc.) space. In some embodiments, the
clustering space 800 may have the same number of dimensions as the number of attributes being
considered and analyzed for each risk source, such that each dimension in the clustering space
800 may represent a distinct attribute of a risk source.

[00094] Using the clustering algorithm, the classification module 204 may also calculate
positions, such as positions 804-828, for risk sources within a group of risk sources being
evaluated by the classification module 204. Specifically, the classification module 204 calculates
a position for each risk source based on attributes of the risk source. In this example, since the
generated clustering space is a two-dimensional space, each of the positions calculated for the
risk sources comprise a coordinate in the two-dimensional space (e.g., a (X, y) coordinate).
Furthermore, based on the attributes of the first risk source, the classification module 204 may
also use the clustering algorithm to a position 802 for the first risk source within the clustering
space 800. In this example, the classification module 204 may configure the clustering algorithm
to cluster the risk sources around two centroids corresponding to the two available risk types (the
low risk type and the high risk type). Based on the various positions calculated for the risk

- sources, the clustering algorithm may determine a centroid 840 representing the low risk type and
a centroid 850 representing the high risk type. As discussed above, while only two centroids are
determined in this example, when more than two risk types (or risk levels) are available for the
classification module 204 to classify the risk sources, more than two centroids may be

determined in the clustering space 800. Thus, the group of risk sources may have collective
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characteristics represented by the positions of the two centroids corresponding to the two risk
types. (Note also, that the various techniques described herein with respect to two centroids, e.g.
low and high risk categories, are generalizable to any number of N centroids.)

[00095] The classification module 204 may then classify each of the risk sources based on
the attributes of the risk source and the collective characteristics of the group of risk sources.
Specifically, the classification module 204 may classify a risk source by comparing the position
calculated for the risk source in the clustering space 800 with respect to the positions of the two
centroids 840 and 850. In some embodiments, the classification module 204 may calculate a
distance (e.g., a Euclidean distance) between the position of a risk source and the centroid 840
and a distance between the position of the risk source and the centroid 850, and classify the risk
source as one of the two risk types based on the distances. For example, the classification
module 204 may classify the risk source as a risk type having a corresponding centroid with the
shorter distance with the position calculated for the risk source. As such, the classification
module 204 may classify risk sources, such as risk sources associated with positions 804-816 1n
the clustering space 800, as low risk type based on the positions 804-816 calculated for the risk
sources. The classification module 204 may classify risk sources, such as risk sources associated
with positions 818-828 in the clustering space 800, as high risk type based on the positions 804-
816 calculated for the risk sources. For the first risk source, the classification module 204 may
calculate a distance between the position 802 calculated for the first risk source and the centroid
840, and a distance between the position 802 and the centroid 850. The classification module
204 may then determine that the distance between the position 802 and the centroid 840 1s shorter
than the distance between the position 802 and the centroid 850, and thus, classify the first risk
source as the low risk type (corresponding to the centroid 840) based on the determined
distances.

[00096)] Referring back to Fig. 7, after classifying the first risk source as the first risk type
(e.g., the low risk type), the process 700 adds (at step 71 0) a second risk source to the group and
adjusts (at step 715) the collective characteristics based on the addition of the second risk source
in the group. For example, the classification module 204 may receive another evaluation request
for evaluating a risk of the second risk source. The second the evaluation request for evaluating
the risk of the second risk source may be triggered by another network request submitted by the

second risk source. The second risk source may be associated with a second network address
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(e.g., a second IP address). The evaluation request may be triggered by an electronic transaction
request submitted to the online service provider from the first risk source (e.g., by a computer,
such as another user device, having the second IP address). For example, the web server 134 ot
the service provider server 130 may receive an electronic transaction request (e.g., a login
request, an electronic payment transaction request, etc.) from a user device having the second IP
address via the network 160. The web server 134 may then send to the risk assessment module
132 an evaluation request for evaluating a risk level of the second risk source based on the
electronic transaction request.

[00097] In some embodiments, the classification module 204 may similarly obtain and/or
derive attributes of the second risk source (e.g., external security data and internal security
metrics, etc.). The classification module 204 may then use the clustering algorithm to calculate a
position in the clustering space 800 for the second risk source based on the attributes of the
second risk source. Fig. 9 illustrates the position 832 in the clustering space 800 calculated for
the second risk source based on the attributes of the second risk source.

[00098] The addition of the second risk source may cause the positions of one or more ot
the centroids 840 and 850 to change, as the distribution of the positions of the risk sources in the
clustering space may change as a result of the addition of the second risk source to the group. As
such, the classification module 204 may use the clustering algorithm to re-calculate the positions
for the centroids 840 and 850 based on the positions calculated for the group of risk sources,
including the second risk source. As shown in Fig. 9, the centroid 840 has moved slightly
upward from its previous position (shown in Fig. 8), and the centroid 850 has moved downward
from the previous position (shown in Fig. 8). The classification module 204 may also classity
the second risk source as one of the two risk types based on the position 832 calculated for the
second risk sources and the positions of the centroids 840 and 850. In this example, the
classification module 204 may determine that the distance between the position 832 and the
centroid 850 corresponding to the high risk type is shorter than the distance between the position
832 and the centroid 840 corresponding to the low risk type, and thus, may classify the second
risk source as the high risk type.

[00099] In some embodiments, the classification module 204 may re-classify the risk
sources pre-existed in the group based on the adjusted positions of the centroids 840 and 850.

Since the positions of the centroids 840 and 850 have changed, the relative distances between the
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positions of the risk sources and the centroids 840 and 850 may change as well, which may cause
a re-classification of at least some of the risk sources. As such, the process 700 may re-classify
(at step 720) the first risk source as a second risk type by comparing the first attributes against the
adjusted collective characteristics. For example, based on the adjusted positions of the centroids
840 and 850 as shown in Fig. 9 (e.g., the adjusted collective characteristics of the group of risk
sources), the classification module 204 may re-classify the first risk source as the high risk type
(from the previously classified low risk source), as the distance between the position 302
(calculated for the first risk source) and the centroid 850 corresponding to the high risk type 1S
now shorter than the distance between the position 802 and the centroid 840 corresponding to the
low risk type.

[000100] More risk sources may still be added to the group after the addition to the second
risk sources, as the classification module 204 may continue to receive evaluation requests for
evaluating different risk sources. As additional risk sources are added to the group, the collective
characteristics of the group (e.g., the positidns of the centroids 840 and 850) may continue to
move around within the clustering space 800. In one example, a cyber-attacker may use a large
set of proxies and botnets to launch a cyber-attack. As information regarding the cyber-attack
and the risk sources (e.g., the IP addresses) associated with the proxies are obtained by the risk
assessment module 132, the risk assessment module 132 may add these risk sources to the group
and to the clustering space. Since this large set of proxies may have common attributes (e.g., the
IP addresses are mostly within the same CIDR range or associated with the same ASN, etc.), the
positions calculated for these risk sources may be close to each other.

[000101] Consider an example where the first risk source and the second risk source are
part of this large set of proxies for launching the cyber-attack. The first risk source may initially
be classified as the low risk type because the first risk source is a new [P address that has never
been used or has not been used for a long time. As such, the internal security metrics may
influence the classification of the first risk source such that the first risk source was initially
classified as the low risk type by the clustering algorithm. As more information about the cyber-
attack and the risk sources associated with the large set of proxies are obtained (e.g., more fisk
sources associated with the proxies are on the threat list based on information of the cyber-
attack), the classification module 204 may classify these risk sources as the high risk type, and

the positions calculated for these risk sources may cause the positions of the centroids 840 and
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850 to change. For example, due to the addition of the risk sources associated with the cyber-
attack, the centroid 850 corresponding to the high risk type may move closer to the positions of
those risk sources. Since the first risk source shares some of the attributes with these risk
sources, it may appear that the first risk source (e.g., the position 802) drifts closer to the centroid
850 corresponding to the high risk type, and away from the centroid 840 corresponding to the
low risk type.

[000102] Fig. 10 illustrates the clustering space 800 after adding two more risk sources to
the group. Those two risk sources may be associated with the cyber-attack, and such, the
positions 834 and 836 calculated for these two risk sources may be close to the position 832
associated with the second risk source and the position 802 associated with the first risk source.
The addition of these two risk sources corresponding to the positions 834 and 836 causes the
position of the centroid 850 to move further downward toward to area where the positions 832,
834, and 836 occupy. As such, it appears that the first risk source (the position 802) is drifting
closer toward the centroid 850 as the distance between the position 802 and the centroid 850 1s
closer after the addition of the two risk sources. Due to the adjusted position of the centroid 850,
the classification module 204 may also re-classify the risk source associated with the position
816 as the high risk type (from the previous classification of the low risk type), as the distance
between the position 816 and the centroid 850 is now shorter than the distance between the
position 816 and the centroid 840.

[000103] Referring back to Fig. 7, the process 700 then configures (at step 725) a risk
engine to assess a risk level of a request from the first risk source based on the re-classification of
the first risk source. For example, when a new request associated with the first risk source (e.g.,
a request submitted from the first IP address) is received by the web server 134, the risk
assessment module 132 may inform the web server 134 that the new request is high risk based on
the re-classification of the first risk source as the high risk type. The risk assessment module 132
may instruct the web server 134 to deny the request from the first risk source. In some
embodiments, the configuration engine 206 may configure the network security component 150
to block any network connection request from the first risk source based on the re-classification
of the first risk source as the high risk type.

[000104] In some embodiments, in addition to dynamically re-classifying risk sources, the

risk assessment module 132 may identify drifting trends within the clustering space. For
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example, the risk assessment module 132 may 1dentify new risk sources that have been added to
the group and classified as one of the risk types (e.g., the high risk type) and/or risk sources pre-
existed within the group that have been drifted toward the centroid 850 corresponding to the high
risk type by a predetermined amount and/or a predetermined percentage. Using the example
discussed above and illustrated in Fig. 1(5, the risk assessment module 132 may identify the
positions 802, 816 (representing the risk sources that have been re-classified from the low risk
type to the high risk type) and the positions 832, 834, and 836 (representing the risk sources that
have been recently added to the group and classified as the high risk type) as the drifting trend.
In addition, the risk assessment module 132 may also identify positions of the risk sources that
have been drifted toward the centroid 850 corresponding to the high risk type by a predetermined
threshold (e.g., the distance between the position and the centroid 805 is reduced by a certain
percentage, such as 20%, 30%, 40%, etc.).

[000105] The risk assessment module 132 may then extract common attributes from these
identified risk sources. In some embodiments, the risk assessment module 132 may extract
common attributes that are shared by at least a pre-determined percentage (e.g., 60%, 70%, 80%,
etc.) of these risk sources. In some embodiments, the common attributes correspond to at least
one of the external security data. For example, since the cyber-attacker selects the set of proxies
for the cyber-attack, the set of proxies may share common attributes such as a common CIDR
range, a common ASN, or other attributes. As such, a large percentage of the new risk sources
and/or risk sources that have been drifted toward the high risk type centroid 850 may be
associated with the common CIDR range and/or the common ASN. The risk assessment module
132 may then extract information related to the common attributes, and use the extracted
information to configure the network security component 150 of the service provider server 130.
[000106] For example, the configuration engine 206 may configure the network security
component 150 to block any requests corresponding to the CIDR range and/or the ASN. The
configuration engine 206 may also configure the web server 134 and/or the service application
138 to deny any requests corresponding to the CIDR range and/or the ASN. In some
embodiments, the classification module 204 may use the extracted information in assessing a risk
level of a risk source, for example, during the step 330 of the process 300. As discussed above,
when determining a similarity between two fingerprints, the classification module 204 may

assign different weights to different types of security data in the fingerprints. For example, a
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higher weight may be assigned to a type security data that is more indicative of risks than another
type of security data that is less indicative of risks. Thus, in some embodiments, based on the
extracted information, the classification module 204 may assign higher weights to common
attributes (e.g., the CIDR range, the ASN, etc.) that are shared among the new risk sources
classified as the high risk type and/or the risk sources that have drifted toward to the centroid
corresponding to the high risk type. This way, a new request may be assigned/classitied as a
high risk in the step 330 when the new request is associated with a CIDR range and/or the ASN
that is the same as another risk source that is known/identified as high risk.

[000107] Thus, using the techniques disclosed herein, the risk assessment module 132 may
dynamically re-classify a risk source based on classifications of other risk sources to improve the
security of the online service provider. Specifically, while the use of a large set of proxies — that
appear to be new risk sources to the risk assessment module 132 — may circumvent traditional
access control mechanism (e.g., using simple blacklists and/or whitelists), the risk assessment
module 132 may still prevent attacks from at least some of the risk sources associated with the
proxies by identifying trends (e.g., drifting trends within the clustering space) and using the
trends to re-classify some of the risk sources (e.g., re-classifying the first risk source as the high
risk type). Furthermore, the risk assessment module 132 may also use the identified trends to
extract security intelligence information (e.g., the extracted common CIDR and/or common
ASN) to configure the network security component 150.

[000108] Fig. 11 is a block diagram of a computer system 1100 suitable for implementing
one or more embodiments of the present disclosure, including the service provider server 130, the
merchant server 120, and the user device 110. In various implementations, the user device 110
may include a mobile cellular phone, personal computer (PC), laptop, wearable computing
device, etc. adapted for wireless communication, and each of the service provider server 130 and
the merchant server 120 may include a network computing device, such as a server. Thus, it
should be appreciated that the devices 110, 120, and 130 may be implemented as the computer
system 700 in a manner as follows.

[000109] The computer system 1100 includes a bus 1112 or other communication
mechanism for communicating information data, signals, and information between various
components of the computer system 1100. The components include an input/output (I/O)

component 1104 that processes a user (i.e., sender, recipient, service provider) action, such as
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selecting keys from a keypad/keyboard, selecting one or more buttons or links, etc., and sends a
corresponding signal to the bus 1112. The I/O component 1104 may also include an output
component, such as a display 1102 and a cursor control 1108 (such as a keyboard, keypad,
mouse, etc.). The display 1102 may be configured to present a login page for logging into a user
account or a checkout page for purchasing an item from a merchant. An optional audio
input/output component 1106 may also be included to allow a user to use voice for inputting
information by converting audio signals. The audio I/O component 1106 may allow the user to
hear audio. A transceiver or network interface 1120 transmits and receives signals between the
computer system 1100 and other devices, such as another user device, a merchant server, or a
service provider server via network 1122, In one embodiment, the transmission is wireless,
although other transmission mediums and methods may also be suitable. A processor 1114,
which can be a micro-controller, digital signal processor (DSP), or other processing component,
processes these various signals, such as for display on the computer system 1100 or transmission
to other devices via a communication link 1124. The processor 1114 may also control

- transmission of information, such as cookies or IP addresses, to other devices.

[000110] The components of the computer system 1100 also include a system memory
component 1110 (é. g.. RAM), a static storage component 1116 (e.g., ROM), and/or a disk drive
1118 (e.g., a solid state drive, a hard drive). The computer system 1100 performs specific
operations by the processor 1114 and other components by executing one or more sequences ot
instructions contained in the system memory component 1110. For example, the processor 1114
can perform the risk assessment functionalities described herein according to the processes 300
and 700.

[000111] Logic may be encoded 1n a computer readable medium, which may refer to any
medium that participates in providing instructions to the processor 1114 for execution. Such a
medium may take many forms, including but not limited to, non-volatile media, volatile media,
and transmission media. In various implementations, non-volatile media includes optical or
magnetic disks, volatile media includes dynamic memory, such as the system memory
component 1110, and transmission media includes coaxial cables, copper wire, and fiber optics,
including wires that comprise the bus 1112. In one embodiment, the logic is encoded 1n non-

transitory computer readable medium. In one example, transmission media may take the form of
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acoustic or light waves, such as those generated during radio wave, optical, and infrared data
communications.

[000112] Some common forms of computer readable media includes, for example, tloppy
disk, flexible disk, hard disk, magnetic tape, any other magnetic medium, CD-ROM, any other
optical medium, punch cards, paper tape, any other physical medium with patterns of holes,
RAM, PROM, EPROM, FLASH-EPROM, any other memory chip or cartridge, or any other
medium from which a computer is adapted to read.

[000113] In various embodiments of the present disclosure, execution of instruction
sequences to practice the present disclosure may be performed by the computer system 1100. In
various other embodiments of the present disclosure, a plurality of compliter systems 1100
coupled by the communication link 1124 to the network (e.g., such as a LAN, WLAN, P1SN,
and/or various other wired or wireless networks, including telecommunications, mobile, and
cellular phone networks) may perform instruction sequences to practice the present disclosure 1n
coordination with one another.

[000114] Where applicable, various embodiments provided by the present disclosure may
be implemented using hardware, software, or combinations of hardware and software. Also,
where applicable, the various hardware components and/or software components set forth herein
may be combined into composite components comprising software, hardware, and/or both
without departing from the spirit of the present disclosure. Where applicable, the various
hardware components and/or software components set forth herein may be separated into sub-
components comprising software, hardware, or both without departing from the scope of the
present disclosure. In addition, where applicable, it is contemplated that software components
may be implemented as hardware components and vice-versa.

[000115] Software in accordance with the present disclosure, such as program code and/or
data, may be stored on one or more computer readable mediums. It is also contemplated that
software identified herein may be implemented using one or more general purpose or specific
purpose computers and/or computer systems, networked and/or otherwise. Where applicable, the
ordering of various steps described herein may be changed, combined into composite steps,
and/or separated into sub-steps to provide features described herein.

[000116] The various features and steps described herein may be implemented as systems

comprising one or more memories storing various information described herein and one or more
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processors coupled to the one or more memories and a network, wherein the one or more
processors are operable to perform steps as described herein, as non-transitory machine-readable
medium comprising a plurality of machine-readable instructions which, when executed by one or
more processors, are adapted to cause the one or more processors to perform a method
comprising steps described herein, and methods performed by one or more devices, such as a

hardware processor, user device, server, and other devices described herein.
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CLAIMS

1. A system, comprising:
a non-transitory memory; and

one or more hardware processors coupled with the non-transitory memory and

configured to read instructions from the non-transitory memory to cause the system to

perform operations comprising:

assigning weights to first collective characteristics of a group of risk sources;

comparing first attributes of a first risk source from the group of risk sources
against the first collective characteristics of the group of risk sources, wherein the
first risk source comprises a network address;

classifying, based on (i) the comparing the first attributes of the first risk
source against the first collective characteristics and (ii) the weights of the first
collective characteristics, the first risk source as according to a first risk level;

adding a second risk source to the group of risk sources;

adjusting the first collective characteristics of the group of risk sources based
on the second risk source;

comparing, in response to the adjusting, the first attributes of the first risk
source against the adjusted first collective characteristics of the group of risk
sources;

reclassifying, based on (i) the comparing the first attributes of the first risk
source against the adjusted first collective characteristics, the first risk source
according to a second risk level; and

denying an electronic request associated with the first risk source based on

the reclassifying of the first risk source according to the second risk level.

2. The system of claim 1, wherein the operations further comprise:

generating, from the group of risk sources, first clusters of risk sources using a

clustering algorithm; and

deriving the first collective characteristics of the group based on the first clusters of

risk sources.
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3. The system of claim 2, wherein the operations further comprise:

subsequent to adding the second risk source to the group of risk source, generating,
from the group of risk sources comprising the second risk source, second clusters of risk
sources using the clustering algorithm; and

deriving the adjusted first collective characteristics of the group based on the second

clusters of risk sources.

4. The system of claim 1, wherein the operations further comprise:

identifying, from the group of risk sources, a first sub-group of risk sources classified
according to the second risk level,

extracting a common attribute among the risk sources in the first sub-group of risk
sources;

receiving a second electronic request from a third risk source;

comparing an attribute of the third risk source against the extracted common
attribute; and

assessing a risk level of the second electronic request based on the comparing the

attribute of the third risk source against the extracted common attribute.

5. The system of claim 4, wherein the first attributes are associated with a first
set of attribute types, and wherein the extracted common attribute is associated with a

second attribute type not included in the first set of attribute types.

6. The system of claim 1, wherein the assigning the weights to the first
collective characteristics comprises assigning a higher weight to a first collective
characteristic that is more indicative to a risk level of the group of risk sources and assigning
a lower weight to a second collective characteristic that is less indicative to a risk level of

the group of risk sources.

7. The system of claim 1, wherein the operations further comprise in response to

adjusting the first collective characteristics of the group of risk sources, reclassifying a third
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risk source from the second risk level to the first risk level by comparing second attributes of
the third risk source against the adjusted collective characteristics of the group of risk

Sources.

8. A method comprising:

deriving, by one or more hardware processors for a group of risk sources comprising
a first risk source, collective characteristics based on attributes of each risk source in the
group of risk sources, wherein the first risk source corresponds to a first network address;

accessing, by the one or more hardware processors, weights for the collective
characteristics;

assigning, by the one or more hardware processors, a first risk level from a plurality
of risk levels to the first risk source based on (i) comparing first attributes of the first risk
source against the collective characteristics of the group of risk sources and (ii) the weights
of the collective characteristics;

adding, by the one or more hardware processors, a second risk source to the group of
classified risk sources;

adjusting, by the one or more hardware processors, the collective characteristics of
the group of risk sources based at least in part on second attributes of the second risk source;

in response to adjusting the collective characteristics of the group of risk sources,
reassigning, by the one or more hardware processors, a second risk level from the plurality
of risk levels to the first risk source based on a comparison of the first attributes of the first
risk source against the adjusted collective characteristics of the group of risk sources,
wherein the second risk level is different from the first risk level; and

denying an electronic request corresponding to the first risk source based on the

reassigning the second risk level to the first risk source.

0. The method of claim 8, wherein the deriving the collective characteristics
comprises:
performing a clustering algorithm on the attributes of each risk source in the group of

risk sources; and
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determining a plurality of centroids within a clustering space based on the
performing the clustering algorithm, wherein the plurality of centroids comprises a first
centroid corresponding to the first risk level and a second centroid corresponding to the

second risk level.

10. The method of claim 9, wherein the adjusting the collective characteristics

comprises moving the second centroid within the clustering space.

11. The method of claim 10, further comprising:

identifying, from the group of risk sources, a first sub-group of risk sources that have
moved toward the second centroid by a predetermined percentage;

extracting a common attribute among the risk sources in the first sub-group of risk
sources; and

configuring a risk engine based on the extracted common attribute.

12. The method of claim 11, wherein the configuring the risk engine comprises
instructing the risk engine to block network connection requests from a risk source

associated with the common attribute.

13. The method of claim 11, wherein the first network address is an Internet
Protocol (IP) address, and wherein the extracted common attribute comprises a Classless

Inter-Domain Routing (CIDR) range or an autonomous system number (ASN).

14. A non-transitory machine-readable medium having stored thereon machine-
readable instructions executable to cause a machine to perform operations comprising:

accessing weights to first collective characteristics of a group of risk sources;

classifying a first risk source, from a group of risk sources, according to a first risk
level based on (i) comparing first attributes of the first risk source against the first collective
characteristics of the group of risk sources and (ii) the weights of the first collective
characteristics;

adding a second risk source to the group of risk sources;
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adjusting the first collective characteristics of the group of risk sources based on an
addition of the second risk source in the group;

in response to adjusting the first collective characteristics of the group of risk
sources, reclassifying the first risk source according to a second risk level based on a
comparison of the first attributes of the first risk source against the adjusted collective
characteristics of the group of risk sources; and

denying an electronic request corresponding to the first risk source based on the

reclassifying of the first risk source as the second risk level.

15.  The non-transitory machine-readable medium of claim 14, wherein the
operations further comprise:

generating, from the group of risk sources first clusters of risk sources using a
clustering algorithm; and

deriving the first collective characteristics of the group of the risk sources based on

the first clusters of risk sources.

16.  The non-transitory machine-readable medium of claim 15, wherein the
operations further comprise:

subsequent to adding the second risk source to the group of risk sources, generating,
from the group of risk sources comprising the second risk source, second clusters of risk
sources using the clustering algorithm; and

deriving the adjusted first characteristics of the group of risk sources based on the

second clusters of risk sources.

17.  The non-transitory machine-readable medium of claim 15, wherein the
deriving the first collective characteristics comprises:

performing a clustering algorithm on attributes of each risk source in the group of
risk sources; and

determining a plurality of centroids within a clustering space based on the
performing the clustering algorithm, wherein the plurality of centroids comprises a first

centroid corresponding to the risk level and a second centroid corresponding to the second
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risk level, wherein the adjusting the first collective characteristics comprises moving the

second centroid within the clustering space.

18.  The non-transitory machine-readable medium of claim 14, wherein the
deriving the operations further comprise:

identifying, from the group of risk sources, a first sub-group of risk sources classified
as the second risk level;

extracting a common attribute among the risk sources in the first sub-group of risk
sources; and

in response to receiving a second electronic request from a third risk source,
assessing a risk level of the second electronic request by comparing an attribute of the third

risk source against the extracted common attribute.

19. The non-transitory machine-readable medium of claim 18, wherein the first
attributes are associated with a first set of attribute types, and wherein the extracted common

attribute is associated with a second attribute type not included in the first set of attribute

types.

20. The non-transitory machine-readable medium of claim 14, wherein the
operations further comprise in response to adjusting the first collective characteristics of the
group of risk sources, reclassifying a third risk source from the second risk level to the first
risk level by comparing second attributes of the third risk source against the adjusted

collective characteristics of the group of risk sources.
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