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JECHNI CAL FIELD 5 The present invention relates to encrypt ﬂmm“‘ﬂmmm\mm‘m““\
comuni cations systens, and in particular to an encryption connyghg@tions
systemthat includes an encryption comuni cati ons device that do8s not

accept requests fromsone of a plurality of termnals, and a sts
-fromand 10 transmts encrypted data to the other terninals.@ EﬁmﬂﬂmmART
In recent years there has been extensive devel opnent of syst

conducting el ectronic business t DEsERIPTIGN 15 and the |ike usi nG*PRe
Internet. Encryption technology is used in data conmuni cations conducted as

part of electronic busifassgt{eNseshnAAscard Jte dyd¢eam For exanple, public
key encryption related encryption comruni cati ons systens are often used for

20 aut henti cating anot her conmunications party, and secret key encryption
rel ated encryption communi cations systens are often used for distributing
data saf PLI technology relating to public key and secret key
encrypti§#%§9£ﬂ§%% #gﬁggscribed in detail in Contenporary Encryption 1
Theory (Nobui chi Ikeno, Kemi Koyanma,, Institute of Electrical and,

El ect Poni ¢ Engilh&er sPTESSHT | nlrngfleé’tﬁld?f‘ t 0 FRHA GRS keyencARSEYST ¥R at ed
encryption communi cations systens, generally a public key certificate, 5

i ssued by kEdt kABENS HE TERE radnleAn PALLdS B @R &P afd SNGTYREI9Yi ng t he
correspondence between a public key and the whoever or whatever has
possessi @ompfun heapiibhsc keystem semtattt dohwldides t harpubkencriyptidme
public key certificate is basically public information that does not need
to be 10 dumdlielcsetorkldeviceatiatt dbey mat bedapt hegupshls £réaysodwwever,
needs to be managed secretly. Normally, a public key certificate has a
valid peidod paldhouoly idf aethenaesyl hnal adBepee deluc¥td MidieHna secr et

10 transmits encrypted data to the other terminals.

BACKGROUND ART

In recent years there has been extensive development

of systems for conducting electronic business transactions
15 and the like using the Internet.

Encryption technology is used in data communications
conducted as part of electronic business transactions and
the like. For example, public key encryption related
encryption communications systems are often used for

20 authenticating another communications party, and secret key
encryption related encryption communications systems are
often used for distributing data safely. Encryption
technology relating to public key and secret key encryption

systems is described in detail in Contemporary Encryption



key paired with a public key either has been or has possibly 15 been
disclosed, the public key certificate needs to be invalidated, even if
still within the valid period. As a nethod of invalidating a public key
certificate, a nmethod involving the public release of a certificate
revocation list (CRL) is shown in Secure Electronic Commerce: 20 Buil ding
the Infrastructure for Digital Signatures and Encryption (Warw ck Ford,

M chael S. Baum Prentice Hall, 1997 ) . A CRL includes the serial nunbers

of all puhkbgKey N&siidheat ekeind be Kewpl | dabgemagnd BndeCha@nes moFan be
constructed that, using a CRL, invalidates and nmakes unusable 2 public

key certkigg%&qﬁaha%hﬂg ﬁfé&QEOHEEb%5§iEQ%%#§?di%ﬁ??he CRL. Al'so, in the

case of a distribution service in which a tri on devi ce distributes

keys for decrypyi §%f@§ﬁﬁy ug?g&qﬂ%£gg%&§%ﬁﬁﬁhl}gﬁgkgﬁg?ggﬁgé%eéﬁblayback

response to reguest’s froma targe nunper of “term n

digital content, and which are required to appropr.iately use,videg and ot her
i 9i tal CORMEMLCHICIII ST TEMT ST r e SpyPUHC BES SELEbRLaRG e |1 Ko.
the 10 distribution of content keys should, in view of copyright protection
and the LERESHEYCcAT iIRXBIUtKBAVY &Ft kheegpddrentol epptoprPareatep®chal s. In
this distribution service, it is imagined that a distribution systemor the
li ke be fioadviexiiivicty ttdhen parsespondendeavetyesn quepwletiot kRygy anghd a

di stribution device for distributing keys receives, froma termnal,

not i f i cathenwhioerdreranm nahateeari haer ppostsessital ¢ D fhaenpgbgitokelys
termnal, together wwth a content key distribution request, perforns on a

content keysearmt ettiaidd ot tlaé gubloint ¥epQSBhélptinisi dge0céheifeentle key
unique to the termnal, and transmts the
is basically public information that does not need to be
10 handled secretly. A secret key paired with a public key,
however, needs to be managed secretly.

Normally, a public key certificate has a valid period,
although if as the result of an accident or incident a secret
key paired with a public key either has been or has possibly

15 been disclosed, the public key certificate needs to be
invalidated, even if still within the wvalid period.

As a method of invalidating a public key certificate,
a method involving the public release of a certificate
revocation list (CRL) is shown in Secure Electronic Commerce:

20 Building the Infrastructure for Digital Signatures and
Encryption (Warwick Ford, Michael S. Baum, Prentice Hall,
1997). A CRL includes the serial numbers of all public key

certificates to be invalidated, and a mechanism can be

constructed that, using a CRL, invalidates and makes unusable



encrypted content key to the terminal. In this case, if ascertained that a
problemexists with a secret key packaging nethod in a term nal

manuf actured by a certain manufacturer, it will be necessary to stop 3

di stribution of content keys to all term nals produced by this
manufacturer. Furthernore, in relation to a nmechanismthat, for exanple,
-prevents the copying of digital content in a5 termnal, it wll be
necessary to stop distribution of content keys to all terninals produced by

a certai pumnd acdyr eertl racaridiohdeinpesds ahi zhafbeRss iRARABSM AN _
term nal s manufactured by the manufacturer is disclosed. In other words, it

W || sonmgtdmeszbe necessary to stop 10 the distribution of content keys to
term nal s that have been corrupted. As a nethod of responding to this

requi renent, apg %t ris, qlu }9,__[1 Cdaeg C(?B ?ogegkgiﬁhgﬁh' on ntl\één%cejfga ]l_oceh

structured to €l've erm na

distributio st from termn use a term al revocatlonllst (
TRL ) H 3—%\}3} fdaet‘ﬁec%b(ﬁes?ﬁgb‘ﬂﬁeﬁm]& eaf ST YR 2% r i al
nunber s of publlc key certificates, the term nal IDs relating to all

t er ni Pal S4Bl i PRRFEAEt dhexca THRY uirenteRt dkev e Buld FEFPAIES e5Ponse 20
to a distribution request only when the received termnal 1D is not

i ncl uded HeguerRtIRL fzo® t @ nolare@spondumnbes digfri Higinhnakguesthat the

terminal IDis included in the TRL. According to the above nethod, however,
a dat a sirraivd/playback digital content and which are required to

appropriately use video and other digital content encrypted
for reasons of copyright protection and the like, the
10 distribution of content keys should, in view of copyright
protection and the like, be carried out only with respect
to appropriate terminals.
In this distribution service, it is imagined that a
distribution system or the like be used in which terminals
15 each have a unique secret key, and a distribution device for
distributing keys receives, from a terminal, notification
of a terminal identifier (terminal ID) unique to the terminal,
together with a content key distribution request, performs
on a content key an encryption that is only possible using
20 the secret key unique to the terminal, and transmits the
encrypted content key to the terminal.
In this case, if ascertained that a problem exists with
a secret key packaging method in a terminal manufactured by

a certain manufacturer, it will be necessary to stop



the TRL when a | arge nunber of termnals require invalidating is enornous,
since the termnal IDs of all of these termnals are included. As an
exanple, if 40 termnals are targeted by the 5 distribution service, each
terminal IDis a piece of fixed length data of 4 bytes or nore, and 1% of
these termnals require invalidating, the data size of the TRL wll| be at
| east 160 negabytes. For this reason, inis feared that a distribution 10
service in which, in order to handle a | arge nunber of termnals, (i) a

| ar ge numdesrt xifbuli 5dni bt contdent &kesy/d ato i Bl rtdithi Ag1 60 predudey oyar e
provi ded and di spersed throughout various regions or the like, (ii) a TRL
i S gener altaq ik @y fh8gheeranagenent device and sent, after 15 having a
digital signature included therein, to the distribution devices via a

publ i ¢ conmmuni i rk._or ike [ jskri I on

devi ce judges, @?gg@gﬁ% #I{%L,r%\%gt:%%r éﬁ"?ﬁ‘i. gﬁtc:%r?e%f%ag}é%%fe%g ey to a
termnal Jis rmssible, wll.not prove pragtigcal, because of .either_ 20 the
vol um noﬁ:’gcagg) i ggﬁvoér{ltcrc‘at ghg’r ?ﬁ%y%Bgurﬁ ogg‘gdatt t FRPYERE di-Bt 3 but i on
devices are requireqd . to hold, For exanple, if a TRL is sent out every tine
t her e®i s S iRd-basdti Atht RERECEFSEEY it §tOR il $huLPrbarBd of

comuni cati on bottl|enecks are |likely to occur due to the 5 | ar ge vol ume
of commuiEHieh KR%EE MSt edvdr, tiermHnf ks r imiaduredelite 8 s cstitiackured to
request a new TRL from a managenent device when a distribution request is
recei ved Mamrfiactweref naf & ogdthosd fwint heyttrerlnizian g (thismechefnibsmSin
receiving the TRL, to collate the received termnal |ID based on the TRL,

t he respdarxminaideaenansfachutiedn ljeviloe nantfactageesti sf rdhimdlheséd@r m nal
will be delayed as a result of the

In other words, it will sometimes be necessary to stop

10 the distribution of content keys to terminals that have been
corrupted.

As a method of responding to this requirement, a
distribution device in a distribution service can be
structured to receive a terminal ID together with a content

15 key distribution request from a terminal, to use a “terminal
revocation list” (TRL), being a variant of the above CRL in
which, instead of the serial numbers of public key
certificates, the terminal IDs relating to all terminals to
be invalidated are included, to distribute keys in response

20 to a distribution request only when the received terminal
ID is not included in the TRL, and to not respond to a
distribution request if the terminal ID is included in the

TRL.

According to the above method, however, a data size of



length of time required in the reception of the TRL. 10 DI SCLOSURE OF THE
INVENTION In view of the above issue, an object of the present invention is
to provide an encryption conmunications systemthat conducts a service
relating to encryption comrunication, such as encrypting a content key and
only distributing the 15 encrypted content key to appropriate termnals
.(i.e. excluding those termnals to be invalidated) based on a TRL, and that
suppresses the data size of the TRL and inproves practicability. A further

obj ect otnkherORARANE 14¥gaIHBIbES JOLBLAYNAG s?Peydl reusniethaakagiges that
contribute to the construction of the above encryption comuni cations

system Aq &SBEMBE‘SO”SJ‘?HM&%%%éﬂ SRR d&]:.’/lQﬁdth%s%CEéFiﬁgnta'l above

obj ect includes an encryptlon conmuni cati ons Ice lurality o
term nal s thatC &8 ch operable to transmt to the encryption
conmuni catond eV|c an |dent|f|er which is a bit string having a

predeterm ned nunber of bits for tifying, the term nal a nanagenent
vt co.that  gehSr SPeeRaM S data Rertm A REhF oL 1O 5 LHonPHg

nore of the identifiers as information specifying one or nore ternlnals to
be i fval Bdgttad buthondrigehent @eohckeradingd ﬁﬁvaﬁ daPégcecpifi Adxed

i nformati on generation unit operable to generate the invalidated-term nal

i nf or mat lemgidi Wpta daf o4 foyhes olfamore,gemst ilalof ehkpsestesmippls
information specifying a value of a section in a bit string having the

pr edet er meged reunieralofddt isg, althel denta fdieress of wihé chRE walllebef atthe
section matches the specified value; and an output unit operable to out put

the genenabed irp@lnspdiegtésrmnal information. The 15 encryption
conmmuni cati ons device has an invalidated-term nal information acquisition

unit operabl e pgraqqiiid erblgonnValh dakeddrda NehatkNfOr 0L L PR LAIRIA t ed by
t he managenent device; an i dent’i fier recei ving unit operable when an

' dengbf' gk Ikacté ansmt ﬁﬂ% from %&%eqf t8enQ &1 M nabs-gd G EREELV S A he

i den |f|er ajudging u oper a

terminals, (i) a large number of distribution devices for

distributing content keys are provided and dispersed

throughout various regions or the like, (ii) a TRL is

generated in a single management device and sent, after

15 having a digital signature included therein, to the

distribution devices via a public communications network or

the like, and (iii) each distribution device judges, based

on the TRL, whether distribution of a content key to a terminal

is permissible, will not prove practical because of either

20 the voluminous communication data or the voluminous data that
the distribution devices are required to hold.

For example, if a TRL is sent out every time there is

an increase in the number of terminals to be invalidated,

communication bottlenecks are likely to occur due to the



to judge whether the received identifier matches any of the one or nore
identifiers shown by the invalidated-termnal information as information
speci fying one or nore termnals to be invalidated; and a conmuni cation
unit operable (i ) when 7 judged to not be any nmatches, to conduct a
predeterm ned communi cation with the termnal that transmtted the
identifier, by perform ng an encryption unique to the termnal, and (ii)
when judged to be a match, to not conduct 5 the predeterm ned comrunicati on
with thejheg N3lo1 diks € of hecSRRNNRAAA SHPMEHY LAt | RRBcEG¥rce i1, fpr
exanpl e, a content key distribution device as shown I n enbodinents 1 to 3,
t he predat 13 .C ication J I t S-S an
encr ypt ed - Soatant ey CAREEs P e AT SR FaheB 4 ARG B3 7 o

| e, TRL ("t i.nal. tion,list” h ' nbodi ts.1 to 3.
Accor i h TAREREMBARLERY HI MHETOR, CAPE 26 EMRRE FREReTaa i ACCRA S cer al n

bit string are expressed generically 15 by information specifying a val ue
of and afped ta o*ﬁeFﬁlﬁaéo%ﬁﬂ‘ﬁW?rsWﬂitﬁg 3 nkptBéaailn tvesenter Rft8T | Ds,
and thus it is possible to conparatively suppress the size of the TRL data
vol unke, zerg¢edyiang &hg TRLyehPi el hapedche cecakiced pigwnirahmhbeasdns
systemthat conducts a service related to 20 encryption comuni cati on, such
as encryphi theaTROINt dite kssorty thetdidburibgtilba decriygst dd ddre ent key
to appropriate termnals (i.e. excluding those termnals to be invalidated)

based onraqidst Ewohheheotermihal wialli dat @dibeed aslairdsiatoored ) 8
may i nclude one or nore sets of corresponded val ue and position

i nf or mat [ @AgteALF Pt BRE PEquakee if an@tiafeshovhnera thd urmef a section
of a bit string having the
10 DISCLOSURE OF THE INVENTION
In view of the above issue, an object of the present
invention is to provide an encryption communications system
that conducts a service relating to encryption communication,
such as encrypting a content key and only distributing the
15 encrypted content key to appropriate terminals (i.e.
excluding those terminals to be invalidated) based on a TRL,
and that suppresses the data size of the TRL and improves
practicability.
A further object of the present invention is to provide
20 various technologies that contribute to the construction of
the above encryption communications system.
An encryption communications system provided to
achieve the above object includes an encryption

communications device, a plurality of terminals that are each



predet erm ned nunber of bits, and a correspondi ng piece of 5 position
information being for specifying a bit position of the section in the bit
string, and (ii) may be information specifying, as a termnal to be
invalidated, all termnals identified respectively by all identifiers in
which a value of a partial bit string located in a bit position specified
.10 by a piece of position information matches a val ue shown by a piece of
val ue information corresponding to the piece of position information, and

Lhe 1 udobpe blile EBY: i sHEE {4« HOERERORAISEE BofiuBdR hd BEQHEA | ON.

whet her value, in the received identi a partia t string

| ocated in 15 a bhit, positi.on specifi.ed .the. piece of _position.informtion
mt ches A ARGBERGAE by SRS P 1S ar B LT BRRATE0R BEFRESHENAMS 1o t he
pi ece of position . informatiqgn, and . ii . ) judge, en verified that there
Pt T oabiBereORdt S Sint dehs TScuq e bers brle e enBengaeE: | 1 e
shown by the 20 invalidated-termnal information. Accord(n% tothis

st r uct ur €evBeCausdathe IERFAGIRR ed V@ idred ntormanprdn LBfermadti@ed in a
format that corresponds a value and a position of a section of a term nal

| D, & vabhewdfnganonebioy ampxs t oft rilng ralegeichie®s asxpirferatticn t he
common termnal IDs by information forned from val ue/ position sets, wthout
havi ng t spkiciediingledbrenore mopesiteironnelld heo sket iiawdlyi @ateder atheonal
rule or the like, and thus if effectively operated, it is possible 5 to

express fpahalg@mdiniesv DEei Ry 8| hdat adalla/dd e St dymans ek h roRfnarARId on
vol unme. Furthernore, the invalidated-termnal information (i) may include

one or MBEe RIS corpegrondedopephrgient atiys i”“ﬁgﬁﬁfé%ba“d gk flags,
each pieCe of representative 10 information being a™bit string having the

predeter ghoed yHUMES - Ol rRi h81 30FAnEY {1 ST RN §0% MBIKS " FBINARY LG DeE

10 generically expresses, by information specifying a value of
a section in a bit string having the predetermined number
of bits, all identifiers in which a value of the section
matches the specified value; and an output unit operable to
output the generated invalidated-terminal information. The

15 encryption communications device has an
invalidated-terminal information acquisition unit operable
to acquire the invalidated-terminal information outputted
by the management device; an identifier receiving unit
operable, when an identifier is transmitted from one of the

20 terminals, toreceive the identifier; a judging unit operable
to judge whether the received identifier matches any of the
one or more identifiers shown by the invalidated-terminal
information as information specifying one or more terminals

to be invalidated; and a communication unit operable (i) when



predet erm ned nunber of bits, and (ii) may be information specifying, as a
termnal to be invalidated, all termnals identified by identifiers in
whi ch a value of a section having 15 a bit value of "1" in a mask flag
mat ches a value of the section in a piece of representative information
corresponding to the mask flag, and the judging unit may (i) verify, for
each mask f |ag, whether an AND of the mask f lag and the received
identifier matches an AND of the nmask flag and a piece of 20 representative
i nformati resp [ t fl @hdcti a) o eeieyerified
t hat therj(el{‘qiéﬁat{“3 egth g%e %&#Eﬁagtéﬁgf'tﬁ% I’ECEIL\QI%% ?dgrlllté;af%ﬁ:eer mat c%es an
identifier shown by.the jinvalidated:term nal infaqr i di to this
struct ur & VA F R HRE tﬁé¥%EXgﬁgssE§rT6n%ﬂa F%Fgenﬁ%%ﬁg¥no %rﬁ?%%l | Ds
by sets which each conprise val ue of a section.in a termnal ID.and a bit
posi ti on HHeRfkl s8¢ | gﬁY PHHOTHRT i G sEPGEYENYRP t HELGE& i bR i € hown by
a position having a mask flag value set to "1", and a bit 5 position not

e gﬁm

struct uritRriiealecandn k) gedds beod PatFRg BomRk 3Y Sl ue set
to "0". Consequently, it is possible to extract, out of a termnal ID

r ecei ¥ed ftheompredetarnineda sumiimhcabide worhatde wigrminakl ue incl uded in
the invalidated-termnal information, by an easy calculation 10 having a
smal | nunber ofHexanmputhei emncryhstiomvobmesnjeaftdrarisigdenialDiE,. efofrogi cal
product) operation on the received termnal 1D and a nmask flag. This hel ps

to speed diahpEe | UdgNEHHEcaBNdLSE €6 iR riibe tara] YatiakeC cgUBhoRt ONS
device. 15 Furthernore, the invalidated-term nal information generation

uni t may ﬁﬁénk%oiaﬁ@%,vﬁﬂéﬁpir@dgﬂ@fﬂﬂ{bcﬁ Yorndgh Ydhfdohnishefor
invalidated-termnal 1 nformation, each piece of isol ated-value 1 nformation

havi ng tQ§x£m§98§efﬂgnggansmission of an encrypted content key, and

10 the invalidated-terminal information is, for example, a TRL
(“terminal revocation list”) as shown in embodiments 1 to
3.
According to the present invention, all terminal IDs
that include a certain bit string are expressed generically
15 by information specifyinga value of and a position in a common
bit string included in these terminal IDs, and thus it is
possible to comparatively suppress the size of the TRL data
volume, and as a result, realize a practical encryption
communications system that conducts a service related to
20 encryption communication, such as encrypting a content key
and only distributing the encrypted content key to
appropriate terminals (i.e. excluding those terminals to be
invalidated) based on a TRL.

Furthermore, the invalidated-terminal information (i)



nunber of bits, the invalidated-term nal information may be 20 information
further specifying, as a termnal to be invalidated, termnals identified
by identifiers that nmatch a piece of isol ated-value information, and the
judging unit may further judge, when the received identifier matches a
pi ece of isolated-value information, that the received m identifier
mat ches an identifier shown by the invalidated-term nal information. Here,
i sol ated-value information is, for exanple, discrete information as shown
in Fig 8nAccondhigid bl 95 ROFUCHUS SReR flditiiitla! PadlieMng
invalidaf% tern&ngl d%es notlﬁave a conmon bit f#%%sa ternﬁnal I%Pof ot her
i nval i dated_ t 1 N i ca . a inal -1 D i I SGI he
1l ?Jd?fcgrl!nat 3o d“{é‘%@ph e{;fég‘e al¢ eQ/'d';{J‘[Suéj ﬁ%férﬁrﬁ%tioﬁ

. O .
di screte R&Fhr n IS 1hAcha I nval i dat er mna ornati on as

i sol at ed-val uge i nformation, _and thus, when 10 _there are a_ large n er of
| Pval | QBT SR Aal B R a5 G SEROT oo falb Y St LO RS B3l Ehee
structure the invalidated-termnal information wth a snaller anmount of

dat a t harP¥@Retarndpeg: nUeLeIe @t Ritt Sox piiks e SR RGBS PERCByOLet s

whi ch each consist of a value of a discrete 15 termnal 1D and a mask fl ag
i n whisch po$ithenbingormation befogt Rernspecifiyd ninaabitapesitéeni afl
information (i) may include one or nore sets of corresponded

si gni fi cafite dsgctiandiuathe bhtostatingn, asal R ipi eo@aybeiigrfidimabiedi gi t

i nformati on showi ng a nunber of bit digits, 20 and-.a correspondi ng pi ece of
val ue i nfosami FPAnghowkng Beyaling 10ftoabll i nyllliikg: thay) gl 1 hee el sof bit

digits, and ( il ) may be information specifying, as a termnal to be
i nval i datgglepn 8l kib@r pbBaketideNty biyed1hyi hdartiffiies’ss i htwihchhaayyahae of a
bit string having, froma nost Significant 12 bit, a nunber of bit digits

shoun by &¢ B 666-0fo P10 4 CaNG G L8708 TBY 0N T GRS, A@d s shown by

a piece I*fue 1'nformati on cotrresponding to the plece
significant-digit information and-the judging, unit m i% ify, for
caon Bl oclt & Hiast HE e H e THAoHRREGH, MnElre T Yol khepdEh b
identifier, a vaIu? of _a bit _strin havingf froq&a nost significant bit, a
number of2 R1eef P sVahHGN1BY O Ra tHoke £ SR 4T RANEC dFF tPHRFSr Rt i on
mat ches a val ue shown by a piece of value informatjon corresponding 10 to
the pi eceP@$itigni inéanmadiign, afrh e ilolgked ynit nay (hyevenmhEn:
verified that there is at |east one match, that the received identifier
mat ches afot deaeh fpeece pivPdsithen i hivedrdatéant evhiether af vahuei ohn
the received identifier, of a partial bit string located in
15 a bit position specified by the piece of position information
matches a value shown by a piece of wvalue information
corresponding to the piece of position information, and (ii)
judge, when verified that there is at least one match, that
the received identifier matches an identifier shown by the
20 invalidated-terminal information.
According to this structure, because the
invalidated-terminal information is structured in a format

that corresponds a value and a position of a section of a

terminal ID, a value of an arbitrary bit string range can



According to this structure, it is possible to express 15 all termnal |Ds
having a common value for only an arbitrary nunber of bits froma nost
significant bit in the termnal IDs, by value information and significant
digit information that shows the arbitrary nunber of bits. CGenerally, in

t he managenent of termnal I1Ds, information distinguishing a 20 collection
.of identifiers or the like of manufacturers that manufacture termnals, or
comon qualities in terns of structure, function and the |ike of termnals,

is oft eneﬂﬁ?b%boﬂf@ o dHhe b P mikld 1S 19fs Bytfﬁf‘bf.‘ﬁ!athgn EBrhbigs way,

it is possible to structure the 1nvalidated-terimnal 13 |nfornat|on by

data of g cnpaLa 'yﬁovasaf@ggﬁ vLyte. WHERAJNET AL | a0ecnuIAgY Of

term nals o be inv inTé aflon t0 a speci fic’ manuf acturer; product
structur or the Ilke urt t he agenent devi ce ave an
tenti 11 SPEREEIAG £ BRSOt 1% SeF GRS Pe 4 hERALALE Phade ot eat1
termnals to be |nvaI|dated and t he |nvaI|dated termnal infornmation

gener at i 8% the tLitkg, anp thesi 3y efferivets operates. ddt isrpPA§LiR1€ondi ti on

that, 10 out of the identifiers acquired by the identifier acquisition

uni t |5 t heorRKESS 8fa lAEFE nu@b§rmgcmmbdﬁﬁﬁdht¢@nxna&ﬁﬂ@v 20fmpiltls from a
nost significant bit is 2~N"~, and (ii) generate the invalidated-term nal

i nf or mat infiousiartg ca dedlaufi®r mat t hat generically expresses, for each X

val ue, the 2~N-x~ 15 identifiers by significant-digit informtion show ng

the X nunber ofubthedngires, thadibyaVaddeetrteridinanialfownad ibvaliye of a
bit string of X bits fromthe nost significant bit inthe 2 ~N"~ identif

iers , V\ﬂﬂsyelﬁbmdbhsnar@ﬂqﬁ@f@mds TR s d;ka{ﬂéed%%ﬁégéﬂtaglw this

structure, it is possible to construct invali ed-term nal information

t hat t |
at  SuPpPpesses Ay 04 Uﬂﬁsk"“ﬂ%‘%}g péé‘&h”glé%eu S ep %urtﬁ‘i:%?z‘eona

burden on an operator or e | ke “of’ managenent ernore, each

ternﬂﬁal1H?¥r%%ﬂ¥%nﬁﬁgiH§e%.q&r@“%trlng having the predetermined

number of bits, and a corresponding mask flag having the
predetermined number of bits, and (ii) may be information
specifying, as a terminal to be invalidated, all terminals
identified by identifiers in which a value of a section having

15 abit valueof “*1” in a mask flagmatches a value of the section
in a piece of representative information corresponding to
the mask flag, and the judging unit may (i) verify, for each
mask flag, whether an AND of the mask flag and the received
identifier matches an AND of the mask flag and a piece of

20 representative information corresponding to the mask flag,
and (ii) judge, when verified that there is at least one match,
that the received identifier matches an identifier shown by
the invalidated-terminal information.

According to this structure, in a format that expresses

10



14 of a plurality of manufacturers, and an identifier identifying the
termnal may show the manufacturer of the termnal by a bit string having a
predet ermi ned nunber of bits froma nost significant bit in the identifier.
5 According to this structure, it is possible to express, by sets of

| ow-volunme information, all termnal IDs having a constant nunber of bits
froma nmost significant bit that are comon, and infornmati on showi ng a
manuf acturer is included in the high order bits of the termnal |IDs. Thus,
10 it is I fect p S8, t VOl 0

i nval i daf egg? Cj% elerfnfogfr: r#a’%/%%ng%gélgaé eggglgﬁéelgl%ﬁafg g%hst r Ergj%ulrsa

pr obl em , Auser able to freel ntent hy .executing a
certain rgé%b“%rg)f @x??Fz:l\ﬂnt H ™ 8t &erﬁ“}]ré qfl%i’m lftl PETIAR QUrer. 15
Furthernore, the identifier identifying the ternlnal may, show a product
type to Wlechefkdorer i bl BRS bhisn %V%CBP¥1§9th§ FRGT HON ol HIsdRAEr i ned
nunber of bits that starts froman end of the bit string show ng the

manuf act byep. ppedsidnnhavd nghasmaeskuélageyahhensasceot il hedanda kit20
probl em exist only with a certain product manufactured by a specific

manuf &ict poaritidn irotpedsivitaut ng uppe esscit hen diad as hvolnirey &f polsd triesui r ed
inval idated-term nal information, since all termnals in which the product
i's mount edvalgy deteasknedasgs vaMed i det edot enm natSnsd§uentuyt hernore, each
termnal may hold a decryption key unique to the termnal, and nay be

further A1 1 | akeraat!] y otlolsT %”Gtréfd%ﬁgafofbe%ce%'e@h firdrf Pt ent
encrypted by a content key, the. out put unit may conduct the

terminal, a section to be collated with a value included in

the invalidated-terminal information, by an easy calculation

10 having a small number of computations that involves
performing an AND (i.e. logical product) operation on the
received terminal ID and a mask flag. This helps to speed
up the judgments conducted in the encryption communications
device.

15 Furthermore, the invalidated-terminal information
generation unit may generate isolated-value information for
including in the invalidated-terminal information, each
piece of isolated-value information having the predetermined
number of bits, the invalidated-terminal information may be

20 information further specifying, as a terminal to be
invalidated, terminals identified by identifiers that match
a piece of isolated-value information, and the judging unit
may further judge, when the received identifier matches a

piece of isolated-value information, that the received

11



6 output by transmtting the invalidated-termnal information to the
encryption communi cati ons device, the encryption comruni cati ons devi ce nmay
have an encryption key storage unit operable to store encryption keys that
correlate one-to-one with the decryption keys of all of the termnals, and
a content 10 key storage unit operable to store the content key, the
_invalidated-termnal information acquisition unit rmay conduct the

acqui sition by receiving the invalidated-termnal information transmtted
by the ou i, ot ni cation .unit.,. j by e | gi ng
unit 15 %ﬁ%ﬁEfﬁgi?%ceﬁg%ggﬁggntiE%Er gggnﬁ5¢ﬂ%€tchgg%§gof P&Q identifiers
shown by  the_invalidated-term nal_infaqrmtion, may encrypt the content key
usi ng anlBN@%ﬁ%ﬁ?ﬁé&E%rThﬁFTL&PﬁQQQQE3Qﬁth the decryption key unique to
the termnal which transmitted the identifier, and transmt the encrypted
20 content keyHe®erhel$etatfarVadne ehehormaiien #hy HRe §%@8Bdting
unit operable to decrypt the encrypted content key transmtted fromthe
encrypt i discoeheiicafoomatileni as, shsivmg itthd idect ypAtoarképguioqidrits t he
termnal, and a playback unit operable, when the encrypted content is
storesl letructure, taen aderminabdlyptf dme rerecrigd eeld dertneiria Lsioes t he
decrypted content key, and to playback the decrypted content . According to

this struetUngveVWeibmansy Yitiwith eatéZednad MicihotdRsl darallidated gi ven
to copyright protection and 5 the like, by restricting playback of content

to when geberMNA (3CQH FRENH tRNG MU PEDCOBIEH ckeVe | I RS IR | ON
communi cations device, it is possible, if ascertained that copyright
protecti ' I er; possj r gr of . ] £ rtain
nanufactggghangg'sgggre§£ tﬁ%gégp%ne ?6lof até“%ﬁ%?lﬁggégoE%ghggﬁﬁ'fron1a

menageneqt AeviGs 40 L0e; SRFLYRH. 9L SN SALL RIS deyhECe Y Lphorten

10 there are a large number of invalidated terminals having
discrete terminal IDs, it is possible to structure the
invalidated-terminal information with a smaller amount of
data than when a format is used that expresses the discrete
IDs by sets which each consist of a value of a discrete

15 terminal ID and a mask flag in which all the bits are “1”.

Furthermore, the invalidated-terminal information (1)
may include one or more sets of corresponded
significant-digit and value information, each piece of
significant-digit information showing a number of bit digits,

20 and a corresponding piece of value information showing a
value of a bit string having the number of bit digits, and
(ii) may be information specifying, as a terminal to be
invalidated, all terminals identified by identifiers in

which a value of a bit string having, from a most significant

12



transm ssion tine of the data, since information for identifying the group
of termnals to be invalidated can be constituted by | ow vol une data
consisting of a nunmber of bit 15 digits showing a section of a termnal ID
froma nost significant bit to a part indicating a manufacturer 1D, and the
manuf acturer ID. Furthernore, the invalidated-termnal information (i) may
i ncl ude one or nore pieces of generic and exception 20 information, each

pi ece of generic information specifying both a section in a bit string

havi ng t predet r e e f |ts and val ue_of the_section,. and
each pieggtéf exc§%$$%%pln né%?ong ﬁb t OYﬁ erﬁlngaeﬁﬁnbgﬁ of

bits, and nfor tion speC|f as a termnal to be 17
i nval i dafé nlglllcat@rf?h%yg i F?trmtéd“bﬁn"i‘%d/ %F’fi"’ler"s"i‘li‘ﬁe vireHR aP¥e i on

specified by a piece of generic information matches a val ue specified by

t he pi ecPigFfegerervaluaf spdprmaticthdconrefrandisy e ckhe piece off
exception information, and 5 the judging unit may (i) verify whether a
secti on, sﬁgntirfeiqaensid/'Jegiitdian%frhetiospe@mﬂi1ehﬂebj)uégjoﬁl@ambtt nmgendrii)c
informati on matches a val ue specif ied by the piece of generic information,
and (§1) veudds,, wen &achf pddddadf t BegRiifs cantidiyit hahfokrateesi,ved
identifier matches an identifier 10 shown by the invalidated-term nal

i nfor mat yB_thexceph vhenrébeiveaei deftiderld,f hevalabches diRi 86¢ 10l
exception i nf or mati on. According to this structure, by enploylng exceptlon

i nf or mat 1,aR.4 pf, 'f%oﬁpqemg%ssagﬁ'fqlc%&toba&emf utnﬁfert MR ?yi gillss of all

inval i dated térm nal s | ower data vol une, when speci ng term na

AR SR M
of thesea value shown by a piece of value information corresponding
10 tothepieceof significant-digit information, and (ii) judge,
when verified that there is at least one match, that the
received identifier matches an identifier shown by the
invalidated-terminal information.
According to this structure, it is possible to express
15 all terminal IDs having a common value for only an arbitrary
number of bits from a most significant bit in the terminal
IDs, by value information and significant digit information
that shows the arbitrary number of bits. Generally, in the
management of terminal IDs, information distinguishing a
20 collection of identifiers or the like of manufacturers that
manufacture terminals, or common qualities in terms of
structure, function and the like of terminals, is often

positioned in the high order bits of a terminal ID. In this

way, it is possible to structure the invalidated-terminal

13



termnals all have common bit string val ues except for the 20 | ow order 4
bits. Hypothetically it would be possible to construct invalidated-term nal
information specifying the termnal IDs of these 15 invalidated termnals
by using ( i ) one piece of generic information to express the termnal |Ds
of the eight term nals having common bit string val ues except 18 for the
| ow order 3 bits, (ii) another piece of generic information to express the
terminal IDs of the four termi nals having common bit string val ues except
for the | rﬁ .2 bits 1 je) qg%her i of erj ¢ .infor ion to
express 51%%{ %E’rlngﬁapyl Bs?(tc?f ét%eatwo Efaerr?ngﬁgégyhgx%gﬁg ot unhe’bi‘{’ﬁ%s?ri ng
val ues except for the |east significant bit, .and (:}P\g a val ue of -the
Lerminal 1HSEF TG 7 hATAPnGUPERR RYI CESTEREISSq RS Carif e Yot it hat
termnal. In conparison, according to the present invention, it is possible
to const riRkaiboRnbal # greal féFnPARRIRRtYLeEY | PF AT thPiTecEaRe, or
significance, by using one piece of generic infornmation to express the
term nal t® bike6 terminals having common bit strings except for the |ow
order 4 bits, and exception information to express the termnal 1D of the
one térm nal 13 utthefmbhe, 16ther ninnabgehaint s deotidevahaygatledlve anaint hus
suppress the data volume of the invalidated-termnal information. .
Fur t her moi @ent Deigrnagedmerits ideldrce wmyt haygeaabidentid | flcpctte si¢hen unit
operable to acquire the 20 identifiers of all termnals to be invalidated,
and the iyyaht daiedst fm aal icehafimRiliOncgeper atdwih 18htelRY g dekerm ne,
as the exception information, an N-bit bit string, obtained by inverting
onl v a | aifa B 4BEChCRRdlida OF 1 RPE-RALUBE IgleNdIdd £08 BRAWI hRd; by § he
identifier aacqw sitron t1r Lini % At %E?glﬁn ?%flgr%]fe&gongﬁ#i onq/t h%?fi the bit
string not_mateh any of the i(;gntifiers acquired by the j.dentif.i.er
acqui si t i G- Th ¥,Ofl|¥i rpan\ﬁesi rYaa}]I'f/e%e%?Bh%lrtglPﬁe% condlduon that,
10 out of the identifiers acquired by the identifier acquisition
unit, the number of identifiers which have matching X number
of bits from a most significant bit is 2 *, and (ii) generate
the invalidated-terminal information using a data format
that generically expresses, for each X value, the 2%
15 identifiers by significant-digit information showing the X
number of bit digits, and by value information showing a value
of a bit string of X bits from the most significant bit in
the 2% identifiers, where N is the predetermined number
of bits.
20 According to this structure, it is possible to
construct invalidated-terminal information that suppresses
data volume, without placing an unnecessary operational
burden on an operator or the like of a management device.

Furthermore, each terminal may be manufactured by one

14



determned bit string as an identifier, (iii) specify one 5 or nore X

val ues satisfying a second condition that, out of the identifiers acquired
by the identifier acquisition unit and the provisionally designated
identifier, the nunber of identifiers which have matching X nunber of bits
froma nost significant bit is 2~N-"~, and (iv) generate the 10
-invalidated-termnal information by determ ning, as the generic information
for each specified X value, information specifying the X value and a val ue

of a bitgtrigng of, X Pits f&pmthg ignd fic bit ik 13N~
identifigrs,amhggélN:P% fhe pre@etggﬁgﬁéak%%%%er 0 b%%s ggghﬁligk%%ss t han
struct

N L5, Aot Wit SLALEANES, i RSP Sl PSRREEC e e,
constant cond,L1on, 4 oot plackng g unrecsssrl Ly orezet onel, bu den or

termnal may hold a unique decryption key, the encryption conmunications
devi ce niytBafeamh aieesht fbankécamdy dyjet ukir t thpeidbnéifdgedt-ore encryption
keys that correlate one-to-one with the decryption keys of all of the
ternmmal s, theAcemmdriingatodrhimisttrudianre uddetisigossitb26 to pupgiass uni t

that the received identifier does not match any of the identifiers shown by
t he i nvabiydake¢d- tdr towalvdIlnfmog nat i aima thgnenal ¥ pteeminani caisi davdaica usi ng
an encryption key that correlates with the decryption key unique 5 to the

t er m nal gWabels tamnsiindded dheieentidhes masd &ignsitahite baRCcrRited
comuni cation data to the termnal, and the termnal may decrypt the

encrypt ed reONBYRAMGAL | Ofndatih tsARSEL bhedshspihghe, e%h?ﬁ@&&hm@ cations

devi ce, using the decryption key unique to the“termnal. 10 According to

this str ‘iﬁtctih%z(‘]eljic’h?‘ t%’egth%%ﬁ *@dé?%ﬁ@%%%%ﬁ@%é?ﬁﬁﬁgfE?ag':'”"r‘iu%t% ons

device for con ting a service Th \ conmuni cati ons da i sTonl'y sent
{0 LIS LR o4 cPeROSLle A Py eBR S ARl 3y YRl of
be. { nval 8 LRV2AL 02 SRR HAEM AT 4 FJGUGNEN L% o VHiih SRS T b g up of
t he judgnent and
a structural problem (e.g. user is able to freely duplicate
content by executing a certain procedure) exists with a
terminal from a specific manufacturer.
15 Furthermore, the identifier identifying the terminal
may show a product type to which the terminal belongs, by
a bit string having a predetermined number of bits that starts
from an end of the bit string showing the manufacturer.
According to this structure, when ascertained that a
20 problem exist only with a certain product manufactured by
a specific manufacturer, it is possible to suppress the data
volume of the required invalidated-terminal information,

since all terminals in which the product is mounted are

determined as invalidated terminals.
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the like. Furthernore, the output unit may conduct the output by 20
transmtting the invalidated-termnal information to the encryption

comuni cations device, and the invalidated-term nal information acquisition
unit may conduct the acquisition by receiving the invalidated-term nal
information transmtted by the output 21 unit. According to this

. structure, a managenent device constructs invalidated-termnal information
requi red by an encryption comuni cations device while suppressing data 5

vol ume, and t 11 i ssihl . ' i pval | =t .nal
i nformation qﬁﬁﬁﬁ#§e%§°? é g%é&&p%?%ﬁggggk%ﬁ§gg?%@n% %%@%?é?agérk%grnnre,
t he out put ,unit nmay, have a nounting subunit  opefrab t o nmount st or age
medi um BR4MHEY t&nHESt q_ﬁrr'fjnréa ut %L?tdutﬁagt && n%uf{:lge?:n\%ﬁ‘?]i?atfﬁ%-f;’& m nal
information on the nounted storage nedium and the invalidated-term nal

i nf or mat $BREHEBGLLY t BEHP T €AY e dpLabtento nBhatht héSst 6PREEN Fedi um
and may conduct the acquisition by reading the invalidated-term nal

i nf or mat éparyptedt hy Aooantantskever the avtipum uadtomdiyngonduciti the
structure, it is possible to use a conventional storage medi um having a

r easanabbytpotl by ancapmbt €18y drles & noayiaici 4 tyed whenmanadnigéoent tdew ce
stores invalidated-termnal information required by an encryption 20

comuni cabi ke deNtegpeiod SéOnmgeiardivmsandeyioast alfe tdgcsyptaga medi um
A managenent device provided to achieve the object generates

i nval i dagggimh 8k MaRtdlord B TR A8y HVd BY: e R8FyBE iBnPkey Fddnadd uhdentifiers
identifying a plurality of
operable to store encryption keys that correlate one-to-one
with the decryption keys of all of the terminals, and a content
10 key storage unit operable to store the content key, the
invalidated-terminal information acquisition wunit may
conduct the acquisition by receiving the
invalidated-terminal information transmitted by the output
unit, the communication unit, when judged by the judging unit
15 that the received identifier does not match any of the
identifiers shown by the invalidated-terminal information,
may encrypt the content key using an encryption key that
correlates with the decryption key unique to the terminal
which transmitted the identifier, and transmit the encrypted
20 content key to the terminal, and each terminal may have a
decrypting unit operable to decrypt the encrypted content
key transmitted from the encryption communications device,

using the decryption key unique to the terminal, and a

playback unit operable, when the encrypted content is stored

16



22 termnals, the identifiers of one or nore termnals to be invalidated,
each identifier being a bit string having a predeterm ned nunber of bits
for identifying a different one of the termnals, and includes an
invalidated-termnal 5 information generation unit operable to generate the
tnval i dated-term nal information using a data format that generically
expresses, by information specifying a value of a section in a bit string
having the predeterm ned nunber of bits, all identifiers in which a val ue

of the segligp 1QRGENES {& L el g?éc‘)r ncgcé}lx*@é‘ﬁ{“{isﬂ@ tyjpperabl e

to output he generate |nvaI| ated-term na on esult of

t hi s managenent, devi ¢ inval i n formation

oot put tod SR S sttt ket Rab g RlasBro Ehedh Phirtad et et s by a
15 relatively snal ata voI une, and as a result the invalidated-term na

i nf or mati on t o &% & S5ANCF Wb MEShat 8 #5eB1 1§ s 28 on and

storage onto a storage rredl um Furthernore, the invalidated-term nal

i nf or mat i igh Whiclr@ansi dewka bten ohe Thvem o sapy gk mratrpiiten \aitde and
position information, each piece of value informati on showing a value of a
secti &6n dfhea bikest rbmgrlaaﬂtmig:uihng ppédgbeck nefl conmtentoftdi whenana a
correspondi ng piece of position information being for specifying a bit

posi ti on tdr®Bnal taeysiecd s an éncihptlid cshteny, kend rom an et dor mat i on
specifying, as a termnal to be invalidated, all termnals identified

respect i \wnpmbyi et ibdgnbieliiees it Wi EBS%J.‘b@'éJe i addaardd Bledithstring
| ocated in a bit position specified 5 by a piece of position information

TR Ches dahHEgRROURPKR 1RIEGR Gl RLUEL N ALERL) N 0T LEARNM) o O he

pi ece of t|on |nforrrat|on According'to |s structure er m nal

L)E);rgg\sliag%oy fnmr]f]i\/| oR T %irtrr% " onHH\E/% ?poéstgél Igﬁgge%%%etﬁg &ﬁ‘uﬁaw ng to

fi xeq y def E&‘fant]anq:haé)%ast Itoon boelc s%nstecftrom a management device to the
encryption communications device, and to shorten the
transmission time of the data, since information for
identifying the group of terminals to be invalidated can be
constituted by low-volume data consisting of a number of bit
15 digits showing a section of a terminal ID from a most
significant bit to a part indicating a manufacturer ID, and

the manufacturer ID.
Furthermore, the invalidated-terminal information (i)
may include one or more pieces of generic and exception
20 information, each piece of generic information specifying
both a section in a bit string having the predetermined number
of bits and a value of the section, and each piece of exception
information having the predetermined number of bits, and (ii)

may be information specifying, as a terminal to be

17



by operation rules or the like, since the invalidated-term nal information
isin a format in which a value of a section of a termnal ID and a
position of the 16 section are corresponded, and as a result it is
possible, if operated effectively, to express a |arge nunber of invalidated
termnals by a low information volune. Furthernore, each term nal may be
manuf act ured by one of a plurality of manufacturers, and an identifier 20
identifying the term nal nmay show the manufacturer of the termnal by a bit

string havyj et enAi [ ' ifier i to this
st uctur AL FREERE] BRT PEChPRARS) B AR PR ifc o4RELET RS, '
i nval i dat ed-t.erm nal_.24 i nf.orymation, in cases such gs when it is

nscer t a) MEHTha: SEobATL FRER LIS kiR PASGF O AFRETS raAGCATANRP by a
speci fic manufacturer. An encryption conmuni cations device provided to 5
achi eve TRV E bhi BEtSRRCH bieddnakdia Rgcesmt mien sy ighd nkommat i al i ty
of termnals, each of which holds an identifier, which is a bit string
havi ng a gndkystieinigedohunderhct mhiace fafr exgemt ifgn g fidrmateien nand and

i ncludes an invalidated-termi nal information acquisition unit 10 operable
to acfui rehe fyudg amg ext bt nmbys @urncereninfisal widat kdrt aer senali onnf dmrethen t hat
shows the identifiers of one or nore termnals as information for

speci fyi necuieved nient of fenal sspecheib@vabidasedidd® of generic
invalidated-term nal information being structured using a 15 data fornmat

that gengr it EXRMBSaTes BYvANLArSBEL PR 8RS tHdPi8ckad B Rfed seCti ON
in a bit string having the predetermned nunber  of bits, all “identifiers in

which a valaelcide sgral phifRi6868 RIPoRLI Aty as: Abidepdidier

receiving uni't operable, en’a entitier heéel by a termn S
transmtted fromth rm.nal .. to receive-the identifier; .a juydging unit
oper abl e %¥$QKkﬁﬁ%ﬁeﬁﬁ%pk?ﬁglygﬁbi(ﬁPF%ﬁﬁﬁ?fT@Echﬁﬁcﬁgsl%%ﬁ##¥% one or
nore i dentifiers shown by the inyalidated-term nal infornation a

i nf otfat i Eh & ftﬁ%dné?/r?ehdfa% eLEEMANAY dNEQIRREDN  EREFRHANGE and a

communi cation unit operable (j), when . )
the received identifier matches a piece of exception

information.
According to this structure, by employing exception
information, it is sometimes possible to specify the terminal
15 IDs of all invalidated terminals by a lower data volume, than
when specifying terminal IDs of invalidated terminals using
only generic information. Consider an example in which there
are 15 invalidated terminals, and the terminal IDs of these
terminals all have common bit string values except for the
20 low order 4 bits. Hypothetically it would be possible to
construct invalidated-terminal information specifying the
terminal IDs of these 15 invalidated terminals by using (i)
one piece of generic information to express the terminal IDs

of the eight terminals having common bit string values except
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judged to not be any matches, to conduct a predeterm ned conmuni cation with
the termnal that transmtted the identifier, by performng an encryption
unique to the 6 termnal, and (ii) when judged to be a match, to not

conduct the predeterm ned comunication with the termnal. According to
this structure, it is possible to quickly judge whether a termnal 1D
received froma terminal is the ternminal ID of an invalidated terninal, by
obtaining and 10 referring to invalidated-term nal information specifying a

I [ [ Lnal ' l.at | I :
Fur Lher mts, 18 aial T oat Bl (ol of RRLTaR (1) Soly ST 50 o

ormati on one or
nore sets of correspgonded val ue_and 15 positjion i rmation, each piece of
Vel e iSRRI R PSSR HECGreEn LI U 6 BRGHOLE HRRI IR ho ¢ he
predet ermi ned nunber of bits, and a correspondi ng piece of position

i nf or mat P&Y 8e PP slb%’Ei $§Fh59aVBilPe}§o§P‘tqe@rF %101{ H& @ srderthe bit
string, and (ii) may be information 20 specifying, as a termnal to be

i nval i datdd:s a1 itier ginetikey dumed iadd geasdiae ilvdiogrmat kan tel@nrpresss in
which a value of a partial bit string located in a bit position specified
by a pi edhetepodntilohDs gD tingt Ton teatcives] s heatingy sbowonblyit giiriceg of

val ue information corresponding to the piece of 26 position information,
and the jwidgier ewddptdyr( the)la®st fahigiDficant witcam (peSi divlue

i nformation, whether a value, in the received identifier, of a partial bit
string | oaake@d kRrdikidl PAPide heSPRGA It PYt S id EG& UxAsdd i e
information 5 matches a value shown by a pi‘ece of value information

corr espont%[giﬁle : fs B%GEBF@‘ ROt 0N, ig{ Oc%ﬁg}%ciitf?ﬂsoﬁndaﬁdda:c%iﬂ when

verified th: ere is at [east one match, e réceive entifier
mat ches %%é‘“%?éééﬁ% SEB@@nQ&o&DE it 1is possible to construct
10 invalidated-terminal information having the same

significance, by using one piece of generic information to
express the terminal IDs of 16 terminals having common bit
strings except for the low order 4 bits, and exception
information to express the terminal ID of the one terminal
156 out of the 16 terminal that "is not invalidated, and thus
suppress the data volume of the invalidated-terminal
information.
Furthermore, the management device may have an
identifier acquisition wunit operable to acquire the
20 identifiers of all terminals to be invalidated, and the
invalidated-terminal information generation unit may (i)
determine, as the exception information, an N-bit bit string,
obtained by inverting only a least significant bit of one

of the identifiers acquired by the identifier acquisition
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invalidated-termnal information. 10 According to this structure, all
termnal |IDs having a common value of an arbitrary bit string range can be
expressed by information formed from val ue/ position sets, without having to
fixedly determ ne a position of a section by operation rules or the liKke,
since the 15 invalidated-termnal information is in a format in which a
value of a section of a termnal ID and a position of the section are
corresponded and as a result it is possible, if operated effectively, to

expr ess % i} I uN ’?@{ ié”f’ﬂé %SHdE%%E‘Sgn%ﬁtb % pA 'S[E.fr(l ood"'

vol une. generati on net rovi 0 achié e above
obj ect gen es_invalidat ed~ternina |nfornat| n for_specifyin one or
nor e terﬁFﬁéﬁg ?%ng% ﬁhﬁ|a3F8815&FHﬁ ACHEFEH £ 2 e?ﬂ?ﬁ&lg

i ncl udes an |dent|f|er acquisition step of acqurrlng identifiers of

term nal §OABALIGR | Hpdi daiéHl)ea&ﬁQYﬁﬁ%?F?elymeﬁf%9%ﬁ¥estﬁh&)havrng
a predeterm ned nunber of bits for identifying a different one of the

t er m nal set@mnigred vkt i gbréggt asniagmalidertorfeey on( eher areod f3t opeof
generating the 5 invalidated-term nal information to show all of the

i dentbf i ersmacguiXr edluest hetiiddntiinfg er saegpuids icoinall tsitcap,thesti Nt ddft a
format that generically expresses, by information specifying a value of a
section ithedilehtstiiiens bayuigdd eypradet aenitigd sruabginiefi tiids urdll
identifiers in 10 which a value of the section matches the specified val ue.

Accor di NG tthldl profviubildi£L1ytaési §aaskal @dbatqqrietxr Ughd Rieibe igyn for
specifying a Iarge nunber of invalidated term nal s while suppressi ng data

vol ume. A 4 3@{?‘ } e ﬁ%]g;eﬁ,{afrgd gghgm\élldgg lfai)técf%&}{‘%* IRdihe above

obj ect stores |nv Inor er to spec out of a
o 'bi t 5. PASH |t’|1“§/: PGIE A tPer At orte of P pl GHA Tt RIS n”‘a’i‘lefj the
Cooriy 11 e S are o oce e paL s e Loleligaled, e 20,
generic information for each specified X value, information
specifying the X value and a value of a bit string of X bits
from the most significant bit in the 2¥* jdentifiers, where
N is the predetermined number of bits and X is less than N.

15 According to this structure, it is possible to
construct invalidated-terminal information whose data
volume is suppressed under a constant condition, without
placing an unnecessarily operational burden on the operator
or the like of a management device.

20 Furthermore, each terminal may hold a unique decryption
key, the encryption communications device may have an
encryption key storage unit operable to store encryption keys
that correlate one-to-one with the decryption keys of all

of the terminals, the communication unit, when judged by the

20



field that stores section information for specifying a value of a section
of a bit string having the predeterm ned nunber of bits, and (ii)
generically expresses, by the section information, all identifiers in which
a value of the section 28 mat ches the specified value. In order to
specify, out of a plurality of identifiers that are bit strings having a
_predet erm ned nunber of bits for identifying a different one of a plurality
of termnals, 5 the identifiers of one or nore termnals to be invalidated,

i nval i dat.ed-t.erm Vj . chieve-th bove obj e i) _has an
dent ! 11 a0 boit, CRRE, ERBHLEE LR ALRY Pol 88 AORH RS dhli Ty g
a val ue of. a,secti,on of, bit strin avi ng t he predeterm._ned nynber of
bits, an@f10tREi) lg&ﬁa@aﬁ# S e%?b%‘gsg%y t}gﬂ? ha et | ﬂtﬁﬁfaﬁﬁﬁ‘ﬁ"@ﬁk al |
identifiers in which a value of the section matches the specified val ue.
Accor di ngPEETMRESIORt r JR3Wr RNCHIRTt FAPRBP LR i0Mat daf@ udS T edai n bit
string are expressed generically by 15 information specifying a value and a
posi t i onepcrypddramkeli that danyenteded tttheheidecayptihuskey und quessi bl e
to conparatively suppress the data volune of invalidated-term nal data. An
encrypti to cohvunieativas syisiein prran sheit ted 2GIec hiiden i exbpoveanebj ect

i ncl udes an encryption conmuni cations device, a plurality of termnals that

each tragg@nisniic the: enyitod conmunieationsddew €e ankeyeraamtiif,ier
havi ng a predeterm ned nunber of bits, and a managenent device that

gener at egpiswiRb itdatnedid fant) ééeggg% thé REQITRII O c%ﬂﬁﬁfrfiyéa{@i&??ia%ra mor e

key identifiers to be invalidate The managenent device has an

| hval | aaredneEdd Bral LA B AL ERE b ML PPN fod P B0 2L L
EXpresse%heb%éégfgéggﬁoﬂey unique to the terminal.

10 According to this structure, in a system that includes
an encryption communications device for conducting a service
in which communications data is only sent to legitimate
terminals, it is possible to suppress the data volume of
invalidated-terminal information required in Jjudging

15 whether or not a terminal is legitimate, even when there are
a large number of terminals to be invalidated. As a result,
it is possible to plan for a speeding up of the judgment and
the like.

Furthermore, the output unit may conduct the output by

20 transmitting the invalidated-terminal information to the
encryption communications device, and the
invalidated-terminal information acquisition unit may

conduct the acquisition by receiving the

invalidated-terminal information transmitted by the output

21



specifying a value of a section in a bit string having the predeterm ned
nunber of bits, all identifiers in which a value of the section matches the
speci fied val ue; and an output unit operable to output the generated 10
invalidated-identifier information. The encryption conmunications device
has an acquisition unit operable to acquire the invalidated-identifier

i nformation out putted by the nmanagenent device; an identifier receiving
unit operable to receive a key identifier transmtted fromone of the 15
plurality of termnals; a judging unit operable to judge whether the
recei ved identifier matches any of the one or nore key identifiers
specified by the invalidated-igentifier i nformation; and a conmunj cati on
unit operabi e, A6RQF dih TRIgEBLE0 FBTUBEUERY At AR IeBEDD GRELEE a
predeterm ned comunication with the termnal that transmtted the key

i denti fi elonsfirpets cknvallidatedeibpsmisek dindiarig oy ueeguivedhey kay
identifier. According to this structure, the volune of data required in
aut hent i catamptien | egmniurbicya bfonskeeviident whide 3upprassthegsubpptrassed
and thus it is possible to enhance the practicability of a systemthat

condugt s vib1afieyj Ceafdch tasuper fer ming appsedptier mMiwd €eENEHiGAL | e
i nvol ving, for exanple, the transm ssion of specific valuable data only to

5 term nalgydihada seadtarngaalll ARt it dslerfufdiely BRtHe REIGRIFTISN OF THE
DRAWNGS Fig . 1 is a structural diagramof” a content key distribution

systen1aqﬁgﬁgkggﬁieig sepkedigent 1 of the present 10 invention; Fig.2

shows term na and decryption keys stored by terminals; Fig.3 is a
conceptval, o agramlaAD, T NHLRt, CELEL O 9,8 o e e oS
encrypti %r{lbkuer}/igtocgealgfbfgiéo %nzcﬁlur?{ aa sctoonlzaec:lj’]é mkeealitgnil,Sta[ril l%rtlailj)?ncodneé/dgg 120;
10 the output by storing the invalidated-terminal information
on the mounted storage medium, and the invalidated-terminal
information acquisition unit may be operable to mount the
storage medium, and may conduct the acquisition by reading
the invalidated-terminal information from the mounted
15 storage medium.

According to this structure, it is possible to use a
conventional storage medium having a reasonably small
acceptable storage capacity, when a management device stores
invalidated-terminal information required by an encryption

20 communications device on a storage medium and transfers the
storage medium.

A management device provided to achieve the object

generates invalidated-terminal information showing, out of

a plurality of identifiers identifying a plurality of
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Fig.Sis a flowhart showi ng TRL generation/transm ssion processing
conducted by a managenent device 110; 20 Fig.6 is a flowhart show ng
content playback processing conducted by a content playback device 130;
Fig.7 is a flowhart show ng content key distribution processing conducted
by content key distribution device 120; 31 Fig.8 shows a data structure
of a TRL in enbodinent 1; Fig.9 shows exenplary content of a TRL; Fig. 10
is a flowmhart showing TRL data generation processing, which is a part of

the TRL ation/t SH;8S . Ssi o t nt device
PRI e R R e S e e
processi ng, ich is a part .of the [TRL generatiqn/transm ssion . processing
Ponduct ed AR miaedeneBaby fAeniich 157 1HSAREod dutt SLTFPG PRVIDA &
flowchart showi ng TRL collation processing, which is a part of the content
key tran@ﬁeadsqwrb%%@sry%%&fdgéft@dfﬁy eREhfYRRY didkiiexerbiPnRvi ce
120 in enbodinment 1; 15 Fig .12 shows a data structure of a termnal IDin
an enbodiafenthg; tReymigashewsind ditglstdast ane bival T@ated -debodinent 2;
Fig.l14 is a flowhart showi ng TRL data generation processing, which is a
part &f TRfoemetradnondéenanatrissi onn2@l popeeadilrg conduened-dte nettegenent
device 110 in enbodinent 2; Fig. |5 shows exenplary content of a TRL;

Fig.16 i 3mvdliawhedttebannag TREeldeid®nupingessinga Wargat Tmmpart of
content key transm ssion processing 32 conducted by content key

giRit Ir hb;?ég%blgﬁanﬁﬁ Je;??pf@s§a§9%mn{fc2mﬂ;goh7s§@e%@y§ngaa aeiaadsare of a
a section in a bit string having the predetermined number
of bits, all identifiers in which a wvalue of the section

10 matches the specified value; and an output unit operable to
output the generated invalidated-terminal information.

As a vresult of this management device, the
invalidated-terminal information to be outputted is able to
specify a large number of invalidated terminals by a

15 relatively small data volume, and as a result the
invalidated-terminal information to be outputted is readily
usable in terms of transmission and storage onto a storage
medium.

Furthermore, the invalidated-terminal information (i)

20 may include one or more sets of corresponded value and
position information, each piece of value information
showing a value of a section of a bit string having the

predetermined number of bits, and a corresponding piece of

position information being for specifying a bit position of
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Fig.18 is a flowhart showi ng TRL data generation processing, 5 which is a
part of TRL generation/transm ssion processing conducted by managenent
device 110 in enbodinment 3; Fig. 19 is a flowhart showi ng TRL collation
processing, which is a part of content key transm ssion processing 10
eonducted by content key distribution device 120 in enbodi nent 3; and
Fig.20 is a structural diagramof a content key distribution system
according to an enbodi ment 4 of the present invention. 15 BEST MODE FOR

CARRYI NG THE | NVENTI The. foll ow ng_descri.hes, with.reference to the
dr aw ngs “TF GHTEHON LY (et PEbUSFERTgyaRBR, D CRAYs B THHATERE R of ¢ he
present inventjon applied as a,sgitenlthat takes into 20 consideration

copyri ghtSR5iOt 66t R8n afd® t HerPiRElofOchht tAValEAGIG el U YRR K ruct ure
Fig.1 is a structural diagramof a content key 33 distribution system
accor di ng-dentahi tadosesractivel vt By piéstdenthféprisohn ChcBn Yalue
distribution system 100 is structured to include a plurality of content

pl ayback afew pesthiz(l fort % totiayd ngpdrsiodd ciantee bti,t posdritieont specidi s¢di buti on
device 120 for distributing encrypted content keys in response to requests
from the ot eriteqd aybaols idelbrc e f ath 81 cRNMegeckes deva Dee 1dRownrbgendi ng,
to content key distribution device 120, a termnal revocation list (TRL) ,

whi ch i's 4 Hidd@ts PryadluslsedfbPhakieal bervReidirid hetEd ke ot &te adr

encrypted content key is perm ssible. Here, either one or a plurality of

content koysgi 5Lk DHELRRaGEWLES 120 is provided in the content key
di stribution system

According to this structure, all terminal IDs having
a common value of an arbitrary bit string range can be
10 expressed by information formed from value/position sets,
without having to fixedly determine a position of a section
by operation rules or the like, since the
invalidated-terminal information is in a format in which a
value of a section of a terminal ID and a position of the
15 section are corresponded, and as a result it is possible,
if operated effectively, to express a large number of
invalidated terminals by a low information volume.
Furthermore, each terminal may be manufactured by one
of a plurality of manufacturers, and an identifier
20 identifying the terminal may show the manufacturer of the
terminal by a bit string having a predetermined range in the
identifier.
According to this structure, it is possible to

effectively suppress the data volume of invalidated-terminal
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Here, content playback devices 130a, 130b and the like 15 are, for exanple,
each disposed in a different household, and function to acquire encrypted
content via a conmuni cation channel, storage nedia or the like, and to
decode and pl ayback the acquired content using a content key. In a system
in which consideration is given to copyright 20 protection, it is assuned
that content will be encrypted and then targeted for circulation . For this
Freason, if a content pl ayback device does not obtain a content key by

decryptln ted c v fromconte strlbutlon
devi ce 1%% ncﬁgbtg% g%%?% cann t%ﬁe t h%c?@%%ﬁgaéﬁggp gyed back.
Content pla back devij c 130 eafter, "termpal s") each includes a CPU, a
hard di B, SETUCHARF SmErgM eﬁaﬁﬁ?c&ﬂ PR DA BRPUHERRCUARS Dind t he

| i ke, and conduct content playback proceSS|ng for playing 6 back novi es and
ot her cofPe&RiFist MAaRMfagtureZtening to or the like by a user, via a

di spl ay device, a speaker or the like . Functionally, each terninal has a
termnal 1D sta3nagengmypti’dh aaewrnyptabhokey deviege pmiovitis® 4o
encrypted content storage unit 133, a request transmtting unit 134, 10 an

encr ypt edctdriventt heeyabbeeei abfigetnit 3 cvrdostybhd ogomnuhitdbiowsd a
pl ayback unit 137. Termnal ID storage unit 131 is a storage area in a ROV

(read onky tHEn®r Ylufaliey | idfe, tepdifhokes é86R1 ¥ WRSchhaloBde faar
identifying the various termnals. If, for exanple, 15 16 ternmnals are

used in GRRNLE kSY, AL EhbYL %M@teeﬁﬁe htahﬁﬁgfrén Pf‘ledl—:@%rmllnled)e

structured by bit strlngs of four nore bits th ow identification of
e 16 A g A 1o BB Ay e PR LE B
enbodlnent.lf%vallg acreg%qﬂnTrﬂfhformatlon acquisition unit
10 operable to acquire, from an external source,
invalidated-terminal information that shows the identifiers
of one or more terminals as information for specifying one
or more terminals to be invalidated, the
invalidated-terminal information being structured using a
15 data format that generically expresses, by information
specifying a value of a section in a bit string having the
predetermined number of bits, all identifiers in which a
value of the section matches the specified value; an
identifier receiving unit operable, when an identifier held
20 by a terminal is transmitted from the terminal, to receive
the identifier; a judging unit operable to judge whether the
received identifier matches any of the one or more
identifiers shown by the invalidated-terminal information

as information specifying one or more terminals to be
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relation to there been 16 termnals and 4-bit terminal IDs . Decryption key
storage unit 132 is a storage area in a ROMor the like that stores a
decryption key used for decrypting an encrypted content key. The decryption
key is 35 a secret key having a value that is unique for each termnal,
and is structured, for exanple, by 128 bits. Encrypted content storage unit
.133 is a storage area on a storage nedi um such as a hard di sk, and stores
encrypted 5 content. The term nals each function to acquire (by receiving
transm ssion,. .etc. ). encrypted content fr.oman external .source, and to store
t he encrﬁ&ﬂﬁ%%ﬁﬁﬁ%%t F#&ﬂﬁt09§§9nﬁ&$5&ﬂntVﬁﬁ mQquﬁﬁiﬁigli&ﬁh%mctions
to send transm ssion request information that includes a termnal 10 ID
stored i AYISSH P POLsPS & Jrrtches, t §ocshitckey Bredetsumigiedevi ce
120 , via a conmunication channel 101 ( i . a . public network, etc.).

Encr ypt e¢oddmeirzake9nr gébtli nghani tersinpdncthefs, tweasmhdt et yhed
content key is sent fromcontent key 15 distribution device 120, to receive
t he encr jijgteadt iclhieent ey peDdoryptrigonanni €néB§pftiont | onsgueheboartlencr ypt ed
content key is received by encrypted content key receiving unit 135, to

decrypt tRaneintdlyptadl qdnil enthdtey udgidio te Be datdydh| ofo kit @bt n
decryption key storage unit 132, and to send a content key obtained as a

resul t of Hh§klesd yPth PRelO cBRada it +3¥h Bhaykagkiynit. 137 functions

to decrypt encrypted content stored in encrypted content storage unit 133
using 36 According to this structure, it is possible to quickly

judge whether a terminal ID received from a terminal is the

terminal ID of an invalidated terminal, by obtaining and

10 referring to invalidated-terminal information specifying a

large number of invalidated terminals using a relatively low
data volume.

Furthermore, the invalidated-terminal information (i)

may include one or more sets of corresponded value and

15 position information, each piece of value information

showing a value of a section of a bit string having the

predetermined number of bits, and a corresponding piece of

position information being for specifying a bit position of

the section in the bit string, and (ii) may be information

20 specifying, as a terminal to be invalidated, all terminals

identified respectively by all identifiers in which a value

of a partial bit string located in a bit position specified

by a piece of position information matches a value shown by

a piece of value information corresponding to the piece of
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a content key sent fromdecryption unit 136, and to playback the decrypted
content . A wuser is able to view, listen to or the |like content played back
by playback unit 137. Some of the functions conducted by request
transmtting 5 unit 134, decryption unit 136 and playback unit 137 are
realized by a control programstored in a nmenory being executed by a CPU.
Managenent device 110 is, for exanple, a conmputer or the like installed in
an organi zation that conducts 10 operations relating to the protection of

t he copyri ht and t | i ke,of conten nent device 110 conducts TRL
gener at i R J§E§ F688$5?H8f5h géHg Sy tray; Kdy) HES Y mai n

content, information for specifying all terminals with respect to which
prot ect i #PToracdhPliegiet 0dnBOSAE Jark d i ramat Hen | Jpkher g aldie edd due to
a decryption key stored therein having been disclosed (i.e. all termnals
t o whi ch tire eecejiptast ickanttent idkey shoulphmotiabdidi sttriing dd)cateddid or
transmtting the generated TRL to content key distribution device 120.

Her eaf t e, bierpodbt Soh G pédd Chiad enethypbd dc2®m £ palsdrnii dey nShaulat ikt be
distributed are referred to as "invalidated term nal s". Managenent device

110 , pas psh@Med NaFigaiud, éH&QJr&Jdﬁg ad) ic;jﬁ‘é&ﬂé de¥ed-d181d1 Aalf olrfRaaGd sition
unit 111, a TRL generation unit 11 and a TRL transmtting unit 113. 37

Here, i n@gf@%afwﬁ@w@p%&w Sklh oD 4hbh Mﬂ&fd&ﬁi bRNSaA@ @cdpire

information specitying termnal IDs related to all inva ated term nal s,

and to pr%que VIR A YA ndR 12 ST SRNCH B SR

generati 't f'unc |0ns 0 genera 0se naln conte

provi ded B FRFA1 VR0 AT REF FREE ”‘”%'Pfeg ey eoahﬁ%”yb'@b%
invalidated-terminal information.

10 According to this structure, all terminal IDs having
a common value of an arbitrary bit string range can be
expressed by information formed from value/position sets,
without having to fixedly determine a position of a section
by operation rules or the like, since the

15 invalidated-terminal information is in a format in which a
value of a section of a terminal ID and a position of the
section are corresponded, and as a result it is possible,
if operated effectively, to express a large number of
invalidated terminals by a low information volume.

20 An information generation method provided to achieve
the above object generates invalidated-terminal information
for specifying one or more terminals to be invalidated out
of a plurality of terminals, and includes an identifier

acquisition step of acquiring identifiers of terminals to
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the generated TRL to TRL transmitting unit 113. The 10 generation of a TRL
iIs described in detail in a later section . TRL transmtting unit 113
functions to transmt a TRL sent from TRL generation unit 112 to content
key distribution device 120 via a communi cation channel. The procedures
tnvol ved in the TRL 15 generation/transm ssion processing conducted by
.managenent device 110 are described in a later section. It is assuned that,
for exanpl e, periodically or when there is a change in invalidated term nal

i nformation to ded a JRL nagenment deyi 10, o tes to
transmt 29 & gntgﬁt@k g%faﬁﬁtgﬁﬁnge9l¥ﬂﬁif%:]éﬁﬁﬁgﬁ

di stribution devi ce 120 IS corrputer that conducts content_ ke

di stributd Frefetessingd RHF‘E’ﬁrl Rfolvés dogmdmiant g 1nmen %@%‘?WHEI from
whi ch a content key transm ssion request is received is not an invalidated
38 termemal, odn e ypteamdalent kapdt o athe dovailislatemdinteiobaaly,

devi ce 120 incI udes a TRL storage unit 121, a TRL receiving unit 122, a
cont ent kiayfstmaadenuni tgdi8ratmoancr yptepn ke st ogageratiinhgl?24, the
transm ssion request 5 reception unit 125, a collation unit 126, an

encryst i oinvialidaZéd-aedmdmeEncripf @emeenbant tkey sHansmll i ngf unthe128.
Here, TRL storage unit 121 is an area on a storage nedi um such as a hard

di sk, and; §&R¢¢$iariRacqlllrd@CehVithe l&@én@?ﬁléf‘“ﬁbh@ﬁ%ﬂﬂ&?c@téﬁ a TRL
10 transmtted from managenent device 110, and to store the recei ved TRL in

TRL storage |t 1231at§°mf%’ltmah?y @l&g{aggﬁHgk&E%é%};ptsl ﬁ@g@@; argg | n a

nmenory or the i Ke stores a content ey storag uni t
|24 is an, agea 0 st ores_i,n. dvance f or

cach et ?rmg@tlswﬁéﬁl?%g g SEntiat aﬁagéﬁneﬁer%ﬂ PRES oot
correl at s wth on ke of the ter t the,termnal 1D
and the cHRTYRYI hEistRtet PEulBka n R PEGh bhST bbstIPRELEEFER Tt 125
funCt1I Onswltlj(.)ch a value of the section matches the specified value.
According to this structure, it is possible to
construct information for specifying a large number of
invalidated terminals while suppressing data volume.
A computer-readable storage medium provided to achieve
15 the above object stores invalidated-terminal data, and in
order to specify, out of a plurality of identifiers that are
bit strings having a predetermined number of bits for
identifying a different one of a plurality of terminals, the
identifiers of one or more terminals to be invalidated, the
20 invalidated-terminal data (i) has an identifier-specifying
field that stores section information for specifying a value
of a section of a bit string having the predetermined number

of bits, and (ii) generically expresses, by the section

information, all identifiers in which a value of the section
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20 receive a transm ssion request sent froma termnal via a public
hetwork, and convey the termnal ID included in the transm ssion request to
collation unit 126. Collation unit 126 functions to judge whether the

term nal fromwhich a transm ssion request originated is an 39

invalidated termnal, by collating whether there is a match with any of the
invalidated termnals specified by a TRL, to convey an instruction to
encrypted content key transmtting unit 128 showi ng that an error nessage
should 5 be returned to the transnjssion source when judged to be an

i nval i dat®YCERedi fhe SR HTidnV@YU€0 encryption unit 127 a terninal ID
conveyed from transni ssion request reception unit_ 125 when judged not to be
an inval i dat ed Ieondett tEspepithivonouti ef12pkumel Lborsof vigntaifeentnal 1D
is 10 conveyed fromcollation unit 126, to generate an encrypted content
key, by ushay aneebttyptridngisehravdmgesppredekticrn imwed enwmbalr oD bits
encryption key storage unit 124 to encrypt a content key stored in content

key storager Uidnt28yingda i Saateh b mnTy pt Tlusadt eRt oRaye i €ATEYpt ed
content key 15 transmtting unit 128. Encrypted content key transmtting

unit 528 {NBCLidONe; FPekbaBENbhedBr Gid AL tBSRAYL1 508 BEriMv iddekal ssued a
transm ssi on request when an instruction showing to return an error nessage

s conveyed, i oRLEAL-ALAN A tal P8 Ak P0ek0 Ll AT Lyan (T YR

content key to a termnal I ssue ransm ssi on request when an
encr ypt ecgonLENt s keyled ONEYSH, L1 oM ERSEYRYQY Ylidh d Fhad SLrbpaL ! 0=
section information for specifying a value of a section of
a bit string having the predetermined number of bits, and
10 (ii) generically expresses, by the section information, all
identifiers in which a value of the section matches the
specified value.
According to these structures, all terminal IDs that
include a certain bit string are expressed generically by
15 information specifying a value and a position of a common
bit string included therein, and thus it is possible to
comparatively suppress the data volume of
invalidated-terminal data.
An encryption communications system provided to
20 achieve the above object includes an encryption
communications device, a plurality of terminals that each
transmit to the encryption communications device a key

identifier having a predetermined number of bits, and a

management device that generates invalidated-identifier
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Fig . 2 shows termnal |IDs and decryption keys stored by the term nals.
Content key distribution system 100 includes 16 term nals, and when the
termnal IDs are each 4 bits, as shown 6 in Fig. 2, a termnal 0, for
exanple, holds a termnal 1D "0000" and a decryption key "DKo", a term nal
1 holds a termnal 1D "000l" and a decryption key "DKI", and a term nal 15
.holds a termnal ID "1111" and a decryption key "DK15" . Decryption keys
DKo, DKI, ..., DK15 are all bit strings whose individual values 10 do not

tch. Th | tect .the d t k t t [
armpor - 1 AGECRIRT T MG 0g 7ART (HEE | S oRORPg kY SR RELEE ar Cubsy am

showi ng a nethod for determ ning a value of terminal IDs held by term nals.
15 The alPyeteftat®dt er ni AP | Ds MIPIAFRHEREl s @RS ur ed®§ var iddus

manuf acturers is determned, for exanple, by an organization for conducting
oper at i on@Vraéuaiafrfgitbdelh‘élﬁn@tremf@hm@tlou;gemgmtaod urhiet ppleesabdred when
the termnals are manufactured, the manufacturers, in accordance with the
20 al | ot enyeneamftiegtihe, iimvadaiaiatcedﬁidahtiaﬁiﬁﬁwimfotrhaﬂijdm ustiorg reg t he
terminal IDallotted to the termnal. Gven that the circles in Fig.3 are

"nodes", danc theérhaRestkHDNeREi e ¢AE1 PoeHdSsePat sy, iAfbrhary o ee
structure is determned in Fig . 3 such that the 16 termnals 41 are

correspog@@éﬁraﬁiﬂ@ -PR M d o Poslese d21 8 iﬂealﬁwersﬁ?%gl ﬁ&%&,ngawlé%lther a
0-val ue or a 1-val'ue is consigned to each of the two paths from one node to

nodes on e A& ndRBekedE N3 +4 D Qile%*énat%@eé}a% ill?O%PLr %Ed by a

bit 5 StPI o talne by 10|n|ng toget her, “from ayers, the
0 or "1 val yes copsipnedete all e 4gs PRRDS BUNSSII% & 908 b Ul the

upper - no F Iayer

output unit operable to output the generated

10 invalidated-identifier information. The encryption
communications device has an acquisition unit operable to
acquire the invalidated-identifier information outputted by
the management device; an identifier receiving unit operable
to receive a key identifier transmitted from one of the

15 plurality of terminals; a judging unit operable to judge
whether the received key identifier matches any of the one
or more key identifiers specified by the
invalidated-identifier information; and a communication
unit operable, only when judged to not be any matches, to

20 conduct a predetermined communication with the terminal that
transmitted the key identifier, by performing an encryption
relating uniquely to the key identifier.

According to this structure, the volume of data

required in authenticating the legitimacy of a key identifier
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on the | ower-nost |ayer corresponding to the termnal. Consequently, the
termnal IDs relating to the termnals are 10 determ ned as shown in Fig.2.
Fig.4 shows exenplary content of data stored in encryption key storage unit
124 of content key distribution device 120. In encryption key storage unit
124 are stored, as shown 15 in Fig.4, corresponded termnal |IDs and
encryption keys for all of the terninals. For exanple, encryption key EKo
is corresponded to termnal 1D 0000, encryption key EKo being a key that

correlates wiith decryption key DKo hel.d in term 0, 20 nseqyent |y,
data encAh &F L%q%ygﬁﬁ?apt F\éﬁ IFZVSE ceth %%S%IgﬁiﬁpFQdeﬂgl%ﬁ’&ed&?}%pti on
key DKo. Encryption key EKi and corre] ated decryption key DKi forma pair,
and are PECEGEFAPERLIEE R a S¥eEeR kBpteRERGYGten s PeramhGe siremT ypti on
al gorithmfor encrypting a content 42 key, and are not matched when using
a publ i c Pesfantkypt rorpegdebarnipede ma@peraifahiod Thevebvingi nfds a
summary of the system operations of content key distribution system 100.
Qper at i oresxanfp IMandgerdmtaReviseidn b dpe @l f 1l owdbhedbiboda g ARy 1o
generation/transm ssion processing conducted by managenent device 110. TRL
gener gt i @rermiiral d 2t hat "Beade e Nledavinmet d 1Reqcgaenes fligyri nal 1 Ds rel ating
to invalidated termnals frominvalidated-termnal ID acquisition unit 111
(step S21), and 15 conducts TRL data generation processing that involves
calculating a content of an information part (hereafter "IDrel ated

i nfor mat ig¥yRr Yescd Rerielk Wwﬂ”&%@;‘?. @4idated termnals (step S22)) The

TRL data generation processing Is ed in detail in a later section.

Fig.1l is a structural diagram of a content key distribution
system according to an embodiment 1 of the present
10 invention;
Fig.2 shows terminal IDs and decryption keys stored by
terminals;
Fig.3 1is a conceptual diagram showing a method for
determining a value of terminal IDs held by terminals;
15 Fig.4 shows exemplary content of data stored in an encryption
key storage unit 124 of a content key distribution
device 120;
Fig.5 is a flowchart showing TRL generation/transmission
processing conducted by a management device 110;
20 Fig.6 is a flowchart showing content playback processing
conducted by a content playback device 130;
Fig.7 1is a flowchart showing content key distribution
processing conducted by content key distribution

device 120;
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20 After the TRL data generation processing, TRL generation unit 112
constructs a TRL that includes the generated IDrelated information (step
S23), conveys the generated TRL to TRL transmitting unit 113, and TRL
transmtting unit 113, having received the TRL, transmts 43 t he received
TRL to content key distribution device 120 via a comuni cati on channel
(step S24). Operations of Content Playback Device 5 Fig.6 is a flowhart
showi ng content playback processing conducted by content playback device

130. Content pl ayback devjce 130 (term nal nducts cont.ent pl ayback
processi hg9of Isg{og{%ta} ‘?‘B{:aeﬁ ﬁﬂp&,ur@f gt%efg%p%?fingﬁgilmﬁc]t{ng cont ent
pl ayback. /10 First, request transmtting unit 134 in a term nal requests

the tran8ifssi GRVFS HRVARLIBY eFOBSMIENOk ey, TRY transmitting, via a
comuni cati on channel, a transm ssion request constituted by data that

i ncl udesFagt-d0nisa flovghiaqieshowihg TRk diatal gandretdcedpracessidingl | D
storage unit 15 131 (step S31). In response to the request, either an
encrypted contwlickeyisora apaetr af nessafRLi yestatf iomy toahemt slsdyn

di stribution device 120. After the transm ssion request, encrypted content

key rgcei ving phbtedddnigudgesdwbielier byeaepidfomehtt BeeDEEY RIS 3G cont ent
key was successful (step S32), and conveys the encrypted content key to

decryption unignd3gifBhy when the encrypted content key is received
normal ly. On receipt of the encrypted content key, decryption unit 136

decrypt sgh g€ 1905 WPE 88w EAR RS nKRY nlSHRY oA +IEGLYBELRT Y rBELE iR 444

which is a part of the TRL generation/transmission
processing conducted by management device 110 in
10 embodiment 1;

Fig.1l1 is a flowchart showing TRL collation processing, which
is a part of the content key transmission processing
conducted by content key distribution device 120 in
embodiment 1;

15 Fig.1l2 shows a data structure of a terminal ID in an embodiment
2;

Fig.13 shows a data structure of a TRL in embodiment 2;

Fig.l4 is a flowchart showing TRL data generation processing,
which 1is a part of TRL generation/transmission

20 processing conducted by management device 110 in
embodiment 2;
Fig.l1l5 shows exemplary content of a TRL;
Fig.1l6 is a flowchart showing TRL collation processing, which

is a part of content key transmission processing
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decryption key storage unit 132, and conveys a content key obtained as a
result of the decryption to playback unit 137 (step S33). Wen a content
key is conveyed, playback unit 137 5 decrypts encrypted content stored in
encrypted content storage unit 133 using the content key, and plays back
the content as it is being decrypted ( step S34 ) . As a result of this

pl ayback, video, audio and the like is, for exanple, outputted via a

di spl ay device, a speaker and the like, thus 10 allowing a user to

view listen to t nt e atlo of . .Cont ent . Ke strlb on DeV|ce
Fon 70 e a f FOROMEREE o STEBRE QY S T oReRiGEnsd

conducted by content key distribution device 120. 15 Content key

di stribution de8WPOLiMENY etej ves, via receiving unit 122, and stores a TRL
in storage unit 121 at |east once before conducting the content key

di st ri butHigh Jof cdesssngy, dahd ebrdgtuse bé eoARéntinkey d¢imbtadimantons
processi ng whenever a transm ssion request is sent fromone 20 of content
pl ayback Fieyi @4 s18F.1Nedmat sheansimos $ROM 4 ) yesie it st S@m o riorcens invey of
content playback devices 130 (termnal), transm ssion request reception
unit 25 recei wig dmhe itg arsmMssHon sROUERL afen 69AY 8¥s /& riaeysi il i dP
included in the received transm ssion 45 request to collation unit |26
(step $41). Vg @'o%etﬁlrﬂg{'aboln@dcsté@n%%/yeﬂanﬁgleh@dﬂ)ndlé'i}'lbelzfl@Onﬂ\mt5 TRL
col I ation processing th involves reférring fo a TRL and j udgi ng whet her
the termnal IR i34 Iﬁéﬁéqunal 5 1D of an invalidated termnal ( step $S42
) . The TRL co P t1on processing i s described in detall in a |l ater section.

e e A 8 TRy SRR SEP R0 A SILIRL, RS 0
is a part of content key transmission processing
10 conducted by content key distribution device 120 in
embodiment 3; and
Fig.20 is a structural diagram of a content key distribution
system according to an embodiment 4 of the present
invention.
15
BEST MODE FOR CARRYING OUT THE INVENTION
The following describes, with reference to the drawings,
a content key distribution system, which is an embodiment
of the present invention applied as a system that takes into

20 consideration copyright protection and the like of content.

Embodiment 1

System Structure

Fig.1 is a structural diagram of a content key
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to be the termnal ID of an invalidated termnal (step $S43 10 = YES ) ,
collation unit 126 conveys to encrypted content key transmtting unit 12S
an instruction showi ng that an error nmessage should be returned to the
transm ssi on source of the transm ssion request, and in response, unit 128
conducts error processing that involves an error nmessage being 15
transmitted to the termnal ( step S47 ) , and ends the content key

di stribution processing. If in step S43, it is judged, as a result of the

TRL collatio Qcessin that _a terjmnal _ID relating, to fhe transm ssion
equest 1 &LR0F LPRS PR st DR BPCH A aFP daPe P TR har (¥ cpheas -
NO), collation unit 126 conveys the terminal IDrelating to the

transm ssPBRASEBEuEEVERdI&HEr yption unit |27, and on receipt of the terninal
I D, encryption unit 127 extracts an encryption key corresponding to the
terminal |D frderierypkepndkeyributdgn wyistemn 4 0Qsies Heructheedxtpact ed
encryption key to encrypt a content key stored in content key storage unit

| 23, thusigebedat angplnrahitypicdd content lpdpyiauk cdavéyest HS Enfoypt ed
content key to encrypted content key transmtting unit 128 (step $S45). 5

Wien a&n eprayphgdosoRtEHhLERY , | & ComMveNetke iyt EBut@Bhedévikey 120
transmtting unit 128 transmts the encrypted content key to the term nal

t hat iSSU_FéIr”aﬁstﬂﬁf]@_ﬁmﬁﬁqo%rf d (ot e?16) xe§hd HhdsekpRrERNt 8t key
di stribution processing. 10 TRL "Structure Fig . 8 shows a data structure of

i ha EPHOELTE e, 8 DU e DL S e
there aredggygéailbigg§ Sénﬁﬁﬂg, to content key distribution device
120, a terminal revocation list (TRL), which is information
10 used for judging whether distribution of an encrypted content
key is permissible. Here, either one or a plurality of content
key distribution devices 120 is provided in the content key
distribution system.
Here, content playback devices 130a, 130b and the like
15 are, for example, each disposed in a different household,
and function to acquire encrypted content via a communication
channel, storage media or the like, and to decode and playback
the acquired content using a content key.
In a system in which consideration is given to copyright
20 protection, it is assumed that content will be encrypted and
then targeted for circulation. For this reason, if a content
playback device does not obtain a content key by decrypting

an encrypted content key receiving from content key

distribution device 120, an encrypted content cannot be

34



termnals are show in parenthesis for reference purposes as a further
practical exanple. The follow ng description refers to the bit size exanple
for 16 termnals. As shown in Fig.8, a TRL is structured from8-bit 20
version information 210, IDrelated information 220, and 64-bit signature
tnformati on 230. Version information 210 is informati on showi ng a version
nunber. of a TRL, and the version nunber changes, for exanple, every tine a
TRL with different content is newly 47 generated. IDrelated information

220 | d. f | ion 22 di i nf jon 225
& oup' | nEST G 2% Rkl "BRERSr P Pig Yk’ B B hnac Bar a 224

sets, and_an entry nunber, 222 show ng the nunber of sets. |If the nunber of

”

sets is dheeieaian foraing showeash dmalpdafise CPD? anhardhaigk Her e, mask
data 224 is _data in which X nunber of high order bits in the 4 -bit bit
string sMegdanisy fasicepryndoatipghwiséhaapaprsesnali unidnd agsy thami ni ng
| ow order bits have a value of "0", X thus being expressed by this mask
data. |D12X®,f@nd eprdget apnhemisplégtta R prdeeseipgesoesplayiingata in
which only a content of X nunber of bits fromthe nost significant bit
("MSBS) badkhenciried avid ctliengedibtentutdur vhgwlhiRg?223 iiss ausiefgilto tdre

remai ning bits having a value of "0", for exanple. Al termnal IDs in

whi ch thend gk dgf X uiidis, axd asSellsPYapegkviaba 424peakey avahe of 1D
223 (i . a . the termnal IDs of 2~4-"~ nunber of invalidated terninal S)

i or ot T 22s R S hed Tt O e r B Pt 1 arUaets TharoavsRes
plurality of sets that expresses
the ternh%@tlf§1pfa decryption key storage unit 132, a encrypted
content storage unit 133, a request transmitting unit 134,
10 an encrypted content key receiving unit 135, a decryption
unit 136, and a playback unit 137.
Terminal ID storage unit 131 is a storage area in a ROM
(read only memory) or the like, and stores terminal IDs that
are for identifying the various terminals. If, for example,
15 16 terminals are used in content key distribution system 100,
the terminal IDs will be structured by bit strings of four
or more bits that allow identification of the 16 terminals,
and if, for example, there are 50 terminals, the terminal
IDs will be bit strings in excess of 32 bits. For ease of
20 understanding, embodiment 1 will be described mainly in
relation to there been 16 terminals and 4-bit terminal IDs.
Decryption key storage unit 132 is a storage area in

a ROM or the like that stores a decryption key used for

decrypting an encrypted content key. The decryption key is
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a plurality of invalidated termnals generically. Discrete information 225
includes one or a plurality 48 of IDs 227, and includes an entry nunber
226 that shows the nunber of IDs 227. If the nunber of IDs is given as N, a
val ue shown by entry nunber 226 will be N IDs 227 each show a termnal ID
of an invalidated 5 term nal. Consequently, discrete information 225 is
formed fromone or a plurality of pieces of information that expresses the
terminal IDs of invalidated term nals discretely. Signature information 230

is a so-called digital 10 signature.generated.to reflect the entirety of
versi on EPSRHEY BRYABTIRT FEAHE IR APor aiRe E oGt FF T

exenpl ary content of a TRbé In Fig . 9 is illustrated a TRL that includes (
i ) as grdtth 1% SFRREFERE é@F‘é%ﬁ?F%%?ngbelgﬁ PBt®3 having a bit string
15 "1100" and mask data 224 having a bit string "1100", and a further set
consi sting of &Mauypedeenhgnt 8Lerage ngitolBP isnd wdskeali® 29a havi ng
a bit string "1110", and (ii) as discrete information, an ID 227 having a
bit strimpn a08ddtagEhmedaénm sachlds aohatrdudiskyadndatenrésemaatstdd. e. 20
1100, 1101, 1110, 1111) are expressed by the set formed by the "1100" nask

dat a and ddretedt 0@'hd Dermdgatikecbehniunadtibs t@f abgnireyveby daied t@igni nal s (
i . a. 0110, 0111 ) is expressed by the set forned by the "1110" nask

data and dhgsRidOiohD -eOnsequritypted N@otRledt) From &nShovsether
termnal I1Ds 49 of a total of seven invalidated termnal; six termnals
by group df,0satLiRg, tand e LaldN &b Py dhS ot dt i H MRi{i N33,
Request transmitting unit 134 functions to send
transmission request information that includes a terminal
10 ID stored in terminal ID storage unit 131 to content key
distribution device 120, via a communication channel 101 (i.e.
public network, etc.).
Encrypted content key receiving unit 135 functions,
when an encrypted content key is sent from content key
15 distribution device 120, to receive the encrypted content
key.
Decryption unit 136 functions, when an encrypted
content key is received by encrypted content key receiving
unit 135, to decrypt the encrypted content key using a
20 decryption key stored in decryption key storage unit 132,
and to send a content key obtained as a result of the
decryption to playback unit 137.

Playback unit 137 functions to decrypt encrypted

content stored in encrypted content storage unit 133 using
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TRL Data Ceneration Processing 5 Fig.10Ois a flowhart show ng TRL data
generation processing, which is a part of the TRL generation/transm ssion
processi ng conducted by managenent device 110 in enbodinment 1. TRL
generation unit 112 in managenent device 110 10 conducts TRL data
generation processing after acquiring terminal IDs related to invalidated
termnals frominvalidated-terminal ID acquisition unit 111 (see Fig.5).
First, TRL generation unit 112 stores the acquired termnal IDs in a ID

wor ki ng area i iS an area on, a storage 15, jum_such as.a ry or

t he Iikea(c%?)é%n%gﬁy)s?ngt %%QW%%JC%E ‘b‘?lqﬁgﬁ GRS 5 RLAFDEGRY » 1+ in
a bit working area which is an area on a stqrage nedi um_such as a nenory or
the |iketfst 860§2’@})€d SR tERTs P ussy oy phdiee TR Vdesp 36D N& T TRL
generation unit 112 focuses on a piece of 20 X-bit bit data in the bit
wor ki ng &healiffgr qnntent Bééﬁeﬂogﬁgﬁjhﬁ1Rkﬂ%@ﬁ@kouy}taﬂé7oounts t he
nunber of termnal IDs stored in the ID working area that satisfy a
condi ti on thatSothe dif §heof adect Kobhistsomditchetiyy betjueattat cansmititynigei ng
focused on (step S205). 50 When the counted nunber in step S205 is 2~4-"~
(steps S2Qaix ,13MRL geverpitiion wrmitll3edelri eslahBabkr imiadl 188 aald sfying
the condition in step S205 ( step S207 ) , and with respect to the term nal

| Ds sati sbyiln@ddepgondidbbrodetidias atdhrligt Hn bit n%ﬂéf% Baving the
high order X bits set to "1" and the remaining bits set to "0" as nask

data, and,det.gJy £ dppit bit string having the high order X bits set to
be the saﬁg aseFLgﬁiit ata currently being focused on and the renaining

bits set 1o "OipRacahdl ATEerS andiietaltioibe 10cgapRrIned. sk

data and ID in an drea of a storage medi um ( as group
0t o g (R4R S208esanth Copucts (Ui, SLepiBR0n LRI peR e
Skipﬁ)StgngE%%éég“}é%gﬁ%ng to the protection of the copyright and
the like of content. Management device 110 conducts TRL
generation/transmission processing for generating a TRL that
has as main content, information for specifying all terminals
with respect to which protection of copyright and the like
15 can no longer be guaranteed due to a decryption key stored
therein having been disclosed (i.e. all terminals to which
an encrypted content key should not be distributed), and for
transmitting the generated TRL to content key distribution
device 120. Hereafter, terminals to which an encrypted
20 content key should not be distributed are referred to as
“Yinvalidated terminals”.
Management device 110, as shown in Fig.l, includes an

invalidated-terminal ID acquisition wunit 111, a TRL

generation unit 112, and a TRL transmitting unit 113.
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15 and conducts the step S209 judgnent. In the case that the counted nunber
in step S205 is not any of 2~4-"~ 0 or 1 (step S206 ) , if two or nore of
the termnal IDs satisfying the condition in step S205 have an X+1th bit
fromthe MSB that is "0", TRL generation unit 112 stores, 20 in the bit

wor king area, bit data forned by adding a 1-bit "0" to the | east
significant bit ( "LSB" ) of the bit data being focused on (step S210), and
if two or nore of the termnal 1D satisfying the condition have an X+l th

bit fromthe B that is. "L’ I generati unit.l1l2.stores,, i he bit
working 51 aTeES” piPVaIiRA e By a8 A A adnte 113N gEG T or der
of the bit data being focused gn (step S211), and ¢onducts the step S209
j udgnent Tupatiees $MRCTRLT§edBLALGMHTI0R t SREI1 Yagds Wt R L 5 PRer e
exists a piece of X-bit bit data that has yet to be focused on, and when
t here extelstedpitecaalof Ivaligptedattenminabs beandcisedrnvid209he YES),
TRL generation unit 112 returns to step S204, and conducts processing to
focus onateimexit twredemaf Ids Uat ARLagensrertitdrerendoe$3liot exi st 10 a
piece of x-bit bit data yet to be focused on (S209 = NO, TRL generation
unit 5112 i ncr eeRESgeAtiraklienX unit 1112 stepcb2dds) to ayuhgramdgeas WREt her
variable X equals "4" ( step S213 ) . Wen variable X does not equal "4"

(S213 - MNdhseTRaigenes2EcR0 WBI tnledrmet HoRSshecifeR n tnvandageaduct s 15
processing to focus on the next piece of bit data, and when variable X

equal s "éér&iﬁ%}{%,' Yesda: pd. iﬁri%hek%ﬂﬁ'ﬁﬁi n tepgi F‘ji‘J.rdxHSdéci‘_ the 1D
wor ki ng area, generation unit 2 stores the remaining termnall IDs in
an area of a.,st.ora nedi um

oo o FhyRa3 R R o ORI MBS
processi Ege' c!]_lgrrxg’rag;g T'fR'lliLCOEcs)t r'%l%%.i O{]rgrrllgz\{lm;_tit?.n%t eBn§%3 9&36 gThe5
10 generation of a TRL is described in detail in a later section.

TRL transmitting unit 113 functions to transmit a TRL
sent from TRL generation unit 112 to content key distribution
device 120 via a communication channel.

The procedures involved in the TRL

15 generation/transmission processing conducted by management
device 110 are described in a later section.

It is assumed that, for example, periodically or when
there is a change in invalidated terminal information to be
included in a TRL, management device 110 operates to transmit

20 a TRL to content key distribution device 120.

Content key distribution device 120 is a computer that

conducts content key distribution processing, which involves

transmitting, when a terminal from which a content key

transmission request is received is not an invalidated
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is executed by adding, in addition to version information and signature
Jnformation, respective entry nunbers to the group information and discrete
information retained in an 52 area of a storage nmediumas a result of the
above TRL data generation processing. Consequently, when the seven term nal
| Ds "O0OO1", "O110", "O221", "1100", "1101", "1I10", and "1l 11" are 5
acquired frominvalidated-termnal ID acquisition unit 111, a TRL having
the content shown in Fig.9 is generated as a result of the above
procedures. This TRL shows, in Fig.3, grou consi sti of adj.acent
ber m nal SRR, ARy RACEBREPS: | RGPbRTter FEal £012 HE 15€Taiddler ni nal 1
to be 10 invaljdated termnnals. Furthernore, when there is not even one

i nval i datfedqtekeRdhLlY / t devager ¢ 2uiperl udeH A hTRhespPsage dimidtdlon and
the discrete information will be "0" 15 TRL Collation Processing Fig.l1 is
a fl owchar tTRIhowery TRLg cuhiigt 1@R procesdient, kaychtbsagepamttofl2he
content key transm ssion processing conducted by content key distribution

devi ce 120 iemcanmdiorritett.s20r&gkl ahfianlpaitalbahemdestient regjuest
di stribution device 120 conducts TRL collation processing every tine a

term pal dd2egfiton AN 10287, MeN@b 1l 8t9BhahAed DY6 | rANTHSSHOM &1 qUest
reception unit 125. Collation unit 126 judges whether an I'D 227 that

mat ches 537, aaﬁ@raanéhck%ﬁ%@at ddfafe UEEF PRLneRIitHS glﬂ'gf»@rfﬁ@

information 225 stored in"TRL storage unit” 121 ( step S and if there

I's a matching h@r%%%Rﬁ%ﬂ@fé@Q LJH’H!'& 15%61;4) ﬁgggfea on a storage medium

such as a hard disk, and stores a TRL.
TRL receiving unit 122 functions to receive a TRL
10 transmitted from management device 110, and to store the
received TRL in TRL storage unit 121.
Content key storage unit 123 is a storage area in a
memory or the like, and stores a content key.
Encryption key storage unit 124 is an area on a hard
156 disk or the like, and stores in advance for each terminal,
a terminal ID of the terminal and an encryption key that
correlates with a decryption key of the terminal, so that
the terminal ID and the encryption key correspond.
Transmission request reception unit 125 functions to
20 receive a transmission request sent from a terminal via a
public network, and convey the terminal ID included in the
transmission request to collation unit 126.
Collation unit 126 functions to judge whether the

terminal from which a transmission request originated is an
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the termnal ID acquired fromthe termnal to be the termnal 6 ID of an
invalidated termnal ( step S222 ) , and ends the TRL col |l ati on processing.
In step S221, when judged that an I D 227 matching the termnal 1D sent from
the termnal is not included in discrete information 225 of the TRL,
collation unit 126 checks whether 10 any of the terminal |1 Ds shown by each
set of I D 223 and nask data 224 in the group information of the TRL matches
the termnal ID sent fromthe terninal (step S223, 8224) Nbre

speC|f|caII é%J ation unit i cal

t
pr oduct L rF?EﬁlBﬁ}’l es aégh?ghﬁro i) %%éiﬁﬁ% al 1D

sent fronlthe term nal and nmask data 224 (step S223), judges whet her the
conput ed WAND AREHRE Bhe| Bryed idetachdersibia by t preré figsk b¥aa TRIst ep
S224), and if matched (S224 = YES), judges the terminal ID acquired from
the terniteal TenBeythant edmstaluciDlon akio20 eneespted edcostental Kewt ep
S222 ) , and ends the TRL collation processing. If not matched in step S224
( S224 =t@nsmibtiagionitnlp8l@Bowidgeshatiebheertrbe mkeesasS? 3hand &224
processi ng has been conducted for all the sets of ID 223 and nmask data 224

in 545 e rgftthdd ity Mld @rdnsiies Idh dSiede S22, jedgedftd e prOCESSI ng
has not been conpleted (S225 = NO , collation unit 126 agai n conducts the

step S223 pnd 2R 06£88hAT, hhd u@geenb@g,sft%peﬁ%%‘%ttwn the Prioeessi ng

has been 5 conpleted for all the sets lation unit 126

J():‘Jdgﬁsla\r/é:lfe te term na §§?e{)f%g]2t[61h§néﬁig}égghd%8 H%%‘FREegél Iez%tq{d;]nnal P
PLooE ) Mt ErS Sk DB ot e LR GRS Wisatlnd, content
Encryption unit 127 functions, when a terminal ID is
10 conveyed from collation unit 126, to generate an encrypted
content key, by using an encryption key corresponded to the
terminal ID in encryption key storage unit 124 to encrypt
a content key stored in content key storage unit 123, and
to send the encrypted content key to encrypted content key
15 transmitting unit 128.
Encrypted content key transmitting unit 128 functions
to transmit an error message to a terminal that issued a
transmission request when an instruction showing to return
an error message is conveyed from collation unit 126, and
20 to transmit an encrypted content key to a terminal that issued
a transmission request when an encrypted content key is

conveyed from encryption unit 127.

Terminal IDs, Decryption Keys and Encryption Keys
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and 11, given that the content of the TRL stored in TRL storage unit 121 is
as shown in Fig. 9, and assum ng that a transm ssion signal which includes
atermnal 1D "1101" has been sent to content key distribution device 120
fromtermnal 13. 15 Transm ssion request reception unit 125 in content key
di stribution device 120 acquires and conveys to collation unit 126 a
‘terminal ID"110l" sent fromtermnal 13 (step S41), collation unit 126
judges whether terminal ID 1101" sent fromtermnal 13 is included in

di screte inforpati 0 in_the TR S221 since the |y ID in
the di sor ete | REgrAnBRHS! LoTB800L, B3I 350 I Tt 2D ok SKDS Huneh ol

"1101" and mask data "1100" in the group |nfornat|on (step S223). The AND
conput ed the &emigppbsis "1100", and collation 55 unit 126 judges whet her
the derived bit string "1100" and 1D "1100" match (step S224), and since
there is a nmat Epntenit] akeyn daistrideyiaiyesdien e halinddvabsgii déd from
the termnal to be the terminal ID of an invalidated termnal 5 ( step S222

) , and asrainesls i ahdsvRpn3le termtic/EYD st arensd ylptiedi € sntadn s hicesn
transmtting unit 128 that an error nmessage should be transmtted, and

having regerygdat N & eritSidaichi, Ofbr%ﬂﬁlt@dh%q@seﬁtté(ﬁﬂlﬁéﬁdeOWQ uni t
128 transmts an error nessage to termnal 13 (step SA7) Next, a

descri ptizofy u bbche e oly Wik conCheleqnes At kol of (&%%%

ke
di stri bufi'on d based on t he sane preni se as &b J‘assunlng
that a tk »SS| Sk gn h. i nckudes ternlnal I D 10" -has been
sont to cOIPTnend e HelfYRhLp % kgl BT 8 B SR 9% %fsld% d
Transm sSi on requ “receptl nit 1 i n.congent,key distrjbution device
120 acquﬁ:re@‘ %@ qu]n‘?rf kp¥e BErser MEFHYRB ODEFRYS sent

fromtermnal 2 (st%9 ) : ) ) o
DKy, DK;, ..., DK;5 are all bit strings whose individual values

10 do not match. The terminals protect the decryption keys in
a secret state using tamper-resistant technology and the
like.

Fig.3 is a conceptual diagram showing a method for
determining a value of terminal IDs held by terminals.

15 The allotment of terminal IDs to terminals manufactured
by various manufacturers is determined, for example, by an
organization for conducting operations relating to the
protection of copyright and the like, and when the terminals
are manufactured, the manufacturers, in accordance with the

20 allotment, configure, in each terminal, a ROM or the like
storing the terminal ID allotted to the terminal.

Given that the circles in Fig.3 are “nodes”, and the
lines connecting the nodes are “paths”, a binary tree

structure is determined in Fig.3 such that the 16 terminals
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collation unit 126 judges whether termnal ID "0010" sent fromtermnal 2
is included in discrete information in the 20 TRL (step S221), and since
the only IDin the discrete information is "0001", collation unit 126 ANDS
termnal 1D "0010" and mask data "1100" in the group information (step
§223). The AND conputed in step S223 is "0000" , and collation 56 uni t
126" judges whether the derived bit string "0000" and ID "1100" match ( step
S224 ) , and since there is not a match, collation unit 126 ANDs term nal

I D "0010" and mask data "1110" in the group information (steps S225, S223).
5 The ANBTEhGSICSRRAIAPG ONRIHErOne HHRAIOLET orF (R L6 OFEIGES Tihet her
fhe derived bit string "0010" and ID "0110" match ( step S224 ) , and since
there isl@dera ﬁﬁﬂcﬂlghért%é}'ev%l‘éerﬂf Aot evpilegess grongpypedste®amsk data
in the group information (step S225), collation unit 126 judges term nal 10
| D "0010'0faddné rtevd fpaphs héromr phranade o hedeseoheanilpaierl Dagferan

inval idated term nal (steps S226, S43), and conveys termnal ID "0010" to
encrypti on uni Th#2¥erfinadcebppfodathrienainkD 160dDPreseadrypta itunit 127
encrypts a content key stored in content key storage unit 15 123, by

extragti RE Al WH K Badepgr %@E.h@.'ﬂgk% &PJ I £88RANHE Bl k0 tPAH¥Fed rom
encryption key storage unit 124 (step 5), and conveyS the encrypted

content Waydihialoed 9 o IPSubl b CRA(YINEACoB! Al kY LRBNPAHHd Ng unit

128. When the encrypted content key is conveyed, encrypted ntent key
oo o 28RBS Sl BSSTRIUEL S RLEDL KB SopbBE ozl 2
COTLent KBy HECUR LS £SUBL 0 SOULE R £oL9 &, ERLHRE KoY O
Consequently, the terminal IDs relating to the terminals are
10 determined as shown in Fig.2.

Fig.4 shows exemplary content of data stored in
encryption key storage unit 124 of content key distribution
device 120.

In encryption key storage unit 124 are stored, as shown

15 in Fig.4, corresponded terminal IDs and encryption keys for
all of the terminals.

For example, encryption key EKo is corresponded to
terminal ID 0000, encryption key EK;, being a key that
correlates with decryption key DKy, held in terminal O.

20 Consequently, data encrypted using encryption key EK, can be
decrypted using decryption key DKp.

Encryption key EK; and correlated decryption key DK;

forma pair, and arematched when using a secret key encryption

system in an encryption algorithm for encrypting a content
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57 Enbodi ment 2 The follow ng description relates to a content key

di stribution system according to an enbodi nent 2. 5 The content key

di stribution system according to enbodi nent 2 includes basically the sane
system structure as content key distribution system|00 shown in enbodi nent
1, and conducts basically the same system operations. Consequently, the
vari ous devi ces are shown using the sanme 10 reference nunbering as in Fig.1
and the like, and a description of parts that are the sane as enbodi nent 1
have been omitted. In_enbodinent. 2, howeyer, a d &a sfructure of ,term na
IDs is s &gVaPP%aﬂaean8§tﬂatF ¢t HPENoH S3DPRE HP; &FsKEY oFN 5 YPRAC 0t

enbodi nent 1. For this reason, nmanagenent device 110 conducts TRL data
gener at i 88SpFcessing that differs fromthe TRL data generation processing
shown in enbodi nment 1, and content key distribution device 120 conducts TRL
collation processing that differs fromthe TRL collation 20 processing
shown in enbodinent 1. Terminal IDs Fig.l2 shows the data structure of a

t erm nal Syldtiem erpewch ttbohs?2. 58 In Fig.12 is shown an exenplary structure
in which aterminal IDis set to be 128 bits, so that it can be

corresponded tohbupdledgial ikl iy tef FhRakyak PbBelrd ta dithiognt  key
distribution system 5 The terminal IDi1s constituted by a 32-bit

manuf act ubgk Jd? i) i BdriBudiohi sy¥tebyciod D field 302, a 32-bit product

Operations of Management Device

Fig.5 is a flowchart showing TRL

10 generation/transmission processing conducted by management
device 110.

TRL generation unit 112 in management device 110
acquires terminal IDs relating to invalidated terminals from
invalidated-terminal ID acquisition unit 111 (step S21), and

15 conducts TRL data generation processing that involves
calculating a content of an information part (hereafter
“ID-related information”) of a TRL for specifying
invalidated terminals (step S22). The TRL data generation
processing is described in detail in a later section.

20 After the TRL data generation processing, TRL
generation unit 112 constructs a TRL that includes the
generated ID-related information (step S23), conveys the
generated TRL to TRL transmitting unit 113, and TRL

transmitting unit 113, having received the TRL, transmits
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version ID field 303, and a 32-bit serial nunber field 304. Here, in

manuf acturer ID field 301 is stored a manufacturer ID that is for
identifying a manufacturer that 10 made a content playback device. In
product ID field 302 is stored a product ID that is for identifying
products of the manufacturer determ ned by the manufacturer ID. In product
.version ID field 303 is stored a product 15 version ID that shows a version
nunber which is updated whenever there is a formchange or the like in

relation to a produc etermned b roduct |ID.,Jn serial n er,field
Lon] 5 oiidted B T s ke 6 it 10 pre 128 e
Structure Fig. |3 shows a data structure of a TRL in enbodinment 2. In Fig .
13 i s shéwFImextapLary Geangl uctter 9243 -TRL 59  corresponding to when
t he nunber of termnals is in the hundreds of mllions or nore. As shown in
Fig.13, the TRL is structured from8-bit version information 310, 128-bit
issuer information 320, a 5 128-bit invalidated term nal nunber 330,

| D-rel at ezbérd ot omti of 3dhteand RRAybatksbgwdier e i nf ormati on 350. Version
information 310 is informati on showi ng a version nunber of the TRL, and the

versi gn nunber migy @anged gveryolidirt! OlsKxaiRy €, c@n{Bhtha?]Heﬁyﬁgéﬁ er ent
content is 10 newy generated. Issuer information 320 is information

s Bm’epgogwééyéfﬁg 8bhalet¥a Byl Rontd¥el peayed dediviate Mugper 330 is the
Content playback device 130 (terminal) conducts
content playback processing on receipt, for example, of a
user operation instructing content playback.

10 First, request transmitting unit 134 in a terminal
requests the transmission of an encrypted content key, by
transmitting, via a communication channel, a transmission
request constituted by data that includes a terminal ID
unique to the terminal and stored in terminal ID storage unit

15 131 (step S31). In response to the request, either an
encrypted content key or an error message is sent from content
key distribution device 120.

After the transmission request, encrypted content key
receiving unit 135 judges whether reception of the encrypted

20 content key was successful (step S32), and conveys the
encrypted content key to decryption unit 136 only when the
encrypted content key is received normally. On receipt of

the encrypted content key, decryption unit 136 decrypts the

encrypted content key using a decryption key held in
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invalidated termnals. 15 ID-related information 340 includes one or a
plurality of sets of 128-bit IDs 342 and 8-bit mask bits 343, and an entry
nunber 341 showi ng the nunber of sets. If the nunber of sets is given as N,
a value shown by entry nunber 341 will be N. 20 Here, mask bit 343 takes a
value from1 to 128. Also, if the value of mask bit 343 is given as X, it
1s possible to derive mask data having a formthat shows the high order X
bits in a 128-bit bit string to be "1" and any renaining | ow order bits to
all be "0 60 Furthernore, ID 342 f in set with mask bit, 343 is data
'n whi ch ISFSYRELINCERY BFOFRESHHRGEr 1P /bPECYSARYEY S Ol B TV t he
128-bit bit string structuring the ID, whose value is shown by mask bit
343, are AiEFined A% 3 Feftkth of dtheedeapnyirisi e eLo fkaeaep Wit ol37 Al | of
the term nal |Ds whose high order X bits, expressed by value X of mask bit
343, matdistewabd@)of I1D 342 (i.e. the terninal 1 Ds of 212e-x nunber of
invalidated termnals ) are shown by the set of ID 342 and mask bit 343 .
10 Signature i whameai condEht skaysdscatdredededit g lsyignek unaidr ebded to
reflect an entirety of version information 310, issuer information 320,

i nval pdatdreb#Es s Naindwrgassd 33dn taitt | Progled edni rdrppten Fhtddbt TRL
Data CGeneration Processing Fig. 14 is a flowhart show ng TRL data

gener at | it Q¥ L€ 19, 1381 681h§ BhBaEbnRbnith&elRL LRIV SMd Fansha ssi on
processi ng conducted by managefrent device 110 i'n enbodi ment 2. 20 A

' oo . f ' . 8 s, 128
bi t5. | TROGEr A ottt PEPd iane-ad fobeh: odh) Tt o RRIPERE oot a

ti | ' ft iring t inal . L el ated to i | i dat ed
Por i nal SHIH BT AT Ko al THsEed AEHI A | Brachire: teon T CTIP [See
Fig.5). First, TR& ener géi on unit 112 stores the acqui éEd fermnal IDs in
a 1D wor AP TR Adspiay d8VaFSy &t SPsgESHeaPantRachike, & ry or

the like ( step S301 ) , stores two 5 pieces of 1-bit bit data "0" and "1"
in alBit aAkRTHYD aR cBSGRKI &9 ViLaxfY bksennta sher §ga Gt um such as a menory

or the

Operations of Content Key Distribution Device
Fig.7 is a flowchart showing content key distribution
processing conducted by content key distribution device 120.
15 Content key distribution device 120 receives, via
receiving unit 122, and stores a TRL in storage unit 121 at
least once before conducting the content key distribution
processing, and conducts the content key distribution
processing whenever a transmission request is sent from one
20 of content playback devices 130.
When a transmission request is sent from one of content
playback devices 130 (terminal), transmission request
reception unit 125 receives the transmission request and

conveys a terminal ID included in the received transmission
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i ke (step S302), and sets "1" in variable X (step S303). Next, TRL
generation unit 112 focuses on a piece of X-bit bit data in the bit working
area that has not been 10 focused on (step S304), and counts the nunber of
termnal IDs stored in the ID working area that satisfy a condition that
the high order X bits match the bit data currently being focused on (step
S305). Wien the counted nunber in step S305 is 2~N-x~ (step S306) , 15 TRL
generation unit 112 deletes the termnal IDs satisfying the condition in

step S305 step,S307 and with respect, to termnal |IDs satisfying
t he condF?&BﬁF%déféﬁﬁ? ALRR UhfGe L \&ﬁﬁﬁﬁﬂ%ri)as a mask bit, and

determines an N-bit bit string having the high order. X bits set to be the
same 20 as théWB?FtﬁﬂEFQW&?%gtFP Hel PR oeYSRd SR ldRde WMk didfg bits
set to "0" as an ID, retains the determ ned nmask bit and ID as a set in an
area of gosducige Thldiam kajehoaspaogessiypdorthate Inkelyesepesengjindand
conducts the step S309 judgnent. When the counted nunber in step S305 is O
or 1 (stép §2I'RL 3306)judiilngeriemt@die nthaitteridihaki s ist ¢ps B80Miaad S308,
and conducts the step S309 judgnment. In the case that the counted nunber in

st ep £3035Di 8fngh Biya DidAtNdXterfinall (63epps$206) Thief TRWOcOL 1ERA®NOf t he
termnal 5 IDs satisfying the condition in step S305 have an X+1th bit from

the MsB E)Bé'beis%i"rﬂj' idRieg8PEHaHI G Wit {112 $tHT B8 tekn skl iljt, worki ng
area, bit data formed by adding a 1-bit "0" to the | ow order of the bit

data being focyped ogo( oSteR S0 phdiithr fodita Ll ofiOpEolE LRS! e nal I D

satisfying the condition have an x+1 t fromt I's "1", TRL

Sading acarieeir iy F<iod v dhe g4t PP §hTRegleRs R Hb8REN (Yoo

S3L1), a@g g%ngﬂgt e&%ﬁjﬁh?%1§%%?an invalidated terminal (step S43

10 = YES), collation unit 126 conveys to encrypted content key
transmitting unit 128 an instruction showing that an error
message should be returned to the transmission source of the
transmission request, and in response, unit 128 conducts
error processing that involves an error message being

15 transmitted to the terminal (step S47), and ends the content
key distribution processing.

If in step S43, it is judged, as a result of the TRL
collation processing, that a terminal ID relating to the
transmission request is not the terminal ID of an invalidated

20 terminal (step S43 = NO), collation unit 126 conveys the
terminal ID relating to the +transmission request to
encryption unit 127, and on receipt of the terminal ID,
encryption unit 127 extracts an encryption key corresponding

to the terminal ID from encryption key storage unit 124, uses
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judgnment. 15 In step S309, TRL generation unit 112 judges whet her there
exists a piece of X-bit bit data that has yet to be focused on, and when
there exists a piece of X-bit bit data yet to be focused on (S309 = YES),
TRL generation unit 112 returns to step S304, and conducts processing to
focus on 20 the next piece of bit data, and when there does not exist a
.piece of X-bit bit data yet to be focused on (S309 = NO , TRL generation
unit 112 increases variable X by "1" (step S312), and judges whet her

vari abl e equal s tep S313). en.variabl e X does,not equal, N (.S313 -
o) Trh S B BT on 1Y S IPROTIR S PeoasBat SRl TRt o
processing to focus_on the next pjece of bit data, and when variable X
equal s N ¥R Sepdentyksy)stopageiynihdis r ERSICRPRRRARY TR GNFLTFRIED

wor ki ng area, TRL generation unit 112, with 5 respect to the remaining

t er mi nal ¢amtertokay seasd nconvelsN the a anggyiied awedrd andmakeyngt@er mi nal
IDis an ID, in an area of a storage nmedi um such as a nenory or the like (
step S3ldncrymwsedndondgentte KERL tdedmsgehelati anifr A sistgep He4B) .i n

enbodi nent 2, the TRL construction shown in 10 step S23 of Fig.5 is

executed by addineh dm exdshypoadt eoateatsker, iissSsvaraydr midofptad
i nval i dated-term nal nunber and signature information, an entry nunber to

the one goptendl kby erapehs tdfidRSkn bt 828ndriRenieiaitiRd ddbAfpeega of a
storage nediumas a result of the above TRL data 15 generation processing.

o ery SUSMESEECTRYY SO eobsilat e nflien Lhe SRR o1y
terminal 108 are 4bLb il St Lf%n @ % HBSHKoRE bR A5y dlide Sl e £XRT 0551 N9
processing.
10
TRL Structure
Fig.8 shows a data structure of a TRL in embodiment 1.
Although the bit size example given in Fig.8 assumes
that there are 16 terminals, exemplary bit sizes
15 corresponding to when there are several times as many
terminals are show in parenthesis for reference purposes as
a further practical example. The following description
refers to the bit size example for 16 terminals.
As shown in Fig.8, a TRL is structured from 8-bit
20 version information 210, ID-related information 220, and
64-bit signature information 230.
Version information 210 is information showing a

version number of a TRL, and the version number changes, for

example, every time a TRL with different content is newly
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The termnal IDs of all invalidated term nals expressed by the IDrel ated
informati on shown as an exanple in Fig .15 are the sane as the termnal |Ds
of all invalidated term nals expressed by the ID-related informati on shown
as an exanple 64 in Fig.9. TRL Collation Processing Fig. 16 is a

fl owmchart showi ng TRL collation processing, 5 which is a part of the
content key transm ssion processing conducted by content key distribution
device 120 in enbodinment 2. Collation unit 126 in content key distribution
devi ce 1§gn%?%q%§fs TRL col lation processing every tine a termnal 10 ID
sent froma termnal is obtained by transm ssion request reception unit
125. Collation_unit 126 checks whet her termnal 1D sent _froma termna
mat ches a tern%ﬁéFeﬂB%§ﬁgﬁH3 BAELGR ?%Q d&t SHUGHRTSAJERGRK IBPY® i n
ID-related information in the 15 TRL (steps 8321-324é. More specifically,
col | at i oAngRrmatienr otk edndndaseisitepiinfornaeior 22Rat has yet to be
focused on, derives nask data corresponding to a value of the nask bit as
descri bed abovér¢spepnsdzmat icompdid bsimchiidessenaNdbroé pheraédfiynalf 20 1 D
sent fromthe termnal and the derived mask data (step S322 ) , j udges
whet her tThe2Q0ymalskd AN rEX 4L hastan Al 32 émt Ay Setmberh2bbeshesknli t 343
bei ng focused on (step S323), and if matched, judges the termnal 1D

acqui r edtheohuhbert @fmgwls t or pechdenbigpairngdk £Bcaf ianglikeal agatsdat er m nal
65 (step S326), and ends the collation processing.
value shown by entry number 222 will be M.

Here, mask data 224 is data in which X number of high

order bits in the 4-bit bit string structuring mask data 224
10 have a value of “1”, and any remaining low order bits have
a value of “0”, X thus being expressed by this mask data.

ID 223 forming a set with mask data 224 that expresses
X, is data in which only a content of X number of bits from
the most significant bit (“MSB”) in the 4-bit bit string

15 structuring ID 223 is useful, the remaining bits having a
value of “0”, for example.

All terminal IDs in which the high order X bits
expressed by mask data 224 match a value of ID 223 (i.e. the
terminal IDs of 2“™® number of invalidated terminals) are

20 shown by the sets of ID 223/mask data 224.

Consequently, group information 221 is formed from one

or a plurality of sets that expresses the terminal IDs of

a plurality of invalidated terminals generically.

Discrete information 225 includes one or a plurality
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If not matched in step S323 (S323 = NO , collation unit 126 judges whet her
all of the mask bits 343 in the TRL have been focused on and had the step
S321 to S323 processing 5 conducted (step S324), and if all of the mask
bits 343 have not been focused on and had the step S321 to S323 processing
conducted (S324 - NO, collation unit 126 returns to step S321, focuses on
a mask bit that has yet to be focused on and conducts processing. 10 If
judged in step S324 that the processi ng has been conpleted for all the nask

{1 om t he TerRHAL 10 WG B 1 Reet i Har = BUgIo%h 7200t M e vRr oifal

(step S325), and ends the TRL collation processing. 15 Cbservations In the
content KEYMRREQE GRS 8R 7sy3f TR HBWRP S nBBgi el ven a%dhi Aaf21e8 have a
data structure such as that shown in Fig.l2, and thus when all content
playback‘ihQW@ebyzenh@mlmymbaxmﬁﬁ$iwikéronﬁlof a product nade by a
certain manufacturer nounted therein, it is possible for a managenent
device to generdie 22TRleddiat skpeciaf i esrmilsahg I® syl Anddtreralol deneedall
content playback devices in which only the serial nunber field of the

term gal ddembehl. webhkequletdey od glifdies ifformabdoh022F ans i drmde
generated TRL to a content key distribution device. This TRL woul d i ncl ude

as | D-related igpeor gat i@“plﬁ&'aﬂlacyseéfo iddedmelt bifrdfdarhese vRaHE s,
for exanple, set 5 to "96" and (i) i) 2 that is a bit string speC|fy|ng

a_manuf acé:%k%ﬁ%sgéspr%ﬂ ct t%’}‘i’nl% frsilS’é‘ 8Pd | By IE SELLA nQygber 1S

set to I ment

discretely.
Signature information 230 is a so-called digital
10 signature generated to reflect the entirety of version
information 210 and ID-related information 220.
Fig.9 shows exemplary content of a TRL.
In Fig.9 is illustrated a TRL that includes (i) as group
information, a set consisting of an ID 223 having a bit string
15 “1100” and mask data 224 having a bit string “1100”, and a
further set consisting of an ID 223 having a bit string “0110”
and mask data 224 having a bit string “1110”, and (ii) as
discrete information, an ID 227 having a bit string “0001”.
The terminal IDs of four invalidated terminals (i.e.
20 1100, 1101, 1110, 1111) are expressed by the set formed by
the *1100” mask data and the *1100” ID, and the terminal IDs
of two invalidated terminals (i.e. 0110, 0111l) is expressed
by the set formed by the “1110” mask data and the “0110” ID.

Consequently, the TRL in Fig.9 shows the terminal IDs
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10 The followi ng description relates to a content key distribution system
according to an enbodi nent 3. The content key distribution system according
to an enbodi nent 3 includes basically the same system structure as content
key distribution system 100 shown in enbodi mrent 15 1, and conducts
basical |y the same system operations. Consequently, the various devices are
.shown using the sane reference nunbering as in Fig.l and the like, and a
description of parts that are the sane as enbodi nent 1 have been omtted.

20 In enbqdi_nment, 3, dat a structyur f termnal .1Ds.is.the sa tructure
as that ﬁ%g\ﬁnm:tiorpgm?gfdisr%?ﬁn Zl.n%ﬁlg?)&ageiiagﬁrgﬁlp&é‘t"utséxofteérrml;Fﬂ_anf% fferent
to that shown i.n enbodinent 1, and adds,a few extra data itens to the TRL
in embodiGRGHP AnfoEFRtINR, pRskBRe herRiRAeRY ddvceetrdndordrtionr  TRL
data generation processing that differs slightly fromthe TRL data
generation processing shown in enbodi nent 2, and content key distribution
devi ce 120 conducts TRL collation processing that differs slightly fromthe
TRL 5 colTrf intprGeresiangoshd@uodaeseibedi ment 2. TRL Structure Fig. 17
shows a data structure of a TRL in enbodinent 3. 10 In Fig . 17 is shown an

exenpbary dat ardfgr.udd uie @f fldRbhaekr espenthdg TR, Wiela t henurdieronf
termnals is in the hundreds of mllions or nore. As shown in Fig.l7, the

TRL is stgpgddi@tngl om 8gRiknversign informgddpn 41Q,£ 128-hd i ssper,
information 420, a 15 128-bit invalidated term nal nunber 430, IDrelated

007 T s e 2Rl 40 T e o

device 110 in embodiment 1.

TRL generation unit 112 in management device 110

10 conducts TRL data generation processing after acquiring

terminal IDs related to invalidated terminals from

invalidated-terminal ID acquisition unit 111 (see Fig.5).

First, TRL generation unit 112 stores the acquired

terminal IDs in a ID working area which is an area on a storage

156 medium such as a memory or the like (step S201), stores two

pieces of 1-bit bit data “0” and “*1” in a bit working area

which is an area on a storage medium such as a memory or the

like (step S202), and sets “1” in variable X (step S203).

Next, TRL generation unit 112 focuses on a piece of

20 X-bit bit data in the bit working area that has not been

focused on (step $204), and counts the number of terminal

IDs stored in the ID working area that satisfy a condition

that the high order X bits match the bit data currently being

focused on (step S205).
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i nval i dated term nal nunber 430 are the sane as version information 310,
issuer information 320 and invalidated 20 term nal number 330 shown in
embodinent 2. ID-related information 440 is the sane as |ID-rel ated

i nformati on 340 shown in enbodinent 2 to the extent that it includes one or
a plurality of sets of 128-bit IDs 342 and 8-bit mask bits 343, and an
entry nunber 441 show ng the nunber 68 of sets. However, |ID-related
i'nformation 440 further includes one or a plurality of 128-bit exception

| Ds 445 and anexcept i LY. 0 r. 444 show t Des-0u .0 eption
IDs. If the n[m%% %2116 %Q%gg%’fior}\u@gilsn Slt\(? n@%@?%sg val Eg §Pg %%S;by
exception_entry nunper 444 w b Here, an exception I D 445 is the
Corm nal TE OBt ar RPRAL Hhetl 7 o tEavae gt nhh 1105 14 o Sy 106
informati on 440, the termnal 1Ds of a plurality of term nal are expressed
generi cal tyeserdibionf inoster 4920 antskaB kS HPT ) 443ndambitherapnart| te
expressed by the set that are not invalidated-termnal |1 Ds are shown by an
except i onth®teamingohdbPgesaths éyangl the cond idhi eac detemiireds DL tl8id bits,
the termnals nunber 0 to 15, and all of termnals 8 to 15 15 except for
term Bal Wdtaseringahadahgdthé tdrirerirddr DDidlatsst i hd oratand 848 in
this case wll be fornmed by a set of an I D 442 "1000" and a mask bit 443 of

val ue " 1"re1_ﬁzﬁlﬂn§ﬂg%§’@§tsiéﬁltb0‘(§f’45é'ﬂa@éﬁ"da‘&ﬁr&lcﬂﬁéﬂéﬁnﬁrﬁ@é Bop-¥He is a
so-called digital 20 signature created to reflect an entirety of version

| nf or Mt 119 4304 haSHEY 1 b PhERtIOM 43%ied YAl dated tes oAl noughiRe 430,

and ID-related information 440. .T Data CGeneration Processing 6 Fig. 18

s a flovehaie $ie9aTBhr9ak 19PBRIRY PBRERLERI e 1 FedsiAiRg L O

bits set to “0” as an ID, corresponds and retains the
10 determined mask data and ID in an area of a storage medium
(e.g. memory, etc.) as group information (step S208), and
conducts the step S209 judgment.
When the counted number in step S205 is 0 or 1 (step
S206), TRL generation unit 112 skips steps S207 and S208,
15 and conducts the step S209 judgment.
In the case that the counted number in step S205 is not
any of 24®, 0 or 1 (step S206), if two or more of the terminal
IDs satisfying the condition in step S205 have an X+1™ bit
from the MSB that is “0”, TRL generation unit 112 stores,
20 in the bit working area, bit data formed by adding a 1-bit
“0” to the least significant bit (“*LSB”) of the bit data being
focused on (step S210), and if two or more of the terminal
ID satisfying the condition have an X+1™ bit from the MSB

that is Y17, TRLgenerationunit 112 stores, in the bit working
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generation/transm ssi on processing conducted by nmanagenent device 110 in
enbodinment 3. 5 Aterminal IDis described here as being an N-bit. Nis,
for exanple, 128 bits. TRL generation unit 112 in nanagenent device 110
conducts TRL data generation processing after acquiring termnal |Ds
related to invalidated termnals from 10 invalidated-termnal ID
acquisition unit 111 (see Fig.5). First, TRL generation unit 112 stores the
acquired termnal IDs in a ID working area which is an area on a storage

nediun1such a or t e F-T h p 0 a

t er ni nal 2t &7 Z%E@? "E%’Ffﬁ?ﬁe? f %&SAEB]% ]Wog‘l? éaggi 8$§?EV\MIC|‘]

f here does not exist a term nal ID whose LSB only djffers eneration
unit 11°§ehRpaPLE datasPEied fREUSEF Al ( qq?&Wﬁ%ﬁ?lﬁi?%@l?OﬂgaFEFs in the
I D working area, and retains the generated termnal ID as an exception ID
(step S4bhg. SE@PTﬁBQﬁﬁﬁ#@ﬂm%mtunlt 112 then stores two pieces of 1-bit bit
data "0" and "1" in a bit working area which is an area on a storage nedi um
such as a nenoily steph82DPkeTRLsyepe®433 on ,uraitd k2 sjudges nwhathell e X
(step $S404). Followi ng step S404, TRL generation unit 112 focuses 70 on a
pi ece of tXebit eltiiistdatan pieddeobi XK-bhtkbig daga titait Hess npétbeenbkocused
on (step $405), and counts the nunber of terminal IDs stored in the ID

wor ki ng ﬁé@asteaabnsaahaf ¥hanCeRdirkl erikhat at peebldBrokdBh tXohitt garat ch the
bit data 5 currently being focused on (step 06). Wien the counted nunber

in step ggtbsbé Neuseld heR / YE'TRLﬂﬁﬁﬂQ%Qﬁéf@EEBhtuﬂl% gebetes the

term nal satls yi ng the con itionin 'step S4 step 4 , and with
respect t term I at y C e 10

vai e of okprdsr S e, s%i PR L @%eéé%%mé’ " EbPAS, bR
Bgyhggfggﬁg gﬁogﬁ$§qmp éﬂgo bgnhh%hzgm%hé}éfg%égtnggtgxggErently

10 a piece of X-bit bit data yet to be focused on (S209 = NO),
TRL generation unit 112 increases variable X by “1” (step
S212), and judges whether variable X equals “4” (step S213).

When variable X does not equal “4” (S213 = NO), TRL
generation unit 112 returns to step S204, and conducts

15 processing to focus on the next piece of bit data, and when
variable X equals “4” (S213 = YES), and if there remain
terminal IDs in the ID working area, TRL generation unit 112
stores the remaining terminal IDs in an area of a storage
medium (e.g. memory, etc.) as IDs in discrete information

20 (step S214), thus ending the TRL data generation processing.

Here, the TRL construction shown in step S23 of Fig.5
is executed by adding, in addition to version information
and signature information, respective entry numbers to the

group information and discrete information retained in an
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bits set to "0" as an ID, retains the determned mask bit and ID as a set
in an area of a storage nedium such as a nenory 15 or the like ( step $S409
) , and conducts the step S410 j udgnent . In the case that the counted
nunber in step S406 is not 2~N-"~ ( step S407 ) , if two or nore of the
termnal |1Ds satisfying the condition in step S406 have an X+1t'' bit from
the MSB that is "0", TRL generation unit 112 stores, in the 20 bit working
area, bit data formed by adding a 1-bit "0" to the | ow order of the bit

cat | sTyi RS g on At b ARTIN A EF bt £ ol RbenBRCrRa NS dofe TR |

generation unit 112 stores, .in the bit working area, bit data fornmed 71

by addi ngSReEafon Pregeffenfow order of the bit data being focused on (
step S412 ) , and conducts the step S410 j udgnent . In step S410, TRL
gener ati on uni EoRsEqueTgeky mhwhgar ther sedearnst seampnade B3s X000 Wit data
that has yet to be 6 focused on, and when there exists a piece of X-bit bit
data yet “M0d 18 fot03ad”on YBUA0"> YERQLTRL *ddridy’at i enduntllil? metaurns to
step $S405, and conducts processing to focus on the next piece of bit data,
and when aldegrieretb€s-onoti nesildida g etcerminX1 i Addu idsad tai yeturiiot ha 1f,ocused
on (S410 = NO), 10 increases variable X by "1" ( step $413 ) , and | udges

whet her wamirablviesiughs dbhskar Bhbin i\eheﬂf&g/agiﬁélgiﬁeéa%dngts ggual N
($414 - NO, TRL generation unit 112 returns to step S405, and conducts

pr ocessi e I it 4 : en, 1%i:yard able X
equal s N&%§%9£f3ﬂ$2§%? %%fvge%g?gkﬁgﬁf%%i?h%fgagn ség g§¢FEnd§F '5%neration

Dy 0cees 10 o6 i SHPOULIER! bl TRe SO 4CH! Q101 LRheP 523

|nfornatb%%sfgkiggag%d%€¥k£§g Snibr%gbig’ and terminal 1 to be

10 invalidated terminals.
Furthermore, when there is not even one invalidated
terminal, the entry number in both the group information and

the discrete information will be “0”.

15 TRL Collation Processing
Fig.1l1l is a flowchart showing TRL collation processing,

which is a part of the content key transmission processing
conducted by content key distribution device 120 1in
embodiment 1.

20 Collation unit 126 in content key distribution device
120 conducts TRL collation processing every time a terminal
ID sent from a terminal is obtained by transmission request
reception unit 125.

Collation unit 126 judges whether an ID 227 that matches
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20 and signature information, an entry nunber to the one or plurality of
sets of mask bits and IDs retained in an area of a storage nediumas a
result of the above TRL data generation processing, and an entry nunber to
the exception ID. 72 TRL Col lation Processing Fig. 19 is a flowhart
showi ng TRL col |l ati on processing, which is a part of the content key
stransm ssion processing 5 conducted by content key distribution device 120
rn embodinent 3. Collation unit 126 in content key distribution device 120
conducts TRL col | ation_processi every tineg terminal LD sent froma
termnal §st65HNFED BY (5 mﬁiéqn1r ab S of"u %Sﬁﬁ%ge
CoIIatlon unit 126 checks whet her a ternlnal I D sent froma term nal

mat ches alREPERAREORD23RofROBRdokE BRLtHiecsRES BRIEDE2AnUSEHARKSH2E S i n
ID-related information in the TRL (steps S421-424). 15 More specifically,
col | ati orandiif tderfedusesmatchimgsEDbRR7i ncohdatRont haithhd6yredgesbe
focused on, derives nask data corresponding to a value of the nask bit as
descri bedtlddeern{si®d IMAtHuicedpirem ahbitadmenANI®bet hRettesrmibaill D sent
fromthe term nal and the derived nmask data (step 20 S422 ) , and judges

whet hegy the sprutied AN aBtehesrainhD 342epbnsa286t, whihehhe tBskTRIt 343
being focused on ( step S423 ) . If judged In step S423 to be a matched

(S423 = YES)1a€obhabiryaddiind26 checks whether the termnal 1D sent from
the term nal matcheS an exception IDin the TRL ( step S426 ) , 73

In step S221, when judged that an ID 227 matching the
terminal ID sent from the terminal is not included in discrete
information 225 of the TRL, collation unit 126 checks whether

10 any of the terminal IDs shown by each set of ID 223 and mask
data 224 in the group information of the TRL matches the
terminal ID sent from the terminal (step S223, S224).

More specifically, collation unit 126 computes a
bitwise AND (i.e. a logical product operation carried out

15 inabitwise fashion) of the terminal ID sent from the terminal
and mask data 224 (step S223), judges whether the computed
AND matches an ID 223 forming a set with the mask data (step
5224), and if matched (S224 = YES), judges the terminal ID
acquired from the terminal to be the terminal ID of an

20 invalidated terminal (step S222), and ends the TRL collation
processing.

If not matched in step S224 (S224 = NO), collation unit
126 judges whether the step $223 and S224 processing has been

conducted for all the sets of ID 223 and mask data 224 in
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and if not matched ( S426 = NO , judges the termnal ID acquired fromthe
termnal to be the termnal ID of an invalidated termnal ( step $S427 )
and ends the collation processing. If judged in step S426 to be a matched
($S426 = YES), collation 6 unit 126, judges the termnal ID acquired from
the termnal to not be the terminal ID of an invalidated termnal (step
S425), and ends the collation processing. If judged in step S423 that the
conput ed AND does not match the ID 342 in the set with the mask bit 343

bei f d .10 . .23.% NO., | | at it j ud whet 11 of

he mask B ST KO TREDS L Kok bERR PBEUSSA S SRS hadhtfe 14t dii2l fo

S423 processi ng conduct ed (st;g S%ﬁse, and if all of the mask bits 343 have
not beenPf %E’Qﬁ’dnﬂ’&cp? camteed (5221 7Pt o C&ulsi gl B ik ed

(S424 - NO, 15 collation unit 126 returns to step S421, focuses on a mask
bit that 1R%s again ccoedpetgsédcostan THueerd PRadepsiorgssing udged in
step S424 that the processing has been conpleted for all the mask bits (
S424 = YES ) , I€ohjludtgesh imi$téR6SpRAgehatthe Heerpiroadss Dngchaisr &ker om t he
terminal to not 20 be the terminal ID of an invalidated term nal (step

$425)5 ardmpldsddie obRla 1dodhat iset Pr(eRess =NgESPhs eviatkitdrsh Aegiar digw to the
content key distribution system shown 74 in enbodinment 3, if, for

exanpl e, j&de@P ot Aara I eMataf bl FaY | ik AIRe WiV SE AlndWERer s and
whose termnal 1Ds have bit strings in which a nunber of high order digits

are the $@e 348 11@}6&" Eﬁagﬁ%i%’i"ﬁ’é@ %e%“i%%llr‘;s%rtle%: fs%‘%ﬁi L dry S

possible to specify i1nvalidated termnals using a whichH the 1Ds that

i ncl ude hit, stni ayi e s value digits are determned as IDs in
t he ID-r% §¥%hﬁ%%?%$ga¥ég%a%ﬁg¥%gﬂ§%i§§%3%%1ue showi ng the nunber of digits

of the . . .
The following describes the concrete operations of

10 content key distribution device 120 with reference to Figs.7
and 11, given that the content of the TRL stored in TRL storage
unit 121 is as shown in Fig.9, and assuming that a transmission
signal which includes a terminal ID “1101” has been sent to
content key distribution device 120 from terminal 13.

15 Transmission request reception unit 125 in content key
distribution device 120 acquires and conveys to collation
unit 126 a terminal ID “1101” sent from terminal 13 (step
S41), collation unit 126 judges whether terminal ID “1101”
sent from terminal 13 is included in discrete information

20 in the TRL (step S221), and since the only ID in the discrete
information is “0001”, collation unit 126 ANDs terminal ID
“1101” and mask data “1100” in the group information (step
S223).

The AND computed in step S223 is “1100”, and collation
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sections that are the sane is determned as a mask bit formng 10 a set
with the ID, and termnal IDs relating to the fewtermnals that are not
invalidated are determ ned as exception IDs in the ID-related informtion.
As a result, it is possible to suppress to data volune of a TRL. 15

Enbodi ment 4 The foll ow ng describes a content distribution system
according to an enbodi nent 4. Fig.20 is a structural diagramof a content
key distribution system according to enbodi nent 4 of the present 20

invention. .In_conparjson wth managenent devjce 110 ip cop t key
distribuPP&ﬁ'éééggﬂ-Qﬁ§§%%ﬁ£h?ﬁ ggﬁo'ﬁﬁ%ﬁe O hhi eht Wag fiiBPraﬁﬂﬁtting a
TRL to content key distribution device 120 via a communication channel, in
content KBy “diltG voateh 1sters\isidh) 508ndcedngengherenbddanBatah, a
managenent device 510 is structured to store a TRL on a storage nedi um 501
such as apldpthiical umkgnétec jaidgesothehdelrmkiamaladd accortrett fkeom the
distribution device 520 is structured to read the TRL from5 storage nedi um
501. In Eegmidalelteidrd sthdateamenbdsiIicaldfy drheisearidstéoserimingiibodi ment
1 ( see Fig . 1 ) are shown using the sane reference nunbering, and a

det ai 5 ed (deegy 5pbb9n Lhdtdeserebament step 9Mm i1 ebhipses teNanggenmnt

device 510 is, for exanple, a conputer or the like installed in an

) ) t At cEel-add i th
or gani ZaEbﬂ‘E&%?%ekffﬂgﬁ%]&l%ggﬁ%é’ Ofnikt€ laﬁddunghge bhe HFRLLCREAR e the

copyright an and conducts processing to generate a

] | _ “conduct's " pr oce: ferate
wth rosPREp EeRR R RRLERen, SREHILLEE « Ble EE ko Pp Bt ruh R Crger e

guarante%%a%#%ééﬁz%éﬁ%éxgt %@l%?gnsmitting unit 128 transmits an

error message to terminal 13 (step S47).

10 Next, a description will be given of the concrete
operations of content key distribution device 120, based on
the same premise as above, and assuming that a transmission
signal which includes a terminal ID “0010” has been sent to
content key distribution device 120 from terminal 2.

15 Transmission request reception unit 125 in content key
distribution device 120 acquires and conveys to collation
unit 126 a terminal ID *0010” sent from terminal 2 (step S41),
collation unit 126 judges whether terminal ID “0010” sent
from terminal 2 is included in discrete information in the

20 TRL (step S221), and since the only ID in the discrete
information is “0001”, collation unit 126 ANDs terminal ID
“0010” and mask data “1100” in the group information (step
$223).

The AND computed in step $223 is “0000”, and collation
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stored therein having been disclosed (i . a . all termnals to which an
encrypted content key should not be distributed) , and for storing the
generated TRL on a storage nedium 20 Managenent device 510 i ncl udes
invalidated-termnal 1D acquisition unit 111, TRL generation unit 112, and
a TRL storage unit 513, and is capable of nmounting storage nedi um 501,
_which is an optical magnetic disk or the |like. Here, TRL generation unit
112 functions to generate a 76 TRL whose nain content is information
speci fying .invalidated termnals, hased on the ternmnal 1Ds provided by

i nval i dat@d-% éra%% nHw‘g‘-F?)s aﬂgﬁ?:gﬁtri @fleriMad Bhy $5rdafvey’ 4% rat ed
TRL to TRL storage unit 513. 5 TRL storage unit 513 functions to store a
TRL convéyed 1{06m mrLtcyeheitald §824nit angosdpcst bhage ke BORYBunted in
managenent devi ce 510. Managenent device 510 conducts TRL

gener at i @@ltlrednismn ssnbdh pRécdgHisgténmivhadh ISt Y0 (F2” shpdnméGki miadtiay. 5 i s
repl aced by processing to record a TRL on a storage nedium Storage nedi um
501 havi g 1a OFRLi st hedgibapeiin fiarmeanogenestegevieces551G3x3 del i vered to
content key distribution device 520 . For exanple, every tinme a TRL having
15 ney content the ARDSFALSGonidlerddli Sy ohe 7St 9h8d-OD1 At $bar@get e um  and
delivered to a content key distribution device . Content key distribution
devi ce 520 4 WeTolyrsTVigrly r t{,F ent « i ' i HCcessi ng
that i nvé’?l\;iegss,e%r ansm t]fei%%ga%éggglrégpjtogg %g%gﬁt E?édtﬂosdtﬂedr %ﬁlaﬁgjﬁ om whi ch
20 a tra ] §SI f J e | V. ng as
the ter mg.%a &?s(qsrr;l-‘oe{pe?rﬁin\/h%n atsg%p(%%?énlll énﬁ%.lh%u%néé?i%r%?% aggdnttzln Il%gey

di stribution device 520 includes TRL storage unit 121, a TRblreadin unit
522, confeft Key"SFGr RgECHT 0124 PEREFTFEFomacdy LabradB St IEHP 77
transm ssi on request reception unit 125, collation unit_ 126, encryption

uni t 127 IndRFeshetopt @R mient ) kSRt ahkeR t4i Hy 1af 0 ueges &edmididlapabl e
of nounting storage medi um 501 (eg. optical magnetic disk, etc.). 5 Here,
TRL A@adiliy “@®il0 s2Zzquikad drrn dhedermn iRl ffomat deadghant@nmhsol
nmounted in content key distribution device 520, and to store the read TRL
in TRL stldr adeanninvdPlidatedsequennhy, (shepsnt2n6 , k43 i sind kngmvaysyst em
500, nmanagenent device 510 and content key distribution device 10 520 can
real i ze tueansifres]l EDEN0OMON mot exmmget boh bynatcaarmuni cati on channel ,

On receipt of terminal ID “0010”, encryption unit 127

encrypts a content key stored in content key storage unit

15 123, Dby extracting and using an encryption key EK:
corresponding to “0010” from encryption key storage unit 124
(step S45), and conveys the encrypted content key obtained

as a result to encrypted content key transmitting unit 128.
When the encrypted content key is conveyed, encrypted

20 content key transmitting unit 128 transmits the encrypted
content key to terminal 2 (step S46). Consequently, terminal

2, having acquired the encrypted content key, decrypts the
encrypted content key using a decryption key DK, stored

internally, and thus obtains a content key.
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A TRL enpl oyed in enbodi nent 4 may be a TRL as shown in any of enbodi nents
1 to 3, and the content key distribution device nay be structured to
conduct TRL collation processing 15 and the like as required by the
structure of the TRL. Supplenentary Matters An encryption conmuni cations
system according to the present invention is described above in enbodi ments
.1 to 420 when applied as a content key distribution system The present
i'nvention is, however, not limted to enbodi nents such as these. Mire
specifically: ( 1) In enbodinents 1 to 3 , a comrunication channel is
shown 78 for distributing a TRL between a managenent devi ce and a content
Key distribution device, and in enbodiment 4, a storage nediumis shown for
use in deETRRYIAMGNE PRI, However, a TRL nay be transferred between a
managenent device and a 5 content key distribution device using a

conbi nati on of TheohedhPyindoagemnietiandreletesadgeo nadicomtemdy k¥wnple, a
TRL may be delivered on a storage nediumfrom a managenent device to a
separ at e dismunbettioonsyddamcescaoddinge TR ampembedinsdnt b2it ed from t he
comuni cations device to a content 10 key distribution device via a

comuii cati on alanebnteht Akegnt &nstplidybdck deyseemshasBordihge wbove
enbodi nents is not necessarily required to send a transm ssion request to a

content k&ayh&hshehbubi 9RcdRMe v Bdd Ely 2EANI EhA8 et edxpiterd. and

may, for exanple, acquire and conduct playback of enCrypted content after

acqui ri ng, @ &cgd‘é&?{ %ﬁ'digirgﬁﬁtﬁi%%nﬁg{%:eg& QW%%W iGP M eyt he

above 20 enbodi nents structure to ecryption key unique to the
cont ent ayhack devi.c an .cont.ent . key distribution device i
truotur o) 41 HOBRER S Br B S TN EY SuTG ! U BRI Tt e

r ion k ) r n | k i r r
e P e Sye b5y tne®vaTLoHY RISk oS e BSs Sthechane 1O

10 reference numbering as in Fig.l and the like, and a
description of parts that are the same as embodiment 1 have
been omitted.

In embodiment 2, however, a data structure of terminal
IDs is special, and a data structure of a TRL differs from

15 that of embodiment 1. For this reason, management device 110
conducts TRL data generation processing that differs from
the TRL data generation processing shown in embodiment 1,
and content key distribution device 120 conducts TRL
collation processing that differs from the TRL collation

20 processing shown in embodiment 1.

Terminal IDs
Fig.1l2 shows the data structure of a terminal ID in

embodiment 2.
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decryption keys, and to include, in the transm ssion request sent to a
content key distribution device, a decryption key ID for identifying a
decryption key. Furthernore, the content key distribution device nay hold,
in correspondence with the 5 decryption key IDs, encryption keys
correlating with all of the decryption keys, and may transmt a content key
to the content playback device using an encryption key corresponding to the
sent decryption key ID. In this case, it is preferable to structure the

system such that, j.nstead 10 of term nal | of invalidated termnals,
decryption key PDngcgorﬁz&pgoﬁd?%ﬁ] P 0%’&?'98?55% REYYCHHTfe 1 EHi Thted are
specify by IDrelated information_in a TRL such as shown in the

enbodi nefeEMighl t AR 1% S8E TRR Hocti8i RitehHd Ske Pk, idecfypt ikt keys

are targeted for collation rather than 15 terminal 1Ds. Furthernore,

decr ypt i @orzasrendedct ypridrede\of sl hajohe af drexinbmahrot Gaee diror t he
like that is nmountable in a content playback device. 20 (4) In enbodinent 1
to 3, TRa generexit ckeyndisti2butitdre axpaiagenent devi ce automatically
generates a TRL by TRL data generation processing (Figs . 10, 14, 18 ) and

the | gke. Howergle téfmahgorit i tehsgarertaid Bg 4 B -2 Ahaued dtifxdat i on
ina TRL is not limted to this . Furthernore, a TRL may be 80 gener at ed

by recei vingiand 594t KPEI-A1OBIIABARPREEACE09" 4 W dkeprauetRL
generated in an external devicé may be distributed by TRL transmtting unit

a pl ural ' S geran R S R e B L on
managerent  deviSES Futtnet tBPE e E oo Rent 1001 ca0hmy Bttt St he
manufacturer ID that is for identifying a manufacturer that
10 made a content playback device.
In product ID field 302 is stored a product ID that is
for identifying products of the manufacturer determined by
the manufacturer ID.
In product version ID field 303 is stored a product
15 version ID that shows a version number which is updated
whenever there is a form change or the like in relation to
a product determined by a product ID.
In serial number field 304 is stored a serial number
consigned to discrete products.
20

TRL, Structure

Fig.1l3 shows a data structure of a TRL in embodiment
In Fig.13 is shown an exemplary data structure of a TRL
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transm ssion of a TRL when a request is sent to the nmanagenent 10 device
froma content key distribution device, and a content key distribution
devi ce may request a nmanagenent device to sent a TRL periodically or when
there is a transm ssion request froma termnal. 15 ( 5 ) A content of the
data structure of termnal |IDs shown in enbodi mrent 2 does not necessarily
have to be as shown in Fig. 12. However, it is possible to reduce the data
vol une of a TRL when, for exanple, all of the termnals froma particul ar

manuf acturer are invalidated terpmnals, .by haying 2Q bit strings expressing
a nanuf a&otfrré?s,pcbr?%hr&%t End" 1% %ﬁer’iuﬁa%’de‘a’%{i ﬁ%tr@r:"rﬁar}aq st FJﬁ}GEer nor e,
i'n enbodi nent 2, an_exanple is given which defines termnal |IDs as

expr essi ﬂi’g‘%ﬁﬁ%e‘?@r@%ﬁ)%nﬁy% it der bit strings. However, terninal

| Ds may be defined as 81 expressing manufacturer 1Ds by | ow order bit
strings in a tésnshewn DD dridasl xpilkesTRY hanstavctreed Bgasy §-itidr nedi at e
bit strings between high and |low order bit strings. 5 ( 6 ) Al though a mask
bit in | Bamwdidrednidonaeionn3li, al ZREbs ows siuere iinddimerttich i320 f ar
exanpl e, fixed-length data of 8 bits or the Iike, the mask bit may be

vari agl edlomgiit daiavanddagieded wéihihalor ety shoyo ng the réataadEngt h.
10 (7) In relation to ID-related informati on obtained as a result of the

TRL dat a jgfnaA@d ¢ 08n P5266SahRg 33 s £FRLELPRN nFor i8N dh teg@inal ID s
128 bits, and the ID-related information 7ncludes an exception ID and a set

LRcunti 09 L |94, LR am i R R 0TSEk MideSinadebu dMsusRy A e
version number of the TRL, and the version number is changed
every time, for example, a TRL having different content is

10 newly generated.

Issuer information 320 is information showing an
issuance origin of a TRL.

Invalidated terminal number 330 is the number of
invalidated terminals.

15 ID-related information 340 includes one or a plurality
of sets of 128-bit IDs 342 and 8-bit mask bits 343, and an
entry number 341 showing the number of sets. If the number
of sets is given as N, a value shown by entry number 341 will
be N.

20 Here, mask bit 343 takes a value from 1 to 128. Also,
if the value of mask bit 343 is given as X, it is possible
to derive mask data having a form that shows the high order

X bits in a 128-bit bit string to be “1” and any remaining

low order bits to all be “0”.
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the ID-related information that has mask bit of "128" and a bit string
obtained by inverting the LSB of the exception TD as an ID. 20 Furthernore,
i n enmbodi nent 3, each exception ID is described as showing a single
termnal 1D, although instead of the exception ID shown in Fig. |7,
exception group information that includes one or a plurality of sets of
exception I Ds and exception mask bits may be included in the 82

ID-related information of a TRL. In other words, the IDrelated information

may be structuged,such that l, tiecmi nal | Ds_exce for et jnal IDs
shown by the e§§§5 e&ﬁ“qrﬁ’ex@eaﬁi&oﬁoﬁﬁlﬁ?%ﬁ Sggt‘ggépem?‘#é%ﬁﬁ@allﬁ Ds 5 of
i nval i dat.ed terninals.dégi In enbodinents 1 to 4, an exanple i s given of an
encrypt i 8f %Corfufigh ¥yat ERPAERST ATndh® RHRPRF eQENP LEndd At bei ng
applied in a content key distribution system 10 However, if the

comuni c&fiognas it n sthael 2Rabitebdity &f niatdr siarueberingnither dhnal s,

j udges whether or not those termnals are invalidated termnals, and

det er m nehoseevhéneois rmdtown byxmeskeb bt 3orireofisedmiunacdtirowhirdcessi ng
dependi ng on the judgnent result, then the conmunication 15 processing

cont eht otheat veslpess aht g, | Cowt ekamplia ansti tti ng encrypted content keys.
For exanple, it is acceptable to determ ne, depending on the result of the

judgnent as toawhetder tdet efdifahals jﬂyahh@!gteednqmebweﬂ Oxe¥a&uy e
processing for receiving inportant data sent fromthe 20 term nal after

bei ng e”%&?f)g’geﬁ‘sgsn%ﬁ’otg?rxﬁé’i[ﬁ&”ﬂ 8% RRGHY RO 44 et LNGatGeMpRalrp (9) A

conputer p havi ng a conputer or the |ike execute the processing
procedur%ﬁﬁﬁ(f}g{C@ﬁéeggrﬁi%a%SIDs of 2'*** number of invalidated

terminals) are shown by the set of ID 342 and mask bit 343.
10 Signature information 350 is a so-called digital
signature created to reflect an entirety of version
information 310, issuer information 320, invalidated

terminal number 330, and ID-related information 340.

15 TRL Data Generation Processing
Fig.14 is a flowchart showing TRL data generation
processing, which is a part of the TRL
generation/transmission processing conducted by management
device 110 in embodiment 2.
20 A terminal ID is described here as being an N-bit. N
is, for example, 128 bits.
TRL generation unit 112 in management device 110
conducts TRL data generation processing after acquiring

terminal IDs related to invalidated terminals from
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di stribution system shown in enbodinents 1 to 3 (i.e. the procedures shown
in Figs.5~7, 10, 11, 14, 16, 18, 19, etc. ) can be distributed by being
stored on a storage medi umor be being circulated via any of a variety of
comuni cation 5 channels or the |ike. The storage nedium may be an |IC card,
an optical disk, a flexible disk, a ROM or the |like. A conputer program
distributed by circulation via a communi cation channel or the |ike may be
submtted for use by being installed or the like in a conputer or the liKke,

10 and the_caonputer.or the like_can conduct processi such t hat shown
"1 enbodh IR aA T S BERERah 0P g G SHr bR et Eobh i SFROGEARI AL
APPLI CABI LI TY 16 The encrypti on communi cations system of the present
invention is appFtabl®BRasIensradianlwrit ddnt &foresy Bhet Aoi%sA syst em
constituted by a plurality of term nals, conputers, or the like, for

provi di néermd edpFPisght bt eerkbhgddEren gitiagh désmemreponga stagiggaes 1. An
encryption conmuni cati ons system conpri sing an encryption conmmuni cati ons
devi ce, agdimmalsugh e@fs taememuatys drhatheald keadls tapeISaille) t atomestivot o t he
encryption 5 comruni cati ons device an identifier, which is a bit string

havi ng appdreedas esfriingsi usberdetabrds &ad rdentinf wi bgtt horkdmy ratea and a
managenent devi ce that generates invalidated-term nal information show ng

one or A Af ilhgni HeBhI HhehSs88rhBE0RERY LRANSSBACAL YA NeRHEy Vr &
termnals 10 to be invalidated, whefein the managenent device has: an

i nval i dateq-4 erdy nal o 4 r o genarat i j r gbl genprate the
i nval i da%gg(-% :(réngér;tgls?g%gf E%l:do% usi ng1 a %gt%g]#%?%tg ?Eé?’t%gneri ca)?] y
expresses, b i, nf t] i fyi a u f section.n a bit

Stri g havi ng TR Al S ERETRRY ALY 143 Fodlels oBR: P42 S ch a
val ue of jhe sectio tches .the specifijed value; and ap outpuyt unit

oper abl e ﬁ’%&bﬂf $ﬁgggéﬁe§§lee§“2€ VAV E-Patd®d i ha a?nf’g’%mﬁer%rh, and
t he encryption conmuni cati ons device has: an invalidated-term nal

i nf offPrat FOFUERRELIAR t { BheBNFE 0dper &Nk qieubhe ruBbRRY i $&rad-R3Y ni nal

information outputted by the nanagenent device; 85
IDs stored in the ID working area that satisfy a condition

that the high order X bits match the bit data currently being
focused on (step S305).

When the counted number in step $305 is 2" (step S306),

15 TRL generation unit 112 deletes the terminal IDs satisfying

the condition in step S305 (step S307), and with respect to

the terminal IDs satisfying the condition, determines the

value of variable X as a mask bit, and determines an N-bit

bit string having the high order X bits set to be the same

20 as the bit data currently being focused on and the remaining

bits set to “0” as an ID, retains the determined mask bit

and ID as a set in an area of a storage medium such as a memory

or the like (step S308), and conducts the step S309 judgment.

When the counted number in step S305 is 0 or 1 (step
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an identifier receiving unit operable, when an identifier is transmtted
fromone of the termnals, to receive the identifier; a judging unit
operabl e to judge whether the received b identifier matches any of the one
or nore identifiers shown by the invalidated-term nal information as
i-nformati on specifying one or nore termnals to be invalidated; and a
.conmuni cation unit operable (i) when judged to not be any matches, to
conduct a predetermined comunication with 10 the termnal that transmtted

(1) ot 30&§geﬁ%%pe”°r%%f§na”p§@ﬁr YRR S4eer salicphrnea0s,

connunlcatlon with the term nal . The encryptlon conmuni cati ons system
of clai npRd \MQQQHQFQFEﬁ?n§5ﬁPd§@@§1&9@ﬁmﬁﬂ information (i) includes one
or nore sets of corresponded val ue and position information, each piece of
val ue i nf or mat LBntkacyd gy thataltie obuatescnobest ia @T—@psﬁi‘%lgiSham'tng t he
predeterm ned nunber of bits, and 20 a correspondi ng piece of position

i nf or mat kary dEiH§ ™ pro smebl(fsme;gsa Osi)t, posiwe @xr mbrehef $ée termimatlhe bit
string, and (ii) is information specifying, as a termnal to be

i nval 5 datre, satlistferiiqalle icterdiftied 1espeepi ¥80% hyvaldni gentt biiers in
which a value of a partial bit string |ocated 86 in a bit position

speci fi edrbyn aH @B AinPesisi 007, QT MRl S Siegn A Val fesspews by a
pi ece of value information correspondlng to the piece of position

| nf or mat i, gn h%nﬁlkh%dﬁ5} iéfEEt §iﬁ dfféfﬁgﬁmeﬁobgggﬁﬁéﬂ'e%elQ%f%

position in ornatlon a. va In the recei tlfler
partial an %%r%g% hg%ag% ero? th Bo%laa%a being focused on (step

S310), and if two or more of the terminal ID satisfying the

10 condition have an X+1'" bit from the MSB that is “1”, TRL
generation unit 112 stores, in the bit working area, bit data
formed by adding a 1-bit “1” to the low order of the bit data
being focused on (step S311), and conducts the step S309
judgment.

15 In step S309, TRL generation unit 112 judges whether
there exists a piece of X-bit bit data that has yet to be
focused on, and when there exists a piece of X-bit bit data
yet to be focused on (S309 = YES), TRL generation unit 112
returns to step S$304, and conducts processing to focus on

20 the next piece of bit data, and when there does not exist
a piece of X-bit bit data yet to be focused on (S309 = NO),
TRL generation unit 112 increases variable X by “1” (step
S312), and judges whether variable X equals N (step S313).

When wvariable X does not equal N (S313 = NO), TRL
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specified by the piece of position informati on matches a val ue shown by a
pi ece of value information corresponding to the piece of position
information, and (ii) judges, when 10 verif ied that there is at |east one
match, that the received identifier matches an identifier shown by the
inval i dated-term nal information. 3. The encryption comruni cati ons system
of claim1, wherein 15 the invalidated-termnal information (i) includes
one or nore sets of corresponded representative informati on and mask fl ags,

each piece of J&Rresen in tjop bein t, string hawi ng the
predeter% %&%ru8§ﬁ0¥Tb gﬁ 4¥% E@ %hnagpgék?TQ.C idqé}ﬁhe
predeternlned nunbe 20 of bits, .and |s i nformat i on speci , as a
Perm nal BEGUsS § TS T AAARHS £In i R S g B beid Wasd | n

whi ch a value of a section having a bit value of "1" |n a mask flag matches
a val ue FRTREle&ednals lﬁ(§|3éc3e—di‘ES)e'p|a@§3ehféih@d%e et i tegmina
corresponding to the mask flag, 87 and the judging unit (i) verifies, for
each masKHDE dgy tetIerwank MWD efrehe TiRdslgdieptihdnt heitedédiRvedriitdent i fi er
mat ches an AND of the nmask flag and a piece of representative 5 information
cor r espondispgedto tiche hepslenfliag,nanreérmina ] uwiges s tidwess wart d iiad wiiath t her e
is at |l east one match, that the received identifier matches an identifier

shown by p he hnMakikdatedaher gi fahali fiigrldroinald o e eng ypld &h
comuni cations systemof claim3, wherein the invalidated-term nal

i nf or mat ;9% 08FHALLRR AP IncBBREE &Rk I80lakdiond) W itHonTald Q%ﬂ‘éﬁ

including in the invali ted termnal information, each piece of

i sol at ed I LSe |{ﬁ ‘glz’r'rg.lt%1 Yll nijtLhec-l gi%[eé% th)rii&e;e rgg{ bits , the

|nvaI|date ernlna tion’is |n i on I speci ng, as a

termnal to be '”V?'&%?%% odiment 2, the TRL construction shown in

10 step S23 of Fig.5 is executed by adding, in addition to a
version, issuer information, an invalidated-terminal number
and signature information, an entry number to the one or
plurality of sets of mask bits and IDs retained in an area
of a storage medium as a result of the above TRL data

15 generation processing.

Fig.1l5 shows exemplary content of a TRL.

In Fig.15 is shown exemplary content of a TRL which has
the data items shown in Fig.13, and in which terminal IDs
are 4-bit bit strings, and mask bits are 2-bit data expressing

20 Y17 to %47,

The terminal IDs of all invalidated terminals expressed
by the ID-related information shown as an example in Fig.15
are the same as the terminal IDs of all invalidated terminals

expressed by the ID-related information shown as an example

64



termnals identified by identifiers that match a piece of isol ated-val ue
information, and 20 the judging unit further judges, when the received
identifier matches a piece of isolated-value information, that the received
identifier matches an identifier shown by the invalidated-term nal
i-nformation. 88 5. The encryption comuni cations system of claiml,
wherein the invalidated-termnal information (i) includes one or nore sets
of corresponded significant-digit and value infornation, each piece of
S|gn|f|cant&g information b showi ng a nunber of bit digits, and a
correspo A Sgiete of value information showing a value of a bit string
havi ng the nunber of bit digits, and ( ii ) is information specifying, as a
termnal to be invalidated, all termnals identified by identifiers in
which a value of a bit string having, from 10 a nost significant bit, a
number ofTRfi tCell b€ §0BhBRARCEFSANd ece of significant-digit i nf or mati on

mat ches a val ue shown by a piece of value information corresponding to the
pi ece of si gni Fiiganitt flsg £lowchandt sbowiagdlRheqgliddiin prioke@s)inerifi es,
for each piece of 15 significant-digit information, whether, in the

recei yedwdeyt iiffd &f paxrtvafielnd cobiénttképothansngsshibanpaodsising
significant bit, a nunber of bit digits shown by the piece of

si gni fi camsrali@idal NPT redhoanFat gAGS alge&%u%fl@w e i ecep @f Mal ue
information corresponding to the piece of 20 significant-digit infornation,
and (ii) epen verified that there is at |east one match, that the
received 1dentifier matches an identifier shown by the invalidated ter m nal

O o0 OBcra (U GBI O] SRUIMARLL OB TUSKAR O VRS,
to acqui r(=20t r(]:(camldder]ctl f'I’R%.r 09. la ]1105 %rrrgcneasl,s?lng every time a terminal
10 ID sent from a terminal is obtained by transmission request
reception unit 125,

Collation unit 126 checks whether a terminal ID sent
from a terminal matches a terminal ID shown by one of the
sets of IDs and mask bits in ID-related information in the

15 TRL (steps §321-324).

More specifically, collation unit 126 focuses on a mask
bit in the TRL that has yet to be focused on, derives mask
data corresponding to a value of the mask bit as described
above (step 8321), computes a bitwise AND of the terminal

20 ID sent from the terminal and the derived mask data (step
S322), judges whether the computed AND matches an ID 342 in
a set with the mask bit 343 being focused on (step $323),

and if matched, judges the terminal ID acquired from the

terminal to be the terminal ID of an invalidated terminal
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to be invalidated, and 5 the invalidated-termnal information generation
unit (i) specifies one or nore X val ues satisfying a condition that, out of
the identifiers acquired by the identifier acquisition unit, the nunber of
identifiers which have matching X nunber of bits froma nost significant
bit is 2~""-x> 10 and (ii) generates the invalidated-term nal information
.using a data format that generically expresses, for each X value, the
2~N-x' identifiers by significant-digit information showi ng the X nunber of

bit digi val ue i nfar ion ing a value of a bit string of X
bits fro%ﬁq?qfhg%%ét %PanFP% g%?ﬂﬁ?§$ﬁmﬁhgnzgﬁpf~ |&&ﬂ|f|ers where Nis
t he predeterm ned nunber of bjts . encryption conmuni cati ons, system
of claim 6, V\hélfe’i]‘ﬁté%ﬂﬁ’lc]?%iin%rhzﬂtql% Sﬁ’@r:?uﬁ §§?'Ly§réoNcPJ§/ SR IFtEeR Ut ity of
20 manufacturers, and an identifier identifying the term nal shows the

manuf act di2dr odgese whatdiemlaby @f Bihe sragkhd ey I3 al pridue R Inibdste nunber
of bits froma nost significant bit in the identifier . 90 8 . The

encrypt i reexonfmousad i ons asystled ot hel aitrp7 S32dhet@i 83 2Ae prdevets < iirey
identifying the term nal shows a product type to which the term na

bel ongs, dyndudiidd stdtiery $BW4 Ng &na Pf edel esfidias My aritd 33 hdhat

starts froman end of the bit string show ng the manufacturer. 9. The

encrypti %@%@ﬁntf%us@apoﬁyahanhaa Ehélé“ﬂ;e?p INET &l 583eh pheid8dindi0l ds a
decryption key unique to the 10 termnal, and is further operable to

| nt er nal 'c%r?&xf’ét?e&”fé?!@&ed RO, el W { ‘%}b'énff?”i%t ré%%%t &d Ry & content

key, the output unit conducts‘the output by transmttin

ovi ce, THEEnAYRITSh CanAuREeR i T i RaSE, %%ﬁs?‘yf””'uﬁsn & st or age

unit operable to store encryption keys that correl ate one-to-one with the
decrypt i GRKkSERAYICLT BIGFEBKFd N%r mi nal s: and 20 a content key storage unit
operable to store the content key, the i nval i dat ed-termi nal information
acquit8i ti on unif d&ﬂﬂﬁ@sl@h%tﬁEq§ﬁ§ﬁnﬁh@Qnﬁh%c@¥QPﬂ§Sﬂﬁ§ has been

invalidated-termnal information transmtted by the output 91
completed for all the mask bits (8324 = YES), collation unit

126 judges the terminal ID acquired from the terminal to not
be the terminal ID of an invalidated terminal (step S$325),
and ends the TRL collation processing.
15
Observations
In the content key distribution system shown in
embodiment 2, terminal IDs have a data structure such as that
shown in Fig.1l2, and thus when all content playback devices
20 having a specific version of a product made by a certain
manufacturer mounted therein, it is possible for a management
device to generate a TRL that specifies, using a small data
volume, all content playback devices in which only the serial

number field of the terminal IDs held within the device differ,
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unit, the comrunication unit, when j udged by the j udging unit that the
received identifier does not match any of the identifiers shown by the
invalidated-termnal information, 5 encrypts the content key using an
encryption key that correlates with the decryption key unique to the
termnal which transmtted the identifier, and transmts the encrypted
.content key to the termnal, and each term nal has: 10 a decrypting unit
operabl e to decrypt the encrypted content key transmtted fromthe
encryption communi cati ons deyi ce, using the decryption key unique to the
ter m nal 3P&ndt8 pFEFHSEL tuni eop&reé‘tﬂr@?c%er?’filhe Lg%c@'ypt"é’ t&Ht erfeY s
Stored in the termnal, to decrypt the encrypted content 15 using the

decr ypt ediséaridmt i@y dayécee pl ayback the decrypted content. 10. The
encryption comuni cati ons systemof claim1, wherein the

i nval i dat ed- t eThiigsaTRL'Worbatimonlyde asnéPuded adresl 20 formadrieonpi erdy of
generic and exception information, each piece of generic information

speci fyi agskat bfa (dectmazk ibita i3 wissagvabuengst heopr edain@la, nedthunber
of bits and a value of the section, and each piece of exception information
havi ng t e progaeta{dn Ofﬂf nupben 20k hhitt Sis ANb it it Hn§2speRiQrimRf i0n
specifying, as a termnal to be invalidated, all 'terimnals identified by

I denti Tigrg e WILL, ?‘_asgf%&l%tse&?&'afvéfgi%,aarPd i%exfrﬁicﬂetﬂ?é s difor mation
mat ches a val ue specitfied by the piece of generic information, and which do
5 not match.a pi.ece_ of cepision information, and the j udging unit ( i )
verifiesk%ﬁgfhefii %%%t?én,eih the received identifier, specified by a

pi ece of generic information nmatches a val ue specified by the piece of
generic

Embodiment 3

10 The following description relates to a content key
distribution system according to an embodiment 3.

The content key distribution system according to an
embodiment 3 includes basically the same system structure
as content key distribution system 100 shown in embodiment

15 1, and conducts basically the same system operations.
Consequently, the various devices are shown using the same
reference numbering as in Fig.l1 and the 1like, and a
description of parts that are the same as embodiment 1 have
been omitted.

20 In embodiment 3, a data structure of terminal IDs is
the same structure as that shown in embodiment 2. Also, a
data structure of a TRL 1is different to that shown in
embodiment 1, and adds a few extra data items to the TRL in

embodiment 2. For this reason, management device 110 conducts
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information, and (ii) judges, when verified that there is 10 a match, that
the received identifier matches an identifier shown by the

i nval i dated-term nal information, except when the received identifier

mat ches a piece of exception information. 15 11. The encryption
comuni cati ons system of claim 10, wherein the nmanagenent device has an
identifier acquisition unit operable to acquire the identifiers of all
termnals to be invalidated, and the invalidated-term nal information
generat i nit, 20 (i) _determ nes, as. the excepti.gn_infqr.mati.on,-.an N-bit
Bt stri BT A SE PR AOET BRI A% FEAE: AL FBRER e e LY P he o
the identifiers acquired by the identifier acquisition unit, satisfying a
first corkdi®iBhl ¢t AENFTA AN RFGRRSFHREhSARY oA D REDAENERT of 5
acquired by the 93 identifier acquisition unit, (ii) provisionally

desi gnat eésnd heargiadrti Ry bidisiripgt bgnardedbaei 1120, gondyctpectRies one
or nore X values satisfying a second condition that, out of the identifiers
acqui r ed dyyl }dvei oxle pricidesys favgut bati ahi Bfems t sdndhitley pf veins itdweal TRL
designated identifier, the nunber of identifiers which have matching X
nunbes ofcdil 1st {onnpaoresisisiggrsidwa@nin behbbdideltX2. and (iv) generates
the invalidated-term nal information by determ ning, as the generic
information for each specified X value, information 10 specifying the X
value and a value of a bit string of X bits fromthe nost significant bit
in the 2~MN>7 ~ai j,fiers, where Nis the predeterm ned nunber of bits and
Xis Ieséﬁ%%aﬁtﬁﬁg%ggg The encryption conmuni cations systemof claim 11,

0, LS o, APHLACUERAY O S P Al len:
3.

10 In Fig.1l7 is shown an exemplary data structure of a TRL
corresponding to when the number of terminals is in the
hundreds of millions or more.

As shown in Fig.17, the TRL is structured from 8-bit
version information 410, 128-bit issuer information 420, a

15 128-bit invalidated terminal number 430, ID-related

information 440, and 320-bit signature information 450.
Version information 410, issuer information 420 and

invalidated terminal number 430 are the same as version

information 310, issuer information 320 and invalidated

20 terminal number 330 shown in embodiment 2.

ID-related information 440 is the same as ID-related
information 340 shown in embodiment 2 to the extent that it

includes one or a plurality of sets of 128-bit IDs 342 and

8-bit mask bits 343, and an entry number 441 showing the number
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manuf acturer of the termnal by a bit string having a predeterm ned nunber
of bits froma nost significant bit in 20 the identifier . 13 . The
encryption comuni cati ons system of claim 12, wherein each term nal holds a
decryption key unique to the termnal, and is further operable to
internally store 94 encrypted content, which is content encrypted by a
content key, the output unit conducts the output by transmtting the

rnval i dated-termnal information to the encryption 5 communi cations devi ce,

the encryption_ co ications Vi C as: an_encryption or.gge unit
oper abl e %o §F&F@T§ﬁ§%&ﬁ?%h ér?ﬁﬁgeaorFEfQF@a fkoﬂgﬁg ai?ﬂﬁgﬁé
decryption keys of all of the termnals; and 10 a content key storage unit
oper abl e I 14dRe anfe oAt RAETREG LY A 129 2PiBpBacPbinPnkPSi 44 DraRd i on
acquisition unit conducts the acquisition by receiving the

i nval i dattedereeptdgn eALsYNRILNAT t44h shicwiay bhet member i exsaptiiont he
communi cation unit, when judged by the judging unit that the received

i denti fi @Dbsdoesf rndie maimdbhe anyf oéxtaptidantDsi diss gilvenn alzy Mhe value
invalidated-term nal information, encrypts the content key using an

encrypt i ghdeay Bjaéxa@8pesbhekattes, Wilbéhesdeciypti @@ key unique to the
termnal which transmtted the identifier, and transmts the encrypted

content key toyhe tesfi Babep@NbLath u@5M NAl thast A sy PEHNG UM
operabl e to decrypt the encrypted 95 content key transmtted fromthe

encryptiqp, ng{ﬂEﬂ%%ggg gg%iqﬁva:iégkéﬁe decryption key unique to the

termnal; and a play uni't” opera en the encrypted content is
decrypted cont dt aheerd G G maERCRnS ac Fist S8 BORER DI P Fhe
Tanuf act BHEF Dy Ohe b SR A LIS BIPSEEHENA ST AR L ITaRE ATREH 11 er
identifying the term nal shows the
10 " ID 442 and mask bit 443, and terminal IDs expressed by the
set that are not invalidated-terminal IDs are shown by an
exception ID 445.
Consider an example in which each terminal ID is 4 bits,
the terminals number 0 to 15, and all of terminals 8 to 15
15 except for terminal 10 are invalidated. A content of
ID-related information 440 in this case will be formed by
a set of an ID 442 “1000” and a mask bit 443 of value “17,
and an exception ID 445 “1010”".
Signature information 450 is a so-called digital
20 signature created to reflect an entirety of version

information 410, issuer information 420, invalidated

terminal number 430, and ID-related information 440.
TRL Data Generation Processing

69



manuf acturer of the termnal by a bit string having a predeterm ned range
iin the identifier. 15 15. The encryption conmuni cations systemof claiml,
wherein each term nal holds a uni que decryption key, the encryption

comuni cati ons device has an encryption key storage unit operable to store
encryption keys that correlate one-to-one with the decryption keys of all
of the 20 term nals, the comunication unit, when j udged by the j udging
unit that the received identifier does not match any of the identifiers
shown by the invalidated-terpinal . informati on, encrypts conmmuni cati on data
usi ng an encryptidort keySt ﬁat%%WChéaftrﬁ PEENN TR KA BR e IPRSTAT XY uni que
to the termnal which transnmitted the identifier, and transmts the

encrypt e®PXRREHIRAL i on Waight o t hE terdi nalPakhd tHefter iRl deERypts the
encrypted comuni cation data 5 transmtted fromthe encryption

communi c@dngadeonderansivig stilom gemags s ong lagndindted o mem@ gesmental . 16
. The encryption comuni cations systemof claim1l, wherein the output unit
conduct s deveioait pu@ by embosihiindritng3the 10 inval i dated-term nal information
to the encryption comuni cati ons device, and the invalidated-term nal
inforgation acquitdrmidta LMD LONGYsEsibbe aedd Sid Y arLQeivifng fhe
inval idated-termnal information transmtted by the output 15 unit . 17 .
The encryﬂgjQﬂofogygﬂkqggiqqg system of claim 1, wherein the output unit
has a nmounting subunit operable to nount a storage nedium and conducts the
output by storipg tge 20 inyg] i Hﬁ&gd'ifﬁ.mi al mhﬁﬁlgrem%&l'tond%i&@.e fpynt ed

st orage nedi um "and the nvall dated- terfinal A OPRALI Oh acqursition unit
is operable to nou th t or age di um and conducts_the acqui.sition by
readi ng GRRTETET] ARt 60 e A PE BTGP I S Ehe ALt or age
medi um 18. A mapagenent devi ce_that generates invalidated-term nal

i nf or mat i GHERHM ngFP8ut THLEEEH ur &P t Yo b et ed i eFSTBIRAd St i FAAQ a
plurality of termnals, the identifiers of one or nore termnals to be

i nvallfdatiewabidatedefiermigalpdihgcquisition unit 111 (see Fig.3).

First, TRL generation unit 112 stores the acquired
terminal IDs in a ID working area which is an area on a storage
medium such as a memory or the like (step S401), and with
respect to a terminal ID, among the terminal IDs in the ID

15 working area, for which there does not exist a terminal ID
whose LSB only differs, TRL generation unit 112 generates
and stores the terminal ID whose LSB only differs in the ID
working area, and retains the generated terminal ID as an
exception ID (step S402).

20 TRL generation unit 112 then stores two pieces of 1-bit
bit data “0” and “*1” in a bit working area which is an area
on a storage medium such as a memory or the like (step S403),
and sets “1” in variable X (step S404).

Following step S404, TRL generation unit 112 focuses
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a bit string having a predeterm ned nunber of bits for identifying a
different one of the termnals, conprising: an invalidated-term nal
information generation unit 10 operable to generate the
invalidated-termnal information using a data format that generically
expresses, by information specifying a value of a section in a bit string
-having the predeternined nunber of bits, all identifiers in which a val ue
of the section matches the specified value; 15 and an output unit operable
to output_the generated,invaljdated-ternmnal i.nformatjon. 19. Th
managenmeft’ deW'cE of° I%i%?B#’l&th&an %r}[a}}?e RGN HatBe- BERA #Ei%at
i nformatjon %Fclu es one_or npre sets of corresponded val ue and

i)
posi t i on" PRy g‘toﬁ:a ESR TOUTSH R GFEGRI BE0P hf R REt FBHNERoM Y PAMPAT e of a
section of a bit string having the predeterm ned nunber of bits, and a
correspofdi igrpiieed dDHEhaTenh jnforealP ofobking aveagBhatspagiifsfivhg a bit
position of the section in the bit string, and (ii) is information
speci fyi agcoaslid itar ikt tbebbighv alriddat e biald nmetohnthe bdéntdiaftiaed
respectively by all identifiers in which a value of a partial bit string
| ocat®d puirrenhtliy WMobndi docaped fdred dnem pa@ep. of position information
mat ches a val ue shown by a piece of value information corresponding to the

pi ece of posiyhen tié domite nuader IR SBERGATRNE s deVi*eq (e kaiom)19,
wherein 10 each termnal is nmanufactured by one of a plurality of

otk 8 epttd e de e dendd aocbRutanionl sbabe g
in the i%%%tk%hﬁﬁtfg% in step S406 (step S408), and with respect to
the terminal IDs satisfying the condition, determines the
10 value of variable X as a mask bit, and determines an N-bit
bit string having the high order X bits set to be the same
as the bit data currently being focused on and the remaining
bits set to “0” as an ID, retains the determined mask bit
and ID as a set in an area of a storage medium such as a memory
15 or the like (step S409), and conducts the step S410 judgment.
In the case that the counted number in step S406 is not
20X (gtep S407), if two or more of the terminal IDs
satisfying the condition in step S406 have an X+1*" bit from
the MSB that is “0”, TRL generation unit 112 stores, in the
20 bit working area, bit data formed by adding a 1-bit “0” to
the low order of the bit data being focused on (step S411),
and if two or more of the terminal ID satisfying the condition

have an X+1*" bit from the MSB that is “1”, TRL generation

unit 112 stores, in the bit working area, bit data formed
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21. An encryption comuni cations device for conducting comuni cations with
a plurality of termnals, each of which holds an identifier, which is a bit
string having a predeterm ned nunber of bits for identifying the termnal,
20 conprising: an invalidated-term nal information acquisition unit
operable to acquire, froman external source, invalidated-term na
information that shows the identifiers of one or nore termnals as
rnformation for specifying one 99 or nore termnals to be invalidated,

the invaljdated-termnal, infornation being structured usin ata format
that gendly c?éﬁjjsp%?pge@ets Ty '%ftgﬁenzpf“’oaraﬁé'c?f%yf'ﬁﬁ Qltacgﬁgag?e]angecti on
i'n a bit string_having the 5 predeterm ned nunber of bits, all identifiers

in whi ch 20Ga5e8 W (HerSdlin RECRE3FESsHBEI $Ten SAlbeudgnentntifier

receiving unit operable, when an identifier held by a termnal is
transmitted frdm tsfer 944 hal TREogeaershéonhanidedtli¥ ijardga® whethegi ng
unit operable to j udge whether the received identifier matches any of the
one or norleereleakibiera pliewe f tXebivvaitddaed- téat fads iydoroatben as
information specifying one or nore termnals to be invalidated; and a

comuBi CafdSis&i dn pPpefid@blieeh i thabhenek vdgsdatpiset 45 bepanybimtghes, to
conduct a predeterm ned communication with the termnal that transmtted

the identydt ofo Y RSEHOEH BH B4G0OCLYRESIN BRIOGR ddd-4tohk aimlfal12and
(ii1) when judged to be a match, to not conduct the predeterm ned

conmun! SS4BIL Lot Beebe el o K, 08, BIERIAON, SRt g
Includes 908 QL fPhe28! 80h 130T d PSS WALHC ARG PRI bt NEQL IR on,
a piece of X-bit bit data yet to be focused on (S410 = NO),
10 increases variable X by “1” (step S413), and judges whether
variable X equals N (step S414).

When variable X does not equal N (S414 = NO), TRL
generation unit 112 returns to step S405, and conducts
processing to focus on the next piece of bit data, and when

15 wvariable X equals N (S414 = YES), TRL generation unit 112
ends the TRL data generation processing.

Here, in embodiment 3, the TRL construction shown in
step S23 of Fig.5 is executed by adding, in addition to a
version, issuer information, an invalidated-terminal number

20 and signature information, an entry number to the one or
plurality of sets of mask bits and IDs retained in an area
of a storage medium as a result of the above TRL data
generation processing, and an entry number to the exception

ID.
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each piece of value information show ng a value of a section 100 of a bit
string having the predeterm ned nunber of bits, and a correspondi ng pi ece
of position information being for specifying a bit position of the section
inthe bit string, and (ii) is information specifying, as a termnal to be
5 invalidated, all termnals identified respectively by all identifiers in
which a value of a partial bit string located in a bit position specified
by a piece of position informati on nmatches a val ue shown by a piece of

val ue i nformation corresponding to the piece of position information, and
10 the judging unit (i) verifies, for each piece of position information,
whet her a _value, in the received identifier, of a partial bit string

| ocated I&La Gt 4Joksh i BROSHESLfAYed by the piece of position information
mat ches a val ue shown by a piece of value information corresponding 15 to
the piece of pBsftildnis afblevehant Hreiing TRuggédatipenpyeeprpsdadhat
there is at | east one match, that the received identifier matches an

i denti f i whishovs by pabrd oy dhied stoed-erdr emltiarfsmibssion. p20c23s iy

i nformation generation nethod that generates invalidated-term nal

i nf orgrat condhertespediyvf yicahtosret orkewpr elietribatsoho Heviimweal iidat edrout of a
plurality of termnals, conprising: an identifier acquisition step of
acquiri ngmblimditerdj fiers of termnals to be invalidated, each identifier
being a bit string having a predeterm ned nunber of bits for identifying a
different one gh1the;ler thAdl $p62d @OntBKR! ki &fst p1BLRALINERLTRI ON
generation step of 5 generating.the invalidated-termnal information to
Show all19b ERGaLARM rkrebs 3604 el el RN € A0 QUL Lkl R 1ot P,
using a data rornat that” generica exXpresses, by | AFOr Tat I on specifying a
val ue of section in bit.strin avi n e predeterm ned nunber of bits,
2T dentPr PERE FRoMoR FPERL AR uf S oaa T8 JRe PF AT HEL BRAOh, RBIbReE 11 od
valule(j 24. The infornatiESSQeneration met hod of claim 23, wherein

reception unit

Collation unit 126 checks whether a terminal ID sent
from a terminal matches a terminal ID shown by one of the
sets of IDs and mask bits in ID-related information in the
TRL (steps S421-424).

15 More specifically, collation unit 126 focuses on a mask
bit in the TRL that has yet to be focused on, derives mask
data corresponding to a value of the mask bit as described
above (step S421), computes a bitwise AND of the terminal
ID sent from the terminal and the derived mask data (step

20 S422), and judges whether the computed AND matches an ID 342
in a set with the mask bit 343 being focused on (step S423).

If judged in step S423 to be a matched (S423 = YES),
collation unit 126 checks whether the terminal ID sent from

the terminal matches an exception ID in the TRL (step S426),
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the invalidated-term nal information generation step (i) specifies one or
nore x values satisfying a condition 15 that, out of the identifiers
acquired in the identifier acquisition step, the nunber of identifiers

whi ch have matching X nunber of bits froma nost significant bit is 2~N x-~,
and (ii) generates the invalidated-termnal information to be structured
fromsets, for each X value, of corresponded 20 significant-digit and val ue
i'nformation, the significant-digit information show ng the X nunber of bit

digits, and, the val ue infor ion showng a value of .a hit string of X bits
Fr om & he H6L1-LaI g PACCHRT bR 260 NRa /2 RAges et prIaPal HREINT ¢ he
predeterm ned nunber of bits. 102 ~ 25. The infornation generation nmethod
of cl ai mfxem \{Hee ctareabalt Eonibfalthe triuinet ufBdobyabndngrlddatgdlity of

manuf acturers, and 5 an identifier identifying the term nal shows the

manuf act dreamigial histep M hal ) byanrd wnds thliengaidvtrigora parasrks et mg neddf nunber
of bits froma nost significant bit in the identifier. 10 26. The

i nf or mat ijardgedeiratd toep O obe laamatzhedh@4s én <t v@ S )nv aldldatteibr er m nal
information generation step ( i ) determnes , as exception information, an

N-bi t 5bi tursitt 110065, Gt HY deeitd DO d tedStrdm N iteaniiddt of one
of the identifiers acquired in the identifier acquisition 15 step,

sati sfyi Rg dt fid Sthe aWhihi Qa1 t fﬁto’fh&nbiﬁv§§."ihﬁ$e@°tte%{(icﬂ%ﬁn(ys@pt he

identifiers acquired in the identifier acquisition step, (1i) provisionally

designat;&v%?ﬁbggégggéﬁgqggé égfi%%hgﬁ Q??Egggﬁhéi?r, (iii) specifies one

or nore yi ng a seco con ron out of 20 identifiers
acquired | n thed do T or acdu siid pn. sten and (e, ot £%5) 0L Yoo
match the ID 342 in the set with the mask bit 343 being focused
10 on (S423 = NO), collation unit 126 judges whether all of the
mask bits 343 in the TRL have been focused on and had the
step S421 to S423 processing conducted (step S424), and if
all of the mask bits 343 have not been focused on and had
the step S421 to S423 processing conducted (S424 = NO),
16 collation unit 126 returns to step S421, focuses on a mask
bit that has yet to be focused on and conducts processing.
If judged in step S424 that the processing has been
completed for all the mask bits (S424 = YES), collation unit
126 judges the terminal ID acquired from the terminal to not

20 be the terminal ID of an invalidated terminal (step S4253),

and ends the TRL collation processing.

Observations

According to the content key distribution system shown
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identifiers which have matching X nunber of bits froma nost significant
bit is 2~-N-"~, and (iv) generates the invalidated-termnal information to
be structured fromsets 103 of corresponded val ues for each specified X
val ue and the exception information, the corresponded val ues being the X
val ue and a value of a bit string of X bits fromthe nost significant bit
inthe 2~-N-"~ identifiers, where Nis the 5 predetern ned nunber of bits
and X is less than N. 27. The information generation method of claim 26,
wherein each_terimnal,_ LS nuf act ured .by one of .a ality of .

mant act PorabCETIERs 35 FRrmd CHags A opRBLBiat Helin St aHARLe e

manuf actyrer, of the termnal by a bit_string_having a predetermned nunber
of bits I FRESSGU: TS 884t adi RupherReandathass EprminaisIDa hasmut er
program for having a conputer execute information generation processing

t hat gen®idt &X5ings | Hatwliebr ai panbenf of thigbnosded Bligigomerthmr e
termnals to be invalidated out of a plurality of termnals, the

i nf or mat isemegemaraatildn iprvedeisia tred | tetuitnags E0capti flentaffew, acguisi ti on
step of acquiring identifiers of termnals to be invalidated, each

i dent 5f i @odeibige atbi bpeldiifiyyg irawva hidatpdedeheririalesl wsbhgr aofTRu tin f or
identifying a different one of the termnals; and an invalidated-term nal

i nf or mat e AL ReATDINtBREPiAE1LA4 bifeser 2hiBohihenynvidd isahed 4114 nal
information to show all of the identifiers acquired in the identifier

acqui si ticﬁ%isﬁse%]?é'ﬂé‘tgef‘mﬂﬁéé é?rfﬁé § Bt hgepsL Heabl % oA PRI TS 1 Y
information specifying a value of a section in a bit string

of the TRL, a value showing the number of digits of the

sections that are the same is determined as a mask bit forming

10 a set with the ID, and terminal IDs relating to the few

terminals that are not invalidated are determined as

exception IDs in the ID-related information. As a result,

it is possible to suppress to data volume of a TRL.

15 Embodiment 4

The following describes a content distribution system
according to an embodiment 4.

Fig.20 1is a structural diagram of a content key
distribution system according to embodiment 4 of the present

20 invention.

In comparison with management device 110 in content key
distribution system 100 shown in embodiment 1, which was for
transmitting a TRL to content key distribution device 120

via a communication channel, in content key distribution
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5 having the predeterm ned nunber of bits, all identifiers in which a val ue
of the section matches the specified value. 29. A storage nediumstoring a
conput er program for having a conputer execute infornmation generation
processing that 10 generates invalidated-term nal information specifying
one or nore termnals to be invalidated out of a plurality of termnals,
the information generation processing including: an identifier acquisition
step of acquiring identifiers of termnals to be invalidated, each
identifier 15 bej a bit stri havi ng.a predeternm ned nunber of .bits for
| dent | fyi HESReHi PPYr BECOFALTS HETRPALASPE. tand HRNARANT Gt Y EERM nal
information generation step of generating the invalidated-term nal

i nf or mat i R0 t¥S STFHHMUTrE thetidsh i TREren & gtirrads meddan godt sErbr
acquisition 20 step, using a data format that generically expresses, by

i nformat i 9 3peePt{rad magalekd vidiskant itde iike biandtai agnhantnlevhe
predeterm ned nunber of bits, all identifiers in which a value of the
secti on naishesbulie ompdefiiced 5241 ues siiSictBPed o cospdt ehepTahr Apofmor
havi ng a conputer execute j udgnent processing that judges, based on an

i dent isf | estbragenkligchnf rsym one of a plurality of term nals, whether the
termnal is to be invalidated, the judgnent processing including: 5 an

identifier recejyipng SiEPebmedsd VhaY [ iof1i agac,[gé m one
of the plurality of%ierniﬁalg, t he ideﬁ?ﬁ??g%qﬁgefﬁgtgépre e%%fﬁ?%g number

f bits: , . ) . nf . it ¢ .
"nval i dat 20 BRI EL LELC e | ot BhbaR PRl s Rpd PR BLeERY | ]

t j .S t i | i_dat i nNQ. dat t that i.cal |
oxpr osses CHYSF ARSI naRtoR Sabainyh Sy Joh Tt B Bf SURRrSne TRRETBE: 161 11 hg
havi ng the det erm ned nunber of bits, all identifiers in which a val ue
of the sé@?fgﬁeﬁaséﬁéé t he specified val ue;

10 Management device 510 is, for example, a computer or
the 1like installed in an organization that conducts
operations relating to the protection of the copyright and
the like of content, and conducts processing to generate a
TRL that has as main content, information for specifying all

16 terminals with respect to which protection of copyright and
the like can no longer be guaranteed due to a decryption key
stored therein having been disclosed (i.e. all terminals to
which an encrypted content key should not be distributed),
and for storing the generated TRL on a storage medium.

20 Management device 510 includes invalidated-terminal 1ID
acquisition unit 111, TRL generation unit 112, and a TRL
storage unit 513, and is capable of mounting storage medium
501, which is an optical magnetic disk or the like.

Here, TRL generation unit 112 functions to generate a
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15 and a judging step of judging whether the received identifier matches
any of the identifiers specified by the invalidated-term nal information.
20 31. A storage nmedium storing a conputer program for having a conputer
execut e judgnent processing that judges, based on an identifier transmtted
fromone of a plurality of termnals, whether the termnal is to be

i nval i dated, the judgnment processing including: 106 an identifier
receiving step of receiving an identifier transmtted fromone of the
pluralit f termnals, the identifier having a predetermned,nu of

D1 15 an RIyEPERETRL SORbRAC it b RGFTAR LoduaP LTS it SpV8 LRAEEi 1 1 ng
i'nval i dated-term nal information that specifies the identifiers of one or
nor e ter REFEIDALS be PASEA dARd GBPng tedakral or ARS t HREOEARHI cdY y
expresses, by information specifying a value of a section in a bit string
havi ng t havplddatteadri treomhnabeIDFcprisitaon waeht1il erand folgonviegh a
val ue of the section matches the specified value; and a judging step of

j udgi ng whet emditetedcPRuetol d®it isfHioaragmtwehies ahg.of the identifiers
specified by the invalidated-term nal information. 15 32. A

conpug er - r eadabpke sterage uRdtubl stHinsEioAYatb Gt Ee t2MRINAbnGRyRd Wher ei n
in order to specify, out of a plurality of identifiers that are bit strings

havi ng arpoadeer Gard-ummeru®itbiis @0 Sesrhgenhbhyiungse1dnbiere one of

a plurality of termnals, the identifiers of one or nore termnals to be

sl ey Ayl AR gl gt (1) s an et T1erspect 110
of a bit Strinﬁag%%%%%n%p7 device 510 conducts TRL
generation/transmission processing in which step S24 shown
10 inFig.5 is replaced by processing to record a TRL on a storage
medium.

Storage medium 501 having a TRL stored therein by
management device 510 1is delivered to content key
distribution device 520. For example, every time a TRL having

15 new content is generated, the TRL may be stored on a storage
medium, and delivered to a content key distribution device.

Content key distribution device 520 is a computer for
conducting content key distribution processing that involves
transmitting an encrypted content key to terminals fromwhich

20 a transmission request for a content key has been received,
so long as the terminal is not an invalidated terminal.
Functionally, content key distribution device 520 includes

TRL, storage unit 121, a TRL reading unit 522, content key

storage unit 123, encryption key storage unit 124,
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the predeterm ned nunber of bits, and (ii) generically expresses, by the
section information, all identifiers in which a value of the section

mat ches the specified value. 5 33. The storage nedi um of claim 32, wherein
the identifier-specifying field is structured to include one or nore sets
of corresponded value information and position information fields, each
value information field storing value information showing a value of a
section 10 of a bit string having the predeterm ned number of bits, and a
correspondin osition informtion.field storipg positjon infp on for
cpect Ty g B RR Bt B R Raq ot LR bo T beF ERp. Wbk T
invalidated-term nal data_is data specifying, as 15 an identifier, of a

t er mi nal SRCTYRHIRAUMER dd 7 aPRG GBREYRLSS Contmitckey tarneMdttdnsrti al
bit string located in a bit position specified by a piece of position

i nf or mat Ued tha8hegnd V&l crrahbarcbynaiipt beg sfovagesnediwnmdl drestored in
a value information field corresponding to a position 20 information field
i n whi chopltdqeileceagfiepbsi diiek,i eftar.nati on is stored. 34. The storage
medi um of cl aim 33, wherein each termnal is manufactured by one of a
plurasity of 1688re,mIRufBeadirgSun &bt I fideitidnerd deatd & yIRIG fidin
termnal shows the manufacturer of the termnal by a bit string having a

predet er itk Janda ik s0& Iﬂcﬂﬁﬂié& 'l@lrcoﬁtéﬁt ﬁ%ﬁ?@'ﬂé@l@lﬁf‘éﬁ‘d@ld@t a

that, in order to specify, out of a plurality identifiers that are bit

Strings B3 oo predetarll Red BwiRemil bl rl Obrhdstld LHIig Pafl fferent

one of a plurality of term nals

termnals to b%oh% adékgf§l Qi%o%%eﬁ%jkey'dlstrlbutlon system 500,

management device 510 and content key distribution device

10 520 can realize transfer, even when not connected by a
communication channel.

A TRL employed in embodiment 4 may be a TRL as shown

in any of embodiments 1 to 3, and the content key distribution

device may be structured to conduct TRL collation processing

15 and the like as required by the structure of the TRL.

Supplementary Matters

An encryption communications system according to the

present invention is described above in embodiments 1 to 4

20 when applied as a content key distribution system. The
present invention is, however, not limited to embodiments

such as these. More specifically:

(1) In embodiments 1 to 3, a communication channel is shown

78



identifier-specifyingfield that stores section information for specifying a
val ue of a section of a bit string having the predeterm ned nunber of bits,
and (ii) generically expresses, by the section information, all identifiers
in 15 which a value of the section matches the specified value. 36. An
encryption conmmuni cati ons system conprising an encrypti on conmuni cations
~device, a plurality of termnals that each transmt to the encryption
comuni cations device 20 a key identifier having a predeterm ned nunmber of

bi t t.d t | i dat dentifi
oo o o CHBRPETIE B v e S5085 SR RARtE FEB1 058 Pl s
wherei n t he nanagenent devi ce has: 109 an invalidated-jdentifier

i nf or mat FORtGéer @Yoﬁlﬁﬁqﬁhﬁﬁ%%%l@eﬁécﬁenéﬂaielﬁh@mhﬁﬁﬂm%ﬁﬁeéJldbntlfler
information using a data format that generically expresses, by information
speci fyi soxags neddtimisethovn for ass insdiel hgesihavd ARL hHoped®ster m ned
nunber of bits, all identifiers in which a value of the section matches the
speci fi ed TRumayabe amwamsfmnredilbetpeenbh eménagempntt tes igenamat ed
invalidated-identifier information, and 10 the encrypti on conmuni cations

devi c& hasntamtackry sdikenibuitli opedadl €et Qsdaquid ecdiil®ination of a
inval idated-identifier information outputted by the nanagenent device; an

i denti fi @bpiRGAl M ok RaPRET aRhE &Osﬁéﬁﬁbéemédﬁﬁﬁl1§tkd%mddﬁrﬂ a
transmtted fromone of the plurality of térmnals; ud glng uni t

bl f th
ohe o TrE t"ef%%em Fﬁér%é%ﬁ%fé%?%%&%aé‘?ymégﬁ%l Fop hiEacgBger 1o
f t t t, bl I dt t
be. any. mHENHEE tod “cShter FRES B H AP P arla W At i e
(hat ragem 6 Uhs eyl den L by, BeL 0L 0 A S YgR&R ot 10

10 key distribution device via a communication channel.

(2) A content playback device shown in the above
embodiments 1is not necessarily required to send a
transmission request to a content key distribution device
15 after acquiring encrypted content, and may, for example,
acquire and conduct playback of encrypted content after

acquiring a content key.

(3) Each content playback device shown in the above
20 embodiments is structure to hold a decryption key unique to
the content playback device, and a content key distribution
device is structured to hold encryption keys that correlate
one-to-one with the decryption keys. However, a content

playback device may be structured to have a plurality of
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110 . AS3E. A E. A ;, 2. AY. A@. AaS. Af . A3@ AFf . AS. Ay. ANy. Ay. A

f.Af.Ay. A3y. Aaf . A3y. Ay. Af. A . Ay. A Ay. A A Ay. AYu.A A .A A _AYu. A A3;y. A Ay. A
A LA A A A3.A3. A AF. Ay. AF. A L AFS. A A AY.A A AAYU .AA . AAAAy. A A3
.ACA3.A A3LA A LA LA Ay . AFa. A A A Auy. A A AYu. A@A. AF. AS. Af. Al af . Ay. A3 . A
y.A3f.AS.Ay. AS A .AAAAAAN.AA.AA.A3AA 7TQ[29J-29;

<EFLMSTe@ vql gb] X] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caV] ca] ca\/] calcalcalc
a)] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] c<a]cRa! @, h A { >Z]

zupkf a\ W.ca] cal.ca] cal ca] cal cal cal.c caJcalca ca ca a] ca] ca
cal cal cal ATORa] CAFUaT e AT ar ooy et 56 i et EEhERTLETY ebgRekie cal eal
KKA| SB{ $[ } xsni d _Z] c cal ca ¢a] ca] calcal,cal cal] cal] caJca]lca]ca]ca]ca]c
A] ca] co] CRPCaT CanapBaras) oy ] BB e %&%@éﬁgﬁ]@ 459 cal cal ¢
a] ca] ca] ca] ca] ca ca] cajca]ca ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caJca]ca]c
a] ca] ca] &) £efd ng a ecryptlon key. Furthermore, the content

X@\Dc} xsni d_Z] c] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca
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8 bits or the like, the mask bit may be variable-length data
and paired with information showing the data length.

10
(7) In relation to ID-related information obtained as a
result of the TRL data generation processing shown in
embodiment 3, when a terminal ID is 128 bits, and the
ID-related information includes an exception ID and a set

15 having an ID whose LSB is “0” and a mask bit of “127”, the
set and the exception ID may be deleted, and a set added to
the ID-related information that has mask bit of *128” and
a bit string obtained by inverting the LSB of the exception
ID as an ID.

20 Furthermore, in embodiment 3, each exception ID is
described as showing a single terminal ID, although instead
of the exception ID shown in Fig.1l7, exception group
information that includes one or a plurality of sets of

exception IDs and exception mask bits may be included in the
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terminals are invalidated terminals, and determines whether

or not to execute some sort of communication processing
depending on the judgment result, then the communication
15 processing content is not especially limited to transmitting
encrypted content keys. For example, it is acceptable to
determine, depending on the result of the judgment as to
whether a terminal 1is invalidated, whether to execute
processing for receiving important data sent from the
20 terminal after being encrypted by performing an encryption

unique to the terminal.

(9) A computer program for having a computer or the like

execute the processing procedures of the content key
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distribution system constituted by a plurality of terminals,
computers, or the 1like, for providing the copyright
protection of digital content.
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an invalidated-terminal information generation unit

operable to generate the invalidated-terminal information
using a data format that generically expresses, by
15 information specifying a value of a section in a bit string
having the predetermined number of bits, all identifiers in
which a value of the section matches the specified value;
and
an output unit operable to output the generated
20 invalidated-terminal information, and
the encryption communications device has:
an invalidated-terminal information acquisition unit
operable to acquire the invalidated-terminal information

outputted by the management device;
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10 the terminal that transmitted the identifier, by performing
an encryption unique to the terminal, and (ii) when judged

to be a match, to not conduct the predetermined communication

with the terminal.

15 2. The encryption communications system of claim 1, wherein
the invalidated-terminal information (i) includes one

or more sets of corresponded value and position information,
each piece of value information showing a value of a section

of a bit string having the predetermined number of bits, and

20 a corresponding piece of position information being for
specifying a bit position of the section in the bit string,

and (ii) is information specifying, as a terminal to be
invalidated, all terminals identified respectively by all

identifiers in which a value of a partial bit string located
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value shown by a piece of value information corresponding
to the piece of position information, and (ii) judges, when
verified that there is at least one match, that the received
identifier matches an identifier shown by the

invalidated-terminal information.

3. The encryption communications system of claim 1, wherein

the invalidated-terminal information (i) includes one
or more sets of corresponded representative information and
mask flags, each piece of representative information being
a bit string having the predetermined number of bits, and
a corresponding mask flag having the predetermined number
of bits, and (ii) is information specifying, as a terminal
to be invalidated, all terminals identified by identifiers
in which a value of a section having a bit value of “1” in
a mask flag matches a value of the section in a piece of

representative information corresponding to the mask flag,
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10 4. The encryption communications system of claim 3, wherein
the invalidated-terminal information generation unit
generates isolated-value information for including in the
invalidated-terminal information, each piece of
isolated-value information having the predetermined number
15 of bits,
the invalidated-terminal information is information
further specifying, as a terminal to be invalidated,
terminals identified by identifiers that match a piece of
isolated-value information, and
20 the judging unit further judges, when the received
identifier matches a piece of isolated-value information,
that the received identifier matches an identifier shown by

the invalidated-terminal information.
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identifier, a value of a bit string having, from a most
significant bit, a number of bit digits shown by the piece
of significant-digit information matches a value shown by
a piece of value information corresponding to the piece of
20 significant-digit information, and (ii) Jjudges, when
verified that there is at least one match, that the received
identifier matches an identifier shown by the

invalidated-terminal information.
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15 the most significant bit in the 2"*® identifiers, where N

is the predetermined number of bits.

7. The encryption communications system of claim 6, wherein
each terminal is manufactured by one of a plurality of

20 manufacturers, and
an identifier identifying the terminal shows the
manufacturer of the terminal by a bit string having a
predetermined number of bits from a most significant bit in

the identifier.
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9. The encryption communications system of claim 7, wherein
each terminal holds a decryption key unique to the
10 terminal, and is further operable to internally store
encrypted content, which is content encrypted by a content
key,
the output unit conducts the output by transmitting the
invalidated-terminal information to the encryption
15 communications device,
the encryption communications device has:
an encryption key storage unit operable to store
encryption keys that correlate one-to-one with the
decryption keys of all of the terminals; and
20 a content key storage unit operable to store the content
key,
the invalidated-terminal information acquisition unit

conducts the acquisition by receiving the

invalidated-terminal information transmitted by the output
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which transmitted the identifier, and transmits the
encrypted content key to the terminal, and
each terminal has:

10 a decrypting unit operable to decrypt the encrypted
content key transmitted from the encryption communications
device, using the decryption key unique to the terminal; and

a playback unit operable, when the encrypted content
is stored in the terminal, to decrypt the encrypted content

15 using the decrypted content key, and to playback the

decrypted content.

10. The encryption communications system of claim 1, wherein

the invalidated-terminal information (i) includes one

20 or more pieces of generic and exception information, each
piece of generic information specifying both a section in

a bit string having the predetermined number of bits and a
value of the section, and each piece of exception information

having the predetermined number of bits, and (ii) is
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specified by a piece of generic information matches a value
specified by the piece of generic information, and which do
5 not match a piece of exception information, and
the judging unit (i) verifies whether a section, in the
received identifier, specified by a piece of generic
information matches a value specified by the piece of generic
information, and (ii) judges, when verified that there is
10 a match, that the received identifier matches an identifier
shown by the invalidated-terminal information, except when

the received identifier matches a piece of exception

information.

15 11. The encryption communications system of claim 10, wherein
the management device has an identifier acquisition
unit operable to acquire the identifiers of all terminals

to be invalidated, and
the invalidated-terminal information generation unit
20 (i) determines, as the exception information, an N-bit bit
string, obtained by inverting only a least significant bit
of one of the identifiers acquired by the identifier
acquisition unit, satisfying a first condition that the bit

string not match any of the identifiers acquired by the
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invalidated-terminal information by determining, as the
generic information for each specified X value, information
10 specifying the X value and a value of a bit string of X bits

from the most significant bit in the 2% identifiers, where

N is the predetermined number of bits and X is less than N.

12. The encryption communications systemof claim 11, wherein

15 each terminal is manufactured by one of a plurality of
manufacturers, and

an identifier identifying the terminal shows the

manufacturer of the terminal by a bit string having a

predetermined number of bits from a most significant bit in

20 the identifier.

13. The encryption communications system of claim 12, wherein
each terminal holds a decryption key unique to the

terminal, and is further operable to internally store
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an encryption key storage unit operable to store
encryption keys +that correlate one-to-one with the
decryption keys of all of the terminals; and
10 a content key storage unit operable to store the content
key,
the invalidated-terminal information acquisition unit
conducts the acquisition by receiving the
invalidated-terminal information transmitted by the output
15 unit,
the communication unit, when judged by the judging unit
that the received identifier does not match any of the
identifiers shown by the invalidated-terminal information,
encrypts the content key using an encryption key that
20 correlates with the decryption key unique to the terminal
which transmitted the identifier, and transmits the
encrypted content key to the terminal, and

each terminal has:

a decrypting unit operable to decrypt the encrypted
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10 manufacturers, and
an identifier identifying the terminal shows the

manufacturer of the terminal by a bit string having a

predetermined range in the identifier.

156 15. The encryption communications system of claim 1, wherein
each terminal holds a unique decryption key,
the encryption communications device has an encryption
key storage unit operable to store encryption keys that
correlate one-to-one with the decryption keys of all of the
20 terminals,
the communication unit, when judged by the judging unit
that the received identifier does not match any of the
identifiers shown by the invalidated-terminal information,

encrypts communication data using an encryption key that
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10 invalidated-terminal information to the encryption
communications device, and

the invalidated-terminal information acquisition unit

conducts the acquisition by receiving the

invalidated-terminal information transmitted by the output

15 unit.

17. The encryption communications system of claim 1, wherein

the output unit has a mounting subunit operable tomount

a storage medium, and conducts the output by storing the

20 invalidated-terminal information on the mounted storage
medium, and

the invalidated-terminal information acquisition unit

is operable to mount the storage medium, and conducts the

acquisition by reading the invalidated-terminal information
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identifying a different one of the terminals, comprising:
an invalidated-terminal information generation unit
10 operable to generate the invalidated-terminal information
using a data format that generically expresses, by
information specifying a value of a section in a bit string
having the predetermined number of bits, all identifiers in
which a value of the section matches the specified value;

15 and
an output wunit operable to output the generated

invalidated-terminal information.

19. The management device of claim 18, wherein

20 the invalidated-terminal information (i) includes one
or more sets of corresponded value and position information,
each piece of value information showing a value of a section
of a bit string having the predetermined number of bits, and

a corresponding piece of position information being for
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#10 A)I(L)J each terminal is manufactured by one of a plurality of

manufacturers, and
an identifier identifying the terminal shows the
manufacturer of the terminal by a bit string having a
predetermined range in the identifier.
15
21. An encryption communications device for conducting
communications with a plurality of terminals, each of which
holds an identifier, which is a bit string having a
predetermined number of bits for identifying the terminal,
20 comprising:
an invalidated-terminal information acquisition unit
operable to acquire, from an external source,
invalidated-terminal information that shows the identifiers

of one or more terminals as information for specifying one
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()-39Cs M 1012 rshpigq )umit operable to judge whether the receive

identifier matches any of the one or more identifiers shown
by the invalidated-terminal information as information
specifying one or more terminals to be invalidated; and
a communication unit operable (i) when judged to not
15 be any matches, to conduct a predetermined communication with
the terminal that transmitted the identifier, by performing
an encryption unique to the terminal, and (ii) when judged
to be a match, to not conduct the predetermined communication
with the terminal.
20
22. The encryption communications device of claim 21, wherein
the invalidated-terminal information (i) includes one
or more sets of corresponded value and position information,

each piece of value information showing a value of a section

100



s! 109%9& () - 9s! 10%H& ()- 100 100 1008=10%08' () - LOM 10%0& () -, i dEbCs

M 10L" 109%& ()-Lf ! 109%& ()-LL ! 109%& () -

10%8& () -1 10%& ()- Lml0%& () - EdEbCs

M 108#10%¢& ()-LS$ ! 10%& ()-L! 1 10%& ()-L ! 10%& ()-s9! 10%& ()- 10%& ()- 3
0| dEbCs

M I0L2 ! 109& () - O#10%& ()-L. 109%& ()-LS, ! 109%& ()-L9* ! 109%& ()-L3( !10%
b& ()-$\ xnbCs M 10M 109%& ()- 10b 10b

10bF=10%& () -.L9M 10%&" () -L6M 10%& () - L4M.10%& ().- A{ d

M 10SM 194 Ol SEIGRG CPVATShE PWP%@@@%@%@(B@&?%E O&!nggg‘&'( P08 hdEnbCs
M 10#M 109%&' ()-!M 10%& ()-M 10%& ()-M 109%& ()- Y#10%&' ()-1!10%& ()- hPdEnbCs
M 10YO0#1®%&OXrSsnAndgy ( Pisce wbgeresidipmn ohgfeymation being for

(M 109%& () - Y&#10%& () - JMNOP; xnb@ M 10! A@40%& ()- 10 10
103=10%gsp¢c oy i0gRa( hi¥epeedkion 26 thersertirpyinbiehetbtgstyring,

3$#10%& ()-S \3$#10% & ()-S s109%& ()-!F @40% ()- 'A @A0%& ()-

bCs9 ! 108h& (i1YCHOYMRTOrTAtiIcHO%BE¢)fydha%b&d )a terifinal to be
10F=10%& () - C4dEbCs10%& () - &10%& () - 10%& ()-LY: ! 10%& () - L@ 10%& () - 9&

1 10%0& { hvANYEekliEs 93 10 %nSr i ) n 98" £ dBHRE e (rd JENOE €21 YHBO%RE1() - LEM 1
0%& ()-9! " I 10%& () - ZKor saB7C

10bl 3=109K& vhlcBo ' A LQWRE 4 0% (4 Upb&' () -
Cur iy STIBORT (Y GO S1OvE - Tobd o L P R Ya T 10

L0090 B LRI 0 S AU s RS a8
(1006 () SERAADSE ) A0 Qoo L ed0 o age AASARBREAPH o

10M 10%<& () - @10%<& () - 109%<& ()-sf 109%& ()-sl "!10%& ()-SM 10%& () -
105q>dE:¢o£%eg%ondiné)to the é}ece of poégtion in or§5££o§, a%ér& 0

100f M 109%<& () -3fM 109%& ()-33L#10%& ()-s3 10%& ()-s ! 10%& ()-M 109%& (
) - >WbdE: / the judging unit (i) verifies, for each piece’ of

10LO#109%<& ()-s3. M 10%& ()-s, M 10%& ()- * 110%& ()-s' M 109%& () -
%#10%<& PPsOUYNG 1Dnfioxmation, whether a value, in the received
identifier, of a partial bit string located in a bit position
specified by the piece of position information matches a

value shown by a piece of value information corresponding

15 to the piece of position information, and (ii) judges, when
verified that there is at least one match, that the received

identifier matches an identifier shown by the

invalidated-terminal information.

20 23. An information generation method that generates
invalidated-terminal information for specifying one or more
terminals to be invalidated out of a plurality of terminals,
comprising:

an identifier acquisition step of acquiring
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10<3=10%¢& the>Wdehtifiers acquired in the identifier acquisition
step, using a data format that generically expresses, by
information specifying a value of a section in a bit string

having the predetermined number of bits, all identifiers in

10 which a value of the section matches the specified value.

24, The information generation method of claim 23, wherein

the invalidated-terminal information generation step

(i) specifies one or more X values satisfying a condition

15 that, out of the identifiers acquired in the identifier
acquisition step, the number of identifiers which have
matching X number of bits from a most significant bit is 2x

and (ii) generates the invalidated-terminal information to

be structured from sets, for each X value, of corresponded

20 significant-digit and value information, the
significant-digit information showing the X number of bit
digits, and the value information showing a value of a bit

string of X bits from the most significant bit in the 2%

identifiers, where N is the predetermined number of bits.
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10 26. The information generation method of claim 23, wherein
the invalidated-terminal information generation step

(i) determines, as exception information, an N-bit bit string,
obtained by inverting only a least significant bit of one

of the identifiers acquired in the identifier acquisition

15 step, satisfying a first condition that the bit string not
match any of the identifiers acquired in the identifier
acquisition step, (ii) provisionally designates the
determined bit string as an identifier, (iii) specifies one

or more X values satisfying a second condition that, out of

20 identifiers acquired in the identifier acquisition step and
the provisionally designated identifier, the number of
identifiers which have matching X number of bits from a most

N-X
2( )’

significant Dbit 1is and (iv) generates the

invalidated-terminal information to be structured from sets
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27. The information generation method of claim 26, wherein
each terminal is manufactured by one of a plurality of
manufacturers, and
10 an identifier identifying the terminal shows the
manufacturer of the terminal by a bit string having a
predetermined number of bits from a most significant bit in

the identifier.

15 28. A computer program for having a computer execute
information generation processing that generates
invalidated-terminal information specifying one or more
terminals to be invalidated out of a plurality of terminals,
the information generation processing including:

20 an identifier acquisition step of acquiring
identifiers of terminals to be invalidated, each identifier
being a bit string having a predetermined number of bits for
identifying a different one of the terminals; and

an invalidated-terminal information generation step of
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29. A storage medium storing a computer program for having

a computer execute information generation processing that

10 generates invalidated-terminal information specifying one

or more terminals to be invalidated out of a plurality of

terminals, the information generation processing including:

an identifier acquisition step of acquiring

identifiers of terminals to be invalidated, each identifier

15 being a bit string having a predetermined number of bits for
identifying a different one of the terminals; and

an invalidated-terminal information generation step of

generating the invalidated-terminal information to show all

of the identifiers acquired in the identifier acquisition

20 step, using a data format that generically expresses, by

information specifying a value of a section in a bit string

having the predetermined number of bits, all identifiers in

which a value of the section matches the specified wvalue.
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transmitted from one of the plurality of terminals, the
identifier having a predetermined number of bits;
an invalidated-terminal information acquisition step
of acquiring invalidated-terminal information that
10 specifies the identifiers of one or more terminals to be
invalidated using a data format that generically expresses,
by information specifying a value of a section in a bit string
having the predetermined number of bits, all identifiers in
which a value of the section matches the specified value;
15 and
a judging step of Jjudging whether the received

identifier matches any of the identifiers specified by the

invalidated-terminal information.

20 31. A storage medium storing a computer program for having
a computer execute judgment processing that judges, based
on an identifier transmitted from one of a plurality of
terminals, whether the terminal is to be invalidated, the

judgment processing including:
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invalidated using a data format that generically expresses,
by information specifying a value of a section in a bit string
having the predetermined number of bits, all identifiers in

10 which a value of the section matches the specified value;
and
a judging step of Jjudging whether the received
identifier matches any of the identifiers specified by the
invalidated-terminal information.
15
32. A computer-readable storage medium storing
invalidated-terminal data, wherein
in order to specify, out of a plurality of identifiers
that are bit strings having a predetermined number of bits
20 for identifying a different one of a plurality of terminals,
the identifiers of one or more terminals to be invalidated,
the invalidated-terminal data (1) has an

identifier-specifying field that stores section information

for specifying a value of a section of a bit string having
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a corresponding position information field storing position
information for specifying a bit position of the section in

the bit string, and
the invalidated-terminal data is data specifying, as
15 an identifier of a terminal to be invalidated, all
identifiers in which a value of a partial bit string located
in a bit position specified by a piece of position information
matches a value shown by a piece of value information stored
in a value information field corresponding to a position
20 information field in which the piece of position information

is stored.

34. The storage medium of claim 33, wherein

each terminal is manufactured by one of a plurality of
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manufacturers, and
an 1identifier identifying the terminal shows the
manufacturer of the terminal by a bit string having a

predetermined range in the identifier.

35. Invalidated-terminal data that, in order to specify, out
of a plurality of identifiers that are bit strings having
a predetermined number of bits for identifying a different
one of a plurality of terminals, the identifiers of one or
more terminals to Dbe invalidated, (1) has an
identifier-specifying field that stores section information
for specifying a value of a section of a bit string having
the predetermined number of bits, and (ii) generically
expresses, by the section information, all identifiers in

which a value of the section matches the specified value.

36. An encryption communications system comprising an
encryption communications device, a plurality of terminals
that each transmit to the encryption communications device
a key identifier having a predetermined number of bits, and
a management device that generates invalidated-identifier
information specifying one or more key identifiers to be
invalidated, wherein

the management device has:
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an invalidated-identifier information generation unit
operable to generate the invalidated-identifier information
using a data format that generically expresses, by
information specifying a value of a section in a bit string
having the predetermined number of bits, all identifiers in
which a value of the section matches the specified value;
and

an output unit operable to output the generated
invalidated-identifier information, and

the encryption communications device has:

an acquisition wunit operable to acquire the
invalidated-identifier information outputted by the
management device;

an identifier receiving unit operable to receive a key
identifier transmitted from one of the plurality of
terminals;

a judging unit operable to judge whether the received
key identifier matches any of the one or more key identifiers
specified by the invalidated-identifier information; and

a communication unit operable, only when judged to not
be any matches, to conduct a predetermined communication with
the terminal that transmitted the key identifier, by
performing an encryption relating uniquely to the key

identifier.
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