Intermediary node with distribution capability and communication network with federated metering
capability Field of the invention 5 The present invention relates to an intermediary node, to a
communica- tion network, to a communication method, to a program element and to a
computer-readable medium. In particular, the presentihvention relates to an intermediary node, to a
communication network, to a communication method, 10 to a program element and to a
computer-readable medium, wherein the intermediary node is adapted to selectively communicate with
a first control node or a second control node which serve different kinds of response data. Background
of the inventioH 18 MediIy,RRHErvathrdistainstiorn sapR Bl kinasd apmarcmeationcasbwahamviitbecure
and indisputable. In case electronic comyaypigaliaHSSAJLsHgEHRYCh transactions, confidentiality,
identification of sender/recipient and mes- sage integrity of Such communication must be ensured
electronically, and 20 relevant communication events must be registered in a non-repudiation protocol
for reasons of flakkabiig. ihegaktRrd business demands must be satisfied, and data privacy as defined
by applica$le law or by individual users or user groups must be maintained at the same time.
Examples Tor such transactions can be the transmission of e-invoices, the management of 25
purchasing transactidine grteexecudintion digiedpestahseierase S adHaSIataRshindingL-malil.
Challenges ar%oman&old e}Tn may be met using embodiments of the invention, in particular by adopting
raiSh o SR THMSAEOR REEEAThi 91 rORERIT Slemanigabkibbdiments of

a new flexible Archieciura
the invention. GOWMIZ007ZGEDIR Alatitcinsen paamamenicatioprasiRmSOEMIFNGRENdELHNI, a
recipient unit %ﬁ'&ﬂ# | unit, wherein the sender unit is adapted to generate an electronic message,
to send the electronic?ﬁ% Slé%)ge,% a cormmunication netwoPk, to a’communication method,
10 to a program element and to a computer-readable medium, wherein the
intermediary node is adapted to selectively communicate with a first control

node or a second control node which serve different kinds of response data.

Background of the invention

15
E-commerce and transactions of all kinds require communication that is

secure and indisputable. In case electronic communication is used to effect
such transactions, confidentiality, identification of sender/recipient and mes-
sage integrity of such communication must be ensured electronically, and

20 relevant communication events must be registered in a non-repudiation
protocol for reasons of traceability. Legal and business demands must be
satisfied, and data privacy as defined by applicable law or by individual users
or user groups must be maintained at the same time. Examples for such
transactions can be the transmission of e-invoices, the management of

25 purchasing transactions or the execution of digital postal services, such as
trusted and binding e-mail. Challenges are manifold and may be met using
embodiments of the invention, in particular by adopting a new flexible archi-
tectural approach with innovative technical processes according to embodi-
ments of the invention.

30 WO 2007073943 Al discloses a communication system comprising a
sender unit, a recipient unit and a control unit, wherein the sender unit is

adapted to generate an electronic message, to send the electronic message



- 2 - directly to the recipient unit, and to send a sending information message to the control unit
indicating that the sender unit has sent the electronic message to the recipient unit, wherein the
recipient unit is adapted to receive the electronic message directly from the sender unit and to send a
receipt infor- 5 mation message to the control unit, the %e?:eipt information message indicating that a
user of the recipient unit has received the electronic message. WO 2007073943 Al furthermore
discloses that a provider may communicate with the sender unit in a manner that the provider knows

the identity of g 0 sender. unit. However, in confrast to this, a communication 10 between the
first control en%tégg%r!& 'E(]g e 'enﬁr"dpé tﬁgaet&a?arh FhaDine DiRrmal e Resaeante so that

e second con
the identity of the sentiet umittvinitiatt regkiiabrtiie tengecantitchat ekeitiie elecFRaiR MAkHEsR need
for an intermegi munication network, for a communication method, for a program
element and fgéagp{f{flpggﬁrﬁﬁﬁgﬁgdgé er%'é UM W ‘%‘ﬁrﬁl&ﬂ' éﬁf@&ﬁﬁﬁﬁﬁ&éﬁ&ﬁ‘mﬁ%mgh degree
of data securi§iefiFerihmesaageutlirgrtieftom dheesesiderdatdtaay be Foptbyatdsipantifiar

satisfying lpcalisgylations, Rat r wq}f . ractice of keeping data protected from.
corruption and unauthorize(é%z?c?(ejsss.grgée‘ ocusgﬁleq;%de data s %b?ﬁ?/'prnﬁ‘%*gg F&Peéﬁ?ﬁ% M&%ﬁ}%ne
protect- 20 ind /Rl SoHaEOPESHSOFatNiaRE. Unit Masmeetitredatieye leetdait intesswgkary node, a
communication systefR-Lomprigibie fepasl jcation method, a program
element and a computer-readable medium accora%(gr%o ts§ Iﬁn%%é%%%eﬁt%ﬁg}’r@egr@%Yo%%ﬂa’f1‘25
Summary of tiéCRiFeWiBhthe sgaderdijtidnan eraboegmibatdhiherreisian mosvsiohe dddntsrynetliary

node (such as:agamBrite 3EURPUIRNC!HBIReePCH BN EAIBPUIEL NGB, A0-RACK- A pobile phone)

is provided, wherein the intermediary node comprises a first control node communication module (in

particulat lloRfTY'EsRiIthLFratcermntiahieation 2RErhe sassmdsconisrivaditity aregandiogichgon
interface) sender unit may be anonymous so that the identity of the sender unit will not
be known to the second control entity.

There may be a need for an intermediary node, for a communication
network, for a communication method, for a program element and for a

15 computer-readable medium which allow data communication with a high
degree of data security, wherein in particular protection of sensible data may
be improved, in particular satisfying iocal regulations. Data security may be
the practice of keeping data protected from corruption and unauthorized
access. The focus behind data security may be to ensure privacy while protect-

20 ing personal or corporate data.

To meet the above need an intermediary node, a communication system
comprising the intermediary node, a communication method, a program
element and a computer-readable medium according to the independent
claims are provided.

25

Summary of the invention

According to an embodiment of the present invention, an intermediary
node (such as a computer, a computer cluster, a network computer, a note-
30 book, a mobile phone) is provided, wherein the intermediary node comprises a
first control node cornmunication module (in particular allowing setting up a

communication channel, such as by providing a communication interface)



- 3 - adapted for forming a first communication network (which may comprise a wire-based network
or/and a wireless communication network, in particular a private communication network) with a first
control node (in particular com- prising one or more computers, such as server computers or
comprising a 5 cluster of computers); a second node cBrmmunication module (in particular allowing
establishing a second communication channel by providing an inter- face) for forming a second
communication network (in particular a private communication network which may be wire-based

I g8C nd controﬁp%dﬁ]e %{l{lﬁartjcular com&ising one or more computers, such as

Yo Wirelesgb%étr%aw%rergw the fir dAlfsH B NEHYR KRS SRRV RP BUpAR SR from the

10 server compu
second commutiieatiasedengbrlo tiunh dinat awtafussiticationvicdatnexehanee, hetp@erdng-fiyst
control node EQ& S ntrol node may be perfoymed via the intermediary node); and a user
node commuf\ﬁ%itlon ncf%qﬁu b %ﬁ;?%gécr’ﬁcﬂ a(%rW aCNE)X i‘ﬁvdlggs?aﬁ% ﬁ?d‘g%iyﬂﬂ‘ﬁﬁﬁgép %’ﬁ'dﬁ’zcﬁﬁﬁ?fel by
providing an iEsagepadgstetois fomingersissucormseaieati@o metuents (ahignipaisibe wire-based
and/or wirglesgihased,d a1 hej ublic communication, network, such as the internet) with
at least one first user no%gr%\éhic t h%nc%ggr%]og}éeh 8%% S?ang%g?ﬁzb%e%?%'c% & 8%@5‘85& a
desktop compatevang/establigiriagia samimdacermobiieptionej2zharet y ppteaddorg ecelvirg-a user

request (in pardealarompispPLeclial ol fiRcRaESIoNAR RIHCHIAL AnRloque lggtric signals
and/or digital electric signals, the signal representing in particular a atdstructure Al 5@h&re to a
particular comfFRTMBHEGT PR Grwalsinddatpmey/ipeowiterbiroad thodifst wseelrsd witiparticular, the

user request BaydpRITEsRIYEFHB R ANTHBIER AR e I BRI S JhFBer demieRbmAL b received

in a non-encrypted form. In particular, the user request may Tomprise a digital fingerpri content
data whidlf! wetBHSEeFREaR{FeRe) fidh BERINHdi iR FuB R Wikcationestwopiinisnicationucticanel or

data transfer RIOERSSRparatetdrain kgl Singeuint of RutBAt Sala Eﬁgggppgqgﬁc pashcode of
D) and the i

30 the content data, a checksum of the content data, a general user id (GU e. Thereby,

the intermedidf) REYENEAIRDRE 48 GerxrhrNgR S iragn khe firstisgntmboedsopaadie software) an
anonymous useu?atieshivdhinb s asaohalour RpFAINGAe K ALV ALINGL RuRs: nare, whagiein the
e

anonymous use(rgrﬁe%uest may for example comprise a digital fingerprint (in particular a hash-code) of
r

the identity of B8 firsP NBHREALI 8P ARARH G Jital RRGEBIRR: 280vrng establishing a communica-

15 tion channel by providing an interface) adapted for forming a user communica-
tion network (which may be wire-based and/or wireless-based, in particular
being a public communication network, such as the internet) with at least one
first user node (which may comprise one or more computers, such as a
notebook, a desktop computer and/or a phone, in particular a mobile phone)

20 and adapted for receiving a user request (in particular comprising electricai or
electronic signals, in particular analogue electric signals and/or digital electric
signals, the signal representing in particular a data structure and adhere to a
particular communication protocol, such as ftp, tcp/ip or http) from the first
user node. In particular, the user request may be received in a encrypted

25 form. In particular, the user request may be received in a non-encrypted form,
In particular, the user request may comprise a digital fingerprint of content
data which were received by the first user node previously (via a further
communication channel or data transfer process).

Herein a digital fingerprint of content data may comprise a hashcode of

30 the content data, a checksum of the content data, a general user id (GUID)

and the like.

Thereby, the intermediary node is adapted to generate (such as by us-



5 a hashcode or checksum) of any data indicative of the identity of the first user node or indicative of a
user employing the first user node for data communication) based on the user request (such that the
user request or a data structure representing the user request is transformed or modified in order to
derive the anonymous user request therefrom, such as by using a decryption technique 10 (in case the
user request is in encrypted form), or by forming a digital fingerprint (in particular a hashcode or a
checksum) of particular data items com- prised in the user request) and to perform a selection (based
on the user re %t gr_&@%@%in o&lfcoun;tthe uger request) to transmit the anonymous user request
contro

selectively to the'firs NSUE of 16 the UESTBNYY AU YBRT par&E WRsh 8RRty the

node or to the se
selection, the aHonyelg@ininerthe gersitmay bedrrstroitiediodae weleatnd wrRNEAbAYHSHI:E Ligsthe

first control no trol node. In particular, the intermediary node is adapted to
selectively trar@%ﬁ%e%a%gﬁgﬁ%%g u (L% Fé’ﬁggﬁ% ?hé'sﬁ%:tﬁfcfé q;:}{gbte(dg} %“fﬁlg%@t’fﬁ@%ﬁol node,
wherein the selggarPiieHedntdadas thelrdbiamdt seitiegoay thel inteigiesdifingeegenmesuer Based on
informatior cognpesadMithj r e based. for example on a geographical location
of the first user node o?%gg%?‘o%]fggﬁi%él ?ft%aﬁ%ﬁ%é@ﬁ?rﬁ%ﬁi%ﬁ%%p'fﬁ%?E&Pffas R W38 in
particular be bA%€8 8h iRl e A abllises ominvting dfite Srsfferseryoite fusidetatrrmesenans the
second controfipaqe; 28 BAHE A5 PR pﬁ%\ﬁ 3Rk ﬁﬁg & Fr)g(r?txi.[lcéjsléro kind of response data,

e

wherein this kind of res?onse data may be available only on'or at one 0 ir&%orﬁ‘f‘%l bYE A the

second controT$RIGE SRt PR Q IS Er Faaiesirikibabs feupesserdatadified ie sedeitive dativevbigh may

be required todoléyph o0l ddhediiskeenisl apg RiP B Db gauied 1o e enstred hal 30
|

. . : |que
these par(]jlculaér_ kind of response data will not be made access & Second control hode or any
r

other thirdhart FASSHRAIHSahEs@RRste dressonBtadafarmay ebimpfesdiag wdigia/dingetent data
received pfeViQﬂah/('rrﬁpabtiél]%ﬁfé&%cﬁ@@e#%%@@ﬂ@ﬁn’i'}%i&%ﬂ f&&aﬁﬁ%@%’eﬁ?@gﬁ@ one or
ed by the

more decryption. keé(s_ for decrypting content data previously receiv irst user node in an

encrypted form" REHIUMIEHE SRS ENd He RAERFRRSEIRSGO R APesasdPpibesusS determining
section (such escaibsydwasximgaie aediurt SAEWREG m&afﬁf%ﬁgﬁ#@{ﬂ%ﬂéﬁ%%ﬁ;@&e (in

zin%qthe user request, such as by reading the user request and/or extracting

particular comprising anal )
particular data item8s &“ﬁgﬁa SRt SRt SQILED)! Rrrerer tRdhe Serd sortirabaade. first

transactidn type (desbribangiautizpe sfertisnFachangvnendasdre) dperrmed by e firgtuser node
or performed aJser erg%l%yérr%th%fig%us%r node) or to a second transaction type, wherein the
selection to tralismit the’anony "UES 1R JDEST R HES e bk G1Asksule- Br 18 tHhedbssriepabiatol

node dependsiedgarmtaythe basendomniviottheddhdniserirtaayes! tlaiasdaiaaitisgt Hageastion type
or to the Secoggéﬁ%%a%'%@iy&%ely transmit the anonymous user request to the first control

node or to the second control node, wherein the selection may be based on a
20 default setting at the intermediary node, may be based on information com-
prised within the user request, may be based for example on a geographical
location of the first user node or a geographical location of a user employing
the first user node and may in particular be based on different capabilities or
functionalities offered by the first control node and the second control node.
25 In particular, the user request may ask for a particular kind of response
data, wherein this kind of response data may be available only on or at one of
the first control node and the second control node. In particular, a particular
kKind of response data may be sensitive data which may be required to be kept
only at the first control node, wherein it may be required to be ensured that
30 these particular kind of response data will not be made accessible to the
second control node or any other third party. In particular, the requested

response data may comprise data to decrypt content data received previously



15In particular, the first control node may maintain, store or keep data re- lated to first transactions
performed by the first user node, wherein these first transactions are of the first transaction type. For
example, the first transactions may comprise transmission of emails and/or providing content data in
any way to the first user node. In particular, the email3 ard/or the content 20 data may have been
provided or transmitted to the first user node in an encrypted form and the first control node may store
or maintain one or more decryption keys (in particular in an encrypted form) for decrypting the

encrypted emeﬂls,gjr d{ecrypting the encrypted content data. In particular, the second control node may
intaih ata (iR a3l el RRGICRI ) e FRRAPERS ERfAr Bt CRIBRIISOMBE @ita

store or maintal

involving perfcrm'mgmMchimarhmimﬁdﬁmme&ﬁéﬁﬁiﬁ@ndb@ﬂoﬁﬁmgﬁ@éaﬁ?%may for
example comqﬂi@ paymen g%sé%ctionﬁ, such fas electronic payment transactions. In particular,
second transactions may also compﬁ‘g% SP&SPS f?JrBhy or sell shares or other value papers. Further, the

second transactions Argoodimpriseabaein Bodrarsfer thansaesionsdiaithabie farpREICHH Htes a
Pl 5 i e S TR T e e

first control node and/or t0 the secohd control no t
or more keys Rif@Taie portjoirktiatsl eemypne dia rated torthe tprisactaisanay gecrequiad to be

maintained or t rtj r e, I.e. at the first control node, or the second control
node, but may%g%%ir%(? ﬁoﬁlt%? er%z?c%fﬁ S%R ﬁéaeﬁyr%qo%ﬁcse{f’ 88§ o ﬁ&‘é@%%ﬁﬁ:ﬁ'&f‘, Pﬁ{edl%@r
request may bESRMCRTiPaTEHTRserarfsamicheyyse statuasherhttbersehcagmst apuptisesacdata

item or a parapgeief;afow j cli ereby, the distribution of the
anonymous user reauest ﬁ%ﬁ??@ﬁ:@?t%#%%%ﬂﬁraétﬁgéﬁénngE%H r¥o Eﬁ%%é”’r%‘u'&y %@gi ffied.
10Accordifig tB&IfEMBSdRvERE firstritermnaareyanderrfarmedcoynprises @ sipiagim stich Assan

electronic storager adaaM o Rardgl j [ ing.table (such.as a two-dimensional
table, a three-dimensionz/ll%able, agﬁz!t&gfa [t)%\%i{g g)’}]ﬁa@] %%é%%@%ﬂ?ﬁ# Ssl% aBYt'—:-OQaﬁg E’iﬁ?&m’
allowing to deffA® ANARYIRALEIEEHSRE) ipRh Rt dirsssontiedmodthefitsttihensectiod grerts with

the first control p@eleiépertasomdicating, that e tha USSHERALeSHInG] It relates to the first
transaction type th anonymousqusemuest is to be t)r'ansmitte(;3 tot qé’%?rﬁ%g‘lﬁ?téré% ﬁgge%s %r?g

indicating an a95otIRGRABYHE QECHIRE R ERBrE RS dithameastiesntyeentrol node, wherein

15 In particular, the first control node may maintain, store or keep data re-
lated to first transactions performed by the first user node, wherein these first
transactions are of the first transaction type. For example, the first transac-
tions may comprise transmission of emails and/or providing content data in
any way to the first user node. In particular, the emails and/or the content

20 data may have been provided or transmitted to the first user node in an
encrypted form and the first control node may store or maintain one or more
decryption keys (in particular in an encrypted form) for decrypting the en-
crypted emails or decrypting the encrypted content data. In particular, the
second control node may store or maintain data (in particular decryption keys)

25 which are required to decrypt other data involving performing second transac-
tions of the second transaction type. Second transactions may for example
comprise payment transactions, such as electronic payment transactions. In
particular, second transactions may also comprise orders to buy or sell shares
or other value papers. Further, the second transactions may comprise bank

30 transfer transactions or the like. In particular the transaction type may also be
based on geographical information relating to the first user node, to the first
control node and/or to the second control node.



the selection is based on the mapping table. 20Thus, according to an embodiment, the intermediary
node may have in- formation available at its storage, the information being indicative to which control
node the anonymous user request is to be transmitted after the intermediary node has determined the
transaction type associated with the user request. SucHkind of mapping table or predetermined
association of 25 transaction type and particular control node may also be considered as a default
setting for determining a destination control node, when a user request indicative of a particular

transaction type is reBeiveg@t the intermediary node. In particular, according to an embodiment, the
intermediary node alone GRS RATHREIS REHE3I N BSth D AR WA e kesuwhidr szquest is to

30 transmittedgaicedrtingdorips ambo@m@u,weﬁg%aﬁgéﬁﬂgﬁ$ﬁ%%@rF‘ecciiWE%??S%S“ the
ent

selection wher%qu‘?r}%%r the anoaymous user request. In other embodim , the first user node, in

particular a geographicaIctaticH &t 2t72 PREIGHRT SonHehgior & jakistr fisatorqrinoeaiastrintry of
the first user nodéheseaihenoatit setstibnterigrheddyrednigimediary ode iy %?gﬁry't the
e.l

anonymous usgk lectively to the first control node or to the second control no

particular, ?heﬁgﬁiﬁgﬁenr%%% g/é’ r%%'ﬁ@g%{ug%eaﬂﬁﬁé@%‘ erb MRy Eslrabtvieafdbation.

In embodimentsamisadtisrctyne| swdeas pheiculey ageawaobisatdeeplivobhedistaangoLnode
and/or second ra jurisdiction glitical country of the first control node and/or
second contro .nodﬁ%m%?/d?er]llgiuen%e%wé%%I’é@t'i%%%é%f&rrﬂ?&?BE}C’[He}'/Yr?[%rrﬁEﬁf&tgﬂmébé @ sEsiRsmit the
10 anonymou$08e? ot anamettvelysertive dusstantiblen idet aioiocbe s6geny egrvel 89084

According to ai,aeBRAKAEM tIB% ig r iary node, the selection to transmit the anonymous user
request to the first control nodet/or to {ﬁeﬁgggé?nd control node depends on destination control node

data (in pHtticular dafFeerpia@aaneragrabilimenontio: ioterasdidestinatiofuetiae eoeprayuser
request) compyigesd r in, 1k r mplg the user request comprises a particular
RIS RSN e

data item or parameter defining or being in
control node dR2PH&NLRRIRAGVEDRS adetiprdionerehtm: ntatdaf dhe emonlymensitaar teguess In

particular, thelist of pairs, a hash table or any other suitable data structure allowing to define
multiple associations) indicating an association of the first transaction type

15 with the first control node (such as indicating that when the user request
indicates that it relates to the first transaction type the anonymous user
request is to be transmitted to the first control node) and indicating an asso-
ciation of the second transaction type with the second control node, wherein
the selection is based on the mapping table.

20 Thus, according to an embodiment, the intermediary node may have in-
formation available at its storage, the information being indicative to which
control node the anonymous user request is to be transmitted after the
intermediary node has determined the transaction type associated with the
user request. Such kind of mapping table or predetermined association of

25 transaction type and particular control node may also be considered as a
default setting for determining a destination control node, when a user request
indicative of a particular transaction type Is received at the intermediary node.
In particular, according to an embodiment, the intermediary node alone
determines to which control node a particular anonymous user request is to

30 transmitted. According to this embodiment, the first user node has no direct
influence on the selection where to forward the anonymous user request. In

other embodiments, the first user node, in particular a geographical location of



20 first user node may have provided the destination control node data in order to influence the
selection of the first control node or the second control node and/or in order to overrule a possible
default setting maintained at the intermediary node. In particular, according to an embodiment, the first
user node may exclusively or alone determine to whitH control node the anonymous user 25 request
will be transmitted. Thereby, a great flexibility may be achieved and in particular the first user node
may have full control over the data flow of his user request and his anonymous user request

(neverthelesstWefadgressed cqntrol node maly deny providing the response data). Thus, it may be
avoided that sensitive 3t &S)raﬁ B héUnissicHaneRs &Ogéﬁﬁir@éﬂ’mﬁg aRherfirsBusesus user

request may e terweaglddfiudrans thigieeiteca oo pEefdlode e bR istiph £aeaivenbigeanpnymous
user request.. Jh reb%,tg]ata secur[in)(/%maé/ be improved. - According to an embodiment of the
n

t 8-
intermediary oS aeTetioR (BN ERTE ARIURSHFRIBEE R R LR RS rifirel asitesPhéee or to

the second cdhectete) imbasdhode Jeqeaaphitar (eHecatianeeth gartih pnd ongsliticakigsation
(a Iocationg in a E'@gl&g EgrLiltij]cal ountr(%/ ?5§%rjsdf?ti0n .of 5 the first control node and/or on a
[ d

geographical and/or politica location OF tHe satohd Cortid hode. Thereby, data confidential within a

particular geographital¢atiodioneotsjdietifit stitintagiolitida), souniryQularmaigebpbpaliisplgegion

may be kept within thi ical r_political reqion, in particulgr to improve data security.
Further, acco\?ak?ﬁéb 'f?gﬁggr%%’? i&%&?&%%&sﬁ%t%ﬁgrﬁagy%o ?ié‘ﬁ)aao?ﬁ BHfWHsgéﬁ%?ﬁphical
and/or politic&Natisiabfeuntinstaiddventict coatgelogoaiehimat tordéecpnliticahtoohtiod @fraayser

employing thef{gtHee hRAS i LPUSHIR L A lon indicative of the geographjcal and/or
political location of the first user nocije%%@%%i?gﬁ\geg ﬁgaeél%%grgﬁﬁigﬁéa?neg?o?ra%ﬁﬁéél t%Sation of a
user empfoyirfiasty ReHESEsFTotRAVS Thag Betmhptizdtienfins toomtret netriesttor thaysatteast be
derivable by thgiffgIrmgsiiary node upon receiving the user request from the first user node, such as

by analysing an (internet) address of the first user node. According to an embodiment of the
intermediary node, tAEGR<iEdhtrb PRI ReAIMEaRIcafiShaniotetsedianevaits iteel selretineto

anonymous rererb e e BAGHURRAIULRFHaIBSHINTH AR OLAIAN IR deterHie e ety

of the first user node or the identity of a user employing the first user node) from the IrSt SO0 node,

wherein the sERBHEBAHBIIRRANES M GseEnBHINCRRE TR ARdncipts (doadestimdaydatss response
data fromatheisereitthgoatpal-tede: ARG HERNSOUMUSIESHONSE gﬁgaaq{gaymg%t;vssgra .

response to the use%{:%%%%articular, the anonymous response data may comprise, as explained

above, one of T VB OGUTRRT FER YRS Simghdntenerampleding dtRrer daeueseviously

received by thefinstiseeranpeetinuaay Jury itepRIdeWariabinvobdng fala rBBHYISSINRSHR e,
interme- diary node#he first cor[;rol node or the second control node. Thereby, the 30 required data to

decrypt the CONTOM2HOR feafva WAk HrS JREF RRHRMERNbERIResReHats PRINGERNSaRYE ®Sde and
may in particalatdstitraiiemittecttolthe dissbiusies aadey Fsiebysdre-dgsldisetnedede @aabled to

decrypt %E first user node may have provided the destination control node data in order

to influence the selection of the first control node or the second control node
and/or in order to overrule a possible default setting maintained at the inter-
mediary node. In particular, according to an embodiment, the first user node
may exclusively or alone determine to which control node the anonymous user

25 request will be transmitted. Thereby, a great flexibility may be achieved and in
particular the first user node may have full control over the data flow of his
user request and his anonymous user request (nevertheless the addressed
control node may deny providing the response data). Thus, it may be avoided
that sensitive data comprised in the user request or comprised in the anony-

30 mous user request may be forwarded or transmitted to a control node which

must not receive the anonymous user request. Thereby, data security may be
improved.



-9 - content data previously received via any other communication channel. According to an
embodiment of the intermediary node, the intermediary node is adapted to derive response data based
on the received anonymous response data, wherein the user node communication module is adapted
to 5 transmit the response data to the first user node~ ﬁnéreby, the first user node may receive the
response data which may allow to decrypt content data which were previously received by the first
user node in an encrypted form. According to an embodiment of the intermediary node, the
generated anonymoa%s use?; request comﬁrises a digital fingerprint (in particular a hash- 10 code) of an

identification informah6P5PIRE HsPU KT RBHEN SR HakiR e rRsHa Y aIRE® ISR SeleFliomdEaphic

hash function wiitimayhealeaieriopsausto- aqueRioH bE £ Frek oMt Ahitasy eaidesyshqsfor the
identification infor tion‘ff the first gser node. In Ear,ticular, the cryptographic hash function does not

ras" & SIRATRS I M IR HERL R (3r 'S AL MeRHS SARtMF GRRRSN of the first

provide an invers R
user node thepdétitifitadicatinfo(anodinivafiite festicstanpdatieay animedervabisioms)wry.-
Thereby, gatatﬁec:ﬁg(jst%/ an soe}f%ta/ dm%ﬁf improved. NonRe]iheIEss, the di%ita_l fingerprint (in_particular
the hashcode) of the Identification formation of MeCRARIAPHBGE/REP B e iPse tarapb MY ous
identification cfetbentisiomeomoige Thieeebly 2daaervintidenths argmpnaoperesnansrdgtagiithe first
control node qr_a g@ Q_g) #in de may_be performed hy searching, for the digjtal fingerprint (in
particular the éaastﬂc giﬁ%f‘t e8 ?&Betééﬁl %g%tﬁﬂfgr Oa?h?(')cr? [)F B Us8r 'é‘ilr[uaég Hﬁﬁfof the first
control node diegierséeoaridedtrms! widen winergpigrdibicahtoldiod e stitfeglertitporn dnypaetisu-
response datg areSHy ﬂ)\}lé ' lated with the digital fingerprint (in particular the
hashcode) of the identi icatioﬁ%r%g%%ﬂfll@mﬁ%%%?ﬂ él\éggr)rngdag.% anA%q(-:%tlr’oafﬂg t%ngh%r%bodiment of
the internhBdizi§!@eiden imaydre kitsachadditnoaluser 3cgrestapinigs sesdy ofigie| ficm e grintoin
particular a h%ﬁ@%&?h@é@ﬂéé@@%?&g il% 'p%ﬁ tion identifyi transaction 30 performed
by the first user node. In particular, as a cryp g%phé:a ?gﬁh‘lﬁrﬁgﬂti%r% m@%gﬁff(ﬁgﬁnugﬁrA-Z%
function may SEGHNYIG\EENRHiEF defen ardeirdmusiinr-dysdetse, 25Ebnatibre irscesbrrting the digital
fingerprint (in geraphical and/or political location of the first user node or data indicative of
a geographical and/or political location of a user employing the first user node
15 may be comprised within the user request or may at least be derivable by the
intermediary node upon receiving the user request from the first user node,
such as by analysing an (internet) address of the first user node.
According to an embodiment of the intermediary node, the first control
node communication module is further adapted to receive anonymous re-
20 sponse data (the anonymous response data not allowing to determine the
identity of the first user node or the identity of a user employing the first user
node) from the first control node, wherein the second control node communi-
cation module is adapted to receive anonymous response data from the
second control node, wherein the anonymous response data are indicative of a
25 response to the user request. In particular, the anonymous response data may
comprise, as explained above, one or more decryption keys required for
decrypting content data or any other data previously received by the first user
node in any way in particular not involving data transmissions via the interme-
diary node, the first control node or the second control node. Thereby, the
30 required data to decrypt the content data received by the first user node may
be received by the intermediary node and may in particular be transmitted to

the first user node. Thereby, the first user node is enabled to decrypt the



particular a hashcode) of the employed data. Including also the digital fingerprint (in particular a
hashcode)of the transaction identification information in the anonymous user request may facilitate
guerying for the anonymous response data at the first control node or at the second control node. In
other 5 embodiments other data may be included in thé@ anonymous user request which may enable or
facilitate querying for the anonymous response data. According to an embodiment of the
intermediary node, the transaction involves an access to content data by the first user node, wherein in
particular the cong%ntgjﬂag%com rise th least one of payment data, email data, content 10 on demand

data, video daf® A PLRY RS HESRIY SH IR ARE REIRMES NP ENSHRIRNG] the content

data and/or providinghcoateiglatazat ampbididitairinishtes ieksitee Alieinabdely e Mansacdigpymay
comprise prov}}d&gg ?Sda a tora}%fdnedium to the fir@%a user node, wherein on the data storage medium
the content dats are storel FuMMSISTHE (SRR Fﬁ'a%q)?.%oﬁrm?déﬂc&i‘fﬁ@ AR NEENSde in a

printed form. Inesaditsdatatiag wagsawﬁhenmehmc&ibmgmﬁaﬁmdah?ﬁ%@ﬁh@ S BERIESH IS I
transmitted fr ' ser node to intermediary node. In particular, the trapsaction may involve
transmissi%n %%%ﬂ% ent E%as ao\ﬂgearéﬁﬁ?a%osﬁnﬁ] sil(gﬁelrﬁgﬁ{oaoﬁjo%'i v Wri)é'trgh%rﬂﬁgiﬂﬁe(gf'?ﬂ@%ontent
data via the intBERyeeiaiyadte oesimtise filst2Ovbaritrol apddl owthe deconst conrehtedea Tnish
gaining accesg, i {| d whi rovided in,particular in encrypjed form) may be
completely separatﬁ%%%@p%%%(’\gg (%@mgﬁrf%susﬁgﬁ of ﬁwgeiﬂs%? r%r(‘qﬂ'é’ﬁ%ﬁﬁ%r%teption of the
response data respoAgfitgdinthécussreathradsimenerebihénipteticwdaidrgnatidg, afrengesraretes

decryption keys Vb6 senaLa r ling, t r ission of content data. In
particular, content data may be %ﬁ&n%ﬁﬂ%o%%@%ﬁﬁﬁ%f re u?rgz Fﬁ{gﬁié?ngﬁgﬁeﬁpaf)eaﬁ%ﬂ%n% ?s%i‘on, while
the user réhuesidtharbrihéderptnstiamiaferyaioapatthelfitiselysemabdeta hmbasteddeantgular, a

ransfer rate ojdraBAVNLING e SQRIERbAPIA RN G RIARNANGH SHoh 5 LOIIER9 100 fimes

higher, than a transfer rate of 30 a transfer of or a transmission of the user request a

response data THERIBY Ot EMBGkDIR) o ABbisanviatry BEEhas dosdhaideatificatisfer times for
transferring theeauRGHEF By M ORLBNZRELESIT Gar L e AR R phicAEEgding to an

embodiment of the intermediary node, the selection to transmit the anonymdus user request to the first

control node JMAHRNARBRAMELMTBY s S BYREE SHRCHengrEpFic N &6 fanen thenhastmedd e Eontent

data 15 the identification information of the first user node the identification informa-

tion of the first user node may not be derivable in any way. Thereby, data
security and safety may be improved. Nonetheless, the digital fingerprint (in
particular the hashcode) of the identification information of the first user node
may be used as an anonymous identification of the first user node. Thereby,

20 querying for the anonymous response data at the first control node or at the
second control node may be performed by searching for the digital fingerprint
(in particular the hashcode) of the identification information of the first user
node in a storage of the first control node or the second control node, wherein
in this control node storage the anonymous response data are stored, in

25 particular associated with the digital fingerprint (in particular the hashcode) of
the identification information of the first user node.

According to an embodiment of the intermediary node, the generated
anonymous user request comprises a digital fingerprint (in particular a hash-
code) of a transaction identification information identifying a transaction

30 performed by the first user node. In particular, as a cryptographical hash
function the well-known SHA-256 function may be employed which caiculates

from arbitrary data a 256-bit value representing the digital fingerprint (in



5 originate and/or is based on a geographical location where the content data are supplied to. In
particular, gaining access to the content data by the first user node may require a payment by the first
user node to the supplier of the content data, such as may require a payment to a second user node.
In particular, the second user node may charge the fird€user node for the access 10 to the content
data. Further the charge or the fee to be paid by the first user node for the received content data may
be taxed according to local regulations or may be subject to other specific treatment, such as based on
a geographical Iocati?n and/or on a political location of the consumption of the content data and/or of

the productiorP8f 1i& @RI NEATR RAkReIRM BieYsmh AatRe listvdingcrlsesthealigitah fingediata
indicative of therigequrariveallecalinadrmdeliererBea s phATRABIRAIRD A% BREhg Chntent

data were proguced and/or may comprise data indicative on a geographical location where the content

data were supplied 18 A PR HRE thegsst A dad kR AR B grie U tee Ro@vMPESgeographical
location of a ussspemgioyite tettistfiseiconaei 2ddoeyeby. thatigbadngUBRE RS IR Afcan,

Asian andlor 'QE‘%E”O"’H'O”&“ tax t eatlgs ma% be adhered to or may be satisfied or supported, as well as

other regulations. TREES NG TH 4R RSeNCbtdRd iNERRRNAVIBRES HEAF 8RN involves

running an appdl‘datio*rmastmmaaﬁeaazofapmtelt@r@géawm@fparﬂwIgﬁ@%ﬁgﬁgp@@é@gggrgmépvolving
networking with one RE fgg(r:)(‘riclsncotr(r)lputers ig §)ﬁFrticuéar f'n the internet) by the first user node (or a user of
the first user node, SUGH AS A person SPETSANG TS Al ERomadiRReaas s pagitaasassion

application compeites arneastesnd ofcam enailappisation faqaysee HanplicaiiRiRng Aatpscess
application. F icati comprise a 30 share transagction or money transfer
application. TEE?e eﬁgﬁg%%‘%saggﬁ}%#hae{?n g?m%ﬂ?a%? e (At @taxﬁ'ﬁ'@é?oq?ﬁap&ﬂem the
applicatidf an@ifof éfeatishtitiiad atial evag atdase thandibatam ol amaconlidentinkdaimsadonAeegrding
to an embodi ' iary; intermediary node is further adapted to obtain a
transaction hi’;@g@ﬁép%?{] ﬁﬁr@%e@% ﬁ%ﬁ%&%@%%asgc %c?éj 'bg r%WﬁQPbiP@w@ﬂ?s??fsae%Bde (or
specific for onRPEHAYORE ISEFaek pieiseine. dhfisioyatty ehe, filse tisensartinwivergindhepksal 5 person
may be identitigd\RYiRErsULIGEHH in the saction history report is specific far the first
user node (orEif spe(I:i IC fghﬁe%gﬁg%fﬁegg@&%fﬂ%ﬁ%% r180S ¢ ora pavr&[h:%tisp-’g?& 6t W—ets or
persons usingPE @9 IBIRAY Rt s casbemodalalafsastiotsat, furtnensabsorphistotyd@eponynay list

transactions perseraas lytie Arst USer MRk Ok téaaﬁﬂFéia%Hﬁff?@%%éf@a%ot%%e{?r%fn@ae fitst user

node. In particular, the transaction history (or the transaction history report) mdy comprise ransactions
of several diff§p@yihave been performea/ before the user request is transmitted from the first
user node to the intermediary node. In particular, the transaction may involve
transmission of the content data via any transmission method not involving
transmission of the content data via the intermediary node or via the first
20 control node or the second control node. Thus, gaining access to the content
data (which may be provided in particular in encrypted form) may be com-
pletely separate and independent of the transmission of the user request or
the reception of the response data responding to the user request. Thereby, in
particular handling of one or more decryption keys may be separated from
25 handling, transfer or transmission of content data. In particular, content data
may be voluminous and may require high transfer rates for transmission, while
the user request and/or the response data may comprise relatively small data
amounts. In particular, a transfer rate for transmitting the content data may
be much higher, such as 10 times to 100 times higher, than a transfer rate of
30 a transfer of or a transmission of the user request and/or of the response
data. Thereby, simultaneously, data security may be improved and data

transfer times for transferring the content data may be optimized using a



transaction types, such as a first transaction type and a second transaction type. In particular, the
intermediary node may be adapted to maintain the transaction history report (or at least data indicative
of the transaction history 15 report or the transaction history) in a transaction history storage
comprised in the intermediary node, according to an-ebdbodiment. In particular, each time a user
request is transmitted from the first user node to the intermediary node the intermediary node may
extract information regarding the transaction being related to the user request and may save or 20
store this transaction related information in the transaction history storage. Alternatively, the
intermediary mode § ep or maintain or store the transaction history in a storage, but may

assemble the transagiieoinigrio(tper) siEhieaeiving thentearierd drjorpadonfEosa he;firstgontrol
node and/or from the E ond control node or even further control nodes. 25According to an

embodiment of S TRIERPE SART KB SHHBS hirkfH st i SR&iBFhisRSRT Mades arivs Higiipgeand

(transaction) histemptequksidbaséenshang obihradiistzaoptalinadeandihe keoradsonirm! 49ade
(wherein ilg partriicullr?gtge h(ig%or)( rrS%ueaf comprises an an‘%]éymous identification informa- tion
identifying the HrSt 1R ARYE I R Ach A GUISOATPRAN AR JBRANG A WO BhatEscroRYentERldesponse
from at least are aigbpl ficstoobtrglaroidelandgbmbsegerdanntiwtnedanvbereiatheigheryirgguest
comprises an SQQPX%”%JS firstruserirréoge identifi a%ion In fparticular, thg first control node m%%ransmit
- 13 - only history data relafifg 10 the fst PANSACtON wSe R 5E"sBRGRTAdh ot HoRIEEMSY, iRy
provide historgdmitantatians regatd g theyseapuiddransaotientyfealsars érobedinei. the first control
node may provide:history,info ' ' ny transactiqn type..In particular, the first control
node andlor SR B ooy e S S PSSR S Rd o AP e
storages Ut ddrabasespooampriisda i F iréhfstbentha ngeder sk tfeesecbedpedditbyl tiosléirsespaetively.

According 10 A Bt o e e e de e S R B e R R o
generate, based BY# thearskiRsice eithery sppoficdienipremtssage as basedidatedgeistpaptepalt
(including in pRrstikH BRARACEANHBIMENR Al rareRelConRiBBebPY (RS fiskiergde. in
particular performed over a particular time period, such as one week, one month or one year, wherein
the history reftEPpaftiAapiIPAYEi BRIt Bisenjenidas rdgapdinicutars dbwoaooe differersetypes),
In particular aRdguREEriSEaae: LKL IRHERTIO BF (R YRUIRANAIR AT RS PRI GG g ansmit

the content data originated or where the content data were produced and/or

may comprise data indicative on a geographical location where the content

data were supplied to, in particular the geographical location of the first user

node or the geographical location of a user employing the first user node,

20 Thereby, national, European, American, African, Asian and/or international tax
treaties may be adhered to or may be satisfied or supported, as well as other
regulations.

According to an embodiment of the intermediary node, the transaction
involves running an application (such as a computer program, in particular a

25 computer program involving networking with one or more computers in
particular in the internet) by the first user node (or a user of the first user
node, such as a person operating the first user node), wherein in particular the
application comprises at least one of an email application, a payment applica-
tion, and a data access application. Further, the application may comprise a

30 share transaction or money transfer application. Thereby, the applicability of
the intermediary node may be extended. In particular, the application and/or

the content data may relate to exchange of any confidential data.



generated consolidated history report (or the invoice message) to the first user node. Thus, the
intermediary node may be adapted to collect all transaction-related data and/or may be adapted to
maintain all transaction-related 20 data. In particular, the intermediary node may provide one face to
the first user node which may perform different kinds %?t'r“ansactions, but which may receive the
consolidated history report, in particular the invoice message, from only one intermediary node, thus
simplifying in particular billing the first user node and maintaining privacy as no other nodes except for

the intermediary 25 node have knowledge about the_identity of the,user node. It should be understood
that features (individsCERr NG %ﬁ%cﬁﬁ&ﬁi@&ﬁﬁtcﬂgé %éﬁ%‘?fé‘%%ﬂbaeré(,’é ﬁbé&% Ionrl'éa(f’{E)p Fe%atgan
embodiment abiie ioRiesianyaprdd moybisio (nthuickadlyoor Mstoyycoepbirtanaiyaiéveppiiad, used
for or employed for a communication network, a communication method 30 or Cl|
embodiment 518]:85\’ &Rﬁeéq%}ga.perfto'&&%qﬁmg%eﬁ SIS, ,%1%%%&%?!%??@%@%& in
particular an enapediswst@f tredptermeditoyingdtddsstinetabove jsdrevidedhehEueil - 14 - the
intermediary node comprises a first.control node cammunicatio : rmm’- G{jrst
communi?atianeFl%(f\';!vcmg%Sil?ﬁe ﬁ%‘ﬁﬁ@%#{%‘ R54&%nt gg‘rﬁ)%?s% éyﬁggér&dﬁgigﬁggéégcorﬁmun?cation
module for foreprgtai sepeatficdomibaifatibnsestwodev(itn & ssrsitictrmonacddhehesens ofe first 5

e ek e RINTY PR SRR TV dar oGP S IUpiGdP B o and 2

user node communication modu a communication network with at I_east one
second user rtbeefifist pardcuiade) slppiertisiéantshe daen)sact9or MESNNG eRPZACTGY-1ihted data

from the secopd ysgcaren LHB RAUIHYAIR I SEARIH KREIdTBHS B A NG AslRtar g arovide

access to content data to the first use e, wherein providing the access to the content data may be
performeddwithirethef traadistoman peegcURpapi [Fo it racsass enthistdimder da® to the first

user node, thyspedoRIng aldenstBHRTIR o1dl EASAT RaHAR anTosper e aled daia may be

trans- 15 mitted from the second user node to the intermediary node. In particular, the intermediary

node receivin§ransacieadioescritel aad firgy Ye e aenetimersiadiarssons WaeRast bn
receives the Usgideqyesl-iemdha fEsiHapriRAgmalkermakye RakREBENS, A&inesA request by the

first user node may be transmitted from the first user node to a first intermediary node, while the 20

transaction-refARSE AEHiR TnRis IS YrERRPARERT REieast datarindisativede fhe FabRetiIRBRIE@RaYy
node, whegein fhe,seePRAdaRiadinen Mste iy Hiflesanh et thm initstproterhay oodprised in

the intermediary node, according to an embodiment.

In particular, each time a user request is transmitted from the first user
node to the intermediary node the intermediary node may extract information
regarding the transaction being related to the user request and may save or

20 store this transaction related information in the transaction history storage.
Alternatively, the intermediary node may not keep or maintain or store the
transaction history in a storage, but may assembile the transaction history
(report) after receiving the required information from the first control node
and/or from the second control node or even further control nodes.

25 According to an embodiment of the intermediary node, obtaining the
transaction history involves transmitting a (transaction) history request to at
least one of the first control node and the second control node (wherein in
particular the history request comprises an anonymous identification informa-
tion identifying the first user node in an anonymous way) and receiving a

30 (transaction) history response from at least one of the first control node and
the second contro! node, wherein the history request comprises an anonymous

first user node identification. In particular, the first control node may transmit



The transaction-related data transmitted from the second user node (such as a supplier of content
data, such as a computer, a computer cluster, a 25 web portal, a website) may comprise information
indicative of a transaction type defining the type of the transaction being performed by the second user
node and/or by the first user node and/or between thel econd user node and the first user node. In
particular, depending on the transaction type extracted from the transaction-related data transmitted
from the second user node to 30 the intermediary node, the intermediary node determines, whether

the intermediary node transmits the anonymous, transaction-related data {q the first control nqde or to
the second c@rﬁ%l%ﬁ%‘i?é')’lﬁ?)@rﬁ@ Hﬂﬁh@gb@jﬁr&ﬁ raRsagiyn, BSs%’b‘fgr?ﬁe%%ﬁﬂ”s?eﬁ%“gts“ﬂ
maintained atrib@dnieimedigrp rodde Mayatgpencromiitor madiand tarpriseddortt etemssatiion-related
data being explicitly. set by the second r node and/or may depend on other criteria, such as the one
mentioned ab&?eer Sa?& gemg%é@&?gr?%c?r}%ﬁir%?ﬂ%g !a?l (rj\?mr%%\’é rI‘“J’\s"fagrére{"ciateosrtys’e ?e(%mgﬁy to the
first control naiten aetpatitiree eoyd com et ivod by peh elei p e cahan yiine Ui stses mbopl a8t e BB ®ON a

user request yansimited fram (o fiatuser node. o, e njermegia: nade (1 RASICHIaR e irst
intermediary noge .ﬁ%us, also ?he in ermeﬁlary node receiving transaction-related data may be
adapted to diseipgetine sragenos tartrzatiencelaptstd datthe B ganieire orsiefand finst control

node and the second conieal nade. ThesehwLpakhs epsusL AL SESINE & sogfidagial data may

be kept at a particular control node, avoiding that any other control nodé may gain access to the
sensitive datastacagedieguramentsotfitteninseconadianic awsie meayobe isashésiged, 15 which

comprises an ntermgglapy A ACROLG A8 RBPIFITERE AR SSRAIESLADAKE: BBk GRHR) node

forming the first communication network with the intermediary node; and a second control node

forming thé sewsuirl isdwrheiiGdrpt e tooBe el the e AN diensae sTRERSHY IPIAERRRIE of the
first control nqgle, 304 RESREORH CORLA| tEe: IR BEENIGE SR HARSENIARGZM BTN HERRERCtION

history response Specific for the first user node (or specific for one or more users or person employing

or using the fitiusaforBR e Sleahisansamionpasinrpasstinihs fEstiisse oPtfe ArsPREHES node
and the secongd;cRaHBIARIE JUaY RS anaRIRst QrRer ALY MeleRng @he week, one month or

one year, wherein the history report in particular may comprise history data
15 regarding transactions of different types), in particular an invoice message,
wherein the user node communication module is adapted to transmit the
generated consolidated history report (or the invoice message) to the first
user node. Thus, the intermediary node may be adapted to collect all transac-
tion-related data and/or may be adapted to maintain all transaction-related
20 data. In particular, the intermediary node may provide one face to the first
user node which may perform different kinds of transactions, but which may
receive the consolidated history report, in particular the invoice message, from
only one intermediary node, thus simplifying in particular billing the first user
node and maintaining privacy as no other nodes except for the intermediary
25 node have knowledge about the identity of the user node.

It should be understood that features (individually or in any combina-
tion) disclosed, described, employed or applied to an embodiment of the
intermediary node may aiso (individually or in any combination) be applied,
used for or employed for a communication network, a communication method

30 or any described embodiment thereof and vice versa.
According to an embodiment, an intermediary node, in particular an

embodiment of the intermediary node described above is provided, wherein



transactions (in particular each performing a metering of transaction of a 25 particular transaction
type). In particular metering data may be included in the anonymous transaction history response. In
particular the metering may comprise determining data amount of the content data transferred during
the transactions, time required to transfer the contertt #4ta or the like. The metering is in particular
performed in an anonymous manner. How- 30 ever, the metering or the anonymous transaction history
response may be specific for a plurality of first user nodes located within a particular geographical
region or located within a particular jurisdiction, such as a particular - 16 - political country. Thereby,

inter-country tRESYQERSEAY (AR SOMBT e S Aolittis®Ntro AR g RIfIB HRIEAINIMEAUE the
communicatioggsisiemtshediralsgitosshisiosmiaticn abtsaaniirhnadr decalinhanbie second

control 5 node is Jocated at a second control node location, wherein the first control node location is

spaced apart ffath (AE'RESERPCERtRS hEARY AR AR HERt N RRAUS 18R EHEWIRE0 km, in

particular betweesr00dmandi 28080 Ketwbrrswitie firsécont Aormes avddhasrsend gantiptnode
may be placed all over.th%.world. In ;%%rticular, the first control node and/or the 10 second control node

may be mdbilSOSUTYHERHRL, LY RHa R SN YU SPRARIGTS)°M TRe S5RRG to an

embodiment, therfirsitizatiolnodedodafiandsamitbar adidet roiadiciitagegio madd ihesepesd fontrol
node Iocationljs Wimingéec%ﬁ 'tIJri qci}cti%ré re }, n dif&eret[ tfro&n the firsthrisdictionéfegi n. In
particular, the 2B RIP OG0 MSAL AR IR inw'é i nbecﬁﬁ cgpgoﬁ?ﬁ?y gn%lsﬁ{en? & control
node location fswtithife a ecgpdigoifical dmunitdata paliticfb cosumivinty tiapslitutal cowdties.data

According to 3 i f C unication system, the communication system further
comprises a qurtt%er iregtggée'r%gl é%%-eaggrging a first 20 control node communication network with the

first co_ntﬂdl node (wﬁéreiamquéaﬂctﬁw wptgmdlitysef fuothenfiest berfuotmerdadapsychEnppovided,
wherein each gf ipelalinsoF e furher fush ol npdss MM AISIRRCH R Stk gge
, wherein a e ally

communication networ control ' node communication networks may-be mutu
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anonymous response data (responding to the anonymous user request

control node (tBeEkarApIQRLAABAYHTRSFS EESToiE dhea arsyipe-selatdaiata snfivdrrisraga which

may not b§ Maifkted from the second user node to the intermediary node. In particular, the
intermediary node receiving the transaction-related data may be the same
intermediary node which later on receives the user request from the first user
node. In alternative embodiments, the user request by the first user node may
be transmitted from the first user node to a first intermediary node, whiie the
20 transaction-related data may be transmitted from the second user node to a
second intermediary node, wherein the second intermediary node is different
from the first intermediary node.
The transaction-related data transmitted from the second user node
(such as a supplier of content data, such as a computer, a computer cluster, a
25 web portal, a website) may comprise information indicative of a transaction
type defining the type of the transaction being performed by the second user
node and/or by the first user node and/or between the second user node and
the first user node. In particular, depending on the transaction type extracted
from the transaction-related data transmitted from the second user node to
30 the intermediary node, the intermediary node determines, whether the
intermediary node transmits the anonymous transaction-related data to the

first control node or to the second control node. In particular, the selection



30 tained at the first control node, but may be maintained at the further first control node), wherein the
further first control node is adapted to retrieve the anonymous response data (in particular from a
storage comprised in the - 17 - further first control node) and transmit the anonymous response data
to the first control node via the first control node corhrhBirfication network, wherein the first control node
is adapted to transmit the anonymous response data received from the further first control node to the
:cnterr]mediary node. Thereby, 5 it is possible to maintain or store confidential or sensitive data at the
urther first control node without requiring that these sensitive data are, stored, at the first control node.
Further, the irﬁ’f@%@ﬁiQﬂFﬁgd@rﬂ%’étﬁﬁBf&Ft@ﬁ‘Wi?Pe%éﬁ JUSRTI95Y ?r%éne‘thnéae}(nonymous
response dataspshe fsatinseratenlieserditgricae emhsditient af dhed data berdiexsistem, the

commu- nication system further compri th d trol node formi I
rode commutiBATER HbAUS RS hGE AP BT LY TR 1 QLI g oFLrther

In particular a’p u’ral'ﬁy
second contreheogies mayherpio\dtedewbgsetirepthottiequloratity o trenfirther sacopthoostrol

nodes 15 may form a respective control ngde communication netwqrk rein all
communiéatio??ﬁ@t@?@&%g%a?}%%t% l’ﬁgﬂ i dgﬁsénc e??tréalndn %e%aorglct{é) %ﬁlg%gg&%tﬁgﬁ&\?\}h@g%’the
second contrakhegs nstadanten yorisassnsittire auestyin hes adevnanusst reapiast tromsmétted

intermediary node tg the further secand contral if;. responding 20
to the anony oUd Lt% r%@%uggﬁra’?ggne& %(\%/ﬁﬁa W?gﬁ%@&%@g&ﬁﬁﬁ e.QF%(gﬁi%gﬁg to an
embodiment oftkencedianymcaton Thstenalshd heringefivse dinty o pdeeeseivigdaanspabionit a denial

message 1o e s p9rpl et 1, A5 BCHAN AP SERRNAHOS.APEFNEIA s sRgGse data

e
at the further first control node s no In particular, at the further first 25 control node

anonymaids trelatadtion-pekttedldarnmay teesfiors Cotic renste and fmseae FEMSFRIPHS the
second user m%?ﬁgi,ﬁgﬁga%%g'%‘é AdiansantiesRRIweEA @sdavakinak thestesond

user node an e. Depending on the transaction type or the particular transaction
a particular control node, avoiding that any other control node may gain

access to the sensitive data.
According to an embodiment, a communication network is provided,

15 which comprises an intermediary node according to an embodiment as de-
scribed above; a first control node forming the first communication network
with the intermediary node; and a second control node forming the second
communication network with the intermediary node. Thereby, at least one of
the first control node and the second control node is adapted to transmit an

20 anonymous transaction history response specific for the first user node (or
specific for one or more users or person employing or using the first user
node) to the intermediary node. In particular, at least one of the first control
node and the second control node may be adapted to perform a metering of
transactions (in particular each performing a metering of transaction of a

25 particular transaction type). In particular metering data may be included in the
anonymous transaction history response. In particular the metering may
comprise determining data amount of the content data transferred during the
transactions, time required to transfer the content data or the like.

The metering is in particular performed in an anohymous manner. How-

30 ever, the metering or the anonymous transaction history response may be
specific for a plurality of first user nodes located within a particular geographi-

cal region or located within a particular jurisdiction, such as a particular



the transaction-related data may be tagged as confidential to a particular 30 control node, such as the
further first control node. Such tagging may be performed at the second user node or may be
performed at the intermediary node or may be performed at the further first control node (thus, at the -
18 - control node level, at the intermediary node level ¥ at the user node level). Thereby, data security
may further be improved. The access condition may comprise one or more access criteria which may
be defined at the user node level, at the intermediary node level or/and at the control node level.
Thereby, 5 large flexibility for securing sensitive data may be provided. According to an
embodiment FHEEH FRHOEYatTIPEESteni iRk BR8N Eon R KHGE B P RFcaR s AR 3688 are
adapted to tranigppib hatd indicative of the denial message to the first user node. In particular in this
case, no data are transmitted to the first user node from the intermediary node, which data 10 could be

used to decrypt the ESHIHRGEL 2N aRRAIMERS & BiRpeRMTBHDERHRLSHe R MicHIR Mg stem, the

first control nagmiscadapeddonelted ananyrepusitposAcHRN SisiapndHa tineshehuthgnfitst control
node for afsem%?g%tgg anoﬁ%mous transaction history response. In particular, when a plurality of

further first col LRI AFRENR ARG PRASIY TIPS WRESATAE EBFtsERERlion
networks withrtbeditstatioiiak nges:db e fiest depirotnodedbay ke agapiaste ieeberirmporymous

transaction higtory data from the pluyality of further. first control nodes for assempling the anonymous
transaction hi?fgﬁér}gggboer?s‘?’e?%téﬁéwegﬁ’i‘oe ngryécﬁﬁéo!ﬁ%w'fhgﬁﬁ'ﬁg i ﬁan&%'qu'QQ @'}'ﬂay be
assembled or2RNi@6tec2Tfros) the ifitstroediacy node Eodh the phastity @fritréhevolirstraantea nodes.
According to an iment at least of the first coptrol .node, further first control node, the second
control node,ﬁ%%%ie&é?ﬁ%%%%eﬁ?s%g% uﬁ%&e aﬁcﬂ}ﬁg 58&5{085 n Rbiiffrises at least
one of thélgrotgreodsistiigobirerdernea e hmpotdi) @, diett thatpitey, mdgsktepgontaitegea-25 laptop

computer, a pﬁ[ﬁgﬂﬁlé}ii%@ﬁ&ﬁ%’?nt, and a mobile phone. According to an embodiment, a
communication method is provided, comprising: providing an intermediary node; receiving, by a user

node com- municatidhimod'lﬂg totas mmmycnude iz corbrolinudti docatiovoik feitiieddbetween
the 'ntermed@ﬁ’s@?&r‘?ﬁi’&i@”%ﬂigﬂ%HEFEH@%eEBH‘a’&H%%E node location is within a second

jurisdiction region different from the first jurisdiction region. In particular, the

15 first control node location is within a first political country and the second
control node location Is within a second political country or political community
of political countries.

According to an embodiment of the communication system, the commu-
nication system further comprises a further first control node forming a first

20 control node communication network with the first control node (wherein in
particular a plurality of further first control nodes may be provided, wherein
each of the plurality of the further first control nodes may form a respective
control node communication network, wherein all control node communication
networks may be mutually independent and separate from each other),

25  wherein the first control node is adapted to transmit the anonymous user
request received from the intermediary node to the further first control node,
if the anonymous response data (responding to the anonymous user request)
are not available at the first control node (for example, the anonymous
response data may be sensitive or confidential data which may not be main-

30 tained at the first control node, but may be maintained at the further first
control node), wherein the further first control node is adapted to retrieve the

anonymous response data (in particular from a storage comprised in the



30 request from the first user node; generating, by an intermediary node, an anonymous user request
based on the user request; and performing, by an intermediary node, a selection to transmit the
anonymous user request - 19 - selectively to a first control node or to a second control node, wherein
a first control node communication module of the interinediary node forms a first communication
network with the first control node and wherein a second control node communication module of the
intermediary node forms a second 5 communication network with the second control node, wherein
the first communication network is communicatively separated from the second communication

network. At fist eentrabpamsorand srapeanit dhemanearmaveasmenseatbléntbeium are
provided, whefgit WhBFOORAMeSREENE B8t CORRYISH JALPLBBNAR SICEBA R hERG GARRILpRdabI

medium, when being executed by a processor, is adapted to control or carry out a communication

method accor8itfy L BHR RRe {2 s dartemh &0 HBOE Eﬁﬁﬁm@ﬂﬁme@Q5 Fig.
1 schematicalbetisiséata®madia TuRItEH ARsB YA ACS QKT RORAR RINRRAIRS  hEAR PR KIS 5,

intermediary node acco dingq;[o an embodiment and performing a communication method according to

an embodimeft! FRPS RIRdH e DRRIMCH o5 SRHENIIREPE SRV fatenehtor uthey. 3

schematically flhsstraies @ emnmmiaamn»@@@wmg ass@tg{agetcggﬁgi?mé B}éﬁ@%@@{%&i@%a at EhEtig- 4
schematically llustrates g commuynication network according to findings and considerations by the
inventors; firs BT iﬁb‘?ﬂ&nﬁi ’ﬁi‘lﬁfst%?e?&%ﬁ?ﬁmﬂmcaf?&? FBRYOPE AARRERAG R P8 TRBIRgs and

considerations-égpibvesindantotirived from the anonymous response data to the first user
node,

10 According to an embodiment of the communication system, the commu-
nication system further comprises a further second control node forming a
second control node communication network with the second control node
(wherein in particular a plurality of further second control nodes may be
provided, wherein each of the plurality of the further second control nodes

15 may form a respective control node communication network, wherein all
control node communication networks may be mutualiy independent and
separate from each other), wherein the second control node is adapted to
transmit the anonymous user request received from the intermediary node to
the further second control node, if the anonymous response data (responding

20 to the anonymous user request) are not available at the second control node.

According to an embodiment of the communication system, the further
first control node is adapted to transmit a denial message to the first control
node, if an access condition for accessing the anonymous response data at the
further first control node is not satisfied. In particular, at the further first

25 control node anonymous transaction-related data may be stored which relate
to a transaction performed by the second user node, the first user node or
related to a transaction between (or involving) the second user node and the
first user node. Depending on the transaction type or the particular transaction
the transaction-related data may be tagged as confidential to a particular

30 control node, such as the further first control node. Such tagging may be
performed at the second user node or may be performed at the intermediary

node or may be performed at the further first control node (thus, at the



Fig. 6 schematically illustrates a communication network according to findings and considerations by
the inventors; Fig. 7 schematically illustrates a communication network according to findings and
considerations by the inventors; 30Fig. 8 schematically illustrates a communication environment
according to findings and considerations by the inventdb&=Fig. 9 schematically illustrates an
architecture of a communication - 20 - network according to findings and considerations by the
inventors; Fig. 10 schematically illustrates a communication network according to an embodiment of
the present invention; Fig. 11 illustrates a communication network according to an 5 embodiment of
the present in¢eRtitel: ere levatiptithednéeratied|Britl nstebtdeeetomatuieatizeT meetk\adording to
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embodiments, findings 10 by the inventors or comparative examples a elle e same
reference sigrECHMREIHEGABIPINMTHY €raCERgs. ¢rishoalavbichntienstoe definddat it disdosedan the

context of findjggg|andipicopaidrEatians R¥dhadouerioy H@é@%ﬁﬁ%ﬁ{ﬁ@@%@ggeﬁr&b&

combination) applied to embodiments of the present invent
context one erdb8giflenbijty for securing sensitive data may be provided.

According to an embodiment of the communication system, the first
control node and the intermediary node are adapted to transmit data indicative
of the denial message to the first user node. In particular in this case, no data
are transmitted to the first user node from the intermediary node, which data

10 could be used to decrypt the content data.

According to an embodiment of the communication system, the first
control node is adapted to collect anonymous transaction history data from the
further first control node for assembling the anonymous transaction history
response. In particular, when a plurality of further first control nodes is

15 provided forming a plurality of first control node communication networks with
the first control node, the first control node may be adapted to collect anony-
mous transaction history data from the plurality of further first control nodes
for assembling the anonymous transaction history response. Alternatively or
additionally the transaction history response may be assembied or collected

20 from the intermediary node from the plurality of further first control nodes.

According to an embodiment at least one of the first control node, fur-
ther first control node, the second control node, the intermediary node, the
first user node and the second user node comprises at least one of the group
consisting of a server computer, a client computer, a desktop computer, a

25 laptop computer, a personal digital assistant, and a mobile phone.

According to an embodiment, a communication method is provided,
comprising: providing an intermediary node; receiving, by a user node com-
munication module of the intermediary node via a communication network
formed between the intermediary node and at least one first user node, a user

30 request from the first user node; generating, by an intermediary node, an
anonymous user request based on the user request; and performing, by an

intermediary node, a selection to transmit the anonymous user request



15 the present invention may (individually or in any combination) also be applied to another
embodiment of the present invention. Detailed description of embodiments of the invention and
findings by the inventors 20 Fig. 1 schematically illustrates a communication network 100
according to an embodiment. The communication nethdik 100 is a computer communication network
comprising an intermediary node 105, a first user node 109, a second user node 111, a first control
node 101 and a second control node 103. 25 In other embodiments, the communication network 100
only comprises the intermediary node 105, the first control node 101 and the second contgol node 103.
According to SREHEY e ER @it CORETRIPRRRIANHF A SREFTE QBRI R Ged! S'ff’lt@}ﬁ%%%iary
node 105 coraprigasi adidst coniroL ARG camididilikacBeHéomreschdeaiabl mddehfis-adaptéickfor forming
a first communication network 152 w% the first ngol nL}cidq 101, the first control node 101 using the
intermediary BT8RN RO m&ﬁnﬁ'&% fﬂorfs ARTHES, (R AEOMRTTE' A 255R8Hon network
152 allows dajartanisnuigei@o hetuetstienfinsbdatdrof noddarit@trandithy intetenfadiary acadedb via the
communication channel 125. Further, the intermedjary node 105 comprises.a second control node
communigatio(??mo 758 "\‘NHFCW%'”Ed%%{‘eB rs&)??nqégcgré}erggﬁ g%m%uerﬂ@g g%aﬁ(?rﬁr?]tetwork 154
with the secondroontnoicatide He3wbeksSecond rrtich ively Heparsibedafiowr iredizegoratie
communicatiocrb nm,]od'.ljjrlxecl{?}8.n Irrl1 g&(’t{i)(&lar, the first communication network 152 and the second
communication NEtWOrk 154 are commiunicatively separated and independent from each other such
that in particular the ficsocdimgotmadesrobadicthitint seqored; cantrolatodotl@3chzeasonpotebie to

ticuler . ! rrSlemEBUaXLmRKetie (0
metwork 152 A o o RReichNarR L B R e St

private nEwoKS YVEN st an tHeei crempediy erdrbioFrasiprseshe o e ineRxesHgfifica 15
tion module 1 ?J@és@&?}‘@3%Hﬁ?é&?ﬁ‘%mi‘atlﬂ“d%‘?FWQfﬁtvéa&BﬁmﬂﬂEﬂiEBﬁBﬁeH&mg thecHref-user

node 109. The first user node 109 may for example comprise one or more computers, such as a
notebook compaté®, eNdesiaegiouems At rdasepkiethgONnitor and a keyboard as indicated by
reference number 110. 20The first user node 109 is adapted to transmit a user request 141 via

Brief description of the drawings

15
Fig. 1 schematically illustrates a communication network according to an
embodiment comprising an intermediary node according to an embodiment
and performing a communication method according to an embodiment;
Fig. 2 schematically illustrates a conventional communication network;
20 Fig. 3 schematically illustrates a communication network according to

findings by the inventors;
Fig. 4 schematically illustrates a communication network according to
findings and considerations by the inventors;
Fig. 5 schematically illustrates a communication network according to
25 findings and considerations by the inventors;
Fig. 6 schematically iliustrates a communication network according to
findings and considerations by the inventors;
Fig. 7 schematically illustrates a communication network according to
findings and considerations by the inventors;
30 Fig. 8 schematically illustrates a communication environment according
to findings and considerations by the inventors;

Fig. 9 schematically illustrates an architecture of a communication



the communication channel 127 to the user node communication module 155. The intermediary node
105 is adapted to generate, based on the user request 141, an anonymous user request 143. Further,
the intermediary node 105 is enabled to perform a selection for transmission of the anonymous user
request 25 143 selectively either to the first control ot 101 or to the second control node 103. In
particular, the selection may be based on data comprised in the user request 141, may depend on a
mapping table stored in a storage 157 of the intermediary node, may depend on a geographical
location of the first user node 109, and/gr may depend_on geographical locations of the first control 30

node 101 and@lVOEK FEREHINEGI 1oMecings and |RgnsiHETRIChS RN iy BN et ¥rsaction type derived

from the user requestd41otbenatasmesignilnetiedibdesrmoesctivhielzeootobirodediighe - 22 -
first control node 101 and the second control node 103 the anonymous user request 143 is to be sent.
According to 8R &MPRHHRSH Met%ﬁd?fﬁﬁ%ﬁg'ﬂggméﬂﬁest 143 is transmitted from the intermediary
node 105 within the firgt camingtigedoa adretwarkckiibionkevisskeantootinogledl@t. The first control
node 10155 ad%fggsa_to searih for anonémous retfs“gonse ata responding to the anonymous user
request 143 iy Whed?st p. 6'?:%19{&'7’5 c§ IRYREYPY BRfrol node 101. If the anonymous response
data 145 are found widhiri thectteragechii9, ithestirstezoatralmodeni Odtimansetivsottkezancongmous
response data 145 to the interm{e%hleo drig% Rogevlggb The intermediary node 105 derives from the
anonymous rgsnpSH% ¥ é?%ef&orespo%se a{:a %7 510 transmits these via the communication channel
127 to the first user node 109. The first user node may use the received response data 147 to
decrypt content dat 5, which h be i Q e : 1 {(st user
node in an encrypteaﬁg}ﬁw%q%g}%ﬁg?a?ﬁﬁ%%g);ggc?ri% éEttctan JEA re(?gs/gead é%%alﬁ%i%ﬁwﬁggﬁ]ygngode
105 complisekydbeyptienticey for ceongutatlythexomplesdars EBHeselvedhe srmacafpientsrm. The
content data 135 are,: I the fi r node withi f | fi saGtion type. 20In
the iIIustratedjsj(r%ﬁoaﬁ%ﬁﬁ%ﬂ%sﬁg@m?e Cgﬂgg'a%%gﬁ%@éc%%?ﬁasgﬁ%gg ﬁ%qu% connected to the
same intermediagjosederi Obe Ipardeit & Hodimen BnELoN sonsid¢iadeno P ¥ ih eHa LRENIUB¥r node

111 may be copegied;iuibrdiis eri NI ediABimsSs) applied to embodiments of the

present invention and the features disclosed in the context one embodiment of
15 the present invention may (individually or in any combination)} also be applied

to another embodiment of the present invention.

Detailed description of embodiments of the invention and findings by the

inventors
20
Fig. 1 schematically illustrates a communication network 100 according
to an embodiment. The communication network 100 is a computer communi-
cation network comprising an intermediary node 105, a first user node 109, a
second user node 111, a first control node 101 and a second control node 103.
25 In other embodiments, the communication network 100 only comprises the
intermediary node 105, the first control node 101 and the second control node
103. According to another embodiment, the intermediary node 105 alone is
provided.
The intermediary node 105 comprises a first control node communica-
30 tion module 151 which is adapted for forming a first communication network
152 with the first control node 101, the first control node 101 using the

intermediary node communication module 142. In particular, the first commu-



When content data 136 being related to a transaction of a second type 25 are provided to the first user
node 109, the intermediary node 105 may transmit the anonymous user request 143 to the second
control node 103 instead of transmitting the anonymous user request 143 to the first control node 101,
since the second control node 103 may be the controf hade sup- porting anonymous response data
related to transactions of the second 30 transaction type. In case the storage 140 of the first
control node 101 does not contain the requested anonymous response data, the first control node 101
may be - 23 - adapted to forward the anonymous user request 143 to a further first control node 102.

In particular, tHEFHENBRMP Hode 4 1 RYMBALR LR RIS REAREEWRFRUIIEHE SRR TPE%nd the

further first cogrobhedehd0Ater MRS Hh 688t Heds aaanparmitatittatss deabbéfarferming a
first-level communica- 5 tion network 113, being in particular a private networ betwein the first control

node and the furthef HIEDEENHM HOGETES 13N thELEAMBHRES BSTFRAGSREUL5285 and 154

are separate fomreaghcathiel A dlievisg detctiapsitissten PerVeanaifer ericonik ok aalion
networks. The further first control node 102 may b adaptzd to re%sg(e he anon- O%lrgpqs user
request 143 &?&‘%‘é@%‘i\?’ﬁ%tﬁ {Hket 6&@%%5‘?%?%5? RSt 2 SHIEGE TN S it the
anonymous regonsdaidreter sardaing thadehicotirersiolagi dr3 Shokithie fLBBcIrirsadbdntiet ntde 102

and if an acc%sstcondition IS S tisfiedt m%:afgg tl’rl] ng e fuer'ther 4‘i(r:st con&rql(:nagﬁ %O%VL% a‘l(lﬁg dto
enable acces 'i%t‘ﬁ%r%‘aﬁ@‘:ﬁ% °£h8ﬁy oUs T sp%n & far a5 9o 25 The Tt ¢8htror Hode 101 , the
further first canteotmoaeur024rivedynitsithes teb ayrd dons epspalese: Gaten lekciiathercenamdhidaition

channel 119 of the first-level.communicati twor, t st ere the
anonymous r@sar')bfo!ﬁgﬁaaaat aeafr'{as rgﬁgﬂﬁﬁa@%%ﬁy ﬁtéﬁjpnlga%r%? %‘é‘éﬁé ‘19‘8@@5\,%!,@%%%:}3& %E%rr% r%m the
responsd Qlata 47t (wdnohraranicatandhyraaal abitkin Ve padiniiarmedemyryode bObmEy be

personalized ngcf-gﬁgtr}iw!eaﬁp&e&mmunication network 152 and the second communica-
tion network 154 are private networks, in particular virtual private networks
(VPN).
Further, the intermediary node 105 comprises a user node communica-
15 tion module 155 for forming a user communication network via the data
channel 127 to the first user node 109. The first user node 109 may for
example comprise one or more computers, such as a notebook computer, a
desktop computer comprising a monitor and a keyboard as indicated by
reference number 110.
20 The first user node 109 is adapted to transmit a user request 141 via
the communication channel 127 to the user node communication module 155.
The intermediary node 105 is adapted to generate, based on the user request
141, an anonymous user request 143. Further, the intermediary node 105 is
enabled to perform a selection for transmission of the anonymous user request
25 143 selectively either to the first control node 101 or to the second control
node 103. In particular, the selection may be based on data comprised in the
user request 141, may depend on a mapping table stored in a storage 157 of
the intermediary node, may depend on a geographical location of the first user
node 109, and/or may depend on geographical locations of the first control
30 node 101 and the second control node 103,
In particular, depending on a transaction type derived from the user re-

quest 141, the intermediary node 105 determines to which control node of the



crypted) and transmits the response data 147 to the first user node 109. Further, other (in particular
all) data exchanged between the intermediary node and a user node may be personalized (not
anonymous) and in particular not encrypted. Further all communication between the intermediary node
and 25 a user node may be not encrypted. The'iﬁt%r‘mediary node 105 is further adapted to obtain
a transaction history indicative of a history of transactions performed by the first user node 109,
wherein in one embodiment the transaction history is stored within the storage 157 of the first
intermediary node 105. Further, the intermediary node 30 105 is ada(%eg?to transmit a history report

t

156 to the firdirgs&onsER! tede 101ard HifeRFANLAMBERNBARASHE adAN TSEE 155 transmits

a (anonymougy fiterys iesiuesd BeOdenthe first control node 101 and/or to the - 24 - second control
node 103. The history request 159 ma com?ﬁise an anoas\%mous identification fo%?g irst user node
c

109. Upon receivingYAEPRERIF PR &L DY TREH RO AP TMERE YD Y SIS AHRE S &ConE control node
103 may colleehagmsaeaibho fisiosyisiatpsed anay, ras SI0is avjahionymeofist istory Briespiamse 161 to
the intermediary node 105. Based on the history respans 61fan lor a}sggg&h'ﬁ?r Sdata
comprised wifHitREKstorade %? ff{é‘irﬁ%‘%{@é‘?;%@g@l Al asSEmble or generai/e the history
report 156 angdaptetianssibton fistanorepatiudfetsptivesérsianserspdeditg. to theAurondimpusan
embodiment, the first contral npde 101 and the fyrther 10 first co lagateddn
different jurisdﬁﬁ{)ﬁggl‘ﬁeﬁgr}iﬁé‘? § Scsga rz;laﬁaert{l')ﬂﬁs5 a diohnes g?vgﬁér?%%%é{??n&ﬁ\%x%%eo%@m .qf
According to aneeamntaodiments thsficstseodata tddeats Tonay siorhinribeyshorrge déhsdddiestvithin
the storage 140 which arg t withi ti ti ' r g j ' ording
toanem bodir%oearll%(i@ ﬁwdgésggc{)ﬂ%ac%Mgﬁnﬂﬁegﬁé?mﬁ%%&%gg%gm%% r%si%]é%as{g %%@éirﬁﬁéé
storage 185 vdiaty arede $ty. Witkinrdaothedipoyitivatiecbitin derjeey fapRicElFeiony mousg. 2.
SF’hemat'ca"yr@%sgﬁ‘é%sc%%"l‘wPé%%@@é‘%‘%‘é%”ié?%ﬂ”&% HReLngs:¥ the TheRismidaies. a
single control NoUe OF cleafing node Is 20 communicatively coupled to several providers 205 and
207 to which &ipluckiapnéiute? nodds Tostawset Tedfe ldhnected, respectively. Today's multi-provider

communication systeqs By (24 HBURINES use the received response data 147 to decrypt

content data 135 which have been provided from the second user node 111 to

15 the first user node in an encrypted form. In particular, the response data 147
received from the intermediary node 105 comprise a decryption key for
decrypting the content data 135 received in the encrypted form. The content
data 135 are provided to the first user node within a transaction of a first
transaction type.

20 In the illustrated embodiment the first user node 109 and the second
user node 111 are connected to the same intermediary node 105, In other
embodiments the first user node 109 and the second user node 111 may be
connected to the different intermediary nodes.

When content data 136 being related to a transaction of a second type

25 are provided to the first user node 109, the intermediary node 105 may
transmit the anonymous user request 143 to the second control node 103
instead of transmitting the anonymous user request 143 to the first control
node 101, since the second control node 103 may be the control node sup-
porting anonymous response data related to transactions of the second

30 transaction type.

In case the storage 140 of the first control node 101 does not contain

the requested anonymous response data, the first control node 101 may be



Referring to Fig. 2 many of today's communication systems may be multi-provider systems. Multiple
providers (P1,Pn) offer the same communication 25 services (A, ... N) or a subset of such services,
e.g. A only. Users (Uxy) may register with one of the Ejroviders and then use such service via the
chosen provider (Px). Users may be humans but coukatso be computer programs. A synchronization
node CI (control node or clearing facility) 201 enables communication across providers 205, 207, i.e.
independent of the provider that a 30 user may choose, users can communicate with each other, i.e.
collaborate and use the same application (application A, ..., N) and/or service. For security-sensitive

applications, GE@RIGHILSTREYVA N ARRINIRP USUFSH gaarest 263 i aIitufBRTSrshpyemby

require sharingogéotmation paiealaelad rddesiharrasotnel Rievigekedbcghfrandontrol node
Cl (201) shall only have restricted access or no access at all to information gf user Uxy. The illustration

in Fig. 2 showLRELBHERBPBIEEYIR dif RIS REERSS. WistekanthR ROSeelts G BHRFERion (or
app) A "trustegbagebbinsiizgcermailin riadiepphicalitasl (or eppsymBnind £oivid-hevelhesrdigitalipastal

services. Region 208 dengtes a TRUST relationship, region (not a geographical regign) between
provider Ph (iﬁ’ﬂ BRENRY ﬁge]rgfe?fi'ig in pWﬁﬂ}gﬁ&HﬁMﬁ‘%ﬁrﬁé%‘?aﬂ/gﬁgﬁ%fﬁg&%&ﬁclearing Cl as
illustrated 10 tohigoPraffrrsokbcine fartheruSesrs @nttrelbnbdieid 02 thEhavebabiliy of muitipliegproviders,
it has its limitations for specifjc application S. The purpose of embodiments of this invention
ofa federateonageﬂﬁ?év g%%srjlél%ri%écif&gsrﬁgggpﬁegﬁlaerﬁ% ff)# Wi %Césél?gg %H&?i%ﬁlf)avt\ﬁ)nr%:

1. Sensitivity dizaa appSaissitay wevteshctifiereon cephofi ardeatiah Ifetiearisy 2. Network latency
supports the concept.of decentralized clearing as tragsaction n rocessed . fiiciently and
faster "closer to homég%vc%lﬁwr%}%{ri ’ﬁ%aﬁ%?ﬁa?lr?boge 162 3" 8&?&8;? g?e%%r%ﬁgeagg%g]ﬁ]@gagn%gﬁof a
"single pdiht of fadluseliser 20qorstast distdbutag atehringliimptbecsanagiabiky tordtretloees risks of

failure. 4. |- lities ire flexibilit lear] t | n app level.
I case, usors oS I S e L AL i e B e o ever
a dedicated dioribairedond;hivilltheistheatiexibiftofdiarbathididisstscopwdineapd. Fagmaieas be

operated 25 opadedicaiat; Gleatiagdenlily th AL SPECHIfPRMREY RSEXEIGBAIWIR 102 is

allowed to enable access to the requested anonymous response data 145 to

15 the first control node 101), the further first control node 102 transmits the
anonymous response data 145 via the communication channel 119 of the first-
level communication network 113 to the first control node 101. From there the
anonymous response data are transmitted to the intermediary node 105 which
derives therefrom the response data 147 (which are not anonymous and in

20 particular not encrypted but may be personalized and in particular unen-
crypted) and transmits the response data 147 to the first user node 109.
Further, other (in particular all) data exchanged between the intermediary
node and a user node may be personalized {(not anonymous) and in particular
not encrypted. Further all communication between the intermediary node and

25 a user node may be not encrypted.

The intermediary node 105 is further adapted to obtain a transaction
history indicative of a history of transactions performed by the first user node
109, wherein in one embodiment the transaction history is stored within the
storage 157 of the first intermediary node 105. Further, the intermediary node

30 105 is adapted to transmit a history report 156 to the first user node 109.

According to an embodiment, the intermediary node 105 transmits a

(anonymous) history request 159 to the first control node 101 and/or to the



facility A. As clearing setups may differ from app to app, clearing must be determined on app 5 A
user can be connected to the network independent of his actual communication profile. If there was a
federated clearing setup that allowed a 30 user/provider to flexibly include/exclude clearing
constellations and avoid hard-wired clearing setups-offapp level, he would be connected to the whole
network and still, provider/user could control clearing on the granular level of - 26 - the app. 6.
Central metering may be inappropriate or inefficient. One app may be metered on the basis of "number
of users/period", whereas another malz/? b_éf;gumber of transactions/period". Federated clearing furthers
er

specializatiorS8E8NdeERHgUIoRas HESRIViIngBfRSASP IRCRIIFRSMREE R A MM BRIMG. 7.1n

the future, e-GRBIHGHMH HARSASHORY MR flava kepe sartared.an revaling RrVisietdeyel, and on
the level of sovereign countries, e.g. in order to support VAT and other tax or compliance regimes.

Sensitivity of EEAXARIR AR F AN SHARILD LRI SRRrRESE DD SBTHRGBMdSs of the
inventors.  nfaig.cRIaVeT disceniinetektissr gsoERmD fRsE BhAeasb @RI Wikta-purely

central clearing approach according to findings by the inventars. Herein, a first clearin%node 301 and

two secord clESRRGHoded 30 AfBIETREHARh RIS b &@iﬁﬂgoﬁ'ogéeé@f%rd?f%s ShiEcted to
one or more hgpravdesswesi3on Bito) daespectpelyedssnninted oo thgpnwidee 305, 307 are
a number of gpplications 351. ferring to Fig. 3, one group of users (309) may acgept that app
SCx is centra\EF%HgS arﬂyr@g,%ﬁéegﬁ%‘fh%?s e(?iﬁe%g{}%&tﬁ&egﬁgﬂﬂg.rﬁ%&/& g%%/gg cated in
the Europeanrhnjorrabémiseterhigt@ccepptns 1 bbite nhe-Fikdt20gssensdeay 0t consider this
acceptable. In particylar in,cases where the clearing facjlity stores keys or r_transactional
iormation (examplBCBHHE, o R et alera bt SO Al gl T e
relocated fio afiatheostahtnpde ddiz maycbecuraged othdiffasenapotiseicinng, Usepa rhiayidisagree.

Consequently, for reasons ¢f plobal Accentance: &l 00 km and 20000 km.

According to an embodiment, the first control node 101 may store
anonymous response data within the storage 140 which are to stay within a
particular political region or geographical region. According to an embodiment,

15 the second control node 103 may store anonymous response data in the
storage 135 which are to stay within another political region or geographical
region.

Fig. 2 schematically illustrates a communication network according to
findings by the inventors. Herein, a single control node or clearing node 201 is

20 communicatively coupled to several providers 205 and 207 to which a plurality
of user nodes 105 and 111 are connected, respectively.

Today's multi-provider communication systems may have limitations.
Referring to Fig. 2 many of today's communication systems may be multi-
provider systems. Multiple providers (P1, .., Pn) offer the same communication

25 services (A, ... N) or a subset of such services, e.g. A only. Users (Uxy) may
register with one of the providers and then use such service via the chosen
provider (Px). Users may be humans but could also be computer programs. A
synchronization node C1 (control node or clearing facility) 201 enables com-
munication across providers 205, 207, i.e. independent of the provider that a

30 user may choose, users can communicate with each other, i.e. collaborate and
use the same application {application A, ..., N) and/or service. For security-

sensitive applications, users will select a trusted provider, as using such



25 clearing facility may have to be decentralized in order to serve the specific user requirements as
otherwise, the restrictions of a purely central approach to clearing would lead to dedicated (fairly
inefficient) setups of the complete clearing infrastructure as illustrated in Fig. 3. Besides adding cost,
such setup would also limit reach as for example, uSErUZ1 is not connected to user U11 30 and could
not communicate with him. Therefore, user U41 would have to register twice in such case. Fig. 4
schematically illustrates a federated clearing system according to - 27 - findings by the inventors,

which may be regarded as an extension of the system illustrated in Hg. 3. In particular, the Fig. 4
EPEREHALLG SRS

illustrates theaRRIIGREIGRII)FFEPR i BRYUAUED FAY A% AEP LR, P KPP ECx: User

g rc_)IL_Jt p (Ué/lx) wgiﬂgr@?@gg«.@‘ysegggﬂwg mlﬁy(m Bﬁcﬁp@rﬁfb( hbgerc3r¢Rp 1Yk alilbube theelearing
cilities Cl an 2 for app SCx User Group (Unx) will. use the clearing facilities Cl, C
Therefore, indRAUSIRR SRR %6‘85@%%%‘ p?r‘%?ehtré)d'Efggﬁﬁﬁt'g&g?eﬁaﬁ5&5&&%&@%&3&? o
or%anizatiobns; .(,rl:s@r_ g%mﬂsagn;@mrmfiﬂt@pmﬁdenBtttb;m'(mgid?ﬁms&reahamhl@ dkearing
setup can_be chasen. Conse- 10 guently, praviders wijll benefit, if they can set.u with th
clearing const&ho tH Egggcoqtfgm gag/@%fg)efgthg{ﬁ%k?egraag%ds Ve &g M régﬁg}gg It\éc})gji-ts fu?lest,
,Tlay Slmphl/ |eﬁgﬂsﬂ[©1dsﬁi§%é9nswheredow@aet@meroﬂégihagmrg@iizaﬂwmﬁe.g. based on traffic).
ternatively, choosing the sequence (C2, , wil] gi ro- ider iti i
means. In this exam%%egtf’@: ﬁ@# %nnlp Al %&%ﬁ urﬁgiqé\ﬁi}g@%jé%%ﬁSﬂ%?ity.ggg Iustr@%?jr}i%gl:ig. 4,
dedicated sergiceg mmwmmf@mdd@y?@rﬁ)ﬁﬁatmmmussmctéq hhd controlled down to
clearing/provider levgl and SUll conpe P%&%F@%%Hﬁbﬁ?ﬂ?&?ﬁ@t@@é?ﬂ ¢k nay|hereiiained.

For 20 example, a country could run eGovernment services in a controlled manner (Cm = clearing
operator thosenFiy. tBisfermuhpRy fqnthiloserneen) matktiiuadeethacyl2Bitlv@iicautiretwork

R e i Lo
require federated cleBnimgurpose of embodiments of this invention of a federated ciearing
and metering system is to resolve the following issues and limitations:
1. Sensitivity of an app SCx may contradict the concept of a central
15 clearing
2. Network latency supports the concept of decentralized clearing as
transactions can be processed more efficiently and faster ,closer to home™
with distributed clearing
3. Central clearing leads to the danger of a ,single point of failure®. In
20 contrast, distributed ciearing improves availability and reduces risks of failure.
4. Multi-app capabilities require flexibility to choose the clearing constel-
lation on app level. In case, users use more than one app, it becomes likely,
that a central clearing infrastructure and even a dedicated distributed one, will
lack the flexibility required. Whereas a specific app may have to be operated
25 on a dedicated clearing facility A, another specific app may be excluded from
facility A. As clearing setups may differ from app to app, clearing must be
determined on app level.
5. A user can be connected to the network independent of his actual
communication profile. If there was a federated clearing setup that allowed a
30 user/provider to flexibly include/exclude clearing constellations and avoid
hard-wired clearing setups on app level, he would be connected to the whole

network and still, provider/user could control clearing on the granular level of



What in terms of decentralized, dedicated clearing could (with some overhead) be achieved on the
Ievel_ of a single app, becomes outmost challenging in a multi-application world in which apps may
require specific clearing constellations. The following_example of Fig. 5 illustrates this challenge for 30
provider P2 with three distinct apps A, B and C, that $tyall be cleared by clearing facilities CI/C2, C2
and Cn/Cm respectively. It becomes obvious that , compared to the system according to an
embodiment of the present invention - 28 - illustrated in Fig. 1, such setup would require significant
overhead with still limited redundancy and little flexibility. Fig. 5 schematically illustrates a
communicati&ﬂ%@RfVork 500 according to findings by the inventors, wherein a number of different
?pdphc?tlgnsl 551, 5 BSF@S@I’&I%GI@I’MQ\M&QI by iheppovistéateodeieificient 5ONe apFeahgept of
ederated clearing applied to above scenariq illustrated in, Fig. 5 facijli 'S ithi [
multi-cleared %‘?ﬁ%—rﬁpfg\%éﬁg ?&Lﬁ.%fé'ﬁ‘ .2“%%9%%?%%%%%%%?&%%%%5% gggﬂ%\@é@gkjogfnsmgle
apgl/ication leyeliraberscirerpastofitesypie dictiederskeatinganiag Sutprfespeaidizatios<r10
and/or a provider to determine the clearin for ; | i ffected down
to the level ofc(jlﬁg rilr?(ﬂ\ﬁgﬂ\gfgf)b. her&}fgg%éﬁ%ﬁﬂ%ﬁ?@ﬁ% Il ust1ri§eﬁseéﬁggénﬂr§n£u?1{?§aﬂﬁ%ﬁmork or
federated clearing systemt680idcrerdingamineing SR archines iBayimaeing RRmeTRAPD

relationships Beiveen NMECANCRYRS A ARTER) dodtesiRtelh Qb ritaeaine e irovider

d '
node 605 prov%% a hum applicatiohs A, B, C, ... (labelled by reférence sign 651) each user
node 609 maypsitedoosuppadevitdng titk el M5FIRARINES 1990 re a subset 653 of the

available applicationg ither, (%paqle-&%r W-gh%,@gﬁ%@t@ﬁﬁ}@é@rf the-
selected application. ZE%?#I%E% provider_I P2 gf%% a sellection of apps. app A may be clegfged at Cm
only (e.gl@oveonndinatimandings appie M ED® S| (e.g.EU or CH), and

Fig. 3 shows disconnected user groups in case of decentralized clearing
with a purely central clearing approach according to findings by the inventors.
Herein, a first clearing node 301 and two second clearing nodes 303 are
provided, wherein each clearing node 301, 303 is connected to one or more

15 provider nodes 305 and 307, respectively. Associated with the providers 305,
307 are a number of applications 351.

Referring to Fig. 3, one group of users (309) may accept that app SCx is
centrally enabled by Cx, while another group (311) may not accept this. If e.g.
C1 was located in the European Union, EU users may accept this, whiie non-EU

20 users may not consider this acceptable. In particular in cases where the
clearing facility stores keys or other transactional information (example:
SWIFT), jurisdiction and therefore access may become critical. If C1 was
relocated to another country or governance changed otherwise, another set of
users may disagree. Consequently, for reasons of global acceptance, the

25 clearing facility may have to be decentralized in order to serve the specific
user requirements as otherwise, the restrictions of a purely central approach
to clearing would lead to dedicated (fairly inefficient) setups of the complete
clearing infrastructure as illustrated in Fig. 3. Besides adding cost, such setup
would also limit reach as for example, user U41 is not connected to user U1l

30 and could not communicate with him. Therefore, user U41 would have to
register twice in such case,.

Fig. 4 schematically illustrates a federated clearing system according to



app C at any clearing facility (e.g., at the most efficient at a given point in time). User U2n chooses the
subset of apps from his provider's offering that 25 user wants to use; only one account required for
multi-app use. The user may also choose clearing options at app level, e.g. cleared in EU or CH or
USA. Such multi-application, multi-provider and r%alﬁ-clearing environment illustrated in Fig. 6
may provide the highest flexibility possible and, while giving the user freedom to choice, it also
satisfies requirements of providers with 30 regards to local compliance, tax and regulations issues.

The system illustrated in Fig. 1 achieves thisﬁjgéoal. Fig\%Y illustrates a user's multi-app selection (1...n)
with only onefdingsohycERminvERERE PR IMBYISR SRAREISEAHRL SFEIIL 2,3, 4as

illustrated in Gigst2 Ao lisiedté@inlreGoy BPpaegalaed thethlosaligevetement mew Bakitiie oper-

ated by local provider Px; clearing may only be done in local clearing facility 5 Cm; service not offered
elsewhere Tty IprUSLES AFREARF ARRHLEY #4 %ﬁatﬁi&ﬁrb?ﬂﬁgﬁ% u%% aggn%r%frhetering in

country x where seryjgem@soenaunsgdaif oy insoting v e arivegef seititig €watoprappce@X(Py); or dual
processing in Px + Py, e.g. in case of specific cross-horder taxation; app ma [ spective
parame- 20 ters. Jﬁ?)'b%é':'cﬁfBb kb Q?rgﬁﬁtf fic QEWHﬂgcean(i'r@’%?egﬁnagrﬁ g?dzgrﬁ??gg%kfrefr money
transfer transaction aretaeetiy validityitf temsaetaariGg\feniiies GlayC@sanedirte distributed

15 piace wherever oGP Lho By g, LSRR Rl R Res e R e
Px may selectitasilitysb aod Bhe level of organizations (user groups), an appropriate provider
setup (e.g. Py) may ensure that the clearing setup can be chosen. Conse-

10 quently, providers will benefit, if they can set up an app with the clearing
constellation. In case of Pn, a provider that leverages the clearing infrastruc-
ture to its fullest, may simply leave the decision where to clear to the clearing
organizations (e.g. based on traffic).

Alternatively, choosing the sequence (C2, Cm, C1) will give such pro-

15 vider additional steering means. In this exampie C2: first, Cm: 2nd (if C2 is
unavailabie), C1: 3rd priority.

As illustrated in Fig. 4, dedicated services may be offered (Py, Cm) that
can be restricted and controlled down to clearing/provider level - and still
connection to the global communication network may be maintained. For

20 exampie, a country could run eGovernment services in a fully controlled
manner (Cm = clearing operator chosen by this country; Py = provider
chosen) and still, access to the communication network may be ensured. The
federated clearing system as illustrated in Fig. 4 also reduces the risks associ-
ated with the danger of a single point of failure.

25 Further, Multi-application capabilities may require federated clearing.

What in terms of decentralized, dedicated clearing could (with some
overhead) be achieved on the level of a single app, becomes outmost chal-
fenging in a multi-application worlid in which apps may require specific clearing
constellations. The following example of Fig. 5 illustrates this chalienge for

30 provider P2 with three distinct apps A, B and C, that shall be cleared by
clearing facilities C1/C2, C2 and Cn/Cm respectively. It becomes obvious that ,

compared to the system according to an embodiment of the present invention



Fig. 7 schematically illustrates a communication network 700 according to findings by the inventors.
Herein, the control nodes 701, 703 may allow  clearing or administering a plurality of applications 1,
2, 3, 4, ... nwhich are 20 provided to a user node. Fig. 8 schematically illustrates a trusted
environment according to findings by the inventors.'lt?%a‘rticular, Fig. 8 illustrates an example of a
dedicated service (eGovernment, e.g.), wherein a TRUSTED and SELF-SUSTAINING environment for
dedicated eGov service and provider is 25 established. Autarkic governance is provided, as both
providers and clearing can be freely chosen by authorities. Still, users éontin e to.be. crcgggﬁ]cted to the

whole commilHEEERESy8tEH; & gSHsh RREPR YYRICS "GHH Hife XLaMAaEs A& dI‘lll\'ét SChematically

illustrates a cpmraicHiHasMOsk dueaedmexiaiit,/findings by the inventors, wherein plural control

nodes 901, 903 are connected to plural provider nodes 905, 907. - 30 - Ins f hardwiring
many-to-many conn@&io%gﬁé?ﬂ?@éﬁ?ﬂ&” e\ (ﬂecaqmgﬁ'i\‘%fﬁﬁé??epg?t\wg %Pﬁg %C%O%(gﬁ l% get

access to clegsingdriad &g theyiseérseg)iwhansaction)nabreaofinffrcaess pplipaiono b iexible.
Fig. 9 illustrates a multi-application communjcation system with f t hard-wired clearing
and meteﬁn9553 %%éré%@rl% ’ﬁﬁ%‘ff‘%@%\@%%ﬂ%ﬂéﬁrgé} Pofr%i%é%%cigtéb’étﬁe for federated clearing
and metering is provitiedca® destrstéddarbigdl Oearirtqpisdhenahived\sikparcel ascoresuification
network 1000_according.to . anather embodiment of the invention iculay, | municatipn 10
network 1000F29a algﬁgb%t@&r?é aﬂgyzﬁ{gah }%af)mn%g?ig%%itﬂﬁ}etﬁgra%@r%m@aﬁb .Iicast.%% communication
system with federefitd ohegring: antbnoetetimgdwheasioythel earimgusttsfoPnnepRbERI00de N hprises
control nodes or clearing ngdes, 100 0 i ' irs 0108 AU RRASS P, 1003
form first-Ieve'l%%'fﬁrﬁﬂ%%gﬁoﬁi\t&%vo&r é%rﬁ%%?%%&n%ﬂrﬁ%g{?gﬁéchanant%?s 15 1019 between two
control nbelesataf)br10p8e vidpettvisye tmirgtihdar esatiracepinftE R CRRANE PRI LeFidG -

represent a separate urial RVALE BRWR' TheFEU 1B GIEiRBVRIGHSRpI0des may be
communicatively coupled
Fig. 6 schematically illustrates a communication network or federated
clearing system 600 according to findings by the inventors involving many-to-
many relationships between intermediary nodes 605 and control nodes 601,

15 603. Herein, the provider node 605 provides a number of applications A, B, C,
... (labelled by reference sign 651) each user node 609 may select or choose
from the available applications 651 to derive a subset 653 of the available
applications 651. Further, each user 609 may choose clearing options specific
for the selected application.

20 In Fig. 6 provider P2 offers a selection of apps. app A may be cleared at
Cm only (e.g. government mandate), app B at CO or C1 (e.g.EU or CH), and
app C at any clearing facility (e.g., at the most efficient at a given point in
time).

User U2n chooses the subset of apps from his provider's offering that

25 user wants to use; only one account required for multi-app use. The user may
also choose clearing options at app level, e.g. cleared in EU or CH or USA.

Such multi-application, multi-provider and multi-clearing environment il-
lustrated in Fig. 6 may provide the highest flexibility possible and, while giving
the user freedom to choice, it also satisfies requirements of providers with

30 regards to local compliance, tax and regulations issues. The system illustrated
in Fig. 1 achieves this goal.

Fig. 7 illustrates a user's muiti-app selection (1..n) with only one ac-



to the intermediary nodes 105 which are not illustrated for simplicity. User requests directed to the
intermediary node 105 may be forwarded in an 20 anonymized form to the control node 1001 which
may forward or roam the anonymous request to another of the control nodes 1001, 1003 using the
communication channel 1019. Thereby, the different é&htrol nodes 1001, 1003 may be located in
different jurisdictions. In particular, Fig. 10 illustrates a roaming architecture for multi- 25 application
communication system 1000 with federated clearing and metering. Thereby providers only need to be
connected to one clearing service and the clearing services are connected as appropriate. As the

number of préABENIAN SR RFDEA TS M SMBELRTBERS AIRPBYTRENHY, ifmay B8%ppropriate

to hard-wire qp ihe dexglipf mlgaring-8@desdities and connect providers through one clearing facility

only and have a roaming dialogue in case the respective clearing facility does not have the required
clearing information@RR1 1 eGO‘SﬁEP,pa"ﬁHWE@chMIH%’QSH%@??@%W%BF&\ Hah BHaQ/jfga%%rfacility,

e.g. in case o gefisptri sieprisad e Bx e Cewlimpanap e mabeeddelinedlasadicheamipiistattittgearching,
aut_hentlcatlon and exchange process r\g&ardfge% clearing and/or metering information between clearing
facilities. Roafiihg 38 ERMEPIRETR G INaL Raring facility needs clearing information in order to

process a transactiogpand thiscogatiegdeioumatine isrstwediivanagrdteisewbgreeqeirin crother
potiederts O e L
where service was produced (Py); or dual processing in Px + Py, e.g. in case
of specific cross-border taxation; app may be setup with respective parame-
10 ters.

app 3: global mobile remittances with central clearing in order to regis-
ter money transfer transaction and to certify validity of transactions. Govern-
ance may also require distributed clearing (e.g. EU, Asia, USA).

app 4: regify trusted and binding e-mail service; clearing may take

15 place wherever provider chooses, e.g. 5 clearing facilities may offer the
clearing service; provider Px may select facility 1 and 3.

Fig. 7 schematically illustrates a communication network 700 according
to findings by the inventors. Herein, the control nodes 701, 703 may allow
clearing or administering a plurality of applications 1, 2, 3, 4, ... n which are

20 provided to a user node.

Fig. 8 schematically illustrates a trusted environment according to
findings by the inventors. In particular, Fig. 8 illustrates an example of a
dedicated service {(eGovernment, e.g.), wherein a TRUSTED and SELF-
SUSTAINING environment for dedicated eGov service and provider is

25 established. Autarkic governance is provided, as both providers and clearing
can be freely chosen by authorities. Still, users continue to be connected to
the whole communication system, e.g. for other services with the same user
account,

Fig. 9 schematically illustrates a communication network according to

30 findings by the inventors, wherein plural control nodes 901, 903 are connected

to plural provider nodes 905, 907.



10 require high-speed connections and high-end technical infrastructure. Such call upon request would
be more robust as well as it would work in heterogeneous environments, i.e. in a clearing federation
with global clearing facilities under different governance rules. To give an example: in case, Cl will
initiate a roaming call to C2 and Cz, such calls could Bd parallel or serial ones, e.g. call 15 to Cz would
only be initiated if call to C2 was unsuccessful. Further, roaming capabilities may provide to
enable various governance regimes. In particular, roaming (in particular an access condition for
roaming requests and/or forwarding response data) may be set up on different levels as 20 listed
under points 1. to 31p&&RH f’.fu‘“?e"gﬁﬂm%@?fﬂ?ééa‘i?'maWu%‘é'PM%‘é‘}’%j?&Fbe%?F&e?éﬂﬁlHE% enable or
disable roamingdfeteneriiara armed. (& ke chousestodisabie teaguinadoesppolchratisgudsin app A

transaction, then clearing data (keys, etc.) will reside at the clearing facility 25 onl h i
registered. In(&Se ¥ Y¥FoehAnE I%éﬁfé&%%%ﬁrﬁ%[ﬁﬁ@&ﬁb% %%%?%F%%I aﬁ Ss%rp)é\l\ﬁly\ll a‘%ﬁb ea?vgi(ce)rtlnz

registered withih® spereleasiaoriad ip blcaticn therolearing facility stasnnoltbhi@dedatadnbease of
"roaming dlszﬁ)lear. This lr?%ami,n% set%r:& %uarantees that clearing data will always reside in the trusted
domain that tAR s@’r’r&% FRASEHULRA! Psrdqgomrast, "roaming enabled" enables a roaming dialogue

between clearing fa@l&ti:esding:as_eﬂ red Lregy bas;lnwitip@bpm, sovmEmiray Aechivanting dnalfstErwhile
e oA e AR R R o o oeming
eGovernment apps &gl rmbistdbe makipaiitidiu sorabéesyacomtnoh goication aateosk CRAGIRgeaciity

ing to another embodiment of the invention. In particular, the communication

10  network 1000 may also be considered as a roaming architecture for a multi-
application communication system with federated clearing and metering,
wherein the communication network 1000 comprises control nodes or clearing
nodes 1001, 1003, wherein particular pairs of the control nodes 1001, 1003
form first-level communication networks providing communication channels

15 1019 between two control nodes 1001, 1003, respectively. In particular, each
communication channel 1019 may represent a separate virtual private net-
work. In particular, one or more user nodes may be communicatively coupled
to the intermediary nodes 105 which are not illustrated for simplicity. User
requests directed to the intermediary node 105 may be forwarded in an

20 anonymized form to the control node 1001 which may forward or roam the
anonymous request to another of the control nodes 1001, 1003 using the
communication channel 1019. Thereby, the different control nodes 1001, 1003
may be located in different jurisdictions.

In particular, Fig. 10 iliustrates a roaming architecture for multi-

25 application communication system 1000 with federated clearing and metering.
Thereby providers only need to be connected to one ciearing service and the
clearing services are connected as appropriate.

As the number of providers will outnumber that of clearing facilities for
most of the apps, it may be appropriate to hard-wire on the level of clearing

30 facilities and connect providers through one clearing facility only and have a
roaming dialogue in case the respective clearing facility does not have the

required clearing information.



Clearing facility have the freedom to choose the set of clearing partners they want to roam with in
order to exchange clearing data. Of course, this choice can either be made globally (for all apps that a
clearing facility 10 clears/meters) or for each app on an individual basis. As a result, a clearing facility
can support a variety of apps with diverse clearing scRénres. Whereas roaming may be disabled for an
eGovernment app, selective roaming may be supported for app B, and full roaming for app C.
Examples for roaming schemes down to the level of individual apps are 15 given below: Constellation
for app B may be: -user A may choose "roaming disabled" -user B may choose "roaming enabled"

(will only have an efféil, if RERIIEROEALK BecrRMESBE Fh G RIEP R 026 51891Hed fadlypick

clearing facilitieg 3qrds? JouaBR-ErERPERINGces (ePER\EERNA MEYaFRPRPAATEEd QRIAINKE aBdlet some
"most efficient” algorithm determine roaming process for app B Constellation for app C may be: -user

B may choos&®BRARd s apRrgh Ly et he RTiPERALRR A 6XANAR I BFRSESS redpreiiter 2 may pick

clearing facilittsatingAd/OF ArRté&riFRpIRfagrtRgofObageb EpasRRT HgChrRinblS asaRa(lajercy) or
other) -provider 1 may disable roaming for app.C due to local regulations and legal issues

30-eGovernmeESSS AP BEVfHiRF 6 GRARG AT BH igE It SR A QRGP R H6M e outset
Fig. 11 schenmmiicaly iHustiates-anathat comnaidicaiomastiweatkohl(0stored/managed else-

where, i.e. in another clearing facility.
Technically, the roaming process may rather be an ,asynchronous call
upon request" {(near-real-time request) than a parallel request that would
10 require high-speed connections and high-end technical infrastructure. Such call
upon request would be more robust as well as it would work in heterogeneous
environments, i.e. in a clearing federation with global clearing facilities under
different governance rules. To give an example: in case, C1 will initiate a
roaming call to C2 and Cz, such calls could be parallel or serial ones, e.g. call
15 to Cz would only be initiated if call to C2 was unsuccessful.
Further, roaming capabilities may provide to enable various governance
regimes.
In particular, roaming (in particular an access condition for roaming re-
quests and/or forwarding response data) may be set up on different levels as
20 listed under points 1. to 3. below:
1. User and user group
A user/user group may determine to enable or disable roaming for a
certain app A. If he chooses to disable roaming for app A and starts an app A
transaction, then ciearing data (keys, etc.) will reside at the clearing facility
25 only where the user is registered. In case of ,roaming disabled", the communi-
cation partner of that user will also have to be registered with the same
clearing facility, because the clearing facility may not share data in case of
~Foaming disabled". This roaming setting guarantees that clearing data will
always reside in the trusted domain that this user group has chosen. In
30  contrast, ,roaming enabled" enables a roaming dialogue between clearing
facilities. In case, a user has multiple apps, some may be ,roaming enabled"

while others may be not.



- 33 - according to an embodiment. The communication network 1100 illustrated in Fig. 11 differs from
the aforementioned embodiments of a communication network in that it allows metering (i.e.
measuring of data access, in particular for invoicing) of applications used by the user node or
measuring or metering 5 content requested and acce3det by the user node. In Fig. 11 federated
anonymous metering is illustrated as a multi-application communication system with federated clearing
and metering. Federated clearing opens up opportunities for specialization of clearing services. This
may also include metering. As clearing services may flexibly 10 support all apps, a subset of apps, or
only a dedicated on8-(@.@Vé"(jﬁfv), metering can be decentralized as well as metering can be part of the

clearing service. TypicalseretREpb@adtilingsas saenitig driakmwaon il ecershmaysebhedime
significant resources and costs, in particular, if diverse meterin gon(éﬁr%ts need to begsu ported in one

central clearikg i SSLEPBIARJEY BRI LR ARG L I PR IR ERIRARYR §FEMBIization of
respective clagighsgiss /ardieasts dp wifinienmdigitieuiedirpetsitiog servites; BilinplLgerei2i by
providereP§y may trigger a roaming dialogue in order to collect metering data from clearing facilities that
may have’se@etFU21's requests within the billing period. Py may collect this usage data from the 20
distributed meters inglivigkiaty gpeatisiey, or for its complete user base. Advantages of this kind of

ciicently | metGIY BAAE RO HaSo Ry foch A My e e e
(Asia, North Ammeyiosafttoatcagrvitfidtiafteding oatechavary ABdaing aatacffilatiorse, thismetering
data will only Become UserielatBd on ORIy TR RS L Tt aaPsiRb iy
10 clears/meters) or for each app on an individual basis. As a result, a clearing
facility can support a variety of apps with diverse clearing schemes. Whereas
roaming may be disabled for an eGovernment app, selective roaming may be
supported for app B, and full roaming for app C.
Examples for roaming schemes down to the ievel of individual apps are
15 given below:
Constellation for app B may be:
-user A may choose ,roaming disabled"
-user B may choose ,roaming enabled" (will only have an effect, if pro-
vider of user B enables roaming for app B)
20 -provider 1 may pick clearing facilities 3 and 12 for app B roaming
-provider 2 may choose ,free roaming" and let some ,most efficient” al-
gorithm determine roaming process for app B
Constellation for app C may be:
-user B may choose ,roaming disabled"
25 -user A may choose ,roaming enabled"
-provider 2 may pick clearing facilities 1 and 12 for app C roaming (e.g.
for legal reasons, technical reasons (latency) or other)
-provider 1 may disable roaming for app C due to iocal regulations and
legal issues
30 -eGovernment app may be limited to dedicated provider and clearing fa-
cilities right from the outset

Fig. 11 schematically illustrates another communication network 1100



U21 has "one face to the customer" via Py - Py to own customer relationship 30- Py can consolidate
metering data per app used into a billing statement for U21 - roaming process for metering follows the
roaming setup for clearing - 34 - Fig. 12 schematically illustrates another communication network
1200 according to an embodiment of the present invehtion. Herein, a subscription on demand of a
newspaper may be charged based on actual access to the particular newspaper content being
accessed. 5In particular, Fig. 12 illustrates an example for federated anonymous metering for
subscriptions of content data. Herein, a user for app "biz subscription” % receive a regify

message in SN ER EShaIMRAIBTSN ot CORRMHRIERIRMASE &K AP QsEHFHR& b Leription

on demand sefyice; HFeiPsPHATREIRS &iviantidie dMagrriaemid BUS N ESS WMiiteaos CAPITAL.
Articles may be available to the user as abstracts, and onl uP,on canfirming by clicking "jf yqu want to
v LR BRIGIEL

read this artideATK JoENaiIballans Rs Rl e (RRING Rlvieke tH8 BRIGIEYLS (that
may be part ghiheweuiindnessagsirasdinpeddadependanty). ddue"bizaeascripipot santeenvll

eauests, baCOREHAS B LA FAETRS CB (ST A 1 Barng facilly o he discretion of P7)
that will effect roaming migh Clefstng-faetitasool fiblks BIEINES S Wistkaoed/as EARINTAL
B L T e T
The user expects arfederated clearing opens up opportunities for specialization of clearing
services. This may also include metering. As clearing services may flexibly
10 support all apps, a subset of apps, or only a dedicated one (e.g. eGov),
metering can be decentralized as well as metering can be part of the clearing
service. Typically, metering (and billing as the direct follow-on process) may
consume significant resources and costs, in particular, if diverse metering
concepts need to be supported in one central clearing instance. Metering of
15 dedicated clearing instances reflects the specialization of respective clearing
service and leads to efficient, distributed metering services.

Billing user U21 by provider Py may trigger a roaming dialogue in order
to collect metering data from clearing facilities that may have served U21's
requests within the billing period. Py may collect this usage data from the

20 distributed meters individually per user, or for its compliete user base. Advan-
tages of this kind of federated, anonymous metering are manifoid:

- specialized clearing facilities can do the metering more efficiently

- metering data is anonymous on clearing level and may therefore re-
side anywhere (Asia, North America, EU, etc.) without affecting data privacy

25 laws and regulations

- metering data will only become user-related on provider level (at level
of trust relationship)

- U21 has ,one face to the customer™ via Py

- Py to own customer refationship

30 - Py can consolidate metering data per app used into a billing statement
for U21

- roaming process for metering follows the roaming setup for clearing



will receive one billing statement only from his trusted provider P7 of "biz subscription" app. User
may share his preferences with P7; profile may only be passed on by P7 anonymously and upon prior
consent. Subscription services according to 25 a user's profile across different content providers are
superior for the user. Also, the user receives one biltirftstatement only. User may choose
particular articles #1, #2, #3, #4, #7 in his "on demand" Biz subscription in the respective billing period.
Provider P7 may act as the trusted intermediary and "Biz subscription Intermediary" vis--vis content 30
owners. It should be noted that the term "comprising” does not exclude other elements or features and

the "a" or "an" does Ri@- eh¢Isehemaiicalty iistrates apptheneparsebeatiamasswativd a4 different
embodiments payrif A RIRGIMbodifheud %@%M@%ﬁb@ﬁfﬁ?r%ﬁig%ﬁﬂé‘&ﬁi%ﬂs shall

not be construed as limiting the scope of the claims. - 36 - MS 1. An intermediary node (105),
comprising: 584 EEHFbPhEJREMSTRARRI dﬁ‘@dnhﬁdﬂllﬂ@@_@ﬂaééﬁp?@d%ﬁ“@rﬁﬁﬁesé to the

particular newspaper content being accessed.
5 In particular, Fig. 12 illustrates an example for federated anonymous
metering for subscriptions of content data.

Herein, a user for app ,biz subscription™ may receive a regify message
in his inbox that contains digital contents as agreed between P7 and user in a
subscription on demand service: a selection of articles from TIME Magazine,

10 BUSINESS WEEK and CAPITAL. Articles may be available to the user as
abstracts, and only upon confirming by clicking ,if you want to read this article
in full, you will be charged X Cents", the user will have access to the article(s)
(that may be part of the regify message or shipped independently). The ,biz
subscription™ service will register the purchasing requests, pass them on to the

15 user's provider P7, that will anonymize the requests, pass them on to the
clearing facility C5 (selection of ciearing facility at the discretion of P7) that will
effect roaming with clearing facilities of TIME, BUSINESS WEEK and/or CAPI-
TAL respectively. These facilities will register the purchasing events, pass
purchasing keys on and through the chain of clearing and providers, keys will

20 make available requested digital contents to the user. The user expects and
will receive one billing statement only from his trusted provider P7 of ,biz
subscription™ app.

User may share his preferences with P7; profile may only be passed on
by P7 anonymously and upon prior consent. Subscription services according to

25 a user's profile across different content providers are superior for the user.
Also, the user receives one billing statement only.

User may choose particular articles #1, #2, #3, #4, #7 in his ,on de-
mand" Biz subscription in the respective billing period. Provider P7 may act as
the trusted intermediary and , Biz subscription Intermediary® vis-a-vis content

30 owners.

It should be noted that the term “comprising” does not exclude other

elements or features and the "a” or “an” does not exclude a plurality. Also



first communication network (152) with a first control node (101); a second control node
communication module (153) adapted for forming a second communication network (154) with a
second control node (103), wherein the first communication network is communicatively separated
from 10 the second communication network; and = ¥user node communication module (155)
adapted for forming a user communication network (127) with at least one first user node (109) and for
receiving a user request (141) from the first user node(109), wherein the intermediary node (105) is
adapted to generate an 15 anonymous user request (143) based on the user request (141) and to
perform a selGleNe s rARSFHIP e ARFFNFHALS DIt Rediitaienty embnaimrNSdMAY #&t control node
(101) or to the sesAREL£oNtrol node (103). 2. The intermediary node according to claim 1, 20 wherein
the first control node communication module (151) is adapted to receive anonymous response data

(145) from the first cBréfWidRITadD nefefcthakdefasBRa SRS btecHRIMSTERAThB8ule (153)
is adapted t0 faeRIVEANAYIMA ELERORES saler D LERMsthe second control node (103), wherein
the anonymous response data (145) are indicative of a response to 25 the user request. 3. The
intermediary node according to claim 1 or 2, wherein the generated anonymous user request (143)
comprises a digital fingerprint of a transaction identification information identifying a transaction (135,
136) performed by the 30 first user node. - 37 - 136) involves an access to content data (135, 136) by
the first user node, wherein in particular the content data comprise at least one of payment data, email
data, content on demand data, video data and audio data.



5 5. The intermediary node according to claim 4, wherein the selection to transmit the anonymous user
request to the first control node or to the second control node is based on a geographical location from
where the content data (135, 136) originate and/or is based on a geographical location where the
content data (135, 136) are supplied to. 10 6. The int&®nediary node according to one of claims 3 to 5,
wherein the transaction involves running an application by the first user node, wherein in particular the
application comprises at least one of an email application, a payment application, and a data access
application. 15 7. The intermediary node according to one of claims 3 to 6, which is further adapted to
obtain a transaction GldMSreport (156) indicative of a history of transactions performed by the first
user node, wherein the transaction history report is specific for the first user node. 20 8. An
intermediary node, in particular the intermediary node according to one of the preceding claims,
comprising: a first control node communication module (151) adapted for forming a first

communicatiof RewerK-thadiamthadé SueanirelorgadiHyL); 25a second control node communication
module (153) for forming a second communication network (154) with a second cantrgl node (103),

wherein tRe first conthilificaABH MRRE RGBTSR BN SHlsafdre W rRAARFRA BRI FRTMIng &

communicatiGil-fiebuaik @nd AiBHeR Qs R YT NICRHN m@tﬁiulﬂn&éﬁh@ﬂémﬁ@ﬂw formmg a30
communication network &é&; with at least one second user nod ré?ﬁ?frh r rec mg

transaction-related catsf FUH S QTR HOHEOR 119 iHryoﬁBHQ%OS)
is adapted to genreiGhe aBOMYTNALStoBBretwork (154) with a second control node (103),

wherein the first communication network is communicatively separated from
10  the second communication network; and
a user node communication module (155) adapted for forming a user
communication network (127) with at least one first user node (109) and for
receiving a user request (141) from the first user node(109),
wherein the intermediary node (105) is adapted to generate an
15 anonymous user request (143) based on the user request (141) and to
perform a selection to transmit the anonymous user request (143) selectively

to the first control node (101) or to the second control node (103).

2. The intermediary node according to claim 1,

20 wherein the first control node communication module (151) is adapted to
receive anonymous response data (145) from the first control node (101),
wherein the second control node communication module (153) is adapted to
receive anonymous response data (145) from the second control node (103),
wherein the anonymous response data (145) are indicative of a response to

25 the user request.

3. The intermediary node according to claim 1 or 2, wherein the generated

anonymous user request (143) comprises a digital fingerprint of a transaction

identification information identifying a transaction (135, 136) performed by the
30 first user node.

4, The intermediary node according to claim 3, wherein the transaction (135,



transaction-related data (163) based on the transaction-related data (134) and to perform a selection
to transmit the anonymous transaction-related data to the first control node (101) or to the second
control node (103). 5 9. A communication network (100), comprising: an intermediary node (105)
according to one of the preceding claims; the first cotfotnode (101) forming the first communication
network (152) with the intermediary node; and the second control node (103) forming the
second communication 10 network (154) with the intermediary node, wherein at least one of the
first control node and the second control node is adapted to transmit an angnymous history response

(161) specifict#f tHBvRMassER R568 %3 69) Ik hnataddidR, Aotk QvENe1Eeh U$RE RBfmunication
system accorging-trCiaimfrinnareih dne fiaianiial pespisdecatashat afissbepatjetantgdesation

and the second control node is located at a second control node location, wherein the first control

node locatiorfiR3P 38 afRnt eohPhE LBt @Rr o ABRRIEAGH BY)'9'RiSRtce between 100 km

and 20000 km, in particular between 300 km and 20000 km. 20 11. The communication system

according to claim 10, wherein the first control node location js wijthin a first %%%d'ctiolregion and the
r

second cantrat Aot UELRAARRitARFS SSCORANHEAICRIT ragidN iRt EHreY jurisdiction
region. 25 12-Ihersiormauareaiian systaseaeeqiisg to tme fstiaionsrditadde forthetbernpasird) a

further first control node (102) formjng a first control nqde ¢ mm¥nicatioH net%orkcg%%%mvghttge first
control node (:f’(.‘)‘f)"f) BORAEE ﬂ%&ﬁ%ﬁ?&%ﬁ%%ﬂ ’F@ﬁ?a anr?o AR aﬁonymous Lser request
(143) receivegifsan 1Be jrieghestiarymyde [ Baktaltbe furjrerditstvontrivcantte (MOE)df the
anonymous response §ai8 3601 343" 3hpi to.
10
6. The intermediary node according to one of claims 3 to 5, wherein the
transaction involves running an application by the first user node, wherein in
particular the application comprises at least one of an email application, a
payment application, and a data access application.
15
7. The intermediary node according to one of claims 3 to 6, which is further
adapted to obtain a transaction history report (156) indicative of a history of
transactions performed by the first user node, wherein the transaction history
report is specific for the first user node.
20
8. An intermediary node, in particular the intermediary node according to one
of the preceding claims, comprising:
a first control node communication module (151) adapted for forming a
first communication network (152) with a first control node (101);
25 a second control node communication module (153) for forming a
second communication network (154} with a second control node (103),
wherein the first communication network is communicatively separated from
the second communication network; and
a user node communication module (155) adapted for forming a
30 communication network (127) with at least one second user node (111) and
for receiving transaction-related data (134) from the second user node (111),

wherein the intermediary node (105) is adapted to generate anonymous



the first control node, wherein the further first control node (102) is adapted to retrieve the
anonymous response data (145) and transmit the anonymous response data to the first control node
(101), 5 wherein the first control node (101) is adapted to transmit the anonymous response data (145)
received from the further first control node (102) to thedfhtermediary node (105). 13. A communication
method, comprising: 10providing an intermediary node; receiving, by a user node communication
module of the intermediary node via a communication network formed between the intermediary node
and at least one first user node, a user request from the first user node; generating, by an intermediary

node, an anotlARGastiRRrRIgtRE 43d 08 Jobasrd eB the teatsaktion-relatashdatg, 6134
intermediary nodeta selesHeNI QL ERRBEIN L ARAMIPENS BPRNRRANdEs! SalRsivabnG-& dirsh cstzol

node or to a second control node, wherein a first control node communication module of the
intermediary 20 Ho8dITEFRSRLTRENESA LMo ARG SBCRRA frnfiet BRI HbHe and  wherein

a second control node communication module of the intermediary node forms a second
communication network with the second control node, wherein the first communication network is

communicatively/SEPTHREABHP the LR (A GRERISH PBtwork. 25 14. A program element,

which, when being exaauted by @RfperRsEo( 116 Frapteddmeairoher siine Prerennijadageerding to
claim13. 15.Aco u%er-readabl«z| me iU{nQi&vghich, a computer program is stored 30 which, when
being executed by ar%ﬁ)% Kst&endrg 9t EbhiBIN RS FoliEst FRIINBY ACASIMh Y $oVERH 13.

(152) with the intermediary node; and
the second control node (103) forming the second communication
10 network (154) with the intermediary node,
wherein at least one of the first control node and the second control
node is adapted to transmit an anonymous history response (161) specific for
the first user node (109) to the intermediary node (105).

15 10. The communication system according to claim 9, wherein the first control
node is located at a first control node location and the second control node is
located at a second control node location, wherein the first control node
location is spaced apart from the second control node location by a distance
between 100 km and 20000 km, in particular between 300 km and 20000 km.

20
11. The communication system according to claim 10, wherein the first control
node location is within a first jurisdiction region and the second control node
location is within a second jurisdiction region different from the first
jurisdiction region,

25
12. The communication system according to one of claims 9 to 11, further
comprising

a further first control node (102) forming a first control node
communication network (113) with the first control node (101),

30 wherein the first control node is adapted to transmit the anonymous

user request {143) received from the intermediary node (105) to the further

first control node (102), if the anonymous response data are not available at
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the first control node,

wherein the further first control node (102) is adapted to retrieve the
anonymous response data (145) and transmit the anonymous response data
to the first control node (101),
wherein the first control node (101) is adapted to transmit the anonymous
response data (145) received from the further first control node (102) to the
intermediary node (105).

13. A communication method, comprising:

providing an intermediary node;

receiving, by a user node communication module of the intermediary
node via a communication network formed between the intermediary node and
at least one first user node, a user request from the first user node;

generating, by an intermediary node, an anonymous user request based
on the user request; and

performing, by an intermediary node, a selection to transmit the
anonymous user reguest selectively to a first control node or to a second
control node,

wherein a first control node communication module of the intermediary
node forms a first communication network with the first control node and

wherein a second control node communication module of the
intermediary node forms a second communication network with the second
control node, wherein the first communication network is communicatively

separated from the second communication network.

14. A program element, which, when being executed by a processor, is

adapted to control or carry out a method according to claim 13.

15. A computer-readable medium, in which a computer program is stored
which, when being executed by a processor, is adapted to control or carry out
a method according to claim 13.



