WO 2006/075230 PCT/IB2006/000038 AUTOMATIC CUSTOMIZATION
OR CONFIGURATION OF MOBILE DEVICES BACKGROUND OF THE
INVENTION [00013 Mobile devices such wireless telephones, personal

wdigihedassistants (PDAs), aid palmtop computing devices agg-¢oa3a0 35
modem society. Overtime, these devices have evolved from relatively

simple communications devices with a limited number of features to
devices that include a wide range of sophisticated capabilities and
functions. Wireless telephones, for example, which originally provided
litttle more than mobile voice communications, now allow users to choose
from a wide variety of enhanced features and customization options
including mobile Internet, audio and video capabilities, as well as the use
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by installation, customization and operation procedures of increasing
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’ telephone. or. other mopbile device, the setup procedure typically involves
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: dissatisfaction despite ﬁ%lg%cet%ﬁl%g e§%%%§efg8%a?§ﬁlﬁ?§ﬁ%¥&feﬁ}aﬂﬁ-
Wireless i@[%ﬁﬁﬂk@ i*&eeﬂﬁﬁ;l&?%vﬂﬁ;ﬂ %ﬁgﬁgﬁy%%%e@%ﬁ}e more than mobile voics
communications, now allow users to choose from a wide variety of enhanced features and

customization options including mobile Internet, audio and video capabilities, as wel] as thé

use of other advanced applications such as gaming applications.

10002} The evolution of these advanced services, however, has been accompanied by
installation, customization and operation procedures of increasing complexity. For exampie,
when a user initially purchases s wireless telephone or other mobile device, the éetup
procedure typicaﬁy involves the user going through'a somewhat complex and time consuming
process of selecting certain operating options and customization preferences. In some
mnstances, users are sither unable or unwilling to take the time to properly or firlly perform this |

process.

[0003] As a result, wireless users are often not taking full advantage of the feature set
provided by a particular wireless device, which may lead to user dissatisfaction despite the

fact the desired features may be actually present in the wireless device by following the
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proper the setup procedure. Furthermore, complicated customization and
operation routines, including advanced user interfaces and a large

number of options, act as an impediment to consumers purchasing

additional customizations products such as gaming, audio and video

products that generate additional revenue for service providers and

wireless device manufacturers. Accordingly, in view of the foregoing, one
desirable feature would be to provide systems and methods that that
streamline or otherwise simplify the setup, operation and customization of

a wireless device. SUMMARY OF THE INVENTION [0004] Systems and
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of mobile dewces such as wireless telephones are provided.
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mobile device is provided with an installation agent that aids in installation
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process. Another aspect of the invention may include providing a mobile

prodigw cehwithariatsonidirdling agentéhabsteamlingsonatomatesihgess device
process of correcting device malfunctions. Other aspects of the invention

manirfaytitereoncecnetingiith iproleding simplifiediusepinteldacsddameabileould be to
devices and enabling the remote control and manipulation of a mobile

provléy inetdO0Cdd] hethode tantaewitteanfinst aspédctrofdheiprdssnthinvantiooperation
there is provided a system for automatically installing additional software

and appfications o anrekite device comprising: a queue for storing
commands received from a keypad or external application; an output
buffer cougled to a dlspla\éon the mobile device for receiving graphical

& Arhhstall agent operatively coupled to the queue

and output buffer, the

[0004] Systems and methods for the automatic or streamlined customization or
configuration of mobile devices such as wireless telephones are provided. In accordance with
one example embodiment of the present invention, a mobile device is provided with an
installation agent that aids in installation of new device applications by fully or partially
automating the installation process. Another aspect of the invention may include providing a
mobile dev.ice with an error-handling agent that streamlines or automates the process of
correcting device malfunctions. Other aspects of the invention may be concerned with
providing simplified user interfaces for mobile devices and enabling the remote control and

manipulation of a mobile device.

[0004a] In accordance with a first aspect of the present invention, there is provided a

system for automatically installing additional software applications on a mobile device
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install agent configured to monitor the content of the output buffer such
that when the contents of the output buffer indicates a software
application is being installed on the mobile device, capturing the install
information from the output buffer and writing commands to the queue
such that the desired application is automatically installed. [0004b] In
accordance with a second aspect of the present invention, there is
provided a system for handling errors generated in a mobile device
comprising: a queue for storing commands received from a keypad or
external application; an output buffer coupled to a_display on the mobile
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comprising: a queue for storing commands received from a keypad or

quedBERah ARRNCRURH aphALIRLE RUIIRESaHRIRY IRs@Ra display on the

mobile device for receiving graphical output information; and an interface

[oodaapslator RoRebLRHAIRHHP 16 aHe HE ARG OBPHRLTTeR e JRSHERES: provided 2
translator agent configured to receive commands from the queue and

systéiedte SHnpliiectsey tierface screemohasacvan resabedeommands ARdioring
transmit the simplified interface to the output buffer
commands received from a keypad or external application; an output buffer coupled to a

glat when the

display on the mobile device for receiving graphicai output information; control circuitry for
coordinating the operation of the mobile device, the control circuitry configured to generate
an error message when a mobile device malfunction occurs; and an error handling agent
operatively coupled to the queue, output buffer and control circuitry, the error handling agent
configured to receive error messages from the control circuitry and determine whether the
error message is recognized and to locate a specific error handling routine if the error
message is recognized.

[0004¢] In accordance with a third aspect of the present invention, there is provided a
system for customizing a user mterface on a mobile device comprising: a queue for storing

commands received from a keypad or external application; an output buffer coupled to a
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thereby replacing an original interface screen with the simplified user
interface screen such that the simplified user display screen is displayed
when the mobile device is in use. [0004d] In accordance with a fourth
aspect of the present invention, there is provided a system for remotely
controlling a mobile device comprising: a queue for storing commands
received from a keypad or an external application; an output buffer
coupled to a display on the mobile device for receiving graphical output
information; and a remote control agent coupled to the queue and output
. buffer, the remote contral agent configured to coordinate communication
disPifitrPR BMBIRPEpEIatF a0 tPARYME HERIBFRe ARK HESHHIR bG48 interface

the remote operator such that remote operator mmay observe_ the user
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a met 08 ?’or automatically ms?a Ing additional software applications on a

therige%%gfé%qrx gncggkgxg%ﬁirﬂgcé %Q’l@r‘égm%”ﬂl% 89}@1 QURdE %ﬁ%’r?&%&grg&% such

n ext application; receiving graphical output information

that RAOAHIRLE RUEEN GOUPIEIER A displaY.am e mobils evisseands, use.

monitoring the 2b content of the output buffer with an install agent such

rooghgt whenithe caaiertsafheQuRutRuftarindicales & o0itMareere is ﬁrovided a

application is being installed on the mobile device, capturing the insta

systéfappatiapforasiieo AP Ut AubiRs andvriting aamyMants e theeatiecommands
such that the application is automatically installed. [0004f] In accordance

receWih a@ixthiaspestefdmepiasenbiuenian theisis pietddeshpied to a display on
the mobile device for receiving graphical output information; and a remote control agent
coupled to the queue and output buffer, the remote control agent configured to coordinate
communication with a remote operator and transmit the contents of the output buffer to the
remote operator such that remote operator may observe the user interface displayed by the
mobile device and receive communications from the remote operator and write commands
received from the remote operator to the queue such that the remote operator has control over
the mobile device.

[0004e] In accordance with a fifth aspect, there is provided a method for automatically
installing additional software applications on a mobile device comprising: storing commands

on a queue received from a keypad or an external application; receiving graphical output

information in an output buffer coupled to a display on the mobile device; and monitoring the
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method for handling errors generated in a mobile device comprising:
storing commands on a queue received from a keypad or an external
application; receiving graphical output information in an output buffer
coupled to a display on the mobile device; coordinating the operation of
the mobile device with control circuitry, the control circuitry configured to
generate an error message when a mobile device malfunction occurs; and
receiving an error message with an error handling agent, the error
message being received from the control circuitry, the error handling
agent determining whether the error message is recognized and locating
contgng g dlifc QRS IRAKERNY Yo atirnBsifthaser ot e S8 guhin ot of the output
0004g] In accgordance with a seventh a,spe?t of the present invention,
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an eighth aspect of thé present invention, there is provided a method for

infofRIRIE M centraling,armmobiie,device CRIBRNSIGISIING CAMmaNdsAliBiting the
gueue received from a keypad or an external application; receiving

operdfdRhiFaliRUERGE IBfaERatioRiin @neMtRhHFEr BeURIREHN0 Arelispla¥dfigured to
the mobile device; and coordinating communication

generate an error message when a mobile device malfunction occurs; and receiving an error
message with an error handling agent, the error message being received from the control
circuitry, the error handling agent determining whether the error message s recognized and
locating a specific error handling routine if the error message is recognized.

10004 ¢] In accordance with a seventh aspect of the present invention, there is provided
a method for customizing a user interface on a mobile device comprising: storing commands
on a queue received from a keypad or an external application; receiving graphical output
information in an output buffer coupled io a display on the mobile device; and receiving with
an interface translator agent commands from the queue and creating a simplified user

interface screen based on received commands and transmitting the simplified interface to the

output buffer thereby replacing an original interface screen with the simplified user interface
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with a remote operator and transmitting the contents of the output buffer to
the remote operator through a remote control agent such that remote
operator may observe the user interface displayed by the mobile device
and receive communications from the remote operator and write
commands received from the remote operator to the queue such that the
remote operator has control over the mobile device. [0004i] In accordance
with a ninth aspect of the present invention, there is provided in a
wireless communication system, a method for automatically installing
additional software applications on a mobijle device comprising: storing a
SCfewéﬁWEf- The RIS BT hstecTeetve iSRS Ay R eaRAG! flevice is in
mstall agent stored on the mobile device with at least one of the install
agent from the server; and using the install agent to monitor the content of

an oytput buffer on the mobil deV|ces that when the contents of
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storing commands on a queue received from a keypad or an extérnal

with2PRUGRHOpERAGIVING JraREAIRUIRMtRATMAton D 30pWRHIAMIE! the remote
coupled to a display on the mobile device; storing a plurality of error

operRRNAIREL3PENISABA EBRIRNE SRAEHDEHNEIcally  PRURG: 3RQ W¥serve the user
handling agent stored on the mobile device with at least one of the error

interfi@Rdlingla@ents fram dhdsenierienghdsiag:the eramhandlingsa@eit the remote
stored on the mobile device to

operator and write commands received from the remote operator to the queue such that the
remote operator has controf over the mobile device.

[00041] In accordance with a ninth aspect of the present invention, there is provided in
a wireless communication system, a method for automatically installing additional software
applications on a mobile device comprising: storing a plurality of instail agents on a remote
server; periodically updating an install agent stored on the mobile device with at least one of
the install agent from the server; and using the install agent to monitor the content of the an
output buffer on the mobile device such that when the contents of the output buffer indicates a
software application is being instalied on the mobile device, capturing the install information

from the output buffer and writing commands to the queue such that the application is

automatically installed.



coordinate the operation of the mobile device with control circuitry, the

control circuitry configured to generate an error message when a mobile

device malfunction occurs; and receiving an error message with an error

handling agent, the error message being received from the control

circuitry, the error handling agent determining whether the error message

is recognized and locating a specific error handling routine if the error

message is recognized. [0004k] In accordance with an eleventh aspect of

the present invention, there is provided a software program recorded on a

tangible medium, the software program when executed on a mobile =
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software progfam when executed on the mobile device causing
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keypad or an external application; receive graphical output information in
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error message generated by the mobile device with an error handling

confRERLEY; ANdLletgrmineswbethesdIR QRN MERRATR i8eFRCOaNERLABS. occurs; and
locate a specific error handling routine if the error message is recognized.

receiving an error message with an error handling agent, the error message being received
from the control circuitry, the error handling agent determining whether the error message is
recognized and locating a specific error handling routine if the error message is recognized.

[0004k] In accordance with an eleventh aspect of the present invention, there is
'provided a software program recorded on a tangible medium, the software program when
executed on a mobile device causing the mobile device to: store commands on a queue
received from a keypad or an external application; receive graphical output information in an
output buffer coupled to a display on the mobile device monitor the content of the output
buffer with an install agent such that when the contents of the output buffer indicates a
software application is being installed on the mobile device. the install information is

captured from the output buffer and commands are written to the queue such that the

application is automatically installed.
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Brief Description of the Drawings [0005] The above and other objects and
advantages of the present invention will be apparent upon consideration
of the following detailed description, taken in conjunction with 2f WO
06/075230 PCT/IB2006/000038 the accompanying drawings, in which
[0004fke referOhaEREHABE S ?@r%’ﬁ?ﬂ% 6%%??&??%%8@6?&?“5%’%?‘961% ere 1 provided

~[00061 FIG. | is a general block diagram illustrating a mobile unit includin
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_ present invention. [0007] FIG. 2 is a general block diagram illustratinga .
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ith an embodiment the present invention. DETA|ILED DESCRIPTION
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present inventjon, systems and. methods are provided herein that
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appli atig s.r{l0009 Intone emggd' nent, the in eﬁltion may include the . g
reco%ﬁ%%fﬁ%‘ﬁ WAL G5& B GRS AT RE ’g& WP (S irfRmardyoosnees:
modules that operate in conjunction with the wireless device that aid in
the selection, acquisition, downloading, operation and installation of
Brief rtain ?pglicﬁiocr]f?og c%stomization software modules as well as aid in the

me effﬁ%r,l%i!? Che |ﬁg“%n%s customization process. Such agent software

odules may groadl include an installation agent(s), an error handier. :
{0003 gent(s),@aen% jich aa%{eﬂ g(use)t’ %% acésr%rrléo @88?%%8? (:)f) the present invention will be

apparent upon consideration of the following detailed description, taken in conjunction with



agent(s). However, it will be understood that this list is merely exemplary
and that other or differently configured agents than those described
herein may be used if desired. [0010] The agent modules described

whiesesprnaygoe any suitable software or firmware that is capaa®foss 00038
performing the functions described herein. This may include software or 3
WO 2006/075230 PCT/IB2006/000038 firmware created for use in mobile
devices such as Java platform software developed by Sun Microsystems

the accompl%ﬁﬂé‘ Ryv@iR:S alifQmia, ﬁﬁ&?@?&%ﬁ%ﬁu@gﬁé%%gﬁ?on %%%%e%;ﬁ%ﬁlgg

in "whole or in part on the Java 2 orm Micro

snd in whicgoftware. In such Java embodiments, the agent modules may include an
embedded application such as an applet, a M Dlet (e.g., a Mobile
Information Device Profile) or similar managed application. [001 i] Such

([0006]  ag@fiGmbdslesgaaybévdnagaddy takaniapplicationsaesiitcuding an
management software (either internal, external, or distributed) that is

installation egrpicenstutthibinecwidanespihdicmhddirionitite yarionsSdesoal events
(such as incoming and outgoing communications, etc.). [0012] One such
agent. module that may be implemented on a mobile device in

(0007} acddttiamise Bpran BiRtsalizaam Shuresine somohilrmao e uting smiton

handling agag@ahs%h&emﬁiaﬂaéi@&ﬁQﬂﬁﬂﬁ%ﬂ@dﬁﬂ@@%@?%@%ﬁ%ﬁ%ﬂﬂé@"ed ona
mobile device such as a wireless telephone and may function to facilitate

or otherwise streamline the installation of application software or aid in

DETAILEDImEsostanmigatianrofithatmabijedayice. [0013] In operation, a user of the

-mobile device may to desire to install a particular application such as a
[0008] _ gaﬂ'%@c%?@a@a%%“@n%h@%ed Ig&%%l g‘lltsg}l Otﬂ;ladi:[ree g&geé@gﬂl%%%[ tsoys (e)ms and
meijhods are provided herein that streamline and simplify the setup, operation and

customization procedures of a wireless device and facilitate the process associated with

handling exrors encountered during the installation of new content or applications.

{0(509] In one embodiment, the invention may include the installation aﬁd use of
“agent” or “facilitation” software (or firmware) modules that operate in conjunction with the
wireless device that aid in the selection, acquisition, downioading, operation and instaliation
of certain application or customization software modules as well as aid in the setup, error
bandling and customization process. Such agent software modules may broadly include an
installation agent(s), an error handler agent(s), translator agent(s), and a remote control
agent(s). However, it will be understood that this fist is merely exemplary and that other of

differently configured agents than those described herein may be used if desired,

[0010] The agent modules described herein may be any suitable software or firmware

that is capable of performing the finctions described herein. This may include softwars or



through a series of somewhat complex installation screens that ask for
user input about various aspects of the mobile device or the user's
preference regarding particular options for that application. The
wipdmbdatenagent of the present invention may relieve the usefrakiis 000038

burden by automatically activating at the beginning of the installation
process and automatically install the application or simplify the installation
steps required to be performed by the user. The may sometimes be

firmware refetgédoovas thentivistalkaiion snddes’ MWE2D06/67BRBE developed by Sun
PCT/IB2006/000038 [0014] For example, in one embodiment, the

Microsystamtpibbonnageiatabipoaptubacih sodereenmdis pralists eactiousidntmdaten
associated with software installation, determine the questions being

whole or gxrar By the Bavied lafrpdiine BripradraMoar sinieashimewerk eich
some or all of the questions involved in the installation process. The

Java embpdimliiofPaRsPhRy Bleompliskde B rmBresfed tplicotion quelieomn

r buffer and capture the output of the mobile device (e.g., the

applet, a%@ﬁ%&%&-a i %ﬂeﬁ?ﬁgﬁgﬁ’&%ﬁ%@e‘?ﬁ)mﬁ%ﬂéé{&ﬂ%t?@éﬁ?r%?ﬁa%ﬁaé"éﬁm
electronic response to the mobile device that is responsive to the _

roo11]  auestion agked andmay by a?q%%’a}%{g%dkegfa%%%%‘ft e selecting of
an on screen menu option by the user (€.g., by writing to the event queus

managem&: RSMARIGiHRY 58N, isWaY H0& ARPHERH MAX NG S AP BISIE Yaeed to
installed without any (or with little) user interaction. [00I5] In other

respond RMRQIPEHERBOWAYR: (aeinsiallaioRagaiidMay INSWERPNMEOREAhe
the questions posed by the installation process, allowing the user to be

commupidaifugsjRv@lved in a certain aspects of the installation procedure (e.g., such
as being allowed to specifically specify certain user preferences or
options). In yet other embodiments, the user of the mobile device

[0012] One such agent module that may be implemented on a mobile device in
accordance with an embodiment of the present invention is an installation agent. The
instailation agent may be resident or otherwise installed on a mobile device such as a-wireless

telephone and may function to facilitate or otherwise streamline the installation of application

software or aid in the custorization of that mobile device.

10013] In operation, 2 user éf the mobile device may to desire to install a particular
application such as a gaming application. Traditionally, this would require the user to go
through 2 series of somewhat complex installation screens that ask for user input about
various aspects of the mobile device or the user’s preference regarding particular options for
that application. The installation agent of the present invention may relieve the user of this
burden by automatically activating at the beginning of the installation process and
automatically install the application or simplify the installation steps required to be performed

by the user. The may sometimes be referred to as the “installation mode.”



may be given the option of activating or deactivating the installation agent
altogether on an "application by application" basis to allow, at the user's
option, full involvement and control over the installation process. This

wotioe@etosys end users with a greater technical capacity to poeasfstboo003s
control of the installation process if desired. [0016] Another way in which
the installation agent may simplify the installation process is by modifying
or overriding the output screens associated with the installation of a
[0014] partiteakapplicationsamxdbpridwmicinglia thedl place: gesimplifieghinst dlationen
display (or an animation or graphic indicating the automatic installation
displayed probessés ntmtErwagpomathé vibesofvauy/ Os20R6/07 5288mine the questions
PCP/1B2006/000038 a simplified installation screen, the installation
being askedgenthendsyicappiyd oryide maintgsestioad e desaulisersiiesutihstme or all of
_simplified display while automatically answering others, or may
the questiqasépaligtincht dnsalaiiop¢6Es @@%%Wﬁ% BIR aeqspnp e this
general information to the mobile device based on respanses to the
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all the required nayvigation steps (e.g., the sequence of keypad selections)
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response R OSSR AONTISas P e
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include a video or audio clip that Is downloaded, insta playe

instalied WRARIRWRY WPRiRIRELIYRSisResifisd by the user.

[0015] In other embodiments, howc?er, the installation agent may answer only some
of the questions posed by the instaliation process, allowing the user to be more involved in a
certain aspects of the nstallation procedure {¢.g., such as being allowed to specifically specify
certain user preferences or options). In vet ofther embodiments, the user of the mobile device
may be givén the option of activating or deactivating the installation agent altogether on an
~ “application by application” basis to allow, at the user’s oplion, fall nvolvement and contrbl
over the installation process. This option allows end users with a greater technical capacity to

be i full control of the installation process if desired.

[0016] Another way in which the installation agent may sumplify the installation
process is by modifying or overriding the output screens associated with the installation of a
particular application and providing in their place a simplified installation display (or an

animation or graphic indicating the automatic instaliation process is underway). In the case of



[0018] Another example may involve the installation of a mobile device
"theme" which may include complementary or related audio, video or
other graphics selected as a customization option. Such a theme
wapplicatismsanay be downloaded and activated automaticallydf/ig2006/006038
accordance with the methods described above. [0019] A Java-based
embodiment of the installation module may employ one or more
customized MiDlets as an installation agent. In such embodiments,. the
a simplificidh statidintni\dtibiets thm &yselphoresthasomemmltpotigrdrente appoopiatie
commands to the mobile device event queue to initiate and complete a
user througie the mizgppifttidiniastallkoviorodisslhypresidia gitresssanmeapreformulate
substantially the same event queue input as would normally be provided
certain quiRlenkHBOVIBdtebiie USSR GUE TP REYBEERMYcIRTEIRE0DT théhe mobile
] invention may include some or 6 WO 20061075230 PCT/IB2006/000038
device basgel o TRE PRAAG ERDS SHEERviRIBETB®Smplete and confirm installation of
the application. The installation steps may be performed on the mobile
devixfﬁediﬁgég}/ tsiuch that glae device user can aﬁbﬁerve the d’nstallayon

[0017] oIl agelr
process, wnic

alon, hecht muty tnchite coluc b bft W85 hoguned biveduag siops
oo g‘%ﬁ)%g%}gig 0 _eraiion.ILOOZO]SFJ,G., gbigusigalesa eneral block diagram.
(o1, the SR E YR IRPUBHONLIADERLELS: b ITHEE S R 80 E B B3R

items). SBENGRIESARINGIESER! IRVRRNAY i&%ﬁydjggr@ééﬂ&sﬂ"%@ ?es%gé%%tg E&f&%&n

described above.” As shown, mobile unit T00 may include a

necessary (P5HBDYHSBIAD D ARG SYENEQUEMEIOR: BNAPYSPEQKRHEARPRIGATIR,
interface (API) 108, control circuitry 109, an installation agent 110, a

include acEtARBICE MBI 2o SCTBP MusiBpkddsh PR ESRERAISPIAXIENE. An

-example of an application installed and acfivated in accordance with some embodiments of

the present invention include & video or audio clip that is downloaded, installed and played at

a particular time, possibly as specified by the user.

[0018] Another example may involve the installation of a mobile device “theme”
which may include complementary or related andio, video or other graphics selected as 2
customization option. Such a theme application may be downloaded and activated

automatically in accordance with the methods described above.

[0019] A Java-based embeodiment of the installation module may employ one or more
customized MIDlets as an installation agent. In such embodiments, the installation MIDIf;ts
may capture the screen out.put and write appropriate coromands to the mobile device event
gueue to ini’ciéte and compiete a certain application installation process by providing the same
or substantially the same event queue inmput as would normally be provided by a

knowledgeable user through a keypad. Embodiments of the invention may include some or



[0021] In operation, installation agent 110 may automatically activate at

the beginning of the application installation process and install the new
software application. Control circuitry 109 and/or installation agent 110

wiaynoritor the output of screen stack 114 (or other outpugdpiiemotiocoss
determine when an installation process begins. As shown, the installation
agent may monitor screen 114 through a specialized capture APl 112
all of HeSIgNSR BN 8 RHEAOS drRIMIO BN AO MM IncIude Ry DAY  ion

access to a native or standard download procedure resident in mobile

The instAita£0 thak ansists ipdiTerinetadiation BHBae SR 2R DCEEhat the device
installation process has begun, installation agent 110 may capture the

user casarbenveigplayedietidhensesdishlayridbaasaociptediwithspfWass! 1o educate
installation. Installation agent 110 may accomplish this by monitoring the
the usepventt gueise dBBafthnough API 108) and capturing the graphical output of
the mobile device with capture API 112. Installation agent 110 may
automatically provide an electronic response to the mobile device that is
10020] responkive %W@WW@ plest 1Bopeey 000eB8 PRsthicinfobiatioi 100
ested and write the response to the appropriate portion of event

construgyhia EBIAAR WAk B6 RISHAPLsCH thapTersiupLearRanySaiingterinttaiation
s e e
o o) TS OB a5 e o et
e S SSERUATICI BN~ 0 SR SIS0 T oot

screen @§YiGe1@8d may be used to handle error situations by automatically
correcting or aiding in the correction of

[0021] In operation, installation agent 110 may automatically activai;e‘ at the
beginning of the application installation procéss and instali the new software application.
Control circuitry 109 and/or installation agent 110 may monitor the output of screen stack 114
(or other output buffer) to determine when an installation process begins. As shown, the
installation agent may monitor screen 114 through a specialized capture API 112 designed for
such a purpose. Control circuitry 109 may include or have access to a native or standard

downioad procedure resident in mobile unit 100 that assists in the installation process.

10022] Once the installation process has begtn, installation agent 110 may capture the
screen displayed on the user display 116 associated with software installation. Installation
agent 110 fnay accomplish this by monitoring the event queue 106 (through API 108) and
capturing the graphical output of the mobile device with capture API 112. Installation agent

110 may automatically provide an electronic response to the mobile device that is responsive

7



certain malfunctions such as those associated with incorrect device
configuration. [0024] Such error-handling agents may be configured to
recognize and automatically correct certain common problems
wengosnterad by users. For example, a mobile device may iRctuge@broososs
Internet browsing capability and/or support the transfer of various forms of
multimedia content through email or other communications channels.

to the ABSHRIRINRARYICE MReH Hodkes oags%é%@spm%ﬁ via.an installed
browser, bu'éﬁr% connectivity settings, have been s e%l%iégr%)ﬁl tf%%ee Suicgeue

108. Thisprigr wrdsystars itBeinoliladeioe W@lmlkg}ﬁﬂ%‘%}] r ré%%lecting
t

message indicating that "no active settings" were present and the user

of an owoutckfikelynhasieridn bnistilidhe GWREE SVEANHAIADHEIRERIAG MHRL IS 1etery

error message meant and how to correct the problem (e.g., by proper

installed otigutingy the vishi tdte)razgneseties of time consuming and complex
configuration commands). [0025] The error-handling agent of the present
invention, however, may be configured such that it recognizes certain

10023 o rror gk 2AgiowA merRica s Balavier bntplanpeddmm cartdite device i
) éjro. riate predetermined steps in an effort to correct the error. For ‘
aecon aﬁga%@%%e@m@fo%g@%mmm@g%a@mmdmlgeagem

device energtes an error message, the device may report this

mabil
The exgl SR 0E AEETE i, R AN S AETRO S bl e e espomecuay
be rQr i nized by the error-handling agent. If the error is recognized,
b e 0T SPTEIE arOpRte FEme i femeton o

€ agent may be invoke

certain PMQGAREHOLINESS be displayed on the device requiring the user
to provilde manual %%%%?%ﬁ?ﬁ%zﬁ‘%%ﬁ%ﬁ% ‘fﬁ‘élcéerf’(??%%%ized; the
error-handling agent may employ one of

[0024] Such error-handling agents may be configured to recognize and automatically
correct certain cqimnqn problems encountered by users. For example, 2 mobile device may
include an Internet browsing capaﬁiﬁty and/or support the tramsfer of various forms of
multimedia conteﬁt through email or other communications charnels. Assume the device user
desires to access the Internet via an instalied browser, But 1o commectivity settings have been
specified for the device. In prior art systems, the mobile device wouid simply display and
error message mdicating that “no active settings” were present and the user would likely have
fo consult the owner’s manual to determine what this error message meant and how to correct
the problem (e.g., by properly configuring the device through a series of time consuming and

complex configuration commands).

(00257 The error-handling agent of the present invention, however, may be confi gured
such that it recognizes certain error messages generated by the device and may perform

certain appropriate predstermined steps in an effort to correct the eror. For example, in

g



several possible remedial actions. One type of remedial action may
include performing a set of preprogrammed instructions designed to
attempt to repair certain error conditions. The error handler may contain
wuliéplergpecific error handling routines (e.g., MiDlets) eachpdesigoechituss
fix specific malfunctions. [0027] In the Internet browser example described
above, the error-handling agent may take steps to automatically discover
operatigldicaRBGHEBItbeieoRBELINAR:SCUNGS for MAbIE. device. Jhe connectivity .
settings may be configured to certain default values that provié%s} e’ s
messagdse tihasioMMeilalinaeRs hasRAON YRR FRBOWEESed &%é?i§£%8§gm%é’d by
be performed as described above by capturing screen displays an
the erretéetdingalbesimifiatingrkeypaddogii-dMAUGRan SYSTEIHRLEP MK e he
certain configuration selections. [0028] Another type of remedial action
appropuatet mayedel exviitoyedbyctherreoehandiiag: meguie NRYINEEIR, the device
~_connecting the mobile device to a remote network operator or other
requiring e pier sp peoalide mhmiahaiiawmntely configure the device to resolve the
problem. This may occur with or without consultation with the device user.
In somX embodiments, the error- handling agent may first attempt to

[0026] employ S B RS EEPrp A A8 S fisctrapboadipgiagenhauccassloy, one of
o n.may connect to a systems specialist. In addition, the error-handling 9
v AR iy 130 BT SRR b o BRI - 5
o e b SRR ot b Essndemione. The

(e.g., over a wireless conmmunicati

oo ] B R b o

modules disclose

designe@E0Ehadlingmedile may employ one or

[0027] In the Internet Browser example described above, the error-handiing agent
may take steps tol automatically discover émd configure the connectivity settings for mobile
device. The connectivi.ify settings may be conﬁgured to certain default values that provides
the user basic Internet acéess based on system resources. These steps may be performed 'as
described above by capturing screen displays and electronically simulating keypad input

through an event queus to make certain configuration selections.

[0028] Another type of remedial action that may be employed by the error-handling
module may include connecting the mobile device to a remote network operator or other
systems specialist who may remotely configure the device to resolve the problem. This may
oceur with or without consultation with the device user. In some embodiments, the error-
handling agent may first attempt to employ an automated repair as described above, and if

unsuccessful, then may connect to a systems specialist. In addition, the error-handling

9



more MDiets that may use the PushRegistry of the 12ME platform or the

JSR-211 Content Handler for recognizing certain native error events or

certain problematic MIME (Multipurpose Internet Mail Extensions) types.
wib aon@tinseapplication of the mobile unit would generate andeErmmRos/ 000038

message, that error message may be reported to an error-handling

MIDlet, which, if it recognizes the error event, may then capture the

moduleS@rBehedisHlalANg ehaedbBdiR:ieatematec /IR GREFRCHAR ot r}leaﬁ/dﬁng

event queue manipulation or connect to a system specialist for

routinep(ayisioning atttleantigurations:Resisanee:H QQ30EJBe eLQsrarding i mart
modules described above may also be used to track the error events

includegengnatetiimerobidiyniidafior ikempies duripaibrRidsgbsevalapment
phase of a mobile unit, error handlers such as those described above
may be used to report and log each error generated by the mobile unit.

(00291 Such ifitorntiorPrréyPBEQkBRIL g emimyimgdbpstent drishiemsantbiocil or

in system troubleshooting. This information may also be useful for
more w@@g&fé‘a’frﬂ% i Fﬁfs#&%&?ﬁ&}aﬂéﬁ%ﬁ R niEgear Smyii@eRs tContent

Handlerid?n-tif}/ and fix commanly encountered problems, etc.) [0031] FIG. 2
ill (St ates S HENe rSPBOtk HEErafioF o RSB <blcchiHie iiAliopatic MIME

. ructed i nce with the principles of the present invention .
O oA o 1 ot b BB A5098 okl ui

uding an error- ha

wouid R B e e B 19850 Todhay St

gueue 206, an event queue applica C

MIDlet, %@Qé@ﬁﬁ??ﬁgc? gﬁ%ﬁﬁ@ gg&%@%f?%gﬁ%nﬁ{% %a_r}?t%%yﬂ’ize?%rge% gié%ﬁl'@' '&'gq either

recognition module 210, an error handler a grap

begin thélAxARSCERY SRR RRd.R %H{le&%%i%ﬁ@&é Zn%gﬂipulation or connect to a

system speciglist for provisioning and configurations assistance.

{00301 The error-handling modules described above may also be used fo track the
error events generated by mobile units. For example, during the product development phase
of a mobile unit, error handlers such as those described above may be used to report ‘and lbg
each error gemerated by the mobile unit. Such information may be useful in identifying
system problems and tp aid in system troubleshooting. This information may also be useful
for deployed mobile units for sﬁnilar reasons (allows system engineers to identify and fix

commonly encouniered problems, etc.)

100313 FIG. 2 illustrates a general block diagram of one possible mobile unit 200
constructed in accordance with the principles of the present invention including an error-
handling agent 211 as deseribed above. As shown, mobile unit 200 may include z keypad 204

(for use by user 202) an event gueue 206, an event queue application interface (APT) 208,

10



[0032] In operation, control circuitry 209 (which may include or have
access to a native download procedure resident in mobile unit 100) may
generate an error message indicative of a certain malfunction of mobile
wanib@Aos33dis error message may be communicated to erragrreeomaitinngss
module 210, which, in certain embodiments may include MIDlets using
the PushRegistry of the J2ME platform or the JSR-211 Content Handler. If
contro] teBCcEHF9T T08SSAGRHS RE0SRIZES R aLoNESRONGing ﬁ%%?éﬁ%fﬁmgdgéphics

error correction routine is located within error handler 210, the specif
capturekRIrxHLting seyrheleaipoaiol @R aURHE208 sthrough event queue API
208. Error handler 211 may monitor the output of screen stack 214
through capture API 212 to ensure that the specific error correction routine
[0032] js respdRswerdiomheaiobrioutiyt 208 (Waidhempecifiodiar BOFEORIRR o 2
. routine is providing a beneficial function (e.g., the processes are in
native doRaloRthipEssARtFPBAEMibtIY 0038 I0fheneryopaameetion snutingdSage
ndi .not having the desired effect, error-handling agent 211 may terminate the.
MALeatiye O At ST B o rehfrEcHn (Slodedlsnmiitiae coRéctamith mammetanay be
operadt(%r for additional assistance. This may involve, for example,

RS ittig Thi LB L ek sTeiRE 1 Gerimerbofitenty westiiatlude |
N e L bR b e b o g e, 1
SR b Kemoamaten o
e I BT e o

throngh GOBRPUERIRMABSSIINGHARS MENYS DY 2006/075230 ,
PCT/1B2006/000038 %Wf%%fqge output of screen stack 214

through capture API 212 to ensure that the specific error correction routine is responsive to

the screen output and that the specific error correction routine 1s providing a beneficial

function {e.g., the processes are in synchronization with one another).

[0033] If the error correction routine is not having the desired effect, en*or-haﬁdling
agent 211 may terniinate the. automated error correction process and initiate contact with 2
remote operator for additional assistance. This may involve, for exampie, transmitting the
contents of screen ;tack 214 to remote operator so that remote operator may see¢ the same

error messages as the user (discussed in more detail below).

[0034] Another type of agent module that may be implemented on a mobile device in
accordance with an embodiment of the present invention may include a user interface
translator agent (Ul translator). The UI translator agent may be resident or otherwise installed

on a mobile device and may be used to simplify complicated user interface menus by

il



providing simplified versions of certain user interfaces that offer less
features and are more straightforward to operate. [0035] In operation, the
Ul translator agent may simplify otherwise complex user interfaces
winanmatlysieaind on a sophisticated mobile device by replacing s soenpess
user interface screen originally provided with the mobile device with a
simplified screen generated by the Ul translator agent. This simplified

providifigTSiehHIRY Rerlasicheskand cesfighced fom.an -ap @Q@f&ﬂﬁe@% that ore

would allow a user to choose which features to retain on the resulting
straight$onplitiad spesiace. For example, a user may wish to have only call

features present on the user interface (i.e., options relating to entering a

telephone number to complete a call). [00361 In this case, a user may
[0035] select Hitawtarsioptites B twatibbaituregoyt featvraliipisis ofbesakectdonex user
, some predefined simplified interfaces) and create a simplified user
interfacgsapBallyniradmainssopjstisettd anrbibdésied thy iraspagtitislantigdsx user

After such a simplified interface is created, it may be stored within the

interfach SepaRn Qags Bnaradd it rhde dericpladt efsimp bfiginetemaenerated
by th mplicated interface. [0037].in a Java-based application, the Ul translator
y e @Egﬁfxﬁ%@; iﬁ%?aae%%%wﬁ%w AESPIERNID lernthad sy csufgress e an

anplicat] irﬁ%l user interi%c and provide the simplified version selected/created

P PR A R ot RRORRS BB e freRiss d i endhei Tesulting

ST ' isplay may be.fully or partially controlled by the Ul translator

S b ARG ASHURRY otk 1o AR Y B eI e

user intdR¥ARIIG deyigein rdance with an .embodiment of the present invention

P includ?és a én%oté% c%ﬁl o%éeaeerr}]tt.l éél?éﬁrﬁ% emégj%%foam%%ﬁ g
resident or otherwise installed on a mobile device and may be 12 .

[0036] In this case, a user may select interface options on & “feature by feature” basis

(or select from some predefined simplified interfaces) and create a simplified user interface
that contains only the features desired by that particular user, After such a simplified
mterface is created, it may be stored within the mobile device and invoked and provided in

place of the original, more complicated interface.

{00377 In a Java-based application, the UI translator agent may inclide one or more
inferface MIDlets that may suppress the original user interface and provide the simplified
version selected/created by the user. In this embodiment, the mobile dsvice event =que:ue and

output display may be fully or partially controlled by the Ul translator MIDlet.

[0038] Another type agent module that may be implemented on a mobile device in
accordance with an embodiment of the present invention includes a remote control agent. The

remote control agent may be resident or otherwise installed on 2 mobile device and may be

12



WO 2006/075230 PCTIIB2006/000038 used by a network operator or
system specialist to remotely control the mobile device for various
reasons including helping a user to properly configure the mobile device,
woertosnrstmoubleshooting tasks, or help educate the user abpgt$ysiemoness
features or function. [0039] In operation, a user may request assistance
from remotely located assistance personnel by invoking an instance of
used bjhenemeR epatokagenkdhisynarbeaccamrishedhy selesting KR for
option on an applications menu which, in turn, may connect the mobile
variousdexieadartidalp Helpisi:on AMReSeNIse RessRARRIOMRURTMER SRE/ 08 form
via the wireless communications link on the mobile device (in some
troubleghuiingnasint sorthelpmabilecidvicesmayeysernaetetauiematisally to a
remote operator such as during system failure or an emergency
situation). [0040] In one embodiment, the remote service personnel may
[0039] proxy Brenei@tifSersustiobing dies asdsiesarfiomonoidlthedeyiositance
the remote control agent. In such embodiments, the remote operator may
Pers"m’ﬁh%/% Hheking adrsimpsbeeissemsiv sst hEhitompbesacsysiphisted by
ose produced by the mobile device along with the ability make menu
A BHEP ot ARBUSEHiBRS BET R St P FatoT Waneothise mobile

: obile devjce yser. In this way, the remote operator may remotely control
device {0 & &k r -
B mobile Tavicd tS AL R THE JEEFIRReh e SVt et ETRIck at d diR Svtkaless
ubiSss ires assistance with. [0041] For example, after communication is

comm R e i e AT e o PR i e be
connectOPSEAIRLMAY remotely: jgure the mobile device to accomplish a

specific task for the usgﬁigo%rgt%!%g?rseugﬁ;asb% R TR Tt i o emergency
situatio@Xperiencing that he or she cannot otherwise fix.

sélectinéhe .

[0040] In one embodiment, the remote service personnel may “proxy on” the user’s
mobile de;vice and assume control of the device via the remote control agent. In such
embodiments, the remote operator may have the same or similar sereen views on his or her
computer system as those produced by the mobile device along with the ability make menu
selections and other take actions as if_ the remote operator were the mobile device usér. In this
way, the remote operator may remotely control the mobile device to assist the wuser in

whatever device related tasks the user requires assistance with.

[0041] For example, after communication is established with a remote operator the via
the remote conirol agent, the operator may remotely configure the mobile device to
accomplish a specific task for the user or to correct a probiem the user may be experiencing

that he or she cannot otherwise fix.

13



13 WO 2006/075230 PCT/IB2006/000038 [0042] Another application of
the remote control agent may involve assistance with the initial setup of
the mobile device. For example, when a user first purchases the device,
wimaRg/ctsstomization and other user options typically need tedeiseteciedys
Rather than perform this cumbersome process alone, the user may
invoke the remote control agent and merely describe the features or

[0042] customﬂ@ékﬁ@rﬂf@ﬁé@ﬁ@@%ﬂ%iE@ﬂlé@bﬂi‘&lﬁ?dl"%%&ﬁﬁé?@f%g X!E}istance with

configure the device accordingly for the user. This option eases the setup

the initlalitdem of thewsbilcalditaayraiceiniigRshing:te ueerraRoM RWLCAIIES ice,
or illustrate easy and quick ways to customize the mobile device. This

many cfigmiuieativayast ctiagearpeEablepiess tecpUschase ca8e iRk than perform

customization products that they otherwise would be unwilling or unable to
this curdberod Jrineas) alvad dbedimpplicatiomith elre motete eoHRbRYENRE MAY merely
_include one or more control MIDlets that fully or partially control the
describg{Bpifeagavr erevistmyizetion(witferanonthdrsiraie tcthe isplayecontineing ko will
operate as it normally would). In such embodiments, the control MIDet
configupn gif iffyite ,aﬁﬁ‘SFﬁ%BgéerrdB@) tifatehie arion ikrsto e withiHendemotethe user
operator. For example, the remote control MIDlet may initiate a GPRS or
and map gifh o deAchitR BB REPHEICTD Trirsmete Bisiatropamiomitb ek ways to
.CO muni%eéitio s and terminate the communications channel after.the

custonig8 TSRS TEte: [00PA) RFSHRTAR SHASBEHERCA, BRRRIST S ADIRrcase
.. function may include capturing the current screen display and transmitting
ddit g sl '
st B 0 e o e ST HRATOR P oo
computer system of the remote operator. The control MIDlet may also
[0043] coordinaiejcemniuacalions:anditansiar IDSRNG SARRA NS ISSHed DY ore
the remote user and | ‘
control MIDlets that fully or partially control the mobile device event queue (with or without
device display continuing to operate as it normally would). In such embodiments, the control
MIDet may initiate, monitor and coordinate communications with the remote operator. For
example, the remote control MIDlet may initiate 2 GPRS or CDMA. commumication channel

to the remote operator, monitor the communications and terminate the communications

channel after the session is complete.

[0044] In such an embodiment, part of the MIDlet fimetion may include capturing the
current screen display and {ransmitting that display (along with any other pertinent device
infom:atidn) to the computer system of the remote operator, The contro] MIDiet may algo
coordinate communications and transfer incoming commands issned by the remote user and

write them to the event queue of the mobile device. These commands may be gueued by the

14



write them to the event queue of the mobile device. These commands

may be queued by the 14 WO 2006/075230 PCT/IB2006/000038 mobile

device and interpreted as commands issued from the device's keypad. In
wihimwaysihe remote user can control the mobile device in effegtiely thenss

same way as the device user. [0045] It will be understood that although

certain agent modules have been described above as separate entities

mobile thiidhese imemes mALheeAmLieRs wIRckIeSame PLALef f:g%ahésb way, the |

functions of the individual modules, applets or MIDlets describe

remote agiditiancinwil therstdergiend tharaoyeivenssahiledevics may;include
some or all of the functions described above whether installed or
functioning separately or conjunctively, and such embodiments are within

10043] the scap®ibfapaysiestiaed e niibauib 04} M s erpin esinodimentsdhated
contain MIDlets as a portion of a module may be governed by certain

above af, SBRRiRBRIER TRk Hifcrreofsanines, irorexkingdldo bDietdoasedall of the

Ameti ag?hm,ay,operate in one of three possible states, paused, active or
clons LGy ARF IR fibTReduipsiamRpi o rid] e sssaned absate in whiifothat will
MIDI%t %Waits initialization or activation. While in the paused state the

°° UIORADIE: Ay B CONSuSIRU S, WHeHPERePBY #mnidinagshsefimotions

describdarogram the MiDlet be initialized and change from the paused to

e %ﬁ%@&%ﬁﬁ%%ﬁ?ﬁ%‘ I e fSRA RS 8h S RRENeH, (Bud uct

embodidt3ME £Mbodiments, ifthe MIDlet.cannot be initialized it may ,
immediately move tc ?hoefl pées F%Sfé%l%%’ae rél.c’,R'MlDlet may be deactivated by
transitioning from the active state back to a paused state. A deactivated

[0046] MIDleMbayveraiR: i Yaa-sysiamas A R0 B AL %&%%ngh@l%ﬁ% 2y

many resources (such as memory) as possible to allow other active
be governed by certain instantiation and life cycle constraints. For example, a MiDlet-based

agent may operate in one of three possible stateé, pafused,‘ active or destroved. A MIDlet’s
Initial state may be the paused state in which the MIDiet awaits mitialization or activation.
While m the pansed state the MIDlet may be comsidered inactive. When invoked by &
management program the MIDlet may be initialized and change from the paused to active

state in which the MIDlet can perform its intended fiunction.

[0047] In some embodiments, if the MIDlet cannot be initialized it may immediately
move to the destroyed state. A MIDlet may be deactivated by transitioning from the active
state back to & paused state. A deactivated MIDlet may remain in the system as a process but
typically will release as many resources (such as memory} as possible to allow other active
processes to utilize those resources. Once a MIDlet is obsolete or outdated it may transition
from active or pause to destroy. In this case the MIDlet may receive 2 Boolean tag indicating

this MIDlet is not to be used or may be deleted from program memory altogether.



processes to utilize those resources. Once a MiDlet is obsolete or
outdated it may transition from active or pause to destroy. In this case the
MIDlet may receive a :Boolean tag indicating this MIDlet is not to be used

wor gy esdeleted from program memory altogether. 15 WQ200&/@i6m300s
PCT/1B2006/000038 [0048] Thus, it is seen from the above that systems
and methods for the automatic customization of mobile devices are

[0048] provideTht willibedsndessiond peveerar, siatdhe.{aregaingi S OMW: sutomatic

illustrative of the principles of the invention and that various modifications

customuatidieahattbily thoseskitegrisvihelarwithou depasinglom,the,sCong: e
and spirit of the invention. For example, although specific embodiments

foregoing|istienystaltbrirdibe/o Hiatforncintes senifioatyinio e thamu ek iaieons
programming language, platform, or operating system may be used if

can be gedirdry, ieeo ity isubh embiiimentsanilhbarrecanizaehaslitinitbe me

. . scope of the present invention, [0049] Persons skilled in the art will

m"enﬂﬂélppgééisiférﬂﬁ%ﬁ: triherabeserite ridrodarerie iptaitticed the GHGAIRARIE are

.. described embodiments, which are presented for purposes of illustration

SP“"’lﬁcFﬁahaf?P{&%f Rt QHm atiabiat preepranung invemitien, iplitiitad, onlydpytheg

svetem clairqs th§t_follow. 16 What is claimed is: 1. A system for autom‘atically

YSte Y AR NS GRS s A Rreagpisstiorahoimensonall de vise gregrisingthin

the Smpg F%;tl%cgael lge%g gtt%ijré%tfgnmmands received from a keypad or external

[0046] Persons skilled in the art will appreciate that the present invention can
be practiced by other than the described embodiments, which are presented for purpeses of
lustration rather than of limitation and that the present invention is imited only by the claims

that follow,
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an output buffer coupled to a display on the mobile device for receiving
graphical output information; and an install agent operatively coupled to
the queue and output buffer, the install agent configured to monitor the
content of the output buffer such that when the contents of the output
buffer indicates a software application is being installed on the mobile
device, capturing the install information from the output buffer and writing
commands to the queue such that the desired application is automatically
installed, 2. The system of claim | wherein the install agent includes a
MIDlet. 3. The system of claim 1 wherein the output buffer includes a
Whajdpedpingdclk: 4. The system of claim 1 wherein the queue includes an
1. eveNLOURHP i ARYSISRAION RANAING LIRS BENSRIak 5 MARIRd&YiCenobile
comprising: a queue for storing commands received from a keypad or
devigs &mBIaPShication; an output buffer coupled to a display on the mobile
devicpdes fecaiing esaphigal QUIRIINOMMALSd 6.CORMALE SR TN,
coordinating the operatjon of the mobile device, the control circuitry _
coﬁﬁgﬁ?@ﬁ*%b%ﬂefﬁf@lgﬂ Krarditaleage Hadnokiotiidcgelataeceiving graphical
outpmaitietieinogedirs; and an error handling agent operatively coupled to
theaguegte 10Ut&l?l{t buff%r apd conltrol circuitry, the error ha dling%a%ent _
configll e AR SR R SPned S P HTEC B BRI G rfe nstall agent
deternfipaadhetinenttoe ®erovnmas sé e isuecobuniteduanhdiar when the contents of
the output buffer indicates a software application is being installed on the mobile
device, capturing the instal] information from the output buffer and writing commands

to the queue such that the desired application is automatically installed.

2. The system of claim I wherein the install agent includes a MIDlet.

G

The system of claim 1 wherein the output buffer includes a screen stack.

4. The system of claim | wherein the queue includes an event queue.
5. A system for handling errors generated in a mobile device
comprising:

a queue for storing commands received from a keypad or external application;
an output buffer coupled to a display on the mobile device for receiving graphical

output information;

17



6.

locate a specific error handling routine if the error message is recognized.

6. The system of claim 5 where the error handling agent is further

configured to monitor the output buffer if a specific error handling routine

is located and capture the error reporting information transferred to the

output buffer and write the commands to the event queue responsive to

the output buffer information such that encountered error is substantially
automatically corrected. 7. The system of claim 5 wherein the error

handling agent is configured to confirm that the specific error handling

routine substantially corrected the malfunction indicated by the error

meSYHEd. SranEYsyeternwt dlatime7thihersiatine efrdhhamltifg égyder. ighe control
furthereepiigured.iQr &0 g&?&ﬁf@ ANdeRotRSysternaperaignit the sRegHiGun ction
error handling routine fails to substantially correct the malfunction

indR&&tES BYthe error message. 9. The system of claim 8 wherein the

erraf hardling @gent ivslusiesaMIPelupld 10. b eyatesuphCiiie? and control
wherein the MIDlets employ a PushRegistry of a J2ME platform or a

ISR BT SRS OE AP AAERab UG Sl S B P Bt

for austomizinga usedinariaea\dpthembbiter clemias [RMPEGHNIRUNRUR
fori%tcorié]% C%Qﬁ%ar}g% gglcgived frotm aIkt gpad or external apglication; an
output BUTEr coupled t a aisplay on the Tobile BV for FetaiRgy

graphical output information; and an interface translator agent coupled to

e quas.and PUIRM' Duier. e LIsriace: FanRIaleradaRt SN IR montior

2 5.
receive comman rom the queue and create mphfle user

the output buffer if a specific error handling routine is located and capture the error reporting

information transferred to the output buffer and write the commands to the event queue

- responsive to the output bufier information such that encountered error is substantially

automatically corrected.

7.

The system of claim 5 wherein the error handling agent is configured to confirm that

the specific error handling routine substantially corrected the malfunction indicated by the

€ITor message.

8.

The system of claim 7 wherein the error handling agent is further configured to

connect to an remote system operator if the specific error handling routine fails to

substantially correct the malfunction indicated by the error message.

9.

The system of claim 8 wherein the error handling agent includes a MIDlet.



interface screen based on received commands and transmit the simplified
interface to the output buffer thereby replacing an original interface
screen with the simplified user interface screen such that the simplified
user display screen is displayed when the mobile device is in use. 12.
The system of claim 11 wherein the interface translator agent includes a
MIDlet. 13. The system of claim 11 wherein the output buffer includes a
screen stack. 14. The system of claim 1l wherein the queue includes an
event queue. 15. A system for remotely controlling a mobile device
comﬁqrising: a queue for storing commands received from a keypad or an

10. extbPsafaiphcafichaino®anbrigut Baret Ditipleapdry disahFosigiey of a J2ME
piatfs@bie Aevice forrageiyingnarapiieal Quinyh nfeenatinrs#d a remote
control agent coupled to the queue and output buffer, the remote control
agent configured to coordinate communication with a remote operator and
11. tradseyitthefcantents ohghevestputitattesia heiamptecopReratos Bigch that
rergotgeggfrgt?r may observe the us%ﬂ: interface displa gd bg/ tp:‘ﬁ.mobile
devide And TeC 8N COMMUMIEATBRE froM e Yemste” Speratorame it
cormmarigstrecBrechmoma the aelispteyope tatortebile duéefsuck-tiahtheraphical
- erator has control over the mobile device. 16. The system of
Outpg(?g?lr%&%g%ﬁlgrgﬁ?the remote control agent includes a MIDlet. 17. The
systemntoffetsirenSaneasit tesoedpatbuifesinehiegrsondien ttackierf8:e
trans-[g‘élsé’%%f:&&{f%ﬁy& 13 WOSIRINANGAHEY S IeIHAes ANEYENT AURUG KRR user

~ metho automatically installing additional software applications on'a
interfagpipsreen based on received commands and transmit the simplified interface to the

output buffer thereby replacing an original interface screen with the simplified user interface

screen such that the simplified user display screen is displayed when the mobile device is in

use.
12. . The system of claim 11 wherein the interface transiator agent includes a MIDlet.
13, The system of claim [1 wherein the output buffer includes a screen stack.

4. The system of claim 11 wherein the queue includes an event queue.

15. A system for remotely controlling a mobile device comprising:

a queue for storing commands received from a keypad or an external application;
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device comprising: storing commands on a queue received from a keypad
or an external application; receiving graphical output information in an
output buffer coupled to a display on the mobile device; and monitoring
the content of the output buffer with an install agent such that when the
contents of the output buffer indicates a software application is being
installed on the mobile 20 device, capturing the install information from
the output buffer and writing commands to the queue such that the
application is automatically installed. 20. The method of claim 19 wherein
the install agent includes a MIDlet. 21. The method of claim 19 wherein
an qRgButBliehGfferlsfore s iRkt ebris grapHRc SR derplar irderiviagogrsntacal output
infosigEeRA:stack. 22. The method of claim 19 wherein the queue stores at
least some commands in an event queue. 23. A method for handling

err8re YR AtER A TheIRieddoits GuRSIEHh §URIG BHE B othrism@ie sangrol
agerfuetfgdeedivechirainakerpadREa e XBINA ARRECHISN o MACLIARENIt the

hical output information in an output buffer coupled to a display on the
con R i ST SR s SR GBI BB Wi SR ve e

usergireuftg divplegadrd) iscnitbylconfigerad tocgBrarateram eifmNEssage remote
oper\ﬁltrc}F Qn% \%993' l(:eorq'}?%!l%gsmgcléy r;:%“r?'gmo %Ceu{rsl’noatg %Preer%%‘{'{(‘)%?%‘gﬁg% such that the
message with an error handling agent, thé error message m&

remote operator has contro! over the mobile device.

16.  The system of claim 15 wherein the remote control agent includes a MIDlet.

[7.  The system of claim 15 wherein the output buffer includes a screen stack.
18.  The system of claim 15 wherein the queue includes an event queve..

19. A method for automatically installing additional software appiications on a mobile
device comprising:

storing commands on a queue received from a keypad or an external application;

receiving graphical output information in an output buffer coupled to a display on the
mobile device; and

monitoring the content of the output buffer with an install agent such that when the

contents of the output buffer indicates a software application is being installed on the mobiie
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received from the control circuitry, the error handling agent determining
whether the error message is recognized and locating a specific error
handling routine if the error message is recognized. 21 24. The method of
claim 23 wherein the error handling agent monitors the output buffer if a
specific error handling routine is located and captures the error reporting
information transferred to the output buffer and writes the commands to
the event queue responsive to the output buffer information such that
encountered error is substantially automatically corrected. 25. The method
.of claim 23 wherein the error handling agent confirms that the specific
deviggr GRPHEHWIAY 188HHarueARMIAIg B Rttty FralfidctisH s dioamangy to the
quedbeueRraNMBSSpPR: 2n Theumaihediof flain«25 wherein the error handling
agent connects to a remote system operator if the specific error handling
routine fails to substantially correct the malfunction indicated by the error
20. meBsagetid dindainetvoshefdliaing 26:uhesein theuiDietsipraploy a
PushRegistry of a J2ME platform or a JSR-21 | Content Handler for
recognizing an error message. 28. A method for customizing a user
21. intéifacectrd ofiokibke déwibereontiprisingt budfingtoamm dadssomaggushieal
ouip{ﬁ?ﬁfgﬁﬂ%ﬁfgmrﬂakse%Q%ds%cﬁ.n external application; r_eceiving graphicall
output information in an output buffer coupled to a display on the mobile
device; and receiving with an interface translator agent commands from
22. th%H%@ﬁ%?@ﬁ%@@wﬁ%@ﬁ@qﬁ%ﬁg QE%@&%&:%%E%S 9931% s in an event
received commands and transmitting the simplified interface to the output
quetsuffer thereby replacing an original interface screen with the simplified

23. A method for handling errors generated in & mobile device comprising:

storing commands on a queue received from a keypad or an external application;

receiving graphical output information in an output buffer coupled to a display on the

mobile device;

coordinating the operation of the mobile device with control circuitry, the control
circuitry configured to generate an error message when a mobile device malfunction oceurs:
and

receiving an error message with an error handling agent, the error message being

received from the control circuitry, the error handling agent determining whether the error
message 1s recognized and locating a specific error handling routine if the error message is

recognized.



22 user interface screen such that the simplified user display screen is
displayed when the mobile device is in use. 29. The method of claim 28
wherein the output buffer stores at least some graphical output
information in a screen stack. 3u. The method of claim 28 wherein the
queue stores at least some commands in an event queue. 31. A method
for remotely controlling a mobile device comprising: storing commands on
a queue received from a keypad or an external application; receiving
graphical output information in an output buffer coupled to a display on the
mobile device; and coordinating communication with a remote operator

24. andiaresithgitrleisbrteitscarinte sapub BuifEIco gy rembrsoperasgrut buffer if a

spectificosiahl a4RMeLe SQMEakageM SN JREFAMQLR QP SLBIRN DAY FORSRIYE transferred to
the user interface displayed by the mobile device and receive

the R BHIETHAMS YYEIRSIRe  SREIRIES A ST RECES FRRRaE Fdeette@utput buffer

infoffigmdineutdmieierepanaasdtortbe; guasensugh thabihakamote epesator has
control over the mobile device. 32. The method of claim 31 wherein the
remote control agent includes a MIDlet. 33. The method of claim 31
25. whéheimthisodutputabufity storemahlcast st lgiaphieal conlptt that the specific error

handﬁl%r{*gl%tilgg S%%Bﬁﬁga 3rf] csotrarg&ég%%‘}ﬁa-li_ Hl%crgoertlhi% iogtggiallaé?tgé' evrvrr(])?rn%gs%hg%.
queue stores at least'some commands Inan event queue.

26.  The method of claim 25 wherein the error handling agent connects to a remote system
operator if the specific error handling routine fails to substantially cotrect the malfunction

indicated by the error message.

27.  The method of claim 26 wherein the MIDiets employ a PushRegistry of a J2ME platform

or a JISR-211 Content Handler for recognizing an error message.

28. A method for customizing a user interface on a mobile device comprising:

storing commands on a queue received from a keypad or an external application;

receiving graphical output information in an output buffer coupled to a display on the
mobile device; and

receiving with an interface translator agent commands from the queue and creating a
simplified user interface screen based on received commands and transmitting the simplified

interface to the output buffer thereby replacing an original interface screen with the simplified

2
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35. In a wireless communication system, a method for automatically
installing additional software applications on a mobile device comprising:
storing a plurality of install agents on a remote server; periodically
updating an install agent stored on the mobile device with at least one of
the install agent from the server; and using the install agent to monitor the
content of the an output buffer on the mobile device such that when the
contents of the output buffer indicates a software application is being
installed on the mobile device, capturing the install information from the
output buffer and writing commands to the queue such that the
“SEfébtﬁﬁf?éﬁéﬁf@’hEHMﬂEglWﬁﬁf&ﬁ’é&.L@Br. islavireless Ealimiaradarin the mobile
devisystemya method for handling errors generated in a mobile device
comprising: storing commands on a queue received from a keypad or an
external application; receiving graphical output information in an output
29. bufferecoupled td aldisplay andhen mebieslaviaerstaiingsaplusalityde graphical
outEror hﬂ:g}lrl3 1|<')qu a g&%s on a }r<emote_ server; per_lodlcally updating an error
phanéﬁﬁng agenrt] &tdred onthe mobile device with at least one of the error
handling agents from the server; and using the error handling agent stored
30. O7 1€ Moklla devigs aceainaie e operalion. of (he MANIE AEMGE IR even:
control circuitry, the control circuitry con |guredg to generate an error
queytressage when a mobile device malfunction occurs; and 24 receiving an
error message with an error handling agent, the error message being

31. A method for remotely controlling a mobile device comprising:

storing commands on a queue received from a keypad or an external application;

receiving graphical output information in an output buffer coupled to a display on the
mobile device; and

- coordmating communication with a remote operator and transmitting the contents of

the output buffer to the remote operator through a remote contro! agent such that remote
operator may observe the user interface displayed by the mobile device and receive
communications from the remote operator and write commands received from the remote

operator to the gueue such that the remote operator has control over the mobile device.
32. The method of claim 31 wherein the remote contro! agent includes a MIDlet.

33.  The method of claim 31 wherein the output buffer stores at least some graphical

output information in a screen stack.
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received from the control circuitry, the error handling agent determining
whether the error message is recognized and locating a specific error
handling routine if the error message is recognized. 37. A software
program recorded on a tangible medium, the software program when
executed on a mobile device causing the mobile device to: store
commands on a queue received from a keypad or an external application;
receive graphical output information in an output buffer coupled to a
display on the mobile device monitor the content of the output buffer with
an install agent such that when the contents of the output buffer indicates
34. a sohtvarahegifcation 1 PaRIGimEtaBEUSH IPrs bIsiRst deviecothmajiista an event
quedBformation is captured from the output buffer and commands are written
to the queue such that the application is automatically installed. 38. A
software program recorded on a tangible medium, the software program
35. whana exeguted@nineitaabile desiceacausing the seftware: Pragramite: additional
store caommands on a received from a keypad or an external

eue
sOft S AR S E DA Cal SoEUEHIORation in an output buffer
couspleddae aldisidayondthb mebiteyndexoriicaeei¢e an error message

ge[ﬂ%%%{%%&%ﬁ%‘%em Ocp IL% gz?s\{r!.t%eawétnq S r(])r%&r%}ri Qﬁg grllqgig' %%\r}]téea\r?\]fgth at Ie%st one of
determine whether the error me age Is recognize and, ocate a SPECITIC

the igpralt heavd frgm tbetiee éf thederror message is recognized. 39. The
SOTRUALE R AAT,OL AR B TRIEI NG SANALE PIRRAATONIALS % ile

L I { {
output "buffer if a specific error handling routine is located and captures
deviggesapfofid pokgpghe contents of the output buffer indicates a software application is
being instalied on the mobile device, capturing the install information from the output buffer

and writing commands to the queue such that the application is automatically installed.

36. In a wireless communication system, a method for handling errors generated in a
mobile device comprising:

storing commands on a queue received from a keypad or an external application;

receiving graphical output information in an output buffer coupled to a display on the

mobile device;

storing a plurality of error handling agents on a remote server;

periodically updating an error handling agent stored on the mobile device with at least
one of the error handling agents from the server; and

using the error handling agent stored on the mobiie device to coordinate the operation
of the mobile device with control circuitry, the control circuitry configured to generate an

error message when a mobile device malfunction occurs; and



information transferred to the output buffer and writes the commands to a
queue that are substantially responsive to the output buffer information
such that encountered error is substantially automatically corrected. 25
40. A software program for customizing a user interface on a mobile
device, the software program, when executed, operating to: store
commands on a queue received from a keypad or an external application;
receive graphical output information in an output buffer coupled to a
display on the mobile device; receive with an interface translator agent
commands from the queue; create a simplified user interface screen
bi§el B8 theToEsveHEithandsTariundinsrizaietbimplifietssee being
receiHter TRER SRS IR RO RUIBY! BTl anHARIMRDIg: g@ﬁ&@rlﬁnﬁﬁb%hethel the error

replacing an original interface screen with the S|mpI|f|ed user interface
MESERRdh SERENER gt P GrAPNE e i fraderdisasdnsplecewmemessage is
recoligzanbile device is in use. 41. A software program for remotely

controlling a mobile device, the software program, when executed,

operating to: store commands on a queue received from a keypad or an
37. extemaﬁtazpmmmmrﬁcsiﬁedmamhh?@li@lut@;uﬂiaf@rmaﬁ@ﬁvb@ra@r@gimtwhen

excpIPEEOUDIERG 2 displav onhe ol device: coordinate
communlcatlons Wllt a remote operator, T%‘SI%It the contents of an output

storpoffemehtsemopile device ¢d fhere oo peratoxench sthalitheaemote
recean aélaa LOPNG (:T‘é\fgnﬁgg Olills%rallri] tc) faciebdf%é%lg quiy thaed?[s:}git;%?n%%]écn%bbﬂe

ite’com s'to a command queue received from t
devigperator such that

monitor the content of the output buffer with an install agent such that when the contents of
the output buffer indicates a software application is being installed on the mobile device, the
install information is captured from the output buffer and commands are writien to the queue

such that the app-lication is automatically instalied.

38. A software program recorded on a tangible medium, the software program when
executed on the mobile device causing the software program to:

store commands on a queue received from a keypad or an external application;

receive graphical output information in an output buffer coupled to a display on the mobile
device;

receive an error message generated by the mobile device with an error handling agent; and
determine whether the error message is recognized and, locate a specific error handiing

routine if the error message is recognized.

39, The software program of claim 38 wherein the software program monitors the output
buffer if a specific error handling routine is located and captures the error reporting
information fransferred to the output buffer and writes the commands to a queue that are
substantially responsive to the output buffer information such that encountered error is

substantially automatically corrected,



the remote operator has control over the mobile device. 26

40. A software program for customizing a user interface on a mobile device, the software
program, when executed, operating to:

store commands on a queue received from a keypad or an external application;

receive graphical output information in an output buffer coupled to a display on the mobile
device;

receive with an interface transiator agent commands from the queue;

create a simplified user interface screen based on the received commands;

and transmit the simplified user interface screen to an output buffer on the mobile device
thereby rép]acing an original interface screen with the simplified user interface screen such

that the simplified user interface screen is displayed when the mobile device is in use.

41. A software program for remotely controlling a mobile device, the software program,
when executed, operating to:

store commands on a queue received from a keypad or an external application;

receive graphical output information in an output buffer coupled to a display on the mobile
device; coordinate communications with a remote operator; transmit the contents of an output
buffer of the mobile device to the remote operator such that the remote operator may obsetve
the user interface displayed by the mobile device; and write commands to a command queue
received from the remote operator such that

the remote operator has control over the mobile device.
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