WD 03/ 051018 PCT/ US02/ 38031 DETECTI NG | NTRUSI ONS BACKGROUND [0001] This
invention relates to detecting intrusions. [0002] An entity nay make
resour ceswouwshsmss appl i cati ons, 5 collections of data, pregrarsey/3ssd ot her
simlar resources available over a network. Security neasures may exist to
protect the resources agai nst unauthorized network access, but illicit
attenpts to access the resourcesrmeyad itnrrbeIon®mde. The entity may set up
an intrusion detection system10 to help discover such attenpts and actual
security breaches. [0003] Generally, an intrusion detection system gathers
information fl ow ng between the netswrHGRaUNDt he entity providing the
resources and anal yzes the information for possible security problens.
Such anal ysisoc@an i nehtideidbeeyadriatiingesotpl dearge inigt Ansyssemmpol i ci es,
detecting access to resources by parties having gai ned unauthorized or

ot herwi se i pperan ssi bhecaecegsndp nhe resources fuddmaisnapdeicarioud,si de the
entity (e.g., by providing false identification information, by bypassing
securitys Nnegsur&s 12 ssvehdasaf i prewplans , antd pasisawrd naheek sesbyrdcki ng i n
to the entity, etc.), detecting the addition of nmalicious files (e.g.,
viruses, Trojadn HMWSFerehCndtweMal Udkicngityphsaduracaaysepast efns for
unusual activity, and perform ng other security-related operations. 1

protect the resources against unauthorized network access,

but illicit attempts to access the resources may still be
made. The entity may set up an intrusion detection system

10 to help discover such attempts and actual security breaches.
[0003] Generally, an intrusion detection system gathers
information flowing between the network and the entity
providing the resources and analyzes the information for
possible security problems. Such analysis can include

15 evaluating compliance with system policies, detecting access
to resources by parties having gained unauthorized or
otherwise impermissible access to the resources from inside
or outside the entity (e.g., by providing false
identification information, by bypassing security measures

20 such as firewalls and password checks, by hacking in to the
entity, etc.), detecting the addition of malicious files
(e.g., viruses, Trojan horses, etc.), evaluating typical
access patterns for unusual activity, and performing other

security-related operations.



WO 03/ 051018 PCT/ US02/ 38031 DESCRI PTI ON OF DRAWNGS [0004] FIG 1 is a
bl ock di agram of an enbodi nent of a network configuration. [0005] FIG 2
is a flowwbasbswhow ng an enbodi ment of a 5 process of decaatSongso3t
intrusions. [0006] FIG 3 is a block diagramof an enbodinent of a client
intrusion detection system [0007] FIG 4 is a block diagramof an
enbodi nent of anot her net workESIRIPATJONaOF OPRAWINGS0008] FIG 5 is a bl ock
di agram of an enbodi ment of a server intrusion detection system [0009]
FIG 6 is alddmichar rishow hg arblerdodiiagntmodf ean pnoodasseot afidh ng an
application. DESCRIPTION 15 [0010] Referring to FIG 1, an exanple network
conf i gur at i e Wld¥k icaelfudesaeioent termnals 102(1)-102(N) and a server 104
that can inplement a real tine intrusion detection system (N represents a
whol e nunberogosiihe @lrcent ieran fiadwehb@2( dheodd Nn eadbdinehtder an agent 20
106(1)-106(N) that can nonitor information received at its associated
client ternpnedeskOflHe102( Ny fiomairakwor k 108, a corporate network 110,
and/ or other sources. If one of the agents 106(1)-106(N) detects a
possi bl e secawadly prolcens i amyldk thagkahosfedd Grbodigeagesnt £an report
the possible 2

client intrusion detection system.

[0007] FIG. 4 is a block diagram of an embodiment of
another network configuration.

10 [0008] FIG. 5 is a block diagram of an embodiment of a
server intrusion detection system.
[0009] FIG. 6 is a flowchart showing an embodiment of a

process of adding an application.

DESCRIPTION

15 [0010] Referring to FIG. 1, an example network
configuration 100 includes client terminals 102 (1)-102(N)
and a server 104 that can implement a real time intrusion
detection system. (N represents a whole number.) The
client terminals 102(1)-102(N) each include an agent

20 106(1)-106(N) that can monitor information received at its
associated client terminal 102(1)-102(N) from a network 108;
a corporate network 110, and/or other sources. If one of
the agents 106(1)~-106(N) detects a possible security problem
in any of the information, the agent can report the possible
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WO 03/051018 PCT/ US02/ 38031 security problemin real tinme to the server
104 through a firewall 112, a virtual private network (VPN) 114, and a

cor por at eweoas#er18.16. The security problemis |abeled "p@sgiushr3sobecause
the server 104 may determne it not to be 5 a security problem [0011] The
server 104 may then update its collection of security data 118 and the

cor por at e seraerity pebbéehi om wfal Sdaer tbytidatse 322G tL04r ehteoth thi s
reported possible security problem Additionally, the server 104 can in
real tinme 1fidewadrimiabkl, eof viheual iperitvater metadbisk 1@2{F1) 1102(Md aof this
possi bl e security problemvia each of the agents 106(1)-106(N). [0012] In
this way, tdermeaver sé@deeahl pr opagatsecanyty passilene isetabelyd probl ens seen
by any one of the client 15 termnals 102(1)-102(N) to all of the client
term nal s 1G2{d9)ibl@2( Npcsas¢ higte aldrvelr the wdy erdterernenat snotlG2 e 102( N)
can defend agai nst that possible security problemin real tine (e.qg.,

noni t or 5 ora (fequrdv@nbrbhasm. security problen). Furthernore, with the
server 104 able to 20 receive security updates fromnultiple client

term nal s apgb1it]jo i nfraemsaktef oro Atmalyeasbn ausddisetisokollheceidrerdf t erm nal s
102(1)-102(N) in real time upon detection and/or correction of a security
probl em amgedqotient dakhylnegaid whefdoepbsadé sdhersecubiiycpig@bleim can be

reduced or elimnated in real 25 tine.

security data 120 to reflect this reported possible security
problem. Additionally, the server 104 can in real time

10 inform all of the client terminals 102(1)-102(N) of this
possible security problem via each of the agents
106(1)-106(N) .
[0012] In this way, the server 104 can propagate any
possible security problems seen by any one of the client

15 terminals 102(1)-102(N) to all of the client terminals
102(1)-102 (N) so that all of the client terminals
102(1)-102 (N) can defend against that possible security
problem in real time (e.g., monitor for or prevent that
security problem). Furthermore, with the server 104 able to

20 receive security updates from multiple client terminals and
to inform all (or at least a subset) of the client terminals
102(1)-102(N) in real time upon detection and/or correction
of a security problem, any potentially negative effects of
the security problem can be reduced or eliminated in real

25 time.



3 WD 03/051018 PCT/US02/ 38031 [0013] The server 104 can al so use the
possi bl e security problens reported by all of the agents 106(1)-106(N) to
hel p detwotosjomongisi on patterns, new i ntrusion techni quespPCarusonsdosr
security problens that nay not be apparent to an 5 individual client
termnal or to a small nunmber of client termnals. The server 104 can
informall pfotdhe cl rast setesmital £ah02(49 -dL2(MNe pbssushe ded@ntiad security
issues in real tine so that the client termnals 102(1)-102(N) may

moni tor i nfrdmtemen rkpbrt BOSEy SAQULIFt ¥hé Ssywsss 104 (00146 IRealo tHate'
general |y nmeans continuous. Sonething occurring in real tinme can happen

fast enoughisedthent2pPLonrpad e iesPasFei REA o WeekhYques g.and
adm nistrators at a server can address a security problem clients may be

notified ofomheseguciutycprobberamanahat fediddedhd appaduae €6 &b el imnate
any potentially negative effects of a security problem etc. Thus, while

"real tige"iGaRideaAn clhshantaneous! yrotow tdidliankdeti o8 efientsecond, it
could mean a longer tine period, such as mnutes, hours, days, etc., for

| ess aggr esisd ME rANE/. OF TEE OYEF vy StRNEaAr 1hfoRl diNstaness efiany kind of
network delay. [0015] Generally, a security probleminvolves an intrusion.

The intrusiQBY160T82f1 pm e neceENiszel BaFddted %e@urie?ei%uetshgncl i ent
termnals 102(1)-102(N)) or froman unrecognized, non-client third party
(e.g., an iMJUd8Me so that the client terminals 102 (1)-102 (N) may
monitor information for those security issues.
10 [0014] “Real time” generally means continuous. Something
occurring in real time can happen fast enough so the
appropriate response occurs quickly, e.g., administrators at
a server can address a security problem, clients may be
notified of a security problem and/or modified to reduce or
15 eliminate any potentially negative effects of a security
problem, etc. Thus, while “real time” can mean
instantaneously or within a fraction of a second, it could
mean a longer time period, such as minutes, hours, days,
etc., for less aggressive and/or slower systems or in
20 instances of any kind of network delay.
[0015] Generally, a security problem invclves an
intrusion. The intrusion may come from a recognized party
(e.g., one of the client terminals 102 (1)-102(N)) or from an
unrecognized, non-~client third party (e.g., an intruder

25 122). Examples of security problems can include:
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25 122). Exanples of security problens can include: 4 W 03/051018

PCT/ US02/ 38031 a) confidentiality, e.g., ensuring that only authorized
parti es cap0aosWss resources avail able behind the firewalPCTAKR2$®ECh as
resources made available by the corporate 5 network 110), b) control and
integrity, e.g., enabling only <certain parties to access, edit, add,

and/or del ete resources ayaidradilornbehingyf he. g f,i awaking12handrlgenti fyi ng
non-standard 10 network or resource access patterns, c) authenticity, e.g.,
verifying the identity ofupastiRs pandies &n \dddeesakiebbtycee. .,

determ ning weaknesses in the security of the corporate 15 network 110,

the firewall 112, and thea¥PNarhkpeh@846ind tridghiiibelnsesuth tas det ect
security problenms in the network configuration 100. The corporate network

110 may include a serverthalran akgankzaliMiassoehat edrpbtdr20 the
corporate network 110 may want avail able over the VPN 114 to the client
term nalss 102(1)-102(N) . AJbese-yrayo)i,nclude enployees of the organization,
custoners of the organization, contractors of the organization, and ot her

b) control and integrity, e.g., enabling only
certain parties to access, edit, add, and/or
delete resources available behind the
firewall 112 and identifying non-standard

10 network or resource access patterns,
¢) authenticity, e.g., verifying the identity
of parties, and/or
d) wvulnerability, e.g., determining

weaknesses in the security of the corporate

15 network 110, the firewall 112, and the VPN
114.
[0016] It might be useful to detect security problems in

the network configuration 100. The corporate network 110
may include a server that an organization associated with

20 the corporate network 1i0 may want available over the VPN
114 to the client terminals 102(1)-102(N). These may
include employees of the organization, customers of the
organization, contractors of the organization, and other
authorized parties. ~The organization may not, however, want

25 any other parties to have access to the corporate network

5



aut hori zed parties. The organi zati on may not, however, want 25 any ot her
parties to have access to the corporate network 5 WO 03/051018

PCT/ US02/\886@3/051018.0 or for the authorized parties to illi ®@CTlus0238931
or,access restricted resources available in the corporate network 110.
Thus, the organi zation may deploy an intrusion detection systemincluding
t he server 1Q4, otheocotiporatthozereerpddified tanditheiagenise H3661)red06(N) at
each of the client termnals 102(1)-102(N). The network configuration 100
may, of coueseritcnhed utdes@addiclsi anal 1siecairin chpr ecapbions .ndtORL%] 1Bef ore
further discussing detecting intrusions, the elenments in the network
confi gur ati ohudP0tlas eo farrtiner i ohOmdesadsphisd.an] 00L8Ls The ®iwmeabs in the
network configuration 100 can be inplenmented in a variety of ways.

| nf or mat i onsyseamuth chid®thdathweearet £MEMd,s dhrcludpdrate tdwe-wet work
configuration 100 can include data, instructions, or a 15 conbi nation of

t he two.5Thentntee nadéons MY (R -1.06 PACKkEd sachEaghtsentl packek rimyabe part
of a packet stream where each of the packets included in the packet

stream fitsibegefher2 (No. f ah@ actioEM SéhGQRragueHs1 66 ream ofs dat a.
Informati on may be communi cated between endpoints via nulticast, 20

uni cast, or csapeegoihiNadd erdatibakh. s4 804, FPhecearpoiate network 110 and
the network 108 can each include any kind and any conbi.nati on of networks
such [0017] Before further discussing detecting intrusions,
the elements in the network configuration 100 are further
10 described.
[0018] The elements in the network configuration 100 can
be implemented in a variety of ways. Information
communicated between elements included in the network
configuration 100 can include data, instructions, or a
15 combination of the two. The information may be in packets.
Each sent packet may be part of a packet stream, where each
of the packets included in the packet stream fits together
to form a timewise contiguous stream of data. Information
may be communicated between endpoints via multicast,
20 unicast, or some combination of both.
[0019] The corporate network 110 and the network 108 can
each include any kind and any combination of networks such
as an Internet, a local area network (LAN) or other local
network, a private network, a public network, or other

25 similar network. Typically, the network 108 includes a

6



as an Internet, a local area network (LAN) or other local network, a
private network, a public network, or other 25 simlar network. Typically,
t he net wowb 0308101$1cl udes a 6 WO 03/051018 PCT/ US02/ 38031 pCpuish2/asoaet wor k
while the corporate network 110 includes a private network. Commruni cations
t hrough the corporate network 110 and the network 108 may be secured with
a nechani spusiuch rastwkrdnspoit tay eror$ecurtiet yéSectk el ISodkellu8ebayer
(TLS/SSL), wireless TLS (WLS), or secure Hypertext Transfer Protocol
(S-HTTP). Abthoaigh riiseussedChenenastivav ngravgorfioy alcepasadei ati on, the
corporate network 110 can be associated with any type of organization:
corporate, neéndowk dual ,andonnpr oétitoriedusalagnpt, s€twredl@iff@020] The VPN 114
generally includes a private network existing within a public network.

| nf or mat i onme@yabiesrsenich @B Then MRAINt1 Td viesi Bgcpubty cSearauBberét on | i nks
(e.g., via the Internet), but the information may be protected with
encrypti®n aagénr (MHINTSISECUL ik Ve @ ClTaNi (FIMTES$SP dhade@idey Hbeattkori zed
users may access the information through the VPN 114. [0021] The client

termnal s 102443 fd0A:MNroean eaehrTencl udenanyhdevs 6eswapabke of
comuni cating wwth the network 108 and with the corporate network 110

through then¥Phhdld.c2@denasphesofatsiusl) deavi 6espdncididrraorrbii@ conputer,
a stationary conputer, a workstation, a server, a tel ephone, a
can be associated with any type of organization: corporate,
individual, non-profit, educational, etc.

10 [0020] The VPN 114 generally includes a private network
existing within a public network. Information may be sent
on the VPN 114 using public communication links (e.g., via
the Internet), but the information may be protected with
encryption and/or other security mechanisms so that only

15 authorized users may access the information through the VPN
114.

[0021] The client terminals 102(1)-102(N) can each
include any device capable of communicating with the network
108 and with the corporate network 110 through the VPN 114.

20 Examples of such devices include a mobile computer, a
stationary computer, a workstation, a server, a telephone, a
pager, a personal digital assistant, and other similar

devices. The intruder 122 may also include any of these

example devices.



pager, a personal digital assistant, and other simlar devices. The
intruder 122 may al so include any of these exanple devices. 7 WO 03/051018
PCT/ US02/\88603051019022] The agents 106(1)-106(N) can each ipaglusdz3sasy
mechani sm capabl e of comunicating with the corporate server 116 and
executing an intrusion detection systemon its associated client termnal.
Exanpl es of [6uzh] ageiThs epehtuslel & SOF-1WaENE) peagradm dhcladki 88§,
applications, bots, and other simlar nmechanisns. [0023] The server 104
can i ncl udemestyardesi capaapabbe efmmodrBtnngatitg Mmid Rotrberaet wasiw08 and
the corporate server 116 such as a file server, an application server, a
mobi | e 10 cohpuirer ex@csttahy omarneamivhetet 06t Dihesyssich bar igevi ce.  The
server 104 may serve as a network operations center (NOC), a central

net wor k managesenitesecieent Respiongi.bi Ekbingseofof htrchenyentd0dnamyud ncl ude
setting policies regarding detection of possible security problens, 15
noni t oring geherade RebyRbks i 68ues titeiseChbpUitdd 1dis,0Botpat Led NSt new

i ntrusion techni ques, researching anonmalies, receiving alerts fromthe
cor porat e serwerarliecheegeesti ng a response to security updates fromthe
corporate server 116 and/or the agents 106(1)-106(N), creating updates to

20 transmit¢a3he agest sedPdf 1)odQGhNincl BNESin PaldNGePRESEPIE oSecurity
probl ens, resol ving possible security problens,
communicating with the network 108 and the corporate server
116 such as a file server, an application server, a mobile
10 computer, a stationary computer, or other similar device.
The server 104 may serve as a network operations center
(NOC), a central network management server.
Responsibilities of the server 104 may include setting
policies regarding detection of possible security problems,
15 monitoring general network issues, detecting intrusion
patterns or new intrusion techniques, researching anomalies,
receiving alerts from the corporate server 116, requesting a
response to security updates from the corporate server 116
and/or the agents 106(1)-106(N), creating updates to
20 transmit to the agents 106(1)-106(N), investigating possible
security problems, resolving possible security problems,
logging possible security problems received from the agents
106(1)-106(N), and performing other similar tasks.
[0024] The corporate server 116 can include aﬁy device

25 capable of communicating with the server 104 and the agents

8



| oggi ng possible security problens received fromthe agents 106(1)-106(N),
and performng other simlar tasks. [0024] The corporate server 116 can

i ncl ude awQ odeyvioce® 25 capabl e of comrunicating with the ®emaEsn2/i04d1 and t he
agents 8 WO 03/051018 PCT/ US02/ 38031 106(1)-106(N) such as,a file server,
an application server, a nobile conputer, a stationary conputer, or other
simlar devoeel) i @Or pacat 8sser¥ele kEovieRY SEI¥Epliscaan oNOsetoE, t he
corporate network 110. Responsibilities of the 5 corporate server 116 may

i ncl ude set &imgbid iGingpsteegandstgr i AelgClbapudér Passidine rSeerii iy

probl ens, nonitoring general network issues, receiving alerts fromthe

agents 1064&y:dD6( Mhe apprpovhdg spdaired 1f60malhee agentss anl@6€1¥0206( N)
transmtted fromthe server 104, investigating 10 possible security

probl ens, afe pesfHELRY netREEK ST | aReshanksni] 0025 ckheneol | ections of
data 118 and 120 can each include a storage nechani smsuch as a data

queue, as butbLporatit 1RGO 16D} & AFRRRILY sHeVige, @li(a%@en:egér@iﬁ@r
simlar 15 storage nechanism The collections of d%ta 118 and 120 may be

organi zed agedatahases pbReisot| ectians, ofodatas 11 and rih304bRy e
included in their respective servers 104 and 116 rather than exist as

separate el gEBRd S aSsHREWN rbBetNendel ik ¢oBhi gk aldLHrs100. 20 [0026] The
firewall 112 can include any hardware and/ or

106(1)-106(N), approving updates for the agents
106(1)-106(N) transmitted from the server 104, investigating

10 possible security problems, and performing other similar
tasks.

[0025] The collections of data 118 and 120 can each
include a storage mechanism such as a data queue, a buffer,
a local or remote memory device, a cache, or other similar

15 storage mechanism. The collections of data 118 and 120 may
be organized as databases. The collections of data 118 and
120 may be included in their respective servers 104 and 116
rather than exist as separate elements as shown in the
network configuration 100.

20 [0026] The firewall 112 can include any hardware and/or
software mechanism able to prevent unauthorized access to or
from a network, such as between a private network (e.g., the
corporate network 110) and a public network (e.g., the

network 108).



sof tware mechani sm able to prevent unauthorized access to or froma
network, such as between a private network (e.g., the corporate network
110) and woOpalsioes network (e.g., the network 108). 9 WO 0RCOBBOLSB031

PCT/ US02/ 38031 [0027] Elenents included in the network configuration 100
can communi cate with other elenent(s) included in the network configuration
100 over ongoor7NDre KosEHHsCahc0lded i NKSshel he$GoeR MBI iGATda@Achi DES can

i nclude any kind and 5 any conbination of comrunication |inks such as

nmodem | i nks caht bemmehidd tkSeithabkBsr Pdnnt(@) pPehbludddkisy dnefrared
connections, fiber optic links, wireless links, cellular |[|inks, Bluetooth,

satellite | hBkgorangomt hRiradi®hl avol b9ks.ond GR28brEl esmnirs dakgbyded in the
network configuration 100 10 may be renotely | ocated from one another. That

is, elementsingBy bendocaidehunicdtiberenixygeear anbicad £:801KARS, aABY be
physically separated by one or nore comunication |links, may be included

in diffesentnpetwsiatadid 3t hemamisecheiorsapanat ehyn | HealRdn fonkgxanpl e,
each of the client 15 termnals 102(1)-102(N) may be | ocated at di f f er ent

branch of f iggasraét am OfHaNia2atikONp 8B P HoRa t hengoy paatepet work 110
at a main branch office. The server 104 may be |ocated at the main branch

of fice or atkoanethesnd OCAlHON opseh] Sk At widehBLEdI PREL Y NatyweLk )
mai nt enance site. 20 [0029] Furthernore, the network configuration 100 is
links, Bluetooth, satellite links, and other similar links.
[0028] Elements included in the network configuration 100
10 may be remotely located from one another. That is, elements
may be located in different geographical regions, may be
physically separated by one or more communication links, may
be included in different networks, and otherwise be
separately located. For example, each of the client
15 terminals 102 (1)~102 (N) may be located at different branch
offices of an organization maintaining the corporate network
110 at a main branch office. The server 104 may be located
at the main branch office or at another location, such as at
a third party network maintenance site.
20 [0029] Furthermore, the network configuration 100 is
simplified for ease of explanation. The network
configuration 100 may include more or fewer additional

elements such as networks, communication links, proxy

servers, firewalls or other security mechanisms, Internet

10



simplified for ease of explanation. The network configuration 100 may

i nclude nore or fewer additional elenents such as networks, comuni cation
i nks, prwows/oswisers, firewalls or other security nechaniP€wa]S0/sR08r net 10
WO 03/051018 PCT/ US02/ 38031 Service Providers (ISPs), gatekeepers,
gateways, switches, routers, hubs, client termnals, and other el enents.

[0030] Ref erskirigct opFdEdeks IRPETESEa 2DREFROWS 8Bt RXRATPILyi0knde] ecting
intrusions using the server 104, the 5 corporate server 116, and the

agents 106( kbut866 Nhats eati «of themchi BNt der BiAak Se 102(HDs. 102(N) .
Al t hough the process 200 is described with reference to the elenents

included in[obbe)net sk canfy gur atsomn 100 9HcELS 2de didws @n @ sinilar
process may be performed in another, simlar network 10 configuration.

[0031] In theapposess &&ctihg ageptsi HAO6MUsind06LA) seardy 1oun 282 on their
associated client termnals 102(1)-102(N). For sinplicity in this exanple,

the cliept terpbpate 1824r 11%,r ghar g dms 16ki ent1ddA) whi bechts
associ ated agent 15 106(1) is referred to as "agent 106." The attri butes of

the client o¥02nangh {de: agantinl@6 MY (Sjnidzanhy applyoddh e pebbBessclient
termnals and the other agents included in the network configuration 100.

[0032] The agents1@6sdymicabditnabts il 6% (A8 Lisnd0ASSRGiALEd; ! i ent

102 until the occurrence of one or nore
the network configuration 100 of FIG. 1, this or a similar

process may be performed in another, similar network

10 configuration.
[0031] In the process 200, the agents 106(1)-106(N) each
run 202 on their associated client terminals 102 (1)-102(N).
For simplicity in this example, the client terminal 102 (1)
is referred to as “client 102” while its associated agent

15 106(1) is referred to as “agent 106.” The attributes of the
client 102 and the agent 106 may similarly apply to the
other client terminals and the other agents included in the
network configuration 100.
[0032] The agent 106 typically wailts (idles) on its

20 associated client 102 until the occurrence of one or more
events. In the process 200, the agent 106 waits until
information arrives 204 at the client 102. The information
typically arrives at the client 102 through the VPN 114, the
corporate network 110, or the network 108 from one of the

25 other client terminals or from another terminal capable of

11



events. In the process 200, the agent 106 waits until information arrives
204 at the client 102. The information typically arrives at the client 102
t hrough twe 0s®Moisl4, the corporate network 110, or the neCEArsk2/081 from
one of the 25 other client termnals or fromanother term nal capabl e of

11 WO 03/051018 PCT/ US02/ 38031 comuni cating through the VPN 114, the

cor por at e netm@iiki caltithg @hrblighnetavordy 108, (RO33}rpend mienBBki ON arrives
at the client 102, the agent 106 exam nes the information and determ nes

206 if the 150) ndorymd irerworel udes or indicates a known anonmaly. Known
anomal i es include security problens that the server 104 has identified to

the agent 1060amd/ or wRGUIiYrRsObbetikat athenagententOGovaschaitially
configured to identify (and that have not since been del eted as anonalies

to identify}gedherdd AgeNhel06nEBY ke thilhS 268t & 18 Maliedn 2o £ eatndi ne.
[0034] In identifying known anonalies, the agent 106 may conpare the

i nf or mat 4 on; ME s hnd 1 &F MBid10AeEN6E Uﬂﬁﬂldaﬂ:e@, aCRhbRe tdafy .angpslhes data
i ncluded as part of the agent 106, in a collection of anonalies data

i ncl uded i nahbgailde£!irgNtudt0306r Pt NEIMIRMACERSSI Ble daihe1agenis 106, in
the corporate collection of security data 120, or in another simlar

resource. [@@gﬁﬁlf@&jQ%ﬂqmbeag@n@&ﬁh@%wﬁﬁ%ragébﬂﬁh€§ S 16hisephar 102. The
agent 106 nay conpare a source Internet Protocol
the agent 106 was initially configured to identify (and that
have not since been deleted as anomalies to identify). The
10 agent 106 may make this determination in real time.
100347 In identifying known anomalies, the agent 106 may
compare the information with information included in a
collection of anomalies data included as part of the agent
106, in a collection of anomalies data included in the
15 client 102 or otherwise accessible to the agent 106, in the
corporate collection of security data 120, or in another
similar resource.
[0035] For example, a packet may arrive at the client
102. The agent 106 may compare a source Internet Protocol
20 (IP) address included in or with the packet with IP
addresses of known intruders included in the corporate
collection of security data 120. In another example when a

packet arrives at the client 102, the agent 106 may examine

the packet for particular queries or commands that fit an

12



20 (I1P) address included in or with the packet with I P addresses of known
intruders included in the corporate collection of security data 120. In
anot her ewerplgionhen a packet arrives at the client 102, pChasayssesl 106 may
exam ne the packet for particular queries or commands that fit an 12 WD
03/051018 PCT/ US02/ 38031 intrusion pattern or technique identified in the

corporate gaklesiéwnoditsecwrd t¥cHaliqud 2QUentd@36h 1h the agertr-at@6 does
not detect a known anonaly, then the agent 102 returns 208 to waiting for

anot her pi eee115cofon NdOrd@birafyt @avsriye at the client 102 or to examning
a piece of information that already arrived at the client 102. The client

102 may al sqopgegess thecHdfeinBt 108 @Ses aR aptkat ea becarsanhgly,
i nformati on does not present a known security problem 10 [0037] If the

agent 106 degsndehé&Cigenknamn aRQpAk Y204 he) walikenggest LG eanphepert 210
the anomaly to the server 104. The agent 106 may report the anomaly in

real tine. btheinagemdcilfb vmneperbe thg anareky 10br estdy &:QdiRgngerver 104
or to the server 104 through a network such as the VPN 114. 15 The agent

106 may not preperés therdneralon t8at hgl S&IMER 104eq0kt eMan Jnew.t hgh notice
of the anomaly will reach the server 104 but rather report the anomaly to

an internedir8EYcl1iSME @5 g BHSoCOFHE AL & 13eh Vel Ad6; ¥l & 4 he VPN 114. In
this particular exanple, assunme that the agent 106 transmts

appropriate because the information does not present a known
security problem.

10 [0037] If the agent 106 does detect a known anomaly, then
the agent 106 can report 210 the anomaly to the server 104.
The agent 106 may report the anomaly in real time. The
agent 106 may report the anomaly directly to the server 104
or to the server 104 through a network such as the VPN 114.

15 The agent 106 may not report the anomaly to the server 104
or even know that notice of the anomaly will reach the
server 104 but rather report the anomaly to an intermediary,
such as to the corporate server 116 via the VPN 114. 1In
this particular example, assume that the agent 106 transmits

20 notice of the anomaly to the server 104 via the VPN 114 and
the corporate server 116.
[0038] Once the agent 106 reports the anomaly, the agent
106 returns 212 to waiting for another piece of information
to arrive at the client 102 or to examining a piece of

25 information that previously arrived at the client 102.

13



20 notice of the anomaly to the server 104 via the VPN 114 and the
corporate server 116. [0038] Once the agent 106 reports the anomaly, the
agent 108orgpsmoms 212 to waiting for another piece of infPernsd/ate31to
arrive at the client 102 or to exam ning a piece of 25 information that
previously arrived at the client 102. 13 WD 03/051018 PCT/ US02/ 38031

[0039] The seovyer 104rHeceirves DOditacdfvelsh@oanesedy tw@id ancanlgxand ne the
anonmaly to determne 214 if the anomaly constitutes an actual anomaly,

€. 9., a knowansegifidy tHer ahbRAly a-Passidhiensegutily yobheasseri ous enough
to 5 report to the client terminals 102(1)-102(N), etc. The server 104 may

make such acdetertuisd 0N achubBadndmd®:, <[.3040} IhewnseyaeiriiQ4 may
i ndividually exam ne the anonaly or the server 104 may exam ne the anonaly

in conjunchireplaht e dderiviaf sesmtion peeessi beeibys tdheugarver 10 104,
e.g., information included in the collection of security data 118,

i nfor mats onrepatt tis the sanvet 104nfd0m 10bher -$02M0ES etid)f orABt i oNn
accessible to the server 104 through the network 108 and/or the corporate

server 116, saffler Otd¥emesi Makar shypes QftdrifiaeiBbhofh e seryer 104 may 15
exam ne the anomaly in any nunber of ways and may examne all anomalies in

the same wayo@to] i M triRaldeir-Gul-al o4 exaMinativAgal Oy PR Gldl &khet ypes of
anonmalies. [0041] In individually exam ning the anonaly, the server
anomaly or the server 104 may examine the anomaly in
conjunction with other information accessible by the server
10 104, e.g., information included in the collection of
security data 118, informatién sent to the server 104 from
other sources, information accessible to the server 104
through the network 108 and/or the corporate server 116, and
other similar types of information. The server 104 may
15 examine the anomaly in any number of ways and may examine
all anomalies in the same way or limit particular
examinations to particular types of anomalies.
[0041] In individually examining the anomaly, the server
104 may, for example, search for particular information in
20 the anomaly such as a network address previously noted as a
security problem, a particular guery or command associated
with a known intrusion pattern or technique, a particular
file name or file type associated with a known intrusion

pattern or technique, and other similar types of

25 information. In another example, the server 104 may check

14



104 may, for exanple, search for particular information in 20 the anonaly
such as a network address previously noted as a security problem a

parti cul awogaesyior conmmand associated wth a known i ntr ®€rarsopatosern or
technique, a particular file nane or file type associated with a known
intrusion pattern or technique, and other simlar types of 25 information.
| n anot her exanpdentitie cFerver sdfdetmayr GhecknfdAnd H3/t021018iggered

PCT/ US02/ 38031 the identity of the sender of the information that

triggered the agent 1106 thboreppet tridenaanygly. [0042] In exam ning the
anomaly in conjunction with other information, the server 104 may, for

exanpl e, conpasg]the i anem@hyn tie idioaangt EONCHLPHQUSNY wheggeehat t he
server 104, perhaps in the collection of security data 118. For instance,

the server 1Rfofmytil®ok ther seete st e0al=g, ageessxamdld elddspagtChhas | ogi ns
at unexpected hours or from unexpected l[ocations or users. 10 [0043] If

after what e¥eeneXant Nal 110F olfha EX&M fialvieRS 1Y heog & VY tH4 sperEprms on the
anonaly the server 104 determnes that the anonaly is not an actual

anomal 'y, thepsfheserernn 104 €aMmdOg 216t BecaporplaatL198,. | Pt he
collection of security data 118, for record-keeping purposes and/or to use

15 in_exam nhHgasedsaquerthyetepes tred, anmakbesSyodNe HReeSsccLhgn ends
218. The server 104 can, of course, continue exam ning other anomalies and
continue pepfor&ing aMerOhsi 18gins at unexpected hours or from

unexpected locations or users.

10 [0043] If after whatever examination or examinations the
server 104 performs on the anomaly the server 104 determines
that the anomaly is not an actual anomaly, then the server
104 can log 216 the anomaly, e.g., in the collection of
security data 118, for record-keeping purposes and/or to use

15 in examining subsequently reported anomalies. The process
then ends 218. The server 104 can, of course, continue
examining other anomalies and continue performing any of its
other duties.

[0044] If, however, the server 104 determines that the

20 anomaly is an actual anomaly, then the server 104 may
document the anomaly and/or perform or instigate corrective
procedures to address the anomaly. The server 104 may
perform such documentation and instigation automatically in

‘real time upon recognition of the security problem. The

25 server 104 may, however, delay such documentation and/or

15



other duties. [0044] If, however, the server 104 determ nes that the 20
anomaly is an actual anomaly, then the server 104 may docunent the anonmaly
and/ or pewbwesnosoI8 i nstigate corrective procedures to addPesgisohasoanonal y.
The server 104 may perform such docunentation and instigation
automatically in real tinme upon recognition of the security problem The
25 server 1@4stnystiwnenari] del aymsuicdt doctrest aéyontsndinemalys WO

03/ 051018 PCT/ US02/38031 instigation until an adm nistrator reviews the

anonal y andh@yoanyhe adreeliy @e pposesiunes recommended By thkessetyer  104.
The server 104 al so nmay del egate the docunentation and/or instigation to

anot her nmechani sMhsuadtrwas ttbe 51€0MROF aleg cget¥ethd 1ds cuRedak 1bA
docurnenting the anomaly, the server 104 can |l og 220 the anonaly.

General Iy, heggbngiddie @rawal Yol acbtidas nesthank Bg, ast&caid 1ok the anomaly in
the collection of security data 118. Information | ogged about an anonmaly

can 10 incl udepyhdth Rfrdhe1gckient term nals 102(1)-102(N) reported the
anonmaly to the server 104, the tinme that the anomaly was sent to and/or

received by [bbesservern WAunkhei Agtthe Lfordahe, BRONBL Mo ANGLOELAL DEY
simlar types of information. [0046] Once | ogged, the server 104 may use

the 15 infoppattign ahoit.hecanerml ¥y al1003e iWht Bhot HiesmS8L Yhict ¥ge Br Obl em
information in perform ng general intrusion
storing a record of the anomaly in the collection of
security data 118. Information logged about an anomaly can
10 include which of the client terminals 102(1)-102(N) reported
the anomaly to the server 104, the time that the anomaly was
sent to and/or received by the server 104, the nature of the
anomaly, and/or other similar types of information.
[0046] Once logged, the serxver 104 may use the
15 information about the anomaly along with other security
problem information in performing general intrusion
detection actions. Such actions can include monitoring and
analyzing client and system activity (including examination
of other anomalies sent to the server 104), performing
20 audits, inspecting all incoming and outgoing information
(e.g., packets), assessing integrity, recognizing attack
patterns, reporting possible intrusions, and performing
other similar tasks.
[0047] The server 104 can notify 222 the client terminals

25 102(1)-102(N) of the anocmaly. The server 104 may send this
16



detection actions. Such actions can include nonitoring and analyzing
client and systemactivity (including exam nation of other anomalies sent
to the sewoaB/0iM49 , perform ng 20 audits, inspecting all iPeEarsonggoand
outgoing information (e.g., packets), assessing integrity, recognizing
attack patterns, reporting possible intrusions, and perform ng other
simlar taskstif{filonThe servetind4 car Bebkivty 202 dhg eliignt termnals
25 102(1)-102(N) of the anonmaly. The server 104 may send this 16 WO

03/ 051018 Pt USSR 38Q3%k1ieati téeaisOns i1n2real102 ) vhhe ter ver 104
typically notifies the client termnals 102(1)-102(N) via the VPN 114.

The server 1R4 s@wanlnoanahif ynipensdimnticnk021ibyt 1yDi ¢kl yypnetifyes all
of the client termnals 102(1)-102(N). 5 [0048] The notification to the

client ternhpalsieslQ2(11)orl@REN:] cat itihide 1Eheoser vero2l@4 .al erting the
agents 106(1)-106(N) of the anomaly. In this way, the agents

106(1) - 106(Nocan al ltHeericveitgalod ive vhet ik eat i edrdinaike anonal y,
i mredi ately being able to check for that anomaly in 10 exam ni ng

informationigp(ipming @) idss KESPEEE i M GldreBl 1berMmdalinigl@2E1dgd02N) .
[0049] The notlflcatlon may al so include the server 104 notlfylng t he

client ternpals) LA Ay HR26N): whéha®, MeS$a98 1 s0%a Pf Nele alehts For exanpl e,
the server 104 nay send a 15 nessage to the client termnal s 102(1)-102(N)
via electronhg(1)-106(N) can all receive real time notification of the
anomaly, immediately being able to check for that anomaly in
10 examining information arriving at its respective client
terminals 102(1)-102(N).
[0049] The notification may also include the server 104
notifying the client terminals 102(1)-102(N) with a message
or other alert. For example, the server 104 may send a
15 message to the client terminals 102(1)-102(N) wvia electronic
mail, pager, or other similar mechanism, cause a visual
and/or audio notice to appear at the client terminals
102(1)-102(N), and/or take other similar actions.
[0050] In addition to or instead of notifying the client
20 terminals 102(1)-102(N) of the anomaly, the server 104 may
notify 224 the firewall 112 of the anomaly. The server 104
may send this notification in real time. This notification

may include updating the collection of corporate security

data 120 to include information about the anomaly, modifying
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mai |, pager, or other simlar nechanism cause a visual and/or audio
notice to appear at the client termnals 102(1)-102(N), and/or take other
sim|ar aw0Dioans101§ 0050] I n addition to or instead of noti fPgirnggor/ssd3c! i ent
20 termnals 102(1)-102(N) of the anomaly, the server 104 may notify 224
the firewall 112 of the anomaly. The server 104 nmay send this notification

in real tinmgectbisynetddddhiaidsono HBYohmC|dede chpdahbmgl ¥ hesxcol | ection of
corporate security data 120 to include information about the anomaly,

modi fyi ng 1Y 031,05 1048 PCEMUSRZ/ 88031, security procedures to account
for the anomaly, or performng other simlar tasks. [0051] The server 104

may report tlbesanomalyhd Gdiver apprey A @l eRBninsfaB} @eerhe i ncluded in
the network 5 configuration 100 in real tinme and subsequently determne if

the anonal y agpRshi1 4 &% B! bal c3esadd YirRr10BkeM n | #hd hattuocase, the
server 104 may needl essly report an anomaly if the anomaly turns out to

not constitebaraguast el 1VCUL k¥aProbheMnd fsupBoyey ey the Jdrpphicaki ons of
the anomaly are 10 sufficiently severe, then reporting the anonaly as soon

as possi bl enaBYnERAD) &I i¢hi-eBt af exdinal $eL026E) - IO Ny t 01nMPRE: qui ckly
receive notice of the anomaly and may nore quickly reduce or elimnate any

harnful ef f egks, ofnd hee r-ANOBILY ma Vo L4 NG f-01, EQEO?@réﬁHaﬁH%%lgoigogpéete a
nore 15 detailed evaluation of the anomaly than the agent 10

anomaly turns out to not constitute an actual security
problem. If, however, the implications of the anomaly are

10 sufficlently severe, then reporting the anomaly as soon as
possible may enable the client terminals 102 (1)-102(N) to
more quickly receive notice of the anomaly and may more
quickly reduce or eliminate any harmful effects of the
anomaly. Waiting for the server 104 to complete a more

15 detailed evaluation of the anomaly than the agent 106
already made before sending a report of the anomaly may
incur a delay long enough for the client terminals
102(1)-102(N) to accept or pass information that would be
identified as an anomaly using information in the report.

20 [0052] Once the server 104 reports the anomaly to the
appropriate element or elements, then the server 104 may
attempt 226 to address the anomaly. Addressing the anomaly
generally includes mitigating or eliminating any potentially
negative effects of the anomaly. The server 104 may

25 automatically attempt to address the anomaly, or the server

18



al ready made before sending a report of the anomaly may incur a delay |ong
enough for the client termnals 102(1)-102(N) to accept or pass

i nf or mat iwo oBlsmoigwoul d be identified as an anonal y usi ngPCRfuspzegodon i n
the report. 20 [0052] Once the server 104 reports the anomaly to the
appropriate elenent or elenents, then the server 104 may attenpt 226 to
addr ess t helafiomay yloAdadmessirngli hee@nomyl proyeaes afdy amcl udes mtigating
or elimnating any potentially negative effects of the anomaly. The server
104 may 25 adnbombdticaldry tat teapind caatldrdeisesthet anormdey; tamet he server 18
WO 03/051018 PCT/ US02/ 38031 104 may | og sonme or all security problens for
an adm ni stpPabdr to Exameneecandr alth ekesatddrkas ethd iammal@053] gl f the
server 104 does address the anomaly, e.g., develop a strategy to comnbat

t he effect sdefelte ardmaltyggntobediientVRNel 24 fetbenct hesanvar1304ncan send
228 a renmedy to the client termnals 102(1)-102(N) and/or the firewall 112.
[0054] Vet hbe Yhe ISker,vemehOdhadskesses ttdheaanssmd Y228 a Rehediyheoserver 104
may follow up 230 on the source of the anomaly, e.g., the intruder 122 or
one of the ehéeatick tterdminalls 102(1)-10226N) anSuch fial lmwewn1 My 2 ncl ude
sending notice to the source that a security problemoriginated at the

source's |ocabbon, trnilggeri-ngha sorpor atod seavestys tHOkhemapyosedure, or
perform ng another simlar action. [0055] Referring to FIG 3, a client
setup 300 shews &t server 104 may follow up 230 on the source of the
anomaly, e.g., the intruder 122 or one of the client
10 terminals 102(1)-102(N). Such follow up may include sending
notice to the source that a security problem originated at
the source’s location, triggering a corporate security
problem procedure, or performing another similar action.
[0055] Referring to FIG. 3, a client setup 300 shows an
15 example configuration of the client 102. Although the
client setup 300 is described with reference to the elements
included in the network configuration 100 of FIG. 1, this or
a similar setup may be implemented in another, similar
network configuration.
20 [0056] The client setup 300 includes a core mechanism
302, an enhancements mechanism 304, and a management
mechanism 306. Each of these mechanisms 302, 304, and 306
is described below.
[0057] The core mechanism 302 can function as the agent

25 106, performing such actions as checking for and detecting
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15 exanpl e configuration of the client 102. Al though the client setup 300
is described with reference to the elenents included in the network
confi gur awDen/030® of FIG 1, this or a simlar setup nayPog/usepbseaented in
anot her, simlar network configuration. 20 [0056] The client setup 300
i ncludes a core nechanism 302, an enhancenents nechani sm 304, and a
managenent kneghamemB0G ibachfofmébbse tedhamrsoss 302,t13041iand 306 is
descri bed bel ow. [0057] The core mechani sm 302 can function as the agent
25 106, perfioenang sewpdridicig ang dstebieskiaignzaieand Ted esideng 19 WO
03/051018 PCT/ US02/ 38031 known anomalies in information that arrives at
the client m&bRaahsh rEporirdlgdanyadeigeliettdeambhesor T3 ,cere nmechani sm
302 includes an application nonitor 308, a firewall 310, and an intrusion
det ecti on nE¢chanasin 3P, md GASBhtind snraldtertivy eatienidie aki.ent setup
300 at the application nonitor 308. The application nonitor 308 can
exam ne % he (D068 nat | ot and tdehenay nentidr tthe icnfentaidtan JFowclkudeseor
i ndicates a known anomaly. In this exam nation and determ nation, the
appl i cati onapphi totismyneanse 8080 i THoramtliieathbsl dsteckdmn 3w appl i cati on
moni tor collection of data 314 and/or a control program 316 included in
the nanagesrahin®chieniismMciteribR05 JheGonkr oF ProOdEmM 38 ibs general |y
responsi bl e

includes or indicates a known anomaly. In this examination

and determination, the application monitor may consult

10 information included in an application monitor collection of
data 314 and/or a control program 316 included in the
management mechanism 306.
[0059] The control program 316 is generally responsible
for coordinating communications between the core mechanism

15 302 and the enhancements mechanism 304. For example, in
examining information that arrives at the core mechanism
302, the application monitor 308 may desire information from
the enhancements mechanism 304 regarding previously received
information included in a traffic recorder 318, information

20 regarding evidence of security problems included in an
evidence packager 320, and/or information regarding
vulnerabilities of the client setup 300, VPN 114, and/or
other network configuration 100 elements included in a

vulnerability scanner 322.

20



for coordi nating comuni cati ons between the core nechanism 15 302 and the
enhancenent s nechani sm 304. For exanple, in examning information that
arrives awotlbeswes e nmechani sm 302, the application nonit®cTA®82/smy1 desire
information from the enhancenents mechani sm 304 regardi ng previously
received information included in a traffic recorder 318, information 20
regardi ng evbdente ofTlsecumtirplppobyens IUtclaidednan adrend denceapackager
320, and/or information regarding vulnerabilities of the client setup 300,
VPN 114, andker iwtdrefadwet3Rdr kndoaf hgiwatd aanifbmehenernis-datel aded in a

vul nerability scanner 322. 20 WD 03/051018 PCT/ US02/ 38031 [0060] The
control progpam 3i6Lwadsh imayhacnessgandrac alechbgesmi M @r f ate 324aand a

net wor k managenment substrate 326, both included in the managenent

mechani sm 306er Thetd ofde 32Lekahnbeldace 324 aantiad | o entuser ab the client
102 to 5 interact with the client 102. The network nanagenent substrate
326 may $ecehveracd/vairtH res il ehBf OUMAL iToR neegardinghddgnanet wor k or
networks including the client 102 to the traffic recorder 318. Operations
of the netwetkstanageEentaysubstlat eadPe rmayaaksot | Net dde tGeaMuni cat i ng
with 10 the corporate server 116, installing and/or updating software

i ncl uded i nrtheralienihes elatmo3R0or Nt Y NGcAudi Lok Qflikagsounges such

as software and applications included in the client setup 300, and

perform ng ebhehe traffic recorder 318. Operations of the network
management substrate 326 may also include communicating with

10 the corporate server 116, installing and/or updating
software included in the client setup 300, maintaining a
record of resources such as software and applications
included in the client setup 300, and performing other
similar tasks.

15 [0061] Once the application monitor 308 examines
information it receives, the application monitor 308 may
send the information through the firewall 310 to the
intrusion detection mechanism 312. The firewall 310 may
consult information included in a firewall collection of

20 data 328 and/or with the control program 316 in determining
whether to pass the information through the firewall 310.
The intrusion detection mechanism 312 can receive
information, perform any additional intrusion detection
operations on the information, such as making a record of

25 the information before sending the information to the
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simlar tasks. 15 [0061] Once the application nonitor 308 exam nes
information it receives, the application nonitor 308 may send the
i nfornmat iwo ohswugh the firewall 310 to the intrusion detegttison3sserhani sm
312. The firewall 310 may <consult information included in a firewall
collection of 20 data 328 and/or wth the control program 316 in

det er m ni ngnewhether0d,o masdbilhecoméwrnmig an ht owughort e tctewal |
i ntrusion detection nechanism 312 can receive information, perform any
chllestom det ekitiaon30 oped Afrt ke eonthel | ;f@yraat 308, such as

addi ti onal

310.

The

making a record of 25 the information before sending the information to the
21 WO 03/ 05101 8r#1YdJSAr3803% baetawt khE08ntpassobl deteetswhnt i ng an
intrusion detection collection of data 330 and/or the control program 316.
| nf or mat i onmeanafil ow 31t ween at hetwot ik Ui det eré i oscwdmchani sm 842 and a

networ k, such as the network 108 or the 5 VPN 114. [0062] Infornation can

al so flosv oubnofi4he client setup 300 through the intrusion detection
mechani sm 312 and to a network. [0063] Referring to FIG 4, a nodified

network 10 ¢onb2gur atirfor4R@ ishowsn aa s dTHlichi edtexame Qfichewséhgy client

102 may be set up. The nodified network

with referepoe t@rédtth the intrusion detection mechanism 312 and to a

10

15

20

25

network.

[0063] Referring to FIG. 4, a modified network
configuration 400 shows a simplified example of how the
client 102 may be set up. The modified network
configuration 400 is described with reference to the
elements included in the network configuration 100 of FIG.
1, but this or a similar setup may be implemented using
other, similar elements.

[(0064] The client 102 in the modified network
configuration 400 includes elements similar to like-named
elements included in the core mechanism 302 (see FIG. 3).
The client 102 includes an intrusion detection mechanism 402
with an associated intrusion detection collection of data
404, a firewall 406 with an associated firewall collection
of data 408, and an application monitor 410 with an
associated application monitor collection of data 412.
[0065] The application monitor 410 may monitor

applications 414(1)-414(Y) included in the client 102. (Y
22

configuration 400 is described



el ements included in the network configuration 100 of FIG 1, but this or
a simlar setup may be inplenented using 15 other, simlar elenents.

[ 0064] ThwowBjosrets 102 in the nodified network configurat ipom/vs0D3808c| udes
elenments simlar to like-naned elenents included in the core nechani sm 302
(see FIG 3). The client 102 includes an intrusion detection nechani sm 402
20 with an aspoesatied a ntfhrolsi anmdet ect izan appliieation gdnddatiay 464era
firewall 406 with an associated firewall collection of data 408, and an
appl i cati ontpoong osr 4ddkr anigtriogaams aSsned Etoed , apply eat dareMetiosrcol | ecti on
of data 412. [0065] The application nonitor 410 may nonitor 25

appl i cati onsndt4{dy : il (Hhpabnel vdegrodeddiegchient add2is (tpi2d1Wp 03/ 051018
PCT/ US02/ 38031 represents a whole nunber.) An application generally refers
to one or nmifplproagteadssithusettease. and/ or other simlar instructions
capabl e of processing data and is typically inplenmented with software. 5
[0066] The c¢bbeat 102ried sQilenel LOESaBdb amamakysdeh egi@fal ALetthabrmy serve
as the agent 106. In analyzing information for anonalies, the anomaly

detector 41@1payhatanstlderdecakl €64 i0ferdf 10l6i.entndatal fl8g The col | ection
of client data 418 may include information that the anomaly 10 detector

416 sear chesntefmd fidherdmboonal i o9, SUChnmalanBste Yl addr agges, attack
patterns, etc.
consult a collection of client data 418. The collection of
client data 418 may include information that the anomaly
10 detector 416 searches for in the information, such as names
and addresses, attack patterns, etc.
[0067] If the anomaly detector 416 detects a possible
anomaly, a control program 420 included in the client 102
can coordinate sending information about the possible
15 anomaly to the server 104 via the VPN 114 and the network
108. The control program 420 can also coordinate proper
dissemination of information sent to the client 102 via the
VPN 114.
[0068] Referring to FIG. 5, a server setup 500 shows an
20 example configuration of the server 104. Although the
server setup 500 is described with reference to the elements
included in the network configuration 100 of FIG. 1, this or

a similar setup may be implemented in another, similar

network configuration.
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[0067] If the anomaly detector 416 detects a possible anomaly, a control
program 420 included in the client 102 can coordi nate sending information
about thewpwesssblie 15 anonaly to the server 104 via the VPNTAKA2/38061 t he
network 108. The control program 420 can al so coordi nate proper

di ssem nation of information sent to the client 102 via the VPN 114.

[0068] Refervosq) to Fhe sbrvarsesmgr 596t ipcd08e s hows:adme20sexsdpt e
configuration of the server 104. Although the server setup 500 is

descri bed whédharefser ence bo idherelmphse mBehawtsh 1904, hanaet Wolde
configuration 100 of FIG 1, this or a simlar setup may be inplenented in
anot her, siwidwrmedieinaBmrk 5000f | CaAtdORhe2d MO0 0058 2PCTH LSO B88031

[ 0069] The server setup 500 includes a custoner support nechani sm 502, an
alert response necharirske808<1and a wi de view nechani sm 506. Each of these
mechani snms 502, 504, and 506 is described below. 5 [0070] The custoner

managenent peEChENi smMThe2 ciuBebhishe Snanm®ehant SREchfiat st F2Pravi @8e 4 nf or mat i on
to and store information about the client termnals 102(1)-102(N). Such

mechani sns f@yhd MiGhisde na tCUsh OFEsv RN AGEBRRALt 1B hani-sm 308re(e. 9., for
storing client information), a custoner web view 10 nechani sm 510 (e.qg.,

for storingimweb-reantentovbar Preyide dne tkheishientod @nminal§) 1026ddir 102(N) ),
a custoner connecti vi ty

mechanisms may include a customer management mechanism 508
(e.g., for storing client information), a customer web view

10 mechanism 510 (e.g., for storing web content to provide to
the client terminals 102(1)-102(N)), a customer connectivity
mechanism 512 (e.g., for managing client connections to the
server 104}, and a general mechanism 514 (e.g., for hosting
a portal to the server 104, storing sales information,

15 hosting demonstration web content, etc.).
[0071] The alert response mechanism 504 can include
mechanisms able to generate and send appropriate intrusion
updates to the client terminals 102(1)-102(N). The alert
response mechanism 504 may include an analyst workbench 516

20 (e.g., for generating alerts), an inoculate neighborhood 518
(e.g., for storing information about programs to help detect
changes in and security problems with the programs), alert
handlers 520 (e.g., for sending alerts to the client

terminals 102(1)-102(N})}, and an expert system 522 (e.g.,
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mechani sm 512 (e.g., for managing client connections to the server 104),
and a general nechanism 514 (e.g., for hosting a portal to the server 104,
storing swbeg/osnior mati on, 15 hosting denonstrati on web c®orarsn/3sesc. ).
[0071] The alert response nechani sm 504 can include nechanisns able to
generate and send appropriate intrusion wupdates to the client termnals
102(1)-102(Npr ddielealtemly andspohse Mechaknswl 58de May dviadhadéngn anal yst

wor kbench 516 20 (e.g., for generating alerts), an inocul ate nei ghborhood
518 (e.q.,atatastaa)i.ng i nformati on about prograns to hel p detect changes
in and security problenms with the prograns), alert handlers 520 (e.g., for
sending al et0872p t hahel wedt vier madanik@262) - dH2 (IMJLudansle anaeXxoey t
system 522 (e.g., 24 WD 03/051018 PCT/ US02/ 38031 for collecting and using
human know gidlge td @vdledat bAg mariwin @s)forh@07@) Jddwraide ¥hewsashani sm
506 can include nechanisns able to collect and maintain information

regardi gy anopeties td thepeetedrtmg ey seeveriddd dyrdihalsl i ent term nals
102(1)-102(N) (and possibly from other sources included on the network

108). The wige(v)-eMm2@ghaahanps6i vy firdal YdBeA sMdRsViiawlweskbench 524
(e.g., for providing information about anonalies), a trend analysis

mechani sm 526 @dtthak 10ganonahy et Glilc@N mEBESRUE S M B2 &ay[ ORLBlad he
anonal y detection mechani sm 528 can hel p

wide-view workbench 524 (e.g., for providing information
about anomalies), a trend analysis mechanism 526, and an

10 anomaly detection mechanism 528.
[0073] The anomaly detection mechanism 528 can help
determine if an anomaly sent to the server 104 is an actual
anomaly by consulting a human immune mechanism 530 (e.qg.,
for collecting information on users), a complexity theory

15 mechanism 532 (e.g., for storing and performing complex
analysis of anomaly trends), a statistics mechanism 534
(e.g., for computing and storing records of anomalies), a
fingerprinting mechanism 536 (e.g., for checking and storing
names and addresses assoclated with security problems), and

20 a collection of trend data 538 (e.g., for storing
information calculated by the anomaly detection mechanism
528, the human immune mechanism 530, the complexity theory
mechanism 532, the statistics mechanism 534, and the

fingerprinting mechanism 536).
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determine if an anomaly sent to the server 104 is an actual anomaly by
consulting a human i nmune nechani sm 530 (e.g., for collecting information
on user s)woa3soswp exity theory 15 nechani sm 532 (e.g., foPC3tusny/sgy3and
perform ng conplex analysis of anomaly trends), a statistics nechani sm 534
(e.g., for computing and storing records of anomalies), a fingerprinting

mechani sm 58601€} 9., dt@lkercheskémgs airttisidedi ng tnanes-vand saddpesSees
associated with security problens), and 20 a collection of trend data 538

(e.g., for gherimgudanfer aabion: £ad cdlicednbymt hier aparal,y rdet ecti on
mechani sm 528, the human i mmune nechani sm 530, the conplexity theory

mechani sm 532¢v1idih tatresbir@So FELHRY et E4n a8gh tdigdof iaRgahpha DY) NG
mechani sm 536). 25 WD 03/051018 PCT/ US02/ 38031 [0074] O her el enents

i ncl uded i nytines Safiviar: Setrdpk 509 md@aringl gde ad. audidort babksdieghani sm 542
(e.g., for providing a record of actions taken regarding an anonmaly), a

vul ner abg | i § yféFokidig aMReRaBh s8R (101§ off OFe PsOMIcH NQY4D AfOr AL T ONn
about susceptibility of the server 104, VPN 114, etc. to security

attacks), apteperatdddisialdatBasgeNEitn HRehanbsi A6 @ agenchOr providing
operating and adnlnlstratlve i nformati on about the server 104), a software

updat es mechashsim S dee- (@ g. f OFo PO AidnggSebt e ;1iRGat es 10 to the
client termnals 102(1)- 102? a networ k ‘managenent pl atform 550 (e.qg.

for prOV'd'QQmiﬁﬁéHﬂE%ﬂﬁ%n19@99&a$f6h about the server 104), a software

updates mechanism 548 (e.g., for providing software updates

10 to the client terminals 102(1)-102(N)), a network management
platform 550 (e.g., for providing information about the
network 108, the VPN 114, and the corporate network 110),
and a protection mechanism 552 (e.g., a firewall between the
server 104 and the network 108).

15 [0075] A master collection of data 540 may collect and
store information from elements included in the server setup
500. The master collection of data 540 may also serve as an
intermediary for elements included in the serxrver setup 500,
providing information from one mechanism included in the

20 server setup 500 to another mechanism. Informaticn included
in the master collection of data 540 may include information
from audit trails, system logs, firewall logs, application
logs, server logs, and other similar information sources.
(00767 Referring to FIG. 6, an installation process 600

25 shows an example of how an application may be installed at
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network 108, the VPN 114, and the corporate network 110), and a protection
mechani sm 552 (e.g., a firewall between the server 104 and the network
108). 15 wOMm3m310#8 mast er col |l ection of data 540 may col | e®CTASA2/3WBDr €
information fromelenents included in the server setup 500. The naster
collection of data 540 nay al so serve as an internediary for elenents

i ncl uded i nthde-1semeenoget upl 58 gh pheviidsngliaf osimiriceeskr 600 ohe nmechani sm
included in the 20 server setup 500 to anot her nechanism Information
included ideddepmstairncotiecéion wf tdat a154hmyindleldedeinntios mati on
fromaudit trails, systemlogs, firewall |ogs, application |ogs, server

| ogs, and ofdieford MdndEh glinbof smt1@n cFouncesy, {0/ &r Rekemnfiinag to FIG 6,
an installation process 600 25 shows an exanpl e of how an application may

be install eglrditess2aO0@34 D 1S RAT/1HSARAL8883,L sinig a6l heRtio2@2. Al t hough
the installation process 600 is described with reference to the elenents

i ncl udeds i ncéhei guetvaehk configuration 100 of FIG 1, this or a simlar
process may be inplenented in another, simlar network 5 configuration.

[0077] In theoinstal liat ka8 ProessmBRR, pirBeessicud, k2 chnshal 162602 a new
application. The client 102 can notify 604 the server 104 that it

install ed ajinew appldogati aByVhgo1ida (VRN 114 apdi 4:he 100r pahaber sef ver 116.
This information 10 may hel p the server 104 in detecting actual anomali es.
| f 604 the server 104 that it installed a new application via
the VPN 114 and the corporate server 116. This information
10 may help the server 104 in detecting actual anomalies. If
the server 104 receives notice of a possible security
problem from the client 102 without knowledge of a newly
installed application, then the server 104 may erroneously
conclude that the possible security problem poses an actual
15 security threat. For example, if a packet destined for (or
sent from) the newly installed application arrives at the
client 102, the server 104 may deem it a security threat
because the packet is addressed to what the server 104
determines to be a nonexistent destination (or source) at
20 the client 102.
[0078] Receiving notice of the newly installed
application, the server 104 can update 606 its security

configuration to include knowledge of the newly installed

application. This update may entail the server 104 updating
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the server 104 receives notice of a possible security problemfromthe
client 102 wi thout knowl edge of a newy installed application, then the
server 10womags®is oneously conclude that the possi bl e se®amiusy2/psoebl em
poses an actual 15 security threat. For exanple, if a packet destined for
(or sent from the newy installed application arrives at the client 102,
the server 104 maytdeemlileai®RCUFi &ytd hreatviaberaussrthe-Pagkatekss
addressed to what the server 104 determi nes to be a nonexi stent

desti nati onméohasOs CB)8 atses2@1thesr] i ent 102. [0078] Receiving notice of
the newy installed application, the server 104 can update 606 its

security coobirgurat it terivael ude wedgecal the Hewpsddast al | ed
application. This update nay entail the server 104 updating 27 WO 03/051018

PCT/ US02/ 38@3¢urt fie dmstiefurc@ibacthan LicHata 440 via tde sakkvwal ecypdat es
mechani sm 448 (see FIG 4). [0079] The server 104 may al so send 608 an

updat ed sseappityatiost igunald enithati@cceuntgif gr the sy installed 5
application to the client 102 (or all of the client termnals

102(1) - 102( M rmvhan d heo MAN-1b4 (Rnd {he arr Rekates S84 ele B8 pofhesserver
104 may send the update directly to the agent 106 (or all o? t he agents

106(1)- 106( MiryeFOr1 6 eXamml @erlBe €hd 6y Q2 meY - examne difflerent types of
10 applications for certain anonmalies in different ways, ang
the agent 106 (or all of the agents 106(1)-106(N).) For
example, the client 102 may examine different types of
10 applications for certain anomalies in different ways, and
the updated security configuration can inform the client 102
{or all of the client terminals 102(1)-102(N)) how to
examine the newly installed application.
[0080] The techniques described here are not limited to
15 any particular hardware or software configuration; they may
find applicability in any computing or processing
environment. The techniques may be implemented in hardware,
software, or a combination of the two. The techniques may
be implemented in programs executing on programmable
20 machines such as mobile.or stationary computers, personal
digital assistants, and similar devices that each include a
processor, a storage medium readable by the processor
(including volatile and non-volatile memory and/or storage
elements), at least one input device, and one or more output

25 devices. Program code is applied to data entered using the
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t he updated security configuration can informthe client 102 (or all of
the client termnals 102(1)-102(N)) howto exanmne the newy installed
appl i cat iwn.03jp9080] The techni ques descri bed here are not PCrisoepsBosn 15
any particular hardware or software configuration; they may find
applicability in any conputing or processing environnent. The techni ques

may be inpl eapit edevitdhaidwai€ormSohd Wt i0hsadeosbivat i-ea eb the two. The
techni ques may be inplenented in prograns executing on programabl e 20

nmachi nes sugBnasa @bl iSiFath@fasy. CamRULRESut PEK &Rt odi gkt al
assistants, and simlar devices that each include a processor, a storage

medi um r eadapbeidy thed¥y QEEaseE oltfal udivigewol atile and non-volatile
menory and/or storage elenents), at |east one input device, and one or

nore out put (3bgdevi ceﬁachréoQ%@mnpﬁgy e iaphRkiedtte data entenedesi ng the
28 WO 03/051018 PCT/ US02/ 38031 input device to performthe functions

descri bed apdotequgenesatdjRetpytiinfol rr&idg@ammﬁﬁ DiUdgd rbormation is
applied to one or nore output devices. [0081] Each program may be

i mpl ement ed chiingn NG LeM8l o RaBhOsEUYAler0r Qbie6Lr Ordrnted PLAYr amm ng
| anguage to conmmunicate with a machi ne system However, the prograns can

be inpl enented b AN O AR OR1ARGUAGEn hE 1 48aIded. 1kn any case,
the | anguage may be a conpiled or intéerpreted |anguage.
desired. In any case, the language may be a compiled or
interpreted language.
10 [0082] Each such program may be stored on a storage
medium or device, e.g., compact disc read only memory
(CD-ROM), hard disk, magnetic diskette, or similar medium or
device, that is readable by a general or special purpose
programmable machine for configuring and operating the
15 machine when the storage medium or device is read by the
computer to perform the procedures described in this
document. The system may also be considered to be
implemented as a machine-readable storage medium, configured
with a program, where the storage medium so configured
20 causes a machine to operate in a specific and predefined
manner.
[0083] Other embodiments are within the scope of the

following claims.
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10 [0082] Each such program may be stored on a storage nedium or device,
e.g., conpact disc read only nenory (CD-ROM, hard di sk, nagnetic

di skett e,woro3®swis ar nedi um or device, that is readabl e byca/usenssoal or
speci al purpose progranmabl e machine for configuring and operating the 15
machi ne when the storage nmediumor device is read by the conputer to
performtheypreceduwresindesciki:-bed in this docunent. The system may al so be
considered to be inplenented as a machi ne-readabl e storage nmedi um
configured wth a program where the storage nmedi um so configured 20
causes a machi nelto apeteated Bompspeicid: ¢ and predefined manner. [0083]

O her enbodinments are within the scope of the following clains. 29 WO

03/ 051018 PCT/ US2¢s3803 aWhabsisle|sddmd tiySprdbldn et kodicdenpri si ng:
detecting a possible security problemat a client location; 5 transmtting
noti ce of thecposshbl e security problem across a network in real tine to a
honme | ocation renotely |ocated fromthe client |ocation; determning at

t he hones| ocati ofir&fsm@inTRlgy nbased oM wie ploeashlé he:ossibloeoseemrity

problem and 10 transmitting notice of the anomaly in real tinme to the
across a network in real time to a home location remotely
located from the client location;
determining at the home location an anomaly based on at
least the possible security problem; and

10 transmitting notice of the anomaly in real time to the

client location.

2. The method of claim 1 further comprising
transmitting notice of the anomaly in real time to other
client locations that may communicate with the home location

15 over the network.

3. The method of claim 1 further comprising notifying
a firewall located between the client location and the home

location about the anomaly.

4. The method of claim 1 further comprising
20 inspecting a packet that arrives at the client location to

detect the possible security problem.

5. The method of claim 1 in which the network

includes a virtual private network.
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client location. 2. The nmethod of claim1 further conprising transmtting
notice of the anomaly in real tinme to other <client |ocations that my
conmuni cawe oafoste1s he honme | ocation 15 over the network. BCTNse2/ss®shod of
claiml further conprising notifying a firewall |ocated between the client
| ocation and the hone |ocation about the anomaly. 4. The nethod of claim1
further conprising 20Thaspegidngracpaciket idainidh icvesaaémd e client

| ocation to detect the possible security problem 5. The nmethod of claim1
i n whi ch t he metweskunknehdbies A avcbbyalo iy afd wagtkwor k. 30 WO 03/ 051018
PCT/ US02/ 38031 6. The nethod of claim1 in which the anomaly includes
unaut hori zed access to the network. 7. The nethod of claim1l in which the
anomal y includes.unanhdandtzed accessinfl aid esgdwhcenacsessdbfe 5 through
the network. 8. The nethod of claim1l in which the anomaly i ncludes

unaut hori zed ndsedet tLRSOLHEES caVvaickabkeot i avghhutrhe aBety®ikie 9. An article
conprising: 10 a nachi ne-readabl e nedi um whi ch contai ns nmachi ne-execut abl e
i nstruct bonghrivhehi BB& ruetwddks causi ng a

8. The method of claim 1 in which the anomaly

includes unauthorized use of resources available through the

network.
9. An article comprising:
10 a machine-readable medium which contains

machine-executable instructions, the instructions causing a
machine to:

detect a possible security problem at a client
location;

15 transmit notice of the possible security problem
across a network in real time to a home location remotely
located from the client location;

determine at the home location an anomaly based on
at least the possible security problem; and

20 transmit notice of the anomaly in real time to the

client location.

10. The article of claim 9 further causing a machine

to transmit notice of the anomaly in real time to other
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machi ne to: detect a possible security problemat a client |ocation; 15
transmt notice of the possible security problem across a network in real
time to awboawslosxati on renotely |ocated fromthe client PCoasnl/aset
determ ne at the hone | ocation an anomaly based on at |east the possible
security problem and 20 transmt notice of the anomaly in real time to the
client |ocatdlorntlQocibeons tigdie nefy cbanthOcdty thieh cadShoge aldmailione to
transmt notice of the anomaly in real tine to other 31 WD 03/051018
PCT/ US02/ 38034 r elhienttlyogmti ons that may conmuni cate with the hone
| ocation over the network 11. The article of claim9 further causing a
machine to notify a firewall |ocated between the client |ocation and 5
t he honme | ocati onlabottet het aticmalfy c122m TheustHdrclcaustingl aimahifngr t her
causing a nmachine to inspect a packet that arrives at the client |ocation
to detect tire npedsiybbkefsecuwtil YlgqpaebblebetdsSen e attkeatelofatclai mnd i n
whi ch the network 10 includes a virtual private network. 14. The article
of cl ai m39 ithemhiogle theaaheredbout rekudasmanaut hori zed access to the
net wor k.
12. The article of claim 9 further causing a machine
to inspect a packet that arrives at the client location to

detect the possible security problem.

13. The article of claim 9 in which the network

10 includes a virtual private network.

14. The article of claim 9 in which the anomaly

includes unauthorized access to the network.

15. The article of claim 9 in which the anomaly
includes unauthorized access of a resource accessible

15 through the network.

16. The article of claim 9 in which the anomaly
includes unauthorized use of resources available through the

network.

17. A method comprising:
20 at a home location in a network, receiving from a
remote client location an indication of a possible security

problem at the client; and
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15. The article of claim9 in which the anonmaly includes unauthorized
access of a resource accessible 15 through the network. 16. The article of
cl aim9 iwowhiosteig he anomaly includes unauthorized use ofPCTAs0288085
avai l abl e through the network. 17. A nethod conprising: 20 at a hone

| ocation in a network, receiving froma renote client |ocation an

i ndication of a pessikbleisecll ikl PLedleMe hbReChbetsomngh 32 WO
03/ 051018 PCT/ US02/ 38031 determning in real time at the honme | ocation an

exi stence ofexastanesvby Hasetrenyababeassn the leadicabd othoicattibe pessible
security problem 18. The nethod of claim 17 further conprising 5

transm tti ngnaobbsei®iec t ho-oxitst gresioh. the anomaly in real tine fromthe
hone | ocation to the renote client location. 19. The nethod of claim 17

further conprising notice of the existence of the anomaly in real tinme from

the home |ocati 08.t oried hesthemetecthirnt? |Reaheensohhadsmny 10
communi cate with the home | ocati on over the network. 20. The net hod of

cl ai m 175f urtrhesmeoapid Shotgicenotri Exbngxiditcarpet be bpseadagat) an, raafireval |
| ocated between the renote client |ocation and the hone | ocati on about

the anonmal y.time from the home location to the remote client location.
19. The method of claim 17 further comprising notice
of the existence of the anomaly in real time from the home

location to other remote client locations that many

10 communicate with the home location over the network.

20. The method of claim 17 further comprising
notifying, from the home location, a firewall located
between the remote client location and the home location

about the anomaly.

15 21. The method of claim 17 further comprising
transmitting information from the home location to the
remote client location to help the remote client location

identify possible security problems.

22. The method of claim 17 further comprising
20 determining the existence of the anomaly based on at least

information regarding previous anomalies.
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15 21. The nethod of claim 17 further conprising transmtting information
fromthe hone |ocation to the renote client location to help the renote
client | owet3omois dentify possible security problens. 22. PChasorsdesed of
claim 17 further conprising 20 determ ning the existence of the anomaly
based on at |least information regarding previous anonmalies. 33 WO

03/ 051018 PCT/ US@2/-3883tet23d JmpetiBddgeonpri si ng: detecting a possible
security problemat a client Jlocation; transmtting notice of the possible
security probl emdeseatingsa gooretinirk seaureay didmE etm0a@ BosEidacati on
remotely located fromthe client location; and receiving in real tinme at
the client |lecattion;a notice fromthe hone | ocation indicating an

exi stence of an anomaly based on at |east the possible security problem
10 24. The net hodrehsulatm@Adtickher chapsisiitge sBspecty ngrbRacket that
arrives at the client location to detect the possible security problem

25. The Aet kodost el abtw@ak fiur treerl €ORPrisiNgomnceaeiytNgn i fek@aliti me at
the client location a notice from 15 the home |ocation indicating an

exi st ence oflomapessibbe secwliieptprobhemdetect ed by another client
| ocation that can communicate with the hone | ocation over the network.
receiving in real time at the client location a notice

from the home location indicating an existence of an anomaly

based on at least the possible security problem.

10 24. The method of claim 23 further comprising
inspecting a packet that arrives at the client location to

detect the possible security problem.

25. The method of claim 23 further comprising
receiving in real time at the client location a notice from
15 the home location indicating an existence of a possible
security problem detected by another client location that

can communicate with the home location over the network.

26. An apparatus comprising:
a client terminal;
20 a first mechanism accessible by the client terminal and
configured to detect a possible security problem at the
client terminal;

a second mechanism accessible by the client terminal
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26. An apparatus conprising: a client termnal; 20 a first mechani sm
accessible by the client termnal and configured to detect a possible
security wooblewist the client termnal; a second nmechaniPEmsora®si bl e by
the client termnal 34 WO 03/051018 PCT/ US02/ 38031 and configured to
transmt notice of the possible security problemacross a network in real
tinme to a semverconénptedy td doaneditrootide «f itdrt ppesibhal seandtyg third
mechani sm accessible by the client termnal and 5 configured to receive
updat es fromrovdeneavesss e meglworknen reghridinkg taeauskbkye prodeans yt hat t he
first mechanismmay use in detecting possible security problens. 27. The
appar at us oflochakth 26omnthicihienhe térnstal meatiani smis al so configured to
nonitor packets that arrive 10 at the client termnal for the possible
security probl ema 2BirdAmepariatusaccospibhsd g tha SELN¥EE ; t&rdid=gt amechani sm
accessible by the server and configured to determ ne an anonmaly based on
at | east 515 donffaymaéd oto f feraiareClubaite s efeddiung acpO8sI Dh er&aC Wikdey

probl em and a second nechani sm accessi ble by the server and configured to
transmt notdegerafnyhecamoiml prioblenal thathe first mechanism may use

in detecting possible security problems.

27. The apparatus of claim 26 in which the first
mechanism is also configured to monitor packets that arrive

10 at the client terminal for the possible security problem.

28. An apparatus comprising:

a server;

a first mechanism accessible by the server and
configured to determine an anomaly based on at least

15 information from a client regarding a possible security

problem; and

a second mechanism accessible by the server and
configured to transmit notice of the anomaly in real time
over a network to the client and to other client locations

20 that may communicate with the server over the network.

29. The apparatus of claim 28 in which the first

mechanism is also configured to determine the anomaly based
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over a network to the client and to other client

| ocations 20 that may

comuni cate with the server over the network. 29. The apparatus of claim
28 i n whiwb osleloiis r st nechanismis also configured to dePerrtiSoE3g0be

anonmal y based 35 WD 03/051018 PCT/ US02/ 38031 on at |east information

regarding previously determined anomalies. 30. A system conprising:
client termaralgt Beasseivwéormatifar stegekibng mechanisim decessiddde by
term nal and configured to detect a possible security problem

the, client

at the cli endmeridiesal ;

10 term na

the client term F4l;
term nal and configured to receive updates fromthe server
regardi ng securitay cpiebtemsritdhratlt he first client nmechani smnmay use in

a

and configured to transmit notice of the possible security
probl em across a network in real tinme to a server renotely |ocated from

a threh cdamenti sieghani sm accessi bl e by the client
15 in real

a second client mechani sm accessible by the client

time

detecting possible security problens; a first server mechani sm accessible

by the sérver an@ seomtkgured to determi ne an anomaly based on at

information froma client regarding a possible security

10

15

20

a first client mechanism accessible by therclient
terminal and configured to detect a possible security
problem at the client terminal;

a second client mechanism accessible by the client
terminal and configured to transmit notice of the possible
security problem across a network in real time to a server
remotely located from the client terminal;

a third client mechanism accessible by the client
terminal and configured to receive updates from the server
in real time regarding security problems that the first
client mechanism may use in detecting possible security
problems;

a first server mechanism accessible by the server and
configured to determine an anomaly based on at least
information from a client regarding a possible security
problem; and

a second server mechanism accessible by the server and
configured to transmit notice of the anomaly in real time

over the network to the client terminal.
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probl em and a second server nechani sm accessible by the server and
configured to transmt notice of the anomaly in real tinme over the network
to the clwens/ioswisn nal . 36 WO 03/051018 PCT/ US02/ 38031 3PCTNIse2/3803t em of
claim30 in which the first client nmechanismis also configured to nonitor
packets that arrive at the client terminal for the possible security
problem 32. Thellsysflem ofstémiofn 30 aiim BRI th whiecH itvhet f$esveclLemechani sm
is also configured to determine the anomaly based on at |east information
regardi ng presgiousisyp det el ap nech £ignorsl itesmoBBroMheckpstethat aoftaiva 30 in
whi ch the second server nmechanismis also configured to transmt notice of
the 10 anonedly tihe rcddkenti rerhionat Merr theepbst Uela isersirtihat pAslylencomruni cat e
with the server over the network. 34. The system of claim 30 further
conprising a firewall |ocated between the client termnal and the server
and configured t3%act Ths ansien exfredieamy 30 okn i wifiornathieoii 5t f$eomiany bet ween
the client termnal and the server. 35. The systemof claim34 in which

t he firewal Ime¢hpeliged saatop porrdiigugerdyep. d86: ril metthed aconpl y Shargd
processing information relating to possible security 20 problens

associ at ed witt leta lpeistat ef aehatoide ategarbong previously determined

anomalies.

33. The system of claim 30 in which the second server
mechanism is also configured to transmit notice of the
10 anomaly in real time to other client locations that may

communicate with the server over the network.

34. The system of claim 30 further comprising a
firewall located between the client terminal and the server
and configured to act as an intermediary for information

15 flowing between the client terminal and the server.

35. The system of claim 34 in which the firewall

includes a corporate server.

36. A method comprising:
processing information relating to possible security
20 problems associated with a private network at a home
location to determine a security problem; and
modifying a monitoring agent included at each one of

multiple clients to reflect the security problem, each one
37



| ocation to determne a security problem and nodifying a nonitoring agent
i ncluded at each one of nultiple clients to reflect the security problem
each one wBW3MO0DB/ 051018 PCT/ US02/ 38031 of the multi pl ePclritsnt/s808apabl e
of communicating the information to the hone |ocation. 37. The method of

claim36 further conprising performng the nodifying in real tine. 5 38.
The net hod oPfcteg B idewkiéhnthecandtliepbd colivemtsaiciany ¢drmuni cate t he

information in real tine. 38
information to the home location.

37. The method of claim 36 further comprising

performing the modifying in real time.

5 38. The method of claim 36 in which the multiple

clients can communicate the information in real time.
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