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[4] The concept of DRM is illustrated in FIG. 1. DRM relates to management of
contents (hereafter, referred to as encrypted contents) protected using a method such as
encryption or scrambling and rights objects allowing access to the encrypted contents.

[5] Referring to FIG. 1, a DRM system includes user devices 110 and 150 wanting to

access content protected by DRM, a contents issuer 120 issuing content, a rights issuer
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According to another aspect of the present invention, there is provided a method of
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FIG. 1 is a conceptual diagram of DRM;

FIG. 2 is a schematic diagram illustrating the concept of a digital right according to
an exemplary embodiment of the present invention;

FIG. 3 illustrates a method of playing back content according to an exemplary

embodiment of the present invention;



enbodi ment of the present inyention;[18] FIG 4
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- Certificate
A certification authority certifies users of a public key with respect to a public-key
cipher. A certificate is a message containing a public key and a person's identity in-

formation which are signed by the certification authority using a private key. Ac-



cipher. Acertificate is a ngssage containing a public
key and a person's identity in formation which are
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playbacks, a playback time, and a playback duration. In addition, although not shown
in FIG. 2, an example of the right to the RO may be a move or a copy.

[42] After obtaining the encrypted content, the user device 210 may request a rights
object from a rights issuer 230 to obtain a right to play back (referred to as a Playback
right). When the user device 210 receives the rights object together with a rights object

response from the rights issuer 230, the user device 210 can play back the encrypted



object froma rights issuer 230 to obtain a right to
pl ay back (referred to as a Playback right). Wen the
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deV|ce i ncl udes a transcejver nodule 960 fo

datH t?}%@ﬂ@w pRRBergenergiteihydhc shseion kay gﬁreaiﬂ%amvée 950 is

97éhcelysed awmgxﬂpamaﬁle ci0nheten tfahok]itcdhe tHers@age elul@hedia card
ﬁ]{(lél}eﬁhgt g]g V\Bg}(}dgﬁl d:i h Cang gg%ﬁmer %fgg# m g tnel n\{lmmtber mn the

nud;dsslrma devngomradionme@iulad, thedahdom® h@mbéd ruaysbet $edectieMirae a
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connected w't a secure

[109]  unddrert Y mpdule R0 pRATOTAE BIFRRIEC Y ANEY B Using the generated

d eé@slﬁgn QQOtTI’}ll% cBh@Al Jidradd hbdeIeIRelond dUniehtsep'ﬂotb&E@ fHr8&gh DRM.
ul e e

. However, . the el e
Coh e TS TN i Re P inedeCEl nhebls Sackly content
[ nplnotmteel throﬁgﬁl)RMnhmh]EKnstﬂeedddleM@eflﬂl@ﬁhng e playback of the
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r eq es
of ciyHal dipriae H:CIP hdaviei Sb‘ﬁh awehmréﬂra @&aﬁ@ﬁ@r cHth)dif-D flﬁ\éwe or an
RSérogie rele@trbmﬁnh@c@tﬁegu‘ &Eplkﬁﬁe\ﬁé@ndom number)

[111] exc ha[%%%ﬁ{/l agegt &18 ulé contro‘fs the above-described elements of the device

900 to perform DRM operations.
Industrial Applicability
While the present invention has been particularly shown and described with
reference to exemplary embodiments thereof, it will be understood by those of

ordinary skill in the art that various changes in form and details may be made therein



the RSA encryption is just ayp exanple, and other

publ i c-key encryption may be used. [108] The session
wkeo050235e¢ at i on nodul e 950 generat es a random PCFE&R005000547

be transmtted to the secure nmultinedia card and

generates a session key using the generated random

nuwhesutarparéing &OLOML BpiRibefd sepebl/ed prdsem ih e asit€fined by the

nedl car The random nu at ed e
ol doi e For Pl RO GO BEBREN: IRRRE AL S tuiNEl A £10. 3. te
RS#cneduotlén2d cant32thenay traysgnhe CEK usmg the dsecaipwlic key instead
b TR SR LDAAMARah Ok I ERRETRIULG I, Thersroe, he
ke@lsglewéreé@mﬁmrmm m@s@ of tl‘rﬁfemvfawee s &t a geerisand de-

se&g 1@Qs&ﬁ@ﬂh@z@h%bﬁﬁkbﬁmg&sR§%QQQMBH”befS pfOVlded
i n advance, as _describ bove %%O%L h%ﬁAES

990 purPBingodhehissrt &W?ES}O% Adey g ‘t‘%éent P“’tec“’d
gethesiahddR Bassignpdreple sihageont ent st orage nodul e 930
stores contents protected through DRM Content
protected through DRMis encrypted using a CEK. To

pl ay back the content protected through DRM the CEK
IS needed. After finishing the playback of the
content, the content is encrypted using the CEK again
and stored. [110] The display nodule 970 visually

di spl ays the playback of content whose rights object
permts playback. The di splay nodul e 970 nmay be

i npl enmented by a liquid crystal display (LCD) device
such as a thin-filmtransistor (TFT) LCD device or an
organi c el ectrol um nescent (EL) display device. [I11I]
The DRM agent nodul e 920 control s the above-descri bed
el ements of the device 900 to perform DRM operati ons.
I ndustrial Applicability [112] While the present

i nvention has been particularly shown and descri bed
with reference to exenpl ary enbodi nents thereof, it
wi || be understood by those of ordinary skill in the
art that various changes in formand details may be
made therei nwi thout departing fromthe spirit and
scope of the present invention as defined by the
follow ng clains. For exanple, in the exenplary
enbodi nent illustrated in FIG 3, the secure
mul ti media card 320 nay encrypt the CEK using the
devi ce public key instead of using the session key
when transmtting the CEK to the device 310.
Therefore, the disclosed exenplary enbodi nents of the
invention are used in a generic and de scriptive sense
only and not for purposes of limtation. According to
the present invention, a device can play back content
protected through DRM using a portable storage.d ai ns
[1] A nmethod of playing back content using a portable
storage, the nethod conprising: requesting the
portabl e storage to set a playback right for content
protected through digital rights nanagenent (DRM;
recei ving an encrypted playback right for the content
protected through DRM
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[1]

(2]

[3]

[4]

[5]

[6]

[7]

[8]

fromthe portable storage; ajyd decrypting the
encrypted playback right to generate a decrypted

w@k@glogsske ri ght and pl ayi ng back the content pPOL/ERR@E/000547

t hrough DRM usi ng the decrypted pl ayback right. [2]
The nethod of claim1, wherein the content protected

through DRMis encrypted J , and the encrypted
pl ayback right is a cont e@ﬁgﬁ% yption key used to

decr YPA thdiRo®HCHINRRE Ha GV Al usih llﬁamﬁolé"ﬁb Q tﬁé A IRIdm
2, wherein the content protecte rough DR

decr ypt®eP &g the content encryption key to be

pl ayedrehaﬁslﬁlr(lgﬂié I?C(ﬁtabreg;mt@geﬁtd seisd pﬂg}};ﬁd&E nfg?ﬂﬁoe ﬂﬁntent pr(ﬁtegted
encrypgion . af.t ein ac 4] The met ho

o o1 St el B Bt TBRN D ey backc 11 ght 1 s

decr ypteecivingi ang:naryswslsllmbadad«elygmlfalr thd conteit frbiectpd thralgheDRM
st or agﬁomﬁg‘gj?é&%les&géggrbgﬁey is generated using a

random nu ener at t he 8ortabl e storage and a
r andondqeayRbEg t@ee%rmt@bplwb&ﬁk@é { leezcaeraferigdecrypted playback right

aut hengidcahyin bﬂﬁ&tﬁ@@&téﬁ?r&?&b@&{% DREI lﬁ)éi’[tﬁ,%]ﬁ@d@crypted
clalm erein

st or age]ﬂblg He net hod o
recei vPAYPAK AL encrypted pl ayback right conprises:
req UESThfﬂglethbé opolaiml| ehatiortageortenttprangad thréupd DRM is encrypted

Pl aybagl dn Ak the%a%%r%%ﬁé%)'(ﬁeh%lé% Bt 8ACoHRhEhR %9%‘8¥ used to

right sent from rage as a resy
the redgeegtitreenchypledidpatamst hod of cI aim1, further

conpri $hd@efed lé?éltairﬂg, @vﬁ@reﬂlq{l& @&lt&lt%&E&&?tﬁr&l Qgﬁﬂ/f-‘ls Wecrypted
ri ghts object incl U|n<t;1 Ett%bac Jg

met hodUBHE HEICPYIER, HgnETRN 5% RIF‘)gfﬁ‘tbaF ﬁn%r?p@rrypte@dlsglg the
devi Cecoritd‘iﬁeﬂ@ @wtrefsduﬁgpla&acsac\kl ng a request to

i gi ¢ af " PENPE Ok el e B TRay R PHEbtrbgianbis 4 pied using
findi ng sasuon @hjz shand:q eih therpdrtadlersg)rugae apd gy baskonrkeghs generated
and hfg'%l%%) H%e?%g%&ii%({ Byg Hlte g)géﬁilg r@&)ga e C?%H]a rglgdonk number

r | ght gfmetaﬁ@ l@ew@@ce 418]ng1aﬁéleﬁmaﬁl@a b@twe@n ahmqlemce and the portable
wher ei fofape content protected thr ough DRM i s encrypt ed

conten th pla back ri isS.a co

encr yp?th‘o &1@9 AN oW§%few £ TCRYEHS ;ﬁgﬁ GRrue Wayback right
[ 9] Th@)mllmsbgd of cI al m 7, wherein the pI ayback right

ot caretlinin i BRuBiei RS Rl SRR bl Fne

r andomenunmgrth@mymubpﬂam%k mightiseni ﬁemethci partarlﬁmtomge asa
nunber 5&;@% Q%I(\JEQUI%OH abl e storage during

aut hent t| on en t he device and the Fort abl e
st or ag@he medipd phelajia d hdwther compgisingreqygsipg the norable storage to

t r ansmiydaidWri@Hts bhijectanatding ek MhypabRelkht | ght
A method of delivering a playback right for content to a device, the method
comprising:
receiving a request to set the playback right for content protected through digital
rights management (DRM) from the device;
finding a rights object including the playback right and encrypting the playback
right obtained from the rights object; and
transmitting the encrypted playback right to the device.
The method of claim 7, wherein the content protected through DRM is encrypted
content, and the playback right is a content encryption key used to decrypt the



conprises: receiving a requegt to transmt the
pl ayback right fromthe device; and transmtting the

wepwsyppsed pl ayback right to the device as a reEGPERI@5/000547

[9]

[10]

[11]

[12]
[13]

[14]

[15]

to the request. [11] The nmethod of claim7, further
conprising updating the rights object including the
pl aybagicrypt@héontdnt2] The met hod of claim 8 furt her

A por t Lt epa Pt EhiE g b Peei e ST iRt felsg it session
whi ch kgymshectisvii thh davide\and ¢he sesqiorgkdysis (gbymetbd ssiog agandom
modul enm&geﬁérgtreg %%n e &e??%tang %%arﬁc[b% Xlﬁ)ﬁlg% eh&g{eﬁ .a oportable

obj ect ncr whi C eneratés a ses
key antlofage éhrl%%lﬂbﬁﬂﬁﬂ@atgmﬁﬁéqudhk é?Vl%%}WbP poabe &orage

publ i cTkeMe#08 oY Blal@N; wB&Einahé irahdndittinp] I hSe fPRREENBRYBack right
(DRM agent nodul e V\:hi ch perforns DRMgoper ations, ¢

wher ei FPRIFECHRM agent nodul e finds a rights object for
cont entecammggl i@kt © ket plh;ausaeld r1ght fro@ the ddtice; and

obj ect tar rmdul e est for th
pl aybac?in r g’%g or' télylhcl?e)l ba%%% rtotr% ]t“hd che\” et %eutoﬁhe
t he i ntegnésace m)dul e decrypts the rights object using

t he engfy ﬁ’ﬁ:ih%@ OFPQ% 9 fu?thgll &inﬁus%%ﬂi ﬁﬁn ﬂ‘l%r Es' d?)neclf f¥luding

i ncluded 1 n rights object nte
encr ypihP@ha}’i%é%k%&l"{tng the encryption rmdul e usi ng the

sessi 011hé<fh)éthoa B cRBRgsfuiier €mirRife @REDYRL iR udaded rights object.
whi ch has E]en encr E]ed to the device through the

i nt er f 2PSTARGSIOLEDPIHPTHHE port abl e storage of claim
13, \Aharmtanfabhmoﬂﬁa\ﬂ\ﬂgemtommdulwethlmmm&:s the rights

ngd Zf tecan S : ngf%%:iﬁsé&gg At {Mﬁfvh%ﬂ sg&][e ont?gncjfgﬁg%rights object;
right samﬁ]%mlommmlqm ICb gereraiag Wﬁs@d kﬁh aphehichglerferms

obj eCtsﬁﬁrﬁétﬁQ%e?@Q&&ﬁtlor{ élrﬁ]puﬁﬂc—@{@?@ﬁ&wﬁﬁ)nf Qhd Pl ayi ng
back content using a portabl e storage, appar at us

conpr i &fliggal rgnts W@e%aeg@ét PRI agsmm rrmul%lﬂelé periegmsPRM
t he pO@peamcﬁasstor age a content storage nodul e whi ch

o SR gBR DA SRl ARl Pt e
gener aolasctastsmslsn gre ﬂl@fys dncbtpmigEWMLﬂq’whm rdaceikeng a request for
encry p&l\/\%ﬁgﬁ B #H? lf&ﬁhéﬁ%{ﬂt@[ﬁ%&ﬁp Iﬂe%wc@ @lﬂro }Hﬁwﬁrﬂ% module,

nmodul e oper at1 ons, wher nt

agent ¢Rsatethe é@@é{b@%%n&%&?@m@r@% moflple te gind @gpntent

that i é{lCPfﬁi’fOﬁ%? thdiltcays hlel?@}ﬂtsaélge&te@k%té the b&fent encryptlon key

content . st rage nmodul e from tgheasporta sﬁi} e}

the | ntsdeg BecTcrRIEmOnE 8 pediceton Kot agdengp fegpiient

key encryption key which has been encrypted to the device through the interface
module.
The portable storage of claim 13, wherein the DRM agent module updates the
rights object, encrypts the rights object which has been updated using the
encryption module, and stores the rights object which has been encrypted in the
rights object storage module.
An apparatus for playing back content using a portable storage, the apparatus
comprising:
an interface module which connects with the portable storage;
a content storage module which stores at least one content protected through
digital rights management (DRM);

an encryption module which generates a session key and performs symmetric-



encrypted using the session ey fromthe portable
storage, decrypts the content encryption key which has

Whe®s/093seei ved using the encryption nodul e, aneCT/KR2005/000547

[16]

[17]

[18]

decrypts the content protected through DRM using the
content encryption key which has been decrypted to

pl ay brskenchgtionahepiblididdlenthgtiappadat us of clai m 15,
mhereinDBEEFDRM a eR} enﬁr ts t ontqnt pr ot ect ed

¢ hr ough BB R e KL e SEUERY st or es t he
cont entvheémint the DRV agertt nddotcageuastsdupleytatk eighploayoment that is

back €8, &R Een DRRH oft1 (BRDF AL RRS: YBLR YA Arom the

conput rea program recor . .

pr ogr aPerfablc seasevianke Mtoreece swdale, FcelyprtcudRIi cebpléen key
usi Ng ehcPRIdPRiR: Bt QERIRA kel MRONTBIHRE 510 R ﬂfQ::r%/(pts the content
requesthg Ihiﬁgort | e stora&eg%o.ig%W? Ela bac d

ri ght FUFYRGREEHtY l'ﬁfﬁgiaé OrERrerHY sl DRmC YRRy MRgulgran

encr ypdetyd ey lastent protettctl dirotfleDBM ueing tHercoheat @ttryption key
thr OUQ\hvh{:c)l? ag b§ m&elérglgﬁe%ﬁt%) %Ea{y%a%ﬁ A5 cnf nd decrypting

0
the encrypted ﬁnay ) 1o generaPé a decrypted
pl aybatke anpgtatussoidlgpmaldi, metsactne DRMagantentryptsdhe cordent

t hr oughy[RMaYioNeh D d6hE YRt ﬁl‘ér)?ti%}{ basttle drdored h8koftent in
medi unt h t bl e

recor di ng avi ng a_comput’er reada program
r ecor db@ CPHERETage madye gferaptiying baskdBe£PHENa et hod

of del pAveddrdigg daiay Badkg hicepukPreaé piferdn®@re@orded therein, the
device, the gFthod.conprgﬁuQ%; recej v ng a reguest to, o
et t ORIy AERSRI e MOPOLT e Wi EaEatiTh dhghdle storage,
DRM f r tannticdtiieoddempesingt i ndi ng a ri ghts object including
t he pl : '%gb ' é} %n '
e P s, SR SRS Dy, PR R AP
encr yptheergplRBMack right to the device.
receiving an encrypted playback right for the content protected through DRM
from the portable storage; and
decrypting the encrypted playback right to generate a decrypted playback right
and playing back the content protected through DRM using the decrypted
playback right.
A recording medium having a computer readable program recorded therein, the
program for executing a method of delivering a playback right for content to a
device, the method comprising:
receiving a request to set the playback right for content protected through DRM
from the device;
finding a rights object including the playback right and encrypting the playback
right obtained from the rights object; and
transmitting the encrypted playback right to the device.



