" ABSTRACT METHOD FOR PROTECTI NG THE DECRYPTI NG OF THE CONFI GURATI ON FI LES
FOR PROGRAMVBLE LOG C CIRCU TS AND Cl RCUI T | MPLEMENTI NG THE METHOD The
subj ect of the invention is a nethod for protecting a programabl e | ogic
circuit (100, 200), characterized in that the data file(s) used for the
configuration of the programmbl e resolfces of the -circuit are stored in a
non-vol atile menory (107, 207) after having been encrypted (112), a
decryption nodul e internal to the circuit (103, 203) being responsible for
decrypting the file(s) by using a secret key (102, 202) stored in the
circuit, the decryption nodul e being protected against attacks aimng to
obt ain the key during the decryption operation by inplenenting at |east one
count er measur e techni que. Anot her subject of the invention is a
progranmabl e logic circuit of FPGA type protected agai nst observation
and/or fault-injection attacks during the decryption operation by using the
nmet hod according to one of the preceding clains. Figure 2

ABSTRACT

METHOD FOR PROTECTING THE DECRYPTING OF THE
CONFIGURATION FILES FOR PROGRAMMBLE LOGIC CIRCUITS AND
CIRCUIT IMPLEMENTING THE METHOD

The subject of the invention is a method for protecting a
programmable logic circuit (100, 200), characterized in that the data file(s)
used for the configuration of the programmable resources of the circuit
are stored in a non-volatile memory (107, 207) after having been
encrypted (112), a decryption module internal to the circuit (103, 203)
being responsible for decrypting the file(s) by using a secret key (102,
202) stored in the circuit, the decryption module being protected against
attacks aiming to obtain the key during the decryption operation by
implementing at least one countermeasure technique.

Another subject of the invention is a programmable logic circuit of
FPGA type protected against observation and/or fault-injection attacks
during the decryption operation by using the method according to one of
the preceding claims.

Figure 2
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